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chapter of the Human Rights Association 

bombing was intended to short-circuit attempts to de-escalate 
the violence. He said that local NGOs will work together to 
try to calm the people of the city 

as was the case this past March 

followed the deaths of about a dozen PKK members in a clash 
with security forces. A more neutral observer 

Bedirhanoglu 

association 

likely the responsibility of the government. 


Comment 


6. (C) On its face 

an impoverished section of Diyarbakir to the ostensibly 
Marxist-Leninist PKK 

all Kurds with a special focus on the working class. Viewed 
from this perspective and with Semdinli still a fresh memory 
it is not surprising that many are accusing the government of 
instigating the attack. More plausible is the explanation 

that the bomb was being transported elsewhere. While there 
are undoubtedly elements of the security forces or V'deep 
state\" wanting to sabotage moves towards a cease-fire 

the PKK there is a V'war faction\" as well which would resist 
efforts to move towards a peaceful settlement. And though 
the PKK has not bombed Kurdish civilians so indiscriminately 
in the past 

remain in close contact with authorities as the investigation 
continues. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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killed by the bullets of an American Marine element that was 
on the roof of the Embassy. However 

U.S. Marines fired no shots yesterday. The government-owned 
news agency 

severe wounds before authorities were able interrogate him. 


2. (U) Less specific than Syrian Ambassador to the U.S. Imad 
Moustapha\'s comments on CNN blaming Jund al-Sham 
reported that Syrian forces thwarted an operation by an 
unspecified Sunni Islamic jihadist group 

generically as a V'TakfiriV group. Initial official statements 
were even more vague 

Al-Thawra reporting that the Interior Minister General Bassam 
Abdel Majeed simply stated that it was a \"terrorist operation 
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targeting the U.S. embassy.\" 


3. (U) Echoing Ambassador Moustapha 

U.S. policy had provoked the attack 

including MP and Prominent Sunni Sheikh Muhammad Habash 
blamed U.S. policy. He said 

reporter 

in the region 

U.S. policies and why militants who might or might not be 
affiliated with extremist organizations carry out such acts.\" 


JUND AL-SHAM 


4. (C) Despite the Syrian press not yet having named Jund 
al-Sham as responsible for the September 12 attack on the 
U.S. Embassy 

the group. The group 

the Levant 

affiliated with a branch of al-Qaida and has been linked to 
various attacks mostly in northern Syria (in and around 
Aleppo) and more recently in Damascus. In the last year 
state-controlled press has linked the group to a series of 
attacks and gun battles with security forces. SARG officials 
portray the group as the most active militant group in the 
country. 


5. (C) COMMENT: The SARG argues that the violent activities 
of Jund al-Sham demonstrate that Syria too is targeted by 
terrorism because of the SARG\'s secular nationalist ideology. 
Regime proxies insist that militant Islamists also target the 
Alawite regime because it is viewed as dominated by a 
\"heretical\" Muslim sect. Many Syrians 

Syria\'s civil society groups and opposition members 

that the SARG is fabricating the clashes with Jund al-Sham to 
persuade the West it is taking steps to prevent foreign 

fighters from infiltrating Iraq and that it is confronting a 

rising Islamist force (ref A). These voices further insist 

that the SARG\'s \"battle\" against Jund al-Sham is designed to 
subtly warn the West that the Asad regime is the last bulwark 
in Syria preventing a fundamentalist takeover. Interestingly 
Jund al-Sham 

to the release of a report by the international investigators 

into the assassination of former Lebanese PM Rafiq Hariri 

(ref B) END COMMENT. 
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according to Taher 

daily basis. Taher noted that Finance Minister Jihad Azour 
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is in charge of coordinating donor pledges 

charge of how the money will get spent. As the person who 
sets priorities and coordinates projects 

office should be the primary contact point for the Embassy 
whether for questions on Unexploded Ordinance 

housing 

PM Siniora convene a meeting of all the major donors to 
clearly explain this. (Comment. While PM Siniora also gave 
Taher his vote of confidence (reftel) 

and apparent demotion -- still remain unclear to us. End 
Comment.) 


REBUILDING PRIVATE HOMES OUTSIDE BEIRUT 


3. (C) According to Taher 

southern suburbs from the Biga\' Valley and the South due to 
the complex mix of density 

other legalities in the urban environment. A special 
committee will be established to deal with the suburbs 
including representatives from the municipalities 

CDR 

Taher acknowledged means Hizballah and Amal. The Walid 
Jumblatt-aligned Fund for the Displaced is still assessing 

the extent of damages in the suburbs. 


4. (C) As for the Biga\' and the South 

further. Producing a nifty 

said the GOL has identified 253 villages in the BiqaV and the 
South that suffered some sort of damage in the conflict. 
Taher\'s spreadsheet rank-orders the villages according to the 
extent of the damage to private homes only (Khiam is number 
one) 

destruction 

damage. Next to each town is listed the donor country 
responsible for that town. 


5. (C) Money will be disbursed according to what category 
the home falls under. For a totally demolished house 
homeowner will receive a full 60 million Lebanese lira 

($40 

buying new furniture. For a partially demolished home 
homeowner will receive 70 percent of that. For severe 
damage 

damage 

Taher estimates the cost for rebuilding private homes in the 
South and BiqaY will amount to $843 million 

Arabia bearing the lion\'s share of that with $212 million 
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Qatar with $154 million 
million. Taher acknowledged that there is still a shortfall 
to fill. 


6. (C) According to Taher 

rebuilding of private homes; each family will take control of 
constructing their own home. As the construction progresses 
money will be disbursed directly from the donorsV accounts. 
This will not be based on invoices 

\"useless\" and can easily be forged. Instead 

teams from the Council for the South 

for the Displaced will set benchmarks for reconstruction 
costs -- for example 

than $100 -- to which homebuilders must adhere. When the 
Ambassador expressed reservations about the history of 
corruption of all three organizations 

\"no money will pass through them.\" Taher claimed that 
Speaker Nabih Berri -- whose wife Randa previously used the 
Council for the South as her personal ATM -- has agreed to 
this arrangement. (Comment: One can still see room for 
Randa Berri\'s style of corruption. Take the case of the $100 
window pane. Maybe a homeowner who needs one window pane 
replaced makes a deal with a CDR official to claim two. The 
CDR official will certify that two panes were replaced 

the official and the homeowner split the proceeds of the 
second 


STILL STUCK ON PREFABS 


7. (C) Concerned by the GOL decision to change the shelter 
strategy previously agreed upon with UNHCR 

expressed USG reservations about the intention to rely on 
prefab housing to \"temporarily\" shelter those left homeless 
by the conflict. Taher acknowledged that not all prefabs 

will come in the same shape and size 

will develop if one town receives nicer prefabs than a 
next-door town 

since the prefabs have been ordered. He said that they would 
be receiving 50 from Saudi Arabia and 750 from Turkey (though 
it is not clear if this is just an initial delivery). 


COMMENT 


8. (C) While this was a refreshingly detailed meeting 
though Taher is a smart 

sector mentality 

go. Not only do Taher and co. still need to come up with a 
plan for rebuilding public facilities 
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sort through the legal 

southern suburbs. We hope though that Siniora can give Taher 
(a ShiVi) a much more public role in the reconstruction 

effort 

of his competence. While we were relieved in this meeting to 
see that much more was happening than we had known 

felt 

that we had been admitted into an industrious secret society. 
The GOL\'s reconstruction efforts should not be kept under 
wraps 

convene a broader donor meeting. 

FELTMAN 
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was going (to the Faculty of Central European Studies of 

Nitra University) to take part in an Hungarian-language 
end-term exam...| was first approached in English 

whether | could speak English. | said no. Then German. | said 
yes 

asked how to get to Nove Zamky (a town in southern Slovakia). 
| gave them the information...| continued on my way. Suddenly 
| heard somebody shouting at me “Іп Slovakia speak Slovak". 
And then again 

saw two boys 

They came up to me and asked me whether | had not heard what 
they told me 

speak or hear. | told them that yes 

understand what they had told me and that they should leave 
me alone as I did not do anything to them. They asked me 
where | was going. | told them that | was going to the 

faculty to pass and exam. They told me: You will no longer go 
anywhere today. They pulled at my hair and that is probably 
when | also received a blow (in face). My nose started 
bleeding...| do not remember all they told me but | remember 
clearly that they ordered me to take off my jacket 

and to take off my earrings. | was very scared and l did all 
they ordered me to do. Then l felt a kick in the belly. And 
before that they slapped me several times. | fell to the 
ground... | remember laying in the grass 

cold...Then (I remember) running. | do not know where 

keep running... My blouse is torn 

on my chest... V" 


GOVERNMENT STICKS TO ITS STORY 

12. (U) In a press conference at 5:00 PM local time on 
September 13 

seeking to politicize the issue. They defended the police 
investigation and the results as they had announced them on 
September 12 
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13. (SBU) Ambassador raised our concerns about this case 
again with Kalinak on September 13. Kalinak stood firmly by 
his story 

doubt Malinova made it up. Ambassador urged Kalinak 
notwithstanding the facts 

the government is loosing the P.R. war. The Ambassador urged 
Kalinak to hold a private audience with SMK to present the 
facts. Kalinak admitted that he had tried this approach with 
SMK leader Bugar three times 

Ambassador urged Kalinak to respond vigorously to future 
attacks 

the Nitra case had given them tremendous knowledge about 
extremism in the region and that they even now know the 
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Daniel Tupy killers and were awaiting further evidence before 
charging them. (Comment. Daniel Tupy was an ethnic-Slovak 
student beaten to death in November 2005 in Bratislava. End 
comment.) 


14. (SBU) Post is actively engaging GOS and other concerned 
parties on this extremely sensitive issue and will keep the 
Department informed of developments. 

VALLEE 
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running out" for Iran to comply with its obligations 

said moving the issue back to the UNSC would be the right 
step Vif Solana\'s report is completely negative." If 

other hand 

difficult to reach a consensus position on next steps. 
Kopmels stressed that the GONL is under pressure from the 
Dutch Parliament to take a tough line with Iran 

because of its nuclear ambitions but also because of its 
meddling in the region and abysmal human rights record. She 
noted that Bot will probably try to broaden the debate on 

Iran at the GAERC to ensure these other issues also receive 
appropriate attention. 

ARNALL 
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committed to providing timely and efficient legal services to 
government and the public with the aim of upholding the 
Constitution and the rule of law 

governance\". The Law Office requests financial support to 
purchase law books. No USG funds will be used to assist law 
enforcement entities 

Amount of Grant: $5 
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B. 632-DHRF-06-002 - TsVepong Counseling Center 

Project Description: Empower women to regain their positive 
self-image through training. Training activities are to 

conscientize women to shun acts of violence and produce a cadre 
of women who will fill positions in governance in the local 
structures as well as national government so creating women who 
can impact on the legal systems and administrations that 
discriminate and impact negatively on gender equality. 

Amount of Grant: $10 

C. 632-DHRF-06-003 - Transformation Resource Center (TRC) 
Project Description: Formed in 1979 

non-governmental membership organization that serves a resource 
center for all those committed to work for Peace 

Participatory Development in Lesotho and throughout the region. 
It operates the following four projects: Work for Justice 
Democracy Project 

Monitoring 

be used to hold three two-day workshops for 50 people to provide 
them with conflict management skills so that they may be able to 
practice those skills in their communities 

in schools. Targeted areas are Thaba Bosiu 

Maama. It also aims at enhancing civic and voter education 
towards building effective participation of citizens in 

governance issues. Introduction of conflict management in these 
three ward councils will help the councilors to develop 

strategies and skills that help them prevent 

conflicts constructively and non-violently. 

Amount of Grant: $5 

D. 632-DHRF-06-004 - Maseru Women Senior CitizensV Association 
Project Description: Grant funds will be used to fulfill the 
organizationVs objective that women in the target areas of 

Maseru 

their rights as women regarding land ownership and inheritance 
(Customary and Roman Dutch Laws). A series of training workshops 
for members 

districts are planned to be carried. 

Amount of Grant: $7 

E. 632-DHRF-06-005 - Lesotho Council of Non-Governmental 
Organisations (LCN) 

Project Description: LCN is an umbrella body for NGOs in 
Lesotho whose main responsibility is to provide support services 
to the NGO community at large. Project components and activities 
consist of the following: review of the voter education 

material 

of trainers on voter education 

electorates 

campaigns forums 

observers deployment 

and electoral process evaluation in readiness for the 2007 
General Elections. 

Amount of Grant: $3 
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3.  Fundcitations for the above are: Appropriation 
726/71021; Activity No. 6980588.32; FUND DV/2006; and EOC 
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States is 
finding it to be of V'incalculable worth." 


The Future of Dominican Justice 


4. (U) Counting on continued 
Subero Isa laid out his plans for the future of the Dominican 
justice sector. A hoped-for V'second wave\" of projects and 
programming would include: 


- The establishment of a mediation center 

he termed as the great \"success\" of a USAID-sponsored family 
mediation center in Santo Domingo. According to Subero 
Dominican commitment to mediation is evidenced by the recent 
certification of an additional 69 family mediators and is 

justified by a 9096 success rate for all cases currently 

brought to family mediation. 


-- The creation of a \"judicial observatory.\" As previously 
established in other Latin American countries 

provide a forum for debate by political decision-makers 
members of the judiciary 

international community regarding both public policy options 
and judicial reform. 


-- Reorganization of the judiciary\'s administrative functions 
to promote transparency and efficiency. This would include 
significant decentralization of the multiple powers currently 

held by the SCJ President. 


-- The strengthening and increased utilization of the 
Dominican Freedom of Information Act (Libre Acceso al 
Publico) as a measure to promote transparency and counter 
corruption; and 


-- The spread of judicial management and tracking programs 
throughout the Republic (replicating a current USAID-model 
program in the province of La Vega.) 
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5. (U) Subero also foresaw preservation of the 2004 revisions 
to the Criminal Procedures Code. Subero suggested that 
despite the recent press linkage of rights guarantees for 
criminal defendants and a rise in the overall crime rate 
country's transition to the revised Code was far less 
traumatic than that experienced by other countries. He 
dismissed assertions by some of a link between rights for 
criminal defendants and crime 

the Code is based on confusion between the concepts of 
V'individual security" and V'individual rights. V" Initial 

hesitancy from members of the Dominican bar is now resolved 
according to Subero 


competition from their younger 
grown more comfortable in the Code\'s application. 


6. (U) There was also a prediction for increased confidence 
in the judiciary following the retirement of five Supreme 
Court Justices in the coming four months. Subero described 
this as placing the Court in a V'stage of re-legitimization 
noting that while some Justices are clearly V'resisting 
retirement 

justices. \"It is healthy to have changes.\" 


7. (U) CAFTA-DR 

the judiciary. Accordingly 

crimes/issues and specific classwork on CAFTA-DR is featured 
in judicial training for all entry-level judges. 


8. (U) In terms of the current debate regarding 
constitutional reform 

ultimately occur 

good thing. \"The problem is not the Constitution 
bluntly declared 

the application of existing law. 


9. (U) Overall 

meeting was of Subero as a proactive leader with a great 
affinity for due process 

technology in the judicial sector. 


10. (C) While the rump meeting to follow did little to take 
away from this perception 

heel -- an unwillingness to directly challenge corruption in 
the highest reaches of government. 


11. (C) Embassy had received 
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that appeared to be part of a smear campaign against 
Pichardo 

influence his votes at the Court. A partial transcript was 
also apparently delivered to the Internet investigative 
journal Clave Digital. While Pichardo\'s own comments as 
recorded contain nothing signaling either illegal or 
judicially unethical activity 

article was sufficiently damaging that Embassy thought it 
prudent to ask Subero\'s opinion of the affair. 


12. (C) In response 

acknowledged to him 

had accepted $40 

there was no quid pro quo 

further related that two of Pichardo\'s sons were also 
involved in accepting large sums of money and that Pichardo 
is known to have asked the judge in the Baninter criminal 
trial to Vhave some flexibility" in regard to defense 
motions. 

13. (C) Subero further believes 

Baninter defense attorney and presidential advisor Vinicio 
\"Vincho\" Castillo is attempting to orchestrate the 
substitution of Pichardo for Subero at the helm of the SCJ 
in an attempt to improve the CourtVs disposition toward 
Baninter defendants on appeal. 


14. (C) Despite Pichardo\'s acknowledgment and the existence 
of other indications 

that nothing could be done. His explanation: a lack of 
concrete evidence of wrongdoing. 


15. (C) Given what Subero has told the Embassy 
officials are currently investigating whether a visa 
revocation for Pichardo would be appropriate. 


16. (U) Similar reporting and extensive other material can be 
consulted on our SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo/ . 

HERTELL 
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These physical shares in a company entitle 

the \"bearer\" to open a bank account and transact 
on behalf of the company. 


6. (U) Many Panamanian companies and law firms offer 
resident agent services 

and officers. The advantage to nominee directors and 
officers is that they have no connection to 

knowledge of 

and officers operate pursuant to a power of attorney 
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granted by the shareholders that is not required to 
be filed with the Public Registry. 


7. (U) There is no legal requirement for resident agents 
to have direct contact with or information concerning 

a corporation\'s directors 

While a V'know your customer" obligation is imposed 
on Panamanian lawyers 

does not maintain any corporate records. In many 
cases 

know the identity of the shareholders. 


8. (U) Panama taxes only income derived within 
the territory of Panama only. The following 

are neither taxed nor required to be reported 

to any Panamanian authority: 


- Dividends or other distributions by a 
Panamanian corporation but sourced from 
non-Panamanian income. 


- Interest income. 


- Salary or other compensation received by 
non-Panamanian residents from a Panamanian 
corporation. 


Accordingly 
Form 1099 in the US of linking income to 
its recipient does not exist in Panama. 


9. (U) Panamavs favorable corporate tax 
environment is complemented by its sophisticated 
banking infrastructure. To bypass the V'know your 
customer\" requirement of Panama\'s banking laws 
the newly formed Panama corporation opens its bank 
accounts outside Panama in any of 100 banks from 30 
countries that have branch offices in Panama. 


10. (SBU) The money laundering process of: 
placement (putting money into a legitimate 
financial institution) 

(distancing the money from its origin) and 
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integration (causing the money to re-enter the 
economy in legitimate-looking form) is perfectly 
replicated in Panama. Panamavs status as a major 
commercial and banking center (placement) 
corporation law and tax regime (layering) create 

an environment conducive to illicit finance. 
ARREAGA 
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4. (S/NF) Poloff also asked whether Iceland had received a 
landing clearance request from Belarusian President 
Lukashenko 

on his way to the NAM summit (ref C). Gudjonson said Iceland 
had not 

denied 

restricting Belarusian officials travel. V'HeVs on the list. V 
Kosnett 
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evening of September 15 

to resolve the impasse. PRD contacts told us that the 
encampments are unlikely to be reinstated 

their Party and AMLOVs grass roots supporters are determined 
to take their civil disobedience campaign to a new phase 

which will be announced at the National Democratic Convention 
(NDC) on September 16. End summary. 


A Cry in the Night...or Two? 


2. (C) A day after announcing his intention to dismantle the 
occupation of Paseo de la Reforma and Zocalo prior to the 
parade on September 16 

his own \"grito\" (annual speech commemorating the launch of 
MexicoVs independence movement) to supporters in the Zocalo 
the evening before. AMLO is clearly seeking another 
opportunity to rattle Fox by upstaging the presidentVs 
traditional address to the nation. GDF Secretary of 
Government Ricardo Ruiz Suarez told poloffs that city 
government is working to find a face-saving solution 

that both Fox and AMLO would welcome one despite their 
hard-line public posturing. However 

president may not be willing to cede his place to AMLO after 
being prevented from delivering his annual report to Congress 
on September 1 (reftel). On September 12 

spokesman reaffirmed FoxVs desire to speak there 
essentially told AMLO to V'bring it on\" by noting that any 
citizen has the right to express himself in MexicoYs main 
square and saying he saw no conflict. 
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3. (C) Unless the competing events are staged carefully 
say local press sources 

between Fox and AMLO 

least partially blocking the view of the balcony from which 
Fox will speak and crowds of opposition supporters shouting 
insults while the president speaks. PRD Deputy Juan Jose 
Garcia Ochoa told poloff he believes a compromise in which 
Fox and AMLO deliver their gritos at different times in the 
Zocalo is possible. Deputy Cuauhtemoc Sandoval was less 
optimistic. However 

will be a noisy and embarrassing occasion for President Fox 
most here are confident that the annual military parade on 
September 16 -- by far the greater concern last week -- will 
proceed uneventfully. Moreover 

complicated logistics of dismantling the tent camps 

the parade and setting up for the subsequent NDC can be 
managed. 


A New Phase of the Civil Resistance Campaign? 


4. (C) According to both Garcia Ochoa and Sandoval 

little chance that the unpopular occupation of Reforma would 
be reinstalled after the military parade 

seeking to move on to a new phase of the civil disobedience 
campaign 

too doubted the protesters would seek to reoccupy Reforma 
after the parade. Key AMLO ally Manuel Camacho Solis echoed 
these thoughts in a September 11 radio interview 

\"wouldn\'t be convenient to reinstall the camps 

Vall of our energy will be put into the NDC.\" As Garcia 
Ochoa explained 

elected officials (i.e. legislators and governors) in the 
movement 

can do.\" He said the encampments were about seeking a 
recount 

reform. A leader of PRD party ally 

echoed these sentiments saying the Mexican left will do 
everything it can 
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the NDC 

December 1 inauguration and test his willingness to undertake 
fundamental reforms. In recent days 

new V'Magna Carta!" for Mexico 

Cabinet" to advance his reform agenda. NDC delegates will be 
asked to vote on whether AMLO should be declared the 
Vlegitimate president" of Mexico 
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government 

resistance movement. According to Garcia Ochoa 
already some 500 

16 event. 


5. (C) Comment: The PRD is clearly seeking a graceful end 
to the unpopular occupation of Reforma. A reoccupation after 
the parade is unlikely 

entirely. Whether the party and its allies use other forms of 
disruptive civil disobedience to advance their agenda remains 
to be seen. AMLO repeatedly has shown an impressive ability 
to turn out the masses. The turnout at the September 16 NDC 
may provide our first clue as to how much energy remains in 
this movement. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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stability in the region 

common approach on issues ranging from the Middle East to the 
Western Sahara. End Summary. 


2. (SBU) As predicted 

to Morocco on September 6-7 focused primarily on economic and 
commercial issues. In his public remarks 

that the African continent represents an important V'vector of 
expansion" for Russia 

with Morocco in such areas as energy and agriculture. He 
pointed particularly to atomic energy 

hydrocarbons as fields where Russia and Morocco could work 
together. The nuclear issue in particular sparked a range of 
press speculation 

Russian firms that they plan to bid on any tender by the 
Moroccan government for a nuclear power plant. Separate 
reports indicated that senior officials of the National 

Electricity Office (ONE) traveled to Russia at the end of 
August to meet with Rosatom about Morocco\'s nuclear energy 
plans. (Note: Such a visit would not be surprising; ONE 
officials told us in late August that they were exploring 

their nuclear power options with the full range of possible 
international suppliers (ref d). End Note.) 


3. (U) The formal meeting between President Putin and King 
Mohammed on September 7 saw the signature of a range of 
bilateral agreements 


-- A Justice convention 
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crimes in one state to serve their sentence in their native 
country. 


-- A Fisheries Agreement 

fish in Moroccan waters from October 15 

existing agreement expires. By terms of the accord 

Russian vessels are allotted a quota of 12 

pelagic fish for the agreements first year 

will be reviewed annually. Russian vessels are required to 
accept Moroccan scientific observers and to employ Moroccan 
seamen. 


- An Agreement on Tourism 
cooperation in tourism 
experts and the organization of cultural and sporting events. 


-- An Agreement on Cultural and Scientific Cooperation 
reinforce cooperation in these areas 

offering scholarships to enable students to study in the 
other country. 


-- An agreement on Communications 

respect for intellectual property rights 

facilitating media accreditation and cooperation in the 
realms of cinema 


-- and finally an agreement on cooperation to ensure 
agricultural trade does not result in transmission of plant 
diseases 

of vegetal crops. 


4. (SBU) For the business leaders accompanying the Russian 
President 

constitutive assembly of a Russian-Moroccan joint business 
council. Building on a convention that was signed in Moscow 
in June 

opportunities and exchange of information between businesses. 
Recent trade figures highlight the fact that there is much 
work to do: while Russian exports to Morocco nearly tripled 
from 2001 to 2005 (from 4.2 to 12.2 billion MD 

percent of Moroccan imports) 

over the same period (from 600 million DM to 1.2 billion MD 
or 1.3 percent of Moroccan exports) left the bilateral trade 
deficit at nearly 11 billion MD (1.4 billion USD). 


5. (SBU) If economics were at the center of the visit 

Russian officials were at pains to emphasize the fact that 

there was a political purpose as well. Both Russian 

Presidential Advisor Mikhail Kaminine and Ambassador 
Alexandre Tokovinine stressed the \"longstanding friendship" 
between the two countries and their V'close or common" outlook 
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on issues ranging from the Middle East Peace Process to the 
Western Sahara. The Moroccan press argued the unspoken 
subtext of the visit was RussiaVs desire to assuage Moroccan 
concerns about its large (7.5 billion USD) arms sale to 
Algeria earlier this year. 


6. (SBU) Comment: PutinVs visit appears to have checked a box 
for Russia by signalling its desire to expand bilateral ties 
notwithstanding its historically close relationship to 

Algeria. The energy issue 

power 

Moscow 

potential interest in the project by American companies as 

well. End Comment. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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president 
National Assembly. 


-- BPC\'s fate illustrates the ongoing struggle of political 
parties and coalitions as they fight to gain relevance in the 
unfamiliar territory of a democratic transition. 


-- It appears the main goal of the parties is to leverage 
their position in a coalition to strengthen their own hands. 
This only leads to mistrust rather than the building of 
consensus 


-- Other coalitions 
Coalition of Forces for Democratic Change 
struggling to stay together. 


End Summary and Comments. 


1. (U) On August 31 

Democracy) announced that it had split from the BPC (Bloc For 
Change) political party coalition. The BPC was MauritaniaVs 
first political party coalition 

a clearly defined platform 

Afro-Mauritanians. While the three remaining parties in the 
BPC have vowed to continue working together in the run-up to 
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elections 

in the coalition 
electoral prospects. 


2. (C) AJD President Cheikh Amadou Cisse told PolOff 
September 12 that \"the coalition struggled from the 
beginning 

direction of the coalition 

personal ambitions." When the BPC formed 

real coalition 

Afro-Mauritanians...but after a while 

more on gaining power 

Afro-Mauritanian issues 


3. (C) Cisse explained that he finally decided to withdraw 
AJD from the coalition following the decision by the other 
coalition members to accept the membership of a fifth 
political party (the unrecognized Party for Mauritanian 
Development) headed by Abdelkoudous Ould Abeidna 
businessman and cousin of former President Taya. \"Taya was 
the worst enemy of Afro-Mauritanians 

Abeidna\'s party would be a betrayal of all of AJD\'s members 
Cisse said 

didn\'t care about our cause 

success. 


4. (C) Cisse said AJD will not look to form or join another 
coalition before the municipal and legislative elections in 
November 
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those races. \"We don\'t have enough time to correctly partner 
with other parties 

elections we will assess how each party and coalition 
performed 

March\'s presidential elections. V 


5. (C) AJD intends to submit municipal and legislative 
candidate lists in Guidimakha 
Gorgol 


Column 3 

6. (C) Cisse said that he has no plans to run for the 
presidency 

newly added National Deputy Seats in the National Assembly. 
\"Mauritania is not yet ready for an Afro-Mauritanian 

president 


7. (C) Cisse refused to offer any names of presidential 
candidates he thought had the greatest chance of winning. 
However 

had a close connection to the military 

will be no different.\" “Тһе next president will not be 
anyone the military is opposed to 

PolOff\'s question if the military council would intervene in 
the race 

neutral in public...but would privately not allow anyone that 
threatened them to rise up.\" 


8. (C) Cisse said \"the current coalitions and all but a few 
of the current political parties are essentially irrelevant. V" 
V'The race for the presidency will be decided by those with 
power...whether they are members of a political party 
coalition 

Koutsis 
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everything we can to ensure U.S. taxpayerVs dollars are well spent 
in Benin. Our administration of US money on these programs will be 
impeccable." 


6. (U) Yayi reiterated a specific plea for consideration of MCC 
funding of a scanner at the Port of Cotonou as a means to reduce 
customs fraud. This particular emphasis has also been repeated by 
the Minister of Finance on several occasions (NOTE: The MCC 
Compact with Benin includes a study to examine whether such a 
scanner would truly enhance the portVs efficiency 

provide for the purchase of the equipment itself. Furthermore 

under the terms of the Compact 

not buy any such scanner itself unless the study finds it would 
enhance the ports efficiency. END NOTE.) 


7. (U) President Yayi concluded his remarks by repeating his request 
(REFTELS) for an invitation to visit Washington 

much he had appreciated Undersecretary Hughes\' attendance at his 
inauguration in April 

reciprocated as soon as possible. He had already visited many 
African neighbors 
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elsewhere. But he said he was most anxious to visit Washington 
that he could personally assure V'the big man himself 

Bush\" that Benin appreciated the assistance the United States is 
providing and that Benin was committed to fighting poor governance 
and using the money wisely. 


8. (U) The Ambassador reaffirmed USG support for Benin and pledged 
to work to strengthen existing excellent relations. In response to 

her request 

suitable site for construction of a new Embassy in Cotonou 

attend an October 5 ceremony formally launching the MCC program. 


COMMENT AND ACTION REQUEST 


9. (SBU) COMMENT: President Yayi\'s agenda is one of real economic 
and political reform. He and his ministers have taken steps to 

clean up the port 

institutions 

transparency on government operations. Benin has long been a model 
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of democratic practice in Africa 

contributions to international stability through its peacekeeping 
deployments. It has not 

With Yayi 

million MCC program means we are poised to give it to him. He 
wishes to express his appreciation for this aid 

takes his responsibilities to be a good steward of U.S. aid 

seriously. A White House meeting would demonstrate strong support 
and build on a friendly relationship 

goals in other fora. 


10. (SBU) Yayi also has the potential to become an important ally on 
the African continent in advancing U.S. policies of promoting 
economic reform and investment in people. If he succeeds in pushing 
his reforms through 

Now is the time to support 

a reform momentum. END COMMENT. 


11. (SBU) ACTION REQUEST: We would appreciate Washington\'s response 
as to whether such a visit is possible. END ACTION REQUEST. 


BROWN 
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territories. Leading dailies report that neighborhood watch 
organizations are being formed to counter the threat from 
gangs 


Column 3 
which criminal gang members were subject to extrajudicial 
execution. 


Criminal Investigations not a Deterrent to Street Crime 


3. (C) El Salvador\'s anachronistic and inefficient criminal 
justice system is poorly equipped to dismantle the gangs who 
are responsible for nearly all violent street crime. Unless 
a police officer witnesses a crime in progress 

must file a formal 

office before the PNC can initiate an investigation. Victims 
are loath to file a complaint for fear of retribution from 

the gangs; witnesses fail to appear for the same reason. The 
Embassy prodded the National Assembly to finally pass a 
Witness Protection Law in the last legislative session 

the witness protection program is only partially funded 

the office overseeing the program has yet to be organized. 
Witness protection efforts have been unable to resolve the 
conflict between the right of a defendant to confront his 
accusers and the threat to witnesses who testify at trials. 
EI Salvador does not have a uniform code of evidence 

the result that judges can refuse to accept valid evidence 
against the accused without fear of being overturned by a 
higher court--even overwhelming evidence often does not 
result in conviction. When conviction is achieved 

often nowhere to incarcerate the prisoner in El SalvadorVs 
prison system 

capacity. As a result 

the street the day after their arrest. 


More Public Security Needed 


4. (C) In view of the failings of the criminal justice 

system 

attack crime in El Salvador is to prevent it from occurring 
in the first place. At his request 

dispatched 500 soldiers to San Miguel to augment police 
patrols; the Army promised another 1 

nationwide deployment 

will follow through. Avila realizes that strengthening the 
PNC with military forces is a temporary and unsustainable 
means of enhancing public security. Although he would like 
to increase police ranks 

included in the current budget 

on retention. From January to August 2006 

534 cadets from its police academy 

losing 572 officers for various reasons (307 resigned; 221 
fired for corruption; 39 incarcerated; 8 died in the line of 
duty). Those who resigned went to work in the private 
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sector 

retain more officers 

mid and senior level officers 

care for officers and their families 

club for officers and their families. Only the salary 
increases have been funded thus far. 


Comment 


5. (C) El Salvador\'s weak criminal justice system limits the 
effectiveness of criminal investigations in addressing street 
crime. Emboffs are working with members of the National 
Assembly to elaborate a major anti-crime bill which would 
include RICO legislation to go after the maras more 
effectively as well as an asset forfeiture law to allow 
seizure of organized crime assets. Separately 

also working directly with Avila and the PNC to devise 
creative operational approaches to reduce the ability of mara 
leadership to direct criminal activity from the prisons. 
Separately 

decisions to provide the PNC with the resources needed to 
hire and train more officers capable of providing greater 
public security. 

Barclay 


78262 

personnel change will slow slightly the GOCR\'s ability send draft 
telecom legislation to the Asamblea because the Board of Directors 
of ICE must first approve it. The Board cannot take such action 
until Arias names another board member and that person is sworn 
which Min. Ruiz estimated would take two weeks. 


7. (U) Comment: The telecommunications reforms are considered by 
most to be the most difficult hurdle to implementing CAFTA in Costa 
Rica. The ICE union 

a national strike for late October. ICE leadership 

the Board President 

as the country debates telecom reforms the Arias administration is 
now characterizing as modeled after those in Northern Europe 
\"based on solidarity and competition and not at all like previous 

Latin American privatizations.\" 

End Comment 
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indicated that the General and Regional Elections took place 
in a calm 
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-- In a follow up press release 

elections were \"exemplary\" and that they will long be 
remembered for their historical value and for setting an 
inspirational basis for changes to come. 


-- The Carter Center issued a press release on August 31 
commending the people of Guyana 

GECOM for \"what so far has been the most peaceful and orderly 
electoral process in recent history. V" 


- The Commonwealth Observer Group endorsed the voting 
process 

manipulation during the process and that conditions existed 
at the elections for V'a free expression of will of the 

electors and the results reflected their wishes.\" 


-- The Central Islamic Organization of Guyana issued a 
statement praising the election process and thanking GECOM 
for V conducting elections in a peaceful and transparent 
manner. 


-- US Embassy staff 

in most parts of the country 

were followed and that no major problems occurred at the 
polling places. 


3. (SBU) The fairness of the electoral process was hindered 
by the PPP/C\'s use of government resources to tilt the 


playing field. As the ruling party 

advantage in regard to both the quantity and quality of media 
exposure during the elections. Radio is the only form of 
electronic media that reaches most parts of Guyana\'s 
interior. The only licensed radio station in Guyana is 
controlled by the PPP/C led government 

monopoly control to its advantage. The government also 
controls a network of television stations that covers most of 
the coast. The PPP/C used this media advantage to 

other things 

including the night before the election 

bombard cricket match viewers with pictures of President 
Jagdeo during the contest. In another example of misuse of 
government resources 

for political advertisements during the month before the 
election 

ads 

In private meetings with election observers 
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senior ministers admitted that their Cabinet Outreach V 

program was purely a state-funded campaign activity. The 
PPP/C\'s misuse of government resources went as far as 
political-related tax audits - the leaders of both the 

Alliance for Change (AFC) and Guyana Action Party-Rise 

Organize and Rebuild Guyana (GAP-ROAR)reported that they were 
queried or audited by the Guyana Revenue Authority in the 

run-up to the election. 


4. (SBU) Although Guyanavs national and regional elections 
were an overall success 

transparency in the process did arise. First 

GECOM\'s decisions regarding the election were discussed and 
decided in closed meetings. This lack of transparency left 
voters guessing as to how 

and who 

constitutional selection process for Parliament members is 
opaque. After learning how many seats their party has won 
the party leaders than pick and choose names from the 
electoral list to represent their party in Parliament. The 
selection mechanism is closed to all other than the 
inner-circle of party faithful. The two major parties 
presented electoral lists with far more names than the total 
number of seats in Parliament. Thus 

PNC/R-1G had won 100% of the vote and all 65 seats in 
Parliament 

individuals would end up representing them in Parliament. 
Lastly 

contesting party is calculated through a confusing 
constitutional formula that left most observers (as well as 
candidates) dumbfounded as to whether the resulting 
distribution was correct. The Chief Electoral Officer 
apparently did not get it correct when explaining the system 
to the national media 

party leaders EmbOffs spoke with were able to come to 
agreement on how seats are supposed to be distributed. From 
a transparency standpoint 

re-written so that even the public can understand them. 


5. (C) As former President Carter has remarked 

not need help counting ballots. This election was as free as 
the last three elections since 1992. The problems with 
fairness and transparency are also largely the same as those 
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in the 1992 

orderly electoral process at least is one positive sign that 
the political system is beginning to mature. The violence 
and constitutional crisis brought on by the last few 
elections has 

functioning electoral process and a smooth transition into 
the next five years. 
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Liberal 

VSuspected al Qaeda-linked militants yesterday tried to blow up the 

US Embassy in Damascus and storm it with automatic weapons and hand 
grenades 

in a fierce gun battle. 


\"The brazen 

and Damascus and could highlight the Syrian regime\'s weakening grip 
on militants 

in recent years. 


V'Three attackers and a Syrian guard were killed in the attempted 
bombing in a heavily guarded neighborhood of Damascus where several 
foreign embassies and President Bashar Assad\'s office and residence 
are located. No US citizens were hurt. 


Y... VI do think that the Syrians reacted to this attack in а way 
that helped to secure our people 
Secretary of State Condoleezza Rice said. 


SIPDIS 


\"... But Syria responded with a sharp criticism of the US 
its policies in Lebanon 
increasing Islamic militancy. 


\"\It is regrettable that US policies in the Middle East have fuelled 
extremism 

Washington said in a statement. VThe US should... start looking at 
the root causes of terrorism and broker a comprehensive peace in the 
Middle East." 


- \"Warnings\" 


Marcelo Cantelmi 

(09/13) \"The precarious nature of the criminal attack on Syria seems 
to point to an isolated group in spite of DamascusY interest to 

blame AI Qaeda... These isolated groups are perhaps the most 
disturbing feature of the chaos of violence 
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rage over the crisis in the Middle East. 


\"In early 2005 

warned that the characteristic Muslim animosity against the US was 
turning into hatred of the US people because of big mistakes made by 
the US in the region. The risk is that these kinds of warnings 

remain neglected." 


- VBush is criticized for defending the war in Iraq\" 


Daily-of-record V'La Nacion\" reports (09/13) V'US President George W. 
BushVs speech on the fifth anniversary of the September 11 attacks 
unleashed controversy in Washington. The Democratic opposition 
accused the US President of having used a day of mourning for 
political purposes to defend the decreasingly popular war in Iraq. 


\"According to opponents 

justify keeping US troops in the Arab country. The White House 
rejected these charges and said that Bush avoided partisan 
statements in his speech although he could not help making some 
reference to lraq. 


V'The fifth anniversary of 9/11 took place two months before November 
legislative elections now that Bush has embarked on an aggressive 
campaign to defend his administration 

war on terrorism 

opposition. 


\"For its part 

control of both chambers of Congress 

campaign and has used the war in Iraq to state that a change on 
Capitol Hill is badly needed." 


- VEvo seeks to retain US trade preferential rates V 


Business-financial VEI Cronista\" (09/13) reports \"Bolivian Vice 
President Alvaro Garcia Linera continued his attempts in Washington 
to obtain the extension of the trade preferential program whereby 
Bolivia exports 200 million dollars 

exports to the US. What is at stake is 80 

million dollars per year 

it eradicate coca crops. The name of the program is the Andean Trade 
Promotion and Drug Eradication Act... 


V Yesterday 

head 

Vmoderately optimistic\' that the US would renew preferential rates 
for Bolivia because the country is making efforts to stop being the 
third largest coca producer in the world. V 
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-WThe fact that Kirchner implements the policy of a VcaudilloV is 
dangerous" 


Daily-of-record V'La Nacion!" front-pages (09/13) \"... Arturo 
Valenzuela 

during the first Clinton administration 

White House on National Security Issues 

Hemisphere Section at the National Security Council during the 
second Clinton administration 

democracy according to Abraham Lincoln\'s view - the government of 
the people 

does not respect minorities and sometimes is determined to change 
the rules of the game. It is determined 

and Hugo Chavez\'s statements 

cases 


V... Valenzuela added that V Nestor Kirchner\'s Vcaudillo policy! is 
risky.V 


V... Regarding Chavez 
potential a lot. | believe he represents a move backwards for 
(Mercosur) interests...V 


\"On Latin America\'s low importance for the US agenda 
answered VThe US does not see Latin America strategically. Right 
now 

Middle East. Mistakes were made in handling the OAS 
Argentina... Neglect contributed to this disorder." 


- VNon Aligned countries are divided on their position about Bush!" 


Business-financial V'Ambito Financiero" reports (09/13)d \"Yesterday 
the Non-Aligned Movement 

confront the US 

statement in order to prevent its members from being intimidated. 


VGovernment representatives from the 116 countries making up the 
bloc have issued a draft document 

which they criticized the policies implemented by the US and its 
allies. 


\"According to one of the points of the draft statement 
of State strongly rejected IsraelVs ruthless attack on Lebanon.V 


VNonetheless 

positions vis- -vis Washington. On the one hand 
critics 

other hand 

good ties with the US 
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V... According to the draft statement 

toughening of the US embargo on Cuba and are concerned about its 
Vaggressive policies\' against Cuba.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 


MATERA 


78266 

78267 

78268 

this personnel change will slow slightly the GOCR\'s ability send 
draft telecom legislation to the Asamblea because the Board of 
Directors of ICE must first approve it. The Board cannot take such 
action until Arias names another board member and that person is 
sworn 


7. (U) Comment: The telecommunications reforms are considered to be 
the most difficult hurdle to implementing CAFTA in Costa Rica. The 
ICE union 

strike for late October. ICE leadership 

President 

country debates telecom reforms the Arias administration is now 
characterizing as modeled after those in Northern Europe 

\"based on solidarity and competition and not at all like previous 

Latin American privatizations.\" 

End Comment 
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CAWT 


REF: STATE 148162 


1. On September 11 the Ambassador discussed the Secretary\'s 
invitation to participate in her press event on the Coalition 

Against Wildlife Trafficking (CAWT) with Foreign Minister 

Peter MacKay 

MacKay to attend the September 22 event in New York. 

Although MacKay was non-committal as to Canada joining CAWT 
noting this was a cabinet decision that fell primarily under 

the jurisdiction of Environment Minister Rona Ambrose 

tell the Ambassador he believed things were \"heading in the 

right direction. V" 


2. EST Counselor also discussed the invitation and Canada\'s 
interest in CAWT with contacts in Environment Canada (EC) and 
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Foreign Affairs Canada (DFAIT). Foreign Affairs contacts 
acknowledged that Canada was taking a long time in deciding 
on joining CAWT and admitted that the Secretary\'s invitation 
might help concerned ministries reach that decision more 
expeditiously. Environment Canada contacts told Embassy that 
Ambrose has said V'Canada would like to find a way to join 
CAWT 

announcement of Canada 


3. Embassy will continue to monitor developments at both EC 
and DFAIT 

Foreign Minister MacKay attend the Secretary\'s CAWT press 
event in New York on September 22. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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military training and an ally. He warned 

position as MinDef would obligate him to publicly express GOE 
positions contrary to his personal beliefs. 


Hand Out for Help 


4. (C) Delgado conveyed the Ministry\'s interest in receiving 
C130 airplanes and ground-based radar for tracking flights 
originating in Colombia and operating along Ecuador\'s 
northern border. He requested USG financial support for the 
construction of a new dock for use by riverine marine forces 
at General Farfan in the Sucumbios province 

Ecuadorian pilots be permitted in the cockpit of Manta FOL 
surveillance planes operating in Ecuadorian airspace (GOE 
claims up to 200 miles from their shores; they currently 
monitor information only to the 38-mile limit of their air 
traffic controller communication range). 


5. (C) The Ambassador acknowledged his proposals but 
explained that USG resources were limited and that the 
Ministry would need to prioritize GOE requests. She 
suggested that Delgado visit the FOL to gain a full 
understanding of its mission and current levels of 
cooperation 

request other than to restate that we abide strictly by the 
terms of the bilateral agreement. Delgado considers himself 
a \"caretaker\" MinDef 

institute reforms initiated by Jarrin. He reported that 

there would be no high-level military command changes under 
his watch. 
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Then Takes Cheap Public Shot at the FOL 


6. (U) Responding to a question from journalist on September 
8 

trafficking aided by the Manta FOL 

\"personally\" believed the agreement was poorly negotiated and 
that Ecuador has \"received almost nothing in exchange. V 
Delgado said he would oppose renewal unless conditions 
favored Ecuador 

narcotics fight. 


Comment 


7. (C) Delgado appeared generally supportive of USG 
objectives to combat narcotics trafficking in the region 
committed to continue northern border security enhancements 
initiated under Jarrin. With only a four-month mandate until 
the next government takes office 

major policy shifts 

relations with the ministry. Delgado\'s negative Manta FOL 
comments are aligned with recent public statements made by 
Foreign Minister Francisco Carrion 

flight information out to 200 miles is consistent with the 
recent MOD position and likely comes from staff level. We 
hope to change his views on both with further education and 
personal understanding of FOL operations. 

JEWELL 
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centralizing biofuel politics and trying to determine where each GoB 
entity fits into the equation. Manuel here expressed the USG\'s 
desire for a quick decision from the GoB. Teixeira replied that he 
would pass along the information at a policy coordination meeting 
the next week. 


9. (SBU) Comment: This meeting reaffirmed that Brazil\'s Presidency 
much like its MFA 

It is clear 

shake-up and not in a position to immediately respond to the USG\'s 
proposal. One certainty to come out of the meeting is the need for 
future contact on the subject to include the Casa Civil. There also 
appears to be an overarching 

biofuel policy. While Teixeira responded positively to the USG 
proposal 

expanding bilateral efforts to include projects outside of the 


Column 3 
Western Hemisphere. Whether or not Brazil has the means to fund 
such activities remains to be seen. 


SOBEL 
78276 


10) New Komeito action plan will seek to constrain new premier on 
visiting Yasukuni Shrine 
self-defense 


11) Agreement between LDP 
not likely to refer to constitutional revision 


12) Minshuto President Ozawa in interview says that amending the 
Constitution will not be possible for some time 


13) Abe if elected plans \"second-chance\" bill for next regular Diet 
session that would help job searches 


14) Internal Affairs and Communications Ministry to launch program 
allowing IT-related employees to work at home 


Articles: 


1) TOP HEADLINES 

Asahi: 

Divided Japan (Part 1): Koizumi reform causes \"sense of being 
scattered apart\" 


Mainichi: 
Insurance money paid to five major consumer loan firms 
in more than half of deaths unknown in FY2005 


Yomiuri: 
Assaults on teachers at elementary schools increase 38 PERCENT in 
FY2005 


Nihon Keizai: 
Deficits in fixed-phone services in remote areas to be covered by 
users of all types of phone services 


Sankei: 
Ban on power line communications to be removed 
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Tokyo Shimbun: 
Abe willing to submit bill to promote second-chance program to 


Column 3 
regular Diet session 


Akahata: 
Study of businesses created through deregulation (Part 1): Medical 
and nursing services 


2) EDITORIALS 

Asahi: 

(1)Politicians must speak of their historical views 
(2)Fines for bid-rigging imposed to prevent illegalities 


Mainichi: 

(1)Restrictions on materials might reflect librariesY overreaction 
(2)LDP presidential election: Measures for sustainable social 
security should be presented 


Yomiuri: 

(1)Consumer loan firms: Contracts with life as security outrageous 
(2)Survey in seven Asian countries: Expectations of Japan growing in 
Asia 


Nihon Keizai: 
(1)2006 LDP presidential election: Swiftly normalize economic and 
fiscal conditions by accelerating reform 


Sankei: 
(1)Candidates for LDP presidency must openly discuss tax hikes 
(2)Restrictions on materials at libraries might lead to censorship 


Tokyo Shimbun: 

(1)Government tax panels deferment of submission of interim report 
tantamount dereliction of duty 

(2)Special interest rates: Who will be saved? 


Akahata: 
(1)Society must eliminate drunk driving 


3) Prime Minister's Official Residence (Kantei) 
Prime Minister's schedule 


NIHON KEIZAI (Page 2) (Full) 
September 14 


10:35: 

Met Kanagawa Central Union of Agricultural Cooperatives Chairman 
Okawa and others at Kantei. 

14:20: 

Held a commemorative photo shoot with supporters from his hometown. 
Later 

18:45: 
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Dined with the staff for his office at the eel restaurant 
at Higashi Azabu. 

20:41: 

Returned to his residence. 


4) Japan 
field even after Sept. 15 time limit 
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The prospect now seems certain that Japan and lran will continue 
talks on the development of Iran\'s Azadegan oil field 

Japan has a 75 percent stake 

Economy 

Petroleum Minister Kazem Vaziri-Hamaneh during interviews with the 
Yomiuri Shimbun indicated their intention to continue the 
negotiations. However 

over its nuclear program issue 

agreement at an early date will be difficult. 


Azadegan is one of the largest oil fields in the Middle East with 
estimated reserves of 26 billion barrels. The two countries agreed 
that INPEX 

percent stake in the project. Azadegan is characterized as a trump 
card for Japan in obtaining a stable oil supply. 


INPEX is now pursuing talks with Iran\'s state-run company to begin 
developing the Azadegan oil field. However 

protracted 

to Iran\'s nuclear issue. The Iranian side warned Japan that unless 
an agreement is reached by Sept. 15 as stipulated in the contract 

it would switch negotiations to China or Russia. 


Petroleum Minister Vaziri-Hamaneh 

to bring a successful end to our talks with Japan. We will continue 
talking.\" He took a positive stance toward reaching agreement 
commenting: \"The talks are going in a favorable direction. A 
settlement will be reached." Nikai also said on the 13th 

deal with the matter from an overall perspective in hopes of 
reaching an amicable agreement." 


5) Japan 
in bid to set stage for new prime minister to travel to China; 


Bilateral summit may occur next month 


NIHON KEIZAI (Page 2) (Excerpts) 
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The Japanese and Chinese governments have begun moving to arrange 
both sides schedules for the new prime minister to visit China 

after launching his administration as early as Sept. 26 after Prime 
Minister Koizumi steps down. Japan aims to hold a summit with 

Chinese President Hu Jintao as early as October. If Chief Cabinet 
Secretary Shinzo Abe 


SIPDIS 

Democratic Party (LDP) presidency 

minister 

visit Yasukuni Shrine. By avoiding that question for the time being 
Japan wants to resume top-level exchanges. 


As part of the efforts to set the stage for the new prime minister 

to visit China 

dialogue of vice foreign ministers in Tokyo. Both sides are 

arranging their schedules to get this dialogue to occur on Sept. 
22-23 immediately after the presidential election. Senior Vice 
Foreign Minister Yasuhisa Shiozaki already visited China on Sept. 
9-10 and held informal talks with Chinese Communist Party officials. 
He apparently exchanged views with them on a visit to China by the 
new prime minister. 
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Reportedly 

lawmaker close to Abe commented: Vt depends on how China responds 
but chances are strong that Abe will choose China as the first 

country for him to visit as prime minister.\" 


6) FTA with South Korea: South Korean Vice Prime Minister expresses 
desire to resume talks next year 


NIHON KEIZAI (Page 1) (Full) 
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Commenting on a free trade agreement between Japan and South Korea 
Deputy Prime Minister and Finance and Economy Minister Kwon O-kyu 
who is in charge of the South Korean government\'s economic policy 
during an interview with the Nihon Keizai Shimbun noted 

resume talks with Japan\'s next administration within the next year.\" 
Regarding his government\'s policy toward North Korea 

out 

sake of security on the Korean Peninsula.\" He then indicated a 

stance of restarting economic assistance to that nation if it 

presents a positive sign 
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South Korea is now pursuing FTA talks with the US. It will also 
enter into negotiations with the EU 

set to shortly launch industry-academic-government studies on FTA 
talks with China 

countries would reach an agreement to start FTA talks during a 
China-ROK summit to be held on the sidelines of the Asia-Pacific 
Economic Cooperation forum meeting to be held in Vietnam in 
November. 


Working-level FTA talks between Japan and South Korea have been on 
the backburner since Nov. 2004. Deputy Prime Minister Kwon noted 
\"Since Japan and South Korea are mutually important partners in all 
spheres 

administration of Japan will be resumed at an early date." At the 

same time 

put on a high level.\" He indicated his governments intention to 

firmly maintain its liberalization condition that 90 percent of 

agricultural products should be liberalized. Japan is reluctant to 

open its market to this extent. 


7) Poll on LDP presidential election: Support rate for Abe reaches 
plateau 


TOKYO SHIMBUN (Page 1) (Full) 
September 14 


The Tokyo Shimbun yesterday tallied the results of a survey of its 
political monitors on the Internet. In response to the question of 
who will be desirable for the president of the Liberal Democratic 
Party (LDP) 

was picked by 45.7 percent of the respondents and ranked at the top 
but his support rate slightly dropped from the level in the previous 
survey. Although Abe is certain to win a victory in the Sept. 20 
presidential race 

compared to the 2001 presidential race in which thanks to what was 
called the V'Koizumi fever 

continued to soar until election day. 


The survey 
was carried out Sept. 8-11 on the Internet. Of the monitors 
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81.4 percent answered the questions. The survey this time was the 
fourth one of this kind. 


The support rate for Abe dropped by 1.6 points from the 47.3 percent 
level it was at in the previous survey. AbeVs support rate has 
declined in two consecutive polls after peaking at 51.5 percent in 

the second survey at the end of July 


Column 3 
Secretary Yasuo Fukuda declared he would not run in the LDP race. 


SIPDIS 


Finance Minister Sadakazu Tanigaki came next after Abe with a 
support rate of 24.3 PERCENT (24.5 percent in the previous survey) 
and Foreign Minister Taro Aso was third 

(10.3 percent in the previous survey). 


But looking at supporters of the LDP 
Abe 
is certain to win an overwhelming victory. 


By gender 

percent of supporters for Aso were men 

between the two candidates. In the case of Tanigaki 
supported almost equally by men and women. 


8) Coordination underway in LDP to name Nakagawa secretary general 


MAINICHI (Page 1) (Full) 
September 14 


Chief Cabinet Secretary Shinzo Abe 

become the next Liberal Democratic Party president 

coordination yesterday to appoint Policy Research Council Chairman 
Hidenao Nakagawa (62) of the Mori faction 

belongs 

posts -- Executive Council chairman and Policy Research Council 
chairman -- Abe intends to select appropriate persons from factions 
other than the Mori faction. As candidates for the post of chief 
cabinet secretary -- a key post in the cabinet -- former Foreign 
Minister Nobutaka Machimura (61) of the Mori faction and State 
Minister in Charge of Financial 

Yosano (68) have been mentioned 


Nakagawa has been like a guardian for Abe. Nakagawa has supported 
the Koizumi reform line from the standpoint of the party since 
assuming his current post in the reshuffle of the cabinet and party 
officers last October. With an eye on the extraordinary Diet session 
this fall and the House of Councillors election next summer 

appears to have judged Nakagawa 

business and has close ties to New Komeito 

post. 


Nakagawa has been elected from the Hiroshima No. 4 district nine 
times. He served as Science and Technology Agency director general 
acting secretary general 

Committee chairman. In the LDP 

select the secretary general from a different faction from the one 

to which the president belongs. But Abe indicated on Sept. 6 that he 
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would pick someone from the Mori faction for the post of secretary 
general 

greatly changed 


It is also a traditional practice to appoint someone from the 
presidentVs faction for the post of chief cabinet secretary 
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the post of secretary general is awarded to Nakagawa 

attention will be on whether a member of the Mori faction becomes 
chief cabinet secretary. For this post 

like Machimura and Yosano 

as former Land 

Ishihara (49) 

faction 

Niha-Koga faction. 


9) SDP\'s Fukushima: Abe cabinet would be \"postwar-denying cabinet\" 


MAINICHI (Page 5) (Full) 
September 14 


Social Democratic Party head Mizuho Fukushima made this critical 
comment at a press conference at the Japan National Press Club 
yesterday: 


VAn Abe government would be a postwar-denying cabinet. (In his 
book) 
letting Japanese ever again have to die for their country." 


Fukushima also took a cautious posture about cooperating with 
Minshuto (Democratic Party of Japan) in election campaigning 
saying 

the voters. V 


10) New Komeito\'s action policy discourages Yasukuni visits by next 
prime minister 


YOMIURI (Page 2) (Excerpts) 
September 14 


The New Komeito at its executive meeting yesterday decided on the 
party\'s draft action policy for the next two years. Criticizing the 
prime ministers visits to Yasukuni Shrine in connection with 
relations with China and South Korea 

resolving issues 

dialogue between top leaders 

Secretary Shinzo Abe will become the next prime minister. The 
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SIPDIS 

policy 

exercising the right of collective self-defense and building a new 
national war memorial - matters that may result in a conflict with 
the Liberal Democratic Party. The party plans to officially adopt 
the action policy at the Sept. 30 party convention. 


As achievements by the coalition government with the LDP 

policy listed the revitalized economy 

collusive ties between politics and the bureaucracy 

revamped social security system. The policy also listed five future 
challenges: (1) educational reform; (2) new economic growth; (3) 
revitalizing local economies; (4) reining in social disparity; and 

(5b) the declining birthrate and the rapidly graying population. 


11) LDP 
constitutional revision 


SANKEI (Page 2) (Excerpts) 
September 14 


An outline of the new agreement on the coalition government of the 
Liberal Democratic Party and the New Komeito 
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scenes by the two parties assuming an Abe cabinet 

yesterday. The two parties have reached an agreement to follow the 
past coalition agreement and document only pressing priorities for 
the new administration. Although Chief Cabinet Secretary Shinzo Abe 
is expected to be elected the new LDP president in the Sept. 20 

poll 

of mentioning constitutional revision and a review of the right of 
collective self-defense - matters on which Abe placed high priority 

in his policy platform. 


According to the outline 

areas: educational reform 

diplomacy 

Abe\'s top priority -- is defined as a core element of the coalition 
agreement. 


At the same time 

bridging the gap between large cities and rural areas 

Social system that allows second chances for those who have failed 
and reforming the civil service system as means to correct social 
disparities. 


With Lower House by-elections in October 
election 
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have begun consultations centering on policymaking officials before 
seeing the results of the LDP presidential election. 


12) Ozawa: Constitutional revision not possible for time being 


SANKEI (Page 2) (Full) 
September 14 


In an interview with the Sankei Shimbun yesterday 

(Democratic Party of Japan) President Ichiro Ozawa expressed a 
positive view about amending the Constitution 

saying: 


V'The parts that need to be revised can бе.... Lawmakers need to 
educate the public 

is uninterested in. A list of priorities must be decided upon based 
on the situation at the time 

revise the Constitution) for the time being. V 


Ozawa also said of the right of collective self-defense: 


VAs is stipulated in the UN Charter 

ability to exercise it is restricted under Article 9. Japan is not 
allowed to use force unless it is directly attacked. ... If it 
involves UN peacekeeping operations 

can be dispatched (overseas). V 


He also indicated that even if the ruling coalition were forced into 
the minority in next years Upper House election 

be able to wrest power from the ruling coalition until after the 
next Lower House election. Selecting a new lineup of party 
executives to win elections is his top priority 

Ozawa. 


13) Candidate Abe intends to submit \"second chance promotion bill\" 
to ordinary Diet session as part of efforts to lead measures for 
employment and starting businesses 
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TOKYO SHIMBUN (Top play) (Full) 
September 14 


Chief Cabinet Secretary Shinzo Abe 

the Liberal Democratic Party (LDP) presidency 

mind that once he is elected as president and assumes the post of 
prime minister 

Diet a bill for promotion of second chances 

jobless people 
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to find jobs or start businesses. 


After establishing his administration 

the philosophy of second chance promotion measures and basic 
guidelines for them in order to put them into practice continuously. 
He also intends to specify a timetable for those measures in a law 
on second chance promotion 

specific steps to be taken. 


This past March 

be chaired by himself. In May 

report dealing with specific measures to rectify social disparities 
such as helping jobless people to find jobs and improving treatment 
toward nonregular workers. A portion of the report is likely to be 
reflected in the compilation of budget for fiscal 2007. 


The council is a hodgepodge of officials from various ministries and 
agencies 

the weeks ahead. There is also concern that if each ministry or 

agency stretches the meaning of the second chance promotion measures 
and appropriate their own budgets for them 

against the trend of cutting expenditures. 


Given those possibilities 

law in order to aggressively promote the measures 
coordination of views with ministries and agencies under the 
leadership of the Prime Minister\'s Official Residence. 


As for a set of measures for rectifying social disparities that 
requires amendment to the existing law 

legislation. He will consider submitting a social disparity 
correction bill and a second chance promotion bill as a package. 


14) MIC to adopt IT-related work-at-home system for first time as 
government agency; Staffers raising children eligible for using new 
system 


YOMIURI (Page 2) (Excerpts) 
September 14 


The Ministry of Internal Affairs and Communications (MIC) yesterday 
revealed a plan to introduce a teleworking system starting on Sept. 

15. This system is more common among private companies. Some central 
government agencies and local government have introduced this system 
on a trial basis. However 

will adopt it on a full scale. The government aims to increase the 

ratio of telecommuters to 20 percent of the working population by 

2010. MIC 

encourage other agencies 

sector 
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Telework system users will be connected to MICYs LAN system through 
their personal computers at home using broadband access service 
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perform office work 


Information and messages to be exchanged will be encrypted for 
safety. PCs to be used for this will be a special model business use 
PC. Its main unit cannot store data 

home-based workers to save intra-ministry information and sneak it 
out. 


SCHIEFFER 
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Abroad for Families and Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 
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especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 
should be taken 

opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 

precautions so as not to become a target of opportunity. 

g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State DepartmentVs 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 
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McCormick 
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measures that help to advance productivity in the Japanese 
corporate sector 

growth. 


Fiscal Policy: Resources for New Initiatives 
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5. (SBU) Japanese government debt stands at approximately 
17596 of GDP (comparatively 

the GOJ continues to run a deficit of almost 6% of GDP. 
While the current fiscal situation is generally seen as 
unsustainable 

5% in 1997 

decade." Even Finance Minister Sadakazu Tanigaki 
ministerial candidate seen as most inclined to boost tax 
rates 

realities would prevent any candidate from effecting an 
increase before 2009). That leaves the question of what 
expenses the government will cut. PM Koizumi consistently 
targeted pork-barrel public investment and downsized 
government payrolls. Future belt-tightening will likely 

involve more difficult policy trade-offs 

budget framework for FYO7 calls for cuts in areas of 
strategic importance to the United States 

development assistance (ODA) and defense spending. Cuts to 
ODA 

under the Strategic Development Alliance 

personnel in ministries responsible for energy programs 
protection 

ability to undertake related initiatives. All parts of the 

USG will need to be cognizant of the tight fiscal situation 
facing Japan when considering increased Japanese financial 
contributions to bilateral or multilateral activities. 


6. (SBU) Significant new domestic social programs could also 
compete for resources. A recent OECD report that highlighted 
rising income inequality in Japan has added fuel to a 

national conversation about whether there is a widening 

divide between stable 

between large cities and outlying regions. Abe\'s platform 
suggests he might play to this issue through new social 

safety net and \"family-friendly\" programs targeting medical 
education 

rapidly and the pension burden already rising 

incoming CabinetVs response to social inequality issues as a 
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potential bellwether for how it will balance the competing 
needs to reform 

political demands. 


Strategic Coherence: Regional Architecture and Trade 

7. (SBU) How the incoming leadership sees its economic 
relationships with China and Asia will also be a key 
question. Will the incoming administration have a strategic 
vision for integrating various proposals 

and the East Asian Summit 

Or will the various initiatives have little or no 
consideration of their impact on existing regional 
institutions like APEC or on the U.S. role in region? We 
will look for substantive support for APEC 

consultation on new regional proposals 

viability of regional architecture as a focus of our 

strategic economic dialogue. 


8. (SBU) Similarly 

trade issues off the political agenda and in the technical 
realm following internationally accepted standards will be 
needed to maintain our attention on further improving our 
economic relationship. Another suspension of beef imports 
or a series of other agricultural import restrictions based 

on consumer safety issues 

a serious impediment to progress. 


Intellectual Property Rights Agenda 

9. (SBU) On IPR 

year from our (relatively minor) bilateral complaints about 
the adequacy of Japan\'s IP protection to an emphasis on 
greater cooperation 

U.S.-Japan economic integration and for improving the 
international environment for IP protection. While both 
sides agree on the potential for cooperation on IPR 
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specifics have proved elusive. The most substantive progress 
has been the work of the two Patent Offices in launching the 
pilot Patent Prosecution Highway!" in July 2006 

long-term goal of mutual recognition of patents. The most 
notable failure has been the GOJVs unwillingness to join USTR 
in an IPR case against China at the WTO. Japanese companies 
concerned about Chinese retaliation 

and the GOJ has told us it is committed to its current IPR 
dialogue with China -- one of the few bright spots in 

Japan-China diplomatic relations. Within the GOJ 
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Ministry of Economy 

Minister Nikai 

joining the WTO case. That opposition is unlikely to change 
in the next few months 

minister. 


10. (SBU) You will be meeting IP Strategy Headquarters 
(IPSH) Secretary-General Hisamitsu Arai 

position in the Cabinet Secretariat to substantially improve 
Japan\'s protection of intellectual property over the last 

five years. He is a strong backer of a U.S.-Japan bilateral 
IPR agreement and gave us a draft of a statement on IPR for 
the next U.S.-Japan summit (ref B). The concept for a new 
anti-counterfeiting agreement originated in his office two 
years ago and he strongly supports USTR\'s proposal for an 
Anti-Counterfeiting Trade Agreement (ACTA). However 

also warned that it would be foolish if developed countries 
wasted time and effort arguing about what a Gold Standard is 
while counterfeiters went about their business. Arai and the 
IPSH staff will continue to be the key players on IPR policy 
under the new prime minister 

opportunity to explore where and how far we can move forward 
on a joint IPR agenda in the coming years. (Note: The 
Ministry of Foreign Affairs has the lead on negotiating the 
ACTA text.) 


Conclusion 

11. (SBU) Your meetings in Tokyo provide an excellent 
opportunity to energize key private sector and government 
decision-makers on the need for continued reform 

thinking on trade and regional economic issues 

on IPR initiatives. Speculation varies about the makeup of 
the new Cabinet economic team 

complacency among our economic interlocutors 

generally satisfied with the current path of the economy. 
Moreover 

number of high-profile security and political efforts 

as elevating the Japan Defense Agency to ministry status and 
re-examining Japan\'s constitutional military limits. lt is 
natural for the urgency felt during JapanVs slump to 

dissipate with the economy\'s recovery 

continuing to broaden and deepen our relationship remains as 
strong as ever. In engaging your interlocutors on key 
economic themes 

discussion of the next round of bilateral economic 

initiatives 

negotiations toward an FTA or economic integration agreement. 


SCHIEFFER 
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Abroad for Families and Employees" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
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environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 
should be taken 

opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 


Column 3 
times of the day; however 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State DepartmentVs 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 


McCormick 
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UN peacekeeping Mission in Darfur. He said he understood the 
U.S. interest in bringing the case of Burma\'s repressive 
military regime before the Security Council 

that the Latin Americans would reach agreement on a single 
candidate. He intimated 

was Guatemala and Venezuela refused to withdraw its 
candidacy 

visible concern over the political impasse with Zanzibar 
adding he would take concrete steps to address the impasse 
before the end of the year. When the Ambassador probed 
Kikwete on the possibility of an Article 98 (as we have done 
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in the past) 

agreement and said he had asked his \"legal department to see 
if there is something we can do.\" END SUMMARY. 


President Kikwete Enthusiastic About Meeting President Bush 
2. (C) Ambassador Retzer informed President Kikwete that he 
had been selected as the single representative from 
Sub-Saharan Africa to meet bilaterally with President Bush 
during the United Nations General Assembly (UNGA) meetings in 
New York. The Ambassador added that the selection of 
President Kikwete for Africa reflected the high esteem in 

which Washington held him. Kikwete emphasized how much he 
valued Tanzania\'s relationship with the U.S. and said that he 
was excited about his meeting with President Bush. The 
Ambassador also told President Kikwete that he had been 
invited to participate in a Roundtable discussion on 

democracy with 25 other heads of state 

Bush on September 19. V'If your schedule permits 

will be able to participate in this important discussion 
Ambassador Retzer said. President Kikwete responded 
affirmatively 


Kikwete Encourages Sudan: Turn in Green Helmets for Blue Ones 
3. (C) Ambassador Retzer thanked President Kikwete for 
Tanzania\'s co-sponsorship of the UN resolution 

authorized transition from an African Union (AU) to a United 
Nations peacekeeping force in Darfur. Laughing 

Kikwete responded that he had made the Sudanese Government 
Vvery angry by supporting a UN mission. He said that the 
Sudanese needed to realize that peace was in their hands and 
that they V'should not sub-contract out responsibility to the 

AU 

Tanzania\'s position on the issue: (i) the UN has the primary 
responsibility for peacekeeping and countries should not 

prevent it from its rightful role; (ii) African countries 

could still volunteer to participate in the UN mission; and 

(iii) with the AU mission almost entirely dependent on the 
European Union\'s support 

funding were to become unavailable. He added (to our 

surprise) that Tanzania would also \"volunteer\" for a UN force 

in Darfur. 


4. (C) Kikwete elaborated on his efforts to encourage 

Sudan\'s Government of National Unity to allow a UN 
peacekeeping mission in Sudan. \"I have made my position 
clear to Sudanese leaders in person at recent AU Summits and 
with two letters that | sent to President Omar el-Bashir 

Kikwete said. He also told the Ambassador that he had tried 

to persuade one of South SudanVs ministers 
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originally from the Darfur region 
would merely be turning in their green helmets for blue ones. 
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VI believe that | convinced the minister with this point but 

that he did not have enough sway over the higher leadership. V" 
Kikwete assured the Ambassador that he would meet with 
Sudanese leaders during the Non-Aligned Movement (NAM) Summit 
in Havana and continue encouraging Sudan to accept a UN 

force. 


Sudan\'s Refusal of UN Mission: Fears of al-Qaeda? 

5. (C) On the topic of Sudan\'s reluctance to allow a UN 
Mission in Darfur 

recently learned about through South African President 
Mbeki. During BurundiVs recent Peace Summit in Dar es Salaam 
on September 7 (Ref B) 

the fear of South Sudan\'s President 

Mayardit 

occasion to become active in Sudan. Ambassador Retzer 
thanked Kikwete for raising the issue and acknowledged fears 
in some quarters about al-Qaeda potentially exploiting the 
issue. 


Guatemala or Venezuela for UNSC? 

6. (C) Noting that Guatemala had never served on the UNSC 
before 

Ambassador Retzer asked for TanzaniaVs support in electing 
Guatemala to the Security Council. President Kikwete said 
that Venezuela had sent an envoy to Tanzania 

VenezuelaWs desire to serve again on the UNSC and asking for 
Tanzania\'s support. Kikwete explained what he told the envoy 
and what he planned to tell VenezuelaVs President 

Chavez 

Latin America should work to develop consensus and then 
propose a candidate. Otherwise 

way based on the merit of each candidate. President Kikwete 
noted that he did not think Latin America would reach 
consensus nor did he think anyone could convince President 
Chavez not to pursue a seat in the UNSC. He likened the case 
of Venezuela to Sudan 

against Mauritius for a seat on the Security Council and 

lost. VI think the same thing will happen with Venezuela 
Kikwete said 

the day (Comment: and 

would vote for Guatemala in similar circumstances). 
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TanzaniaVs Stance on Iran and Burma 

7. (C) The Ambassador also urged President Kikwete to 
support USG efforts urging Iran to stop enriching uranium and 
addressing Burma\'s persistent human rights violations in the 
UNSC. President Kikwete said that he had met with Iran\'s 
President and that Ahmadinejad had assured him that the 
Government of Iran was pursuing nuclear technology for 
peaceful purposes of energy generation only. Reiterating 
Tanzania\'s bottom-line position (Ref A) 

emphasized that Tanzania had no problem with the peaceful use 
of nuclear technology but adamantly opposed the spread of 
nuclear weapons and emergence of new nuclear states. 
Tanzania would not 

nuclear technology to amass weapons. Regarding Burma 
President Kikwete said that what the Burmese military leaders 
were doing was terrible and that the house arrest of Aung San 
Suu Kyi for decades amounted to torture. While clearly 
expressing his abhorrence of the Burmese regime 

did not address whether the Security Council rather than the 
Human Rights Commission was the proper forum. 


Article 98: Still on the Table 

8. (C) Discussing the promising expansion of U.S-Tanzanian 
military-to-military relations 

President Kikwete about the upcoming strategy conference 
under the African Contingency Operations Training and 
Assistance (ACOTA) program 

of General Ward 

Ambassador also directly raised the issue of Article 98 
saying that the USG and GOT should come to a decision on 
whether there was a way to reach an agreement. The 
Ambassador told Kikwete that the USG would need a signal from 
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GOT on its willingness to move forward. Kikwete replied that 
he had asked his legal department to look at the Article 98 
and V'see what they might do 

for a report on its views. President Kikwete noted that both 
General Ward\'s visit and the ACOTA Conference would be 
welcome and beneficial. 


Kikwete Now Ready to Begin Reconciliation on Zanzibar 
9. (C) After praising President Kikwete\'s role in the 
Burundi peace process 

progress on reconciliation efforts to help overcome 
Zanzibar\'s political stalemate. Responding with greater 


Column 3 

clarity and confidence than in past meetings (Ref A) 

told the Ambassador that movement on reconciliation would 
become a top priority when he returned from the UNGA. 
Kikwete explained that he had only been in office nine months 
and had been busy getting his feet on the ground. \"Now 
feel satisfied and ready to take up the matter." He 
emphasized that the Chama Cha Mapinduzi (CCM) Central 
Committee had recently come to an understanding that 
something needed to happen on Zanzibar reconciliation and 
that he had made \"a firm decision to move ahead with the 
process.V President Kikwete assured the Ambassador that 
\"Before 2007 

Zanzibar.\" 


10. (C) President Kikwete offered his own insight on the 
root cause of Zanzibar\'s political distress: over-reliance on 
the State. He explained that the political leadership on 
Zanzibar put too much focus on the State instead of using 
democratic means and good leadership. V'In elective politics 
you may not be able to prevent change. There are limits to 
what the State can and cannot do." Kikwete emphasized that 
at the end of the day 

elect a good leader who they feel can help them sort out 
their problems. The leader 

convince the people because it is the people who vote 

the State. V 


Ambassador Congratulates GOT on MCA Compact Proposal 

11. (SBU) The Ambassador also congratulated President Kikwete 
on the GOT\'s recent submission of its Millennium Challenge 
Account (MCA) Compact proposal. With a sigh of relief 
President Kikwete said that he was happy the GOT had 
completed its component and exclaimed that \"this type of 
development was needed yesterday!\" Ambassador Retzer noted 
that if all goes well MCC Compact signing could take place 
toward mid-to-late 2007. From his side 

said that he was looking for ways to expedite the process and 
that if the topic were raised with President Bush 

like to extend an invitation to President Bush to visit 

Tanzania for signing of the Compact. 


Coming Soon: Four Proposals to Assist Presidential Office 

12. (C) Finally 

on his recent request for technical assistance to reform the 
administration of Tanzania\'s Presidential Office (Ref A). 
Ambassador Retzer explained that he would soon send President 
Kikwete proposals from Harvard University 

Democratic Institute (NDI) 

International Republican Institute (IRI) for his review. 
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Kikwete thanked the Ambassador and said he was looking 
forward to seeing the proposals. V'We want to build the 
Presidency not the President 

have the President 

people what to do; people don\'t take action in your absence 
Kikwete added. 


Comment: Bilateral Relations Continue to Blossom 

13. (C) With the news of President Kikwete\'s bilateral 
meeting with President Bush 

ranging from Sudan 

relations 

PresidentVs Office 

President Kikwete reflected the warm and rapidly expanding 
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relationship between the U.S. and Tanzania. President 

Kikwete expressed his excitement about meeting with President 
Bush as well as the opportunity to participate in the 

Democracy Roundtable 

particular note was KikweteVs offer to participate in a 

Darfur peacekeeping force and Kikwete\'s marked change in tone 
on Zanzibar. For the first time since assuming Presidency 
Kikwete set a timeframe for reconciliation activities to 

begin - before January 2007 - and portrayed open and very 
visible concern over the political impasse. We will continue 

to keep an eye on developments there 

ways to support reconciliation. END COMMENT. 

RETZER 
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critical rhetoric 

opinion 

UN (de Mistura) mission that proceeded Martin\'s arrival. It 
was unfortunate 

that the Government of Nepal had publicly defined the 
principal role of the UN as a means to pressure the Maoists 
on arms 


Maoist Position Prepared 


3. (C) The Secretary General\'s personal representative stated 
that the Maoists had used their recent Central Committee 
meeting outside Kathmandu to hammer out a unified position. 
They had also taken steps to ensure that their various 
organizations -- PeopleVs Liberation Army (PLA) 

women 
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Prachanda\'s insistence on September З that Prime Minister 
Koirala should immediately hold high-level talks with him and 
nine of the other top Maoist leaders 

revealed Prachanda\'s awareness that any deal would have to 
enjoy broad support within the CPN-M. 


A Deal on Arms Management Still Possible 


4. (C) Martin also maintained that there was still a 

possibility of brokering a deal on Maoist arms management. 

The Maoists 

cantonments under UN supervision -- under the right 
circumstances. He argued that the Maoist\'s demand since the 
Central Committee meeting on a package deal before deployment 
in camps was not really something new. It was wrong to look 

at the identical letters PM Koirala and Prachanda had sent to 
Secretary General Annan in August (the so-called Five-Point 
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Agreement) in isolation from the Eight-Point Agreement with 
its political agreements to which the preamble of the 
Five-Point agreement specifically referred. The Maoists had 
always been calling 

issues before arms management. The governing Seven-Party 
Alliance (SPA) 

management before a political deal. Martin told the DCM that 
the answer was simultaneous talks on all points. 


Seven-Party Alliance Unable to Formulate A Position 


5. (C) The UN representative identified the lack of a unified 
SPA position on what it was prepared to offer the Maoists as 
one of the biggest stumbling blocks to progress in the peace 
process. Martin reported that Indian Ambassador Mukherjee 
had recently told PM Koirala the GON had to put a package on 
the table. It was frustrating 

government seemed to lack a sense of urgency. This was 
particularly true of the Communist Party of Nepal - United 
Marxist Leninist and the Nepali Congress Party (Democratic) 
leaders 

internally divided and unable to agree. Working out the 
differences within the coalition was much harder than the 
parties claimed 

of the GON negotiating team to develop a coherent position 

it was tempting 

community to go around the team in the hopes of advancing the 
peace process. The difficulty with that approach was that it 
undermined the very bodies that should be in charge. 
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UN Mostly in Waiting Mode 


6. (C) The reality 

provide some assistance to the two sides 

ultimately 

GON were ready. He said he hoped to have an electoral expert 
join his team soon and he also mentioned that UN headquarters 
had already identified a potential candidate to serve as his 
military liaison officer. Martin also expressed the hope 

that he would soon be able to relocate from his current 

office in the building housing the Office of the High 
Commissioner for Human Rights in Nepal to the building the UN 
Development Program occupied. He had to wait 

headquarters budget approval. 


Comment 


7. (C) Martins critique of the Government of Nepal\'s failure 
to formulate a negotiating position for the peace process 
talks is on the mark 

inability to do much at present. Without overstating his 

role 

incrementally. With respect to the Maoists 

assessment of their preparation. They have a program and are 
prepared to carry it out. Where we differ is in our 
assessment of their ultimate intentions. While we cannot 

rule out the possibility that they are prepared for peace and 
that they desire to join the democratic political mainstream 
the preponderance of evidence indicates they are preparing 
instead to use all means 

seize power. We will continue encouraging the UN to engage 
more proactively while pushing the SPA to maintain a united 
front. MartinVs active role in helping defuse the September 
13 Maoist general strike by facilitating inspection of 

alleged Nepal Army weapons (Ref B) suggests that 

comes to shove 

MORIARTY 
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Finnish) presidency." EU Special Rep Pekka Haavisto (a Finn) 
has just returned from Sudan and 

Rep Solana will provide recommendations to the ministers. 
However 

that Haavisto was able to make very little progress in moving 
the GOS to accept a UN re-hatting of the AMIS mission. 
Unless Khartoum changes its stance dramatically 

members are beginning to float the idea of raising the 
possibility of moving toward UN sanctions and possibly even 
indictments at the ICC (Germany 
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support this option 

operation 

(APF) to support AMIS through the end of October 
thereafter national British and Dutch contributions will keep 
it afloat through year\'s end (see also ref b). Thereafter 
however 

the mission well into 2007 without the UN re-hatting. In the 
shorter term 

strong statement in support of UNSCR 1706; in addition 
Finns will seek to hold a troika (Council 

Finland 

Week to express their concerns. 


3. (С) IRAN: Solanavs initial conversations with Larijani did 

not prompt tremendous optimism within the EU 

remains V'in Javier we trust 

emphasized that the Solana-Larijani meetings are 
\"clarifications 

made very clear to the Iranians. In response to our specific 
question 

to UNSC sanctions should Tehran refuse the path of peaceful 
negotiation and fail to halt its enrichment program 

all 22 other member states fully support this. However 

added 

to convince China and Russia to accept sanctions. While many 
member states would support \"unilateral\" EU and US sanctions 
against Iran 

received V'somewhat encouraging" signs from Moscow during a 
bilateral political directors meeting last week 

reported 

effective diplomacy" with the Russians. However 

remains more problematic. Again 

Syrjala said that the conclusion issued -- and hence next 

steps -- on Iran will depend largely on what Solana reports 

from his next meeting with Larijani. 


4. (C) ISRAEL-PALESTINE: Syrjala assured us that the EU and 
the US remain united in demanding that any PA national unity 
government must explicitly accept the QuartetVs principles. 
The burden falls to Hamas to accept the three main conditions 
that have been well established by the international 

community 

President Abbas and reported that he remained upbeat 

said 

too much too fast 

In the meantime 

International Mechanism to address the humanitarian situation. 
HYATT 
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are the victims of these illegal actions. 
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2. For the first time 

also reacted. In a press communiqu 

Vhave no union 

farmers.\" FNSEA called on the GOF to take steps to prevent future 
illegal activities against biotech corn plantings. 


3. As the most actively pro-biotech stakeholder 

Growers Association (AGPM) has been the most vocal in its protests 
announcing that a demonstration will be held in late September at 

its headquarters in southwestern France against GM field 
destructions and in favor of modern agriculture based on 
biotechnology. AGPM has organized other demonstrations of farmers 
in favor of the right to grow biotech corn. In its communiqus 

has stated corn growers affected by the destructions were 
\"economically and personally prejudiced.\" 


4. Comment: Tension on the issue of biotech cultivation is 

building 

Chambers of Agriculture 

While the biotech bill lingers in the French Parliament 

farmers are ever more determined to continue their cultivation of 
biotech products 

corn acreage is estimated at 4 

ha in 2005. While there are some positive developments 

authorities could be more aggressive. The Embassy will continue to 
raise our concern that biotech crops be protected. End comment. 


Stapleton 
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Bureau.V The new law also allows for international 

cooperation on cross-border bankruptcy claims. End Summary. 


2. (SBU) On August 27 

passed a new V'Law on Enterprise Bankruptcy. V The new law will 
go into effect on June 1 

bankruptcy regime 

covering only state-owned enterprises (SOEs) and a number of 
administrative regulations. The new law extends legal 

standards for bankruptcy cases to all enterprises 
sole-proprietorships and about 2 

the process of reorganization or liquidation. The new law 
improves on the existing bankruptcy regime by: 


-- providing a clearer insolvency test 


-- reducing government interference and improving creditor 
powers in bankruptcy proceedings 
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- increasing the look-back period under which the courts can 
nullify certain transactions used to shield assets 


-- by providing for the first time an option for corporate 
reorganization. 


Passage of the new law puts an end to two years of intense 
debate 

in laying the foundation for a market economy. No accurate 
or official English translation of the law is available yet. 


3. (C) Laboff met on September 5 with Li Shuguang (protect 
throughout) 

and Law who also serves on the NPC\'s \"Bankruptcy Law Drafting 
Group.\" (Ref reports Embassy\'s previous meeting with Li.) 

Li said the new law has long been on the NPC\'s reform agenda 
and is part of China\'s Eleventh Five-Year plan 

that pressure from foreign governments and companies also 
provided impetus for its passage at this time. The press has 
linked the law\'s passage to demands by the EU and others that 
China pass a comprehensive bankruptcy law in order to be 
treated as a market economy under relevant trade laws. 


COMPROMISE BETWEEN EMPLOYEES AND SECURED CREDITORS 


4. (SBU) The main issue of contention during the past two 
yearsY debate was whether the law should give priority in 
liquidating bankrupt enterprises to the wage and benefit 
payments owed to employees or to claims from secured 
creditors. Although the 198 interim law followed 
international practice by excluding secured assets from the 
Vbankrupt assets!" against which claims could be made 
vast majority of bankruptcies have been handled 
administratively 

settling claims by employees. The All China Federation of 
Trade Unions (ACFTU) and others argued strenuously that 
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workers should come first under the new law. However 
Article 109 of the new law gives secured creditors first 
priority in claims against their specific secured assets. 
Arrears in wages and pension and health care insurance 
contributions receive first priority in claims against 
non-secured assets. 


5. (SBU) The new law does give employees important 
recognition. Most significantly 
employees" wage and benefit arrears claims priority over 
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secured creditors\' claims if the wage and benefit arrears 
accrued prior to promulgation of the new law (August 27 
2006). There is no time limit regarding how far back such 
employee claims can go. The new law also gives employee 
representatives a place on V'creditors meetings and 
Vcreditors committees\" that supervise the liquidation 
process. How the courts will select employees 
representatives will be the subject of forthcoming 
implementing regulations. Finally 

employees do not need to file claims in order to be treated 
as creditors. 


6. (C) Guo Jun (protect) 

Legal Affairs Department 

new bankruptcy law is the ACFTU\'s biggest lobbying failure 
ever. Li Shuguang agreed that the new law is a set-back for 
employee interests compared to existing administrative 
practices in bankruptcy cases 

claims are primarily social problems and should be dealt with 
through other means 

security system 

similar to the U.S. Pension Guarantee Trust Corporation. Li 
has argued publicly 

for quick action on both fronts 

interest within the Chinese Government in establishing a 
bankruptcy fund. (Social security reform is already under 
way.) Li does not believe employees will make unreasonable 
claims under article 132 

significant risk to lenders. Article 132 

directed mainly at SOEs 

investors and lenders that secured assets will not be 
encumbered by employee claims in bankruptcy cases. 


FINANCIAL INSTITUTIONS CAN NOW GO BANKRUPT 


7. (C) Li told Laboff that up to now 

Government would bail out banks or financial institutions 
rather than allow them to go bankrupt. The fact that the new 
law makes no exceptions for them is significant. However 
financial institutions will not be treated exactly like other 
enterprises. Li said that as-yet-unwritten implementing 
regulations will give bank and securities regulators an 
advisory role in court decisions on whether to accept 
applications for bankruptcy 

government a chance to decide whether to bail out the 
financial institution or let the bankruptcy proceed. 


IMPROVED ADMINISTRATION OF LIQUIDATION 


8. (C) Li said a major improvement in the new law is in the 
administration of bankruptcies. Under the old law 
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handled the debtor\'s business and legal affairs directly 
until liquidation 

committee" composed of officials from relevant government 
agencies. In the case of bankruptcies that did not fall 
under the old law 

process. Li said under the prior bankruptcy regime 
various government representatives looked after their own 
agencies! particular interests. However 

(Articles 22-29) requires the court to name a \"bankruptcy 
administrator" immediately after accepting the bankruptcy 
filing to manage the debtorVs assets and expenses 
whether the debtor must suspend business 

procedures on behalf of the debtor 

relevant duties the court requires. The new law lays out 
qualifications for bankruptcy administrators. Li said the 
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law may still not go far enough to assure that administrators 
have the required experience 

publicly for the creation of an independent V'bankruptcy 
administration bureau 


CROSS-BORDER BANKRUPTCIES 


9. (SBU) The new law also breaks new ground on cross-border 
bankruptcies. Article 5 provides that procedures initiated 

under the law shall have binding force over the debtor\'s 

assets outside China 

foreign bankruptcy judgments or rulings against assets held 

in China 

signed the necessary agreements with China. 


COMMENT 


10. (C) The new Law on Enterprise Bankruptcy is an 
important step forward in bringing China\'s bankruptcy regime 
closer to international standards. Among other things 

should help ease the anxieties of creditors should the 
economy turn soft and corporate finances deteriorate. The law 
also sends two important signals about the government's 
future relationship with SOEs. First 

play a reduced role advocating for employeesY interests 
instead giving them a new 

rights. Second 

reorganization and liquidation of insolvent SOEs. Although 

2 

law 

law 

will not continue protecting these 2 
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indefinitely. If their cases are not resolved by the end of 
2008 

new bankruptcy law. End comment. 


RANDT 
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ETLO/SHAT. According to Yang 

Chinese experts believed the information the U.S. provided 
was V'too simple\" and did not provide a sufficient basis for 
designation. The Chinese hold should not be taken to mean 
China does not support the designation of terrorist 
organizations 

and completely 

non-paper 

will \"be helpful\" in lifting the hold 

it to Beijing\'s experts and concerned parties 

a response for Washington \"shortly.\" 

RANDT 
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inequality and social dysfunction.\" Combet vowed unions 
would not be intimidated by the Government. Their campaign 
against the IR laws would continue and grow. 


3. (SBU) Calm 

partisan speech to an enthusiastic audience of rank-and-file 
labor supporters and ALP politicians -- observed by two 
tables of senior journalists 

were confined to the journalists 

to find policy differences between the ACTU and the ALP and 
its leader Kim Beazley. Combet dispelled any idea of a split 
on the IR laws and went out of his way to emphasize his 
agreement with Kim Beazley\'s statements. (NOTE: Judging by 
Government ministers\' attacks on Combet and on Beazley\'s 
alleged obeisance to the ACTU at that afternoon\'s 
parliamentary question-time 

have been very interested observers. END NOTE) The final 
question at the lunch was reserved for a prize-winning 
student journalist 

ambition 


4. (C/NF) COMMENT: The political atmosphere 

turnout 

with the Labor Party suggest strongly that the ACTU and the 

ALP will fight the 2007 elections together. In 2004 

under Mark Latham and the ACTU were not as united. Combet\'s 
presentation provided an early sign that Beazley\'s overture 

to the unions is paying off. The jury is still out as to 
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whether this partnership will help the ALP win next year. As 
the Australian Financial Review pointed out in a subsequent 
editorial 

workers 

Government in the last elections anyway. It also appears 
that the new IR legislation may actually be responsible for 
job creation. Current unemployment figures are the lowest in 
30 years. On the other hand 

much negative publicity and the ALP is heavily targeting 
those two-fifths of the union members it lost last time. 


5. (C/NF) While the ALP must welcome the ACTU\'s support 
also must worry that Organized Labor will pull them left and 
away from the political center where elections are won. 

While Combet emphasized the closeness of the ALPVs and the 
ACTUV's IR policies 

to go further than the ALP and not only repeal the new laws 

but put unions back at the heart of workplace bargaining 
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whether or not a majority of a company's workers are so 
inclined. 
MCCALLUM 
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Croatian soldiers have now cycled through ISAF 
deployments 

poloff Sept. 12 the seminar presents yet another 
opportunity for Croatia to demonstrate its commitment 
to the Alliance. He also pointed out that the presence 
of Serbian military personnel at the seminar 
unthinkable just a few years ago 

regional cooperation has come. END COMMENT 
BRADTKE 
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regions. 


4. (C) Several contacts told us they were not surprised by 
the decision to postpone the exercise. Aleksandr Golts 
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respected defense analyst who often supports positions 
contrary to official views 

officials had become increasingly concerned about KPRF 
threats to mobilize protests against the exercise. In his 
view 

U.S. withdraw from a NATO exercise in Ukraine in May. 
However 

Russia to the communists in the month prior to local and 
regional elections -- nor did they want government 
authorities to be seen as preventing or breaking up a 
demonstration that 

substantial support among Russia\'s anti-U.S. 

public. Politically 

situation for the Kremlin and its supporters. 


5. (C) Golts went on to say that the Kremlin had made the 
decision. He emphasized that the Kremlin wanted to make a 
point about the general cooling of bilateral ties with the 

U.S. He pointed to several irritants 

resolution of WTO negotiations and Senator Richard Lugar\'s 
statement the previous week suggesting an adversarial 
relationship with Russia 

In any case 

Ministry who welcomed the decision to postpone 
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those who continued to view bilateral military ties with the 
U.S. through a zero-sum prism. In this context 

that only radical military reform within Russia\'s defense 
establishment would lead to real change in Soviet-era 
attitudes that in turn might permit deeper military 
cooperation with the U.S. 


6. (C) Aleksandr Belkin of the Council on Foreign and 
Defense Policy discounted the KPRF angle 

Kremlin viewed Zyuganov and the communists as incapable of 
generating substantial public support against the exercise. 
Nonetheless 

take any chances prior to local elections next month. Belkin 
echoed Golts\' view that the Kremlin had made the decision 
partly to signal its displeasure with Washington and the 
general cooling of bilateral relations. In Belkin\'s opinion 

the exercise was an easy target. 


7. (C) Isabelle Francois of the NATO Information Office said 
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she was not surprised by the decision to postpone the 

exercise. She noted that the Defense Ministry had postponed 
a scheduled NATO exercise in Pskov several weeks previously. 
Although the reason given pertained to V'timing 

suspected that Russian authorities were nervous about the 
prospect of foreign military forces operating in Russia at a 

time when public support for closer ties to the Alliance had 
recently fallen. 


8. (C) The muted tone of the GORVs announcement of the 
postponement of the Torgau exercise indicates a desire not to 
let bilateral tensions torpedo the overall mil-mil 

relationship. Political considerations made a postponement 
convenient 

presence of foreign military forces just prior to regional 
elections. How quickly the Kremlin moves -- or does not move 
-- in securing Duma ratification of the NATO SOFA will be a 
telling barometer of whether the GOR wants to take some 
political risks to advance the mil-mil relationship. The 
outcome of this weekVs bilateral military discussions should 
also be insightful in this regard. We will seek to measure 

with contacts in the Duma and elsewhere in the coming weeks 
the prospects for SOFA ratification. 

BURNS 
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the majority 

to put down their pens. (Comment: The Socialists and 

other left-wing parties garnered a little over one-third of 

the nationwide vote in the 2003 elections. End comment.) 
Thalmann said that he understood that Calmy-Rey planned to 
deliver some Vfeel good\" speeches on the United States in 
the coming weeks. 


Human Rights Council 


4.(C) Charge reviewed the disappointing track record of the 
HRC since its inception last June. The two special 

sessions involved little more than Israel bashing. Adding 

to our chagrin was Switzerland\'s decision to abstain on two 
imbalanced resolutions 

united to oppose. Thalmann admitted there had been heated 
internal debate within the Swiss DFA on the issue of 
abstention 

final. The only consolation had been that Islamic 

countries had also complained about Bern\'s decision not to 
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support. The HRC was not what Switzerland had hoped for 
Thalmann conceded. The Swiss continued to hope that the 
process of peer review would have a moderating effect on 
member states. 


Iran 


5.(C) Addressing Iran\'s failure to meet the UN Security 
Council's deadline 
from P6 consensus 
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to split off. Thalmann demurred from a direct commitment 
saying that it was not Switzerland\'s role to pressure 

Iran. Thalmann agreed only that \"Switzerland would not 
undermine P6 efforts.\" Charge retorted that she hoped 
Switzerland 

Tehran false hope of splitting the West 

appeared taken aback. 


6.(C) Turning to Switzerland\'s role as Protecting Power 
(SPP) for the United States in Iran 

Charge that the Swiss Embassy in Tehran had beefed up 
security at the SPP facility (some distance away). More 
Security personnel were now on hand. He said that he hoped 
these new security measures would not hinder the quality of 
Services provided. 


Comment 


7.(C) Our repeated pleas for public acknowledgment of 
U.S.-Swiss cooperation appear to have registered with key 
Swiss officials. On the issue of Western unity 

officials are a somewhat schizophrenic -- proselytizing on 
behalf of multilateralism 

the Western line. In the end 

wish to be isolated from their closest Western partners. 
As demonstrated in their push last year to complete three 
bilateral agreements in political 

enforcement spheres 

working with us in areas of mutual concern. 

URBAN 
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anything can stem the violence and offer peace and stability 
perhaps the Compact 

achieve this goal 
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be held in Baghdad in October. The Compact will be discussed on 
September 18 on the margins of the UN General Assembly in New York 
as well as at the World Bank/IMF meeting in Singapore the same day. 
All of the delegates welcomed Iraqi leadership of the process. 
Comments by key participants follow. Philippe Douste-Blazy 

Foreign Minister 

Minister and Sheikha Lubna al-Qasimi 

attended the meeting. Text of the Abu Dhabi Declaration: ICI 
contained in paragraph 17 

18. End summary. 


3. (SBU) In his opening remarks 

stressed that the security needs of Iraqi civilians must be 

addressed and noted that internal political consensus among the 
Iraqi people is a key component of Iraqi economic reform. V'Although 
these two factors are painful 

said Deputy Secretary General Malloch Brown. He noted that the 
delegates need to understand the challenges facing ordinary Iraqis 
such as rapidly rising food and fuel prices 

services such as water and electricity. He said that social services 
need to be targeted to the poor. As such 

Iraqi oil sector is critical to the reform process 

Malloch Brown. He also said the Compact process should neither be 
too fast or too slow and that time is needed to build consensus 
among the Iraqis. V'If anything can stem the violence and offer 
peace and stability 

political stability 

confidence in the future of their country 

Secretary General. He urged donor nations and international 
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financial organizations to offer financial support to the GOI V'to 
ensure their burden is not too heavy.\" All sources of support must 
be provided to the GOI: debt relief 

assistance and foreign investment. 


4. (SBU) Deputy Prime Minister Barham Salih laid out the key 
objectives and elements of the Compact and stressed a) the need for 

a commitment from international partners 

moving quickly in order to keep up the momentum and ensure buy-in by 
the Iraqi people. Salih stressed the urgency because he said the 

Iraqi people are concerned that the GOI does not have the 

international buy-in necessary to move forward on the Compact. Salih 
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said 
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needs a high-profile and wider momentum in order to launch the 
Compact as soon as possible. The Compact focuses on key reforms to 
support Iraq\'s economic transformation and generate broad based 
sustainable economic growth. Salih said the GOI is committed to 
undertaking the reforms in the Compact and working with its 
international partners to make the effort a success. Iraq will 
deliver its part of the reform program 

transparent and efficient oil sector 

efficient budget 

subsidies and tackling corruption 

community to do its part in the process as well 


5. (SBU) Salih stressed the GON's commitment to restoring political 
stability and combating violence and corruption by implementing the 
National Reconciliation Plan 

March 2007. Under the reconciliation plan 

election laws will be revised. An amnesty law will also be drafted 
by January 1 

the Iraqi provinces will be protected by Iraqi security forces. 
Combating corruption is the first priority of the Iraqi government 
Salih said. The proposed economic changes under the Compact will 
benefit all Iraqis and the GOI will work to protect the poorest 

Iraqis by establishing a strong social safety net. 


6. (SBU) The Deputy Prime Minister laid out his plan to pass a 
Hydrocarbon law by the end of 2006. The new law will improve 
efficiency and transparency in the energy sector 

both domestic and foreign investment. Iraq currently produces 2.4 
million barrels of oil a day and hopes to increase production to 4.3 
million of barrels a day by 2010 

opportunities for Iraqis. Salih believes the private sector needs 
support and welcomes Iraqis living outside the country to return 
home and invest their skills and resources in Iraq\'s future. He 
also said a new investment law should be signed by the end of this 
month 

companies pay their taxes 

for foreign companies to invest in Iraq. 


7. (SBU) Dr. Hussain al-Sharistani 

ministry has begun to make a series of fuel price liberalizations. 

The former program of fuel subsidies fostered a system of corruption 
and abuse. On September 5 
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importation and sale of fuels at market prices to private suppliers. 
The ministry is also drafting a new Hydrocarbon law 

clarify the framework for decision-making in the oil sector 

the national and provincial levels. The new law 

al-Sharistani hopes to be approved by December 

efficiency 

sector 

development. It will also establish dispute resolution mechanisms 
and will ensure oil revenues benefit Iraqis in all regions. Once the 
new law is approved 

working in Iraq. 


8. (SBU) Al-Sharistani said that although oil is plentiful in Iraq 

and its revenues are the major source of the Iraqi economy 
supplying fuel to the nation is challenging because the 
infrastructure is lacking. In the next five years 

increase crude production to more than three billion barrels a day. 
The Minister noted that if oil prices remain at their current 

levels 

money earned would be used for development and would V'create a 
balance in all provinces and improve the standard of living of all 
Ігааіѕ \" The GOI will provide development permits in such a way as 
to promote free market competition and promote transparency. The 
GOI will invest in building refineries in order to increase oil 

product output in the coming years. He stressed that in order to 
succeed 

community. 


9. (SBU) Dr. Bayan Bager Jaber al-Zuyoudi 

the Iraqi Compact requires the GOI to extend its budget planning 

from one year at a time to a five year timeline. The GOI is working 
with the International Monetary Fund (IMF)on this project. The GOI 
signed a Memorandum of Understanding (MOU) with the Paris Club by 
which the GOI received an 80 percent reduction of its debts. The 
ministry is planning on helping two million Iraqi families as part 

of its development and social network plan. Bayan Jaber 

colleagues 

that thousands of cases are currently before the Commission on 
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Public Integrity. He also stressed the importance of revitalizing 
the financial sector by restructuring state owned banks and 
industries 

forgive all of the GOIVs previously incurred debts. 


10. (SBU) Dr. Mowaffak al-Rubaie 

said the GOI must protect its citizens. He said the Baghdad Security 
Plan has achieved results and that the level of violence in Baghdad 
over the past month has been greatly reduced. The National 
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Reconciliation Plan\'s amnesty and detainee provisions will go a long 
way towards a spirit of reconciliation. In conjunction with the 
reconciliation plan and the cessation of violence 

Security Advisor said the militia must be demobilized and disarmed. 
The GOI will provide training and employment opportunities for 
militia members once they are disarmed. The GOI is committed to 
fighting terrorism and is aware that fighting terrorism requires 

that the GOI abide by: a) the Permanent Constitution 

political agenda of the GOI 

project for building a democratic Iraq based on rule of law. Iraq 
plays an integral part in regional security 

closely with other countries in the region to fight terrorism 

said. 


11. (SBU) Ali Ghaleb Hussain Baban 

Development Cooperation 

opportunities for local and foreign private sector investments. In 
order to achieve this goal 

Baban also said the GOI is working to control inflation and 
rehabilitate the job sector in order to help the economy recover. 

The ministry wants to consult with the international donor community 
to rebuild Iraq. 


12. (SBU) Generally 

and of the Iraq Compact. Donor nations and international financial 
organizations were pleased that the GOI is leading the Compact and 
Seem committed to the process of moving it forward. Many noted that 
the GOI needs to work harder to combat corruption and promote 
transparency. World Bank Senior Vice President and General Counsel 
Ana Palacio said 

the GOIVs ability to help its people within a reasonable budget 
framework." Although the delegates were mainly supportive 

were apprehensive about the security situation in Iraq. The French 
Foreign Minister 

delineate a troop withdrawal timeline. 


13. (SBU) Although delegates did not make specific monetary 
commitments during the Preparatory meeting 

a previous $1.5 billion pledge for development and trade commitment 
and agreed to work closely with the Iraqi Ministry of Planning on 

how to best use the money. Additionally 

work with the GOI and pledged $500 million for energy 

railway network development 

hospitals. 


14. (SBU) Deputy Secretary of Treasury Robert Kimmitt said the USG 
strongly supports this important Iraqi initiative. The parties 
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should move quickly on the Compact since the GOI is moving quickly 
on passing important legislation that supports the ICI 

processes should be in sync. He said that both the political and 
security framework timelines are important and believed lraqi 
officials are committed to reaching these goals. There is 

significant scope for international support 

technical assistance 

the Compact be completed as soon as possible but not later than the 
end of November and offered full USG assistance and resources in 
order to achieve this goal. 


15. (SBU) In order to push the Compact forward 

meeting will be held in Baghdad in October. There will also be an 
intensive set of consultations between the Executive Committee and 
the Preparatory Group via digital video conferences. At the 
conclusion of the Preparatory meeting 

Abu Dhabi Declaration on the International Compact with Iraq 

text of which is below. At the time of circulation 

Planning Minister said 

of the international community to help Iraq. | consider this 
document to mean that the Iraqi Compact is now accepted by all the 
delegates." 
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Press Conference 


16. (SBU) At the conclusion of the meeting 

Malloch Brown and Deputy PM Salih held a brief press conference. 
Malloch Brown emphasized that 

ongoing crisis in Iraq despite the positive achievements to date.\" 
The leadership to address this political 

crisis must be lraqi 

support the Iraqi government. This view is based on the certainty 
that the international community cannot afford to see Iraq fail. V 
Salih addressed a question on how to convince the international 
community that they are not squandering their resources in 
supporting Iraq by pointing out that the progress made to date 
well noting as the implementation of the Iraqi roadmap. 


17. (U) The delegates agreed on an Abu Dhabi declaration: 
International Compact with Iraq. Begin text. 
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On 10 September 2006 
Emirates hosted a preparatory meeting on the International Compact 
with Iraq (ICI) of States and multilateral institutions in Abu 
Dhabi. The meeting was opened by H.E. Dr. Mohammad Khalfan bin 
Khirbash 
the United Arab Emirates 
Deputy Prime Minister of Iraq 
Deputy Secretary-General of the United Nations. The purpose of the 
meeting was to assess the preparatory work of the ICI 
of the Iraqi Government supported by the International Community. 
The event was attended by representatives of 13 Governments 
European Union 
senior officials of the World Bank 
The Arab Development Fund. The meeting resulted in an agreement on 
the direction and process of the ICI as presented by the Government 
of Iraq. 


The ICI is an initiative of the Government of Iraq for a new 
partnership with the International Community. The Compact 
co-chaired by the Government of Iraq and the United Nations 
the support of the World Bank 
together the International Community and Multilateral Organizations 
to support Iraq in achieving its National Vision. This Vision seeks 
to build a secure 
on the principles of freedom and equality 
prosperity for all its people 
region and the international community. Guided by the Millennium 
Development Goals 
protect the rights of all citizens and ensure the optimal use of the 
country\'s resources for the common good. 


The Deputy Prime Minister H.E. Dr. Barham Salih 
H.E. Dr. Bayen Bager Jaber Al Zuyoudi 
Ghaleb Hussain Baban 
Cooperation 
Dr. Mowaffak al Rubaie 
objectives and commitments that it is hoped will realize the 
National Vision. They outlined the key priorities on which to form 
a Compact 
institutional strengthening 
development 
agricultural reform investment. The Government of Iraq also pledged 
its strong commitment to tackling corruption 
and efficient oil sector 
improving governance 
national institutions. 


The Government of Iraq also recognizes that good governance 
and resolution of security and political challenges are interlinked 
and are pre-requisites for progress in all other areas 
economic revival and normalization. The Government of Iraq 
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therefore expressed its strong commitment to making urgent progress 
on national reconciliation 

building 

security forces able to carry out their duties impartially. 


The participants welcomed the commitments made by the 
Government of Iraq within a comprehensive political 
economic framework that addresses the urgent needs of the Iraqi 
people. The participants also pledged their support to work closely 
with the Government of Iraq in further developing the ICI with the 
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assistance of the United Nations and the World Bank. For its part 
the United Nations is committed to support and facilitate the 
Compact 

offices of the Secretary-General and his representatives. 


The participants look forward to the next stage of this process 
High-Level Meeting 

Nations in New York on 18 September 2006. The New York Meeting will 
review the development of the ICI within the framework of relevant 
Security Council Resolutions. The New York meeting will be followed 

by an update on the ICI to Finance Ministers at the Annual World 
Bank/IMF Meeting in Singapore on 19 September 2006. 


The Preparatory Meeting recognized the need to expeditiously 
complete the development of the ICI through a broad consultative 
process at the national 
the intention of the preparatory group to work towards finishing the 
compact before the end of the year. End text. 


18. (U) The following is a list of delegates present at the 
meeting: 


United States of America 
Robert Kimmitt 

Daniel Sullivan 

Business Affairs 

Ahmed Saeed 

Zalmay Khalilzad 
America 

Michele Sison 

United Arab Emirates 
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Government of Iraq 

Dr. Barham Salih 

Bakr Jaber Al Zuyoudi 
Husain al Shahristani 

Ali Ghaleb Hussain Baban 
Cooperation 

Muwafaq Вадег Al RubaiVi 
Mohamed Al-Haj Hmood 
Affairs 


United Nations 

Mark Malloch Brown 
Ashraf Qazi 

Iraq 

Jean-Marie Fakhouri 
General for Iraq 
Yacoub El Hillo 

for Iraq 

Jehangir Khan 


Arab Fund for Economic and Social Development 


Dr. Khalifa Ali Dau 


Canada/International Reconstruction Fund Facility for Iraq 
Douglas Williams 

East and Maghreb 

Daniel Joly 

Elizabeth Williams 

Vera Nicholas-Gervais 

Dhabi 


European Commission 
Patricia Llombart 
Sophie Kisling 

ИККа Uusital 


Finland (EU Presidency) 
Aapo Polho 

Middle East of MoFA 
Leena Pylvananen 
North Africa 
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Republic of France 
Jean-Pierre Guinhut 

for Iraq's Reconstruction 
Philippe Douste-Blazy 


Federal Republic of Germany 
Ruediger Lotz 

Ministry of Foreign Affairs 
Jurgen Steltzer 

Emirates 


International Monetary Fund 
Ibrahim El-Tijani 
Bennet 


Islamic Development Bank Group 
Dr. Osman El Fiel 

Region 

Hassan Abdul Magid 


Republic of Italy 
Vittorio Craxi 

Paola Imperiale 
Secretary Craxi 


SIPDIS 

Gianludovico de Martino 

Force for Iraq at the Italian Ministry of Foreign Affairs 
Maurizio Melani 

Paolo Dionisi 


Gotaro Ogawa 
Assistance 

Junya Matsura 

Ministry of Foreign Affairs 


The State of Kuwait 
Khaled al Maghames 
Affairs 

Marwan AI Ghanem 
Development Fund 
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The Kingdom of Saudi Arabia 
Saleh Al-Ouji 

Development Fund 

Nasir a-Alhooti 


The Republic of Korea 

Ki-ho Chang 

Bong-kae Do 

Cooperation Division 

Ministry of Foreign Affairs and Trade 


Manual Pineiro 

Sergio Carranza Forster 
Middle East and Africa 

Don Cesar Espada Sanchez 
Affairs 


The United Kingdom of Great Britain and Northern Ireland 
Dr. Kim Howell 

Dominic Asquith 

Edward Oakden 


United Arab Emirates 

Sheikh Abdullah bin Zayed Al-Nahyan 
Dr. Mohammad bin Khalfan bin Khirbash 
Finance 

Khaled Ali Al Bustani 

Resources 

Muhammad Abdul Rahim Abdul Jaleel 
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International Cooperation 
Saeed Hamdan AI Nagabi 


World Bank 
Ana Palacio 
Bank Group 
Joseph Saba 
Simon Stolp 


19. (U) (Note: This message has been cleared by A/S Sullivan and D/S 
Kimmitt. End note). 
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SISON 
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describe the Siniora government. Partially 

to the Siniora visit to Saudi Arabia and Tony Blair\'s visit 

to Lebanon 

Hizballah. Jumblatt sees a deeper reason; he believes that 
Hizballah 

others 

before it has a chance to approve the statute to establish 
the Hariri tribunal. The Syrians are scared of the tribunal 
\"more than anything else\" 

anything\" to either change the composition of the current 
March 14-dominated Cabinet or cause itto collapse. Jumblatt 
even believes Hizballah would turn its weapons on other 
Lebanese 


3. (S/NF) Thus 

tone towards the Siniora government in his al-Jazeera 
interview 

compromise of simply adding some Aounist ministers to the 
current Cabinet. However 

happen 

of a better term) a blocking minority in the Cabinet 
allowing them to potentially kill the tribunal. (Note. 
According to the Constitution 

over one-third of Cabinet ministers. In the current Cabinet 
of twenty-four ministers 

March 14 

the addition of just one \"anti-March 14\" minister 

would be enough for a blocking minority. End Note.) 


4. (S/NF) Jumblatt said that -- in a typically complex 
Levantine chain of transmission -- Nabih Berri told Druze 
minister Ghazi Aridi that Bashar Asad had asked Hizballah to 
resign from the Siniora government if necessary. Given this 
threat of a Hizballah walk-out 

strategy for keeping ShiVa representation in the Siniora 
government: \"Bribe Berri. There\'s no other way.\" While 
Jumblatt acknowledges that Saad HaririVs initiative to 
cultivate Shiva contacts and encourage opposition voices such 
as the Mufti of Tyre Sheikh Ali al-Amin will help counteract 
Hizballah in the long-run 

figure remains Berri 


5. (S/NF) While Berri insists he supports the tribunal 
according to Jumblatt 

reconstruction money is not being channelled through his 
Council for the South. Jumblatt suggested that this should 
be remedied. \"Do not let Nabih be isolated 
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Jumblatt also suggests that March 14 not go on the 
\"offensive\" against Hizballah but instead call for resuming 
the National Dialogue as a way to avoid having a defensive 
Hizballah lash out violently. Jumblatt quipped that 
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Nasrallah himself not show up at the National Dialogue venue 
since \"we are not all keen to become martyrs with him." 


TROUBLE UP NORTH? 


6. (S/NF) Jumblatt said that there are ominous signs that 
trouble is brewing 

that 

months.\" Word had reached him that a convoy of arms had been 
spotted moving from Homs in Syria to a Sunni fundamentalist 
group in Seer ad-Dinneyeh in northern Lebanon. Jumblatt 
informed the Ambassador that this group is led by the V'son of 
Said ShaVaban 

Monotheism) 

worried by a recent query from the Russian Ambassador to 
Lebanon about whether he knew anything about V'underground 
tunnels connecting Lebanon to Syria\" near Akkar in northern 
Lebanon. This was the first Jumblatt had heard of such 
rumored tunnels 

Boukin would mention the possibility. 


SYRIAN CONTACTS 


7. (S/NF) The Ambassador asked if Jumblatt is maintaining 
his contact with exiled former Syrian Ba\'ath party luminaries 
Abdel Halim Khaddam and Hikmet Shihabi. According to 
Jumblatt 

emissary will collect from Paris early next week 

Shihabi is planning to return from Paris to Los Angeles in 
two weeks or so. Jumblatt said that the SARG -- specifically 
Asif Shawkat -- had tried to entice Shihabi back to Syria 

but that Shihabi 

decided 


8. (S/NF) In a poignant aside 

had recently informed him that the man responsible for 
ordering the assassination of Walid\'s father Kamal Joumblatt 
in 1977 was in fact presidential younger brother RifaVat 
al-Asad 

supposed. Jumblatt said his father was killed for 

questioning the Alawite minority\'s right to govern Syria. 


Column 3 

\"That\'s all it takes 

number of notable Arabs targeted over the years for 

committing the same crime of mentioning minority/Alawite 

rule. Even journalists Samir Kassir (murdered 6/2/05) and 

May Chidiac (hideously maimed in 9/25/05 car bomb attack) had 
offered analysis about Alawite rule over a Sunni majority 
Jumblatt claimed. 


THE EUROPEANS 


9. (S/NF) Dubbing it \"the conspiracy at the Serail\" 

Jumblatt said that he joined Siniora and Hariri for an 

exclusive lunch -- Lebanese Forces leader Samir Geagea was 
furious at not being invited 

Tony Blair at the Grand Serail on September 11. The Lebanese 
primarily pushed Blair for additional security support 

saying the GOL needs a credible deterrent against Hizballah. 
Blair wanted assurances though that weapons and equipment 
wouldnVt end up in the wrong hands. ҮІ responded to him that 
they aren\'t all ShiVa in the army 

Ambassador (Comment. We hope they gave clearer assurances 
than that. As we have noted in other messages 

over equipment provided to them has been traditionally quite 
good. End Comment.) 


10. (S/NF) Jumblatt said that he had met with fellow 
socialists 

international party conference in La Rochelle in late August. 
While Royale had been uninformed on Middle East issues 
seems a quick study to Jumblatt. He suspects a socialist 
administration in France would want to support the Israeli 
Labor party as much as possible 

include engaging with Damascus. Jumblatt said that he has 
warned Royale to V'be careful with the Asad mafioso\" 
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he encouraged engagement with Iran. 


COMMENT 


11. (S/NF) This was a worrying meeting with Jumblatt. 
Given the shrill calls from Aoun and Nasrallah for the 
Siniora government to resign in favor of a national unity 
government 

to groups arrayed against March 14 

post-Ramadan Aounist civil disobedience campaign 
that the tribunal statute needs to be brought before the 
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Lebanese Cabinet as soon as possible before the pressure 
builds any further. While the Secretariat will probably want 
to wait until after the Brammertz report release in late 
September 

Security Council immediately following that for (hopefully) 
rapid Council approval. In the interim 

between Council members regarding the statute will need to be 
ironed out. Jumblatt clarly linked the escalated rhetoric to 
Syrian fears on the tribunal 

fears -- and thus the rhetoric -- will be reduced after the 
next Brammertz report 

there will be nothing sensational in the report. 

FELTMAN 
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debate 

pains to emphasize their joint successes of the past six years and 

to stress common goals 

government" after the October 1 election. The FPOe/BZOE had been a 
\"reliable and good coalition partner 

Bartenstein. Westenthaler added that his party would V'welcome 
serving as a controlling junior coalition partner" in the next 

Austrian government. A joint objective for both parties was to 

prevent a Vshift to the left\" in the country\'s political scene. 


Bawag and the SPOe 


2. Centrist daily Die Presse quotes political analyst Peter Pelinka 
as saying the \"remaining chances of the SPOe to emerge as the 
winning party in the October 1 poll will be shattered\" if the Bawag 
debate continues. Similarly 

Bawag issue will likely put the Social Democrats on the defensive 
which will benefit the parties Austrian protest voters might vote 
for -- the FPOe 


American GMO Rice Found in EU 


3. According to mass-circulation daily Kurier 

US-imported rice samples checked by the EU contained traces of the 
genetically modified LL601 rice. Although no traces have been found 
in Austria at this point 

it will launch a thorough check of imported rice. Results are 

expected to be published in ten days. Health hazards can be ruled 
out 


Ambassador Speaks on 9/11 in Wels 
4. The 9/11 attacks were a tragic moment for Europeans 


Americans it was a change of psyche 
McCaw. Breaking up terrorist organizations 


Column 3 

their financial resources has become increasingly difficult in the 
past five years 

for increased international cooperation when it comes to exchanging 
information gleaned by intelligence services and at the judicial 

level 

stop incident before they occur. Although the international 
community does not always share AmericaVs views on the issue 
past five years have been a success with regard to counter-terrorism 
efforts 

teamwork and intelligence sharing 

interview for Oeberoesterreich Heute. 


Terror in Damascus 


5. \"| want very much to give condolences to those who lost their 
lives defending the embassy and among them apparently Syrian 
security personnel. | do think the Syrians reacted to this attack in 
a way that helped secure our people and we very much appreciate 
that 

of State Condoleezza Rice. According to liberal daily Der Standard 
the Syrian Interior Minister has labeled the blast a \"terrorist 
attack.\" Independent provincial daily Salzburger Nachrichten writes 
that regime-friendly Syrian commentators and politicians say 
militant Islamists qualify as the main suspects in yesterday's 
attacks. Due to the growing anti-American mood in Syria and the 
entire region in the wake of the Lebanon war and because of US 
support for Israel 

opportunities in the country 


Iran - Irag Rapprochement 


6. According to a report in semi-official daily Wiener Zeitung 
al-Maliki is pushing for stability in Iraq in the face of the 
civil-war-like unrest between representatives of the Shiite and 
Sunni factions in his country. In this 

of Iranian President Ahmadinejad. A spokepserson for al-Maliki 
emphasized that the Iraqi Premier specifically was going to ask the 
Iranian leader to desist from any attempts at influencing Ігаа\'ѕ 
domestic affairs 

McCaw 
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and controlled by our various political godfathers. Although 
none of them so far has called us to push for the impeachment 
of the Vice-President 

the process starts 
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5. (U) Members of the National Assembly who spoke with 
Poloff expressed different interpretations of the legal 
ramifications of whether the government administrative 
panelVs report alleging corruption was already sufficient to 
disqualify the Vice-President from running for office as 
President ObasanjoYs supporters are claiming 

their interpretation of section 137 of the constitution. 


6. (C) One anti-Obasanjo term House member from Lagos State 
told Poloff that he believes that the Vice-President has 
fallen into a trap by pursing the issue first in court 

because it could sit on the matter 

validating his disqualification. He believes Atiku\'s best 
chance for political survival was to fight the battle in the 
National Assembly where members are clearly divided 
understand the issue in its wider political context and where 
the VP would find a platform to make counter charges of 
corruption. V'Atiku has adopted a wrong strategy by going to 
court instead of coming to the National Assembly. The 
Nigerian judiciary is not truly independent and therefore can 
be unpredictable. Once a court upholds the position of the 
president then that will be the end of Atiku. V" 


7. (C) Many members expressed ambivalence about being drawn 
into to a battle that they do not see as their own 

could distract from the current transition. There are moves 
underway by the Vice-President\'s supporters to prepare 
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impeachable counter charges against the President (reftel). 
More than one member joked that a process that led to the 
impeachment of both the President and Vice-President would 
not be such a bad thing 

workings of their government and 

the Senate President and the Speaker of the House in charge 
of the government and therefore responsible for organizing 
elections. \"| have gone through the EFCC report and having 
read it 

think | am the only one who thinks that it is possible that 

the impeachment saga may not end the way the President 
desires 


8. (C) For his part 
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present more evidence that the allegations against him are 
merely a small part of a bigger issue. He has maintained for 
months that the accusations are based on bank accounts that 
he and the President set up to funnel money into the PDPVs 
re-election campaign in 2003. Atiku claims that the release 
of the full records of the bank accounts would show that both 
he and Obasanjo disbursed money to various people during the 
elections. Further 

that at least three members of the Presidents staff were 
interviewed during the investigation 

the released version of the EFCC investigation. The staffer 
said that the three were \"directly involved" with the 

President and his 2003 campaign. 


9. (C) The lessons of the third term debate have left many 
members of the National Assembly cautious about jumping into 
the next great battle. Most would prefer to get on with the 
political season and are disappointed that killing ObasanjoVs 
third-term efforts did not deter him from further 
machinations. Despite the PresidentVs seriousness about 
impeachment or disqualification and the Vice-PresidentVs 
desperation for political survival 

members 

equally motivated to rush into action. 

CAMPBELL 
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senior posts to persons who share the prime ministerVs policies 
LDP source said. 


Abe also indents to make major changes to the role of the cabinet 
public relations secretary. He is specifically considering giving 

the public relations secretary access to the core of the government 
to let him hold regular press conferences instead of the chief 
cabinet secretary so that he can remain as a stagehand. 


(3) Azadegan oil field talks to continue allowing for Japan to gain 
time for determining international situation over Iran\'s nuclear 
development program 


YOMIURI (Page 9) (Almost full) 
September 14 


Japanvs right to develop Iran\'s Azadegan oil field has been 
threatened because of such issues as that country's nuclear program. 


Column 3 

But it looks now that bilateral talks on the oil development project 
will continue. Japan has been able to narrowly hold on to its right 
to independently develop the oil field 

energy security. Still 

Washington mulling possible sanctions against that country 

finds it has no choice but to give priority to international 
cooperation. It is under pressure now to make a difficult choice as 
to how to continue its strategy of securing energy supplies. 
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Economic sanctions 


Both Iranian Petroleum Minister Vaziri-Hamaneh and Economy 
and Industry (METI) Minister Nikai indicated their intention to 
continue the oil field development talks even after the Sept. 15 
deadline. However 

talks progressing 

reaching an agreement at an early date. 


Iran's agreement to continue the talks with Japan is a switch from 
the previous stance of brandishing the threat of transferring 
Japanvs rights in the Azadegan project to some other country. Behind 
this policy change is Iran\'s reaction to -growing international 
criticism. The US has opposed Japan\'s participation in the 
development of the Azadegan oil field right from the beginning. The 
United Nations Security Council (UNSC) also is looking into the 
possibility of imposing economic sanctions on Iran. Under such 
circumstances 

international community 

brought into the fold. Motivated by a desire to press Japan to make 
an early decision 

develop depended on JapanVs decision. 


In the meantime 

due to growing international criticism of Iran. For Japan 
development of the Azadegan oil field were to put on the back 
burner 

in the Middle East 

therefore 

being 


The US 

indicate its displeasure at the continuation of the talks between 
Japan and Iran. It will most likely make a stronger call for putting 

a moratorium on the project plan. Some observers think that China 
and India 

over the world 

anticipation of Japan giving up the talks. 
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As a reason for not being able to go ahead with the development 
Japan has cited the delay in the work of removing land mines planted 
on the project site during the Iran-Iraq war. However 

Vaziri-Hamaneh on the 13th declared that the work to remove land 
mines V'has been completed.\" Japan is gradually exhausting its 
excuses for postponing its decision-making. 


Talks to review contract 


Talks between INPEX 
state-run oil company are also facing difficulty on conditions for 
beginning the project due to the soaring crude oil prices. 


According to an informed source 

and Iran\'s state-run oil company is based on a buy-back system 
which INPEX receives oil as payoff for its investment in the 

project. However 

projects to develop oil fields have increased throughout the world. 
As a result 

given rise to price increases. It is said that the estimated total 
investment amount has risen by 20-30 PERCENT from the original 
amount of 2 billion. INPEX has asked lran to increase the amount of 
crude oil to be supplied to Japan to cover the increased portion 

but Iran is refusing to agree to the request. There is no prospect 
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for the two companies to be able to coordinate differences in the 
views on this issue. 


Iranian Petroleum Minister Kazem Vaziri-Hamaneh: V'A settlement will 
be reached" 


-- What is the present situation of the talks on the development of 
Azadegan? 


VI have no intention of revealing the specifics of the talks. 

However 

will be reached. Land mines buried on the project site have been the 
obstacle in promoting the project plan. However 

been removed as of two days ago. V 


-- The deadline for the talks is Sept. 15. 


VWe are determined to bring a successful end to the talks with Japan 
and implement the project. We are pinning high hopes on the 
development of the talks. Japan has rights to develop that the oil 
field. We will continue the talks even after the Sept. 15 

deadline." 
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-- The US is opposing Japan's participation in the development of 
the Azadegan oil field. 


\"It is up to Japan to decide what it wants to do. If Japan has no 
intention of carrying out the project 


(Interview Hiroyuki Nakamura in Vienna) 


MEITI Minister Nikai: We will consider the issue from an overall 
perspective in hopes of reaching an amicable settlement 


-- Do you intend to continue the talks even after the Sept. 15 
deadline? 


\"It is important to deal with the issue from an overall perspective 
in hopes of reaching a settlement as smoothly as possible. Iran is 
not acting in a one-man show. I fully discussed the issue with 
Iranian Foreign Minister Motaki 

February. Iran considers Japan as an important negotiating 
partner. V 


-- How are you going to deal with the issue amid a growing move to 
impose economic sanctions on Iran? 


VWe cannot afford to neglect the need to cooperate with the 
international community. It is not appropriate for Japan alone to 
stand out. At the same time 

great. | have a serious interest in this matter. Since the matter 
involves an internationally delicate issue 

the table. V" 
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Dushanbe 
REASON: 1.4 (b) 


CLASSIFIED BY: Tracey A. Jacobson 
Dushanbe 
REASON: 1.4 (b) 


1. (C) SUMMARY: Following a Letter of Agreement signing 
ceremony 9/13 (reftel a) 
Ambassador for a one-on-one meeting to discuss issues she had 
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raised prior to presenting credentials 9/4 (reftel b). While 
Nazarov could not offer any concrete assistance on any of the 
issues 

that area 

international NGOs without difficulties and is committed to 
improving the business climate. 


WWE HAVE NOTHING AGAINST NGOs!" 


2. (C) Ambassador raised three recent NGO problems - a 
planned MOJ \"investigation\" of Mercy Corps due to a \"poison pen" 
letter from local employees against the expat financial manager 
the inability of NDI to register or get a visa for an American 
director 

and five year CARE Director Amcit Genny Abel. Taken together 
these individual incidents started to look like an anti-NGO 

trend. Nazarov insisted this was not the case. On Mercy Corps 
he said that the GOT really believed it should be up to us (the 
USG) to \"talk to that woman - she\'s treats everyone rudely - and 
tell her to act normally.\" (Note: the case may now be moot 

the ex-pat has decided to take another position in Africa. End 
Note.) On NDI 

wait until after the elections before trying to register again. 

When Ambassador asked whether she could count on his support for 
NDIVs registration after November 6 

He claimed no knowledge of the Abel visa refusal. In the 
government's defense 

yours and others. Look at Soros - they\'ve been kicked out of 
lots of countries around here 

You can talk about individual people and cases 

at our record 


BUSINESS CLIMATE 


3. (C) Ambassador noted she hoped to see more American 
investors in Tajikistan 

(rule of law and sanctity of contracts) needs to improve in 

order to attract them. Nazarov agreed in general 

that one must act appropriately when conducting business in 
Tajikistan. He promised to help resolve problems when they came 
up 

legislative problems. Ambassador raised Gerald Metals 
TajikistanVs attractiveness to foreign investors had fallen due 

to TadAZ\'s default on debts to both Gerald Metals and Norsk 
Hydro 

private political risk insurance for investments in Tajikistan. 
Nazarov said this case was extremely complicated; the previous 
management of the smelter with whom Gerald and Norsk had signed 
agreements was a V'con man\" now living in London on his 
ill-gotten gains. He had stolen both money and equipment and 
driven the smelter into bankruptcy. The new management was 
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turning a profit for the first time and was no longer indebted 

to everyone including the power company. Tajikistan had hired 
lawyers in London - \"British 

the situation created by the previous director was \"terrible.\" 

In the end 

lawyers 

interests with either the Minister of Economy or Minister of 
Industry. Ambassador reminded him that the drop in Tajikistan\'s 
prestige over the default would affect the attractiveness of the 
country in general to investors - not just in the metal trading 
sphere. 


4. (C) Ambassador raised problems with air access as a barrier 
to what could otherwise be a profitable tourism sector 

(partially motivated by her experiences on a government 
sponsored trip to Kulyob 

apparently been in service before her birth.) Nazarov agreed 
entirely 

immediately on his return from Kulyob to demand that Tajik Air 
do something about the state of its aircraft. We need to get 
European or American equipment. If we can\'t afford new 
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should at least get something thatVs five or six years old 
30 or 40 and about to fall out of the sky.\" 


MEDIA AND ELECTIONS 


5. (C) Ambassador reiterated points from the credentials 
meeting on fair elections and equal 

all candidates. She said that registering and licensing the 6 
radio stations established by Internews would be a good sign of 
Tajikistan\'s willingness to conduct a good election. Nazarov 
demurred 

the Minister of Communications. 


COMMENT: 


6. (C) Nazarov spoke relatively freely in the one-on-one 

format; Ambassador recommended getting together frequently to 
resolve emerging problems before they become real irritants. We 
did not expect any progress on the issues raised 

didn\'t get any - at least today. We will continue to press both 
with Nazarov and with other government figures - the minister at 
least promised to get introductory meetings set up as soon as 
possible. 

JACOBSON 
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issue.V For its part 

its EEK 2.6 billion (USD 213 million) asking price. Aadnesen 
said that even if the parties publicly announce a V'compromise 
price\" of about EEK 2.4 million (USD 196 million) 

still demand the difference be paid to them more discretely 
through another financial vehicle 

dividend authorized by ER to its shareholders. In this way 
BRS would still get its desired sale price. 


4. (C) Aadnesen told Econoff that 

on price 

other 

conditions 

deal must be phrased in the press as a \"repurchase\" of BRS 
shares 

agreement 

agreement. The GOE must publicly describe the deal as an 
amicable one. Second 

power of attorney to act on behalf of the GOE to avoid any 
ambiguity as to full government consent to the deal. 

Finally 

the GOE must agree to drop all outstanding lawsuits against 
BRS. 


5. (С) ERYS Aadnesen and BRS President Edward Burkhardt have 
responded positively to GOE overtures on repurchase of BRS 
sales. It appears that both will be happy to resolve this 
dispute sooner rather than later 

desired price. They contend that the GOE is finally ready to 
come to the table because it now realizes it is likely to 

lose 

the pending arbitration and court cases BRS has filed in 
Stockholm 

of Investment Disputes (ICSID) in Washington 

and Burkhardt have consistently said they would be willing to 
wait out the results of these cases and are confident they 
would win if they are allowed to run their full course. They 
estimate that success in arbitration could result in up to an 
additional EUR 80 million for BRS - in awards of back fees 
due 

for track access charges currently kept artificially low by 

the GOE. Therefore 

out and the farther along the arbitration cases get 

likely BRS will be willing to sell its shares. According to 
Aadnesen 

they 
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get a serious offer to actually make a firm commitment in 
writing. After that 

on a slightly longer timeline. 


6. (C) Further 

investigating corruption in the MOE (the key GOE ministry in 
this case) 

Aadnesen claims that this investigation has implicated 
Savisaar 

SeverstalTrans 

competitors of the railway 

through its subsidiary SpaceCom. Aadnesen told us that ER 
has 

assembled this evidence into a report that ER was prepared to 
release publicly to opposition parties. However 

they will refrain from releasing the report if an amicable 

sale is truly imminent. Aadnesen claimed that the evidence 
uncovered іп ERVs report V'would bring down the government in 
most countries. He alleges that it is symptomatic of a 

larger pattern of behavior by Russian-backed companies 
operating in the energy and transport sectors throughout the 
Baltics with the ultimate aim of bringing Estonia 

Lithuania effectively under Russian economic 

political 


7. (C) It has been clear since June 

failed to act on its threat to revoke the Railway 
privatization agreement 

been 

rethinking its confrontational approach. Right now the 
timing 

may be right for both sides. As noted above 

take the bird in the hand of an amicable sale has a limited 
shelf life. At the same time 

Railway back under state control 

to 

deliver before the parliamentary election campaign begins 
after the New Year. Moreover 

would provide the means for 

of 


8. (C) Aadnesen and Burkhardt have long held that Savisaar 
is 

in the pay of Severstal. While we have no idea what evidence 
BRS has gathered 

caution in seeking to use it as a lever. Savisaar has 

survived any number of scandals in his colorful political 
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career 

part 

of his electorate that he is being picked on by the rest of 
the political elite. 

WOS 
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data seems to back that up. Upon closer analysis of regional 
voting statistics 

influenced by regional tendencies than the older voters. In 
addition 

younger voters used in 2002 have become the norm for 
elections. But the next presidential election in December 
2007 will be the true test of whether the V'youth revolution V" 
was indeed a revolution. END SUMMARY. 


2. (U)Regionalism in South Korea -- particularly in the 
southwest (Honam) and southeast (Yeongnam) -- is notorious; 
voters not only choose their hometown candidates 

often vote against candidates from the rival region. This 

was one reason why Kim Young-sam (Yeongnam) and Kim Dae-jung 
(Honam) publicly pledged not to run against each other in the 
1987 presidential elections 

would split the opposition voters. (NOTE: Despite their 

promise 

regions voted exactly as expected -- which gave ruling party 
candidate Roh Tae-woo the presidency. END NOTE.) However 
after the impact the younger generations made on the 2002 
presidential elections 

were starting to vote more along generational lines than 

strictly regional ones. 


DEFINING THE GENERATIONS 


3. (U) The Korean War was the event that defined today\'s 
older generation in Korea. Ideologically 

enough to remember the Korean War tend to be strongly 
anti-Communist and staunchly pro-American. They also tend to 
view North Koreans as enemies and hold strong opinions about 
how to deal with the North Korean regime. Politically and 
socially 

those over 50 tend to subscribe to the V'growth first\" 

ideology 

else 

and older make up 24 percent of the population (11 

people) 

National Statistics Office. 


4. (U) Much has been written about Korea\'s 386 Generation: 
those who are in their 30s 
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were born in the 60s. (NOTE: This moniker first appeared in 
the 1990s 

NOTE.) The two defining events for this generation were the 
Gwangju Massacre and the democratic movement in the 1980s. 
Although young at the time 

Park Chung-hee authoritarian regime in the 1960s and 1970s 
then demonstrated against associated military regimes in the 
1980s. The student demonstrators also urged immediate 
reunification with North Korea and often joined forces in 
solidarity with the labor unions. Ideologically 

Generation is characterized by being anti-American and 
sometimes pro-North Korean; it rejects traditional models of 
power and politics 

Politically 

active. Economically 

ideology like those over 50; it prioritizes human rights over 
economic growth. Demographically 

are a big group 


5. (U) Many of the 386 Generation have moved into 
positions where they can influence politics or public 
opinion. A few 

are now lawmakers. President Roh 

demonstrators during the 1980s 

advisors who were demonstrators as students. Sociology 
professor Park Kyung-tae of Sungkonghoe University told 
poloff that many 386ers also became journalists and TV news 
producers. Their positions of influence dictate the 
sociopolitical conversations and explain some of the more 
progressive story topics. 


6. (U)The 20-something generation (or Generation-C) is 
the first Korean generation with no mature memory of an 
authoritarian regime. Generation C grew up after Korea 


became democratized and takes free press for granted. As a 
result 

generation is also called Generation C because they are so 
wired. (NOTE: the \"C\" can stand for cyber 

community. END NOTE.) Although not an event per se 
Internet boom defines this generation above all else. Young 
Koreans embraced social-networking blog sites (such as 
Cyworld 

introduced in the U.S.) much earlier than their counterparts 

in the U.S. 

Internet (NOTE: Nearly 80 percent of Korean households have 
high-speed 

Information and Communication June 2006 data. END NOTE.) 


7. (U) Ideologically 
conservative than the 386 Generation 
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identified with a particular ideology. Generation C cannot 

be identified as anti-American (although many participated in 
anti-American demonstrations after two young schoolgirls were 
accidentally killed by USFK soldiers in 2002). They are not 
unquestioningly anti-North Korean like the older generation 
nor as pro-North Korean as the 386. Economically 

generation takes a developed society for granted. However 
because it experienced the Asian financial crisis of the late 
90s 

about consumerism and conservative about saving. Those in 
their 20s are also characterized as being self-centered and 
individualistic 

tendency toward more socially responsible outlook. 
Demographically 

the population 

currently 15-19 represent 6.5 percent of the population; 

those in this group who will turn 19 before the December 2007 
election will be able to vote. 


USING TECHNOLOGY TO MOBILIZE YOUNG VOTERS 


8. (U)Generation C and the 386 Generation were credited 
with electing Roh Moo-hyun as president. This is due in part 
to their mastery of Internet and cell phone technology to 
mobilize voters. When former candidate Chung Mong-jun 
withdrew support of Roh the night before the election 
posted messages on Web sites and sent cell phone text 
messages urging people to maintain support for Roh. This 
mobilized youngsters to vote and also changed the minds of 
people who had been planning on voting for the Democratic 
Labor Party candidate 

defeating Lee Hoi-chang by a mere 2.296 margin 

votes. The Internet was also credited with politicizing 
people who would otherwise be apathetic 

are exposed more frequently to political Web sites. 


9. (U)One media tool in particular that helped facilitate 

the mobilization was OhmyNews 

netizen reporters can write their own articles 

then fact-checked by staff before posting. This Web site was 
created by 386er Oh Yeon-ho 

the 386 generation 

80s against the military dictatorship. Now 

we are combat-ready with our Internet" OhmyNews is where 
many netizens submitted articles urging people to get out the 
vote. 


10. (U) After the 2002 election 
that \"generationalism\" had the potential to overcome 
regionalism in Korean politics. A Joong-Ang Ilbo survey 
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conducted in late 2002 found that 48.8 percent of those in 
their 20s and 30s had voted for Roh for the sake of a 
Vreplacement of generations" or V'generational transfer." 
Critics have remarked that the media may have fabricated a 
myth of generational conflict where none actually existed. 


GENERATION VS. REGION 


11. (U) Analyzing national election results by age 
generations appear to have voted along their ideological and 
political tendencies. The majority of people in their 20s 

(62 percent) and 30s (60.2 percent) voted for Roh 

majority of people in their 40s (50.8 percent) and 50s (65.5 
percent) voted for Lee. 


12. (U) Examining the 2002 election results by region 
sees that the southwest (Honam) and southeast (Yeongnam) 
voted almost exactly as they did in the 1997 presidential 
elections. According to Gallup Korea data 

percent of voters in Honam voted for Roh 

identical to the 94.4 percent of Honam voters who voted for 
Kim Dae-jung in 1997. In 2002 

Yeongnam voted for Lee Hoi-chang 

who voted for him in 1997. (NOTE: This does not include 
votes for Rhee In-je 

in the primaries 

separately 

Rhee didn\'t run. END NOTE.) 


13. (U) However 

Yeongnam region voted closer to generational lines than 
regional ones in 2002: only 61.1 percent of people in their 
20s and 52.1 percent of voters in their 30s voted for Lee 
(compared to 75.5 percent for Lee overall and 90.1 percent 
for those aged 50 ). So it appears that younger voters were 
less influenced by their region\'s tendencies than older 
voters. Demographically 

Yeongnam has 12 

26.9 percent respectively of the entire population. 


OUTLOOK FOR 2007 PRESIDENTIAL ELECTION 


14. (U) Professor Kim characterized the current voter mood 
among those in their 20s and 30s as \"confused 

failure of the Roh Administration to achieve real reform. 

Asked to speculate on how voters would react to Park Geun-hye 
as a presidential candidate 

could win Generation CVs vote if she continues to play good 
\"image\" politics. Younger voters react emotionally 
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necessarily rationally 

fathers authoritarian regime and focus on the economic 
miracle he achieved in Korea. If Park and Lee Myung-bak were 
to run against each other 

generation would split the vote between Park 

nostalgia for the V'good old days 

as having stronger will than Park. 


15. (U) Lessons from the 2002 election have been 
well-digested. Two in particular are noteworthy. First 

some of the technology-aided mobilization tactics from the 
2002 elections have been institutionalized and will likely 
become standard practice for the 2007 elections 

as more tech-savvy young Koreans come to voting age. Second 
politicians will continue to court the younger generation -- 
not only because they are the largest group demographically 
but also because of the impact they made in 2002. The 
political parties have already embraced some of the 
technology tactics that the younger generation used in the 
2002 elections in the local and by-elections. 


COMMENT 


16. (U) The younger generations impacted the 2002 
presidential election more than any other election. Although 
the media may have exaggerated stories about the youth 
revolution and the generational differences in the 2002 
elections 

young voters voting along generational 

lines. 


STANTON 
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anniversary date. The next day it published a tiny 
report of elderly women inHenan province who built a 
memorial hall for ao with their own money. Most 

daily metropoltan papers carried no articles on the 
anniersary 

a photo on September 10 of citizens in Tianamen 
Squae laying wreaths to Mao. Mao made the cover of 
only one of the glossy news magazines 


3. (C) Party-controlled internet news portals were 
more generous to the Chairman. The People\'s Daily 
website hosted a memorial page with a large 
photograph of Mao and links to details on his life and 
writings 

website of the Party\'s official press agency 

featured nostalgic recollections 
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other commemorative essays 

outnumbered all other topics on the websiteVs chat 
room discussions. Popular portals 

featured special columns discussing Mao\'s life and 
achievements. 


Singing Mao\'s Praises 


4. (C) The highlight of the commemorative period was 
a two-hour 

life and character held in the Great Hall of the 
People on the night of September 8. Open to the 
public and entitled “Тһе Sun is the Most Red and 
Chairman Mao is the Most Beloved 

tribute to Mao through historical narrative 
readings 

and accomplishments 

gusto to an enthusiastic audience. Tickets for the 
performance 

were sold out by the evening of the performance. 


5. (C) Rousing musical scores sung by a choir of 
uniformed PLA veterans accompanied by the People\'s 
Armed Police orchestra were interspersed with readings 
from some of Мао\'ѕ most well-known essays and solos by 
popular singers. The audience joined in singing old 
standbys such as V'Chairman Mao 
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Hearts 

the Motherland.\" Pictures of historical sites and 
events depicting the CPCVs rise to power were 
projected against a huge screen behind the musicians 
and a large work of calligraphy composed especially 
for the commemoration by a prominent artist was 
unfurled at the conclusion of the program. Mao\'s son 
and family were in attendance 

news services 

Nostalgic feelings ran high 

music and performers appeared to be as much a factor 
behind the enthusiasm as people\'s feelings toward the 
Great Helmsman. 


Playing it Safe: A Focus on Mao\'s Pre-1949 Exploits 


6. (C) The program heralded Mao as ChinaVs greatest 
leader of the last century 
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revolution 

stayed clear of politically controversial themes. 
Instead 

revolution 

the war of resistance against the Japanese. The 
readings featured some of Mao\'s most famous treatises 
on revolution 

mobilization 

Foolish Old Man Who Moved the Mountain 

the People 

\"continuous revolution\" and other radical ideas later 
repudiated by his successors. 


A Family Affair 


7. (C) Although the generational breakdown of those 

at the concert slightly favored the older and middle- 

aged 

and included many family groups 

generations sitting together. Hefty ticket prices 

(USD 15 to 110) likely discouraged those from the 

lower rungs of society from attending. One young 

couple accompanying elderly parents said they had come 
Vfirst for the music and second for Mao Zedong 

quickly commented that the ChairmanVs V'status in China 
remains very high." When asked whether the majority 
of the audience consisted of officials and Party 

members or of ordinary people 

were sold publicly and thus open to anyone. They had 
purchased their own tickets 

not cheap.V In contrast 

said that they had come primarily to pay tribute to 

Mao 

people" VI was a Red Guard 

volunteered. 


Xinhua\'s Spin 


8. (C) The concert themes anticipated Xinhua\'s 
treatment of the anniversary the next day 

reported that crowds of people in Tiananmen Square 
were laying wreaths at MaoYs memorial hall in tribute 
to \"this great man of the century" and noted that 
people had brought their children and grandchildren to 
Vhelp them understand the history of China" (ref A). 
One youthful netizen said he now understands why his 
parents mourned Mao\'s death 

great figure who served the people with heart and 
soul\" (Ref B). 
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9. (C) Xinhua also signaled the leadership\'s intent 

to use the anniversary to legitimize the reforms 

enacted after Mao\'s death and to boost support for the 
Partys current reform agenda. Elderly visitors 

paying their respects in Tiananmen 

had come to tell Mao about the economic prosperity and 
personal opportunities the Chinese people now enjoy so 
he could V'rest in peace 

should not forget Chairman Mao 

life of today to his efforts and those of other late 
leaders.V In a more explicit plug for current 

policies 

Vwho still wears a badge of Chairman Mao 

she hoped China would V'stick unswervingly to the 
policies of reform and opening" in order to 

Vstrengthen the nation and enrich the people. V" 


Comment: The Partys Careful Balancing Act 


10. (C) In this year of sensitive anniversaries (Ref 
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C) 

the 30th anniversary of Mao\'s death appears to be an 
effort to draw on the continuing admiration for Mao 
among some in order to boost the Party\'s legitimacy 
and increase support for the current leadershipVs 
reform agenda. It may also have been designed to 
create a heroic image of the leader for a younger 
generation that has no memory of the great suffering 
he inflicted on his countrymen. In doing so 

it appears that Party leaders 

still closely tied to MaoVs charisma as the father of 
the revolution and founder of the state 

careful to balance their need to burnish the 
Chairman\'s reputation against the risk that a 
celebration of his legacy would give regime critics a 
chance to mobilize anti-Party sentiment 

among those left behind by economic reform. 
RANDT 
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encouraged Triet to support the HCMC Archdiocese\'s efforts to 
combat HIV/AIDS. 


3. (SBU) Focusing on the Church\'s HIV/AIDS efforts 

said that the Archdiocese has identified an appropriate property 
in HCMC\'s Cu Chi district for its proposed integrated 
community-based HIV/AIDS care center (ref A). Catholic 
businessmen in HCMC are negotiating to purchase the property. 
The Cardinal foresees problems in obtaining construction permits 
and will seek USG advocacy with HCMC officials should the 
permitting process stall. He welcomed Ambassador-at-Large for 
Religious Affairs recent discussions with HCMC officials in 
support of the ArchdioceseVs HIV/AIDS activities (ref B). The 
Cardinal and his staff confirmed ref A reporting that the 

Catholic church thus far has been unable to register as a legal 
entity or NGO for the purpose of providing HIV/AIDS support. 
The church now is exploring registering some of its HIV/AIDS 
operations as a business. 


4. (SBU) Cardinal Man said he planned to travel to Washington 
from October 9 to 14. He will participate in a prayer breakfast 
and other activities 

meet with USG officials. Turning to the visit of the President 
to Vietnam for the APEC Leader\'s Summit 

he would be delighted to participate or preside over a religious 
event for the President 

reconciliation and cooperation.\" 


WINNICK 
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Classified By: DCM Mark A. Taplin for Reasons 1.4 (b) and (d). 


1. (C) Summary: During separate meetings with Foreign 
Minister Ungureanu and senior advisors in the offices of the 
President and Prime Minister on September 7 in Bucharest 
DAS Kramer provided the DepartmentVs perspective on regional 
issues including the upcoming independence referendum in 
Transnistria. Kramer urged Romanian authorities to join the 
international community in forcefully rejecting the 

legitimacy of the referendum 

the focus squarely back on Russia\'s unhelpful role in solving 
the Transnistria question. Ungureanu readily agreed 

that he would direct the Foreign Ministry to seek a clear EU 
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position on the referendum at the next GAERC September 15. 
Ungureanu also said he would raise the idea of a Justice and 
Home Affairs peacekeeping mission as a way to push the 
Russians to withdraw their \"peacekeeping\" forces. Senior 
advisors in the Prime Minister\'s office told DAS Kramer that 
the Romanian side wanted a bilateral agreement with Moldova 
to underscore joint commitment to a European \"vocation\" for 
the two countries 

including transportation corridors 

initiatives against organized crime. Presidential counselors 
largely agreed with DAS Kramer\'s points regarding the 
illegality of the Transnistrian referendum 

initially counseled a low-key approach 

prickly nature of relations between Romania and Moldova. All 
of our interlocutors appreciated the opportunity to hear our 
views from DAS Kramer and to coordinate our approaches. End 
Summary. 


Meeting with Foreign Minister 


2. (C) Foreign Minister Mihai Razvan Ungureanu heartily 
endorsed EUR Deputy Assistant Secretary David KramerVs 
outline of the U.S. approach to dealing with the 

Transnistrian conflict 

international community to be clear that it does not accept 
the Transnistrian September 18 referendum. DAS Kramer 
emphasized that the Transnistrian referendum was unlikely to 
reflect the popular will given the heavy-handed Russian role 
the loaded referendum questions 

democratic process. He said that the USG 

Ukraine had issued clear statements that they will not 
recognize the referendum 

to take similar steps. He added that if Russia recognizes 
the referendum 

\"charade\" of pretending there was an impartial Russian role 
in Moldova. Saying that \"You speak my language 

agreed with Kramer that considerable emphasis ought to be 
placed on pushing Russia to make a clear choice -- either to 
make its opposition to the referendum clearly known 

have its endorsement of the referendum lead to a 
reconsideration of Russia\'s role as an mediator on 
Transnistria. 


3. (C) Ungureanu said some European colleagues had called on 
the EU to issue a statement on the illegality of the 

Transnistrian referendum during the EU\'s informal General 
Affairs and External Relations Council (GAERC) on September 
1. He said all the new EU states as well as Germany strongly 
supported Moldova and referred to the referendum as illegal 

at that meeting. Ungureanu tasked his staff with the need to 
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Vget a clear EU position\" on the Transnistrian referendum at 

the next GAERC on September 15. Ungureanu suggested it could 
be a powerful statement 

Secretary General Javier Solana or the Finnish Presidency of 


SIPDIS 

the EU. He mentioned the Finnish were busy finalizing the EU 
partnership agreement with Russia and that a strong statement 
on Transnistria could make the Russians take note. Ungureanu 
suggested it would be good for the U.S. to push for a strong 

EU statement condemning the referendum in Brussels and 
Helsinki as well. 


4. (C) Raising the issue of Russian forces stationed in 
Transnistria 

contingent 

300-500 police and customs personnel as well as a smaller 
rapid-reaction kind of military force 

Ungureanu said he would raise the idea of a V'Justice and Home 
Affairs peacekeeping mission" at the next GAERC meeting. He 
agreed that gathering the political commitments for such a 
force could help answer Russia\'s unwillingness to withdraw 
troops from Transnistria by offering an intermediate solution 
that would not leave a void and allow Russian participation. 
Kramer noted that structuring command and control of any such 
OSCE-EU Russia peacekeeping operation would be a delicate 
matter. 
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5. (C) In response to comments made by DAS Kramer in regard 
to Belgian efforts to solve Transnistria under its OSCE 
chairmanship 

value. He said he would look to pull aside the Belgian 
permanent representative to the OSCE in Vienna to discourage 
the BelgiansY planned trip to Tiraspol the following week. 
Ungureanu said he would also raise issues of Transnistrian 
human rights violations in the Council of Europe 

to press on a Vpoint that aches\" for the Russian chair. 
Ungureanu also wondered whether the UN Mission in Kosovo 
(UNMIK) would consider issuing a statement rejecting any 
comparisons between Kosovo and other frozen conflicts such as 
Transnistria. 


6. (C) Regarding Ukraine 

Tarasyuk was uneasy in his position. He felt he would 

however \"take the challenge" and continue in his position 

with the unfortunate result that he would be called upon to 
\"whitewash\" abroad the new governmentVs actions. Ungureanu 
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agreed that it was critical to keep Ukraine on track in its 
actions regarding Transnistria. Ungureanu was skeptical 
regarding Transnistria Supreme Soviet chairman Shevchuk 

he believed could be tied to former Ukrainian national 

security and defense council head Poroshenko. Regarding the 
changes within Ukraine 

false prophet in Sofia" when he was wary of UkraineVs 
readiness to join NATO. 


Engaging the Two Palaces 


7. (C) PM Chief of Staff Mihnea Constantinescu underscored 
RomaniaVs continued interest in developments in Moldova 
noting that Romania wanted a basic bilateral agreement to 
underscore the countries commitment to European values and 
identity 

obliquely to President Basescu\'s recent statements on 

unifying with Moldova 

myth\" that the objective was to seek Moldovan acknowledgement 
of a common \"Romanian\" space.) He acknowledged that these 
talks were complicated by matters of choreography 

form 

treaty made no sense 

enunciate a common European vocation for Moldova and to focus 
on concrete matters including transportation corridors to be 
financed by the EU 

organized crime. He said other Romanian initiatives 

currently underway were consistent with this approach 

including moves to include Moldova as part of the Southeast 
European Cooperation process and in a Central European FTA 
(with Romania 

counselor Calin Fabian said that the Moldovan preference was 
for concrete 

transportation 

example 

to meet EU standards. While the political picture in 

Moldova complicated the way ahead 

growing economic relations and bilateral trade could provide 

a useful lever. 


8. (C) Constantinescu said that he V'totally agreed" with the 
approach Kramer outlined to confronting the validity of the 
Transnistrian referendum. The issue would be a litmus test 

of the weight of the United States and the EU in Moldova 
went on 

on the support of the West could bring better results than a 
policy of just \"being stubborn\" or by seeking favors from 
Moscow. Constantinescu said he was pleased that longtime 
Romanian warnings about the significance of Transnistria as a 
Vblack hole" of criminality and lawlessness were being 
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heeded 

position was that it was seen by many in terms of 
black-and-white stereotypes. He said that the Romanian 
interest now was to be as persuasive as possible within the 
European Union 

for EU cooperation with the United States. 


9. (C) DAS Kramer also met with the Romanian Presidents 
Political Advisor Claudiu Saftoiu 

Anca llinoiu 

Constantin Degeratu. llinoiu said Moldova remained a 
priority of President Basescu\'s foreign policy agenda 
expressed appreciation for DAS KramerVs trip. She bemoaned 
the fact that the international community appeared to be 
reacting to events in Transnistria rather than taking a 
proactive approach to frozen conflicts in general. While 
confirming that Romania would not recognize the referendum 
she urged DAS Kramer to V minimize" the significance of the 
event itself. She also cited the need to link events in 
Transnistria with the lack of democratic institutions in 
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Chisinau. General Degeratu said that while Transnistria was 
not a military threat 

that there was a Soviet-style army there 

staffed by senior officials on the Russian payroll. (note: 
Degeratu likened the Russian presence in Transnistria to that 
of the Republika Serpska officials on Milosevic\'s payroll in 
the former Yugoslavia.) Saftoiu echoed llinoiuVs call for 
\"minimizing\" the importance of the referendum 

Voronin\'s unpredictable behavior and the history of difficult 
bilateral relations between Romania and Moldova. He 
concluded 

this issue. As he did in other meetings 

strongly for Romania to take a firm 

the referendum. He also gently chided Saftoiu and llinoiu on 
President Basescu 

unification with Moldova. 


10. (C) Comment: The presidential counselors 

llinoiu 

Transnistria 

synch with the Foreign Ministry and Prime Minister\'s office. 
Saftoiu subsequently told Polcouns that he had wanted to 
express Romanian concern about putting too much pressure on a 
prickly Russia 

beside the U.S. position. National Security Advisor Medar 

told us privately on the margins of the V-10 defense 

officials conference the next day that he would announce in 


Column 3 

Chisinau over the weekend that Romania would not/not 
recognize the legitimacy of the Transnistrian referendum. 
End comment. 

Taubman 
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16 on Ketagalan Boulevard; President ChenVs urge to push Taiwan\'s 
bid to join the United Nations under the name of V'Taiwan; V" and the 
first cross-Strait medical charter flight 

today. The pro-independence VLiberty Times 

daily 

on Saturday 

pro-unification \"United Daily News 

front-page banner headline that said \"Shih Calls for Peace in the 
Siege on September 15.\" 


2. In terms of editorials and commentaries 

editorial criticized Shih\'s movement 

and the Taiwan people must spurn the so-called V'sacred war" 
manipulated by certain media outlets and politicians. An editorial 
in the pro-status quo V'China Times 

Blue camp to reflect on the role it should play as an opposition 
party in the movement to oust President Chen. With regard to the 
war on terrorism 

pro-independence 

on terrorism launched by the United States 

failure \"as the inevitable result of killing or injury to innocent 
people only advances the cause of the terrorists.\" End summary. 


3. Campaign to Oust President Chen Shui-bian 


A) "Why Intensify VPeopleVs Inner Struggles to VStruggles between 
Friend and Foe?" 


The pro-independence VLiberty Times" [circulation: 600 
editorialized (9/14): 


\"The VOne-Million-Person Anti-Graft Movement! initiated by Shih 
Ming-teh has launched protests outside the Presidential Office on 
Ketagalan Boulevard over the past few days. Some people stuck to 
their course and did not retreat even under the pouring rain; these 
people\'s willpower deserves our respect. But given the open 
interference and incitement by certain media outlets and 
politicians 

that its goal is to rebuild core values in a civil society 

have deviated from its original track and is gradually moving 
towards the verge of violence. People started to worry whether 
conflicts will break out any moment. ... 


VIf one looks at history 
beings suffered from extreme privation because of the religious wars 
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they launched. Sacred wars are irrational and destructive and are 
fights to the bitter end. Taiwan 

democratic country 

not need to be intensified into struggles between friend and foe by 
raising a sacred war. The Taiwan people 

spurn holy wars manipulated by politicians and media 

themselves will become the sacrifices of those politicians who want 
to usurp power. V" 


B) VBlue Camp Must Never Overlook Problems That It Confronts\" 


The pro-status quo \"China Times" [circulation: 400 
editorialized (9/14): 


VWhile the deafening voices calling to oust Bian are raging on 
Ketagalan Boulevard 

should play seems to have been pushed aside. In other words 
major problem is on the boil 

of secondary importance; this is the situation the Blue camp is 
facing now. When the governance of Chen Shui-bian and the ruling 
DPP has incurred widespread indignation and discontent 

camp 

election 


VWhen it comes to its options of strategies 

itself from public opinion now as it did before the transfer of 

power took place [in 2000]. As of now 

that the Blue camp has ever made are its moves to block the [U.S.] 
arms procurement bill and the appointments of the Control Yuan 
members. No matter how many professional reasons are offered 
Blue camps moves] are viewed as boycotts with evil intentions. For 
Taiwan 

China keeps on deploying more missiles aimed at the island 

budget for arms procurement has been blocked in the Legislative Yuan 
more than 50 times. The legislators can sit down to review and 
revise the way such a budget was allocated or the price tags 
earmarked for the weaponry; why do they refuse even to allow the 
bill to be sent to the Procedural Committee? 


VFrankly speaking 

of the arms procurement bill are emerging now. First 

between Taiwan and the United States are negatively affected. 
Taiwan wants to purchase F-16 C/D fights jets now 

response was: no budget 

national defense buildup is stalled 

deteriorating balance of military power on the Taiwan Strait. 
Grass-roots people in Taiwan have a very bad perception of the Blue 
camps long-term attempt to block the arms procurement bill; they 
have no interest in even listening to the Blue camp\'s explanations. 
How can a political party which wants to win elections be so 
ignorant of public opinion? ... 
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VWhen viewed as a whole 

nor the New Party has made progress over the past few years. ... It 

is easy to criticize the DPP now 

camp over the past few years has also been unsatisfactory. The fact 

that Shih Ming-teh\'s campaign to oust Bian can summon so many people 
has somehow manifested the Taiwan people\'s disappointment toward the 
Blue camp. If the Blue camp fails to review and reflect on itself 

and thoroughly adjust its thinking 

it to expect victory in 2008." 


4. GWOT 
\"The World after VSeptember 11\^" 


The pro-independence 
20 


Y"... The international community absolutely condemns the killings by 
terrorist organizations of unarmed and innocent people 

these actions as crimes against humanity. However 

defend against terrorist attacks 

Kingdom governments in particular have resorted to actions such as 
the invasion of Afghanistan and Iraq 

and гад! citizens 

sacrificed than the number of who died in the September 11 terrorist 
attacks. Moreover 

George W. Bush has also resorted to violations of the Geneva 
Conventions and the establishment of offshore political prisons 
unconstitutionally monitoring and intercepting overseas and domestic 
communications 

combined to form another type of state terrorism. Therefore 

urge the international community to oppose any and all kinds of 
terrorism 

organizations or states. ... 


V'Totalitarian regimes also use politically-motivated violence to 
create fear among ordinary people 

country and thus infringe on their human rights. In addition 

states have used aggressive acts of war to create a universal fear 
of loss of life or property among people of other countries in an 
even more severe and direct oppression of human rights. For 
example 

government in the wake of September 11 

cost the lives of at least 62 

refugees and more money than would have been needed to pay off the 
debts of every poor nation on earth 

by London's \'Independent\’ newspaper. It is evident that the use of 
violence by terrorist groups cannot realize their political 

religious or ideological goals or solve the problems which spawn 
their formation. Similarly 
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terror by democratic states to conduct a \'war on terror\' is equally 
doomed to failure as the inevitable result of killing or injury to 
innocent people only advances the cause of the terrorists and 
simultaneously reduces the human rights of citizens in the 
democratic countries themselves. ...\" 


YOUNG 
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Furthermore 

minority individuals from speaking frankly with us. For 
example 

about their belief in ethnic separatism in front of provincial 
government and security officials (Refs D and E). 

No Generalized Harassment of Visas-93 Beneficiaries 

3. (SBU) Our information -- including numerous private 
interviews with Visas-93 beneficiaries in HCMC -- does not/not 
support claims that the authorities in the Central Highlands 
currently have a policy of retaliation against the families of 
Visas-93 petitioners. The beneficiaries tell us that 

following initial police scrutiny after the flight of their 

Spouses 

harassment. Detentions or harassment of particular VISAS-93 
beneficiaries appears to be in response to actions by those 
beneficiaries 

Cambodia or clandestine support for family members wanted by 
police for questioning. With a handful of exceptions 
beneficiaries have not had remittances from family members in 
the United States seized or withheld. They also have not been 
asked to pay bribes to travel to HCMC or to obtain documents and 
passports. Some have told us that local officials have helped 
them fill out their various application forms to expedite the 
migration process (these applicants were illiterate). Over 70 
percent of our current Visas-93 caseload has been interviewed 
and processed in HCMC 

the United States. Additionally 

some beneficiary families do not wish to leave the Central 
Highlands. 

Poverty a Factor in Migration 

4. (SBU) Our interviews with returnees from Cambodia and our 
private meetings with Visas-93 beneficiaries indicate that 
economics is an important factor driving cross border migration 
to Cambodia. Our Visas-93 beneficiary interviews also appear to 
show that some ethnic minority individuals in Cambodia 
exaggerated or distorted their circumstances in Vietnam to make 
the best possible case for refugee status. For example 

F 
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officials in Cambodia that his land was taken by the government. 
His wife told us that they were given five acres. The 
demographics of the border crossers also highlight economics as 
a driver of migration: many migrants are young 

and terribly uneducated; they have little or no land; and 
economic future in Vietnam is marginal at best. Few of these 
migrants were born when the Vietnam War ended. (lronically 

of the more successful ethnic minority individuals we have met 

in the Central Highlands province of Gia Lai is a former soldier 

in the Army of the Republic of Vietnam and the current deacon of 
the Protestant church in his village.) 

Dega: Why in the Central Highlands? 

5. (SBU) Ethnic minorities in the Central Highlands have 
suffered from land dislocation 

at least five decades. This 

other ethnic minority groups and 

(Vietnamese) peasants elsewhere in Vietnam. In fact 

to other ethnic minority groups elsewhere in HCMC\'s consular 
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district 

more prosperous and appear to receive more government 
assistance. For example 

that their villages are connected to the power grid 

potable water and see some government efforts to develop their 
villages. 

6. (SBU) The concept of ethnic minority identity -- Dega -- is 

much more pronounced in the Central Highlands than in other 
ethnic minority areas of the south. As reported Ref G 

ethnic minority national movement in the Central Highlands -- 
FULRO -- did not end in 1975. FULRO continued an armed anti-GVN 
ethnic minority insurgency in the Central Highlands until 1992. 
Although the armed resistance that FULRO mounted never 
threatened Vietnamese control of the Central Highlands 

resistance complicated reconstruction and helped cement negative 
attitudes of the new provincial leaders towards some ethnic 
minorities. Moreover 

insurgency 

continues to resonate among some in the ethnic Ede 

Mnong communities in the Central Highlands. Continued economic 
and social grievances in the Central Highlands create fertile 
ground for the Dega movement to attract sympathizers. Other 
ethnic minority groups in the Central Highlands and elsewhere in 
Vietnam do not have these nationalist aspirations. 


Religion and Dega 


7. (SBU) Protestantism appears to be the dominant religion among 
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the ethnic minority communities that have had the greatest 
involvement in the Dega movement. GVN arrests and repression 
there do not represent an animus against Protestantism per se 
but are principally a response to security concerns over 
separatism. The emergence of the V'Dega Protestant Church\" in 
the late 1990s led the GVN to classify all Protestants in the 
Central Highlands as Dega sympathizers. As far as local 
authorities are concerned 

continuation of the FULRO movement by other means. The presence 
of Dega nationalists in Protestant religious organizations in 

the Central Highlands -- including the GVN-recognized Southern 
Evangelical Church of Vietnam -- has complicated and slowed the 
process of registration and recognition of churches and 
congregations. However 

religious organizations operating in the Central Highlands that 

do not have a nationalist/separatist overlay have been given far 
more leeway to operate. 

8. (SBU) It is unclear to what extent the current efforts of 

Dega activists would be considered protected speech in the 
United States. However 

to the GVN. 

9. (SBU) The Vietnamese intelligence services are thorough. 
They attempt to monitor all communications to and from the 
Central Highlands 

They are convinced -- and some of our sources independently 
corroborate -- that groups in the United States are continuing 

to fan ethnic minority separatism through the Dega Church and 
other activities. These actors also reportedly encourage flight 

to Cambodia. By doing so 

ethnic minority communities in the Central Highlands at risk. 
Additionally 

United States via Cambodia creates a pull factor that only 
encourages other poor 

luck 

its borders against illegal migration to Cambodia. 

WINNICK 
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open-ended inter-sessional working group\" of the Board the task of 
examining the EB rules of procedure with regard to the EU\'s informal 
practice mentioned above and to update and amend the rules \"to 
reflect the present composition and terms of reference\" of the EB. 
Quite apart from our immediate concern about reining in the EUVs 
practice 

review of the rules for this legitimate purpose could lead to 
undesirable broader rules amendments that may not warrant the same 
degree of urgent consideration. 
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5. Mission 

seek the Department\'s guidance with respect to the incipient EU 
attempt to ensure surrogate representation on the Board. In 

practice 

minutes to present its positions. The ambassador of the Member 
State holding the EU presidency is embedded in the delegation of 
another EU Member State. The EU members on the Board cede a few 
minutes each to the embedded ambassador who then speaks for all the 
members and EU aspirants on one or more issues. However 

EU Member State ambassadors on the Board also use their reserved 
minutes to speak [to the same or to other issues] 

reduced time. 


6. EU Mission interlocutors assert that they have V'special needs" 
that warrant such irregular participation and that EU lawyers have 
examined the propriety of this and see not problem. In effect 
practice is tantamount to saying \"forget the letter of credentials 
my head of state sent to the UNESCO Director General 

helping to represent another EU Member State." 


7. Mission fears that this conduct has serious implications for 

other Executive Board commissions 

Conventions and Recommendations (the \"CR\" which addresses 
communications alleging human rights violations) whose documents are 
UNESCO \"confidential\" and whose deliberations are closed to all but 
CR members. By extension 

instance 

Ecuadorian delegation and speaking to issues they would otherwise be 
unauthorized to address 

applied up to now. In addition to UNESCO-wide implications 

gambit has even wider potential ramifications for the UN 

system-wide that can easily be imagined. 


8. Canada has privately registered with the Mission its serious 
concern about this EU practice. India 

vocal Ambassador 

meeting. She added that she now regrets having agreed to \"special 
arrangements" for the EU and the European Commission during 
negotiation of the diversity of cultural expressions convention last 
fall. We believe that India has spearheaded the inscription of this 
item onto the EB agenda. We have no sense yet how firmly the 
Europeans are prepared to push back on this attempt to rein in this 
practice 

for suspension of this practice pending the report of the working 
group - an amendment the Mission would be inclined to favor. 


9. According to the current V'Provisional Timetable of Work\" for the 
EB and its subsidiary bodies 
scheduled to be taken up on either Wednesday 
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Thursday 

Committee. The U.S. is not a member of the Special Committee but 
sessions are open to all member states. Unfortunately 

coincides with the time the CR will be meeting. Mission Legal 
Adviser will juggle both meetings giving priority to the EU issue. 


10. Action Request: Request DepartmentVs guidance (particularly 
from IO and EUR) on what position we should take on all of Agenda 
Item 51 

eye the incipient EU practice of surrogate representation through 
embedding in each othersY delegations. 

Oliver 
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any category of citizens 

regarding investigations of possible offenses. While the 
Ministry of Justice has \"administrative\" oversight of Gacaca 
courts 

conducts disciplinary proceedings in cases of abuse by Gacaca 
officials. End Summary. 


2. (U) Ambassador Arietti and Mission officers met September 
12 with Ambassador Richard Sezibera 

Great Lakes 

Prosecutor General Martin Ngoga 

Ministry of Justice and the Gacaca courts. The fourth in a 
continuing series of meetings on human rights in Rwanda 
topic for the day 

of the courts 

and the role of the Ministry of Justice in Gacaca proceedings. 


3. (U) Supreme Court Vice President Rugege explained at 
length the existing code of judicial ethics 

for selection of judges 

for disciplining misbehaving judges. A Judicial Inspectorate 
conducts investigations 

Superior Council of the Judiciary. The Council can and does 
dismiss judges -- several district court judges were 

dismissed in 2005 

Ombudsman also refers cases to judicial authorities 

contacted by aggrieved members of the public. When questioned 
on the prevalence of attempts to influence the judiciary 
Rwandan delegation readily admitted that such cases occurred. 
However 

remunerated lower court judges were the usual objects of such 
approaches. 


4. (SBU) On abuses by the police 
explained that a disciplinary council addressed allegations 
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of police abuse 

cases referred by the Human Rights Commission or the 
Ombudsman. She mentioned that there were 15 current cases 
underway 

officers in the past for abusive behavior toward the public. 
Questioned on the subject of investigations involving 
journalists 

officers accorded no V'special treatment" to anyone 
journalists 

citizen. Police had independent powers of investigation 

had no requirement to discuss or clear investigations with 
the National Press High Council or other entities. However 
the prosecutor''s office would then determine which 
investigations actually merited the filing of criminal 

charges 

security. When pressed by the Ambassador 

delegation acknowledged the \"sensitivity\" of cases involving 
the media 

informed of such investigations. 


5. (U) On Gacaca 

that the Ministry exercised a limited form of 

VadministrativeV oversight of the Gacaca court system 
assisting with such matters as the collection of public 
complaints (which the Gacaca secretariat then assessed and 
processed). The Gacaca courts had full judicial independence 
in regard to its caseload 

sentences. 


6. (SBU) Comment. The GOR delegation gave a comprehensive 
response to the Missions questions regarding the existing 
administrative and judicial machinery in place to deter abuse 
of the public and corruption among the police and the courts. 
Readily acknowledging that abuses did occur 

expressed their commitment to the redress of abuses 
generally. On the subject of criminal investigations of 

media outlets 

criminally libel or infringing on national security 

officials invoked the principle of equal treatment of 

criminal suspects (a core principle of the rule of law). 
However 

for what they print or broadcast is not quite the same as 
investigating someone for tax fraud or other run-of-the-mill 
crime. 


7. (SBU) Comment continued. This is an area where further 
patient approaches by this Mission on the subject of an 
independent media can reap dividends. We find today that the 
local press is able and willing to publish very critical 

pieces on the GOR 

government. The balance of investigatory powers versus 
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freedom of the press could be positively altered 
example 

matter. We will continue to encourage such constructive 
change. End comment. 

ARIETTI 


78336 

78337 

78338 

to 18 years of age run by the Ismail Aga tarikat. Finally 

now covering almost every angle 

a reputedly USD 2 million villa on the Bosphorus owned by one 
of the Ismail Aga imams. CHP leader Deniz Baykal claimed in 
Sabah newspaper that the Ismail Aga community has established 
an independent \"republic\" complete with underground court 
Systems that dispenses sharia law. 


6. (C) Mustafa Akyol 

Islamic community 

event in an effort to force police to bring to justice those 

who undertook the revenge killing. Akyol maintains failure 

in this regard is due to the Turkish National PoliceVs 
(TNPVs) generally conservative mindset that views the Ismail 
Aga community as law-abiding citizens who took matters into 
their own hands to bring \"justice\" to a killer. Leftists and 
Kurds 

traditionally-minded TNP 

professionalism among TNP officers is improving 

as selected officers receive training in the United States 

and elsewhere 

professionally-trained officers to take on positions of 

greater authority. 


7. (SBU) Dr. Emre Oktem of Galatasaray University law 
faculty confirmed that rumors continue to swirl regarding the 
Ismail Aga group 
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activity. An obviously ironic letter in Hurriyet daily on 
September 5 said in part 

the Ismail Aga mosque! Of course 

where you seize the guilty 

justice and immediately kill him.\" 


8. (SBU) On a different plane 


Column 3 

Stambulus 

attitude toward religion that prefers maintenance of a strict 
secularism in government. These Turks want the government to 
maintain a wall of separation (a concept for Turks more 
absolute than the Jeffersonian idea) between what they regard 
as private 

cited his visit to a favorite clothing shop in the Fatih 

district near where the murders had occurred as an example. 
The devout husband/wife proprietors 

events in their neighborhood 

was the chance to worship God according to their own 
consciences with a deep desire to avoid ever having anyone 
dictate to them the modalities of religious practice. Even 

this couple 

becoming too prominent a feature in Turkish politics. 


9. (C) Comment. The TNP\'s handling of the retaliatory 

killing in the Fatih district mosque reflects a common 

tendency among many Turks to reflexively approve or condone 
actions without reference to legal merit. This deeply 

ingrained ideal of a 'common sense\" approach to right and 
wrong leads to occasional misunderstanding between Americans 
and Turks as the perceived rightness or wrongness of an 
action overrides strict rule of law. If Akyol is correct in 

his assessment 

may be a signal that certain segments of society are breaking 
out of this reflexive mindset. End comment. 

JONES 
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of Kurd-Turk unity; 


--the desire for peace of wide sectors of society; and 


--the need for economic and social development in Turkey\'s 
southeast. 


3. (SBU) Turk further stated that an end to hostilities 

would allow Turkey to prepare the ground for a peaceful 
democratic solution to the Kurdish problem based on dialogue 
and permit all those living in Turkey \"to live honorably with 
their own language 

to respond positively and added that if the PKK declares a 
ceasefire 

should be created. V" 


4. (C) Unlike previous ceasefire calls 

statement solely at the PKK. While the DTP -- whose 
stronghold is in the southeast 

holds the GOT accountable for creating the problem originally 
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and for its eventual solution 

must take the initial step of a ceasefire. Asked why the DTP 
had changed its position 

to create a new environment in which dialogue will have a 
chance. 


5. (SBU) Following closely on the heels of the DTP\'s appeal 
219 individuals from a broad swath of the Turkish (and 
Turkish Kurdish) intellectual society released a stronger 
statement 

on September 13 

immediately stop all violence. Milliyet noted that the 
intellectuals were not simply calling for a ceasefire 

for the end to violence. One of the signers pointed out 
that 

action by both the PKK and the government 

a call to the PKK to abandon its weapons. Signatories 
included academics 

parliament 

Among the names of note are writer Adalet Agaoglu 
Hakkari MP Esat Canan 

Karaalioglu 

Calislar 

Alpay. 


6. (U) The September 12 bombing in Diyarbakir 

11 and wounded 15 (ref A) 

13. National dailies played the bombing as a response to the 
increased political pessure on the PKK from the DTPVs and 
the intellectualsV appeals. 


7. (C) COMMENT. DTP 

indirect contact with 

with the PKK. Previous ceasefire calls by the DTP and its 
predecessor parties (DEHAP 
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security forces and the PKK; this is their first unilateral 

call. It appears to acknowledge that nothing positive can 
happen on the ground as long as the violence continues. 
Turks ceasefire call has been met with predictible 
Skepticism by Embassy contacts. At the same time 

the line TurkVs credibility (and that of Diyarbakir mayor 
Baydemir and Tunceli mayor Abdil) with their constituents and 
marks a noteworthy change in DTP tactics. It also fits with 
DTP\'s aim to style itself as the Sinn Fein of Turkish/Kurdish 
politics -- they have stated in public and in private that 

they want to make themselves the arbiters of a political 
solution. Turk insisted pubicly that the pressure to make 
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this call originated with the grassroots 

he would have gone forward without at least indirect 
encouragement from imprisoned PKK leader Ocalan 
messages via his lawyers. END COMMENT. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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very seriously.\" (See Part C) Meanwhile the bottom half of Le 

Figaro\'s front page is devoted to President Chirac\'s call for a 

\"dialogue between cultures\" as he denounced the \"divorce between the 
West and Islam\" in a speech at the Elysee which served to launch 
\"cultural workshops\" between Europe 

nations. President Chirac said \"that to counter the shock caused by 
ignorance 

Several op-eds and columns in Le Figaro deal with related subjects: 

in the third installment of its post-9/11 series 

political strategy specialist in Cairo 

entitled \"The Arabs Want Leaders Who Can Oppose President Bush\" in 
which he looks at how 9/11 has changed the Middle East. (See Part 

C) 


Also in Le Figaro Pierre Prier analyzes the changing role of Hamas 
\"now that it plays in political role. With its decision to get into 

politics 

Liberation reports on the call from Palestinian businessmen to the 
political class in order to \"avoid economic chaos in Gaza.\" In Le 
Fiagro Patrick Saint-Paul writes: \"The U.S. is not totally in favor 

of a Hamas-Fatah coalition and quotes Assistant Secretary David 
Welch: \"We are not aware of all the details of the new government 
but at first glance 

conditions... In his weekly column in Le Figaro Alexandre Adler 
contends that the latest attacks in Turkey and Syria are \"unjustly 
penalizing these two countries.\" For Adler 

Damascus was not \"a manipulation of Syria\'s secret service.\" As for 
Turkey 

fires which trigger internal strife 

the Armenian genocide in the talks on Turkey\'s EU membership.\" (See 
Part C) 


Afghanistan is back prominently in the news. La Croix devotes a 
major interview to General James Jones who says: \"Generations will 
be needed before Afghanistan can be put back on its feet.\" He 
explains the need additional forces 

been one of the major NATO contributors in terms of troops and has 
nothing to be ashamed οἱ” In Le Figaro Alexandrine Bouilhet 
reports that \"NATO is increasingly having difficulties finding the 
needed military support.\" (See Part C) Le Figaro quotes U.S. General 
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Mark Kimmit 

Afghanistan 

IraqY' and Liberation reveals that a Frenchman jailed in Iraq for the 
past two years has just been sentenced to serve 15 years \"for 
illegal entry into Iraq. V 


Interior Minister Sarkozy\'s meeting with President Bush continues to 
elicit commentaries. The editorial in communist LVHumanite 

to Sarkozy\'s trip to the U.S. 

PresidentVs views on foreign policy converge.\" Le Parisien quotes 
Sarkozy\'s comments on his meeting with President Bush: V'He is a 
straight and loyal guy... He did not want a diplomatic meeting... 

and was lucid enough to perceive the complication of the 

situation... What separates him from me? He was elected President 
twice...\" Le Figaro carries a picture of Sarkozy during his 

meeting with Secretary Rice and entitles its article: V'Sarkozy 

Takes Full Credit for his American Success." (See Part С) Le Monde 
comments: \"Sarkozy Aligns with Bush on Middle East\" 


Liberation reports on its front page \"GMO Rice Coming to Us From 
America.V Le Figaro entitles its article: V'Modified Rice: 
Industrialists Denounce America\'s Laxity.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


GWOT - Latest Al-Qaida Video - Turkey - Syria 

\"Al-Qaida Designates France as a Target\" 

Jean Chichizola in right-of-center Le Figaro (09/14): \"The latest 
Al-Qaida video distinctly points to France and points to the GPSC as 
the group which should fight the VFrench crusaders...\ The Algerian 
Salafist GSPC is said to have joined the ranks of Al-Qaida and is to 
hit the VmiscreantsY who do not Vallow women to wear the veil...V 
France's intelligence services are taking the threats very 
seriously... particularly because UN resolution 1701 on UNIFIL is 
clearly mentioned... The group 

in Algeria 

the international Jinad movement. According to intelligence 
specialists 

Ben Laden and Al Zawahiri revamps their image in the eyes 
fundamentalists.\" 


\"Turkey and Syria Unjustly Penalized\" 

Alexandre Adler in right-of-center Le Figaro (09/14): \"The recent 
attack against the U.S. Embassy in Damascus cannot seriously be 
regarded as the result of manipulation by SyriaVs secret service... 
Clearly 

to undermine Bashar al-Assad\'s authority. The grateful and almost 
warm thanks which Secretary Rice sent to Assad is a sign that the 
U.S. has understood the attack is the work of Al-Qaida and that the 
target was more the Syrian regime than the U.S. Time in Syria is 
now running short and the double tier of power cannot continue 
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indefinitely... In Turkey 

hypocritical maneuvering 

EU does not fully measure... Including the debate on the Armenian 
genocide in the talks on Turkey\'s EU membership is akin to provoking 
Turkish public opinion and the government... Has everyone 
understood what Assad and Turkey\'s isolation can cost us in the 
Middle East crisis? In this particular instance we are not dealing 

with America's unilateralism but rather with the small-mindedness of 
Europe's bourgeoisie. V" 


Afghanistan 


VNATO Hard Pressed to Find Re-enforcements V" 

Alexandrine Bouilhet in right-of-center Le Figaro (09/14): V'The 

calls made by General James Jones have remained unanswered... 
Germany and Europe in general have been claiming they cannot send 
troops both to Lebanon and to Southern Afghanistan... France in 
particular has sent out the message it was overstretched... But 

says a French diplomat 

its solidarity.Y Despite the need for additional troops 

\'Medusa\ is registering success.\" 


Islam and the West 


\"The Arabs Want Leaders Who Can Oppose President Bush\" 

Amr al-Choubaki 

right-of-center Le Figaro (09/14): \"Everyone talks about how 9/11 
has affected the U.S. But few analyze how the war on terror has 
upset the Middle East. Has it brought peace and democracy to the 
region? And if not 

will have learned the proper lesson? One major problem is that the 
U.S. oversimplified the situation 

terrorism and a simple definition of democracy... thinking it was 
possible to send in new leaders along with troops 

Afghanistan... Democracy requires local governments to implement 
reforms... In Iraq 

and missed the opportunity to promote democracy... The situation in 
Iraq stems from America's error 

with resistance movements such as Hezbollah 

U.S. and Israel continue to amalgamate terrorism with resistance... 
forgetting to see the reasons behind resistance movements... Arab 
populations do not want their leaders to obey American orders... 
They want a political class similar to the one emerging in Latin 
America... The Bush Administration does not want to take into 
account the emotion and political significance of the protest... 

But to gag the protesters is dangerous... Fortunately 

resolution 1701 does not fully stick to the American-Israeli vision 

of the war against terror... In the past five years 

East has become a high risk region... Terrorism will end only when 
the root causes are eradicated... We need an environment in which 
moderate Islam can look at democracy as an ideal and a goal... The 
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war against terror has a price which neither the U.S. 

regimes nor Islamic movements have wanted to pay. The Arabs need 
to be convinced that victory over terrorism will bring them 

democracy 


Sarkozy to the U.S. 


\"Sarkozy\'s American Success\" 

Judith Waintraub in right-of-center Le Figaro (09/14): \"All summer 
long 

and his work paid off. Almost without any help from the interpreter 
Sarkozy was able to have a discussion with George W. Bush on Tuesday 
at the White House... Last week 

R. Stapleton met with Nicolas Sarkozy to warn him that the President 
had asked to meet him... George Bush directly expressed his 
sympathy for his interlocutor praising him for his speech that very 
morning at the Franco-American Foundation... This meeting marks 
Sarkozy\'s strategic success as a player on the international 

scene... Washington has confirmed that if Segolene Royal goes to 
the US she will receive the same treatment and be able to meet with 
President Bush... If she so wishes.\" STAPLETON 
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expressed frustration about Lithuania\'s dependence on Russia 
for energy resources and the lack of a common European energy 
security strategy. They also expressed the political will to 

solve two outstanding issues of concern to the Jewish 
community: a law on communal property restitution and the 
preservation of a historical Jewish cemetery site. End 

Summary. 


2. (C) Advisors to the President and Prime Minister 

MFA\'s State Secretary 

reiterated Lithuania\'s broad-based political support for its 
overseas missions in Iraq 

State Secretary Algimantis Rimkunas told DAS Pekala that 
VLithuania takes its contribution naturally as we are members 
of NATO 

sentiment 

support from other countries 

Lithuania\'s ability to contribute to security abroad. 


3. (C) The PresidentVs chief foreign policy advisor 
Baliukonas 
Mindaugas Jurkynas 
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for the Provincial Reconstruction Team (PRT) that Lithuania 
leads in Ghor province 

stressed that it will pose a financial burden for Lithuania. 

Both asked DAS Pekala if it would be possible to obtain U.S. 
assistance to develop the civilian component of the mission 
which Lithuania is working to expand. The support of the 
USAID advisor in Ghor is crucial to their work 

and Jurkynas expressed his hope that the advisor would remain 
indefinitely with the PRT. 


4. (C) Nearly all interlocutors expressed frustration over 
LithuaniaWs energy dependence on Russia and Russia\'s pursuit 
of V'political goals by economic means 

current cessation of oil supply to Lithuania\'s refinery 
Mazeikiu Nafta via Russia\'s Druzhba pipeline (ref B). 
Baliukonas told DAS Pekala that the recent visits of Polish 
President Lech Kaczynski (September 5) and Hungarian 
President Laszlo Solyom (September 6-8) focused on energy. 
Baliukonas said that talks with Poland concerned a project to 
link the Polish and Lithuanian electricity grids (ref A) as 

well as the possibility of building a liquefied natural gas 
terminal in Gdansk to serve Poland and the Baltic states. 
Baliukonas was optimistic about both projects despite doubts 
over their economic viability. These deals would be 

political 

three high-level visits from Poland have made clear that the 
political will exists to realize the projects. 


5. (C) Baliukonas expressed frustration with Lithuania\'s 
inability to get the EU to speak with one voice to Russia 

about energy. He said that Lithuania\'s credibility on Russia 
is generally undermined by the perception that Lithuania is 
\"the hooligan of Europe 

especially when it comes to the EUYs Russia policy. The 
governmentVs new point man on oil and gas 

Economy Nauduzas 

Russia\'s antagonistic energy policy 

the energy issue.\" He emphasized that all the member states 
seemed to pursue their own strategy vis-a-vis Russia. 
Nauduzas agreed to DAS Pekala\'s suggestion to get regional 
players together to discuss information 

on energy issues 

with a more concrete proposal. 
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6. (C) All interlocutors expressed the importance of 
Lithuania\'s neighborhood policy 
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Lithuania generally agree on policy in the region and that 
Lithuania aspires to be an effective advocate of EU 
engagement to both the target countries as well as EU 
institutions. PM\'s advisor Jurkynas and Rimkunas at the MFA 
emphasized Lithuania\'s ambitions to develop soft power 

citing their sponsorship of conferences on EU engagement such 
the September 8-9 conference in Moldova and technical 
assistance programs to Ukraine 

Caucasus. 


7. (C) Baliukonas expressed disappointment that the Finnish 
EU presidency has not more strongly supported LithuaniaVs 
neighborhood policy goals. According to him 

President Halonen warned President Adamkus during a May 13 
bilateral meeting in Vienna not to make problems with policy 
towards Belarus or Ukraine during Finland\'s EU presidency. 
(Halonen had just two weeks prior to this meeting declined to 
take part in Lithuania\'s May 5 Community for Democratic 
Choice conference in which Vice President Cheney 
participated.) Baliukonas said that the Finns have since 
encouraged V'silent diplomacy" with Russia over the 
interruption of oil supply to LithuaniaVs refinery 

Nafta. \"We don\'t believe the Finns are ready for open talks 
about Russia 


8. (C) Lithuania will continue its policy towards Belarus 
supporting civil society there 

European Humanities University in Vilnius 

engaging mid-level Belarusian officials to protect its 

bilateral interests. MFA State Secretary Rimkunas told DAS 
Pekala that the recent death of a Lithuanian diplomat under 
suspicious circumstances in Belarus will not change 
LithuaniaVs policy towards Belarus. Rimkunas added that EU 
sanctions (which Lithuania strongly advocated) against the 
Belarusian regime should not harm the interests of the 
Belarusian people. Rimkunas expressed concern that when 
Lithuania enters the Schengen zone it will no longer be able 
to extend discounted five euro visas to Belarusian citizens. 
The Schengen fee of 60 euros will be prohibitively high for 
Belarusians 
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contacts. The MFA has tried unsuccessfully to solve this 
visa problem with its European counterparts. 


9. (C) All of DAS Pekala\'s interlocutors expressed the 
government's will to pass a law on the restitution of Jewish 
property and reach a negotiated settlement on the fate of the 
historical Jewish cemetery site in the Snipiskis area of 
Vilnius. While everyone agreed that responsibility for the 
working group on the cemetery was likely to move from the 
MFA 

new Chancellor. All parties agreed that Vilnius Mayor 
Arturas Zuokas has an important role in the future of the 

site 

his part 

in previous meetings 

international experts to conduct a scientific examination of 
the cemetery 

Baliukonas. Zuokas even said that he was willing to consider 
limiting any building on the site to the footprint of the 

current sports arena which stands there now. 


10. (C) On the property restitution law 

Andrius Kubilius said that he believed that parliament would 
likely pass the draft law on restitution in this session 
cautioned that in this minority government everything can 
become politicized. The PM\'s advisor said that the Prime 
Minister would not forget the issue 

differences between the Jewish communities in Vilnius and 
Kaunas as an impediment to progress. 


11. (U) DAS Pekala has cleared this cable. 
CLOUD 


78345 

of the military 

would play during the elections. The President said he had 
not yet given it much thought. He plans to observe the 
situation and decide whether to deploy the military based on 
developments. He did not speculate on what developments 
would warrant deploying the military or on its role if 
deployed. 


4. (C)The Ambassador expressed concern over ongoing 
political violence and noted her efforts to encourage the two 
main parties to enter negotiations to resolve their 
differences prior to the election. The President appreciated 
the Ambassador\'s public statements. He was confident the 
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situation would not continue and that the two groups would 

sit down to negotiate 

said they were prepared to hold a dialogue with the 

opposition. He dismissed speculation that negotiations would 
not be possible during Ramadan (note: an Awami League claim) 
saying Ramadan was not a bar to negotiations. The President 
also was confident that \"when the time comes\" the Awami 
League would participate in elections. 


5. (U) The President's Press Secretary 

Rahman Chowdhury 

American and Pacific Wing 

the twenty minute meeting. Econoff (note taker) accompanied 
the Ambassador. 


6. (C)Comment: Despite the PresidentVs assurances that 

he was physically well and fit for his responsibilities 

appeared visibly weaker than when the Ambassador first met 
him in April at the presentations of her credentials; his 

right hand was shaking and he did not speak as clearly 
sometimes slurring his words slightly. Nonetheless 

remains mentally alert and was at ease answering the 
Ambassadors questions. He acknowledged he currently works 
just four hours a day on the advice of his doctors. End 
comment. 


7. (С) Following her meeting with the President 
Ambassador met privately on September 14 with State Minister 
for Home Affairs Babar on other matters. During the meeting 
Babar said the President is under strain. According to 

Babar 

senior BNP leaders that the President would have problems 
holding up under the stress of his current position 

President during the caretaker government. Babar said this 
put the BNP in a difficult position: if they ask the 

President to resign 

best interest 

office for partisan reasons. 

BUTENIS 
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would clear the way 

taken a similar line in past conversations (reftel). 

Al-Mumin said security issues are important as well. He said 
he was realistic about the danger 

soldier and willing to take risks." Al-Mumin cited several 
requirements including ensuring adequate security for the 
embassy and staff 

availability of U.S. military transportation between Iraq and 
Kuwait. Al-Mumin indicated that though it was important for 
Kuwait to V'show its face\" he didn\'t envision being resident 
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in Iraq full-time. Note: In a separate conversation with 
the Ambassador September 13 

stressed security concerns as the key factor impeding the 
sending of an Ambassador to Baghdad. 


4. (C) PolChief encouraged Al-Mumin to consider ways to 
strengthen Kuwait-Iraq ties 

upgrading diplomatic relations 

Ambassador had recently presented his credentials in Baghdad. 
Polchief stressed the importance of regional support for the 
GOI 

assistance in coordinating al-Mumin\'s upcoming visit to Iraq. 


5. (C) Al-Mumin also sought Embassy help with improving the 
level of transportation and other assistance provided by the 
U.S. military for the HOC\'s relief efforts in Iraq. He 
complained that assistance was readily available in the past 
but that now it is much more difficult to arrange 

lengthy delays in obtaining transportation from Baghdad to 
other parts of Iraq. He said the HOC remains ready to help 
U.S. efforts in Iraq but that consistent U.S. support is 
necessary. Al-Mumin was careful to avoid directly 
criticizing tbe GOK for its declining support 

pressed did state that the HOCAs facilities in Kuwait 
(currently scattered over several locations) contribute to 

its problems. 

LeBaron 
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the Twin Towers.\" Key Embassy contacts and French as well as 
Paris-based foreign media gathered at the Ambassadors residence to 
view the film 

the towers 

of the events transpiring within the towers. Ambassador and de 
Carolis both made remarks focusing on the upcoming fifth anniversary 
of 9/11 

national daily Le Parisien covered the screening and the 
Ambassador\'s participation in a poignant article. 


3. On september 8 

French IVLP alumni association) the Embassy organized a special tour 
of the photo exhibit Landmarks of New York.V The exhibit 
celebrates the architectural heritage of New York 

the Mona Bismarck Foundation. The Cercle Jefferson was formed just 
after the tragic events of 9/11 by a group of energetic French 
professionals who are former participants of the Department's IVLP 
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and who wanted to make a significant gesture of friendship towards 
the United States and its people. During his remarks to an audience 
of approximately 30 guests 

national and local government representatives 

and American association presidents 

our appreciation of the motivation behind the CercleVs creation. He 
also underscored the importance of Franco-American cooperation in 
the fight against terrorism. The Cercle\'s secretary general 

Dupeyrat flew to the United States the next day to personally 
present to the American people the French IV alumniVs sincere and 
heartfelt expressions of friendship on the occasion of the 9/11 
commemorations in New York. 


4. At the request о the U.S. Embassy 

a special Vliturgy of remembrance and peace\' on Sunday 

10th. The very reverend Zachary W. M. Fleetwood 

Cathedral 

9/11 and the need to promote peace and reconciliation. In tribute 
to the 9/11 observance 

the lectors. Ambassador Stapleton\'s absence due to conflicting 
schedules 

the service bulletin. Economic Minister Counselor represented the 
Embassy at this service 

community families were also in attendance. 


5. On September 10th 

ceremony organized by the city of Suresnnes and the 40/8 society of 
France. The ceremony was held at the American cemetery of 
Suresnnes 

Ambassadors remarks in memory of the victims of 9/11 were a key 
aspect of a ceremony that also included a roll call of the list of 
passengers and crew on board flight 93 

anthems 

special prayer by the American Cathedral Dean. Veterans of Foreign 
Wars and American Legion representatives 

public were present at this moving ceremony. 


6. The three U.S. Missions in France held a town hall event in the 
Chancery Atrium on Monday 
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With USOECD Ambassador Morella and USUNESCO Charge Koss in 
attendance 

September 1 1 

who lost them in order to save others. A local staff member 

delivered an ecumenical prayer she had written specifically for the 
event. The large assembly arrived and departed in silence 

moved by the meaningful remembrance service. 


7. The morning of September 11 

Taittinger 

foot of the tree planted at the Place des Etats Unis 

occasion of the first anniversary of 9/11. A minute of silence was 
observed by all in attendance 

diplomatic representatives 


8. Following the wreath laying ceremony at the Place des Etats 
Unis 

the town hall 

website dedicated to the victims of 9/11. The audience at this event 
also included representatives of Franco-American institutions and 
French youth. The website 

initiative by three French NATO tour alumni 

permits citizens from around the world to freely post their 
testimony on where they were on September 11th 

apolitical nature of the website is an attempt to pay homage to the 
victims of 9/11 

solidarity and friendship between the American and French people. 
Ambassador Stapleton 

former Foreign Affairs minister Michel Barnier 

already provided video testimonials for the website. 


9. In a public ceremony attended by hundreds of French 
parliamentarians 

representatives of Franco-American organizations as well as the 
media 

and Charge paid tribute to the memory of the victims of 9/1 1 
pledging to continue the fight against terror. The solemn ceremony 
covered by French and international print and electronic media 
included a U.S. Marines color guard 
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troops 

anthems and a minute of silence 

laid wreaths by the V'American tree\" planted in January 2002 in 
memory of the victims of 9/11. The tree is situated next to a 
replica of the statue of liberty in the famous Luxembourg gardens 
adjoining the French senate. 


10. Marseille CG Participated in two commemoration ceremonies in 
Cannes and Antibes 

Mayor Brochand of Cannes 

colleagues in the twin towers 

on the solidarity of the American people in the face of the terrible 

losses they suffered that day. The ceremony also honored the 

victims of terrorism in the UK 

wreath laying ceremony included the CG and American college students 
in Cannes for an exchange program. 


11. On September 11 at 15:46 local time 

ИР papershow \"Headlines of History: September 11 

Douai City Hall. Mayor Jacques Vernier and IV06 alumnus and member 
of Parliament 

showcase fifty newspaper front pages from all over the world dated 
September 12 

September 17. Schools of Douai will be invited to tour this 

temporary exhibit. Local press La Voix du Nord and L\'Observateur du 
Douaisis covered the event. Then the papershow will be donated to 
Lille Journalism School ( Ecole Superieure de Journalisme de Lille 
ESJ). 


12. A minute of silence was observed on September 1 1 
presentations by the IO at Metz City Hall and the Strasbourg 
Synagogue 

consular officer on TDY in Strasbourg also appeared on France 3 
regional TV at noon and in the evening of 09/11. PA Strasbourg also 
assisted France Bleu Alsace radio station in locating Alsatians 
contacts in New York for live broadcasts on 09/11. 


LYON DISTRICT 
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13. Consul and Senator-Mayor of Saint-Etienne inaugurated 

V Headlines of History" exhibit on September 5 and at Lafayette\'s 
childhood chateau in Auvergne on September 11. On September 11 
Consul also visited Lyon fire station 

invitation as a way to show solidarity with the FDNY. 


14. Throughout France 

anniversary commemorations in the U.S. 

mission officials. Popular le Parisien begins its 9/11 commemoration 
series with a headline reading: \"The tragedy that changed the 
world.\" Inside 

\"The terrorists have not given up 

interview. Ambassador explained he was Ambassador in Prague at the 
time of the attacks and recalled his first actions to protect the 
American community. That same morning 

which included the special issue by Le Parisien 

the interview page and the Ambassador\'s photo. On the evening of 
9/11 


15. Marseille CG gave an interview to Midi Libre for its September 
11 special report; a live morning news interview to Radio Juive 
Marseille; an evening news interview for local TV station \"La Chaine 
Marseillaise\" (LCM); an interview to daily V'Nice Matin" in 
partnership with the Mayor of Antibes 

stressed the progress that had been made in the struggle against 
terrorism 

remained to be done. 


16. Bordeaux Local daily Sud-Ouest Sunday (10th) and Monday (11th) 
had lead front page stories and picture focusing on events of 9/11. 
Sunday's headline was V'New York NVOublie Pas\" with a photo of the 
wreckage of the twin towers 

pages devoted to 9/11 and terrorism. Monday's headline was \"Cing Ans 
Apres le 11 Septembre\" and featured a photo of the President and 
Mrs. Bush yesterday at the ground zero ceremony with the main 
editorial and three internal pages devoted to 9/11 and the current 
situation of Al Qaida. The editorials are at times quite critical 

of U.S. actions since the attacks 

and concern for what occurred on 9/11. 


17. Rennes On September 11th 

TV channel France 3 Ouest 

years after the tragedy 

and how it affected security at the Renees office. Consul explained 
that 9/11 was a day to remember but that American facilities had 
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been targeted in the past 

out there that felt misunderstood and frustrated with the US but 
changing the way we live our lives would mean the terrorists had 
won. Consul reinforced the fact that we work closely with French 
authorities 

in Brittany. 


18. Lyon\'s Consul gave interviews on the subject beginning 
September 5 (radio Saint-Etienne) 

television Rhone-Alpes) 

Auvergne). 


19. The mission has also received many messages of support and 
friendship from the public and embassy contacts including USG 
exchange alumni 

acts of horror 

world-wide communion with the American people remain intact.\" 
STAPLETON 
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Demobilization and Reintegration (DDR) process and the 
military-to-military talks between the rebel FN (New Forces) 
and the FANCI (Armed Forces of Cote d\'Ivoire) have been 
interrupted 

the 2-3 million undocumented lvoirians and foreigners 
moving very slowly. He further acknowledged that it was the 
revised procedures that he himself introduced under pressure 
from President Gbagbo 

courts for their birth registration and their certificate of 
nationality 

identification process down. Banny said that at the 
September 6 meeting of the five principal Ivoirian political 
leaders in Yamoussoukro 

his proposal to expedite the issuing of certificates of 
nationality by increasing the number of courts and making 
them mobile 

registrations. However 

not reached at Yamoussoukro on how to revise the current law 
to make this possible 

made clear that these measures would not be enough to 
overcome their rejection of the revised identification 
procedures. Nevertheless 

to keep looking for ways to revise the procedures 

law 

nationality can receive one within 2-4 months. 


4. (C) Banny strongly condemned the recent illegal dumping of 
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toxic wastes around Abidjan and repeatedly pledged his 
determination to identify and punish all those responsible. 
However 

morning\'s local press that President Gbagbo is refusing to 
allow Banny to fire the Director of the Port of Abidjan 
Marcel Gossio 

widely believed to be funneling a significant portion of the 
ports revenues into the coffers of Gbagbo\'s FPI --Ivoirian 
Popular Front -- party.) Banny also staunchly defended his 
decision to submit the resignation of his entire government 
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over the scandal 

the Ivoirian people that such negligence and greed will not 

be tolerated. He acknowledged that technically perhaps he 
should have consulted with the international community before 
taking this action 

role in his selection as Prime Minister 

substance was more important than form -- when the suffering 
of the Ivoirian people was at stake he would be prepared to 
resign 1000 times if necessary. 


5. (C) Banny expressed frustration at what he called 
Vprofessional blockers\" -- politicians deliberately throwing 
up obstacle after obstacle to keep him from making progress 
toward elections. However 

previous IWG meetings 

separate times where the blockages are and how the 
international community can help him to overcome them 
refused to answer. When Congo Republic Foreign Minister 
Adada pressed him particularly hard on this point 
responded that he is a central banker 

bankers some things must remain unsaid. 


6. (C) UN HRE Stoudmann briefed the group on the lack of 
progress in the electoral process. Taking into account that 
in the first six weeks of the identification program 
registrations and/or certificates of nationality were issued 
to only about 90 

them 

complete this part of the identification process 

months as Prime Minister Banny hoped. After that 
certificates of nationality will still have to be issued 

actual identification cards 

done simultaneously with voter registration. He noted that 
the technical problems with the electoral process are 
surmountable 

as long as there is a lack of will to do so. Instead 
whenever any progress is made 
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increase. Stoudmann called for a complete change in the 
electoral modus operandi. In particular 

stronger mandate to arbitrate procedural disputes 
ultimately 

whether they were truly free 


7. (C) General Fernand Amoussou 

Commander for ONUCI (the UN Operation in Cote d\'Ivoire) 
General Antoine Lecerf 

Licorne peacekeeping force 

assessment of the security situation. General Amoussou 
called the situation dangerous and volatile 

exploitation by radical elements from all sides. He noted 

that 

military-to-military talks 

militias that was only a masquerade 

the armed militias in Abidjan has never even been raised. He 
said that undisciplined behavior and disregard for the law 
among government security forces also must be addressed. 
General Lecerf called the security situation precarious 
serious and real potential for an explosion of violence. 

Lecerf said there are weapons everywhere -- the population is 
arming itself and is far more accepting of the possibility of 
violence than it was six months ago. Like Amoussou 
deplored racketeering by members of the defense and security 
forces. 


8. (C) After these briefings 

the group approached the drafting of a communique. There was 
strong consensus that 

allowed to go on as they are 

international community will find itself right back in the 

same place. The drafting session was long 

contentious 

seriousness of the situation 

the urgent need to address them. Rather 

most notably South Africa 

appropriate for the IWG to detail its concerns in a private 
report to the Security Council 

communique. This idea foundered in part because the 
co-chairs could not propose a workable procedure for fully 
consulting all the members about the contents of such a 
report 

the group should make its serious concerns a matter of public 
record. 


9. (C) In the end 

President Gbagbo on a number of key points. It blames 
\"institutional duality and conflicts in legal interpretation" 

for causing the current impasse 

Banny from being able to exercise the powers envisioned for 
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him by the AU and the Security Council 

process 

process. France wanted this to be an explicit reference to 
the imbalance of power between the President and the Prime 
Minister 

contradictions between UNSCR 1633 and the lvoirian 
constitution 

the peace process for his political gain. All agreed that 
this was indeed true 

impasse 

Gbagbo 

suspend the lvoirian constitution 

more oblique. The communique also calls the establishment of 
a new voters list a \"precondition\" for the holding of 
elections 

insisting that the votersV list from the 2000 elections must 
be used. It further reasserts that the Independent Electoral 
Commission (CEI) has exclusive responsibility for the 
electoral process 

on this point 

of Statistics (INS) 

responsible for preparing the votersY list and which is 
controlled by his cronies. 


10. (C) The communique is not entirely one-sided. It calls 

on all Ivorian parties to cooperate with the Prime Minister 

to quickly form a new government 

previous day\'s statement from the G-7 grouping of opposition 
parties 

international community to replace Banny. It also cites the 
interruption of disarmament 

side 


11. (C) After some debate 

in the communique on the reasons for the current impasse 
also to make recommendations for the way forward after 
October. Accordingly 

consult with the AU and ECOWAS to devise new 
institutional arrangements to take effect after October 31 
and it calls on the Security Council to adopt a new 
resolution that eliminates the ambiguities of UNSCR 1633 
reinforces the powers of the Prime Minister 

reinforces the mandate of the HRE. The communique also calls 
for UN sanctions against individuals who block the peace 
process. The next IWG will be on October 6. 


12. (C) Comment. This is a bold communique by IWG standards 
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in effect challenging the AU and ECOWAS to meaningfully 
improve on the current arrangements after October 31 
making it more difficult for them to simply roll these 
arrangements over for another year. However 

strong words are about as far as this group can go. It 
remains on the margins of the peace process 

an observer of the peace process here and little more than a 
kibitzer in the international process of deciding on a way 
forward after October. It is much easier for the IWG to call 
for bold changes than it will be for African leaders to agree 
on them and get the Ivoirians to accept them. End Comment. 


Hooks 
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Peace: Religion and Culture in Dialogue co-sponsored by the 
Community of SantV Egidio 

BishopsY Conference. The conference itself is described in 

reftel; this report describes one of the seventeen substantive 
panel discussions at the conference. This panel 

Future of Lebanon" 

the Community of SantVEgidio; other speakers were Abbas Halabi 
of Lebanon\'s Druze community; Maronite Archbishop Paul Matar of 
Beirut; Seoud El Maoula of the Fondation Shamseddine pour le 
Dialogue; Tarek Mitri 

Mohammed Sammak 

Lebanon. The panel thus had representatives from the Druze 
Maronite 


3. (SBU) This panel stood out from the others for several 
reasons: its more explicitly political focus 

composition 

the international community to support Lebanon in a time of 
need; all criticized Israel 

Following is a sampling of each speakers remarks: 


-- lanari: cited the importance of Lebanon to the late Pope 
John Paul II 


-- Halabi: referred to the \"wild war\" of Israel against 
innocents in Lebanon. He cited the support for Lebanon 
expressed by Pope John Paul П at the first Assisi gathering in 
1986 

would not have suffered for so long. (Note: later 

remarks 

criticism of Pope Benedict XVI). Despite Israeli aggression 
Lebanese are V'still here 
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agree with those who see Lebanon as an opportune place to fight 
Israel 

temptation and dissent. There is no longer an internal balance 

of power -- this will cause future problems. Many are fleeing. 
There are now grave economic problems. Despite traditional 
Druze-Shia problems 

displaced persons anyway. Only moderation/cooperation will 
Work. 


-- Matar: said he spoke not from a Maronite but from a unified 
point of view. This war was totally irrational. Lebanese want 
Sovereignty 

Arabs 

see us through. Lebanon 

maintained as a state. Small countries don\'t have the same 
means of security as big ones (implying that they take recourse 

to the means available). Weapons provided by big countries have 
armed the factions 

said VI love Jews as brothers\" but criticized Israel severely. 


-- EI Maoula: said he represented a Shia point of view. Jope 
John Paul Il had said Lebanon represented Wa message of common 
life for Christians and Muslims\". In the recent conflict 
Lebanese were killed 

2520 kids wounded. Hundreds of bridges were destroyed; 
reconstruction needs will be at least $14 billion. Lebanon has 
paid the price of Israeli-Palestinian conflict since 1948. 

400 

Israeli invasions have occurred. El Maoula referred to the 
\"so-called war against terror\" as above all an American war. 
Lebanon 

needs Italy and France. Until an independent Palestine exists 
there will be no durable peace. Shia areas 

border 

justice for all. Lebanon is necessary for the entire Arab 
world. Hezbollah should disarm. 


-- Sammak: a Sunni 
MuslimV'. Referring to the Bible 
Tyre 
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In the Middle East -- with more blood 

anywhere else - there is no justice 

There are fourteen different churches in Lebanon 
Muslim communities 
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Israel -- not a one-religion country but for all religions. 

Citing events in 1964 

Resolution 425 

Hizbullah\'s success. Sammak said he is a strong critic of the 
United States and Israel 

had articulated two objectives at the outset of the conflict: 

(1) to set Lebanon back by 20 years 

(2) to eradicate Hizbullah 

haunted by destruction and fear; its young people are fleeing. 
The Lebanese government did not have advance knowledge of 
did not condone 

disavowed it. No peace will be possible without the right of 
Palestinians to a viable and independent state. Sammak recited 
the key dates of prior \"Israeli aggression\". The Koran requires 
Muslims to accept Judaism and Christianity. Hamas doesnt 
recognize Israel but this is separate from recognizing Jews. 


-- Mitri: thanked Popes John Paul Il and Benedict for their 
concern 

now Lebanon\'s first partner; people were pleased to see Italian 
troops in Tyre. At the July 26 Rome conference Mitri and his 
compatriots cried out for a ceasefire; the world heard but did 
not respond for another 18 days 

Vcessation of hostilities\" rather than a true cease-fire. 

Israel had undertaken a V'merciless bombardment\" and Lebanese are 
living under collective punishment (blockade) which was both 
onerous and 

unjustified morally and legally. Some -- but not enough -- in 
the United States tried to get Israel to honor its commitment 
under Resolution 1701. Hizbullah was not created ex nihilo by 
Iran 

the 1978-2000 occupation. Middle Easterners are peoples of 
memory. The credibility of the international community 
custodians of international law 

actions are crimes 

attempts at dialogue between Palestinians and Israelis; now itVs 
completely sterile. It is time for the international community 

to intervene. Hizbullah is part and parcel of Lebanon 
extraneous; strong and popular 

conflict. Mitri said that the history of post-2000 violations 

of the Blue Line 

both Hizbullah and Israel -- the latter with over 10 

-- but the usual pattern was a tit for tat response followed by 
negotiations. 
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4. (SBU) We do not know the individual speakers (though Charge 
spoke at length to Mitri) and defer to Embassy Beirut as to 

their importance in Lebanon. The panel itself is an indication 

of strong feelings in the Community of Sant\'Egidio regarding the 
conflict in Lebanon. The Holy See was alarmed by the recent 
conflict in Lebanon (as reported frequently by post) 

SantVEgidio -- a well-respected and important contact for 
Embassy Vatican -- has now made clear that it shares this 
intense concern. 


5. (SBU) Sant'Egidio itself -- a Catholic lay organization 
theologically conservative and politically liberal -- is 

dedicated to peace and interreligious harmony. It is very 
active in local charitable activities such as soup kitchens and 
community development 

particularly in Africa 

in Mozambique in the early 1990s. It is pro-American (Charge 
recently attended Sant\'Egidio\'s moving 9/11 commemoration 
it has held every year on that date since 2001) and is trying to 
expand its membership in the United States; in the spring of 
2006 it co-hosted an International Prayer for Peace in 
Washington. It is also demonstrably committed to building 
bridges with both Judaism and with Israel 

inter-faith dialogue in Jerusalem in 1995. 


6. (SBU) There were no Israeli 

panel 

hall 

there were a number of questions from the audience following the 
presentations 

senior SantVEgidio official told Charge that the Community felt 
morally obliged to include a panel on Lebanon 

strong feelings about the Lebanon conflict within the Community; 
and also that they saw no way to achieve a V balanced" panel 
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without running the risk of fistfights. Rather than forgo the 
issue altogether 

above. The Israeli ambassador to the Holy See 

the conference but not at the panel 

the way things had turned out -- and strong disagreement with 
the panel\'s conclusions -- but is also pursuing a proposal for 
SantV Egidio to hold one of its next interfaith conferences in 
Israel. 

SANDROLINI 
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and should not be allowed to get away with extreme behavior. 
Hillen raised U.S. concern with QatarVs recent worrisome 
behavior and MbZ offered harsh criticism for Qatar 

that Qatar was \"spoiled\" and was using its large U.S. base 
for political cover. Qatar\'s weak position on Iran 

with all the trouble caused by Al Jazeera 

question Qatar\'s true intentions. 


2. (S) Summary continued: MbZ requested his Lebanon 
assistance team meet with the U.S. Embassy in Abu Dhabi to 
coordinate assistance efforts for the Lebanese Armed Forces 
(LAF) more closely. Concerned that Hezbollah \"thought it had 
won 

LAF and Lebanese Internal Security Forces (ISF) were critical 
to give the Lebanese government a decisive presence in the 
south. The UAE is willing to help fund this project 

MbZ 

to coordinate U.S. efforts on the LAF with UAE. End summary. 


GSD and Increasing Iranian Dangers 


3. (S) MbZ stated lran will have nuclear weapons in the 
future 

have that capability and regional allies needed to work 
against that Iranian desire. Dealing with Iran sooner will 

be cheaper 

provocative statements on Israel and the holocaust 

stated one V'cannot talk like that in the 21st century and get 
away with it.\" MbZ predicted the region \"will still see bad 
times before good times." Hillen raised the possibility of 
Iranian miscalculation given recent Israel-Hezbollah fighting 
in Lebanon. MbZ agreed with Hillen that the dangers of 
miscalculation leading to conflict were very real. MbZ added 
that to deal effectively with Iran in the future it is 

important to \"fix Lebanon!" today. 


Disappointment with Qatar 


4. (S) MbZ ended the GSD discussion by hinting the USG be 
careful in sharing potential planning on Iran with certain 

GCC countries (comment: MbZ was clearly referring to Qatar) 
because that information would be leaked to Iran. Taking 
this cue 

whether Hamad bin JasemVs (HbJ) actions reflected simple 
mischief or a new strategic direction for Qatar. Hillen 
emphasized that the GSD was based on a shared strategic 
perception of the Iranian threat 

called this calculation into question. MbZ said he had no 
reason to defend HbJ personally 
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think HbJ was the problem. He asked how long the U.S. had 
harbored doubts about Qatar and acted somewhat surprised that 
the U.S. had not \"seen it coming\" when Qatar voted the wrong 
way in the UNSC on 31 July. 


5. (S) MbZ said he had cautioned Qatar long ago to act more 
prudently but that Qatar held its hosting of a U.S. base asa 
\"backbone\" of sorts protecting it from U.S. retaliation. MbZ 
said Qatar needed to know where the red lines were and light 
censure from the U.S. only gave an V'overconfident" Doha \"a 
few extra meters to work with\" as it moved ever closer to a 
precipice. Hillen stated that Qatar may not understand that 
U.S. basing in the region is continually reviewed and must be 
designed to address current regional threats. MbZ returned 
unprompted at the end of the meeting to the deployment and 
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basing of U.S. forces and stated that if the USG wished to 
discuss this topic in the upcoming GSD 

direct sense of timing and keep this discussion away from the 
Qataris. On the UAE\'s relations with Qatar 

would continue to buy gas from them but would not \"adopt\" 
their positions. 


Stubborn Syrian Meddling 


6. (C) Syrian interference in the region was a problem 

MbZ 

did likewise. Saudi had given up trying to convince Syria to 
mend its ways a year ago. The UAE also V'gave up on Bashar\" 
when it could find no \"breakthrough\" in his thinking. The 

UAE was willing to V'pay a large bill\" to create a stable 

region 


Aftermath of Recent Fighting in Lebanon 


7. (C) MbZ stated that the situation which arose in Lebanon 
was V'something that everybody expected 

He said few anticipated Hezbollah to be so aggressive and 
Israel to suffer V'that much failure.\" Hillen said 
miscalculations fed the crisis; MbZ said the UAE did V'not 
accept the notion that Hezbollah came out ahead in the 
exchange 


8. (C) Hillen discussed the need for a muscular peacekeeping 
force. The key was now to support Lebanon 
LAF and ISF 
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and France for a cohesive approach to helping Lebanon carry 
out UNSCRs 1559 

Hezbollah from constituting a military force was critical 

said Hillen. MbZ agreed that we are all seeking a V'strong 
government" in Lebanon 

Hezbollah maintained its current role. He called for a 
stronger Lebanese military and more capable V'security 
agencies" and expressed a willingness to assist if results 
were likely. MbZ stated frankly 

of a lot of money" building infrastructure in return for 

little appreciation from Lebanon (\"we pay and they swear at 
us\"). 


9. (C) MbZ said strengthening the Lebanese government would 
not work if done \"as is being done in Iraq." Like Iraq 

Lebanon was inhibited by Iran\'s involvement and ethnic 
divisions. MbZ asked rhetorically \"who can wait 25 years\" 

for Lebanon to stabilize? He called for tangible 

improvements within five years 

to change Lebanon and \"cut down\" Hezbollah. He said Syria 
must be kept out of the process of elections in Lebanon; \"if 
they have a role we will go another four years without 
progress.\" Hillen expressed two primary desires: 1) 
coordinated assistance to Lebanon to make a larger impact 
quickly 

there\" and ready to coordinate efforts now. He said the 
Saudis were similarly engaged. MbZ called for recruiting 

more Sunni and Druze soldiers 

current 40% ratio of Shi'a should be reduced to 15%). Hillen 
cited pre-conflict studies of LebanonVs security assistance 
requirements by the U.S. 

to \"compare notes\" on each othersY roles in training and 
equipping the LAF. He said his team leader now on the ground 
in Beirut would like to interface with the U.S. Embassy in 

Abu Dhabi when he returns to the UAE shortly. (Note: 
Embassy has received a releasable version of CENTCOMVs LAF 
needs assessment. We will share this information along with 
that contained in reftel -- plus Embassy Beirut\'s suggestion 

on ammunition needs -- with MbZYs Lebanon team during an 
upcoming meeting. End note.) MbZ added that Iran would 
Vnever let go\" of its desire for regional influence and Syria 
was also stubbornly backing Nasrallah (who he said was one of 
\"those people who should be dead yesterday"). 


UAE-Saudi Relations \"More Brotherly\" 
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10. (C) Unlike sour relations with Qatar 

had better communication with Saudi Arabia than before 
suggesting that Prince Bandar kept the dialogue coherent. 
Foreign Minister Saud Al Faisal was often \"sailing alone" in 
the past but seemed to be falling into line these days and 
communicating more effectively with the world. MbZ added 
that it can be \"difficult to have a serious conversation with 
(King) Abdullah." 


11. (U) Assistant Secretary Hillen cleared this message. 
SISON 
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after the Foreign Minister's noncommittal response to 
Ambassador (ref A). AbZ\'s September 13 confirmation that the 
UAE will not host redirects our efforts to encouraging UAE 
participation as an observer. 


3. (SBU) Regarding ref B public list of PSI participants 

PolChief confirmed in his September 5 meeting at MFA that the 
UAE was comfortable with being listed publicly as a 

participant in PSI. The UAE has not 

previous PSI conferences or exercises 

\"scheduling\" grounds for not having been present at the 

Warsaw conference earlier this year or exercise ANATOLIAN SUN 
in Turkey. 

SISON 
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Turkish Cypriot property in the south was frequently used by 
the state or others without compensation or permission. 
Turkish Cypriot legal complaints over property -- including 
one recently filed against the ROC at the ECHR -- would 
multiply 


COMMENT 


3. (C) This case highlights an inherent contradiction in the 
ROC\'s approach to the most complicated aspect of the Cyprus 
problem: property. On one hand 

Greek Cypriots have insisted in court 

that Turkey and the Turkish Cypriots must immediately honor 
the rights of pre-1974 owners seeking restitution of 
compensation for 

the other hand 

is a small fraction of the total area under the GOC\'s 

control 

and urban centers) 

solution to the Cyprus problem 

Cypriot owners are deferred and the property remains under 
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the control of the Ministry of Interior 

to the \"Guardianship\" Law -- holds the land in trust 
after it 

trust fund whenever the property is used or expropriated. 


4. (C) This case suggests 

critics are correct when they charge that the Guardianship 
Law does not always protect their rights as property owners. 
Many legal observers on both sides of the Green Line agree 
that the ROC will eventually need to reform the way it 
handles Turkish Cypriot property if it is to live up to the 
same European standards to which it insists Turkey be held. 
END COMMENT. 

SCHLICHER 
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and how his visit set the standards for the changes which \"all 
Kenyans strive for". 


THE FIGHT AGAINST CORRUPTION AND TRIBALISM 


3. VObama attacks NARC team on corruption and reforms 
appeared in The Daily Nation (independent 

on the Senator\'s references that \"(Kenyans) were now crying out for 
a real change and were dissatisfied with a Government showing 
continued tolerance of high-level corruption." "Obama terms graft a 
crisis" (The Standard 

Kenya - Obama" (The People 

similar examples. In \"Obama hit nail right on head" (Kenya Times 
KANU party owned) 

is right: We must fight corruption if we are to progress and build 

on the successes we have already achieved". 


A CATALYST FOR CHANGE 


4. VLet us pick up the gauntlet Obama has thrown us 

appearing in KenyaVs second highest circulation newspaper 
Standard 

themes and urged Kenyans to use his visit as a catalyst. \"The fact 
as Senator Obama put it 

country faces today are surmountable. All it needs is a critical 

mass of committed citizens who are ready to challenge the status quo 
by speaking out against injustice and mediocrity at first sight". 

Similar articles 

what he says (Kenya Times) 

Senator Obama\" (The People) appeared in the main news and commentary 
sections of every major media house. 


GOVERNMENT OF KENYA (GOK) RESPONSE 


5. The GOK 
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all criticism the closer we get to general elections in 2007 

responded badly to ObamaVs key themes. In an August 26 advertised 
statement entitled \"Levying of Fees to TV Crew Accompanying Senator 
Obama Done in Accordance with the Law\" in the Daily Nation 
Spokesman disputed the Senator\'s claim that two U.S. members of his 
traveling press had been required to pay heavy bribes to get their 
equipment into Kenya. The GOK stated that the fees paid were 
legitimate customs duties and that the journalists had received 

official receipts. These facts were later disputed by the 

journalists in question. 


6. In another example 

Washington sent a letter to the Senator with copies to local and 
international press in which he said \"Your (Obama) unprovoked and 
uncalled for statements were in bad taste!" referring to Obama\'s 
speech at the University of Nairobi. 


PUBLIC RESPONSE 


7. The GOK was quickly and resoundingly refuted by the general 
public and media houses in letters to the editor and commentaries. 
Public reaction included letters and commentaries such as 
\"Ambassador\'s reaction a cheap shot at Obama\" (Daily Nation) in 
which the correspondent accused the Kenyan Ambassador of negative 
political interference and \"Duties levied on journalists in Obama 

crew ill-advised\" (The Standard) 

had traveled around the world with his equipment pointed out that 

the basis of the airport fee was bad law. 


COMMENT 


8. Senator Obamavs visit created overwhelming 

temporary 

of senior media officials and personalities praised Embassy PAS for 
the level of access and assistance they received in covering events. 
The Senators comments resonated with postVs own concerns and 
received the kind of coverage press officers normally only dream 
about. Whether the visit will 

people as a catalyst for change remains to be seen. 


RANNEBERGER 
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SUPPORTS PROSECUTION OF THOSE COMMITTING FINANCIAL CRIMES 
BASED ON THE FACTS AND EVIDENCE. 

- THERE ARE \"МО ARRANGEMENTS" FOR KIM JONG-IL TO VISIT CHINA. 


- THE U.S. CONGRESS\' PROPOSAL TO AWARD A MEDAL TO THE DALAI 
LAMA SENDS \"WRONG SIGNALS TO TIBETAN INDEPENDENCE FORCES" 
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DAMAGES THE U.S.-CHINA RELATIONSHIP. 


- TAIWANVS EFFORT TO JOIN THE UNITED NATIONS V'GETS TAIWAN 
NOWHERE.\" 


-- CHINA SUPPORTS VENEZUELAVS BID FOR A SEAT AT THE UNSC. 


--THE EU-3 DISCUSSIONS WITH IRAN PRODUCED SOME RESULTS AND 
THE PARTIES SHOULD GRASP THE OPPORTUNITY TO RESUME TALKS. 


-- CHINA MAY BE READY TO ENHANCE MILITARY EXCHANGE WITH THE 
UNITED STATES 
LINE.\" 


-- RELATIONS WITH JAPAN CAN IMPROVE ONLY WITH REMOVAL OF 
POLITICAL OBSTACLES. 


-- CHINA SEEKS TO AVOID DISPUTES WITH NEIGHBORS IN 
TERRITORIAL WATERS 
WHERE CHINA REPORTEDLY CONDUCTED AERIAL SURVEILLANCE. 


-- THE SPOKESMAN HAD NO NEW INFORMATION ABOUT CHINAS UNIFIL 
TROOP COMMITMENT OR A REPORTED LOAN TO ZIMBABWE. 


--THE LITHUANIAN PRESIDENT WILL VISIT BEIJING. VICE PREMIER 
ZENG PEIYAN WILL TRAVEL TO HUNGARY 
NORWAY. 


SIX-PARTY TALKS 


2. RESPONDING TO A REPORTER\'S STATEMENT THAT THE UNITED 
STATES MIGHT LIFT FINANCIAL \"SANCTIONS\" AGAINST NORTH KOREA 
MFA SPOKESPERSON QIN GANG SAID RESUMPTION OF THE SIX-PARTY 
TALKS NEEDS THE EFFORTS OF ALL SIX PARTIES TO ELIMINATE 
CURRENT OBSTACLES AND TO CREATE MUTUAL TRUST. WHEN PRESS 
QIN SAID CHINA\'S POSITION ON FINANCIAL CRIMES IS CLEAR: 
PROSECUTING SUCH CRIMES REQUIRES VSTICKING TO THE FACTS ANL 
THE EVIDENCE.\" 


3. ASKED WHETHER KIM JONG-IL WOULD VISIT CHINA IN THE NEAR 
FUTURE 


4. BEIJING IS NOT CONSIDERING ANY AMENDMENT OF ITS TREATY OF 
FRIENDSHIP WITH NORTH KOREA 
TOWARDS NORTH KOREA IS \"CONSISTENT AND REMAINS UNCHANGED 


5. ASKED ABOUT A REPORT THAT A/S HILL RECENTLY OFFERED THAT 
THE UNITED STATES WOULD ENTER BILATERAL DISCUSSIONS WITH TH 
DPRK 

UP BY SAYING CHINA SUPPORTS DIRECT CONTACT BETWEEN THE UNIT 
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STATES AND THE DPRK. 


DALAI LAMA CONGRESSIONAL MEDAL 


6. THE UNITED STATES IS SENDING \"VERY SERIOUS WRONG SIGNALS 
TO TIBETAN INDEPENDENCE FORCES 

CHINESE INTERNAL ISSUES AND DAMAGING THE U.S.-CHINA 
RELATIONSHIP BY THE U.S. CONGRESSY INSISTENCE 

WELL-AWARE OF BEIJINGVS VIEWS 

CONGRESSIONAL MEDAL 

ACTIONS OF THE DALAI LAMA ARE AIMED AT SPLITTING CHINA. 


TAIWAN REJECTED AT THE UN 


7. RESPONDING TO A QUESTION ABOUT TAIWAN\'S UNSUCCESSFUL BIL 


FOR UN MEMBERSHIP 

IN ITS \"SO-CALLED JOINING\" OF THE UN 

ΤΗΕ ONE CHINA POLICY \"GETS TAIWAN NOWHERE." QIN ADMONISHED 
TAIWAN \"TO CEASE THESE ATTEMPTS TO SPLIT THE COUNTRY.\" 


VENEZUELAN SEAT ON THE UNSC 


8. QIN CONFIRMED THAT PRESIDENT CHAVEZ OF VENEZUELA RAISED 
THE ISSUE OF A VENEZUELAN SEAT AT THE UNSC DURING HIS RECENT 
VISIT TO CHINA. CHINA SUPPORTS THIS OUTCOME BECAUSE \"AT 
PRESENT 

VENEZUELA 


IRAN 


9. BEIJING MAINTAINS CLOSE COMMUNICATION WITH ALL RELEVANT 
PARTIES REGARDING THE IRAN NUCLEAR ISSUE AND IS MAKING 
POSITIVE EFFORTS AT THIS \"CRUCIAL JUNCTURE\" TO RESUME 
NEGOTIATIONS 

SOME ACHIEVEMENTS AND CHINA URGES ALL PARTIES TO MAINTAIN 
PATIENCE AND CALM TO FIND A WAY FORWARD. CHINA CALLS ON IRAN 
TO CONSIDER THE CONCERNS OF THE INTERNATIONAL COMMUNITY AN 
COOPERATE WITH THE IAEA TO SOLVE THIS ISSUE. THE MAIN POINT 

IS TO GRASP THE ACHIEVEMENTS OF THE EU-3 AND IAEA AND GRAB 
THE OPPORTUNITY TO RESUME TALKS 


U.S.-CHINA MIL-MIL COOPERATION 
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10. THE UNITED STATES AND CHINA HELD JOINT SEARCH AND RESCUE 
EXERCISES AND CHINESE NAVAL VESSELS VISITED U.S. PORTS 
REPORTED QIN. BEIJING HOPES SUCH MILITARY-TO-MILITARY 
COOPERATION CAN BE MAINTAINED AND WISHES TO ENHANCE DIALOG 
AND MUTUAL TRUST. CHINA STANDS READY TO ENHANCE 

CONSIDER EXPANDING 

RESPONDING TO A QUESTION ABOUT A POSSIBLE MILITARY \"HOT 
LINE" BETWEEN THE WASHINGTON AND BEIJING 

OPEN TO DIALOGUE AND WOULD GIVE SUCH A PROPOSAL CAREFUL 
STUDY. 


SINO-JAPANESE RELATIONS 


11. JAPAN IS A CLOSE NEIGHBOR AND CHINA ATTACHES IMPORTANCE 
TO MILITARY COOPERATION WITH IT 

OBSTACLES WILL BE NECESSARY TO FACILITATE SUCH COOPERATION 
QIN SAID. ANSWERING A KYODO NEWS REPORTER\'S QUESTION ABOU’ 
WHETHER CHINESE LEADERS PLAN TO MEET AT THE APEC LEADERS 
MEETING WITH THE NEW PRIME MINISTER OF JAPAN WHO WILL BE 
ELECTED NEXT MONTH 

QIN SAID IT WILL TAKE JOINT EFFORTS TO REMOVE POLITICAL 
OBSTACLES AND RETURN TO \"NORMAL DEVELOPMENT\" OF CHINA-JAP 
RELATIONS. 


DISPUTES OVER TERRITORIAL WATERS 


12. RESPONDING TO A QUESTION ABOUT CHINA\'S DISPUTES WITH 
NEIGHBORING COUNTRIES ABOUT TERRITORY IN THE SEAS SURROUNL 
CHINA 

TERRITORY IN ACCORDANCE WITH THE 1992 UN CONVENTION ON THE 
LAW OF THE SEA AND THE 1996 DECLARATION ON THE BASELINES OF 
THE TERRITORIAL SEA. WHERE DISPUTES CANNOT BE RESOLVED NOV 
CHINA SUPPORTS TRANSITIONING MEASURES 

AND GOING FORWARD WITH JOINT DEVELOPMENT. 


CHINESE SURVEILLANCE OF KOREAN ISLAND 


13. ASKED ABOUT A REPORT THAT CHINA CARRIED OUT AERIAL 
SURVEILLANCE ON SOUTH KOREAN FACILITIES ON IEO ISLAND 
(PRONOUNCED SUYAN IN CHINESE) IN THE EAST CHINA SEA 
RESPONDED THAT CHINA HAS NO SOVEREIGN DISPUTE WITH THE ROK 
OVER THE ISLAND AND CONSULTS WITH THE ROK OVER DEMARCATION 
THE SEA. 


NO INFORMATION ON UNIFIL COMMITMENTS 
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14. THE SPOKESMAN SAID HE HAD NOTHING NEW TO ADD ABOUT 
CHINA\'S SUPPORT OF UNIFIL 

FOR TROOP INCREASES ARE CURRENTLY UNDER DISCUSSION. HE HAL 
NO INFORMATION IN RESPONSE TO A QUESTION ABOUT A PURPORTED 
CHINESE LOAN OF 200 MILLION USD TO ZIMBABWE 

HAS FRIENDLY COOPERATION WITH ZIMBABWE AND SUPPORTS ITS 
ECONOMIC DEVELOPMENT. 


VISITS 


15. AT THE INVITATION OF PRESIDENT HU JINTAO 
PRESIDENT VALDAS ADAMKUS WILL VISIT CHINA FROM SEPTEMBER 
23-28. 


16. VICE PREMIER OF THE STATE COUNCIL ZENG PEIYAN WILL VISIT 
FOUR EUROPEAN COUNTRIES FROM SEPTEMBER 19-28: HUNGARY 
INVITATION OF PRIME MINISTER FERENC GYURCSANY; BELGIUM 
THE INVITATION OF DEPUTY PRIME MINISTER AND MINISTER OF 
FINANCE REYNDERS; IRELAND AT THE INVITATION OF THE 
GOVERNMENT; AND THE KINGDOM OF NORWAY. 

RANDT 
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the GOE\'s position on the agenda items. She provided 
feedback on the following issues: 


2. (SBU) Iran: The GOE supports the role of the UNSC in 
resolving the nuclear issue and reiterated GOE regret 
that lran has not utilized the EU3+3 to make progress. 
The international community must stand united with a 
clear message on Iranian compliance. The GOE is also 
concerned about the human rights situation in Iran. 


3. (SBU) Iraq: The GOE welcomes progress in forming the 
International Compact with Iraq. It is important that 

Iraqis have ownership of the International Compact and 
that the process be inclusive. Estonia will attend the 
September 18 UNGA Compact briefing 

likely the FM will participate. 


4. (SBU) Middle East Peace Process: GOE believes there 
must be a comprehensive settlement with a negotiated 
two-state solution and that the EU has an important role 
to play in this process. UNIFIL needs to be 
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strengthened and UNSC 1701 should be fully implemented. 


5. (SBU) Sudan: The GOE is concerned about the 
deterioration of the situation in Sudan and condemns the 
violation of the ceasefire by the parties. The GOE has 
provided $64 


6. (SBU) Congo: The GOE hopes Solana will brief the 
Council about his September 11-12 trip to the Congo. 
The GOE is looking forward to an orderly conclusion of 
the election process 

confidence building and a reduction in tension between 
the two candidates. Estonia has provided four election 
observers in the Congo. 


7. (SBU) Western Balkans: The GOE expects a short 
discussion on the western Balkans before the Council 
adopts Conclusions. Estonia sent one election observer 
to Montenegro 

and in accordance with international standards. The GOE 
hopes the new government will begin to work on the 
European reform agenda and would welcome the re-launch 
of Stabilization and Association Agreement (SAA) 
negotiations. With respect to Bosnia 

see more effort on constitutional reforms and plans to 
send two election observers. On Kosovo 

supports AhtisaariVs objective of concluding the status 
process this year. (Note: Meius added that while the 
Council would discuss this 

be no outcome.) 


WOS 
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a parallel political strategy. Third 

current period presents significant opportunity for the GOSL 
to \"govern with statesmanship 

provocation and cease military engagement 

proposed peace talks in Oslo. 


3. (C) The Ambassador noted that the GOSLVs early stoicism in 
the face of repeated LTTE provocations had impressed 
Washington greatly. Additional Secretary Geetha de Silva 

who also participated in the meeting with the Foreign 

Secretary 


SIPDIS 

was elected and April 26 

Palihakkara contended that the military\'s demonstrations of 
superiority at Sampur and Muhamalai made the ground \"ripe for 
serious talks\" because V'the LTTE can see that it doesn\'t have 


Column 3 

a military option.\" Secretary Rajapaksa noted that if the 
LTTE had true control over the minds of the Tamil population 
Tamil civilians on the Jaffna Peninsula would have risen up 
against military troops there during the recent military 
engagement between security forces and the LTTE. 


Southern Parties Stunt Presidents Pragmatism 


4. (C) President Rajapaksa faces equal challenges on the 
parliamentary front. Ambassador Blake expressed hope that 
the All Parties Conference (APC) and meetings between the 
President and Opposition Leader Ranil Wickremesinghe of the 
United National Party could be concluded rapidly and would 
bear fruit for a political consensus with which the GOSL 

could offer a national solution to the Tamil people. 

Defense Secretary Rajapaksa conceded that the President and 
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his government V'have to think about the Southern people. He 
said the GOSL had recently released aerial footage of Sri 

Lanka Air Force (SLAF) raids on LTTE targets as “а message to 
the South to calm down.\" Foreign Secretary Palihakkara added 
to this argument: \"Unlike the LTTE 

electorate here. We need a commitment from (LTTE leader) 
Prabhakaran that talks will be serious and all hostilities 

will stop. We can\'t (politically) afford another Oslo.\" 

(Note: In June 

delegation refused to sit with the GOSL delegation. Ref B). 
Palihakkara suggested that the PresidentVs position would be 
strengthened if the US publicized more broadly its support 

for the GOSL\'s peace and counterterrorism efforts. 


5. (C) In a wrap up late in the day 

Brattskar confirmed that he had had constructive meetings 

with GOSL officials along the same lines as ours. He said 

the Norwegians hope to meet with the LTTE next week and will 
spend the interim period talking to the Tigers by phone to 

prepare the ground for these talks. He also said the Sri 

Lanka Monitoring Mission (SLMM) would meet the LTTE on Friday 
on more operational matters. 


Comment 


6. (C) Comment: Our principal interlocutors at the 

Ministries of Defense and Foreign Affairs expressed the 
GOSL\'s clear desire to return to negotiations and willingness 
for the US to play a more active role in facilitating that 


Column 3 

process through public support of its initiatives to put a 
viable political solution on the table 

psychological dominance over Tamil civilians 
marginalize the spoilers of Sinhalese nationalist political 
parties based in the south. End Comment. 


BLAKE 
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tense\" with no immediate risk of conflict; however the 

regional situation \"calls for maintaining UNMEE.V Ennifar 
cited the U.S. initiative to begin parallel talks on 

normalization and demarcation as worthy of support and called 
on the international community at large to keep pushing both 
sides towards resolving. End Summary. 


SAME JOB 


2. (SBU) Ambassador Ennifar informed to the Charge and other 
diplomatic envoys September 12 that UNMEE completed the 
mandated downsizing of its personnel from 3 

of August 15. Ennifar said that UNMEE\'s new operating plan 
has not affected its overall monitoring capacity. The UNMEE 
force today is primarily comprised of an equal balance of 
Indians and Jordanians with a smaller Kenyan contingent 
working on engineering and demining projects. Since the 
helicopter ban and ground restrictions imposed by Eritrea 
Ennifar estimated that UNMEE monitors 40 percent of the 
border concentration on the western and central sectors. 


3. (SBU) Ennifar characterized the situation in the TSZ as 
\"calm 

has not observed any signs of heavy equipment movement. 
Ethiopia is largely \"transparent\" about its troop movements 
but Eritrea provides little information to UNMEE. Both sides 
are in a defensive posture 

Vno risk of conflict.\" He attributed this to UNMEEVs 
presence and recommended that the UNSC renew its mandate at 
the current staffing levels. In fact 

regional situation (instability in Sudan and Somalia) calls 

for maintaining UNMEE. 


LOOKING TO INTERNATIONAL COMMUNITY FOR SOLUTIONS 
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4. (SBU) Ennifar emphasized that UNMEE\'s mission is not to 
demarcate the border but to monitor the TSZ 

doing successfully despite restrictions imposed by Eritrea. 
Ennifar acknowledged that neither side is currently willing 

to meet under EEBC auspices. He cited the U.S. initiative to 
begin parallel talks on normalization and demarcation as a 
possible way forward seemingly stalled. Ennifar noted that 
the international community would need to pressure both 
Eritrea and Ethiopia to move forward on any solution to break 
the stalemate. Ennifar cited his participation in the 

Military Coordination Commission (established under the 
Algiers Agreement) in Nairobi where he observed positive 
attitudes 

renewed cooperation between the two sides. 


5. (SBU) COMMENT: Core country team believes that 
maintaining UNMEE in its present configuration (even in its 
reduced constrained posture) provides the necessary eyes and 
ears on the ground for an early warning of any changes along 
the Ethiopian-Eritrean border. The threat of a proxy war in 
Somalia 

along the border with Ethiopia 

UNMEE monitoring in the north. Eritrean perceptions of 
Ethiopian internal instability may further incrase the risk 

of renewed armed conflict. End Comment. 

WILGUS 
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far removed from an Ebola Fever like scourge given low rates of 
contagiousness and mortality. 

Wilson 
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issue." With the passing of the August 31 deadline 

was a \"credibility\" issue among allies that argued in favor 
of taking steps against Iran. 


2. (C) Marc Van Heukelen 

deals with EU matters 

looking to Solana for leadership on this issue. The Belgians 
fully agree on the need for a strong and united message at a 
time when the international community is developing effective 
sanctions. The Belgians remain interested in what happens if 
sanctions fail to prompt a change of course in Iran 

Heukelen said. 


3. (C) Bodson said Belgium would effectively adopt a \"wait 
and see\" approach 


Column 3 
consensus. Belgian Foreign Minister DeGucht has no current 
plans to visit Iran nor speak with Iranian officials. 


KOROLOGOS 
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National Grouping\" and headed by former lame duck Prime 
Minister Omar Karameh 

Hassan Nasrallah claiming that the only way forward is the 
formation a government of national unity which would draft a 
new parliamentary electoral law and call for early elections. 
Ferzli noted this new government would provide a V'better 
atmosphere" to ask Hizballah to surrender its weapons. 
Interestingly 

not Karameh -- head the national unity government. 


3. (C) Deeply skeptical of FerzliVs plan 

asked why the Lebanese National Grouping 

demanding Siniora\'s resignation 

President Emile Lahoud to step down 

constitutionally provoke the formation of a new government 
while satisfying a key March 14 desire. Caught off guard by 
this straightforward formula 

unity Cabinet must come first 

out V" 


DEFENDING AOUNVS STRATEGY 


4. (C) Poking his finger repeately in air 

Aoun\'s alliance with Hizballah 

Walid Jumblatt had treated Aoun shoddily upon his return to 
Lebanon from exile in May 2005. Ferzli remarked that Hariri 
and Jumblatt had also allied with Hizballah during the 2005 
parliamentary elections 

committing a sacrilege. The Ambassador pointed out that 
Hariri and Jumblatt had once hoped to temper Hizballah by 
bringing them into the government 

this strategy was exposed by HizballahVs unilateral decision 
to go to war on July 12. The Ambassador told Ferzli that 
Hizballah is using Aoun just to have Christian cover for 
maintaining its weapons 

politics and trying to undermine the Siniora government 
Lebanese should all be pressuring Hizballah to surrender its 
weapons and permit full state authority over Lebanon. 


FEAR OF A SUNNI TAKEOVER 


Column 3 

5. (C) Clearly bearing a deep grudge against Hariri 

left Ferzli off of his electoral list for the Greek Orthodox 
seat in the West BiqaY in 2005 

seeking to weaken Hizballah in order to establish a 
Vfanatical Sunni\" state in Lebanon modelled after Wahhabi 
rule in Saudi Arabia (Note. This is a familiar refrain we 

are hearing from those opposed to the Siniora government. 
End Note). \"Hariri has a Sunni project 
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\"His aim is to cancel the other potentials in Lebanon 
especially the Christians." The Sunna want to take power all 
for themselves 

like Samir Ја\ја\ and Amin Gemayel to achieve that aim 
whereas the ShiVa realize they cannot rule Lebanon alone. 
The Ambassador questioned the assumption that Hizballah 
thinks it requires interconfessional support 

is just using figures like Aoun 

and Ferzli in order to maintain its weapons. 


COMMENT 


6. (C) FerzliVs bitter 

14 camp has blinded him with a desire to see their majority 
government removed from power. We believe that a similar 
impulse drives others in the pro-Syrian camp -- such as Omar 
Karameh and Suleyman Frangieh -- who were swept aside by 
March 14\'s inexorable ascent to power following the Syrian 
withdrawal from Lebanon and cannot wait the four remaining 
years until the next parliamentary elections. Their attempts 
to dress up the concept of a national unity government in the 
docile verbiage of \"democracy\" and \"state-building\" are 
thoroughly transparent 

compel Hizballah disarmament is utterly unconvincing. 
FELTMAN 
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REF: YEREVAN 280 
Classified By: Pol/Econ Chief Steve Banks for reasons 1.4 (b 


1 (C) SUMMARY: Prosperous Armenia\'s parliamentary 
leader-in-waiting Viktor Dallakian spoke like an 

oppositionist in a recent private meeting. He said it was 
pointless to speak in terms of \"government\" and \"opposition\" 
in Armenia; instead the competition is between \"criminal\" 
(implying the ruling Republican Party) and \"anti-criminal\" 


Column 3 

(Prosperous Armenia) factions within ruling circles. He said 
President Kocharian must choose which of these he will 
support. The wrong choice could lead--Dallakian rather 
preposterously asserted--to a Rose Revolution-style uprising. 
He insisted that Prosperous Armenia would not just be a 
parliamentary mouthpiece of Kocharian. DallakianVs real 
agenda remains to be seen. END SUMMARY 


2. (C) Polchief met September 12 with MP Viktor Dallakian 

the all-but-declared parliamentary leader and chief operating 
officer of the Prosperous Armenia faction 

getting-to-know you coffee and to preview the pre-election 
political scene. Dallakian was friendly 

led off by declaring his intention to V'speak frankly 
diplomatically.\" He expressed hope that we would meet again 
often. 


2. (C) Dallakian said that the key political battle ahead was 
between the ruling Republican Party and his new Prosperous 
Armenia (PA) grouping; in other words the V'bad guys\" versus 
the \"good guys.\" He dismissed Armenia\'s existing opposition 
parties as a non-factor. As he and Tsarukyan have told us 
before 

credible candidates on its lists. He hoped that President 
Kocharian 

reformer and throw his support behind PA 

consider this a given. He said that even though Kocharian 
and Tsarukyan are good friends 

dominant factor\" in parliamentary politics if PA wins seats. 

PA would have its own policy agenda 

meekly do KocharianVs bidding. 


3. (C) Dallakian felt that Armenia is at a political 
crossroads 

elements in top political circles will maintain their grip on 
power through fraud--and whether Kocharian will choose to 
oppose or join with these elements. Whoever wins the 
presidency in 2008 

through 2018 (the constitutionally permitted two terms of 
office). If corrupt interests capture the presidency 

will be a disaster for Armenian democracy 

become further isolated in the world. Dallakian predicted if 
this happened 

Revolution-type uprising 

patience for regime corruption and manipulation. 


Column 3 
TACTICAL GAMES 


4. (C) Dallakian explained that 

architect of PAVs structure and program 

formally joining the party or announcing his affiliation. 

This was merely a ploy to distract opponents and media 

were left playing guessing games about his next move 

he focused on his legislative work. He told us 

mischievous twinkle in his eye 

parliament floor to make a speech critical of President 
Kocharian 

confusing the media. Asked if he thought the president would 
be seriously annoyed by what he would say 

backpedaled and suggested he would be careful not to be too 
provocative. (NOTE: Dallakian claimed even to have chosen 
the name Prosperous Armenia--though this is suspect 
Tsarukyan registered the name in 2004 


SIPDIS 
he only met Tsarukyan for the first time six months ago. END 
NOTE) 


5. (C) We asked if Tsarukyan intended to run for reelection 
to his parliamentary seat. Dallakian said he had advised 
Tsarukyan not to run for reelection to his single-mandate 


SIPDIS 

(first-past-the-post) seat 

list for a proportional representation seat. This would put 
PA\'s most popular figure-- Tsarukyan himself--at the top of 
the ticket. After the election 

had accomplished his goal of getting honest 
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candidates into the parliament under his banner 

not himself a politician by nature 

parliamentary seat. This would leave Dallakian the senior MP 
of the PA faction 

the largest faction in the next session. Dallakian expected 

he himself would become speaker of the National Assembly 
that Tsarukyan would leave him a more or less free hand to 
run the parliament as he saw best. 


6. (C) We asked Dallakian whether he and Tsarukyan were old 


Column 3 

friends or only recent political partners. Dallakian said he 

had met Tsarukyan face-to-face for the first time just six 
months ago 

Dallakian\'s parliamentary work and thought he might be a 
credible partner 

conversation where the two men compared notes on their vision 
for ArmeniaVs future. Tsarukyan had quickly decided 

Dallakian was the man to head his nascent political movement. 
Dallakian boasted that he was the most active legislator in 
parliament 

introduced to the legislature 

the PA group the second-most prolific legislation-writer in 

the National Assembly. He spoke of his hard work as chairman 
of the parliamentVs legal affairs committee. (NOTE: Despite 
being a member (until recently) of the opposition Justice 

Bloc 

apparently because he has been a technocratic workhorse and 
ruling party leaders felt they needed him to get the work 

done. END NOTE) 


7. (C) We asked how often he and Tsarukyan see each other. 
Hedging 

whenever he needed to for PA\'s political business. While the 
two men had met once a week or so in the spring 

summer he had not actually seen Tsarukyan for the last three 
months. 


8. (C) Dallakian commented briefly of the need for the three 
South Caucasus republics to settle their differences and be 
united into a single international security system 

(seemingly meaning NATO 

explicitly). He hoped Armenia would draw closer to the 
Euro-Atlantic institutions. Dallakyan\'s eagerness to meet 
with American diplomats 


9. (C) We are not entirely sure what to make of DallakianVs 
mix of self-promotion 

readiness (at least conditionally) to rally behind a 
pro-Kocharian banner. The man has been well-regarded as a 
seemingly honest 

some of the important but unglamorous legislative work. He 
is one of the rare MPs to have won his own single-mandate 
seat out of genuine popularity. Most of the single-mandate 


Column 3 

seats are held by rich 

voters in their districts in exchange for status and 
parliamentary immunity. We assume that Dallakian means Serzh 
Sargsian--Defense Minister 

leader 

\"criminal\" elements in the regime. It seems strange to 

indict Sargsian while giving Kocharian the benefit of the 

doubt; most opposition figures always describe the two as 
joined at the hip. Has Dallakian V'sold out\" to get a piece 

of the power pie 

repackaged corrupt oligarchy? Or could he actually mean what 
he says about cleaning up politics? Or 

Dallakian mean what he says 

perhaps does not? We will have to watch this unfold. 
GODFREY 
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police force to aid in the search. Law enforcement sources 
were quoted in the press as saying that they will investigate 
the mode as well as the motive for Kozlov\'s murder. Central 
Bank spokesmen did not offer any comments on possible 
suspects 

suspects could be from outside the banking community. V 


4. (U) Kozlov was instrumental in developing a deposit 
insurance system 

determining whether banks were eligible to participate. 
Excluded banks 

Kozlov advocated strict anti-money laundering governance 
and 

well as connected lending in RussiaVs state-owned 
corporations. At a conference in Sochi last week 
discussed an initiative to ban individuals involved in tax 
evasion and money laundering from occupying a formal position 
within the banking profession. 


5. (U) Kozlov was a well-known contact of the Embassy. He 
was the Russian counterpart in the anti-money laundering 
efforts of the USAID-supported Financial Services Volunteer 
Corps. Kozlov recently sent letters to the Federal ReserveVs 
Banking Supervision Division as well as the Office of the 
Comptroller of the Currency 

cooperation in anti-money laundering activity. Post 
considered Kozlov a key crusader and driving force in the 
GOR\'s efforts to combat illicit financial activity. The 

murder of Kozlov is the first act of violence against the 
country's financial officials since former CBR Chairman 
Sergei Dubinin\'s office window was shot and First Deputy 


Column 3 
Finance Minister Andrei Vavilov\'s car was detonated in 1997. 


Comment 


6. (C) Our contacts echo press speculation that the murder 
was likely connected to recent bank license revocations as 
well as Kozlov\'s efforts to strengthen anti-money laundering 
regulations and practices. Kozlov was known to enjoy support 
from the Kremlin as well as the Duma Committee on Banks and 
Credit Organizations. The question going forward is whether 
the GOR will find new resolve to crack down even harder on 
suspect banks and individuals in retaliation for Kozlov\'s 
assassination 

may be at stake. End Comment. 

BURNS 
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country's first FNC \"election.\" The announcement was front 
page in all UAE papers. The college 

6 

meeting the week of September 17 in preparation for the 
limited election expected in December. Gargash also 
announced the National Election Committee Vs(NEC) executive 
instructions for polling procedures 

and campaign finance regulations. Under the announced 
regulations 

civil servant or member of the military and wants to run for 

an FNC position 

absence prior to the election. Candidates for the FNC who are 
members of the judiciary must resign from their post prior to 
campaigning. Campaign expenditures are limited to AED 2 
million (USD 545 

donations from abroad. 


2. (C) During a September 4 lunch with PolChief 

stated that these V'elections V" should not be misinterpreted as 
a rush towards democracy 

introduction of democratic \"elements\" as a way to develop a 
political culture in the UAE without introducing the 
Vdestabilizing influences V' he said were evident in recent 
popular elections elsewhere in the region. (Note: These 
comments mirror what Gargash told Ambassador reftel 

he emphasized that political stability provides the 

foundation for the UAE\'s economic success and will continue 
to be a priority for the UAEG. End Note.) 

SISON 


Column 3 

78375 

they arrest me 

elected head of the Damascus Declaration 

me more credibility in the eyes of Syrians.\" Since the 

statement 

in following him 

outside Damascus 

Damascus-Beirut Declaration signatory Mohammed Mahfoudh who 
was released from detention September 5. 


3. (C) OPPOSITION ACTIVITIES: The Damascus Declaration 
group is continuing its activities 

group is scheduled to meet in late September in Aleppo to 
discuss next steps. There are also signs that the three main 
Syrian Kurdish groups that have not yet signed the 

Declaration might soon join 

September 3 meeting with Syrian representatives of the Azadi 
and Yekiti parties and the Kurdish Future Movement. (Note: 
Poloff met September 7 with the Future Movement 
representative who denied his group's intent to join the 
Damascus Declaration. End Note.) Seif acknowledged that the 
Damascus Declaration does not meet one of the Kurdish groups\' 
main demands since it fails to call directly for citizenship 

rights for stateless Kurds. However 

democracy in Syria would be the first step in that process 

Seif claimed. 


4. (C) HARIRI INVESTIGATION: Seif stated the UNIIIC 
investigation into the assassination of former Lebanese PM 
Rafik Hariri continues to pose a threat to Syrian President 
Bashar al-Asad 

Syrian witness Mohammed Zuheir Siddig repeating earlier 
accusations that Asad was behind the killing. Additionally 
Seif said he was further convinced of the regimeVs 
involvement when a trustworthy confident recently told him 
that Syrian Defense Minister Lt. Gen. Hassan Ali Turkmani met 
in early 2005 

Syrian suicide bomber and Islamist Ahmad Abu Adass 

that \"now is the time to stand with Syrian President Bashar 
al-Asad.\" (Note: Shortly after the Hariri assassination 
Adass was pictured in a videotape released to al-Jazira 
confessing to the assassination with a suicide bomb. He has 
not been seen since.) 


5. (C) RISE IN ISLAM: In response to a question 

that the rising influence of Islam throughout the region and 
in Syria was at least indirectly connected to U.S. policies 
particularly in regards to the Palestinians. A comprehensive 
solution to the Israel-Palestinian conflict would put an end 
to the rise of Islamist influence here--some of it 
fundamentalist in orientation--and throughout the region 


Column 3 

Seif predicted. A Middle East peace agreement would also 
stem the rise in Islam in Syria 

the people have historically seen themselves as champions of 
the Palestinians 
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reforms 

cheered on Hizballah\'s success in its conflict with Israel 

last month because 

actor that was able to stand up to Israel and the U.S. and 
maintain Arab dignity 

the eyes of the Syrian Sunni majority is that the movement is 
ShiVa 


6. (C) Comment: Throughout the conversation 

speaks fluent English learned in prison 

focused. Despite comments to Poloff by other opposition 
activists critical of Seif 

Declaration group seems to be pursuing a careful course 
designed to continue the organizationVs activities in the 
narrow margins left to it by the regime. Seif repeatedly 
returned to the idea that a Middle East peace deal would 
greatly facilitate democratic reforms in Syria and 
regionally. The meeting with Seif was cut short when his 
wife (herself a Palestinian who works near the Embassy) 
called to report an explosion and gunshots at the U.S. 
Embassy about a mile away. Seif allowed A/DCM to use the 
office to make phone calls and offered all assistance at his 
disposal. 

CORBIN 
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role in breaking down protectionist barriers 


3.(SBU) In response to a question 

remains fully committed economically and politically to the 

United States 

American businesses for lobbying in the US on the UAEVs behalf 
in the DPW case. Citing her personal efforts 

stressed that she hoped to find opportunity in the adversity of 

the DPW issue. She underscored the importance of the UAEG 
working to share information and engage in outreach to both 
Congress 

problems with UAE investment in the US. She said her efforts to 
highlight the number of American jobs this investment positively 
affects had been particularly effective. Sheikha Lubna pointed 
out that the subsequent UAE purchase of the Doncaster\'s Group\'s 
US holdings had gone smoothly 

dialogue will result in a permanent positive change in US 


Column 3 
perceptions of UAE and its commitment to security. 


4.(SBU) In a broader discussion of the UAEVs economy 

Lubna said the country is focused on capital investment in 
hi-tech and service industries 

advantage. In five years 

defined by the service and tourist industries. Regarding UAE 
agency laws - a particular bane to the expat business community 
-- Sheikha Lubna said that while the agency law has its roots in 
a much different UAE economy of the past 

a mistake to simply wipe out all agency agreements. She 
stressed the need to dismantle the agency laws piece by piece 
so UAE entities that have invested significant amounts of money 
establishing and promoting the presence of foreign companies 
here are not mistreated. She said the legislative committee she 
chairs does not plan to do away with agency laws this year 

may address them next year. 


5. (SBU) Comment: Sheikha Lubna\'s positive remarks demonstrate 
the UAE\'s continued public commitment to the FTA. Privately 
UAE officials also continue to stress the UAE\'s commitment to an 
FTA. They are 

serious remaining gaps 

labor rights. In June 

she was facing increasing local opposition to the FTA in the 

wake of the DP World incident (reftel). The UAE is taking some 
steps to amend the Agencies law with an eye to making it less 
onerous 

agreement and limiting the agency agreement to the term of the 
contract. However 

effectively these changes will be implemented in practice. On 
September 11 

visiting EB A/S Dan Sullivan that Emiratis still viewed agencies 
agreements as \"evergreen\" (i.e. 

press reports that the UAE de registered 720 trade agencies in 
the first 8 months of 2006 and that 2349 trade agencies 
agreements were renewed during the same period of time. 


6.(U) This cable has been cleared by the Ambassador. 
SUTPHIN 
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or group of countries must use their powers at one or another 
point to restrict other countriesV rights." Torosian went on 

to call for peaceful resolution of the Iranian nuclear issue 
through negotiations and in accordance with international 
treaties. 


3. (C) FOOT-SHUFFLING FROM PARLIAMENT OFFICIAL: Polchief met 
Vahruzhan Nercissiants 


Column 3 

the National Assembly (a career diplomat seconded to the 
parliament staff) 

seek clarification of Torosian\'s comments. Nercissiants 
downplayed the significance of the overall visit and of the 
specific comments. He characterized the visit as purely a 
matter of routine courtesies that did not signal any shifts 
in Armenian policy. He observed that Armenia has an 
important interest in maintaining relations with Iran 

latter is a very important trade route to the Persian Gulf 
and energy supplier for land-locked Armenia. 


4. (C) NUCLEAR PROBLEM: Nercissiants 

in the meeting 

been clear that 

nuclear energy 

of applicable international law. He said Haddad-Abel 
complained that the \"superpowers\" were unfairly pressuring 
Iran. Polchief commented that the press spin clearly 
suggested that Torosian was taking Iran\'s side against the 
international community\'s effort to bring Iran into 
compliance with its obligations. Nercissiants insisted this 
was not the correct interpretation 

would object to this kind of posture from Armenia. 


5. (C) INTERNATIONAL FORA/GAS PIPELINE: Nercissiants said 
that the proposal to represent each otherVs interests in 
international organizations had little substance to it 

arose mainly out of an Armenian request to Iran to counteract 
any Azerbaijani propaganda regarding N-K and related issues 
in the Organization of the Islamic Conference (OIC) and other 
such fora to which Armenia would not be invited. There was 
no equivalent specific request from the Iranian side. 

Polchief suggested that Torosian\'s remarks created the 
appearance that Armenia sided with Iran and against the U.S. 
and the international community at the height of the current 
dispute before the U.N. Security Council. To imply that each 
country might speak for the other in international 
organizations suggested an even closer level of mutual 
friendship 

Armenia might wish to think carefully before casting itself 

in such a light. Polchief also noted that a gas pipeline that 
exported lranian gas through Armenia to Georgia and other 
countries could be a serious concern under U.S. sanctions 
law. Nercissiants promised to relay all our concerns to the 
speaker. He said that any second gas pipeline was very 
speculative at the moment 


6. (С) MFA CAUGHT OFFGUARD: Econoff used a previously 
scheduled meeting with Deputy FM Arman Kirakossian also to 
inquire about Torosian\'s remarks with the Iranian speaker. 
Like Nercissiants 
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Speaker\'s stop as purely a courtesy visit. He was quite 
surprised by the point on international organizations 

he had been in the meeting between Torosian and Haddad-Adel 
and had heard no such discussion. On the pipeline 

Kirakossian said this was a new proposal 

first time from the Iranian side. Econoff reiterated our 
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Iran-Libya Sanctions Act concerns. Kirakossian only replied 
obliquely that it was а V'delicate time V" all around. 


7. (C) COMMENT: Our feeling is that Torosian--trying to play 
the statesman and unaccustomed to the role--said more than he 
should have to please his Iranian guest. We guess that 

little or nothing will come of these initiatives 

the Iranian Mejlis Speaker\'s visit will in the end amount to 
little more than diplomatic pleasantries. Still 

unfortunate time for the Armenian speaker to be freelancing 
on Iran policy or seem to cozy up to the southern neighbors. 
We can hope that Torosian will over time mature into the job 
and learn not to over-reach his foreign policy brief in such 
situations. 

GODFREY 
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THE OPPOSITION 
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Classified By: DCM Lee Litzenberger 


1. (C) SUMMARY: Since opposition MP Omurbek Tekebayev was 
cleared of drug smuggling charges in Poland and returned to 
Kyrgyzstan 

the town -- and of Parliament. Looking relaxed and confident 

-- and clearly enjoying his role as a national hero -- 

Tekebayev told us September 13 about his ordeal in Poland and 
who he thinks might have been behind the plot against him. 

He said that the ultimate impact of the scandal on the 

Bakiyev government would depend on how President Bakiyev 
addressed Parliament\'s demands for reforms and a full 
investigation. President Bakiyev appeared before Parliament 
September 14 

parliamentary and state commissions investigating the affair 
and stating that constitutional reform would go forward 

quickly. Parliament will continue to debate the issue 

September 15 

opposition politicians will participate in a \"Kurultai 
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opposition rally in the southern Aksy district. The incident 
has re-energized the political scene 

Tekebayev 


TEKEBAYEV ON MATRYOSHKAGATE 


2. (C) Wags in Bishkek have dubbed the growing scandal 
surrounding the apparent planting of drugs by Kyrgyz security 
services on former Speaker and current MP Omurbek Tekebayev 
\"Matryoshkagate 

spreading. Immediate fall-out from the scandal has hit the 
National Security Service (SNB) 

removing his brother Janysh as SNB First Deputy Chairman and 
accepting the resignation of SNB Chairman Busurmankul 
Tabaldiyev. (NOTE: SNB Deputy Elmurza Satybaldiyev has been 
appointed Acting SNB Chairman. END NOTE.) But the scandal 
has also emboldened the Parliament 

Tekebayev 

made a surprise showing at the DCM\'s welcoming reception on 
September 13 and used the occasion to sit down and tell us 
about his ordeal in Poland 

behind the set-up 

supporters 

and NGO leader Asiya Sasykbaeva 

discussion 


3. (C) Looking relaxed and confident 

his role as a national hero 

Poland from the arrest at the airport September 5 to his 
release by a court three days later. Not usually a reserved 
person 

the situation. He was impressed with the Polish court 
System. The judge \"evaluated all the evidence\" (such as no 
fingerprints on the matryoshka) 

the political situation in Kyrgyzstan 

not possible Tekebayev would risk his reputation by carrying 
drugs. Interestingly 

hearing if he was a member of Hizb ut-Tahrir 

responded that it would be impossible 

as well as the founder and leader of a social democratic 
party. 


4. (C) Tekebayev said he was not convinced that Janysh 
Bakiyev masterminded the plot against him; he said he 
suspected former Presidential Chief of Staff Usen Sydykov 
\"schemer\" with motive and access. He laid out the following 
scenario: Opposition demands led to Sydykow\'s dismissal as 
Chief of Staff in May 2006. Sydykov\'s son is the vice 
president of Bishkek\'s Manas Airport. Sydykov has long had a 
rivalry with Bakiyev\'s brothers 
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advised Bakiyev to remove his brothers from their government 
posts. Sydykov has a connection (same home area 

to Airport security chief Nadir Mamyrov 
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airport surveillance tapes showing an interest in Tekebayev\'s 
bag (Ref B) 

President Bakiyev confessing and saying that Janysh Bakiyev 
was behind the plot. (NOTE: Several versions of Mamyrov\'s 
letter have surfaced 

hiding. END NOTE.) 


5. (C) Regarding further fall-out from the scandal 

said that the next few days would be crucial. Much would 
depend 

Parliament and how he addressed Parliament\'s demands. If 
Bakiyev gave a reasonable explanation of events 

forgiveness for past mistakes 

their positions (Ambassador to Germany; trade rep at the 
Kyrgyz Embassy in China) 

reform 

what happens at the opposition \"Kurultai\" rally on September 
17 would depend on what happens in Parliament over the next 
two days. 


6. (C) Separate from the discussion of Tekebayev\'s case 
guest in this group relayed Foreign Minister Jekshenkulov\'s 
reported comments on the PNGing of two U.S. diplomats this 
past summer. Standing with a small group in the lobby of 
Parliament September 12 

the \"diplomatic scandal." He said that he could not stop the 
PNG process because people \"there\" (pointing to the ceiling) 
had showed him pictures taken by the two U.S. diplomats at a 
sauna 

\"girls.\" 


BAKIYEV IN PARLIAMENT 


7. (U) On September 14 

presidential offices attended the Parliamentary session 
devoted to Tekebayev\'s case. President Bakiyev appeared 
before the deputies 

situation. He detailed actions taken to investigate the 

incident 

by both the state and parliamentary commissions. He pledged 
that constitutional reform (which appeared to be on a 
back-burner) would now go forward quickly 

the draft constitutions to begin soon in Parliament. He 
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vigorously defended his family members 

gotten their government jobs based on merit. He noted that 
in many countries there were examples of relatives occupying 
high positions. 


8. (U) Asked why the National Security Council was not 
involved in the investigation 

Security Council Secretary Gen. Miroslav Niyazov was on 
leave. He then disclosed that Niyazov would be moving to a 
different (unspecified) position once he returned from leave. 
Bakiyev commented that if he had been Niyazov 

come back from vacation under these circumstances. 
Parliament then questioned current Chief of Staff Abdyldayev 
about the case. The session devoted to the case will 
continue September 15 

watered-down) resolution censuring the government. 


COMMENT 


9. (C) Matryoshkagate has shifted the political landscape 
though we are not sure what the ultimate fall-out will be. 
Parliament is clearly emboldened by the scandal 

the President and other members of the government. The SNB 
has seen a shake-up 

has been put on the defensive. The opposition is 

invigorated. And Tekebayev has been politically resurrected 
from an outcast following his dismissal as Speaker to a 

national hero now. We think Tekebayev had a purpose in 
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coming the reception and staying so long 

gauge his standing with the international community 

us 

including Deputy Foreign Minister Sarbayev 

Minister Oruzbayev 

when he arrived 

observed 

event 

opposition \"Kurultai\" at the weekend. END COMMENT. 
YOVANOVITCH 
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annex vulnerable to a VBIED attack. Post and visiting 
delegations have repeatedly raised this problem since the drop 
arm\'s installation. 


(b) Additional ESO/law enforcement support was requested 
for the annex and the Embassy (housed in the Corinthia Bab 
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Africa Hotel). The hotel and annex currently have one ESO 
vehicle each allotted for protection. The RSO has pointed out 
that the vehicle at the Embassy is over 100 yards away and 
practically useless in the event of an attack 

building over-run. More often than not 

unarmed guards without radios. Note: RSO does not consider the 
ESO to be adequate in the counterattack realm. The organization 
lacks doctrine 

countering an attack. The vehicle placed at the annex is a 

small Toyota Corolla and 

a blocking vehicle directly underneath the open drop bar. We 
pointed out that the vehicle is a blocking vehicle is a poor 
alternative to the purpose-built drop-arm. 


(c) The closure of two driveways in front of the hotel (to 
afford additional setback for the embassy) was requested. Based 
on commercial concerns 
to agree to initiate security measures in the hotel. The hotel 
currently has three driveways in front of the property. The 
first allows vehicles to park directly in front of the hotel 
while the second and third driveways are approximately 20 and 40 
meters away from the hotel. Last year 
close the entrance (but not the exit) end of the first driveway. 
Therefore 
VBIED attack. We reminded ESO that within 100 feet of the 
glass-fronted lobby (well within the first and second drive-way) 

a small amount of TNT 
damage to the lobby portion of the hotel. 


(d) The Embassy is currently located on floors 5-8 in 
tower one of the hotel. An individual departing the common 
elevators can enter the Embassy with minimal restriction because 
for insurance reasons 
open between the corridors and the elevator area. The Libyan 
government (GOL) had prohibited the Embassy from providing its 
guards with self-defense tools. Also 
restrict pedestrian entrance to the elevators. The RSO 
requested that all embassy doors be shut and a service elevator 
be blocked from reaching embassy floors. During a recent 
incident 
speak with the Charge\' and it took over twenty mintues to 
convince ESO to remove her. We explained to the ESO (and to the 
hotel management repeatedly over the past two years) that if the 
hallway doors were shut and locked 
security and access control. The RSO has also raised concerns 
that the hotel may be under surveillance. 


(e) The ESO liaison officer\'s response to these requests 
were that they would Vrespond soon. This has been а common 
oft heard response. 
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5. (S/NF) ChargeY used a pre-existing September 14 meeting 
between visiting OBO Real Estate Director and External Security 
Organization Director Musa Kusa to raise the aforementioned 
security issues at a higher level. RMAS Chief and RSOwee alo 
pesen. Kusa stated that he would review our requests. After 
expressing confidence that the Libyan authorities would never 
allow an attack to reach implementation 

utility of the drop arm noting that while it would force a 
detonation further out toward the street 

. He eventually allowed that if Libyans living behind the drop 
bar do not object 

Muhammad Ajaj 

requests. 


6. (C) Charge also flagged our security concerns for MFA North 
America Director Mohammed Al-Ayyaib in a September 13 meeting. 
The Embassy will continue to work with the Libyan authorities to 
address these security issues. 


7. (S/NF) The EAC also discussed the on-going development of 
post\'s Emergency Action Plan along with our current personal 
security 

and times of embassy vehicles including school buses was 
discussed. The EAC also reviewed its motor vehicle policy 
regarding transporting EFM\'s during emergency situations. 


8. (S/NF) Without more specific and credible information 

EAC agreed 

not curtail any of its upcoming events. The EAC proposed that 
a meeting with the director of the ESO be requested. 


9. (SBU) Post will re-convene the EAC should new information 
arise. 


BERRY 
GOLDRICH 
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Cartoon" riots where reportedly over twelve people were killed 
and hundreds were injured in a clash with the local security 
forces. 


Column 3 


3. (C) As part of the formal events hosted by the Libyan 
government in Beida 

two fifty-passenger buses to travel from an exhibition ground to 
a tented reception area on the other side of town. 

Approximately 12 blocks from the exhibition ground 

the troops that protected the ceremonial area 

on the roadside threw stones at the the vehicles 

dramatic noise and causing the diplomats to crouch down 
protectively in case the windows broke. None of the bus windows 
shattered 

side of the vehicle. The U.S. diplomat attendeding the event 
counted about 50 indentations in each bus. Libyan police did 
not escort the two buses transporting the diplomats. There were 
no injuries sustained nor were there any arrests made. The 
Libyan Protocol officer coordinating the diplomatic 

participation in the festivities tried to dismiss the incident 

as \"two groups of boys playing roughly and the buses just got in 
the way.V To the diplomats on board the bus 

young men were targeting the bus with clear intent. 


4. (C) The RSO was informed of the incident on September 4. 
RSO will emphasize the importance of police protection for U.S. 
diplomats during these events. 


5. (C) COMMENT. This appears to be another example of 
simmering resentment beneath the surface of the Libyan 
Jamahiriya or V'state of the masses\". As with the Benghazi 
riots in February 

security in place have the potential to become uncontrolled 
protests. In this case 

were extensively deployed around the ceremonial exhibition area 
to provide crowd control. Most of the attendees were young men 
bused in from around the country to represent their student 
groups or General Peoples Committees. Buses and mini-vans 
were packed closely all around the main exhibition ground to 
transport the visitors home at the end of the celebration. 

Away from the festivities 

level of economic development evident throughout Libya. The 
sense of celebration did not extend beyond the fairground. The 
rest of Beida consisted of drab apartment blocks with unemployed 
or underemployed residents going about their daily routine. The 
Beida rock throwers may have been acting out against the 
\"outside\" young men bused into their community 

against buses carrying Libyan government dignitaries 

targeting diplomats in Libyan government buses. While we can\'t 
determine the exact motivation 

faces and forceful stone throwing that they were trying to leave 
an impression. They succeeded. END COMMENT. 
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that the EU should extend extraordinary invitations (that is 
outside of scheduled EU-Russia Summits) only to resolve 
crises. According to Gulbinas 

among the ministers on a new EU-Russia Partnership and 
Cooperation agreement to replace the current one that expires 
in 2007. Gulbinas told us that some states want to rush 
towards a new EU-Russia agreement while others 

Lithuania 

Russia and in the EU.\" 


Iran 


3. (C) Based on the Gymnich 

expect any strong statement encouraging another UNSCR on Iran 
to come out of the September 18 GAERC 

Lithuania is not really part of the equation on Iran 

discussions. He said that statements from the Finnish 
Presidency following the Gymnich were intended not to 
undermine Solana\'s subsequent meetings with Iranian officials. 


4. (C) On MEPP 

role in the formation of European consensus due to its lack 
of expertise and resources in the area 

the European view as: support for President Abbas 

for formation of a National Unity Government 

the roadmap overseen by the Quartet. 


5. (C) Gulbinas said that 

Gymnich about the EU providing technical assistance on border 
controls to Syria was \"empty 

seriously proposed and Syria would object anyway. Overall 
there have been noises in European structures to broaden 
engagement of Syria on issues related to MEPP 


6. (C) The Lithuanian FM did not attend the EU-Ukraine 
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Cooperation Council September 14 

relations are an issue of great interest to Lithuania 

because of the forum\'s troika format. Gulbinas 

returned from a tour of the Ukraine-Moldovan border regions 
said that Lithuania agrees with our points on Ukraine and 
especially supports the call for rule-of-law and 

anti-corruption efforts. Lithuania has reiterated the point 

to Ukrainian officials that it is now up to Ukraine to send 
positive signals on WTO and NATO engagement 

According to Gulbinas 

specified) YanukovychVs government seemed more positive on 
meeting WTO accession commitments than it had been in initial 
meetings with the Lithuanians 

NATO. 

CLOUD 
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Engagement in the Life Sciences;\" an update of the Roadmap; 
presentations on 

and pathogen security legislation; a visit to a military 

facility in Tajura; a visit to the Disease Surveillance Center 

based in Zliten City; a meeting with the Libyan delegation 
planning to visit London in September 2006; and a presentation 
by NAMRU-3 Director Dr. Bruce Boynton. The Libyans provided 
under instructions 

that has been moved and stored at the BTRC. U.S. and UK Reps 
expressed the hope that delays encountered to date in 
implementing the roadmap were of the past. The oft-postponed 
Disease Surveillance Workshop was tentatively scheduled for 
January 21 

SubCommittee 

determined. U.S. and UK members found the meeting productive 
and their Libyan counterparts enthusiastic and cooperative. End 
Summary. 


2. (U) After initial pleasantries 

of the Libyan National Committee on Bioetchics and Biosafety 
(LNCBB) 

of the GHL equipment that has been moved and stored at the BTRC 
which had originally been requested during the January 2006 TSCC 
Bio Subcommittee meeting. U.S. and UK teams welcomed receipt of 
the long-delayed list. The U.S. side also expressed the hope 

that recent problems encountered 

postponement of the London visit 

expressed its satisfaction with arrangements for the meeting 

and plans for the now-upcoming visit to London rescheduled for 
September 2006. 
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3. (U) The SubCommittee reviewed progress in implementing the 
Roadmap and updated it (see para 12). Libya also reported on 
establishing institutional review boards (IRBs) at three 

Universities (Al Fatah 

may wish to consult U.S. and UK experts on their implementation; 
U.S. and UK indicated their availability and interest. 

Collaborative progress to date has included the following: 


--Two workshops in October 2004 and January 2005 (bioethics and 
biosafety); 


--Submission by Libya of BWC CBMs in 2005 and again in 2006 
(comment: although we understand Libya did provide CBMs to the 
UN for 2006 (the Libyans and UN contacts confirm this) 

unable to obtain a copy. Libyan counterparts said they would 
provide to us via the Embassy); 


--Development and updating a draft roadmap for cooperative 
engagement in the life sciences; 


--NAMRU-3 initiated (and is expanding) engagement with Libya 
together with the World Health Organization; 


--Participation by Libyan experts in two Conferences held in 
Cairo in February 2006 (one by FAO-ICARDA Conference on 
biotechnology and genetic engineering and one on HIV/AIDs); 


--Participation by Libyan experts in a biosecurity workshop in 
Amman 
Epidemiology Training Program in Amman; 


--An invitation from the American Biological Safety Association 
(ABSA) for six Libyan experts to participate in their annual 
meeting in Boston in October 2006 was forwarded to Dr. Sharif 
for the invitees in June 2006; 


--A renewed invitation by the UK for Libyan experts to visit 

London for a visit focusing on cooperation in the life sciences 

in September 2006. 

4. (U) August 9: Discussion of BWC National Implementation and 
Pathogen Security Legislation: The U.S. initiated discussion 

on legislation with a 

presentation on pathogen security covering definitions 

to build a pathogen security program 

assessment and management processes 

that are required for implementation. A second U.S. 
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presentation focused on national implementation of the 
Biological Weapons Convention (BWC) and related pathogen 
security legislation. U.S.-developed model legislation was used 
to discuss the differences between the U.S. approach and two 
draft Libyan laws provided earlier to U.S. experts on 
\"Concerning the Manifestation and Handling of Extremely 
Dangerous Live Organisms in the Libyan Jamahiriyya and 
\"Establishment of a Mechanism to Provide Early Warning Against 
the Spread of Diseases in the Libyan Jamahiriyya.V A professor 
of international law from Al-Fatah University joined the Libyan 
side 

Justice 

that each national legislation differed slightly with respect to 
their respective national legal frameworks. The UK also 
highlighted and handed over information on the UK-based NGO 
Verficiation 

(VERTIC) study that was examining national implementation and 
legislation related to the BWC and various nuclear treaties. 

U.S. agreed to provide an Arabic translation of the model 
legislation at the request of Libyan experts 

hope that it could be drawn upon it in their legislative 

drafting. 


5. (S) SubCommittee members visited General El-Ghadi\'s 
defensive training facility in Tajura. (Comment. U.S. and UK 
experts visited El-GhadiVs facility and toured an NBC Defense 
School run by Col. Othmann 

2004. This appears to be the same facility. See Ref: LTAG 
014-2004 

Comment.) They were met by Col. Othmann 

Nuclear 

and Chemical Defense School. After providing a tour of some of 
the facilities on the compound and answering questions 

stated that the school trained military personnel only on 

nuclear and chemical defense and 

explained that they have no provision for training for 

biological defense 

future at this facility. Rather 

Libyan public health service to provide medical aid if there was 

a disease outbreak. He also took the SubCommittee to a CW 
defensive lab under construction 

another year to complete. Equipment has been purchased for the 
lab and was on site. The classrooms and laboratory facility 
appear to comprise a fairly small portion of the military 
compound 

view any buildings on the remainder of the compound. Of note 
this occasion was the first time Libyan NCBB members had visited 
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this facility. 


6. (S) Comment. In his September 2005 meeting with the 
SubCommittee General El-Ghadi focused more on the chemical vice 
the biological defensive activities planned for his facility; 

however 

would be a part of its mission. UK team notes 

Col. Othmann\'s comments were fully consistent with what they had 
heard before and that they had always understood the facility to 
focus on chemical and radiological defense. U.S. and UK experts 
were both told that a lab under construction at the facility 

wold be for chemical weapons defensive purposes; U.S. and UK 
explained that Libya might have to declare it to the OPCW. The 
lab U.S. and UK experts were taken to on August 9 is still under 
construction (old classroom section being refitted) 

air handling system 

and what appeared to be a V'cold storage" room 

consistent with a 

lab that could be used for work with chemical and/or biological 
agents. Although the lab could easily be completed in a short 
time 

to a year to finish construction. SubCommittee members did not 
ask to see the on-site equipment 

visit by CW experts might be useful to help determine the 
capabilities and purpose of the completed laboratory. End 
Comment.) 


7. (U) SubCommittee members visited the National Center for 
Infectious Disease Prevention and Control (NCIDC). Dr. Smeo 
the hospitable and talkative head of the Center 

presentation on the activities of 

the Center and a tour of the Center. Visitors were taken to one 
small lab space capable of biosafety level 2 work 

number of stations where computers were being used to enter 
data. The Center seemed to be well equipped and efficiently 
functioning. This occasion was the first visit to the Center 

by the Libyan NCBB members; in a private aside 

mentioned to a U.S. colleague that he had expected \"more\" from 
the Center. 


8. (U) The UK provided an outline agenda for the visit 
scheduled for September 7-15 
web sites for the delegation to obtain further information 
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about each of the facilities 
they would be visiting. 


Libya 


9. (U) Dr. Bruce Boynton 

NAMRU-3 Mission and its relationship with the World Health 
Organization. He described recently initiated collaborative 
scientific exchanges with Libyan 

experts. The question and answer session proved to be useful 
in obtaining more information on endemic disease in Libya 

will be helpful to NAMRU-3 in tailoring its collaborative 

efforts with Libya. 


10. (U) Libyan Participants: 


Dr. Mohamed M. Sharif 

Chairman of the National Committee for Bioethics and 
Biosafety 

Head of the BTRC 


Dr. Abdurahman Tawil 
Member of LNCBB 
Faculty of Science 


Dr. Abdulaziz M. El-Buni 
Member of LNCBB 
Faculty of Science 


Dr. Mohamed A. Abaugalia 
Member of LNCBB 
Member of Military Ministry 


Mr. Muftah Al-Hemali A. Ali 

Member of the LNCBB 

The General Administration for International Organizations 
at the General People's Committee for Foreign Liaison and 
International Cooperation 


Dr. AbdulKader A. El-Maleh 
Member of the LNCBB 
Faculty of Agriculture 

Omar al-Mukhtar University 
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Dr. Abdalgader Saleh Ali 

Member of LNCBB 

Faculty of Science 

Sabha University 

Dr. Abdussalam A. Masaud Amara 
Member of LNCBB 

Pharmacy School 

Al Fatah University 


Mr. Abdulaker Mohamed Alioah 

Member of the LNCBB 

The General Administration for Law at the General People\'s 
Committee for Justice 


Dr. Milud A. Amru 
Professor of International 
Al-Fatah University 
Observer Member 


11. (U) UK Participants 


--Dr. Peter Biggins 
--Dr. Lorna Miller 
Porton Down 


12. (U) U.S. Participants 


--U.S. CoChair Katharine C. Crittenberger 
State 

--Ms. Michelle Baker 
--Dr. Bruce Boynton 
--Mr. Marshall Brown 
Department of State 
--Mr. Christopher Eaves 
Tripoli 

--Mr. Shaun Hayeslip 
--Dr. Marie Ricciardone 
Engagement Program 
(Egypt) 

--Dr. Gregory Stewart 
State 


13. (U) Updated Draft Roadmap for Way Forward in Cooperative 
Engagement in the Life Sciences (revised August 10 


August 2006 
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UK/Libya 


--UK to provide information to facilitate Libyan Participation 
in a Workshop on \"Approaches to National Legislation for 
Nuclear 
August. 


September 2006 
U.S./UK/Libya 


-- Visit to UK 

--Finalize plans for Human Infectious Disease Surveillance 
Workshop 

participation 

--Possible consultations on upcoming BWC Review Conference 
-- Additional consultations on legal issues 


U.S./Libya 

--Continue cooperative engagement with NAMRU-3 
October 2006 

Libya 


--Attend annual meeting of American Biological Safety 
Association (Boston 


November 2006 
U.S./UK/Libya 


--Attend Sixth Review of BWC (Nov 20-Dec 8) 
January 2007 
U.S./UK/Libya 


--Meeting of TSCC Bio SubCommittee 

--Disease Surveillance Workshop (Jan 21?) 
--Identify Workshop follow up activities 

--Animal Disease Surveillance Workshop 

--Plant Disease Surveillance Workshop/GM Foods 
--Training Track 

--IRB Workshop 


GOLDRICH 
BERRY 
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despite national level officials\' utilization of the term \"cholera.\" 
The UN World Health Organization (WHO) began reporting cases in 
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Nyala town on May 24 

state including Ed Daein 

mid-June 

and Kalma camp. The official SMOH/WHO surveillance system shows 
that the epidemic peaked in week 30 at 143 cases and that the 

current number of new cases has declined to 68 in week 35. Although 
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this surveillance system has considerable flaws including limited 
geographic coverage and low reporting rates 

trend is also supported anecdotally by non-governmental 
organizations (NGOs). By the end of August 

treatment centers in Nyala town and Kalma camp had a daily average 
of only 10 patients each. 


6. (SBU) USAID/DFO has noticed that the lack of coordinated 
leadership in the South Darfur cholera response is a matter of 
concern. Three months after the first reported cases of cholera WHO 
and SMOH have yet to present a comprehensive or actionable response 
plan. Health promotion 

campaigns 

fits and starts with little effective coverage or coordination with 

NGOs providing volunteers and supplies. The lack of overall 
leadership from WHO and SMOH has led NGOs to create a parallel 
coordination structure for exchange of information. USAID/DFO staff 
noted that the UN Childrens Fund resumed coordination of the Nyala 
town water chlorination campaign in late August 

implemented relatively well by USAID partner CARE and the Sudanese 
government Office of Water and Environmental Sanitation (WES). 


7. (SBU) Camp coordinators work to identify gaps within the 
response 

NGOs working there 

The absence of designated camp coordinating agencies had created 
noticeable humanitarian gaps leaving community grievances 
unaddressed in some of the IDP camps surrounding Nyala including 
Otash 

for the Coordination of Humanitarian Affairs (OCHA) took the lead in 
working with the Humanitarian Aid Commission (HAC) to encourage the 
naming of camp coordinators for these locations. In June 
Norwegian Refugee Council (NRC) mobilized staff in anticipation of 
filling these roles. 


8. (SBU) On July 20 
coordinate Al Salaam camp. In mid-August 
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named two local NGOs 

Fursan 

respectively. OCHA has expressed reservation as to whether the two 
local NGOs have the capacity and resources effectively to fulfill 

the camp coordination role and plans to conduct a capacity building 
workshop for the organizations on September 16. 


9. (SBU) On July 27 

Gereida 

largest camp in all of Darfur. OCHA was able to make this 
determination without the involvement of HAC because Gereida is in 
SLA-controlled territory. NRC is expected to help address immediate 
needs 

recently collapsed due to sandy soil and heavy rains 

community priorities 

events in Gereida back to the humanitarian community in Nyala. 


10. (SBU) On September 3 

the HAC checkpoint outside of Kalma camp and not allowed to enter 
the camp. Upon conferring with HAC in Nyala town 

there was a HAC investigation underway and that they would not be 
allowed into the camp until a three-day investigation was completed. 
However 

return to Kalma camp. The lack of camp coordination in Kalma is 
preventing USAID/OFDA partner CARE from returning to the camp to 
resume water and sanitation activities. CARE was relying on NRC to 
facilitate a meeting with sheiks in Kalma camp to negotiate 
guarantees for the security of their staff; without NRC present 
meeting has not taken place. 


POWERS 
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the subsequent attack against the symbol of government wrong and 
claiming that as soon as he heard about it he called off his 
tribesmen 

understood that the Bani Asad tribe was peaceful in nature and 
against the kind of violence that is permeating Basrah. His 
nephew\'s murder was the second death in the family. Earlier the 
Sheikh\'s only son 

for the same reason 


3. (C) In dealing with the aftermath of the attack on the 
government building 

tribes offered assistance 

would \"only escalate the situation. He explained that the 
governor and BPC established a secret investigative committee to 
determine the facts behind his son and his nephew\'s murders. 
The committee started its investigation shortly after the last 
assassination 

about it. Sheikh Hassan asked the RC to help move the 
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investigation along 

obtain information on the committee. Sheikh Hassan refused to 
ascribe blame for the murders to any particular individual or 
group. There is 

either murder. 


4. (C) Sheikh Hassan said that the Basrah security committee 
formed by the Prime Minister in July is \"good 

ineffective unless all of the political parties agree to 

cooperate and work with it. He identified unemployment as the 
biggest problem facing Basrah 

dismissed after the fall of Saddam had \"no jobs 

feed their families 

militias for employment. 


5. (C) Comment. As one of the elders of the Bani Asad tribe 
reportedly the largest tribe in Iraq with over one and a half 

million members 

and is unique among the tribal leaders in the south - he was 
well-reasoned and did not try to place blame on other tribes or 
individuals for any of Basrah\'s many problems. Claiming that 

his tribe stood for peace 

main concern 

have food" if he had to choose. He is concerned about the young 
members of his tribe 

Basrah for them 

also made an interesting comparison between the old tribes and 
the \"newer\" tribes he said were formed during Saddam\'s reign. 
Sheikh Hassan said the new tribes are weak and are unable to 
provide a strong enough bond to prevent its young members from 
defecting to the militias. Overall 

thoughtful leader concerned about the future of his tribe. End 
Comment. 
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to promote regional stability; and (3) promote economic 

growth and job creation. He welcomed French advice and 
insights and said he hoped to work closely with the French 
once in Djibouti. The French were receptive to Ambassador 
Symington\'s pledge to cooperate and expressed their intention 
to reciprocate. 


Meeting at MFA 

5. (C) After mentioning the Borrel case (see paras 17-18) 
DAS-equivalent Le Gal and desk officer Gautier began by 
noting that Djiboutian officials frequently visited France 

often privately. On an official basis 

visited Paris in May 2005 

in February 2006 

later in September. French assistance to Djibouti (about 25 
million euros/year) was high on a per capita basis. Base 

fees amounted to another 30 million euros/year. Le Gal 
welcomed U.S. interest in Djibouti -- V'we do not seek a 
monopoly there!" -- and stressed that the U.S. and France were 
not Vrivals.V' Ambassador Symington said that he shared this 
view completely. 


6. (C) Gautier said that French forces in Djibouti numbered 
somewhat under 3 

renegotiate base fees with France after the U.S. established 
its base. He and Le Gal acknowledged that Djibouti would try 
to play France off against the U.S. on this and other issues 
but they said that France accepted that reality. \"It\'s OK if 
they have more friends 

France was the only EU country with an embassy in Djibouti. 
Gautier noted recent GOF efforts to restructure FranceVs 
military presence in Africa to function on a regional basis 
and to realign those forces consistent with AfricaVs 


sub-regional groupings. 


7. (C) The MFA officials agreed with Ambassador Symington 
that more and more investors from other regions (e.g. 
Singapore and Dubai) were doing business in Djibouti 

reason being Djibouti\'s port and the access it provided to 
neighboring countries 

with Ambassador Symington\'s comments on Djibouti\'s serving as 
a platform for observing the region 

Djiboutian government was a good source of information about 
Djibouti\'s neighbors. She noted the presence of Somalis in 
Djibouti and Djibouti\'s contacts with Somalia\'s Islamic 

Courts. France\'s embassy in Djibouti had been instructed to 
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meet with moderate elements of the Islamic Courts 

hope that the moderates 

dominance. Le Gal noted that Djibouti was also useful in 
following the Somaliland issue. Djibouti had managed to 
maintain a balanced relationship with Ethiopia and Eritrea. 


8. (C) The French noted that the possibility of social 

unrest existed in Djibouti 

bases was not necessarily being distributed broadly. The 
labor movement was relatively strong in Djibouti because of 
the port and labor unions consisting of dockworkers. Gautier 
commented that the political opposition lacked strong 
leadership. The widespread use of khat 

mainly from Ethiopia 

Society. It had generally negative effects on the political 
process and economy. Social unrest was always possible when 
supplies of khat dwindled. 


9. (C) Ambassador Symington solicited views on job 
creation 

service 

that Djibouti\'s port remained the central element of its 
economy. Some wanted to make Djibouti a regional hub. 
However 

-- a weak legal system with business laws not conforming with 
international norms 

provided certain services to the fishing industry. Djibouti 
offered possibilities regarding thermal energy 

yet been studied closely 

companies operated in Djibouti -- BNP 

-- but these were small operations with V'three expats" at 
each company. The EU was engaged in renovating Djibouti\'s 
railway system but this project would take time. 


Meeting at French Presidency 

10. (C) President Chirac\'s Africa advisor de Bonnecorse and 
his deputy Labriolle expressed concern about Islam\'s growing 
influence in Djibouti 

completely African 

Bonnecorse stressed the need for Djibouti to work more 
closely with the West. Increasing numbers of Somalis 
Eritreans 

Djibouti\'s port and the illusion that it would always provide 
more jobs 

growing in Djibouti. 


11. (C) Bonnecorse said that France welcomed the U.S. 
military presence in Djibouti. He encouraged close 
cooperation with FranceVs military and diplomatic 
representatives in Djibouti. On the economic side 
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construction of an oil refinery could provide opportunities. 
Tourism offered limited opportunities. Truck drivers 
seeking to protect their status 

system and hindered its renovation. Labriolle was more 
positive than his MFA colleagues on thermal energy 

that an Italian company had been involved during the 1970s 
and that interest could revive with higher oil prices. On 

the fishing industry 

fish 

qualified workforce 

Symington underscored the importance of sustainable 
management of fisheries resources and the potential for that 
effort to encourage sub-regional cooperation. Labriolle 
added that the French and U.S. military presence in Djibouti 
operated in Djibouti\'s favor economically by enhancing 
stability 


12. (C) On areas of U.S.-France cooperation 

stressed the need to work with President Guelleh (\"who holds 

99 percent of the power") in the context of discouraging the 

rise of radical Islam. Guelleh only looked at short-term 

issues -- wealth and power -- but needed to consider 

long-term perspectives. Bonnecorse said he knew Guelleh 
because of his periodic 2-3 day visits to Paris 

he sometimes meets with Chirac. Bonnecorse described Guelleh 
as an agreeable personality but a bit of a V'character 


a bad temper when suspicious. Guelleh did not trust 
Westerners. In contrast 

impressions of Djibouti\'s Prime and Foreign Ministers. Не 
warned Ambassador Symington to beware of Minister of 
Presidential Affairs Moussa. 


13. (C) On ethnic issues 

problems 

Afar. Unfortunately 

ethnic component 

Eritreans 

more than it did the Issa. On the positive side 

and DjiboutiVs location allowed Djiboutians to know the 
region very well 


14. (C) Labriolle suggested that Ambassador Symington work 
with the French to track developments in Somaliland and to 
determine Djiboutian attitudes towards it. The question of 

an independent Somaliland was likely to arise 

said 

at present 


15. (C) The Ethiopia-Eritrea dispute was a much more 
serious matter 
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the two sides respect the Algiers Agreement. The risk of war 
remained high and the regime in Eritrea was erratic. 
Djibouti followed the issue closely 

diplomatically 

with Ethiopia. France was trying to improve its own 
relations with Eritrea 

visit later in September by Minister-Delegate for 
Cooperation 

Labriolle said that crime against Westerners in Eritrea was 
rising 


16. (C) The French noted Djibouti\'s good relations with 
Iran 

received from Saudi Arabia but no longer did. Relations with 
Iran also served to \"warn\" the West that Djibouti had 
alternatives to the West. DjiboutiVs relationship with Iran 
was consistent with the desire of small nations to seek as 
many friends as possible. 


Borrel Case 

17. (C) DAS-equivalent Le Gal began the MFA meeting by 
referring to the Borrel case and its continuing 

complications. (NOTE: The case involves the death of French 
magistrate Bernard Borrel in Djibouti in 1995 

suicide. Mrs. Borrel has been contesting the ruling 

claiming that he was the victim of foul play. French 

judicial authorities have asserted their independence in the 
case and have refused to provide their files to Djibouti 

despite an MFA public statement that the GOF would do so. 
Litigation continues at the International Court of Justice. 

See Ref A. END NOTE.) Le Gal said that the French have 
tried 

that the GOF\'s ability to control the French judiciary was 
limited because of the separation of powers 

judiciary aggressively defended. She described the case as a 
continuing irritant that flared up from time to time and 
negatively affected relations. 


18. (C) Presidential Advisor de Bonnecorse and his deputy 
Labriolle were much blunter 

entirely \"franco-francais\" waste of time and resources. They 
both firmly believed that the death was a suicide 

evidence supporting such a finding (the decedentVs note to 
his wife 

military medals 

purchase of a jerrycan of gasoline shortly before his 
immolated body was discovered). They regretted that the 
incident continued to affect relations but noted that cases 
entering the French judicial system often took on a life of 
their own 
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Meeting with Joint Staff 

19. (C) Colonel Gerard Dubois (Africa and Middle East 
Advisor to the CHOD) 

Branch 

Clement (Africa Division 

Directorate 

roundtable meeting for Ambassador Symington. Clement 
reviewed French deployments in Africa (about 16 
including Operation Licorne in Cote dVlvoire 

sub-Saharan Africa 

across Africa). He described the importance of France\'s 
African presence in support of such operations as Task Force 
150 


discussed the piracy issue and the pirates" relatively 
skilled way of darting between national and international 
waters to avoid capture. 


20. (C) The officers expressed optimism despite Africa\'s 
crises. Its resources were attracting many non-Africans 
although crises often seemed to erupt in resource-rich areas. 
They reviewed France\'s on-going military restructuring in 
Africa so as to align French forces and command structures 
with Africa\'s sub-regional organizations. This realignment 
would not 

relationships 


Africa had gone through three stages -- a phase of 
\"assistance\" during the immediate post-colonial period 
\"cooperation\" during the 1970s and into the 1990s 
\"partnership\" since the end of the 1990s. Worrisome areas of 
uncertainty included the directions that Somalia 

and Eritrea would take and how this would affect Djibouti. 
Would Somalia come under radical IslamYs domination? How 
would Eritrea react? Would IGAD 

less than impressively 

as a regional player? The French indicated they would try to 
help IGAD become more effective. 


21. (C) The French officers welcomed cooperation with the 
U.S. and others 

not in competition in Africa. U.S.-France cooperation in 
Djibouti was excellent. The French mentioned renewed 
U.S.-France evacuation planning from Djibouti as one area of 
possible cooperation. Prior planning had gone dormant and 
should be reinvigorated 

sides worked well on search and rescue programs. 


22. (C) The French were less optimistic about economic 


Column 3 

growth and job prospects 

Its coastal areas offered potential but lacked 
infrastructure 

exploiting the country\'s maritime economic potential. 


Meeting with Major General Benoit Puga 

23. (C) Major General Puga 

Operations 

strategic position between the Arab world and Africa. French 
forces there focused on the Horn of Africa and the Indian 
Ocean 

the rest of Africa and Central Asia. He noted that close 
cooperation with the U.S. existed and remained important. He 
said the French were confident that the Djiboutian government 
had good knowledge of in-country developments and that the 
Djiboutians regarded the terrorist threat as low. An 

incident could happen 

the local police and intelligence services were on top of 
things. 


24. (C) French forces in Djibouti were important 
forward-deployed forces. Puga believed that the ability to 
respond quickly to crises with a small force was often better 
than waiting too long to build up a large force and then 
arriving after a small fire became a big one. French forces 
were following the situation in Somalia and shared 
information with the U.S. France had no contacts with the 
Islamic government. Unlike Afghanistan 

evidence of terrorist training camps in Somalia 

Puga said individual terrorists might be present and believed 
that Somalia might be used as a transit point or refuge for 
terrorists on the run. Arms and drug trafficking were 
concerns. He concluded that Somalia was a worry for the 
medium term. 


25. (C) Puga said that French forces were cooperating with 
Yemen and had helped to train YemenVs Special Forces over the 
past two years. The trainers were not a permanent presence 
but worked in Yemen on a periodic basis. The French were 
following the Ethiopia-Eritrea crisis and tried to promote 
equilibrium. France was perhaps more worried about a 
possible spillover of the crisis and its effect on Djibouti. 

He said that FranceVs military interest included making sure 
that France had an evacuation plan in place. Puga mentioned 
in passing the difficulties in working with Eritrea. Puga 

said that a French general officer was stationed in Addis 
Ababa to work with the African Union. The AU was not yet a 
mature 

and would remain engaged in helping it succeed. 
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26. (U) Ambassador Symington has cleared this message. 


Please visit Paris\' Classified Website at: 


http://www.state.sgov.gov/p/eur/paris/index.c fm 
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condemning that civilians had been explicitly targeted. The 
Diyarbakir Bar Association also condemned the attack 
problems should only be solved through dialog. The Council of 
Europe Parliamentary Assembly President Ren Van Der Linden strongly 
denounced the bombing. Van Der Linden said the attack was 
Vbarbaric 

international coordination against terrorism. 


General Ralston Visits Ankara 

All papers report the US Special Envoy for Countering the PKK 
retired Air Force General Joseph Ralston 

victims of Tuesday's bomb attack in Diyarbakir at a news conference 
with Turkish Foreign Ministry (MFA) officials in Ankara. \"We need 
visible measures urgently so that not only the Turkish public 

the Iraqi and the American publics can also see that we are serious 
about eliminating the threat of terrorism 

meeting 

was running out. Tuygan signaled that Turkey would start unilateral 
action against the PKK in northern Iraq unless the US moves to 
combat terrorism. 

In a later meeting with his Turkish counterpart Edip Baser 

said he would give President Bush the details about the deadly 
bombing in Diyarbakir. Ralston later met with Prime Minister 
Erdogan who expressed Turkish concerns over possible bargaining with 
the PKK. Ralston assured Erdogan that the US would not deal with 
the terrorist organization. Papers report Ralston as saying that 
military operations would the last option for combating the PKK. 
\"The PKK offices in Iraq must be closed down 

captured. The three-party mechanism among Turkey 

should be activated for swift action against the PKK 


Murat Celik writes in the nationalist-sensational Bugun: “Тһе US 
envoy for countering PKK terrorism made a good impression during his 
first visit to Ankara. Ankara thinks that Ralston demonstrated a 

strong stance in understanding the importance of PKK terrorism to 
Turkey and the sensitivities over this issue. He underlined during 
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every meeting that the PKK will never ever be considered a 
negotiating partner 

officials he met. A Turkish official summed up the meetings with 
Ralston in an overall positive way by saying that Ralston seems very 
determined to deal with the issue and he is capable of establishing 
political will on this problem within the Washington 

administration. V 


The Ismailaga Mosque Murder 
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All papers: Prime Minister Tayyip Erdogan lashed out at the media 
reports concerning the killing of a Muslim preacher (Imam) and the 
subsequent lynching of the assailant 

incident was \"provocative.\" At a meeting with AKP provincial 
leaders 

lynching of the murderer while ignoring the incident itself. 

Erdogan said there is no evidence that the murderer had been lynched 
in the mosque 

condolences to the family of the preacher killed. Interior Minister 
Aksu said the Ismailaga Mosque murder is being investigated and 
there is no question of covering up the incident. In a related 

story 

complained about the Diyanet\'s need for more staff 

we cannot appoint preachers 

present 


Senator Blocks HoaglandYs Nomination as Ambassador to Yerevan 
Hurriyet 

nomination of Richard Hoagland to be Ambassador to Armenia to 
protest the Bush Administration\'s refusal to describe the events of 
the early 20th century as VArmenian genocide. Last week 
Senate Foreign Relations committee voted to send Hoagland\'s 
nomination to the full Senate for a vote. Under Senate rules 
Menendez lifts his hold 

nomination. Hoagland had refused to use Vgenocidev at his 
confirmation hearing in June to describe the events 

current Ambassador John Evans 

events as \'genocide.\' 


British Artist Taken into Custody for Insulting Prime Minister 
Erdogan 

Sabah 

from one to three years in prison for depicting PM Erdogan as a dog 
attached to a leash made out of the American flag. Michael 
Dickinson was taken into custody on Tuesday after he refused to put 
away the poster which he displayed in a court hearing for anti-war 
activist Erhan Kara. British daily The Guardian quoted Dickinson as 
saying VI wasn\'t even planning to open the poster up. But 
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said 


Editorial Commentary on Afghanistan 

Commenting in the economic-political daily Dunya 

that NATO is facing a V'difficult challenge\" in Afghanistan: ΝΑΤΟ 
failed to establish significant fundamental changes in Afghanistan 
during Operation Enduring Freedom 

The recent attacks by the Taliban against NATO forces demonstrate 
the fact that the NATO operation led to the collapse of the Taliban 
but the leadership remained there. Despite the elections and a 
parliament with elected members 

feudal age where thousands of rural gangs are controlling the area 
outside of Kabul and they are all involved in drug trafficking. The 
Taliban continues to exploit religious sensitivities of poor and 
illiterate people all over Afghanistan. Moreover the Taliban finds 

it very easy to conduct its propaganda because there is no 

difficulty with money flow. Bin Laden and other radical groups are 
providing cash 

as well as weapons. NATO faces a very difficult challenge because 
many NATO members have dedicated very little to the Afghanistan 
mission.\" 


TV Highlights 
NTV 
Domestic News 


- Foreign Minister Abdullah Gul 

\"Dialog of the Peoples and Cultures 

counterpart Philippe Douste-Blazy and President Jacques Chirac to 
discuss Lebanon 
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- Speaker Arinc called the Turkish Parliament into an extraordinary 
meeting on September 19 to discuss EU harmonization bills. 

- A report by the International Campaign 2006 against landmines 
urged Turkey 

destroy its stock before the year 2008. The report said Turkey kept 
three million landmines in stock. 

- The ruling AKP receives 15 

Turkey every month in which 90 percent voice objections to 
deployment of Turkish troops to Lebanon. 


International News 


- An Iraqi insurgent group 
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Wednesday to kill a Turkish driver 
27 

Iraq. 


- Turkey will take the regional command of ISAF in Kabul in April 
2007 instead of deploying additional troops to Afghanistan. 


- Turkish Cyprus \"President\" Mehmet Ali Talat tasked the outgoing 
Prime Minister Ferdi Sabit Syer with forming a new government. 
Soyer is expected to set a coalition government with a new party 
formed by four lawmakers who have resigned from UBP and DP last 
week. 


- Palestinian President Abbas confirmed that he would ask Prime 
Minister Haniya to form a new government. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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level" overture from the USG to the GOE. The official 
offered no further information on the level of the suggested 
overture 

level or above. End summary. 


2. (C) USAID-Egypt Deputy Director and USAID-Egypt 
Democracy Program Director called on MFA Counselor Mahmoud 
Nayel on September 13. Nayel 

Moscow 

the registration of foreign NGOs. Nayel\'s comments to the 
USAID officers echoed and expanded on comments he had made on 
September 11 to visiting DRL DAS Erica Barks-Ruggles and NEA 
DAS Scott Carpenter (septel). Nayel told Barks-Ruggles and 
Carpenter 

studied 

contacts." Nayel also observed that 'Sometimes politics can 
block regular procedures." 


3. (C) Carefully choosing his words to the USAID staff 
Nayel indicated that IRI and NDIVs registration is being 
blocked at high levels of the GOE for \"political reasons.\" 
Nayel told USAID officers that he had been authorized by the 
MFA to deliver this message 

Vhigh level" USG contact with the GOE 

Assistant Minister for the Americas Salama Shaker 

the best chance to resolve the registration issue. Nayel 

also suggested that the GOE would welcome an apology or 
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expression of remorse for IRIVs decision to commence public 
operations last May before having submitted its registration 
application. (IRIVs May public relations activities were the 
proximate cause of the GOEV's June freeze оп ІНІ 

IFES. Although IRI staff have informally apologized to the 
MFA for their mis-steps 

to extensive MFA complaints about IRIVs mistakes 

our knowledge 

the IRI tempest.) 


4. (C) After offering the caveat that he was now speaking 
unofficially 

tactics in promoting reform in Egypt made it difficult for 

those in the GOE who supported political reform. Nayel 
observed that increasing nationalist sentiment in the 

Egyptian press made it difficult for the GOE to agree to 
policies or programs that V'appear to be dictated from abroad.\" 


5. (C) In response to a question 

registration is only required of foreign NGOs which seek to 
open offices or otherwise conduct legal transactions in 

Egypt. According to Nayel 

NGOs which work as sub-grantees to notify (rather than seek 
approval from) the Ministry of Social Solidarity (which 
regulates domestic NGOs) that they intend to accept foreign 
funding through a foreign NGO. 


6. (SBU) Finally 

establishing an inter-ministerial committee (with 
representatives from MFA 

Social Solidarity) to discuss funding of NGOs by the European 
Commission and the USG. 

JONES 
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precluded such dialogue in the near term. Bodson stressed 
there were no plans for Belgian officials to meet or have 
contact with Syria in the near future. 


3. (C) On Lebanon 

channel relief and reconstruction assistance so that it 

remains in the proper hands and is appropriately managed and 
distributed (Belgium has offered 5.5 million euros to date). 

He indicated FM DeGucht may travel to Lebanon the end of 
October or early November as part of a trip to celebrate the 
opening of a new Belgian embassy in Doha. He thought Belgian 
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troops should be on theground in Lebanon in early October. 


KOROLOGOS 
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The Court is still deliberating; CEI officials expect it to 

rule as soon as September 14. CEI spokesman Dieudonne Mirimo 
said he was \"confident\" the Court would grant the additional 
time echoing what CEI President Malu Malu told VOA after the 
decision. If the Court accepts the CEN's argument 

October 29 date for the second round would stand. CEI 
officials continue to maintain 

logistically and financially impossible to hold elections any 
sooner than that. 


3. (SBU) Comment: We believe it unlikely that the October 29 
run-off date will change. The Court is expected to grant the 
CEIVs appeal 

no circumstances can it hold elections any sooner. President 
Kabila plans to travel to New York for the UNGA 

clear sign that the Presidency does not believe the 
second-round elections are imminent. End comment. 
MEECE 
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Anti-Terrorism 

supports the NPT and itVs protocols. It would carefully 
examine both the meeting proposal and the substance. He 
would not be able to give an overnight response however 
to the absence of the Foreign minister in Havana for the NAM 
and other key figures. He would seek to get us a reply as 
Soon as possible 

Friday 

sensitivity of the request. The Russian Ambassador stated 
that if Morocco was not able to accommodate the meeting 
another location would have to be found 

capitals would prefer a next-day response 

to hear as soon as possible. He promised to try to contact 
us by the end of the weekend 

making the Russian Ambassador the POC. 


4. (SBU) Regarding the Declaration and Statement of 
principles 

agreed 

clarification. Please advise. Would appreciate any other 
details we could pass to them regarding envisioned meeting 
including size of delegations 
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Visit Embassy Rabat\'s Classified Website; 


Column 3 
http://www.state.sgov.gov/p/nea/rabat 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


RILEY 


78414 

78415 

78416 

78417 

force" He lamented that having adhered to the Darfur Peace 
Agreement (DPA) 

accept blue-hatting; in murky logic 

elements opposed to the DPA had been encouraged by the push 
for a UN force and 

countries 

it had been concluded. 


4. (U) Bashir accused proponents of blue-hatting of having a 
\"secret agenda 

that GOS concerns on this score were reinforced by UNSCR 
1706 

Sudan\" if implemented. Saying Sudan had been the first 
sub-Saharan African country to free itself from colonialsm 
he stated that the idea of its being the first to be 
\"re-colonized\" was simply unacceptable. Bashir rejected 
the argument that blue-hatting was necessary to ensure 
adequate funding 

AMIS for six months. Noting the AU decision to send an 

8 

in due course there would also be pressure to place that 
force under UN auspices. 


BASHIR\'S SUPPORT FOR AMIS 


5. (U) Bashir coupled his negative remarks about blue-hatting 
with laudatory comments on AMIS 

its removal and stating 

their mission.\" He portrayed the AU and AMIS as playing a 
\"very constructive 

cease-fire 

peacekeeping operation that should be allowed to proceed. He 
spoke repeatedly of the GOS\' \"surprise\" at the idea that the 
AU 

the DPA 

blue-hatting. 


JAMMEH\S SUPPORT FOR BASHIR 


6. (U) In remarks serving as an endorsement of Bashir\'s 
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stance 

country required the consent of its government 

\"Darfur is not so complex that African Union forces cannot 
solve it. Praising Gambian forces! participation in AMIS 
called on the international community to provide adequate 
resources to sustain AMIS 

would amount to an \"insult to Africans." 


COMMENT 


7. (C) This is Bashir\'s second visit to The Gambia in recent 
months; he also attended the AU Summit here in July. Bashir\'s 
precise agenda for this latest visit is unclear; if his 

objective was simply to promote another African leader\'s 
support for his opposition to blue-hatting 

judging from JammehVs remarks. At the same time 

of Jammeh\'s endorsement is limited 

The Gambia\'s modest regional weight. END COMMENT. 
STAFFORD 
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that if \"they had not contacted certain people 

be more normal.V The sisters associated RFE/RL reporting 
with this notification as they heard that \"їоо much 
information is getting out.\" (Note: This is the first time 

the daughters have linked their mothers situation with 
RFE/RL to embassy personnel. End note) 


4. (C) The sisters told embassy that the verdict of their 
mother's August 25 trial had not yet been finalized. The 
appeal process cannot start until written notification of the 
verdict is made public. 


Myradova Daughters Receive Confirmation of Mothers Death 


5. (C) Approximately one hour after the earlier 

conversation 

again and requested a meeting. In the interim 

Rights Watch representative currently visiting Tblisi 

Georgia informed embassy that her contacts in Bulgaria 
(presumed to be the Myradova relatives in exile) had heard of 
Myradova\'s death. OSCE representatives also joined this 
meeting at the embassy. 


6. (C) The Myradova sisters said that after returning home 
from their earlier visit to the embassy 
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them a note left by a Major Wepa\" from the police 
department. After contacting the police department 
vehicle arrived to the residence to transport them to the 
city morgue. An official at the morgue informed the sisters 
they needed to submit a letter assuming possession of the 
body and noting the burial place before they could view the 
body. The sisters refused 

first. The sisters feared that signing a letter 
acknowledging their mothers death would enable the 
government to kill their mother. Their argument assumed that 
the government 

the body. The morgue official told the sisters they had 20 
minutes to write the letter or the body would be buried in 
eight hours time. 


7. (C) Amidst this process 

worker at the morgue who told them the body arrived September 
13 at 12:30 p.m. Instead of the Yashlyk prison where the 

sisters had believed their mother had been held 

employee stated that the body had come from the Owadan Depe 
prison 

conversation was interrupted by another official who silenced 

the informative morgue employee. 


Trip to the Morgue to Identify the Body 


8. (C) After the conclusion of the embassy meeting 

traveled to the city morgue where they met the sisters again. 
After introductions with morgue officials 

requested to view the body. The official on duty appeared 
cooperative 

immediately. For approximately 30-40 minutes 

the Myradova sisters waited. The sisters arranged for a 
vehicle to transport the body and made numerous phone calls 
during this time. The morgue officials then insisted on a 
signature before viewing the body 

allowed the sisters to view their mother's body out of view 
of emboffs. Amid cries and shrieks 

unison \"oni ubili 

(her).\" Soon the body 

shroud 

invited emboffs to follow them to their residence to view the 
body. 


Condition of the Body 


9. (C) After arrival to the residence 
carried the body up to their second floor apartment. After 
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resting the body on the floor 

of their mother. They had not viewed the rest of the body at 
the morgue. Eventually they uncovered the entire body for 
emboffs to view. Following is a description of injuries and 
markings observed by emboffs: 


- A vertical one to two inch (in length) gouge in 
the middle of her forehead 
than the epidermis. The wound was red. No bruising was 
observed. 


- In contrast to her light tan complexion 
emboffs observed a uniform 
her neck of about half an inch in diameter. No bruising was 
observed around this impression. 


- Two or three areas of one hand had the skin 
flayed back with open 
small - the largest one measuring less than the size of a 
dime. 


- The ankle area of one leg was swollen and 
bruised. 


- A large bruise appeared on her lower thigh. 


- Her mid-section from her neck to waist had been 
sown back together 
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Emboffs did not observe any other marks or bruising 

did not have an opportunity to observe the back of her body. 
The daughters speculated that the body had been in cold 
storage for several days and also claimed that the wounds on 
their mother's hand were indicative of electric torture. The 
family has not yet received any paperwork from the 
authorities regarding their mother's death and an explanation 
of the cause has not yet been provided by Turkmenistani 
authorities. 


Next Steps from Ashgabat 


10. (C) The Charge met with OSCE Ambassador Ibrahim Djigic 
and U.K. Embassy Ambassador Peter Butcher on September 14 
after emboffs returned from viewing the body. Djigic said he 
would ask that OSCE Chairman in Office Karel de Gucht write a 
letter to President Niyazov demanding an explanation of 
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Myradova\'s death while in custody. The embassy expects to 
maintain contact with the two daughters 

overt diplomatic next step until the OSCE request has run its 
course. 


Press Inquiries 


11. (U) Post alreagy is receiving press inquiries on the 
Myradova case and is replying 

collecting the facts regarding this case and has no comment 
at this time.\" 


Comment 


12. (C) The Myradova case has been complicated from the 
beginning. While human rights organizations and the media 
emphasized that she was being persecuted for her job as an 
RFE/RL reporter 

raised by the government. The fact is she is dead 

is suspicion that she was killed 

conclusive. Releasing the body of a political prisoner to 

the family is an unprecedented act. The usual course of 
action is a series of rumors regarding the alleged death in 
prison of a prominent detainee until a credible contact can 
verify that the information is accurate. Scores of prisoners 
arrested for the alleged November 2002 assassination attempt 
of President Niyazov have not been heard of since their 
detention. There are many high-level government officials 
who were imprisoned and their fate is unknown. That the 
government would conduct what appears to be an autopsy and 
release the body to the family 

attention that has already been focused on this case 

much speculation about the cause of death. Post is waiting 
for the family to deliver photos of the corpse and possibly 
the autopsy report for the official cause of death. Post 

will continue to monitor all local developments and report 
them immediately. End Comment. 


BRUSH 
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7. (SBU) Comment: Many of our Congolese interlocutors had 
been calling for intervention by the international community 

to bring Kabila and Bemba together. While only a step in the 
much larger process 

least appears to have the desired effect. End comment. 
MEECE 
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response to Tsvietkov\'s non-paper regarding the possible 
\"precedent\" of Kosovo independence for post-Soviet \"frozen 
conflicts 

regarding possible USG reaction if \"Belgrade does not agree 
to independence for Kosovo.\" Tsvietkov cited Kosovo 
developments 

Vreferendum 

elections 

distracting Transnistrians and complicating Ukrainian efforts 
to restart the suspended five-plus-two negotiations. 

Stressing the importance of face-to-face discussions 
Tsvietkov opined that Ukraine might resort to other formats 


SIPDIS 

such as \"three-plus-two\" or \"five-plus-one 

bringing together all participants except Transnistrian 
representatives 

since all other parties including Russia had indicated their 
readiness to restart the talks. 


3. (C) Comment: This is not the first 

last 

Kosovo independence will have on other separatist regimes 
especially Transnistria. Tsvietkov softened the position by 
acknowledging the differences inherent in Kosovo 

out that figures such as Transnistrian leader Igor Smirnov 
would gloss over the differences and focus only on the 
outcome. He also bemoaned the fact that 

different assumptions 

the issue have ended up coinciding. End comment. 


4. (U) Following is text of September 2006 (MFA) Political 
Department non-paper 

Settlement of Kosovo Issue.\" We have made minor grammatical 
and spelling corrections. 


Begin text. 


As an active contributor to international stability 
is closely observing the situation in southeastern Europe and 
in Kosovo in particular. 


From the very outset of the Kosovo crisis 

efforts with the aim to settle it by political means and was 
assisting the post-conflict stabilization in the autonomous 
region. Ukraine is actively participating in the 
peace-keeping efforts of the international community in 
Kosovo. 
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Ukraine advocates the negotiating process between Belgrade 
and Pristina and the search for a mutually acceptable 
compromise settlement. Within this context 

future status of Kosovo 

of the UN Security Council 


Ukraine warns against hasty steps which can destabilize the 
situation in the Western Balkans and set dangerous 
precedents. We support such decisions as to Kosovo status 
that would strengthen security and stability in the region 

and in Europe. 


Ukraine proceeds from the necessity of the final settlement 
of political 

creating conditions for the return of the non-Albanian 
population and guaranteeing the human rights and rights of 
all ethnic groups of the region. 


We regard that the negotiating process on Kosovo should be 
continued based on recognized norms and principles of 
international law 

borders with the use of force or unilaterally. 
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Besides 

dialogue on a diplomatic level 

non-governmental organizations 

within European and world formats in order to work out a 
balanced and optimal decision that will have a substantial 
impact on the development of international law and practice 
of international relations concerning conflict settlement. 


End text. 


5. (U) Visit Embassy Kiev\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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Caucasus.\" Noting that Jamestown conferences on the North 
Caucasus had become a V'bitter theme 

GOR was aware that organizers had again invited Mairbek 
Vachagayev 

university but also the former spokesman for separatist 

leader Aslan Maskhadov. The conference Jamestown organized 
in April \"Saidullayev\'s Caucasian Front: Prospects for a the 
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Next Nalchik\" had been an insult (reftel) 

again inviting Vachagaev 

forum to propagate views in support of terrorists. 


2. (C) Khudin said Vachagaev had openly spoken of his 
connections to Maskhadov and Chechen terrorist Shamil 
Basayev 

with them and his knowledge of terror acts that they planned. 
Citing Security Council resolutions 1267 

as well as the Glenn Eagles G8 Summit declaration 

said the U.S. had international obligations to prevent 
incitement of terrorist acts and dissemination of terrorist 
information. Khudin 

also noted that the U.S. Supreme Court had ruled in 1931 that 
incitement to violence was an exception to the protections of 
free speech in the U.S. 

a sufficient legal basis for the U.S. to stop the conference. 


3. (C) Polcouns responded that while the title of the 
previous Jamestown conference was offensive to the GOR 
U.S. believed that discussions of terrorism and its spread in 
the North Caucasus and elsewhere was a legitimate topic of 
discussion and did not constitute incitement. She emphasized 
that Jamestown was a non-governmental organization 
which the USG did not exert control or policy direction. The 
U.S. opposed terrorism in Russia 

cooperatively and productively on counterterrorism with the 
GOR 

specific information on Vachagaev 

through the appropriate channels. Polcouns noted that 
support for Chechen separatism did not in and of itself 
consitute proof of terrorist complicity. 


4. (C) Polcouns urged the GOR to highlight the noteworthy 
accomplishments in bilateral CT cooperation 

against the backdrop of the CT Working Group currently 
convened in Washington. It was unfortunate that when the GOR 
protested the Jamestown Conference in April 
government-owned media had portrayed the seminar as USG 
support for Chechen terrorists. To the contrary 

wanted to be helpful in the North Caucasus 

counterterrorism 

GOR on bringing stability to the region. Polcouns pointed to 
US participation in an upcoming UN planning meeting on future 
international assistance in the North Caucasus. 

BURNS 
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investment grade. The private sector in Kenya had called for such a 
review. The GOK hopes it will lead to reduced interest rates and 
increased investment 

for an active IMF program. End Summary. 


2. In his June 15 budget presentation 

announced that the GOK would hire Standard and Poor's to carry out a 
credit review and provide Kenya its first sovereign rating. The 

private sector has for several years called for the review 

Kimunya declared it would improve Kenya\'s creditworthiness and 
encourage foreign direct investment. Kimunya also believed it would 
stimulate domestic investment through lower interest rates 

cheaper financing from international markets forces banks in Kenya 

to compete by lowering their rates. 


3. On September 8 

a B+ rating on long-term foreign currency and BB- rating on 
long-term local currency sovereign credit ratings. S&P also assigned 
Kenya grade B for short-term foreign and local currency ratings 
noted Kenya\'s outlook is stable. Kenya\'s rating is equal to Benin 
Ghana and Senegal 

and well below South Africa\'s. The rating cited Kenya\'s economic 
growth and other positive factors. It noted that Kenyal's political 
environment is often partisan 

number of economic reforms. Challenges facing the government 
include progress on prosecuting corruption cases 

infrastructure and development needs 

appreciation in the Kenyan shilling. 


4. In S&P\'s public statement 

ratings on Kenya are constrained by low levels of economic 
development and by a vulnerability to exogenous shocks 

both externally 

by governance scandals. The ratings are supported 

governments continued progress in implementing economic reform and 
by the strengthening of macroeconomic and political stability...We 
expect the Kenyan government to continue pursuing prudent 
macroeconomic policies that reinforce confidence and stimulate 
economic growth... Positive ratings momentum could be generated by 
more broad-based economic growth 

environment within the country." The S&P statement noted that \"A 
loss in momentum in the governments reform agenda and any 
indication of significant fiscal slippage would undermine Standard & 
Poor's assessment of the sovereignVs creditworthiness.\" 


5. S&P\'s BB grade means an obligation is less vulnerable to 
nonpayment than other speculative issues. However 

ongoing uncertainties or exposure to adverse business 

economic conditions which could lead to the obligor\'s inadequate 
capacity to meet its financial commitment on the obligation. S&PVs 
lower B rating means an obligation is more vulnerable to nonpayment 


Column 3 

but the obligor currently has the capacity to meet its financial 
commitment on the obligation. Adverse business 

economic conditions will likely impair the obligor\'s capacity or 
willingness to meet its financial commitment on the obligation. 


6. Comment: We understand that BBB- is the minimum sovereign rating 
for government bonds to be considered investment grade 

regards the rating as very positive and hopes it will help attract 
investment. Even if the GOK regards the S&P rating as a possible 
substitute stamp of approval in place of an IMF program 

rating explicitly lists the same areas needed for improvement as 

have the donors. We will see if the GOK can use the S&P finding to 
push through the reforms everyone agrees are needed to improve 
Kenya\'s competitiveness 

economic growth. 


Ranneberger 


78426 

78427 

78428 

although he presumed the delegation would have opportunities 
for informal discussion and lobbying. He undertook to pass 
the points immediately to the Turkish mission in Havana 

well as to other appropriate missions and offices. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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approach to the Russians 

assert their sovereignty over their entire territory. He 
called for an incremental approach 

coordination of the international community 

on Russia gradually to diminish its presence 

upon the Russians that there was also a cost for blocking 
progress. End Summary. 


3. (SBU) Visiting EUR DAS Matt Bryza and EUR/CARC Director 
Elizabeth Rood met September 12 with French outgoing 

Political Director Stanislaus de Laboulaye to discuss NATO 
Intensified Dialogue (ID) for Georgia. Separately 

a broader discussion of Georgia with PDAS-equivalent for 
Continental Europe Serge Smessow (who will soon go to Yerevan 
as the French Ambassador) 

former Soviet Union Aurelia Bouchez and desk-officer for the 
Caucasus Marie DuMoulin (notetaker). PolMinCouns and Deputy 
PolCouns (notetaker) joined Bryza and Rood. 
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Political Director Laboulaye on NATO ID 


4. (C) Bryza reviewed briefly for Laboulaye the U.S. 

strategy of encouraging Georgia to adopt a competitive rather 
than a confrontational strategy for advancing its interests 
making full use of multilateral mechanisms as a way of 
garnering the support of the international community and 
demonstrating to Russia that there would be costs associated 
with preserving the status quo. He made clear that the U.S. 
was encouraging Saakashvili to avoid being unduly provocative 
in his UNGA speech 

to understand that unilateral recourse to the use of force 
would likely trigger an overwhelming Russian response and 
leave them isolated vis-a-vis the international community. 
Laboulaye said he was very relieved to hear Bryza\'s message 
to the Georgians 

the U.S. might allow Georgia go too far. Now 

felt \"reassured\" about the U.S. position. He agreed the 
threat of an overwhelming Russian response was real 

hoped the Georgians understood that as well. 


5. (C) Turning to NATO Intensified Dialogue 

that it should be possible for the NAC to decide on ID in 
principle in advance of UNGA 

ministers on September 21. Laboulaye doubted that there 
would be a NAC immediately before the UNGA and said that it 
made sense for Ministers to listen to Saakashvili\'s speech 
meet with Georgians and come to an informal decision in New 
York that would subsequently be blessed formally by the NAC. 
Bryza underscored the importance of avoiding a difficult 
potentially even contentious discussion in New York that 
could be embarrassing to NATO and/or the Georgians. 
Laboulaye agreed that this should be avoided if at all 

possible 

listen to Saakashvili first 

decision if appropriate 

This would offer the additional advantage of providing an 
incentive for Saakashvili to avoid overly provocative remarks 
at UNGA. (Note: At no time did Laboulaye suggest -- verbally 
or through his body language -- that France would not support 
ID for Georgia.) 


6. (C) Laboulaye asked wither the GUAM group intended to go 
forward with an UNGA resolution 
divided the West the last time round. Bryza responded that 
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the U.S. had told Armenia it would not support a GUAM draft 
that was not also supported by Armenia 

oppose inscribing a GUAM resolution on the agenda. Laboulaye 
characterized the U.S. approach as reasonable. 


Smessow and Bouchez on Georgia-Russia 


7. (C) During the discussion that preceded the meeting with 
Laboulaye 

intended to denounce Russian participation in the CIS 
peacekeeping force (PKF). France and other EU members were 
concerned that this could have an impact on the UNOMIG 
presence 

situation as compared to the current -- admittedly 
unsatisfactory -- status quo. He worried that Georgia was at 
a crossroads and expressed the hope that a crisis could be 
averted 

Moldova/Transnistria. 


8. (C) Bryza agreed that the status quo was not 
satisfactory 

trying to change it. If it did nothing 

continue to separate itself from Georgia; yet it also needed 
to avoid being overly provocative 

overwhelming Russian response and aggravate European fears 
that Georgia is being too provocative. The U.S. approach 
said 

their energies in constructive directions. That said 
reminded Smessow 

establish their sovereignty over their entire territory 

as they had a right to decide whether Russian troops should 
be allowed on their soil. U.S. 

foreign policy implicitly recognized Georgia\'s right to do so 
by virtue of our policies of supporting Georgia\'s territorial 
integrity. 


9. (C) Smessow agreed 

for example in the mandate for the CIS PKF 

incrementally. Bryza assured Smessow that the U.S. was 
working hard with the Georgians to encourage them to pursue 
multiple goals within an overall strategic framework 

which UNGA was only one way-station at the end of an initial 
phase. Based on his consultations with Georgian officials 
Bryza said he believed that Saakashvili's speech would be 
generally positive in tone 

Georgia\'s desire to become a NATO ally and its determination 
to behave like one. Smessow responded that Bryza\'s 
characterization corresponded with what the French Embassy in 
Tbilisi was hearing. 
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10. (C) Stating that the UNGA could mark a turning point for 
Georgia 

efforts to convince Saakashvili to avoid confrontation. He 
believed that the Georgians understood the U.S. message 
were now thinking in terms of how to move forward on 
confidence-building measures 

rehabilitation even without South Ossetian cooperation. The 
problem was that there had not been progress toward a 
political settlement and the existing negotiation mechanisms 
were not working 

incidents from occurring. He hoped that reconfiguring the 
Joint Consultative Commission (JCC) format 

introducing international observers 

non-use of force in Ossetia and Abkhazia 

possibilities for moving forward. He concluded that it would 
be important for Saakashvili to define categories for 

positive action while expressing his dissatisfaction with the 
status quo. 


11. (C) Bouchez agreed on the need to achieve a delicate 
balance 

respect. Her concern was that Russia would seize on any 
negative elements to relaunch unproductive debate. She hoped 
Saakashvili understood that anything he said might be used 
against him. Smessow underscored that Georgia needed to 
appear credible 

commitments 

necessary as a platform from which to criticize the Russians 
and the Ossetians. Bryza reminded Smessow that Georgia\'s 
recourse to unilateral implementation of some commitments was 
the direct consequence of the South OssetiansV refusal to do 
their part and was in fact a positive reflection of Georgia\'s 
commitment to a peaceful settlement. Rood added that the 
OssetiansV had refused proposals to which even the Russians 
had agreed. That said 

changing the status quo on negotiation modalities at the same 
time that it was pursuing changes to the status quo on the 
ground. This made it difficult for Georgia to continue to 
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proceed peacefully. 


12. (C) Smessow and Bouchez asked whether the Russians could 
be brought around to accepting some changes in the status 

quo 

importance of constructive evolution 

important for example to complement the CIS PKF before trying 

to replace it (Bryza underscored this distinction); the 

objective should be to create a multinational force in which 
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Russia would not have a preponderant role. DuMoulin tried to 
suggest that the Georgians were abandoning negotiations for 
unilateralism. Bryza pointed out forcefully that 

South Ossetians\' refusal even to negotiate 

encouraged the Georgians to implement what they could even in 
the absence of reciprocal steps by the South Ossetians. The 
key was to gain the understanding of their situation from the 
international community. 


13. (C) Smessow agreed that the situation was difficult 
although he repeated that crisis would lead nowhere and was 
to be avoided. Bryza agreed 

convince the Russians that the price of blocking progress was 
higher than moving forward. That said 

clear with Georgian officials that unilateral implementation 
could not include recourse to force. This would evoke with 
certainty a Russian response 

could put an end at once to GeorgiaVs military and its 
Euroatlantic aspirations. If Georgia provoked the Russians 

it could find itself abandoned by the international community. 


14. (C) Bouchez speculated that Russia needed to be 
persuaded that moving forward 

best way to minimize the risk of the situation spinning out 
of control in the region. Perhaps there were ways to move 
forward -- through changes in the negotiating format 
political gestures 

not be perceived by Russia as inimical to its interests. 
While such measures were V'very modest 

explored. Bryza agreed on the need to get negotiations 
started and to use institutions such as the OSCE (he cited 
the U.S. food-for-thought paper) to get across to the 
Russians that some Georgian claims were justified; perhaps 
there was also something that could be done in the G-8 
framework 

how they would respond to Saakashvili at UNGA. Bryza 
repeated that the Russians needed to see there was a 
political cost for obstructionism 

they would continue to have a role in any solution. At the 
same time 

overly harsh rhetoric 

ID. 


15. (C) Bouchez noted a global hardening in the Russian 
position and agreed that it would be important not to call 

into question RussiaVs presence in the region; to do so would 
be a casus belli. She argued that upcoming Russian elections 
would also likely stiffen Russian obstructionism 

would therefore be necessary to offer the Russians 
face-saving ways to move forward. She wondered if it would 
be possible to broaden the format of discussions 
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through use of the steering group for the donors\' process. 
Bryza responded that Georgia needed to think through a 
strategy for complementary approaches 

same time the reality of the Russian presence. 


16. (C) Bouchez worried that Georgian provocations could 
endanger the UN fact-finding mission. Bryza responded that 
Georgia was more focused on the greater dangers of a real 
crisis or the loss of NATO ID 

up about their situation in international fora. Smessow said 
he understood the need 

approach that would not advance Georgian interests. Bryza 
responded that the U.S. was working hard with the Georgians 
to get them to distinguish between confrontation and 
competition. While they needed to use international fora and 
international pressure to press their advantage competitively 
where they could 

away from confrontation 


17. (U) DAS Bryza has cleared this message. 


Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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customersY less transit. 


- Bryza will reiterate his recommendation to Azerbaijan that 
they form an internal GOA working group to implement 
President Aliyev\'s commitment to accelerate development and 
export of Shah Deniz |! throughout the hesitant bureaucracy. 


- Bryza agreed to continue working on a Trans-Caspian 
Pipeline from Kazakhstan and Turkmenistan. 


- Bryza committed to recommend formation of a 
U.S.-Turkey-Iraq working group to develop natural gas in 
northern Iraq for egress to Turkey at Ceyhan for processing. 


Bryza and Guler also agreed that when President Bush and 
Prime Minister Erdogan meet in Washington on October 2 
should touch on agreement to work together on gas from 
Azerbaijan 

gas corridor to Europe. End Summary. 
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2. (C) Underscoring the centrality of Turkey to a viable 
southern gas corridor 

insure that Turkey would obtain satisfactory commercial 
benefits in a transit regime. Focusing on the importance of 
Azerbaijan as a gas supplier to Europe 

the huge upstream investments needed to develop Shah Deniz 
future phases would require firm agreements between consumers 
and producers. This meant that Turkey had to be V'open for 
business\" in a transparent and not overly onerous or 
obstructive way. Bryza noted that BP/Statoil's newest 
projections show Shah Deniz Phase Il yielding 15 BCM p.a. in 
2012 and 40-50 BOM p.a. in 2016-2020 

fuel the southern Mediterranean route to Italy and a serious 
start for Nabucco. Despite assurances to him from President 
Aliyev 

resisting designation of Shah Deniz Phase II gas for export 
and waiting for clearer signals from Turkey on a commercially 
viable gas transit regime. Moreover 

there were preliminary Azerbaijan-Turkey issues that needed 
to be cleared up before a broader multi-party gathering that 
would include end users as well as companies. Bryza said he 
would go in two days to Paris where he would discuss the IEA 
as a convener of such a gathering. He also said that Alieyev 
agreed to set up a working group within the Azeri bureaucracy 
to move forward on development of Shah Deniz II for export to 
Europe. 


3. (C) As he has in past meetings 

with a tour d\'horizon of other actors and possible sources of 
gas. He asserted that Azerbaijan was not the problem 

that Turkey - as \"big brother" - and Azerbaijan would support 
each others\' interests. Guler stressed that the problems lay 
with Russia -- which is pressing Turkey on Blue Stream and 
seeking to tie up more low-priced Central Asian gas to sell 

at a huge margin to Turkey and Europe -- and Iran. He 
complained that Iran is openly flirting with Europe 

Austrian OMV was going too far in negotiating directly with 
Iran. Guler asserted that Iran was not reliable with respect 

to quantity or quality. He said Nabucco partners must get 
together to make a decision on source of gas for the project. 
Guler stressed that in no way could Turkey condone paying a 
higher price for gas from Iran than European customers at the 
other end of the pipeline through Turkey. Therefore 
advocated establishing a joint stock company for developing 
the project or marketing the product so Turkey would have 
both a share in the revenues and information on contract 
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prices and conditions. Noting that recent negotiations with 
Iran were unsuccessful 

\"reciprocity\" with Iran: Turkey would be prepared to consider 
offering transit of Iranian gas if Iran offered transit of 
Turkmen gas. Iran refused. 


4. (C) Bryza said the U.S. position on energy investments in 

and agreements with Iran was very clear. We cannot support 
Iranian gas to Europe and we cannot support Turkmen gas via 
Iran 

Iran. We remain firmly opposed to doing energy business with 
Iran while we accelerate our efforts to isolate Iran on its 

nuclear enrichment program. Guler responded that the U.S. 

and Turkey would V'agree to disagree\" on Iran and Turkey would 
seek help from the Europeans to push Turkey\'s quest for 
Turkmen gas via lran. 


5. (C) Guler asked for more support from the U.S. on a 
Trans-Caspian Pipeline (TCP) and in working together to 
develop natural gas in northern Iraq. Asserting that the 
U.S. was overly fixated on Azerbaijan 

from the U.S. on TCP. Guler also called for U.S. support on 
using the Kirkuk-Ceyhan right of way for egress of natural 
gas from northern Iraq. He said he had great interest in 
developing LNG processing at Ceyhan to reach a variety of 
world markets 

Erdogan had just visited Ceyhan the week before to inspect 
potential sites for an LNG facility and a refinery. He 
asserted that development of Iraqi gas would V'solve our 
problems\" with Iran and Russia and give us a Vreshuffled hand 
of cards\". 


6. (C) In response 

U.S.-Turkey-Iraq working group to move forward on development 
of gas in northern Iraq for egress to Turkey 

processing or for pipeline transit to Europe. He suggested 

that the U.S. could support Blue Stream volumes going south 

to Ceyhan for processing as a solution meeting everyone\'s 
needs 

turn travel west to Europe across Turkey. 


7. (C) On TCP 

other officials had been publicly and privately pressing 
Kazakhstan on both gas and oil links to Baku. He said that 
one reason for focusing on Azerbaijan first was to get 
critical infrastructure in place first to help Kazakhstan vis 

a vis the Russians by providing a commercially viable option 
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for Kazakh gas to reach European markets. Bryza also 
mentioned the USTDA pre-feasibility study on TCP from 
Kazakhstan. With respect to Turkmenistan 

to put pressure on President Niyazov 

had not been highly successful. 


8. (C) Guler offered a \"billiard\" approach. He said he 

would have no expectations for U.S. support on Iran 

would press the Europeans on a joint approach to Iran and 
support for Turkey\'s \"reciprocity\" of transit access. He 
promised to meet quickly with Azerbaijan. He welcomed U.S. 
help with Nabucco partners and would welcome an IEA convened 
multilateral meeting. Guler repeated that progress on Iraq 

gas development and TCP would catalyze gas transit to Europe. 
When Bryza reiterated the importance of Azerbaijan as a key 
attainable first step to seed transit to Europe 

that Bryza could tell the Azeri President and other high 

officials that Minister Guler was ready to meet Finance 

Minister Samir Sharifov and that he sought the most 
advantageous commercial terms possible for Turkey\'s V'brothers 
in Azerbaijan." Guler insisted that Turkey sought only a 

\"fair\" deal on transit and sales of Azeri gas 

that it should not overplay its commercial hand. Bryza said 

he understood Guler\'s concern (V do not want Iran to follow 
the same path") that a special Azeri transit arrangement 

would not be available to Iran. They agreed that a southern 

gas corridor from Azerbaijan 

briefed as a topic for discussion when President Bush and PM 
Erdogan meet on October 2 

should be put in the context of a long-standing discussion 

rather than a new initiative. 


9. (C) Guler stressed his candor to Bryza 

note-taker to stop writing. He expressed a particular 
personal commitment to the vision of development of Ceyhan as 
an energy hub with Azerbaijan playing a key role. Because 
this Sunday afternoon encounter in casual dress had followed 
a series of meetings over time 

friendly. Guler acted more decisive than in previous 
meetings and stressed that he was not \"horse-trading\" 
(although he does horse-trade with Russia and Iran). Guler 
believes that he has struck a strategic bargain on an action 
plan with his key partner and ally the U.S. Only progress on 
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agreed action steps will indicate if the jello has really 
started moving across the table. Bryza separately briefed 
Turkish MFA officials who promised to support the action 
steps. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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of Abuse by Law Enforcement Agencies 

of the eponynomous Levada Center 

the police are significant and are not properly being 
addressed by the authorities. Among the study\'s significant 
findings: 


-- only 25 percent of Russians have faith in the police; 

-- all age groups and education levels believe that abuse by 
the police is a serious problem 

considering it a very serious or rather serious problem; 

-- over 50 percent of the population also thinks that 
authorities deploy the police against their political 
opponents; 

-- less than 14 percent of the population feel that they are 
properly protected by the police; 

-- and only 30 percent feel they can rely on other law 
enforcement agencies to defend their rights when they are 
victims of police abuse. 


3. At the top of Russians concern about police behavior were: 


-- extortion of small and mid-sized businesses; 

-- extortion for lack of a residence permit; 

-- police collusion with organized crime groups; 

-- lack of legal or administrative recourse to police abuse. 


4. According to the study 

behavior by the police 

violence 

false testimony 

demonstrations and meetings. A slight majority of 
respondents 

more professional in the last two to three years. 


5. The study also surveyed police officers 
systemic problems in their law enforcement agencies. Findings 
included: 


-- the MVD leadership does not sufficiently address the needs 
of police officers; 
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-- police said that they have no recourse against their 
superiors and that their work is very formalized and 
bureaucratic; 

-- the police believe that the media intentionally paint a 
negative picture of them. 


6. Tellingly 

consider it acceptable to use force against detained 
suspects 

plant drugs or weapons on suspects. 


7. In summarizing the results of the study 

contended that although the Soviet system had collapsed 
enforcement institutions remained unchanged 

its outlook. 

BURNS 
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National Director of Pandemic Influenza Preparedness 

splash in the press with its use of a 35% attack rate for a 
possible pandemic. This compares with a 25% assumed attack 
rate found in the UK\'s pandemic contingency plan (see Reftel) 
released in October 2005. When pressed on the difference our 
DH contact stated there had always been a range of attack 
rates considered in the original contingency plans. 


3.(U) Davis\'s letter also raised for discussion among health 
care providers a new method for distributing anti-virals to 
sick patients (Note. DH will finish procuring 14.6 million 
doses of the anti-virals 

population 

proposed new method calls for the establishment of a national 
flu hotline which would feed calls to local flu call centers. 

At the call centers workers will use a flow chart to 
determine if a patient needs the anti-virals or if the 

patient needs to come to a health center. If the patient can 
remain at home and needs anti-viral treatment the call 
workers will ask the patient to designate a friend or 

relative to go to an anti-viral depot to pick up the medicine. 


4.(U) Our contacts at DH predicted HMG would finish the 
contingency planning for pandemic influenza by mid-2007. At 
that point the plan would enter a \"maintenance\" stage. They 
also told us they plan to run an exercise named \"Winter 
Willow" in January or February 2007 to test their contingency 
plans. 


5.(SBU) While overall very supportive of IPAPI our contacts 
did express some concerns. They mentioned the EC 
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for a separate place on the core group as a problem area. 

Our DH contact stated the Friends of the Presidency meeting 
on pandemic influenza which will take place on September 26 
in Brussels should lay some of the concerns in this area to 
rest. Our DH contact also expressed concern about a possible 
scheduling conflict between the December IPAPI meeting in 
Bamako and a Global Health Security Group in Japan at the 
same time. 


6.(U) Comment. HMG\'s planning on pandemic influenza is now 
progressing from top level programs to specific contingency 
plans for local areas. HMG continues to be engaged 

positively on IPAPI and is appreciative of the information it 

gains from contacts with HHS and CDC. While there some 
misgivings over the composition and meeting schedule of IPAPI 
those concerns do not appear to seriously affect the 
commitment of HMG to the overall effort. End Comment. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
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(ref B). Klava agreed that Syria has been a problem in the 
region 

language on this issue. He pledged to look at what was being 
said and understood the importance of ensuring Syria fulfills 
its obligations under several UNSCR\'s. 

BAILEY 
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country situations were addressed during the September HRC 
session. Khan added that the OIC would work constructively 
with the EU 

Middle East resolution. He pointed to the ECOSOC resolution 
as an example 

Australia had voted against it. 


4. (C) When pressed by the Ambassador 

in the case there are country-specific resolutions 

be willing to work with the sponsors of a Sudan resolution to 
obtain a consensus text. He described Burma as a \"fixture\" 
on the Council agenda and said that any action on Sri Lanka 
would be provocative. (Note: Septel will report EU 
consultations with Sri Lanka on a consensus text.) Moving on 
to other OIC plans for the Council 

request to have a session on the issue of religious 
intolerance was aimed at addressing the West\'s perception 
that Muslims are on the wrong side of history. The outcome 
the OIC wants in September is a commitment from the Council 
to remain \"seized\" with the issue. (In Geneva-speak that 
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means put permanently on the Council's agenda.) Khan said 
the OIC would propose a follow-up session in November with a 
panel of experts on religions and inter-faith relations. 


Comment 


5. (C) Khan\'s demeanor of friendliness and reason was 
clearly at odds with the message he was conveying -- that the 
OIC\'s only interest in the Council is to attack Israel. Were 
the Council to agree to no country resolutions to avoid a 
contentious session 

stand as the only actions taken by the Council to date. 
Another anti-Israel resolution during the September session 
would further cement the view that little has changed from 

the Commission\'s anti-Israel agenda. Khan\'s indication that 
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he would be willing to work toward a consensus text on Sudan 
was the one positive outcome of the meeting since it points 

to an acceptance of the existence of country-specific 
resolutions. 

TICHENOR 
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the Iraqi foreign ministers recent statement to an Egyptian 
newspaper that Iraq would post an ambassador to Cairo by the 
end of the year. Hadidi said the Iraqis had not made a 

formal request to post an Ambassador 

raised by FM Zebari when he was in Cairo last week for an 
Arab League ministerial. In general 

would continue its political support for the Government of 

Iraq in its efforts to establish stability and security. 


3. (C) Discussing upcoming regional events involving Iraq 
Hadidi confirmed Egypt would participate in a meeting of 
interior ministers of Iraqs neighbors scheduled for next 

week in Jeddah 

review a draft protocol on border security 

establishing a secretariat or other mechanism for sharing 
information. Similarly 

neighbors and Egypt would meet on September 18 in New York on 
the margins of the UNGA. Hadidi said Egypt had also been 
asked to participate in an Irag Compact meeting in New York 
even though it had been left off the list for the recent 

meeting in the Emirates. Asked whether the Arab League\'s 
reconciliation efforts would be on the agenda of the New York 
meeting 

\"frozen\" by the Iraqi government's decision not to pursue the 
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effort. 
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building measure.\" This mission would be separate from the EU 
contribution to UNIFIL. Balek predicted that the Czechs will 
not/not contribute troops to UNIFIL in the short-term (Ref 

C) 


6. (C) On Iraq 
importance of EU participation. 


7. (C) Balek said the Czech position remains unchanged on the 
Balkans 

Serbian ICTY compliance 

to be a little flexible." They would rather focus on what 

Serbia is doing in real terms 

turn over Mladic to the Hague. In his view 

also seem to be focusing on Serbia\'s practical cooperation. 
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8. (C) The Czechs do not plan to be active on Africa issues. 
Balek also noted that according to press reports 

plan to close their Embassy in Kinshasa. 

CABANISS 
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hands.) He emphasized that the Minister knew the need to 
take quick action. Demirbilek argued that there should be a 
multilateral meeting for all parties to lay out their plans 

and commercial interests 

numbers\" for transit. We pointed out that there remained 
bilateral issues that Turkey and Azerbaijan needed to address 
and that a bilateral process and multi-party process could be 
mutually supportive. Demirbilek said that Turkey should have 
a commercial interest in gas traded through its territory -- 
such as through participation in a company that would market 
the gas. The interest was as much in having access to 
commercial information as much as in having a share of the 
revenues. 
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4. (C) Demirbilek said that the Prime Minister had stated 
clearly that Turkey would support giving its SCP gas to 
Georgia for this winter (but this winter only). Demirbilek 
said that it was for Georgia and Azerbaijan to work out 
bilaterally the commercial aspects of this arrangement 
emphasized that there would be no penalties to Turkey. He 
insisted that the SCP connecting spur to the Turkish grid at 
Erzurum would be complete by the end of October 
contractual obligation 

to potentially flow in 2006 and 6 BCM in 2007. Demirbilek 
said that overall Turkey was comfortable with its gas supply 
for this winter 

Russia/Ukraine. He pointed out that both Azerbaijan and 
Georgia were under pressure from Russia on gas 

Turkey and others were waiting to see what happens. 


5. (C) Demirbilek stated emphatically that there was no 
agreement with Iran on gas during the recent meetings in 
Ankara (in conflict with press statements in Teheran). He 
said Iran had not agreed to TurkeyVs key points that Iran 
provide transit of Turkmen gas to Turkey and that Iran work 
with Nabucco as a consortium. Demirbilek expected more 
meetings without agreement in Teheran and then back in 
Ankara 

pressure and that the Europeans were \"not speaking loudly!" on 
Iran. While the source for Nabucco was still up in the air 
Turkey is urging the Austrians to form a joint stock company 
to trade and market Nabucco gas. This would both prevent 
bilateral deals and give Turkey access to information about 
Iranian prices that it could use in its own negotiations (and 
arbitration) with Iran. 


6. (C) Demirbilek expressed support for a TCP from 
Turkmenistan 

might push Niyazov. We reminded him that TDA was working on 
a TCP pre-feasibility for Kazakhstan and Turkmenistan (as 

well as the visit program to Henry Hub to show off a good 
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energy hub). Demirbilek was supportive of both TDA projects 
and said that Turkey could provide representatives from BOTAS 
and TPAO to a TCP working group to help with the 
pre-feasibility study. The U/S also expressed interest in 
developing gas from northern Iraq with egress to and 

potential processing at Ceyhan. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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region that requires a complex approach.V Bulgaria looks for 
a common EU position on the mandate and strategy of the 
UNIFIL peace-keeping force. 


6. (С) Iraq: Foreign Minister Іуайо Kalfin plans to 

attend the UNGA Compact Briefing on September 18. The GOB is 
working on establishing high-level exchanges with Iraq 

though the security situation in Baghdad remains a concern. 
Separately 

us that Bulgaria is moving ahead with plans to reopen its 
embassy. 


7. (C) Ukraine: According to Champoev 

encouraging signs in Ukraine\'s democratization process. 
Bulgaria shares UkraineVs energy security woes 

has been promoting the idea of developing a common EU policy 
on energy security and diversification. To GOBVs 
disappointment 

purely a national policy. 


8. (C) Iran: Champoev expected a unified statement from the 
EU Ministers condemning Iran\'s nuclear ambitions and said 
Bulgaria fully supports a concerted effort from the 
international community to pressure Iran into compliance. 
KARAGIANNIS 
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mid-October. The Ambassador agreed to push NATO to give a 
frank assessment of which type of Belgian contribution 

would be most useful. (Note: In discussing this subject 
addresses should carefully protect the source 

because the final shape of the Belgian contribution is 

still under debate within a coalition that does not 

entirely support the idea in the first place. End note) 
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4. (C) The Ambassador also thanked the Prime Minister for 
Belgium\'s contribution to the revamped UNIFIL 
organization. Verhofstadt expressed appreciation 

that the Belgian group would be working closely with a 
Chinese de-mining contingent of about 1 

meantime 

to obtain minefield maps. On a separate military topic 
Verhofstadt indicated the Belgians would be returning an 
F-16 squadron to the Baltics. He gave no details about 
timing. 


Politics -- Federal Elections in May/June 
Squabbles Part of the Game 


5. (SBU) With federal elections required before the end of 
June 2007 

cabinet continue for as long as possible. Accordingly 
expected to schedule the polls during either the last week 
of May or the start of June. By not holding the vote at an 
earlier date (as some in the opposition have suggested) 
Verhofstadt hopes to put off becoming a lame duck for the 
longest possible time. 


6. (SBU) Verhofstadt professed little concern about 
increasingly bitter squabbling between the country\'s two 


other leading politicians 

Leterme (Christian Democrat) and Walloon Minister-President 
Di Rupo (Socialist). LetermeVs strident attacks on the 
Francophone community 

attacks on the Flemish were tactical 

of both the Flemish Christian Democrats and French 
Socialists wanted to burnish their image as defenders of 

their respective communities. The two will find a way to 

make deals about political matters when the time comes 
according to Verhofstadt. 


7. (SBU) The Prime Minister also saw little reason for 
concern about the arrest on September 7 of seventeen 
suspected far-right extremists (reftel). Their 

organization was \"bad but not big.\" The police had been 
tracking the group for two years and have thoroughly 
penetrated it with informers. Verhofstadt claimed they 
had ties to extremists in the U.S. 
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investigating magistrate had decided to roll up the outfit 
when it appeared there was an increased risk of weapons 
being used. Verhofstadt insisted that members were not 
presently in the military 

been in the military. The weapons were commercially 
available rather than military issue. (Note: We are 
following up on the purported U.S. connection. The 
authorities formally charged twelve people on September 
12 End note) 


8. (U The Prime Minister was very interested in the 
\"initialing\" of the Double Taxation Treaty which he 
raised when he met with the President last January. He 
said he would be interested in going to the U.S. to sign 
the treaty at the Treasury or having Secretary Paulsen 
coming to Belgium for a signing ceremony. 


9. (C) The Ambassador raised the Swift issue. He Prime 
Minister was sanguine about it and said he had asked for 
an investigation to get it out of the political arena and 

out of the Belgian Parliament. (Further details septel). 


10. (С) Verhofstadt\'s legendary confidence and energy were 
very much in evidence during the Ambassador\'s session with 
him. Without ever referring to his party\'s slide in the 

polls from first to fourth place since taking office in 

2003 

expected to come out on top. In the meantime 

the challenge of managing Belgium\'s government. 
KOROLOGOS 


78444 

very dangerous\" Iran\'s Foreign minister Mottaki and Iran are. 
He said he was going to raise many of these issues and 
especially Mottaki/Iran at the September 22 Gymnich luncheon 
with the Secretary and the Foreign Ministers. End Summary 


2. (U) Belgian FM De Gucht and Ambassador Korologos met for 
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an hour-long session on September 12 to cover a wide range of 
issues 

York travel plans 

Gucht indicated he would have a hectic week in New York 
between September 19 and 22 

of OSCE-related meetings 

Lakes. He must return to Belgium for domestic political 
meetings on September 23 

deliver BelgiumVs speech to the General Assembly on September 
25. 


3. (C) The Ambassador 

evening before and heard about the reduced Afghanistan 
commitment (septel) 

intentions regarding troop commitments in Afghanistan. The 
Minister replied without hesitation that Belgium would 

fulfill pledges to send additional forces to Afghanistan 

before the end of the year. There is no quid for the troops 

to UNIFIL 

drawn out on the details -- unlike what the PM said -- 
including whether Belgium would send our original 
understanding of 300 ground troops or an F-16 squadron. 
According to De Gucht 

of what they will do fuzzy until after the October 8 local 
elections. Doing so will placate the Socialist coalition 
partners who remain adamantly opposed to robust Belgian 
participation in ISAF. De Gucht said he would make sure the 
Socialists fulfill their agreement to send troops and 

expected to make all the necessary arrangements for BelgiumVs 
augmented contribution after the elections. As an aside 
during the Afghanistan discussion 

control. EU diplomats do not like him at all." He also said 
Afghanistan has also \"doubled\" its opium production which 
doesn't help at all. 


4. (C) De Gucht has a full slate of activities planned in New 

York that relate to his role as OSCE Chairman in Office. The 

most important include a session with the Kazakh President 

during which De Gucht plans to gently probe for flexibility 

on Kazakhstan\'s bid to become Chairman in Office in 2009. 
Thinking out loud 

Chairmanship of the Economic Forum. He said the Germans were 
strong for the Kazakh Chairmanship 


Column 3 

they need (sic) from the Kazakhs. He also has a 
\"two-and-a-half-hour dinner meeting Y" with Russian Foreign 
Minister Lavrov. Speaking in an expansive mood 

claimed he was in a position to make major progress on 
resolving the various frozen conflicts. He cited Moldova 
Transnistria and South Ossetia. \"We will not get all that we 
want 

why the Russians would be willing to move forward after 
months of intransigence 

helicopter firing incident in Georgia has frightened Moscow 
into a more constructive mood. V'They do not want the 
situation to get out of controlV in places like Georgia. De 
Gucht said he looked forward to discussing his expectations 
further with USG officials in New York. He said \"if there is 
an opening 


5. (С) In response to questions about Iran 

pounded the table and said he remained a strong supporter of 
placing maximum pressure on Iran. Noting that he had 
declined an invitation to meet with Iranian Foreign Minister 
Mottaki 

\"dangerous--very 

Gucht 

and in various of other stans. They are behind Hezbolah and 
behind Syria. Iran also has submarines (sic) and who knows 
where they're going or what they\'re doing." He said it was 
important under present circumstances for the international 
community to speak with one voice. Continuing 

declared it was even more important for the major powers to 
do all necessary to bring about a two-state settlement in the 
Middle East. The parties must be made to accept \"anything 
reasonable" if Europe were to deal with its greatest security 
threat. If there is no deal it will be impossible to get a 
unified European/US agreement on Iran. At the end of the 
Iran discussion 

very 

he was going to raise the Iranian issue at the Secretary\'s 
Gymnich Foreign ministers luncheon on September 22. 
(Comment: He sounded as though he was rehearsing his 
statement. End comment) 


6. (C) De Gucht was uncharacteristically indirect when asked 
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to explain his recent public criticism of the U.S. on the 
secret prison issue. He did not deny or modify news stories 


SIPDIS 

that he had slammed us for \"playing fast and loose" with the 
facts in an \"unexpectable\" way for a great democracy 

did profess ignorance about what the President actually had 
said on the subject. (Note: Ambassador had provided the 
speech text to FM and PM immediately; De Gucht had simply not 
focused on it before his remarks to the media. End note) 
Ambassador emphasized he read the Presidents full speech on 
how many lives have been saved. If the subject does not come 
up in the Gymnich lunch 

matter up again with De Gucht. End comment. 

KOROLOGOS 
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According to Lahjouji 

not encouraging 

manipulation. Other parties 

legitimacy of have a bicameral parliamentary system before 
the elections 

on the issue. 


10. (SBU) According to local press reports 

NGOs participated in a sit-in September 9 

Moroccan Center for Democratic Elections (CMDE) 

what they termed Vfraudulent practices" and \"crimes against 
democracy" associated with the upper house elections. During 
the sit-in participants reportedly called on civil society 

actors to create V'an action plan aiming to preserve our 

rights to democracy and democratic representatives." The 
exact number of people involved in the sit-in could not be 
confirmed. 


11. (C) Given the elite and complex nature of these indirect 
elections 

necessarily indicate any decline in the partyVs electoral 
potential for the far more important lower house elections in 
late 2007. End Comment. 
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Nations Global Counter-Terrorism Strategy.\" The draft was 
presented by the General Assembly President and adopted 
without a vote. Most of the delegations explaining their 
positions were from the NAM and lamented that the text did 
not contain a definition or condemnation of \"state 
terrorism\". GA President Eliasson called on all delegations 
to unite around the strategy which will be launched at a 
high-level event early in the 61st General Assembly. End 
Summary. 


2. (SBU) Following four months and at least as many drafts 
the General Assembly adopted the counter-terrorism strategy 
called for by the 2005 Summit Outcome Document. The 
resolution 

Co-Chairmen of the consultations convened to negotiate the 
document. Much credit is due to the Permanent 
Representatives of Spain and Singapore who led this effort. 
The Singaporean PR Vanu Menon was particularly helpful to 
USUN. He made it clear that US red lines were his red lines 
and kept in constant contact with Amb Wolff and other USUN 
negotiators. The resulting text 

elements which CANZ 

a good outline for future work which can be used in tandem 
with the Secretary General\'s Report 

Terrorism: Recommendations for a Global Counter-terrorism 
Strategy (A/60/825). (Comment. Use of facilitators rather 
than line by line negotiations (preferred by the NAM and OIC) 
prevented deadlock and in this case enabled the Assembly to 
produce a result acceptable to the U.S. End Comment.) 


3. (U) The Strategy is embodied in a UNGA Resolution 
(A/60/288) with a Plan of Action attached to it. As reftel 
notes 

without crossing red lines. The Strategy includes a strong 
condemnation of terrorism and firm support for fighting 
terrorism 

terrorists 

identifies concrete undertakings to intensify co-operation 
and exchange of information. In addition 

encouraged to implement the comprehensive international 
standards of the Financial Action Task Force and to step up 
efforts and co-operation at every level to improve passport 
and border security. The Strategy includes a list of 
measures to build StatesV capacity to prevent and combat 
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terrorism and to strengthen the UNVs role in these efforts. 
Adoption of this document will heighten awareness of the need 
to take action on the national 

level. It will also focus the UN Secretariat on 

co-ordination of the counter-terrorism activities undertaken 
within the UN system. Politically 

sends a message that the international community is concerned 
about terrorism and has ready to take action to combat it. 

At the same time 

a function of member state political will and seriousness to 
see this strategy implemented. 


4. (U) GA President Jan Eliasson 

result 

co-sponsors). He said that in developing the strategy 

GA was responding to the clear mandate set by our leaders in 
the Summit Outcome Document and recognizing the reality of 
terrorism 

strategy 

Assembly is willing to shoulder its responsibility to act 

against a global menace. We owe it to the hundreds of 
thousands of people who have suffered the effects of 
terrorism 

He noted that the strategy must remain a living document and 
that the text is carefully crafted and balanced. 


5. (U) Most other delegations agreed and did not comment on 
the text. Exceptions were Syria 

Venezuela 

Libya. Among those 

the text and called for early adoption and finalization of 

the Comprehensive Convention on International Terrorism (an 


Indian proposal). Syria 

that the Plan of Action did not contain a clear definition of 
terrorism or condemn \"state terrorism\". Cuba predictably 
took a few swipes at an unnamed power who has caused economic 
damage to Cuba as a result of a policy of state terrorism and 
Venezuela asked \"who decides when good governance is 
lacking\". More surprising was the South African statement 
that although they support the draft 

\"to have concerns regarding the failure of the strategy to 
address state terrorism 

extraordinary renditions and illegal detention. V 


6. (U) The Israeli Deputy Permanent Representative said that 
the strategy is an important step forward but its success 
would require full implementation by states of their 
obligations under SC resolutions 1267 

He said that there have been 25 
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in the past five years and that he had lost loved ones in his 
immediate family to Hizbollah 

Iran. He also identified Syria as a state sponsoring 
terrorism. Lebanon 

commented 

with five civilians - if this isn\'t state terrorism 

know how we can define it.\" Syria recounted the murder of 
Count Bernadotte and bombing of the King David Hotel by 
Zionist groups calling it the start of terrorism in the 

region and Iran called Israel a \"terrorist war machine\". 


7. (SBU) Less dramatic but more threatening to the adoption 
of the strategy was a last minute move to send the Assembly a 
$481 

General\'s Task Force on Terrorism. The US had objected 
strongly to inclusion in an early draft of language to the 

effect that the institutionalization could be accomplished 

with V'minimal additional resources\" and succeeded in changing 
it to within existing resources\". Nevertheless 

warning to the US from the UN Secretariat 

moved to produce a statement of program budget implications 
(PBI) and bypass prior review by the ACABQ and Fifth 
Committee. Last minute interventions by USUN and the 
Japanese Mission prompted the GA President to appeal to the 
Secretary GeneralVs Office on this issue. As a result 
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statement read in connection with adoption of the resolution 
indicated that the Assembly would be subsequently informed of 
arrangements for \"absorption\" of the financial requirements 
connected with implementation of the resolution. 

BOLTON 
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hundreds" of SAF casualties. (Note: In press reporting 

commander Malik Adam Tyrab claimed that they seized sixteen vehicles 
mounted with anti-aircraft guns 

light armaments. Tyrab held that fighting resulted in only a small 
number of NRF wounded 

killed. End Note.) 


-- September 11-13: Following its defeat at Um Sidir 

a bombing campaign focused on Um Sidir 

surrounding villages. (Note: ARC officer and other observers have 
noted steady re-supply and military flight activity at the El Fasher 
airport 

unclear if bombing continued into the morning of September 14. End 
Note.) 


-- September 13: UNDSS reported an unconfirmed SAF attack on the 
villages of Dobi-al-Umda and Dobi-al-Madrasa 
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of El Fasher and east of Jebel Mara. UNDSS remarked on reports of 

new NRF bases in the area 

military action. (Note: ARC officer notes that in conversations 

with AMIS and UN officials 

assessment is that the SAF is seeking to cut off the north-south 

avenue of approach west of El Fasher. SAF efforts may be aimed at 

hampering NRF attempts to organize a new front by linking up with 

SLA-Abdel Wahid Deputy Senior Commander Mohammed Adam Abdul el-Salar 
(also known as \"Terada\") south and southwest of Tawila. End Note.) 


-- September 13: UNDSS reported that additional troop 
reinforcements were sighted in El Fasher 

both technicals and troop transport trucks - and up to 1 

soldiers. (Note: It is unclear whether these are additional troops 
providing reinforcement or if these forces have already been in 
theatre and are only being repositioned. Sightings of substantial 
heavily-armed military convoys and aerial activity have been common 
since late August. On the margins 

news of battalion-sized elements deploying from Khartoum airport to 
Darfur on September 13. End note.) 


-- September 13: An unconfirmed attack was carried out by Janjaweed 
on the \"Rwanda\" internally displaced persons (IDP) camp near Tawila 
UNDSS reported. No further details were available 

assessed that this was a relatively small and isolated incident. 

(Note: In its September 13 situation report 

Tawilla reported that at about 122240C Sep 06 

suspected to be Janjaweed entered the Tawilla IDP Camp and at gun 
point forcefully took animals belonging to the IDPs. Some of the 

IDPs managed to sneak out and inform the MGS. The protection force 
personnel were tasked to intervene and stop the act. On arrival at 

the scene of the incident the gunmen had already left and the 
protection force followed the tracks of the gun men in the direction 

of Um Jalbalkh. On sighting the PF personnel the armed men opened 
fire and the PF returned fire killing one of the gunmen and wounding 
another" End note.) 


3. (SBU) In a sidebar with ARC officer 

precise situation in the eastern Jebel Mara remains unclear. There 
have been unsubstantiated reports of a parallel SAF offensive aimed 
at dislodging SLA-Abdel Wahid fighters and other \"anti-DPA forces V 
in the region. (Note: A UNDSS security update reported severe 
clashes on September 10 \"when SAF ground forces 

artillery 

SLA/Abdel Wahid. The next day fighting declined but intensified 
again on September 12 when SAF reportedly bombed the area. It is 
alleged that one Abdel Wahid rebel was killed and six others 

injured. Fighting has also been reported in the area of Katur 

village 

Director in Nyala confirmed the fighting in the above mentioned 
areas 
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casualties are not available but believed to be high since the GoS 
has requested additional staff in order to increase the capacity of 
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the medical personnel at the military hospital at Nyala. On 
September 12 

hospital at Nyala. The fighting might be the beginning of the 
recently reported new (5-prong) SAF offensive operation south of 
Tawila.V End Note.) 


4. (SBU) COMMENT: Some UNDSS and AMIS officials speculate that the 
SAF is seeking to exploit rifts in the rebel movements by further 
dividing them and taking advantage of their military weakness. The 
NRF\'s capture of Um Sidir indicates that it still has sufficient 
capability and organization to mount effective counter-attacks. 
Continued SAF troop and materiel reinforcements flowing into EI 
Fasher suggest that the Government will continue offensive 
operations in North Darfur and the Jebel Mara for the near future 
with negative repercussions for humanitarian access and ordinary 
Darfurians. El Fasher and the 30 - 40 kilometer zone surrounding 
the town remain calm. 


5. (SBU) COMMENT CONTINUED: Gaining a clearer picture of SAF 
operations and intentions will remain difficult with virtually no 

active AMIS patrolling in areas of contention and with continued GNU 
obstruction of Ceasefire Commission efforts to carry out 
investigations. (Comment: A CFC participant informed ARC officer 
on September 13 that the SAF CFC representative rejected a CFC 
proposal to investigate fighting near Tawila. End Comment.) Fuel 
shortages in El Fasher - exacerbated by the GNU\'s withholding of 
petrol reserves - is further degrading AMISY ability to operate 

(Reftel Khartoum 2113.) Additionally 

alleged to ARC officer that the SAF continues to surreptitiously 
confiscate fuel from AMIS tankers at the EI Fasher airfield 

closes after 1800 and is under the complete control of Sudanese 
authorities impeding the African Union forceVs ability to maneuver 
and carry out its mission. END COMMENT. 


POWERS 
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Saintil brought against Lucius in April. Lucius refused to 
appear in court to answer those charges on two previous 
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occasions 

Latortue had sent him on official business to the Dominican 
Republic on the date of the scheduled hearing. Lucius 
immediately filed an appeal against the warrrant on 
jurisdictional grounds and took to the airwaves to denounce 
judge Saintil as corrupt. Chief prosecutor Claudy Gassant 
responsible for executing the warrant 

his office on September 13 

Mario Andresol. Gassant announced he would await the 
decision of the appeals court to act on the warrant 

warned Lucius that his public statements and his previous 
failures to appear broached contempt of court. 


3. (C) Comment. In the final weeks of the interim government 
before President Preval\'s inauguration in May 

publicly denounced several judges 

accusing them of corruption in releasing criminals arrested 
by the HNP. Saintil filed charges against Lucius shortly 
thereafter 

judged that the charges were baseless and that Saintil had 
acted in retaliation. Informed legal observers also agree 
with LuciusV assessment that corruption in the judiciary is 
widespread 

Lucius enjoying the support of Andresol 

IGOH occupied with elections 

relative ease in their first confrontation. 


4. (C) Comment continued. Lucius is a controversial figure. 
He earned a reputation as a staunch Lavalasian during the 
first Preval and second Aristide administrations 

2003 he concluded an investigation of a high-profile 
kidnapping in which he implicated close associates of 

Aristide 

according to widely circulated rumor 

with Aristide opponents in unofficially identifying gang 

leaders and thugs (\"chimeres\") that Aristide had enlisted to 
suppress the opposition. Lavalas militants in Haiti hold 

Lucius in particular contempt. More recently 

police officials have developed a strong dislike for Lucius 
because they believe he has obstructed collaboration between 
UNPol and the HNP. PostVs police advisors also cite 
instances where Lucius has impeded cooperation. Lucius has 
earned Andresol\'s respect and apparently made himself 
indispensable through his effectiveness and hard work. With 
Andresol\'s backing 

position for the moment. 

SANDERSON 
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reform is increasingly indiscrete and that it risks 
undercutting the prospects for reviving the March package. 
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It may be time for a frank exchange with Brussels on its 
policy to determine if the EU has indeed signed up to 
Schwartz Schilling\'s approach 

make its dangers clear. END SUMMARY 


Constitutional Reform: "We Must Move Quickly to Phase ІІМ 


2. (C) Schwartz-Shilling opened the meeting by underscoring 
his interest in coordinating his approach on constitutional 
reform closely with the U.S. With that in mind 

his plans for moving constitutional reform forward. He was 
he said 

U.S.-brokered March package of constitutional amendments 
through the next parliament Was far as possible." Не 
suggested that the parties should not be allowed to open up 
what was already agreed 

adjustments and/or technical fixes might be appropriate in 
some areas such as human rights. Regardless 
Schwartz-Schilling said 

about the prospects for the March package was critical. If 

it was impossible 

passage 

directly to phase II talks under his lead 

Schwartz-Schilling argued that this approach would ensure 
\"clarity\" on constitutional reform before the February 2007 
PIC 


3. (C) Schwartz-Schilling explained that he had already 
formed an \"informal\" advisory group 

O\'Brien and Thomas Maekert (among others) 

II 

Bosnia). He told the Ambassador that the group would meet 
again in Vienna on September 25 

Legal Office representative could participate. 
Schwartz-Schilling said his preliminary thinking 

exchanges with the advisory group and OHR staff work 

that phase ІІ needed to address two key issues: 1) entity 
voting within the State-level House of Representatives 
(something he said Haris Silajdzic had stressed in an 
exchange with him) 

competencies between the State and entity levels of 
government. Language on competencies must not undermine the 
VEU clause\" in the March package that provides the State the 
responsibility to negotiate with the EU and adopt and 
implement all measures necessary for implementation of GBiH 
commitments to the European Union 


4. (C) The Ambassador responded that the U.S. intended to 
continue to exercise a leadership role on constitutional 
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reform. This included making a post-election effort to 

revive the March package. He stressed that OHR/EUSR signals 
that it planned to launch phase Il talks early would 

undermine the prospects for the March package. The 
Ambassador expressed concern that Schwartz-Schilling was 
already having conversations with Bosnian political leaders 
about phase II 

do right now was to keep quiet and avoid providing political 
leaders with an excuse to jettison the hard fought 

compromises contained in the March package. The Ambassador 
also questioned Schwartz-Schilling\'s assertion that the fate 

of the March agreement and a decision to move to phase ІІ had 
to be decided shortly after the election 

might not have a government until early 2007. The Ambassador 
stressed that the U.S. had not made any decisions about how 

to proceed with phase Il talks. This included how to 

structure the talks and who should lead them. He wondered 
how U.S. interest in playing a leadership role could be 

squared with an EU-led process that took direction solely 

from Brussels. Finally 

representative 

difficult for a USG employee to serve on an informal advisory 
group to the HighRep at this point. 


Police Reform: \"The U.S. Must Make Dodik Agree" 


5. (C) Turning to police reform 

underscored his intention to begin political talks 

immediately after the elections even while the Police 
Directorate continued its professional assessment" regarding 
a new policing structure for Bosnia (reftel). He asserted 

that he had sent several of his advisors to Brussels to 

hammer out an agreed approach on police reform with the 
Council and the Commission. These exchanges convinced him 
that the EU was finally uniting around a common strategy on 
police reform 

a more active role on police reform 

the U.S. had to use its V'special relationship with (Republika 
Srpska PM) Dodik\" to persuade Dodik that there would be 
\"serious consequences\" unless he compromised on police reform. 


6. (C) The Ambassador responded by noting that he regularly 
discussed police reform with Dodik 

had failed to present serious proposals to the Police 
Directorate and that Dodik needed to engage constructively. 
That said 

extension OHR 
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on police reform. Nor was it at all clear what sanction 

beyond delaying the Stabilization and Association Agreement 

the EU plans 

Dodik was hearing conflicting messages from Brussels and 
Sarajevo on this issue 

U.S. could not argue EU conditionality more forcefully than 

the Europeans themselves. Brussels and the HighRep needed to 
play a more active role on police reform and deliver clearer 

and tougher 


From OHR to EUSR: \"Give Me Bonn Powers!" 


7. (C) In a brief one-on-one exchange at the conclusion of 

the meeting 

summer 2007 transition from OHR to EUSR was crucial as a sign 
to Bosnians that Europe was their future. The Commission 
claimed 

function without OHR supervision 

this was possible provided the PIC found some way to maintain 
the Bonn Powers after summer 2007. These might be vested in 
him by allowing him to keep his OHR hat and a very small 

office of \"OHR staff" funded by the EU. This arrangement 
would provide the U.S. with a greater voice in his day-to-day 
work than it might otherwise have under a purely EUSR 
operation 

on until 2008 to see this work 

reform 

was not asking for formal U.S. views on this proposal 
suggested it might be discussed on the margins of the October 
19-20 PIC. 


Comment 
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8. (C) Schwartz-Schilling increasingly sees himself as 
leading 

process 

poorly calculated political risks to secure that leadership 
position. His willingness to raise constitutional reform 

with Bosnian politicians now 

he would not do so 

constitutional reform post-election without achieving the 
grand bargain on more sweeping reforms Schwartz-Schilling 
claims he seeks. Throughout Schwartz Schilling implied that 
he had Brussels imprimatur for his constitutional reform 
strategy. Frankly 
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Schwartz Schilling\'s plea to us on Dodik -- that Brussels has 
settled on a clear strategy for advancing police reform. We 
have heard rumors that Brussels is actually unhappy with 
Schwartz-Schilling\'s performance (for good reason) 

approach to constitutional reform and suggestion that he keep 
Bonn Powers may be part of a larger strategy to lock himself 
into job for him for the next two years. Regardless 

believe it would be worthwhile for senior U.S. officials to 
approach Solana and his staff to determine just what Brussels 
is thinking about the way ahead in Bosnia and to make clear 
that the March package of constitutional amendments should 
not be blithely risked in high stakes gamble to launch phase 

II talks before it is appropriate and without U.S. 

participation. 

MCELHANEY 
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far will you push Serbia before you have a situation like 
with Germany before WWII?\" she asked. 


-- (SBU) Serbia: The EU\'s meeting with the Serbs on September 
29 is unlikely to reinvigorate the process especially since 

the GOS has limited options in dealing with Mladic 

to Rocha. She said the GAERC would discuss strategies to 
engage through scholarly exchanges and public diplomacy 
efforts but Rocha remarked that it seemed that the process 

had stalled. 


-- (С) Bosnia: The GAERC will press Bosnia to tone down its 
rhetoric especially with regards to the Srspka region. Rocha 
stressed that the current rumblings are especially troubling 
to Portugal in light of the GOPVs recent discussion about 
redeploying troops serving in Bosnia to other areas 
(including Lebanon) by the end of the year. The GOP will 
monitor the situation very closely and might reconsider its 
plans if the situation deteriorates further. 


3. (C) Sudan and Darfur: Rocha said the GAERC would focus 
carefully on Sudan during this month\'s meeting to find 
constructive ways to respond to the increasing violence. In 
particular 

Union (AU) decides to extend its mission during its September 
18 meeting. Currently 

public support for an extension to the AU mission 

to Rocha 

deteriorating situation. Rocha underscored that it is 
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critical to avoid creating a vacuum in which neither the AU 

nor the UN have a mission in country. The EU Secretariat 
plans to request that European representatives demarche 
Moscow 

support for a UN mandate and urge that all military attacks 

stop immediately. Rocha suggested that the EU was likely to 
attempt to approach select nations while in New York for UNGA. 


-- (C) Democratic Republic of Congo: Javier Solana will brief 
the group on his September 12 and 13 visit. Rocha commented 
that she also saw the situation deteriorating fast in the 
Democratic Republic of Congo and indicated that their 

decision to postpone elections is a bad omen. 


4. (C) Middle East: Rocha noted that the informal Gymnich 
meeting was a useful discussion but had been overcome by 
events since the situation had changed significantly over the 
last two weeks. Rather than discuss the crisis in V'big 
picture\" terms 

on practical mission and specific policy concerns. 


-- (O) Israeli-Palestinian Issues: Rocha commented that the 
EU will need to decide as a group whether to compromise on 
issues with the Palestinian government. For example 

the EU be willing to accept two of the three principles as 
\"good enough" from the Palestinians? Rocha said she 
suspected it would be a tough discussion since it will be the 
first time member states discuss the EU\'s policy limits. 


-- (U) Lebanon: UNIFIL contributions 
and coordination plans will be the primary agenda items 
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according to Rocha. 


-- (O) Iran: Solana will brief the attendees on his meetings 
with the lranians this week. Rocha noted that the Iranians 
had met with some EU members but not with Portugal. She 
raised the possibility that the Iranians were attempting to 
divide and conquer the Europeans with such visits. Rocha 
further reported that Portugal considers Iran a threat but 
would be more interested in UN sanctions than in pursuing 
bilateral sanctions. 


-- (C) Iraq: The GAERC plans to discuss Iraq very briefly and 
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recap the Abu Dhabi meeting outcomes. Rocha said Portugal 
will need further details on the International Compact for 

Iraq before deciding whether to support it. 

OV Neal 
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the Chevron auditors. They also said that Chevron had so far 
been unable to contact GOC authorities to relay this 
discrepency 

team in N\Djamena on September 18 to discuss the issue 
directly with the GOC. They said that World Bank officials 
had suggested that Chevron officials arrange a meeting with 
Finance Minister Abbas Tolli 

Chevron would consider the meeting 

meeting directly with GOC authorities when іп NYDjamena. 


5. (SBU) According to Chevron 

unclear if its team could even enter the country. After all 

while President Deby noted that the suspension would be 

lifted once taxes were paid 

suspension meant that Chevron employees were not allowed into 
be in Chad. Chad\'s Embassy in Washington had told Chevron 
that their employees V'were not welcome\" at a reception hosted 
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by the Embassy in honor of the visit of First Lady Hinda Deby 
Itno to Washington. According to them 

have to determine whether Chadian authorities would allow 
them even to enter the country. 


WALL 
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the Yorubas (from the southwest of Nigeria) control most of 
the oil industry and much of Nigeria\'s economy. Spiff 
blamed the Yoruba for scuttling an attempt to require more 
local content in oil services 

more business into the Niger delta and its indigenes. He 
also noted that while indigenes V'know that the Yorubas are 
behind this 

visible and provide the rallying point for the wide range of 
complaints from the region. 
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3. (C) Spiff said the USG is seen as ignoring the problems 
instead of being a Vreliable proponent of democracy.\" Spiff 
said that Rivers State Governor Peter Odili V'could perhaps 
resolve some of the issues\" in the delta. However 
continued 

Odili\'s presidential ambitions. 


4. (С) COMMENT: SpiffVs analysis of the situation tracks 
with the general comments floating around the area for many 
years 

The difference appears to be that the complaints are 
becoming much more public. 

CAMPBELL 


78455 

78456 

consecutive years with a rate less than 20 

to levels of the mi-1990s\" 

secretary of biodiversity and forests. BrazilVs highest rate of 


SIPDIS 

destruction took place in 1995 

deforested. Nevertheless 

number arguing that they have a study that points out an 8.4% raise 
in deforestation rate. 


4. Comment: It is evident that good work is being done by Minister 
Marina Silva\'s administration. Three main factors are responsible 
for this reduction: intensified monitoring of logging 

control and increased organization of land titling and tenure and 
the creation of 18 conservation units. Although a lot more needs to 
be done 

over a decade that two consecutive decrease in deforestation rates 
have taken place. End Comment 


SOBEL 
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JEWELL 
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operational gain with the minimum diplomatic fallout.\" He 
proposed encouraging Russia to contribute meaningfully as a 
newer PSI partner 

maintaining its status as an interlocutor with North Korea is 
compatible with refusing to accept its ballistic missile 
program and proliferation activities. 
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Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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Saturday 

responsibility 

leaders like David had erred 
individual leaders 


6. The alliance of Congress parties sent a letter of protest 
against the scheme to diplomatic missions accredited to Lesotho 
in July of this year (ref B). They also presented a letter of 
protest in August to the SADC Heads of State Summit in Maseru 
criticizing the movement for electing Lesotho\'s Prime Minister 
Pakalitha Mosisili 

of this controversy surrounding his government. 


7. COMMENT: The donor community in Lesotho empathizes with the 
GOL\'s challenge to retain competent people in the public sector 
but advocates reward for good performance. The array of 

incentive schemes implemented so far have unfortunately brought 
little improvement in governance of the civil service and 

delivery of services to the public. The latest attempt by 
government to explain the car ownership scheme raises more 
questions than answers. Coming as the nation prepares for 
national elections in 2007 

public assets for political campaigning by the ruling party 

which has been a primary complaint of the opposition. In the 

face of widespread poverty exacerbated by the HIV/AIDS pandemic 
this conspicuous grab of public assets by the ruling party will 

be a key election issue in 2007. END COMMENT. 


MURPHY 
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-- although Ceasefire Commission (CFC) meetings are taking 
place 

items being brought to conclusion in each meeting. Many 
items are referred repeatedly to the CFC 

the U.S. Observers have not been permitted to raise incidents 
for investigation by the African Union Chair. Strangely 

EU Observer has agreed with the AUVs silencing of the UN and 
U.S. Observers. In conclusion 

work; 
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-- the AMIS Force Commander role is changing hands this week 
with the incoming FC in Addis Ababa for consultations. The 

AU is preparing in Addis Ababa for the September 18 Peace and 
Security Council (P&SC) meeting with the UNSC in New York on 
September 18. UN Principal Deputy Sp. Rep Taye-Brook 
Zerihoun and AU P&SC Commission Said Djinnit will also hold a 
preparatory meeting; and 


-- the Sudanese Government still has not accepted a 

transition to a UN PKO. A UN PKO \"cannot be deployed without 
consent.V President Bashir has consistently voiced his 
opposition 

UN PKO. There are no hints of a u-turn by the Government 
statements that keep the door open 

efforts to prepare the public for a change in its views. The 
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current security situation is unacceptable; if AMIS withdraws 
from Darfur 
rendering implementation of the DPA impossible. 


3. (C) Taye stated that AU Special Representative Kingibe and 
he had met with acting Minister of Foreign Affairs Ahmed Ali 
Karti 

Preparations are underway for the September 18 meeting in New 
York 

package" to help AMIS continue in Darfur. The AU is 
reviewing resources available 

effort one or two months. This 

priority of the international community. Djinnit says AMIS 
Seeks to stay 

that its mandate not be concluded. An extension 

will be in the context of a transition to a UN PKO. 


4. (C) USAID Director and Pol/Econ Chief noted Minister of 
Foreign Affairs Lam AkolVs visit to the Department of State 
on September 11 had not gone well 

willing to provide Secretary Rice with the hand-carried 

letter from President Bashir to President Bush. Secretary 
Rice advised Akol that a transition to a UN PKO in Darfur was 
necessary for improvement in bilateral relations 
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the Sudanese Government had not as of yet offered any 
indication of new thinking on the issue 

push its own security plan for Darfur. 


5. (C) The Norwegian ambassador discussed a recent meeting 
with SPLM National Assembly Chair Yassir Arman 

Yassir said the SPLM sought to get DPA non-signatories on 
common ground 

Support for this effort included FVP Kiir and VP Taha 

have formed a high committee to press for broader acceptance 
of the DPA. Failure to implement the DPA is a cancer on the 
Comprehensive Peace Agreement 


6. (C) The British ambassador said that Minni Minawi had no 
power 

president. Neither the SLM nor the SPLM carries much 
political clout 

Party (NCP) has been to bolster its hardline position. The 
NCP seeks to stay in power 

foreign troops will attract violent opposition by 
fundamentalists. The DPA has to be made attractive 

added 

DPA could not be re-opened to add value to it. The Sudanese 
Government is using the DPA to attack 

bring other parties on board. Arguments against the DPA 
center on two issues: the amount of compensation and 
janjaweed disarmament. Both needed to be addressed to broaden 
support for the DPA. 


7. (C) Pronk mentioned that the international community 
should evaluate the possibilities of a Chapter VIII 
peacekeeping operation 

peacekeeping to a regional body 

finance it. The African Union force cannot do it 

different AU deployment might be able to do so. Pronk noted 
that Presidential Advisor al-Khalifa had mentioned the 
concept to UN U/S Guehenno earlier. 


8. (C) Pronk added that the process needed an outcome that is 
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face saving 

This would be Plan A 

assisting with debt relief 

the coming year for Sudan might sway the Governments views 
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on a UN PKO. The international community should continue to 
outline the real purpose of a transition to a UN PKO 

would include implementing the DPA and strengthening the 
Comprehensive Peace Agreement. Plan B 

re-visit other concepts 


9. (C) In the absence of a transition to a UN PKO 

concluded 

humanitarian catastrophe. It is important for the 

international community to continue generating additional 

ideas and exchanging views on ways by which DPA support can 
be broadened. He also suggested participants continue to 
consult with their capitals to agree on common messages. 
POWERS 
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of course." End Comment. 
Taplin 
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that Iraqi police were involved in the last incident 

said Kuwait is worried V'who is behind ИЛ" Ambassador 
offered to look at ways the USG can further help with border 
security issues and told Al-Roumi the issue was prominent on 
the agenda of the recent Gulf Security Dialogue session held 
in Washington with GOK senior officials. (Note: In an 

earlier meeting with PolChief 

characterized his conversations with al-Roumi as \"polite\" but 
said he sensed very clearly that the Kuwaitis suspect Iranian 
meddling. End note). 


Visit by Kuwaiti Amir to Washington 


5. (C) Al-Roumi noted the very positive reports he had heard 
about the AmirVs recent visit to Washington. Ambassador said 
Washington took an equally positive view of the visit 

that in addition to the very warm and constructive meetings 

at the White House 

formal session of the Gulf Security Dialogue and had a useful 
session of the TIFA Council during the Amir\'s presence in 
Washington. 
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6. (C) The Ambassador reviewed the discussion in Washington 
of a potential GOK refinery investment project in the U.S. 

He noted that KPC CEO Hani Hussein has been invited to 
Washington to meet with Energy Secretary Bodman 

suggested that this would be a good opportunity to discuss 
how the U.S. can facilitate investment in new refinery 

capacity. 
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For more Embassy Kuwait reporting 
http://www.state.sgov.gov/p/nea/kuwait/cables 


Or Visit Embassy KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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October 1. Another 27 percent still have only a \"vague idea\" whom 
they will support on election day. The daily also points to what it 
calls a \"remarkable\" fact: Since the beginning of the Imas polling 
institute\'s surveys on voters\' support in June the number of 
undecided voters has not grown smaller. The current situation 
believes 

the election and the domestic policy turmoil in Austria since the 
emergence of the scandal surrounding the union-owned bank Bawag. The 
majority of undecided voters are under 30 


Fifth TV Debate 


3. The fifth televised political debate between Minister for the 
Environment Josef Proell for the OeVP and FPOe leader 
Heinz-Christian Strache showed the two parties apparently have very 
little in common. Proell accused Strache of having chosen the 
Vhooligan sector" and ruled out an OeVP coalition with the Freedom 
Party. 

On ORF radio early morning news Morgenjornal 

summarized the debate: \"A coalition with the FPOe is out of the 
question 

debate: VWith the FPOe under your leadership 

will certainly be no coalition with the OeVP. You\'ve voluntarily 

stated that you\'ve put yourself in the hooligan sector 

good thing you've made that clear 

turn 

the Chancellor is ostracizing us 

Gusenbauer [of the SPOe] 

coalition with us 

between Proell and Strache on topics including the EU -- where the 
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OeVP representative praised its benefits 

pointed to what he called its VdangersV - and on the Eurofighter. 

For Proell 

Strache claims they are a waste of money. And while Strache warned 
against \'mass immigration 

fears - something the Minister considers dangerous.\" 


EU\'S Change of Course 


4. With SpainVs decision to send all illegal immigrants back to 

their countries of origin 

deportation. These drastic measures are seen as a change of course 
regarding immigration policies on the part of Spain and the European 
Union 


Annan on Iraq War 


5. UN Secretary General Kofi Annan has told journalists most Middle 
East leaders regard the US-led invasion of Iraq as a \"disaster\" for 
the region. Speaking after his recent tour of the Middle East 
stressed that the timing of any US withdrawal was now a key issue 
with some leaders wanting the US to stay and stabilize Iraq 

others are pushing for an immediate withdrawal. 

ORF radio early morning news Morgenjournal quotes UN Secretary 
General Kofi Annan as saying: \"In a way 

a position where it cannot stay 


Solana - Larijani Meeting off 


6. A meeting scheduled for today between the EU\'s foreign policy 
chief Javier Solana and lranVs top nuclear negotiator Ali Larijani 
has been postponed. Instead 

reason has been given for the sudden change. 

ORF radio early morning news Morgenjournal also says that at a 
meeting of the International Atomic Energy Agency\'s board of 
governors in Vienna 

towards imposing sanctions on lran for failing to suspend uranium 
enrichment as required by the UN Security Council. US Ambassador to 
UNVIE Gregory Schulte stressed: \"We would like to hear that Iran 
will suspend its enrichment activities and cooperate with the IAEA. 
We have yet to hear that 

Meanwhile 

open to what he called V'new conditions\" to resolve the nuclear 
standoff. He stated he believes talks could end the dispute. 
McCaw 
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upcoming 2007 budget negotiations 
coalition goal of achieving a one percent deficit by 2009 
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\"mission impossible." In order to give the Ministry of 
Finance (MOF) more tools to maintain fiscal restraint 
suggested that additional formal guidelines such as debt/GDP 
deficit/GDP 

percent limit on year-to-year expenditure increases and three 
percent budget deficit currently enshrined in Israeli law as 

a result of the 2003 U.S.-Israel Loan Guarantee Agreement 
(LGA). He said that the memory of the 2002 recession 
discipline of the markets 

Israel (BOI) in favor of fiscal restraint should help control 

the impulse to spend. End Summary. 


2. (C) At a September 5 meeting 

influential Chief Economist at Bank Leumi 

largest banks 

fiscally conservative approach taken by the prior Israeli 
government may be altered. While many V'social issue V 
politicians acknowledge the importance of the Netanyahu 
economic reform program 

Israeli economy is strong enough to increase both defense and 
social spending 

this since the end of the Lebanon War. In light of this 
Bufman 

Minister\'s office 

year-to-year expenditures from 2007-2009 by 1.7 percent 
Virrelevant.V (Note: Even the 1.7 percent figure violates 

the terms of the 2003 U.S.-Israel Loan Guarantee Agreement 
(LGA) - which were enshrined in Israeli law - calling for one 
percent maximum annual expenditure increases. End Note). 
Bufman said that even before the war 

spending increases to only one percent was V'not sustainable 
because Israel\'s economic circumstances had improved 
dramatically since 2003 

hewing to that low rate \"ate into the level and quality of 
public services.\" (Note: On September 12 

approved a 2007 budget which raised expenditures by about 3.3 
percent over the prior year. End Note) 


3. (C) Bufman is worried and alarmed\" by the propensity to 
spend. While acknowledging that the Israeli economy had 
\"passed a test!" (and is now perceived to be stable and 
prosperous) 

instability and the possibility that the PM will need to 
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increase spending considerably to keep the coalition 

together. To respond to this challenge 

the MOF to engage in "damage management" in order to prevent 
spending from spinning out of control. In his view 

means coming up with additional fiscal guidelines to 

constrain spending 

delineated in the LGA. He said that increased transparency 

in financial matters is vital and suggested setting formal 
guidelines for debt/GDP 

saying that this would give the MOF more tools to use to try 

to limit spending increases. Bufman acknowledged that the 
legal limitations already in place did not prevent 

politicians from exceeding the agreed one percent limit on 
budget increases for 2007 

limitations would make it somewhat harder for policymakers to 
ignore spending constraints in the future. 


4. (C) In analyzing the future of the economy 

that the favorable background conditions -- the continuation 

of world growth and the successful policies of the previous 
governments -- are very important. Accordingly 

risks to the Israeli economy now are a possible downturn in 
world economic growth and the adoption of unwise policies by 
the present government. He said that while MOF professional 
staffers will be very vigilant and want to control the fiscal 
appetites of government ministers 

now as they were in the past. The memory of the recession of 
2002 and of the hyper-inflation after the 1982 Lebanon War 
will also temper some demands 

one-time expenditure shock resulting from the recent war from 
becoming permanent 

War 

for PM Olmert to try to satisfy the \"fairly reasonable\" 

social demands of Labor Party leader Amir Peretz instead of 
turning to the ultra-Orthodox United Torah Judaism (UTJ) 
Party and its budget-busting demands to restore the large 
family allowances to their pre-reform levels. 


5. (C) Regarding the stance of the BOI 

Governor Fischer is unhappy with the pressure to increase 
spending and is strongly urging the government to maintain 
fiscal restraint. He said Fischer wants any expenditure 
increase beyond the 1.7 percent originally agreed to by the 
coalition to be offset by an increase in the VAT. A one 
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percent VAT increase would generate about NIS 2.5 billion 
(USD 568 million). The recent strength of the stock market 

in the face of the war and the subsequent political fallout 

has been positive 

if it perceives a war of attrition developing in the north 

or that government spending is getting out of control. He 
expects the BOI to raise interest rates in Israel slightly in 

the face of the upcoming spending increases and that a gap of 
50-100 basis points would open between Israeli and U.S. rates 
in the coming year. Bufman expects Israeli interest rates to 
be about 5.2 percent in 2006 

remain stable at 5.3 percent in 2008-2009. He is also 
assuming a stable exchange rate of about NIS 4.5 to the 
dollar. 


6. (C) Bufman stressed that any spending increases beyond 
the presently-agreed framework must be temporary -- for 2007 
and possibly 2008 only 

markets. While an expenditure \"shock\" of upwards of three 
percent is likely for 2007 

the deficit remains under control and that the debt/GDP ratio 
continues to decline 

89 percent at mid-year 

at 91 or 92 percent. This is a sharp improvement from the 99 
percent and 95 percent levels posted by the government in 
2004 and 2005 

measure 91 percent of GDP in 2007 

percent in 2009 

year-to-year expenditure increases of about three percent in 
2007 

the coalition goal of reaching a one percent deficit by 2009 
\"mission impossible 

increases now being contemplated 

deficit would be in the two percent range in 2006 

percent in 2007 

2009 

the LGA. 


7. (C) All of these forecasts assume what Bufman called a 
\"conservative\" annual GDP growth rate of about four percent 
that the cease fire in the north holds 

global economic shock -- although they allow for a mild 
economic slowdown in the U.S. Future Israeli growth will be 
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fueled 

fixed assets 

equipment. Fixed asset investment in Israel was negative 
during the 2001-2003 period 

Machinery and equipment production capacity is near its 
peak 

housing prices are starting to rise in central Israel. 


8. (C) Bufman emphasized the importance of continuing to 
invest in major infrastructure projects in the coming years 
saying that IsraelVs infrastructure needed upgrading for the 
country to remain internationally competitive. However 

noted that there has been much discussion among politicians 
and in the press about postponing important rail and road 
projects. He said that in order to finance increased 

spending 

maybe increase the VAT (reduced from 16.5 to 15.5 percent in 
July). The higher budget deficit will be financed by raising 
more debt in the bond market. 


9. (C) Regarding the issue of where the GOI can get the 
money it needs for new financing initiatives 

that the government operates very inefficiently and that 
there is much room for severe cost cutting. He advocated 
outsourcing many government functions. However 
describing an effort he was involved in some time ago to try 
to do just that -- which went nowhere -- he acknowledged that 
a serious outsourcing program at this point is not realistic. 
He added that throughout the government 

military 

analysis is being done 

if money is being spent properly. He said that it is 
reasonable to assume that it is not. 


10. (C) Bufman alternated between hope and despair during 
the course of the conversation. He expects the government to 
muddle through the crisis brought on by the Lebanon war with 
moderate spending increases that will allow the military to 
prepare properly for the possibility of a further round of 
warfare 

have not fallen off the national agenda. However 
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skeptical that the supposedly one-time spending increases 
will really be temporary. He therefore sees the need to 
equip the MOF with as many tools as possible to constrain 
politiciansY spending habits - thus his attempts to enumerate 
additional \"official\" guidelines such as the expenditure 

debt 


11. (C) In our view 

coalition government is weakened as a result of the war 
managed nonetheless to secure Cabinet approval for the 2007 
budget by a vote of 19 for 

(Defense Minister Amir Peretz of Labor). Knesset 
deliberations on the budget will be more contentious and will 
present the next major obstacle to the survival of the 
coalition in its present form. Polling indicates that 

elections to be held now 

as well as they did last time 

parties probably will want to make sure to pass a budget by 
year end to prevent having to hold new elections early next 
year (as required by Israeli law if the budget is not passed 
by December 31). Therefore 

immediate threat to the coalition 

passes. 


12. (C) The possibility of the ultra-Orthodox UTJ party 

joining the government also looms as a potential threat to 
fiscal restraint. However 

that there is little likelihood that the coalition would 

invite UTJ in for this very reason. Moreover 

has so far succeeded in responding to the post-war trauma and 
increased spending pressures with moderation. However 

time when social issues are once again a priority and demands 
from the military will only increase 

one-time spending increases becoming permanent 

increases following. If this happens 

factors 

major world economic slump kick in 

face a difficult economic situation which would require a new 
reform program to alleviate. End Comment. 
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get some aid 

However 

level with an indication from Washington that an aid request 
would be viewed positively. As the head of the professional 
team which would prepare an aid request 

could state authoritatively that the GOI is not working on 
preparing such a request now. 


5. (C) To cover the increased defense expenditures 

said that there would be cuts in other areas. He had met 
with Minister of Industry 

Shas) to discuss delaying a scheduled cost-of-living increase 
in child allowances and other transfer payments. Putting off 
the 1.65 percent increase on NIS 40 billion (about USD 9 
billion) in payments saves the government almost NIS 700 
million (about USD 160 million). (Note: Yishai was clearly 
unhappy with the outcome of that discussion 

ministers voted against the budget in the Cabinet vote later 
that evening. End Note) Bachar also noted that 
infrastructure spending would be reduced 

go into specifics. 


6. (C) Bachar denied that there were to be simple V'across 
the board cuts\" in ministries budgets 

reporting. He said that ministries generally spend only 

about 98 percent or so of their allotted money during the 
year 

defense. In addition 

ministries but health and education will be cut 

for salaries will not be touched. When the EconCouns asked 
about money for Negev-Galilee Development 

this was not really being cut. The government intends to 
spend about NIS 1.5 billion for Galilee development (with a 
bit of it for the Negev as well) 

from American Jewish philanthropic organizations such as the 
United Jewish Communities (UJC). 
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7. (C) In response to EconCouns question on spending for 
settlements 

territories is spread out among all of the ministries 

that there is no special money allotted for settlements. 
When the EconCouns reiterated USG concern about money being 
spent on settlements 

fiscal difficulty 

building more settlements 

infrastructure projects such as highways in the territories. 
While Israeli citizens living in the territories are entitled 

to whatever other Israeli citizens receive 

spending on settlements might be reduced as a result of the 
pressure to spend on defense. 


8. (C) Regarding the new Economic Advisory Council 

said it is headed by a good economist (Note: Manuel 
Trajtenberg of Tel Aviv University; PHD 

Note) 

to have an economic affairs advisory group close at hand. 
The goal is for it to be the economic equivalent of the 
National Security Council. Bachar said he is not sure what 
the new body will be able to contribute 

would not take power away from either the Bank of Israel 
(BOI) or the MOF. The BOI is independent and the presence 
and personality of Governor Stanley Fischer is a major factor 
in enhancing the perception of Israeli economic stability 
outside the country. He noted that when Fischer speaks 
Cabinet members listen. As for the power of the MOF 

said that it would take a very powerful PM and a very stable 
government to reduce it in any meaningful way. 


9. (C) This led Bachar to remark off-the-record (please 
protect) that he is deeply concerned at the weakness of the 
government 

easily fall and bring on new elections. Asked about his own 
future and about how much continued fiscal discipline depends 
on him 

that personalities are important 

dependent on individuals. The Israeli economy is on track to 
be competitive in the world market. If it deviates from that 
track 

back. He added that the economy has been moving in more or 
less the same direction for the past twenty years 


Column 3 

Netanyahu did not \"invent the wheel" He succeeded as 
Finance Minister by refusing to compromise on important 
economic principles. Politicians can be wrong 

economy is always right. Now 

right direction. This is not to say 

not some very problematic issues that need attention. Bachar 
went on to note that even (DefMin and former labor boss) Amir 
Peretz does not want to bust the budget framework. Even those 
who oppose the budget do so at the margins and do not attempt 
to change the fundamental principles of the economic growth 
policies. At heart 

is the correct policy 

properly deal with issues of social concern. 
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Legislation to Create Military Commissions\" 

Anniversary of September 11 

NGOs 

members of the Jamaican Constabulary and Defense Forces. The 
PAO also provided information from the State Department Fact 
Sheet \"Winning the War on Terrorism\" as background to the 
media. 
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1. (U) Summary: To fend off political pressure 

specter of a windfall tax 

to make a \"voluntary\" contribution of up to $773 million over the 
next five years. The solution 

Castillo played a key role 

increasing funds for much-needed poverty alleviation without 
\"changing the rules\" on investors in a vital sector. The deal is off 

if taxes increase or world metal prices drop below a reference 

level. The firms 

will control the funds 

projects 

\"guidance\" from the GOP. Public dissatisfaction over lack of access 
to the mining royalties reserved for communities had led to mounting 
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political pressure for a legislated solution such as a windfall 

profits tax. Already Peru\'s largest taxpayers 

firms already have extensive community projects in place. The extra 
development funds will support President Garcia\'s \"Investment 
Shock" 

End Summary. 


CONTRIBUTION AGREEMENT 

2. (U) On August 24 

announced to the Peruvian Congress that the mining companies 
operating in Peru were going to make a collective contribution 
totaling 2.5 billion soles ($773 million) to be used for community 
development. The contribution will be divided among all firms and 
paid in five parts from 2006 to 2010. Del Castillo stressed that 

this contribution was in addition to what the mining companies were 
already spending to assist community projects. 


3. (U) The deal 

rule of law while giving the GOP immediate funds to fight poverty 
malnutrition and social exclusion in mining zones 

poorest areas. (Note: Areas that voted for Ollanta Humala and may do 
so again in November 

their needs. End Note) The voluntary contributions are in addition 

to the $10 billion that mining companies plan to invest in new 

projects in the next five years 

address to Congress 

indirect social benefits. 


DETAILS 

4. (U) Mining companies will not pay the voluntary contributions to 
SUNAT (the tax agency) but will manage them as company-specific 
private funds. The GOP will not be involved in executing projects 

and will only offer \"guidance.\" The companies 

local governments will jointly determine where 

monies are spent. This process would avoid the long delays that 

local governments have experienced in accessing the growing V'Canon V" 
royalty funds. Corporate management will \"unblock\" needed public 
works since the firms have the qualified engineering and management 
staff that the local governments do not 

hindered by bureaucratic regulations that slow public projects. 

(Note: the Mining Canon comprises half of firmsV income taxes 
reserved for local development. The dramatic delay in canon funds 
actually disbursed for projects has been due in part to the 

inability of municipal governments to prepare suitable project 
proposals 

Finance MinistryVs screening system (SNIP). End Note) 


ROYALTY PAYMENTS CAN BE DEDUCTED FROM CONTRIBUTION 
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5. (U) The deal was negotiated directly with the main industry 

trade organization 

Energy (SNMPE). While the deal has yet to be formalized by lawyers 
we understand the agreed contribution will be three percent of each 
mining company's pre-tax profits. All companies will pay this 
contribution 

SNMPE Vice-President (and also CEO of PeruVs largest mine 

Peru Copper) 

currently pay mining royalties will deduct these from the 

contribution that they may be assessed. (Note: mining royalties are 
taxes created in 2004 

Peru\'s resources. The Constitutional Court upheld firms\' challenge 
to the law in a controversial 2005 ruling. End note.) 


6. (U) Mining companies obtained the GOP\'s acceptance to several 
important conditions for these extraordinary contributions: the deal 

is off should current tax rates increase 

world metal prices decrease below a reference level. The GOP is 
currently working out with the companies the formula to be used for 
calculating each firm\'s baseline for the contribution 

the final amount that each firm will contribute. 


FIT WITH GARCIAVS INVESTMENT SHOCK 

7. (U) GOP officials 

satisfaction at the results of the negotiations and say the extra 
money will be a shot in the arm for the GOP\'s well-publicized 
VInvestment Shock 

plan is to carry out projects as promptly as possible in 

impoverished regions to create jobs and alleviate poverty. The mine 
firms agreed that one-third of the first year's contribution could 
cover collective compensations the GOP would pay to victims of human 
rights abuses that occurred in the 1980s and 1990s during the 
conflict with the Shining Path and MRTA guerilla groups. 


BACKGROUND TO THE DEAL 

8. (SBU) The idea of a voluntary contribution actually arose within 
the mining community as a means of forestalling growing political 
pressure to void tax stability agreements. Nonetheless 

firms resisted the idea of voluntary contributions for months. 
Mining companies are already Peru\'s main taxpayers; moreover 
new voluntary contributions are not tax deductible. The industry 
pays a 30 percent income tax -- estimated to reach $1.85 billion in 
2006 -- plus a variety of other taxes. While some of the Peruvian 
mining firms have done little in the way of community projects 
most 

community projects 


9. (SBU) Realists within SNMPE understood that during the recent 


Column 3 

presidential election campaigns 

(APRA\'s Alan Garcia and UPPVs Ollanta Humala) called for a windfall 
profits tax and a revision or even abrogation of the tax stability 
contracts held by most of the foreign firms that had acquired mines 
during the 1990\'s privatization campaign. Even after new President 
Garcia pledged to encourage foreign investment 

congressmen expressed a preference for some sort of increased taxes. 
Del Castillo appeared keen on reaching a compromise without 
\"changing the rules V 

avoid a call for legislation. (Note: One of President Toledo\'s last 

acts in office was to veto a law that would have imposed royalties 

on firms with tax stability agreements. End Note.) Del Castillos 
planned presentation to Congress was delayed several times as 
negotiations continued. 


10. (SBU) Producing a deal that involved all mining companies was 
an ambitious undertaking. On the basic question of whether to give 
any voluntary contributions 

could not contribute extra when world metal prices go down. Most 
firms realize that once the public gets used projects facilitated by 
the voluntary contributions 

contributions during lean years of low mineral prices. Internal 
negotiations on the size of contributions were complex and took 
several weeks due to the wide variations in: operation size; 
reserves size; type of operation or metal/s produced; and cost 
structure and legal situation (some with tax or juridical stability 
contracts 


COMMENT 

11. (SBU) Mining companies have learned some bitter lessons over the 
past several years. Some mining contacts acknowledged they did not 
do enough for local communities; others lament that they did not 
publicize well enough the good works that they were doing. Some 
firms 

support local community projects. Others 

operation of Yanacocha 

but face determined opposition from Peruvian and international 
forces that are anti-mining and anti-foreign investment. The 
voluntary contributions and company-managed local projects hold out 
the opportunity for foreign investment and poverty alleviation to 

work - to continue working - hand in hand. Calculating and managing 
the contributions for so many diverse firms will be daunting 

well worth it if the collective will of the miners 

and the GOP can pull it off. Prime Minister del Castillo has shown 
political skill once again in resolving a thorny issue; our only 

concern is that he will simply not have the time to intervene 

personally to resolve every complaint by a local community against 

a mining company. 


STRUBLE 
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myself\" and waving a hand in a motion that signaled V'there is 
nothing to worry about" (Septel). Morales\' dramatic flourish 
aside 

Dominican Republic because of the troubled energy sector 
here 

heavily on power. Nevertheless 

by Fernandez's reaffirmation of support for Guatemala 
particularly since it comes straight from the top. 


5. (U) This report and extensive other material can be 
consulted on our SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo/ . 
HERTELL 
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USTR to be clearly false. 

3. (C) The Ambassador told the Foreign Minister said that 
ArbajesVs behavior damaged the atmosphere of the 
implementation talks and lowered U.S. confidence in the good 
faith of the Dominican side. We believe 

President Fernandez has good intentions with regard to 
implementation without delay of CAFTA-DR; however 
problem appears to be that his position is not percolating 
down to the Dominican bureaucracy. 


4. (C) The Ambassador also inquired about the recent 
postponement of a visit to Santo Domingo by Haitian Foreign 
Minister Clerisme. Morales said that the Haitian Foreign 
Minister had cancelled the visit at the last moment without 
explanation. Clerisme is V'pro-Aristide 

and \"anti-Dominican.\" \"He\'ll have a hard time catching up 
with me\" (i.e. rescheduling the visit). 


5. (C) Comment: Post is preparing a strong 

response to Arbaje\'s unacceptable statements on September 11. 
On Haiti 

actions 

\"good friend" of the Dominican Republic. Morales even 
speculated that Preval may have cancelled the visit out of 

fear that Clerisme would do harm to the bilateral 

relationship. 


6. (U) This report and extensive other material can be 
consulted on our SIPIRNET site 
http://www.state.sgov.gov/p/wha/santodomingo/ . 
HERTELL 
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REF: A. BAGHDAD 3392 
B. BAGHDAD 3389 
C. BAGHDAD 3391 
D. BAGHDAD 3357 
E. BAGHDAD 3405 


Classified By: Ambassador Khalilzad for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Kurdistan Regional Government (KRG) 
President Masoud Barzani told the Ambassador September 13 
that he would support а V'package deal" by Iraqvs political 
leaders on federal region formation 

questions 

Barzani feels any package deal conference between leaders 
should take place in Iraq 

core Sunni/Shiite disputes. Barzani said he would not 

support any law on regions that lacked broad consensus. The 
Ambassador told Barzani it would be unwise for the KRG to 
press legislation on oil before there is an agreement on the 
issue with the central government. END SUMMARY. 


2. (C) Barzani said that the Iraqi Policy Council on 
National Security (PCNS) agreement on a timeline for 
political actions (ref B) is an important achievement. 
Barzani received a copy of the timeline from Iraqi President 
Talabani. 


3. (C) Barzani told the Ambassador he supports the idea of a 
meeting of Ігад\'ѕ political leaders to make a package deal 
involving tradeoffs on some of IraqVs thorniest issues. 
Barzani wants the conference to take place in Erbil 

Kurdish region 

refusal to fly the Iraqi flag in the KRG (refs C and D) 
complicated this idea. If Erbil is not possible 

opposes holding the conference abroad 

He views Baghdad as the only other viable site in Iraq 
perhaps rotating between different leadersY residences. 


4. (C) Barzani told the Ambassador package deal talks must 
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focus on core Sunni/Shiite disputes 

Baghdad is the heart of the matter. Shiites 

help 

surrounding Baghdad; at the same time 

trying to make inroads into the majority Shiite areas 
adjacent to the roads between Baghdad and Hilla and Baghdad 
and Kut. Barzani said Sunni/Shiite tensions cannot be 
resolved without meeting these issues head-on. Resolving 
these types of issues was how he and rival Kurdish leader 
(currently President) Talabani came to an understanding 
Barzani added. 


5. (C) In addition 

assert independence from Iran via a high-profile statement by 
a senior Shia spokesperson such as PM Maliki. Shiites must 
agree to disband their militias 

Mahdi Army (JAM); Sunnis must agree to stop their insurgency 
against the GOI. Barzani said he believes Iran is trying to 
make the JAM into the Hizbullah of Iraq 

believes instability in Iraq serves lran\'s national interests. 


6. (C) The Ambassador urged Barzani to work for a federalism 
formula that would have broad support. The Ambassador warned 
Barzani of serious problems if legislation on such a key 

issue passed the CoR by simple majority 

consensus. National reconciliation should trump federalism 

for now 


7. (C) Barzani reiterated his support for federalism 

said one possible compromise would be to pass a law now but 
to delay implementation for three to four years. Barzani 
suggested there could be two federal units 

Kurd 

Whatever the structure 

region. However 

that lacked broad consensus. 


8. (C) The Ambassador told Barzani it would be unwise for 
the KRG to pass legislation regarding oil resources before 
there is an agreement with the central government. The 
Ambassador noted that progress has been made towards 
agreement 

efforts for the reconciliation process. The oil law should 
strengthen national unity. Barzani said besides a fair 
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revenue sharing 

the North across Anbar province to Jordanian and Saudi ports 
and the building of refineries in the same region to give 

Sunni Arabs a share in the Iraqi oil industry. Barzani 
appeared open to various formulae and compromises on this 
issue. He told the Ambassador he had heard the USG is 
discouraging investments in the oil sector in Kurdistan. He 
wanted to know whether these reports were accurate. 
SPECKHARD 
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had met this morning with his V'trade cabinet\" of six 
ministers involved in trade talks with the United States. 
President Vazquez said that V'we decided to move forward and 
initiate talks with the United States leading to a trade 
agreement. | will send my Chief of Staff 

to Washington to meet with Susan Schwab. | believe that by 
October 2 (the date of the JCTI meeting in Montevideo) we 
will have a concrete proposal ready." 


2. (C) Following the Vazquez call 

of Industry Lepra 

Foreign Minister on matters relating to the United States. 
Lepra suggested that we get together today to make sure that 
everything was clear. In our meeting 

Vazquez had the solid support of all of the ministers in his 
Vtrade cabinet" 

confirmed that the President had informed his ministers he 
was sending Fernandez next week to request a trade agreement 
encompassing over 90 percent of goods. The President wants 
an FTA 

so that he can sell it politically. It is important that the 
agreement be viewed from a political angle from both sides 

he added. 

Nealon 
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security operations were improving its image. Boulani 
acknowledged that there were not as many returns of 
internally displaced families to their homes in newly cleared 
areas in Baghdad as had been hoped for. 


14. (S/REL GBR AUS) Boulani stressed the importance of 
thoroughly surveying neighborhoods and vetting each house\'s 
residents 

displaced. He cited a raid earlier in the day on a terrorist 

safe house that had yielded a ton of explosives 

anti-tank mines 

The house\'s owners had been forced out by sectarian threats 
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and the house was occupied by terrorists who set up a front 
business. 


15. (S/REL GBR AUS) In response to a recommendation that the 
debate over federalism in the Council of Representatives be 
postponed 

Minister said stability was a necessary precondition for 
federalism. Although he supported federalism 

concerned that the acrimonious debate could stall his 

national reconciliation efforts. Maliki said that 

constitutionally mandated sixth month timetable to handle the 
federalism issue 

The Prime Minister indicated that Parliamentary Speaker 
Mahmud al-Mashadani had previously told him an agreement for 
federalism had been brokered 

Council of Representatives members walked out of the debate 
and the session had to be abandoned. 
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16. (S/REL GBR AUS) Director General Iraqi National 
Intelligence Service Mohammed Al-Shawani reported that 
Saddam\'s henchman 

recently spotted near Al Khalis in Diyala province where he 
had gone to visit a religious advisor. Minister of Interior 
Boulani intervened to complain that he had not been 
immediately notified and protested of poor interagency 
coordination. The Minister of State for National Security 
agreed 

National Intelligence Council. 


17. (S/REL GBR AUS) Al-Shawani said that the INIS had 
recently provided warning that a Baqubah resident was 
targeted for kidnapping but no preventative action was taken 
and the individual was later kidnapped. He said that there 
had been many similar cases. It was necessary to establish a 
standard course of action linking intelligence to operations. 
Abdul Qader responded that the Ministry of Defense had 
well-defined and well-rehearsed procedures for such cases. 


18. (S/REL GBR AUS) Prime Minister Maliki opined that further 
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coordinating mechanisms or operations centers are not 
required 

There were already many in existence 

Maliki specified that cooperation in the field is the key 
requirement. 
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of law and dialogue." Dorfler acknowledged that the 

political opposition does not agree with the GOB on its 

reforms 

cite examples of Bolivian consensus and dialogue 

his September 11 decree to support private business with USD 
12 million in credits to compensate for the likely expiration 

of ATPDEA benefits in December. 


3. (SBU) Dorfler said the GOB supports Security Council 
reform as well as more widespread reforms for the UN system 
but provided few other details. He suggested that the UN 
should be better able to respond to crises 

number of members on the Security Council should be changed 
and hinted at representation on a regional basis. Dorfler 

said the GOB would seek consensus within GRULAC on the 
Security Council veto 

Guatemala/ Venezuela (Comment: There is little doubt that 
Bolivia will support Venezuela. End comment). In addition 

to the indigenous declaration 

child labor 

GREENLEE 
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ART 

ANTICIPATES THIS TOUR WILL BE VERY POPULAR 

EXTENSIVE INDIGENOUS ART COLLECTIONS OF THE (NEW ZEALAND NA 
MAORI PEOPLE AND THERE IS A DESIRE FOR GREATER MUTUAL UNDER 
OF THE ART AND CULTURE OF NATIVE AMERICAN TRIBES. MUSEUM ANI 
CULTURAL SPECIALISTS 

AS THE GENERAL PUBLIC 

PRESENTATIONS. 


BILL MERCER IS THE CURATOR OF NATIVE AMERICAN ART AT THE POR” 
ART MUSEUM 

THAN 15 YEARS OF MUSEUM EXPERIENCE WORKING WITH NATIVE AME 
OBJECTS. PRIOR TO HIS ARRIVAL IN PORTLAND 

ART OF AFRICA AND THE AMERICAS AT THE CINCINNATI ART MUSEUM 
HAS ALSO WORKED FOR THE NATIONAL PARK SERVICE AND THE PLAIN: 
MUSEUM AT THE BUFFALO BILL HISTORICAL CENTER IN CODY 


MERCER\'S EDUCATION INCLUDES UNDERGRADUATE DEGREES IN ANTI 
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AND HISTORY FROM CALIFORNIA STATE UNIVERSITY AT NORTHRIDGE 
IN MUSEUM STUDIES FROM TEXAS TECH UNIVERSITY 

NATIVE AMERICAN ART HISTORY AT THE UNIVERSITY OF NEW MEXICO. 
THE AUTHOR OF NUMEROUS PUBLICATIONS AND FREQUENTLY LECTUF 
PROFESSIONAL CONFERENCES 

USA ON TOPICS RANGING FROM PUEBLO POTTERY TO COLUMBIA RIVEI 
SCULPTURE. HE HAS EXTENSIVE RELATIONSHIPS WITH MANY CONTEMI 
NATIVE AMERICAN ARTISTS AND COMMUNITY LEADERS. HIS OBJECTIVE 
APPROPRIATELY BLEND ACADEMIC DISCOURSE WITH NATIVE AMERICA 
PERSPECTIVES 

ORGANIZED. MERCER HAS ALSO SERVED ON THE BOARD OF DIRECTOF 
NATIVE AMERICAN ART STUDIES ASSOCIATION SINCE 1995. 


AS THE CURATOR OF NATIVE AMERICAN ART AT THE PORTLAND ART M 
MERCER IS RESPONSIBLE FOR ONE OF THE PREMIER COLLECTIONS OF 
IN THE UNITED STATES. CONSISTING OF MORE THAN 3 

THROUGHOUT NORTH AMERICAN 

SIGNIFICANT HOLDINGS OF HISTORIC ITEMS FROM THE NORTHWEST С! 
PLATEAU REGIONS. THERE ARE ALSO PLANS TO AUGMENT THOSE BY IN 
THE NUMBER OF WORKS BY CONTEMPORARY NATIVE AMERICAN ARTIS 
BRINGING THE COLLECTION INTO THE PRESENT. CURRENTLY THERE A 
THAN 475 OBJECTS ON DISPLAY IN THE MUSEUMVS CENTER FOR NATIV 
AMERICAN ART 

COMPLETION AND THAT IS NOW ONE OF THE MOST POPULAR AREAS A 
MUSEUM. 


BILL MERCER CAN BE CONTACTED AS FOLLOWS. 
EMAIL: BILL.MERCER@PAM.ORG 

PHONE: (503)226-2811 

FAX: (503)226-4842 

ADDRESS: PORTLAND ART MUSEUM 

1219 S.W. PARK AVE. 

PORTLAND 


CONTACT PERSON FOR BILL MERCER\'S PROGRAM IN NEW ZEALAND. 
RICHARD BENGE 

EMAIL: BENGER@STATE.GOV 

PHONE: 011-64-4-462-6052 


OR ROY GLOVER 

EMAIL: GLOVERRA@STATE.GOV 
PHONE: 011-64-4-462-6082 
MCCORMICK 
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the Barbados Labour Party (BLP) 

interests for too long. Since the DLP\'s annual conference in 
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late August 

the BLP. He is calculating that issues such as land sales 
immigration 

the next election all those who have felt marginalized and 
threatened by the changes implemented by the BLP. If he is 
right 

comeback kid 

sustain his current momentum and whether the voters will 
consider the DLP ready and able to govern effectively. End 
Summary. 


2. (C) David Thompson 

1990\'s and a long-time DLP stalwart 

September 11 to discuss the current political situation in 
Barbados and his party's prospects in the next election 

which must be called no later than 2008. Thompson was candid 
about the rifts that had threatened his party in 2005 and 

early 2006 

Clyde Mascoll 

government of Prime Minister Arthur. Thompson admitted that 
he had to work hard to unify the party and consolidate his 
authority 

contest the next elections. With regard to the campaign and 
electoral system in Barbados 

passing grade 

reform were still needed. He complained that the 
government-owned Caribbean Broadcast Corporation is far from 
neutral to the disadvantage of the DLP. He was also 

concerned about what he perceives as a lack of access to 
media outlets outside the campaign season. 


3. (C) Turning to the next elections 

they would be more issue- and personality-driven than before. 
He noted that the strong party loyalty of his parentsV 
generation has weakened and voters are now more interested in 
the issues that affect their daily lives. They are also more 
aware of the candidates as people 

result 

elections. Thompson thought that the latter trend might be 
due to influences of the United States and its political 
process. On the issues that matter to the voters 

clearly thinks that the DLP has the upper hand. He views the 
drive of the BLP-led government to open Barbados to foreign 
investment and to liberalize its labor market as policies 

that will backfire on the government. With regard to public 
debt 

being honest about the full extent of the problem. 


Land 


4. (SBU) In his address to the DLP annual conference on 
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August 23 

garnering more and more public attention in recent weeks: 
the sale of land to foreign investors. He suggested that the 
BLP\'s support for foreign investment has been motivated by 
more than creating an investment-friendly climate: V'As long 
as the big bucks roll into the coffers of the BLP because of 
certain decisions in relation to water zones 

permissions and the like 

Barbadians can afford land and homes." Since his August 
address 

in public appearances and interviews 

public concerns about the skyrocketing real estate prices 
make this issue a political winner for the DLP. 


5. (SBU) Thompson is by no means waging a lone crusade. 
Other prominent Barbadians have registered their concerns 
about foreign land ownership. For example 

speech at the August 26 opening of the annual congress of the 
Barbados Workers Union 

Trotman 

heritage of Barbados and ensure that public access to places 
like Bathsheba and Miami Beach is preserved. It is clear 

that Thompson thinks that the more attention that is paid to 
this issue the better 


resulting benefits at the ballot box. How Thompson would 
square any policies limiting foreign investment with 

BarbadosY obligations under the CARICOM Single Market and 
Economy (CSME) remains unclear 

he did note admiration for Prime Minister Gonsalves of St. 
Vincent and the Grenadines for managing to V protect the 
interests of his people in relation to the sale of land to 
non-Vincentians under the existing CARICOM treaty 
obligations. V' 


Immigration 

6. (SBU) In adopting the issue of immigration as another 
plank in the DLP platform 

issue that has received public attention and reflects the 
Barbadians\' unease about some aspects of regional integration 
and globalization. In his August 23 address to the DLP 
conference 

policy 

will carefully ensure that our country\'s capacity to carry 

any influx of labor is not detrimental to those we have 

invited to our shores or to us as Barbadians.\" The 
discussion with PolOff revealed that Thompson would make a 
distinction between professionals and laborers 

to immigration policy. Professionals 

to move across the Caribbean 
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Thompson 

living are roughly equivalent in the region 

country would likely see an overwhelming influx or loss of 
professionals. It is the lower-wage workers 

be controlled 

problem with Mexicans 

press has reported on Barbadian workers\' fears of racial 
tensions and of pay being depressed by cheaper immigrant 
labor. 


Public Finance 

7. (C) Returning to his old Minister of Finance portfolio 
Thompson expressed concerns about the true extent of 
Barbados\' public debt. The press has been steadily reporting 
on the cross-party skirmishes over the public debt 

far 

confusion over statistics provided by the government and 
worried that even if the government were to concede that the 
debt is closer to 98 percent of GDP 

figures being cited 

enough if all other government activities" were factored in. 
According to Thompson 

now than in the 1990\'s 

the debt and decreasing foreign exchange reserves over the 
past 15 months. While this issue may not resonate as well 
with the electorate 

the public\'s attention on what he portrays as mismanagement 
of public finances by the government 

personal scores with Clyde Mascoll 

became a junior Minister of State in the Finance Ministry. 


Biographic Note 

8. (U) At 44 

active political life behind him. His mother was an 

energetic DLP supporter and encouraged Thompson\'s interest in 
politics. He has been a member of the DLP since 1978 
headed the DLPVs youth arm 

eventually progressing to more senior positions of assistant 
general secretary 

first elected to the Parliament in 1987 

John constituency in a by-election 

the legendary DLP leader and Prime Minister Errol Barrow. He 
became Barbados" youngest Finance Minister at 31. 


9. (U) His political fortunes turned 

DLP\'s general election defeats in 1994 and 1999. He resigned 
his DLP leadership position after the 1999 defeat 

back and remained DLP president until September 2001 
resigned again 
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by-election. 


10. (U) Although he retained his seat in the Parliament 
Thompson temporarily retired from the political limelight and 
focused on his private law practice. He studied law in the 
1980\'s at the University of the West Indies 


graduated with honors 

Trinidad and Tobago. He was admitted to practice law in 
Barbados in 1986. Since 1994 

law firm Thompson and Patterson. He has also developed an 
active consultancy 

Caribbean 

government of St. Kitts and Nevis on constitutional reforms. 


11. (U) In August 2005 

president 

leader of the opposition 

departure from the party of his chief rival 

Since January 

his control over the DLP and reestablish himself as a leading 
political figure in Barbados 

elections. 


12. (U) Thompson is married and has three children. 


Comment 

13. (C) Last year 

one political commentator called him the Wcomeback kid. V 
Since then 

support 

energize the electorate in anticipation of the next election. 
Although the next election is not expected to be called for 
at least another year 

capitalizing on the current disaffection in some parts of the 
electorate with Prime Minister Arthur\'s government. While it 
is difficult to predict the policies that Thompson would seek 
to implement if the DLP were to win the election 

on foreign ownership of land and immigration could mean 
tighter government regulations in both areas. 

KRAMER 
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MP-3 players 

never authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks 

classified PCs. Personnel who wish to bring PDAs authorized under 
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the Department of States Secure Wireless Extended Enterprise 
Technology (SWEET) program into the Chancery must notify Posts ISSO 
and RSO in advance of travel. Find information concerning the SWEET 
program at http://sweet.irm.state.gov. Please refer to 03 STATE 

286036 for detailed guidance regarding Post\'s Information Systems 
security requirements. 


8. (U) PASSPORT/VISAS: 


To ensure full protection for travelers 

all visitors eligible for official/diplomatic passports use them 

with appropriate visa. Travelers should not use tourist passports. 
In exceptional cases where official travelers must use tourist 
passports/visas 

Foreign citizens bearing tourist passports who come to Peru to 
Work 

must enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. If 
official visitors arrive via military ship 

required unless the individual is required to exit Peru via 
commercial or military air. If an official visitor is a Peruvian 
National serving in the U.S. Armed Forces 

passport is absolutely necessary in all cases in order for the 
individual to enter or exit Peru. Proof of residency in the U.S. 
(green card) is required for return to the U.S. All visas for 
onward travel should be obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance for 
temporary duty of 30 days or more of the requirement to complete 
mandatory personal security training effective January 1 
Personnel requesting country clearance for periods of 30 days or 
more must certify that they have or will complete the required 
training prior to their travel 

above policy. For extended TDY requests 

the Bureau of Human Resources) are responsible for ensuring that 
their staff 

Service 

State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy restricted 
areas only. Visitors who plan to travel to Embassy restricted areas 
must request Post approval upon arrival. A list of these areas can 
be obtained from the RSO. It is imperative that the Mission be 
notified immediately of delays or changes in plans or itinerary. 
Personnel must not change hotels without first notifying control 
officer. The State Department has designated Peru as high threat 
for indigenous terrorism 
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and political violence 

terrorist groups operate in Peru: Sendero Luminoso (SL) and 
Movimiento Revolucionario Tupac Amaru (MRTA). Both organizations 
continue to be potential threats and have targeted U.S. facilities 

in the past. Due to GOP efforts 

have been greatly reduced and are now largely confined to rural 
areas. Overland travel outside of Lima and other large cities 
during the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist groups 
operate with relative impunity in some interior areas and are known 
to target vehicular traffic. Crime is a serious problem in 
metropolitan Lima and popular tourist areas such as Arequipa 

and Machu Picchu. Most crimes involve petty theft 

bag slashing 

vehicles. More violent crimes include armed robbery 

and choke-and-rob. Criminals frequently react violently when 
resistance is encountered. In almost all instances it is advisable 
not to offer resistance. Most areas of downtown Lima are dangerous 
and should be avoided during the hours of darkness. Visitors are 
cautioned to remain alert to their surroundings at all times 
particularly when in crowded areas 

transportation 

Countermeasures against crime also protect against terrorism. 
Special care should be exercised at the Jorge Chavez International 
Airport in Callao. Criminals frequent this area 

night 

the terminal. 


Security briefings are mandatory for all official visitors to Peru. 
Briefings are given in the RSO Conference Room at the Embassy 
Wednesdays 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor 

fiscal data to pay for direct costs of the visit. Each agency 
organization 

costs attributed to their visit. Direct charge costs include 

are not limited to: American and LES staff overtime (e.g. 
expediter 

field travel-lodging and M&IE by Embassy employees 

long distance telephone calls 

and all other costs that are directly attributable to the visit. 

Also 

support services. If your sponsoring agency is not signed up for 
ICASS services at post 

support services upon arrival. The agency should provide post with 
a written communication 

that confirms the agency will pay ICASS charges for the TDYers 
provides the agency ICASS billing code the TDY support charges 
should be applied to 
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invoice generated by the TDY module. Where travel is urgent 
TDYers should bring this documentation with them to ensure there are 
no interruptions in the provision of service. Post will not provide 

any service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date yellow 
fever vaccine and malaria prophylaxis for chloroquine-resistant 
strains of malaria. Primary prevention against malaria and dengue 
fever includes avoiding the mosquito vectors of these diseases: 
using insect repellant 

netting. Hepatitis A and B vaccinations are strongly recommended for 
all persons before coming to Peru. Rabies is present in country 
those individuals whose work and/or leisure activities might expose 
them to wild animals 

the rabies vaccine. Travelers diarrhea/dysentery is quite common in 
Peru. Visitors should substitute bottled beverages for potentially 
contaminated water. Fish 

eaten unless well cooked 

hot. Fruits with a peel are generally safe 

peeled before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high levels from 
January to May--the same food and bottled water precautions apply. 
Travelers planning to travel to high altitude areas of Peru 

Cuzco 

provider first 

altitudes and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees who are at post in TDY status for more than 60 days 
are required to have a medical clearance from the Office of Medical 
Services. Contractors who are not direct-hire USG employees do not 
have access to the Embassy Health Unit. 
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of the Agriculture Committee (it\'s currently chaired by President 
Garcia\'s APRA party). Eissenstat said this was a very compelling 
argument to keep moving the process along as expeditiously as 
possible. 


Engaging US Congress 


4. (SBU) Assistant USTR Eissenstat told the trade ministry officials 
that USTR was fully engaged with the U.S. Congress on the PTPA 
said he would be meeting with Senate staffers to discuss labor 
issues in Peru. Eissenstat recommended that on their first visits 
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to Washington 
special envoy for the PTPA Hernando de Soto 


Bridging Any ATPA/ATPDEA-PTPA Gap 


5. (SBU) The Peruvians asked if a very brief ATPA/ATPDEA extension 
would be possible if PTPA does not pass before January 1 

USG was planning other measures to bridge any time gap in order to 
avoid a spike in tariffs. They said textile companies 

primary non-traditional export employer 

clients who feared having to pay 20-23 percent tariffs (e.g. JC 
Penney recently dropped a Peruvian supplier) 

want to give investment loans due to the uncertainty of passage and 
entry into force timing. Minister Araoz said that U.S. buyers had 

also contacted the trade ministry because they wanted to keep their 
suppliers. She noted that the growth rate of textile exports to the 
U.S. had been cut in half in the last quarter and that potential 
investments were on hold or had gone elsewhere because of the 
uncertainty. Minister Araoz said the GOP was exploring whether it 
could insure Peruvian exporters against potential duty liabilities 

and asked if the USG could provide administrative relief in the 

event of a lapse in benefits. 


6. (SBU) A/USTR Eissenstat assured the trade officials that the USG 


was engaged with the U.S. Congress on the problem 

Congress can extend benefits. He noted that many in Congress 
currently refused to consider an ATPA/ATPDEA extension 

political will to solve the problem might increase as the PTPA 
momentum builds. He stressed that the primary objective should be 
to secure Congressional passage of the PTPA 

be much worse than a possible transition gap. 


Resolving Beef SPS Issue 


7. (SBU) Following a high-level meeting with President Garcia 

de Soto and Foreign Minister Garcia Belaunde on August 31 

said a GOP multiagency working group would likely find a way to 
resolve the issue of exporting U.S. beef of over 30 months of age. 

She requested that USTR send a letter to the GOP similar to the one 
provided to Colombia 

30 months of age met the same standards as beef consumed in the 
U.S. 

President Garcia cover to explain to the Peruvian public that the 

GOP was not giving in to arbitrary U.S. demands 

the adequate assurances that beef over 30 months was proven safe to 
consume. A/USTR Eissenstat said he would carry that request back to 
Washington. 
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Labor: Requesting Assistance 


8. (SBU) Minister Araoz said the PTPA should prove less contentious 
on labor than CAFTA or the Oman FTA. She said President Garcia had 
prioritized improving labor conditions. The GOP has already been 
working on increasing the number of labor inspectors 

rights for service workers and has \"named and shamed\" a list of 
several thousand companies with unpaid labor and workplace fines 
that totaled almost USD 50 million. Her team noted that some of the 
International Labor Organization (ILO) complaints had already been 
resolved or lifted. They said the GOP would be requesting labor 
capacity building funding from the U.S. and from the ILO similar to 
what was provided to other countries that concluded FTAs with the 
U.S. 


9. (SBU) A/USTR Eissenstat said USTR would discuss labor issues with 
the U.S. Congress and with the GOP as they emerged. Minister Araoz 
said it would be important to highlight this U.S.-Peru labor 

cooperation during President Garcia\'s October visit to Washington. 


Implementation 


10. (SBU) The Peruvian trade officials asked for USTRVs guidance on 
how to proceed with implementation 

painful process and have the agreement enter into force as soon as 
possible. They said they had already established interagency 
working groups and asked who would be their USG counterparts. 
A/USTR Eissenstat said that USTR would consult with the GOP on an 
implementation package 

term be on U.S. Congressional consideration of the agreement. He 
mentioned the experience of the CAFTA countries and the need for 
quick and accurate translations 

could be discussed further during Minister Araoz\'s visit to 
Washington. 


COMMENT 


11. (SBU) A/USTR EissenstatVs discussions with Peruvian officials 
here have helped focus the government on what they will need to do 

as Congress considers the Peru Trade Promotion Agreement this fall. 
Business remains somewhat concerned on the timing of Congressional 
action on the agreement 

expires and the agreement has not entered into force. President 
Garcia\'s naming of economist Hernando de Soto as his personal envoy 
and the President's own public reaffirmation of support for the PTPA 
have allayed some concerns at home and abroad. As Peruvian 

officials and private sector representatives step up their travel 
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and consultations in Washington 


of how to better craft their message and work with their 
Congressional and USG interlocutors to obtain passage of this 
important agreement. End Comment. 


12. (U) This cable has been cleared by USTR. 
STRUBLE 
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Trading Corp. 

for likely dual-use precision machine tools. Tosong and the 
Taiwan firm have worked together since June 1999 to provide 
precision machine tools to North Korea. 


-- Pyongyang\'s Changgwang Credit Bank (another name for 
Tanchon Commercial Bank) instructed Sanaa\'s Yemen Commercial 
Bank (YCB) in late January 2003 to make several payments to 
KOMID representatives in Yemen. These payments are almost 
certainly related to a string of possibly missile-related 

payments from Yemen to North Korea occurring around the same 
time frame. All three payments were made by Tanchon on 

behalf of Korea Tosong Technology Corporation 

for the former 3rd Bureau of KOMID. 


TANCHON COMMERCIAL BANK 


-- Tanchon Commercial Bank provides financial services for 
KOMID and other entities designated under E.O. 13382. Please 
refer to the examples provided in this non-paper for Hesong 
Trading Corporation 

and Korea Complex Equipment Import Corporation for specific 
transactions. 


KOREA RYONBONG GENERAL CORPORATION 


-- North Korea\'s Hyoksin Trading Corporation urgently sought 
carboxyl-terminated polybutadiene (CTPB) 

propellant-related chemical 

Ryonbong General Corporation office in Russia. The CTPB 
requested is of sufficient quality and quantity to test as a 

solid rocket propellant. According to the Missile Technology 
Control Regime (MTCR) Annex 

binder in solid propellants and is restricted under Category 

II 

of smaller solid rocket motors used to launch unmanned aerial 
vehicles (UAVs) and cruise missiles. 


Column 3 

-- Also in mid-March and early April 

Trading Corp urgently sought \"butyral film (bonding agent)" 
from North Korea\'s Ryonbong office in Russia. According to 
the MTCR Annex 

propellants (bond the oxidizer) for solid rocket motors. 

Also some bonding agents can be used as curing agents or 
crosslinkers with CTPB. 


-- Korea Hyoksin Trading Corporation is a subsidiary of the 
Ryonbong General Corporation. Ryonbong is the trading arm of 
the External Economic General Bureau of the Second Economic 
Committee 

military supplies industry. 


KOREA COMPLEX EQUIPMENT IMPORT CORPORATION 


-- North Korea\'s Changgwang Credit Bank (another name for 
Tanchon Commercial Bank) opened a letter of credit on behalf 
of Korea Complex Equipment Import Corporation (KCEIC) on 12 
April 2001 

primary arms exporter. KCEIC is a subsidiary of Ryonbong 
General Trading Corporation 

External Economic General Bureau of the Second Economic 
Committee 

defense industry. The letter of credit was opened for the 

North Korean purchase of probably military aviation-related 
equipment dealing with North Korean production of the 9-13L 
a variant of the MIG-29 

production. 


KOREA KWANGSONG TRADING CORPORATION 


-- The Korea Kwangsong Trading Corporation purchased dual-use 
Australia Group-controlled chemical sodium fluoride (NaF) in 

April 2003 from a Chinese import and export company. In 
addition to its commercial uses 

to form G-series nerve agents and in the purification of 

uranium fluoride (UF6). Korea Kwangsong was also interested 

in acquiring magnesium fluoride 

block 


-- Korea Kwangsong Trading Corporation is a subsidiary of 
Korea Ryonbong General Corporation 

of the External Economic General Bureau. The General Bureau 
in turn 

the Central Committee (SEC) of the WorkersY Party of Korea 
(KWPCO) that operates North Korea\'s military supplies 

industry. Ryongbong and Kwangsong share the same address at 
Pulgu\'ngo\'ri-2 Dong 
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KOREA PUGANG TRADING CORPORATION (\"PUGANG\") 


-- Pyongyang\'s Koryo Commercial Bank paid approximately 
$570 

Cantt branch of Habib Bank Ltd in late December 2001. Pugang 
is subordinate to Korea Ryonbong Corporation. Ryonbong is 
subordinate to the External Economic General Bureau of the 
Second Economic Committee 

military supplies industries. The payment was to be made to 
KoryoVs account with Banco Delta Asia 


KOREA RYONGWANG TRADING CORPORATION 
(a.k.a. KOREA RYENGWANG TRADING CORPORATION) 
and KOREA RYONHA MACHINERY JOINT VENTURE CORPORATION 


-- The North Korean-flagged cargo vessel V'Dae Song 126" 
loaded machine tools and accessories in Taiwan for delivery 

to North Korea\'s Ryonha Machinery Joint Venture Corporation 
in mid-May 2004. Ryonha is a subsidiary of the Korea 
Ryengwang Trading Corporation 

Korea Ryonbong General Corporation. Ryonbong is the trading 
arm of the External Economic General Bureau of the Second 
Economic Committee 

supplies industries. 


KOREA INTERNATIONAL CHEMICAL JOINT VENTURE COMPANY 


-- This entity was designated because it is a subsidiary 
company of Korea Ryonbong General Corporation 
annex of E.O. 13382. Please see the Nuclear Threat 
Initiative\'s Profile of North Korea\'s nuclear facilities at 
www.nti.org/e research/profiles/NK/45 522.html for 
information linking this entity to North Korea\'s nuclear 
program. 


KOHAS AG and JAKOB STEIGER 


-- Kohas AG is an industrial supply wholesaler located in 
Switzerland 

Kohas 

Kohas\'s ties to Korea Ryonbong General Corporation. We refer 
back to the examples of Ryonbong\'s activities. 


End points for Japan and Australia. 


5. (U) ISN appreciates PostsV assistance. Please slug 
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responses for EAP/K and ISN/CPI. 
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day 

the first poll -- showing ROK FM Ban Ki-moon with the most 
positive rating -- had immediately been leaked to the press. 
The leak had clearly come from V'the country that benefited 
the most from the leak 


5. (C) Turning to the issue of UN assessments 

said Japan would fight hard for a reduction in its UN 
contribution. He acknowledged Chinese and Russian resistance 
to Japan\'s proposal on reallocating assessment 

the issue was a zero-sum game. He declined to predict the 
outcome of the upcoming Fifth Committee debate but predicted 
the arguments would heat up considerably toward the end of 
the year. Both Takizaki and Moriyasu urged the United States 
to take a public stand in the Fifth Committee in favor of 
Japan's proposal; if that was not possible 

suggested that a public expression of neutrality was 

preferable to silence. 


6. (C) Takizaki reiterated JapanVs support for putting Burma 

on the UNGA agenda (reftel) 

message" from Japan to the regime. Japan would consider апу 
resolution proposed by the United States on Burma 

wary of anything including sanctions. 

SCHIEFFER 
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predecessor had attended the 2005 DMA. The Ambassador 
pointed out that the GOCR had participated as a full member 
in every DMA since 1995. Trying to be helpful 

phoned his predecessor 

Ramos confirmed that he attended the Key Biscayne Defense 
Ministerial in 2005 

focusing mostly on disaster relief and coordination. 

However 

declined to take part in a Central American working group 
because the GOCR had no military. 


3. (SBU) Hanging up with Ramos 

he saw no reason not to attend at least part of the DMA 
schedule permitting. Berrocal explained that he had plans to 
travel to Geneva and New York (for his daughter 

starting on October 4 or 5. Berrocal asked that we provide 
DMA schedule details for his review upon return from his 
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visit to Colombia the week of September 11. (NOTE: We 
passed the current DMA schedule to his office on September 
11. His visit to Colombia is to coordinate on immigration 

and security issues.) 


4. (SBU) The Ambassador stressed the importance of full DMA 
membership for Costa Rica for two reasons. First 

provided by SOUTHCOM can help confront the security 
challenges facing the region 

(crime 

nature. Second 

DMA 

regional government that had successfully advanced democracy 
and faced security challenges without a military. Berrocal 
seemed receptive. 


5. (SBU) Berrocal seemed fairly upbeat about resources for 
his ministry 

provided USD 2 million for the GOCR to spend on security 
needs. Berrocal listed patrol cars 

ballistic vests among the priority items on his wish list. 

He also expects significantly more resources in next year 
budget 

Berrocal predicted a 35 percent increase in funding for his 
ministry 

this increase 

administrative and staff police personnel to V'the 

streets 

Publica personnel (basic street cops) available for patrol 
duty within the next nine months. Berrocal reprised his 


complaint that the police force and his ministry were in far 
worse condition than he expected when he took office 
requiring more time to get in shape. 


6. (SBU) NOTE: A separate meeting with Poloff on September 
12 echoed Berrocal 

relation to the President) 

Public Security 

Squad) 

is about to close a USD 5 million loan package from the BCIE 
(the regional Central American Bank for Economic Integration) 
that will be used to construct an entirely new (and sorely 
needed) police academy. Arias expressed hope that the new 
academy would be up and running within a year. END NOTE. 
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... EXCEPT FROM THE USG 


7. (U) Berrocal 

contrasted with his earlier stance in public. In a 9/4 
interview with the daily business journal La Republica 
dismissed U.S. financial assistance as \"totally inadequate" 
and Vnot worth losing sleep over 

and French governments provide more. Berrocal said the 
substantial drop in USG counter-narcotics assistance meant 
international narcotics trafficking would not be a top 

priority for his ministry and he would therefore focus 

instead on getting more police on the streets. He told 
journalists that at any given moment 

about 2 

protect a population of over four million. Berrocal also 
expressed frustration with the judicial system which he said 
too easily releases criminals after the police arrest them. 
Berrocal said he was treating the situation as a national 
emergency 

scaring away foreign investment. He made similar comments 
(without mentioning the United States) in television 
interviews the week of 9/4. 


8. (C) Based on this conversation 

has not decided to downgrade its DMA participation (at least 
as far as Berrocal is aware). However 

to participate\" is no guarantee Berrocal will attend. At 
this point 

likely participant; another vice minister (Ana Duran) 

tied up with immigration issues 

The GOCR 

Ramos 

of regional defense cooperation. Berrocal 

himself as a minister of homeland security 

Our challenge remains in focusing the GOCR on the substance 
of the security needs here 

like \"defense.\" The NDU workshop helped 

of security issues 

on (and complain about) the shrinking USG assistance 
pipeline 

the golden days of the 1980s. He seems intent on finding 
other sources 

the short term 

As to his dismissive 9/4 remarks on counter-narcotics 
cooperation 
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seen no indication of weaker cooperation at the operational 
level 

following Berrocal\'s public complaint. 

LANGDALE 


78493 
78494 
78495 
78496 
monks. 


5. (C) According to an account he gave Consulate staff about 
the meetings with DSI 

investigation should probe the possible involvement of Fang TRT 
MP Santi Tansuhat: "While they seemed to admit that the 
assault on Phra Suphot could be premeditated 

to talk about the mastermind of the plot. They have so far 

ignored my request that MP Santi be summoned for questioning. V" 


6. (C) Phra Kittisak 

politically controversial of the three monks at the temple 
convinced the case is linked to his own and his colleagues\' 
activities at the national level. In fact Phra Suphot may not 
have been the primary target of the murder; local intelligence 
contacts believe that the real aim was Phra Kittisak 

leader of the temple. 


ANTI-THAKSIN ACTIVITIES 


7. (С) The monksY activities included the use of the temple 

as a production house for the journal \"Sekhiyatham\" and a 
website 

Shinawatra and TRT. Phra Suphot was instrumental in using his 
computer expertise to disseminate the writings of a number of 
social and political critics 

Reportedly MP Santi complained to the district chief about the 
presence of this group of anti-government monks in his 
constituency. 


8. (U) In addition to the monks\' anti-Thaksin activities 

the temple was known for its opposition to local land 
encroachment 

entrepreneurs against medium or small-scale farmers. In the last 
decade Fang has developed into a major tangerine-producing area 
using migrant labor and pesticide-heavy farming techniques. 


9. (C) According to Phra Kittisak 
the National Human Rights Commission 
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Thailand and the Metta Thammarak Foundation share his conviction 
that Phra Suphot\'s murder involved TRT politicians. Не cited 

an incident two years ago when provincial officials came to 

inquire about the work of the monks at Mettatham Temple in Fang 
after Phra Kittisak participated in a panel discussion at 
Chulalongkorn University in Bangkok opposing PM ThaksinVs 
controversial plan to buy the Liverpool football club. He also 
related a warning from a sympathetic police officer before Phra 
SuphotVs death about a newly transferred police officer who was 
close to the Fang MP and could pose a threat to the monks at 
this temple. 


BUDDHIST ACTIVISM 


10. (U) The temple in Fang and its social activism are rooted 

in the Buddhist reform movement of Wat Suan Mok led by the late 
Buddhadas Bhikkhu. The monks at Wat Mettatham carried this 
legacy north in the late 1990s and joined the Metta Thammarak 
Foundation in setting up the temple in Fang district. 

Established in 1999 by well-known social critic Dr. Prawese 
Wasi 

democracy and human rights promotion. Social issues that the 
foundation has taken on include opposition to a Thai-Malaysian 
gas pipeline project in Songkhla 

Prachuap Khirikhan 

based in Chiang Mai 

assist internally displaced Burmese along the Thai-Burma border 
and played a role in acquiring property for Dr. Cynthia Maung\'s 
Mae Tao Clinic in Mae Sot. More recently 

educating locals in Chiang MaiVs northern Fang and Mae Ai 
districts about the plight of Burma\'s Shan State and the migrant 
Shan laborers in the district. 


11. (С) Phra Suphot\'s death put a damper on the work of the 
temple and the foundation. Publication of the Sekhiyatham 
journal ceased 

villagers have stayed away from the temple and shown reluctance 
to participate in interviews about the case with attorneys from 

the Lawyer\'s Council of Thailand. According to Phra Kittisak 
those villagers who acceded to the interviews kept their 
comments superficial. 


12. (C) Comment: Whether the murder of activist Buddhist 
monk Phra Suphot in June 2005 was tied in with national 
politics 
of violence 
environmental activists. The fact that no suspects have been 
brought forward more than a year after the murder fits a 
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familiar pattern in which those in power are able to stall 
investigations until public interest tapers off. 

CAMP 
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\"Intellectual Property Rights " chapters of the acquis communitaire 
until Turkey has met its IPR obligations. End summary. 


THE GOOD NEWS 


2. (SBU) According to representatives of research-based 
pharmaceutical companies in Turkey 

confirmation to the EU in an August 3 letter that the confidential 

test data for 22 of the 67 molecules for which data exclusivity (DE) 
had not been assured by the GOT (now increased from the previous 45 
to a total of 67) would be protected. This correspondence resulted 
from a special June 30 EU meeting with Turkey\'s health officials in 
Brussels that followed GOT approval of a generic copy of one of 
Danish firm LundbeckVs products (ref A) that the companies believed 
should have benefited from DE. EU officials in Brussels reportedly 
referred to this approval as a \"clear violation\" of Turkey\'s 

Customs\' Union obligations. This information represents the first 
written communication from the MOH specifically addressing DE since 
research-based pharmaceutical companies submitted their list of 
molecules whose status was not clear under the new regulations in 
2005. 


THE BAD NEWS 


3. (SBU) Also in this MOH letter was a list of the 45 remaining 
molecules that would not receive data exclusivity and the reasons 
why the MOH was not granting this protection: 


-- 22 because generic applications were filed before the January 
4 


-- 6 because the original innovative product has not yet been 
approved in Turkey; 


-- 7 (which had previously been granted DE) because the original 
innovative product has not yet been registered in Turkey; 


-- 1 because it was a vaccine; 
-- 3 because it was a V'combination product\"; 


-- 1 because a generic was already on the market in Turkey; 
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-- 5 because they either were not eligible for DE in the EU or 
because they were licensed in the EU prior to 2001 (in which case 
the six years DE will expire at the latest by the end of this 
year). 


4. (SBU) PhRMA company officials in Turkey plan to meet with MOH 
officials for clarification on this decision. For those molecules 

that were denied DE because the original product has not yet been 
approved in Turkey 

domestic legislation because DE protection was linked to the 
original products approval in any EU country. 


NEXT STEPS 


5. (SBU) PhRMA companies in Turkey learned about the August 3 letter 
in early September 

USTR in support of the retention of Turkey\'s GSP benefits. While 
company officials tell us that they still support this position 

they are concerned that it could send the wrong message to the GOT. 
State Minister for Foreign Trade Kursad Tuzmen 

trade mission to the U.S. during the week of September 11 to promote 
his \"Year of America!" strategy 

morning of September 15. 


6. (SBU) EU representatives in Ankara told PhRMA officials that the 
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EU plans to send another V'strongly worded\" response to the GOT in 
light of this new information. Included in this letter will be a 

call for a moratorium on the approval of generic applications for 

the molecules still in question. This information will also be 

included in the EU\'s November progress report on TurkeyVs accession 
process. Finally 

interest groups are urging the EU to delay the beginning of 

accession talks regarding the Free Movement of Goods" and 
\"Intellectual Property Rights\" chapters until the GOT meets its IPR 
obligations. 


COMMENT: MOH STILL THE PROBLEM 


7. (SBU) Foreign Ministry and Foreign Trade officials understand 
Turkey\'s IPR obligations and appear committed to working to fix the 
problem. As with many trade issues in Turkey 

ministries who hold responsibility for complying with international 
agreements have limited ability to effect a change in domestic 
policy. It is clear that domestic generics manufacturers are 
continuing to exert political pressure on the government. In our 
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recent meetings with MOH officials 

either an understanding of the need for greater data protection than 
what is currently allowed or the will to fix the problem. In 

addition to continued engagement with FTU 

have suggested that company representatives consider discussing the 
issue with Turkey\'s EU Secretariat office (which coordinates EU 
accession negotiations) and with the PM\'s advisors. We will 

continue to raise this issue at all levels. End comment. 


WILSON 
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Regarding Slowdown\" The moderate Tokyo Shimbun 
editorialized (9/15): \"A meeting of G-7 finance ministers 
and central bank governors starts Saturday in Singapore. 
Amid an increase in risk factors 

the US economy 

economic slowdown. The world economy 

humming along until recently 

of irregularities. In the financial markets 

rise in the euro is noticeable 

have occurred. 


2. \"Complacency 

are worrying signs in the US economy 

the locomotive for global growth. We hope that the G-7 
finance ministers and central bank governors will 
thoroughly discuss these risk factors.... Though the 

price of oil recently appears to have eased off a bit 

the price remains at a high level. What effect will this 
have on the world economy? The G-7 finance ministerial 
needs to issue a statement expressing a continuing sense 
of urgency.\" 


SCHIEFFER 


78500 

78501 

discrimination Treatment in Investment Agreements\" expressed 
some concerns about new U.S. free-trade agreements in 
Southeast Asia. The nine APEC countries attending the 
meeting focused on three investment issues: most-favored 
nation status (MFN) 

and \"fair and equitable treatment\" clauses. Most of the 
workshop discussions focused on information sharing 
participants generally agreeing on the necessity of non- 
discrimination treatment. End summary. 


Outline of the Workshop 
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2. (U) The Asia Pacific Economic Cooperation (APEC) 

Workshop on \"Non-discrimination Treatment in Investment 
Agreements was sponsored by the Chinese Ministry of Commerce 
(MOFCOM). In addition to the nine participating countries 

experts from the United Nations Conference on Trade and 
Development (UNCTAD) also attended. The term non- 
discrimination was used in workshop to refer to laws created 

to ensure a legal \"level playing field\" for investment in 

foreign countries. 


MFN 


3. (U) According to UNCTAD Consultant Roberto Enchandi 
is V'a standard that entitles investment or investors of a 
Contracting Party to a treatment by other Contracting 
Parties which is no less favorable than the treatment the 
latter grants to investments or investors of any other third 
State. Therefore 

protection and is a core clause in international investment 
agreements (ПАѕ) 

among different IIAs. For example 

negatively (top-down) or positively (bottom-up). The 
negative approach means that MFN is granted in all 
situations unless there are exceptions or reservations. In 
the positive approach 

individual commitment is made. 


4. (U) Enchandi also distinguished between pre- and post- 
establishment investment phases of MFN. Pre-establishment 
referred to market access provided an \"investor\" 
establishment connoted the treatment an \"investment\" 
received after entering the country. Currently only the 

United States and Canada have pushed for the more liberal 
pre-establishment phase MFN. Even if MFN were granted in 
the post-establishment phase 

reservations could be made on a general (public order or 
national security) 

intellectual property rights) or county-specific basis. 


5. (U) Conference participants agreed that countries needed 
to clarify their policy towards MFN prior to entering 
negotiations. Additionally 

that the MFN clause could be widely interpreted and the 
vagueness of the term necessitated the addition by drafters 
of more annexes to ensure clarity of meaning. 


6. (U) One example of vagueness in MFN clauses was the use 
of the term \"like circumstances V'. Essentially the term 

means that an agreement between country \"A\" and \"B\" should 
also apply to country \"C\" 


Column 3 

agreement of \"like circumstances\". Thus 

borrow from human rights treaty and attach it to an 
investment treaty. 


The Drawbacks of FTAs 


7. (U) Ms. Deunden Nikomborirak 
Thailand Development Research Institute 
trade agreements (FTA) 

Southeast Asia 


GUANGZHOU 00030120 002 OF 003 


countries. For example 

national policy protecting telecommunication services and 
suddenly signs an FTA with a developed country that would 
open all service sectors 

handing over a \"monopoly\" opportunity to the developed 
country. 


8. (SBU) Moreover 

among the major economies in ASEAN (Singapore 

Thailand) to become Southeast Asia\'s economic \"hub\" would 
end up to the detriment of the region 

of the United States. All three of the ASEAN economies 
above currently have or are aggressively pursuing FTAs with 
the United States. Nikomborirak predicted that MNCs based 
in the U.S. or with U.S. branches would simply increase 

their investments in the U.S.-based branches 

investment access was easy and transparent; they could gain 
better access to ASEAN markets through the United States. 
In essence 

region 


Dispute Settlement 


9. (U) As for dispute settlement of investment conflicts 

one participant said \"this could be a whole workshop by 
itself." In other words 

settlement? In some cases 

Siemens vs. Argentina 

favor of MFN applicability in a dispute settlement. In 

other cases 

investment treaty (BIT) referred explicitly to investors 

going through domestic courts to resolve disputes. UNCTAD\'s 
Enchandi said that the use of dispute settlement depends 
greatly on the wording of the MFN clause. More importantly 
as one participant said 
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the treaty 
the treaty. V 


National Treatment 


10. (U) As for national treatment 

Australian Treasury Ministry noted that a host country is 
obliged to extend to foreign investors treatment that is at 
least as favorable as the treatment that it accords to 
national investors in like circumstances." Like МЕМ 
national treatment contains exceptions and reservations 
especially relating to national security 

order. ПАв differ in particular whether the national 
treatment principle extends to the pre-establishment phase. 


11. (U) UNCTAD\'s Enchandi emphasized the importance of 
treaty annexes in the interpretation of national treatment. 
Enchandi noted that the U.S.-Singapore FTA specifically 
explained the national laws on which it was based and thus 
favored U.S. companies. However the U.S.-Chile FTA simply 
referred to ChileVs interpretation of national treatment. 


\"Fair and Equitable Treatment" 


12. (U) Joachim Karl from UNCTAD said that an important 
part of fair and equitable treatment is the adherence to an 
international minimum standard 

international basic standards that must be ensured in all 
international agreements (something akin to the UN 
Declaration on Human Rights 

listed four core principles that might define the 
international minimum standard: 

-- transparency and the protection of investor\'s legitimate 
expectations; 

-- freedom from coercion and harassment; 

-- procedural propriety and due process; and 

-- good faith. 

According to Karl 

treatment is so controversial 

will include detailed explanations of its meaning 

the U.S.-Uruguay BIT. 


Developing Country Concerns 


GUANGZHOU 00030120 003 OF 003 


Column 3 

13. (U) This final session of the conference provided the 
liveliest response from participants. Many of the 

developing country representatives (Malaysia 

China) 

equitable treatment and the use of V'customary international 
law\". Lu Tao 

of Commerce 

very broad term that could include accusing the justice 
system of an entire country to be unfair. The Chinese and 
other countries are cautious using this term. Furthermore 
Lu said that customary international law is \"only practiced 
by 10-20 countries in the world 

exporting countries;\" these countries have an interest in 
working to improve investment climates. Developing 
countries V'were never involved with making these laws 

are now bound by such laws.\" Lu also said he had read many 
articles by American law professors who had actually argued 
against the notion of customary international law. 


14. (U) UNCTAD\'s Enchandi 

\"customary international law" actually provided better 
protection for developing countries because countries can 
drawn from the entire legal corpus of international 
investment agreements. 


Case Study: China\'s Investment Strategy 


15. (U) In its presentation about its investment policy 

the Chinese representative noted that China does not have a 
reciprocal promotion and protection of investment agreement 
(RPPIA 

country. Chinal's first generation of RPPIAs was negotiated 
between 1982 and 1997. From 1997 onward 

begun negotiating new agreements with updated mechanisms 
such as national treatment and some dispute settlement 
mechanisms. China has reservations about a number of issues 
including 

minimum standard of treatment in accordance with customary 
international law 

intellectual property rights (IPR) 

policy and labor standards. Specifically 

representative said that IPR V'does not directly relate to 
investment" and China would seek a specific treaty on the 
issue. 


16. (U) The Australian representative asked why the Chinese 
government was V'so uncomfortable\" with pre-establishment 
phase investment? Lu Tao replied that ChinaVs lack of 
international dispute experience for China accounted for its 
hesitancy. Moreover 
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WTO 

rather than international tribunals 
investment could raise a claim. 


Comment 


17. (SBU) Since the workshop focused on the background and 
basic issues of non-discrimination 

discussion was on legal definitions and IIA process. Only 
towards the end of each session did the comments become more 
focused and heated 

Vinternational customary law 

more in the future. 


Goldberg 
78502 
REF: A. CANBERRA 1172 B. CANBERRA 1244 


Classified By: Political Counselor James F. Cole. REASONS: 1.4 (b) and 
(d). 


1. (C/NF) SUMMARY: On September 11 Labor Party (ALP) leader 
Kim Beazley proposed that all Australian visa forms contain a 
commitment to respect Australian laws and institutions. 

Prime Minister John Howard -- who also used the anniversary 
of the twin towers attack for his own anti-terrorism message 

-- praised the general idea but criticized the proposal for 
including tourists and other nonimmigrants. Members of the 
ALP\'s own caucus charged that Beazley\'s plan undermined the 
ALP\'s own values. However 

Immigration told us September 14 

in New South Wales ran 3 to 1 in favor of the proposal. 

Despite the criticism within his own party 

indicates that Mr. Beazley will not cede the important blue 

collar anti-immigration voters to the Coalition without a 

fight. END SUMMARY 


2. (U) On the fifth anniversary of September 11 ALP Leader 
Kim Beazley proposed that all visa forms contain a signed 
commitment by the applicant to respect Australian values and 
laws. He said that he firmly believed that commitment to 
Australian values of mutual respect 

freedom and respect for the law were important strengths in 
the fight against extremism and terrorism. 


3. (U) PM Howard 
should do more to condemn terrorism 
Government was planning to highlight commitment to Australian 
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values for citizenship ceremonies and intending immigrants 
it would be pointless to require tourists to do so. Not to 

be outdone by the Opposition 

strongly" supported a full-bodied commitment to Australian 
values. At the end of the week 

dueling opinions on the importance of Australian values in 
the Sydney Morning Herald. 


3. (C/NF) ALP Shadow Immigration Minister Tony Burke 
(Protect) told Poloffs this week that the point Mr. Beazley 

was trying to make was that a commitment to Australian values 
needed to be made by anyone coming to live in Australia on a 
visa 

Burke said they had never planned to include tourists in 

their proposal and that oversight had muddied their message. 
The good news 

programs in New South Wales were running 3 to 1 in favor of 
the proposal. 


4. (C/NF) COMMENT: Mr. Beazley wrote in his Sydney Morning 
Herald opinion piece that as an Australian who embraced 
multiculturalism and immigration 

watch John Howard manipulate values for political ends. What 
he really meant was that he could not allow John Howard to be 
the only one to use \"the values issue\" for political gain. 

As noted in reftels 

part a fight for \"Howard\'s Battlers\" and these conservative 
blue-collar voters have always reacted favorably to an 
\"Australian values\" immigration message. 


MCCALLLUM 
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Hizballah 

party!\" Sfeir said he has heard the rumors that Aoun is now 
receiving money from Iran via Hizballah 

Hizballah is merely using Aoun to have a popular Christian 
voice on his side 

Aoun 

presidential bid. 


4. (C) Complimenting the job PM Siniora has done 
strongly against changing the government now 

and Aoun propose. Sfeir believes these calls are being 
instigated by the Syrians 

will help suppress the proposed tribunal to try suspects in 
the Hariri assassination. The Ambassador asked about the 
rumors of a possible post-Ramadan 

civil strife 
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Lebanon -- V'The safety of Lebanon is in asking the Siniora 
government to continue." 


HIZBALLAH FEELING THE PRESSURE 


5. (С) Sfeir believes that Hassan NasrallahVs increasingly 
provocative rhetoric is in response to a small but growing 
trend within the Shiva community 

throughout Lebanon 

This includes the recent Bishops\' statement 

noted Nasrallah had indirectly criticized in his recent 
al-Jazeera interview. V'Hizballah is lashing out because it 
is not at ease 

criticized." Despite this 

formidable force 

arms and funding from Syria and lran -- can still enforce or 
purchase control over ShiVa public opinion in Lebanon. 


MARONITE PRESIDENCY: AN EMPTY VESSEL 
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6. (C) On the subject of Emile Lahoud 

Vthe Presidency has no effectiveness.\" Concerned that the 
increasing irrelevance of the Presidency means a relative 
loss of Maronite political prestige in Lebanon 

suggested that Lahoud should step down (reiterating a 
position he first took during his 2005 Christmas Mass 
sermon). V'If you judge your Presidency to be useless 

Sfeir 


THE CRISIS IN CHRISTIAN POLITICS 


7. (C) Sfeir worries that the fractious state of Christian 
politics is similarly diminishing the Christian role 

vis-a-vis the Sunna and ShiVa. Waxing nostalgic 

recalled the days after Lebanese independence in 1943 
Maronites -- Bishara el-Khoury and Emile Edde -- headed the 
two largest interconfessional parliamentary blocs 

Sunna 

Christians today head no prominent political bloc 

to ally themselves with either the Sunna (Saad Hariri) or 
ShiVa (Hizballah). 


8. (C) When the Ambassador asked whether the Patriarch 
would assemble leading Christian politicians in Bkirke to try 
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and restore some unity 

of his berobed shoulders and said it would never amount to 
anything. He recalled when 

together at Bkirke the two prominent Maronite clan leaders of 

the day -- Pierre Gemayel and Suleyman Frangieh -- to resolve 
their differences. Two days after that 

Patriarch wearily 

Phalange forces loyal to Gemayel attacked the Ehden compound 
of Frangieh\'s son Tony 


COMMENT 


9. (C) We face the same problem as always with the 
enigmatic Patriarch: he seems to share our deep concerns 
with Michel Aoun\'s Hizballah alliance 

scornful of Aoun\'s unprincipled ambition. No doubt the 
Patriarch remembers the embarrassment he suffered at the 
hands of Aoun\'s followers in 1989 

him out of his patriarchal bed to force him to kiss AounVs 
photograph repeatedly to atone for the PatriarchVs V'sinV of 
backing the TaVif accord. But 

Patriarch knows that Aoun has a strong following. We guess 
that the Patriarch masks his words publicly in order to avoid 
forcing Aoun\'s Maronite followers to have to choose between 
Aoun and the Patriarch. 

FELTMAN 
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opportunity for peace 

(GSL) should enter negotiations without setting out 
pre-conditions. The Ambassador noted U.S. and international 
efforts to limit Tiger financing and weapons 

FBI sting operation that resulted in 15 arrests and the 
US-initiated contact group meeting on limiting arms transfers 
and financing to the LTTE in Washington September 27. The 
Ambassador said that while these international efforts are 
important 

a strong political strategy and negotiate a lasting peace 
settlement. 


2. (C) Wickremenayake responded 

doors open. It is they (the LTTE) who left the negotiating 
table. He said that talks between the two sides must пої 
permit the LTTE to regroup and strengthen its fighting 
capabilities 

Prime Minister then discussed the governmentVs efforts to 
bring the opposition United National Party (UNP) back into 
the All-Party Conference (APC) 

a framework for greater political devolution. The Prime 
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Minister expressed hope that the APC could produce a 
framework document that may eventually serve as a basis for 
negotiations with the LTTE. He said the UNP\'s participation 
was especially important because any final solution would 
require the endorsement of a two-thirds majority in 

parliament 

ground. (Note: The media reported that seven members of the 
governing Sri Lanka Freedom Party and seven members of the 
UNP are meeting at the parliamentary complex September 15 to 
discuss a number of issues 

Septel to follow September 18. End note.) Wickremenayake 
said the process of building consensus with the UNP and 
bringing the party to the APC could take V'several weeks.\" 


3. (C) In response to the Ambassador\'s question about key 
priorities aside from the peace process 

said economic development outside of Colombo and the Western 
Province was a major goal. He mentioned the toll tsunami 
damage took on tourism and fishing 

the recovery is completed 

infrastructure remains. He said the GSL would focus on 
developing rural areas 

and strengthening the fishing industry. The Ambassador noted 
continuing US assistance following the tsunami and the work 
of the Millennium Challenge Corporation; the Prime Minister 
expressed his thanks. 


4. (C) Comment: The Ambassador shared the same message with 
Wickremenayake that we have consistently expressed to the 

GSL: the government should take this opportunity for peace 

and enter negotiations without demanding pre-conditions. 
Wickremenayake responded with the familiar caveat that the 
Tigers could use the time for talks to strengthen their 

fighting capacity. He did not elaborate other conditions 

but is known as a hardliner on the peace process. End 

comment. 

BLAKE 


78508 
78509 


13) Opposition Minshuto (Democratic Party of Japan) plans to use the 
upcoming Diet session to relentlessly attack the ruling camp 


14) With Kanzaki announcing retirement 
Ota as party head 


15) Abe calls opposition to Yasukuni Shrine “а bit strange V 


16) LDP presidential candidate Tanigaki and former LDP Secretary 
General Koichi Kato criticize AbeVs perception of history 
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Articles: 


1) TOP HEADLINES 
Asahi: 
Salmonella detected in 25 percent of egg farms 


Mainichi: 
Poll: 64 percent give Koizumi credit for his five years in office 


Yomiuri: 
Health Ministry compiles first draft guidelines on terminal care 


Nihon Keizai: 
Brazilian state-run oil company to buy Japanese oil refinery firm 


Sankei: 
National Police Agency to introduce CT scans and drug-detection kits 
to rapidly 


Tokyo Shimbun: 
Government to invoke financial sanctions against North Korea 
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possibly on Sept. 19 


Akahata: 
66 percent of principals opposed to revision of Basic Education Law 


2) EDITORIALS 

Asahi: 

(1)LDP presidential election: Finances under new administration 
worried 

(2)Violent children: Schools 

problem 


Mainichi: 

(1)Quake-resistance measures for power plants: Erase concerns 
through full investigations with latest technology 

(2)LDP presidential election: Come up with measures to rebuild 
collapsing education system 


Yomiuri: 

(1)Take harsh measures against violent students 

(2)Confused political situation in Taiwan may affect entire regional 
security 


Nihon Keizai: 
(1)2006 LDP presidential election: Develop a creative diplomacy 
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toward Asia 


Sankei: 

(1)Historical views: Japan 

(2)Mixi\'s TSE debut: Key lies in whether it can keep quality of 
information 


Tokyo Shimbun: 

(1)Economic circles should dig V'wellV to improve strained political 
relations between Japan and China 

(2)G-7 conference: Remain alert to economic slowdown 


Akahata: 
(1)LDP presidential election: Abe\'s ambiguous remarks show his real 
intentions 


3) Prime Minister's Official Residence (Kantei) 
Prime Minister's schedule 


NIHON KEIZAI (Page 2) (Full) 
September 15 


10:27: 

Inspected the Patent Agency 

Trade and Industry Nikai. 

11:15Met with Nihon Keizai Shimbun President Sugita at Kantei. 
14:00: 

Met with Cabinet Intelligence Director Mitani. 

15:05: 

Met with LDP Secretary General Takebe. 

16:00: 

Met with Middle East Cooperation Center Chairman Nemoto 
Todaiji Temple Steward Morimoto. 

17:05: 

Met with Deputy Chief Cabinet Secretary Saka. 

18:30: 
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Met with Nigerian President Obasanjo at his residence and hosted a 
dinner party for the president. 

4) Shot strikes envoy\'s vehicle in Baghdad 


YOMIURI (Page 2) (Excerpts) 
September 15 


A shot fired in Baghdad struck a vehicle carrying Takashi Ashiki 
the charge dVaffaires ad interim at the Japanese Embassy at around 


Column 3 

1:50 p.m. Sept. 14 (6:50 p.m. the same day 

Ministry announced. One of the several shots struck the vehiclesV 
windshield 

driver 

incident. 


According to the Foreign Ministry and other sources 

his way back to the embassy from the Iraqi Foreign Ministry. A 
four-vehicle convoy driving ahead of AshikiVs car fired warning 
shots at a parked vehicle when it tried to cut into the convoy and a 
stray bullet from them struck the envoy\'s vehicle. 


A ministry official denied the shot was aimed at the senior Japanese 
diplomat. \"Judging from the circumstances 
terrorist had a hand in the incident 


In November 2003 
Masamori Inoue - were shot dead by unknown attackers. 


At present 
are serving at the Japanese Embassy in Iraq. 


5) Koizumi to Nigerian president: | would like to make efforts to 
strengthen bilateral ties even after stepping down 


YOMIURI (Page 4) (Full) 
September 15 


Prime Minister Koizumi met with Nigerian President Obasanjo at the 
Kantei last night and told him: \"You are the last foreign prominent 
figure whom | will meet before the Liberal Democratic Party 
presidential election on Sept. 20. Even after stepping down as prime 
minister 

Japan and Africa 

agreed that their two countries would continue to make efforts to 
achieve United Nations Security Council reform based on the view 
that now is the best time to do so. 


6) Japan to propose new nuclear fuel provision plan to counter 
monopoly by US 


YOMIURI (Page 2)(Abridged slightly) 
September 15 


The government has decided to present to the International Atomic 
Energy Agency (IAEA) a new vision to create a multinational nuclear 
fuel provision guarantee system for countries that have abandoned 
developing nuclear weapons with the aim of promoting the peaceful 

use of nuclear energy. Atomic Energy Commission Chairman Shunsuke 
Kondo will announce the plan at a session after the IAEA meeting 
scheduled to open on Sept. 18. 
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Japan has come up with this proposal called the \"nuclear fuel supply 
registration system V' as a counterproposal to the nuclear fuel supply 
insurance system 

States 

Governors meeting in June. The plan designed to allow the six 
countries that presently monopolize the provision of uranium fuel 

for power generation to control the management of nuclear materials 
has drawn fire from developing countries. Japan\'s proposal 

other hand 

including developing countries 


Under Japan\'s plan 

ability and technology for supplying nuclear fuel 

serving as a coordinator. The IAEA will assign tasks to each country 
in providing nuclear fuel to countries that have abandoned enriching 
uranium and reprocessing plutonium. 


In registering themselves 

groups - those capable of producing fuel domestically 
have exported fuel on a commercial basis 

exportable reserves - in such fields as uranium mining 
and fuel processing. 


The nuclear fuel market is expected to generate attractive business 
opportunities 

nuclear power plants to combat global warming. For Japan 

already has enrichment technology and is eager to develop overseas 
markets 

accept 


Because of its active cooperation with the NPT framework 

been the only non-nuclear-weapons state allowed to commercially 
enrich and reprocess uranium. Japan\'s \"special privilege 

has incurred international envy. Tokyo intends to increase its voice 
internationally by demonstrating its eagerness to create a new 
system. 


7) Japan to impose financial sanctions on North Korea as early as 
Sept. 19; remittances effectively banned 


TOKYO SHIMBUN (Top play) (Full) 
September 15 


The government yesterday began final coordination to get cabinet 
approval as early as Sept. 19 for financial sanctions on North Korea 
in accordance with the United Nations Security Council (UNSC) 
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resolution adopted against the North for its recent series of 
ballistic missile launches. Lying behind this move is TokyoVs 
judgment that additional sanctions will be necessary given that 
Pyongyang has refused to return to the six-party talks 
mentioned in the resolution. All this was revealed by a few 
government officials. 


Japan will impose sanctions under the Amendment to the Foreign 
Exchange and Foreign Trade Control Law 

for measures to prevent the transfer of technology and materials 
relating to North Korea\'s nuclear and missile development. 


Specifically 

money through bank accounts of organizations and individuals 
suspected of having connections to Pyongyang\'s WMD development. 
Remittances to bank accounts in North Korea 
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Korea-related bank accounts in third countries 

prohibited with the introduction of an approval system until after 

it is proved that those bank accounts have nothing to with weapons 
development. Japan is also considering freezing assets held by North 
Korean government officials and others in Japan. 


Behind the government\'s move to impose sanctions is its intention to 
call on the rest of the world to step up pressure on North Korea by 
showing its tough stance on the eve of the United Nations General 
Assembly. 


On July 5 

government banned the North\'s cargo-passenger ship Man Gyong Bong 
from entering Japanese ports under a special law. On financial 
sanctions 

after the UNSC adopted the resolution and discussed who would be 
subject to such sanctions. 


8) Japan to put more pressure on North Korea by imposing financial 
sanctions 


NIHON KEIZAI (Page 2) (Full) 
September 15 


The government has decided to impose financial sanctions on North 
Korea. The aim is to increase pressure from the international 
community under the lead of Japan and the US in order to prevent 
future missile launches and a possible nuclear test 

push Pyongyang to return to the six-party talks. By taking even 
tougher measures while Prime Minister Junichiro Koizumi is in 
office 


Column 3 
administration to have two options against North Korea: relaxation 
of sanctions and further pressure. 


Following North Korea\'s recent ballistic missile launches 

government has prompted the rest of the world through the United 
Nations Security Council (UNSC) resolution and statements issued by 
such conferences as the Group of Eight summit conference (in St. 
Petersburg 

join hands to surround North Korea. 


North Korea 
six-party talks. So some in the government have loudly insisted on 
the need to impose additional sanctions on that country. 


China 

its opposition to Pyongyang\'s missile launches and continuing 
nuclear development. Now that there is movement toward resuming 
summits between Japan and China 

have more impact if imposed in cooperation with other countries. 


The US government in recent weeks has called on UN members to impose 
sanctions as quickly as possible 

will follow Japan in strengthening sanctions. Washington intends to 

hold multilateral talks on North Korea without the participation of 
Pyongyang in New York on the sidelines of the UN General Assembly 
starting on Sept. 19. 


The US has asked Vietnam 

Korea to investigate monetary flows 

North Korea-related bank accounts. According to English-language 
newspapers and other sources 
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countries have responded to America's request and have now frozen 
North Korea-related bank accounts. 


9) Poll: Support rate for Koizumi cabinet averages 56 PERCENT 
(since April 2001 launching) 


YOMIURI (Page 2) (Abridged) 
September 15 


The Yomiuri Shimbun conducted its last opinion survey on support for 
the Koizumi cabinet on Sept. 9-10. In the nationwide face-to-face 
survey 

last month. The average rate of support (excluding telephone-based 
surveys and large-scale polls before national elections) since the 
Koizumi administration was launched in April 2001 is 56.0 PERCENT 
-- the second highest following the Hosokawa cabinets 67.2 percent 
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under the current polling system that started in March 1978 during 
the Fukuda cabinet. 


The Koizumi cabinet also marked the second highest following 
Hosokawa\'s 55.1 percent in the support rate in the closing days of 
the cabinet. Considering the fact that Hosokawa was in power for 
less than nine months 

cabinet that lasted over one year. 


10) Opinion poll on Koizumi administration\'s five year record: 64 
percent give praise 

returned to Japan 

System a mistake 


MAINICHI (Top play) (Excerpts) 
September 15 


In a nationwide opinion poll (face-to-face interviews) carried out 

by the Mainichi Shimbun (Sept. 1-3) 

\"appreciated\" the accomplishments of the Koizumi administration over 
the last five years and five months 

expressed a negative evaluation. The fact that approximately 
two-thirds of the Japanese public highly evaluate the Koizumi 
administration seems likely to have a not-insignificant effect on 

the political management of the country by the next prime minister 
centering on whether to continue the Koizumi policy line and other 
aspects of his administration. In the policy area 

high praise to the prime ministerVs two trips to Pyongyang that 
resulted in returning to Japan some of the victims of abductions by 
North Korea. However 

security policy and for his dispatching the Self-Defense Forces to 
Iraq. 


On the specific policies of the Koizumi administration 

question involved seven choices with the options being \"I think it 

was good 

1) 51 percent lauded the return to Japan of some victims abducted by 
North Korea; 2) 18 percent chose postal privatization; and 3) 9 
percent selected disposal of the non-performing loans of banks. 
Koizumi received the most praise for his two sudden trips to 
Pyongyang that resulted in the return of some abductees and their 
families. 


However 
security policy 
the Japan-US alliance by such means as the agreement to realign US 
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forces in Japan 
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to Iraq. V 


On the other hand 

choices 

Vreform of the social security system 

pensions.\" This selection indicates a deep sense of anxiety among 
the public toward the future. Next 

the Iraq dispatch of the SDF as a V'mistake 

his annual visits to Yasukuni Shrine was a \"mistake.\" Even postal 
privatization received 11 percent disapproval. Evaluation of his 
policies shows the nation to be divided. 


11) Extraordinary session to last 81 days; LDP aims at revising 
Basic Education Law 


ASAHI (Page 2) (Full) 
September 15 


The new administration to be launched following the Liberal 
Democratic Party presidential election will have its first showdown 
with the Democratic Party of Japan (DPJ = Minshuto) in an 
extraordinary Diet session. Prospects have now become strong that 
the session will run as long as 81 days from Sept. 26 through Dec. 
15. Chief Cabinet Secretary Abe 

presidential race 

the Basic Education Law 

securing the longest possible Diet session running until immediately 
before the year-end budget compilation. Another aim is to take the 
initiative in the Diet so that he can make his leadership felt 

quickly with an eye on the Upper House election next summer. 


The LDP proposed this schedule at a meeting of chief directors of 

the Lower House Diet Steering Committee on Sept. 14. Minshuto has 
decided to agree with this schedule. The LDP is determined to secure 
Diet passage of a bill upgrading the Defense Agency to ministry 
status 

submit a set of bills reforming the Social Insurance Agency after 
modification. Chances are 

bills could be postponed until the regular session 

amendment to the Organized Crime Punishment Law designed to create 
the offense of conspiracy and a national referendum bill in relation 

to constitutional revision. 


In the meantime 

Kanagawa No. 16 Constituency and the Osaka No. 9 Constituency on 
Oct. 22. Minshuto is gearing up to harshly pursue Abe over his view 
of wartime history right from the beginning of the session. Debate 

on an extension of the Antiterrorism Special Measures Law 

expires Nov. 1 

defense. The upcoming extraordinary Diet session will likely be a 
full-fledged session in which the ruling and opposition camps clash 


Column 3 
head-on. 


12) Main themes of educational reform council envisaged by Abe: 10 
items 

20 private citizens 

members 


TOKYO SHIMBUN (Page 1) (Almost Full) 
September 15 
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Chief Cabinet Secretary Abe 

Party (LDP) presidential race 

reform promotion council 

themes for the envisaged panel to tackle and its line-up were 
generally decided yesterday. The council will likely tackle at least 
10 themes 

bring Japan to the top level in the world 

students to engage in volunteer activities in the period between 
high school graduation and the start of university courses 

would involve changing the start of the school year at national and 
public universities (from April) to September. 


The envisaged council is being characterized as an educational 
equivalent to the Council on Economic and Fiscal Policy. It will 
likely be launched in October as a private advisory organ reporting 
to the prime minister. 


Abe will chair the panel 
private citizens 
business leaders 
sports 

charge of education. 


Proposals for the main themes to be handled by the panel included: 
(1) the introduction of a voucher system 

select schools and pay fees using vouchers distributed by their 
local governments; (2) a system by which the central government 
evaluates each schoolVs academic level and educational situation; 
and (3) a teaching license renewal system. Other ideas included 
making full use of authorized facilities for children by combining 
kindergartens and day-care centers. Once specific policies are set 
related bills would be submitted to next year's Diet session at the 
earliest in order of those that require revisions of related laws. 


13) LDP unofficially asks Minshuto for 81-day extraordinary Diet 
session 


Column 3 
YOMIURI (Page 4) (Full) 
September 15 


The Liberal Democratic Party has unofficially asked Minshuto 
(Democratic Party of Japan) for an 81-day extraordinary Diet session 
to open Sept. 26 and last until Dec. 15. By holding a long session 
the LDP aims to enact as many key bills on the agenda as possible. 
Behind the LDP request is also speculation in the LDP and New 
Komeito that it is undesirable to deal with bills on which the 

public or support groups are split in the regular Diet session to be 
convened just before the unified local elections and the House of 
Councillors elections next year. Minshuto intends to basically 

accept the LDP request. 


Chief Cabinet Secretary Abe has revealed that he would give priority 
to passing these four bills in the extraordinary Diet session: (1) a 

bill revising the Fundamental Law of Education; (2) bills related to 
upgrading the Defense Agency to ministry status; (3) a bill amending 
the Organized Crime Punishment Law to create a new charge of 
conspiracy; and (4) a national referendum bill governing procedures 
for constitutional revision 


To extend the Antiterrorism Special Measures Law beyond its Nov. 1 
expiration date 
revise the law in order to allow the Maritime Self-Defense Force to 
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continue providing fuel to US-led coalition forces in the Indian 
Ocean. 


Minshuto 

deliberated 

in the ruling camp anticipate that it will be difficult to pass all 
the key bills during the extraordinary Diet session. 


14) New Komeito names Acting Secretary General Ota next chief; 
Kitagawa informally selected as secretary general 


ASAHI (Page 2) (Full) 
September 15 


New Komeito informally decided to designate Acting Secretary General 
Akihiro Ota to succeed outgoing party chief Kanzaki and replace 
Secretary General Tetsuzo Fuyushiba with Minister of Land 


SIPDIS 

Infrastructure 

the Liberal Democratic Party (LDP) to have Fuyushiba either replace 
Kitagawa as the head of MLIT or the minister or a health 
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welfare in the new administration. The LDP intends to agree to 
accept Fuyushiba as a cabinet minister. Ota will declare his 
candidacy for the party presidential election at a national meeting 
of prefectural representatives as early as Sept. 16. 


Kanzaki during yesterday's meeting of the permanent board of 
directors stated 

national meeting of prefectural representatives on Sept. 16." The 
party will accept candidacies for the presidential election on Sept. 
26. However 

will be picked as the new leader of the New Komeito at the party 
convention on Sept. 30. 


Regarding who should succeed Kanzaki 

appointment of Toshiko Hamayotsu 

popular in the lay Buddhist group that serves as New Komeito\'s 
support base. In the end 

that the party head will likely face difficult coordination with the 

LDP over constitutional revision. Final coordination is now underway 
to replace Policy Research Council Chairman Yoshihisa Inoue with his 
deputy Tetsuo Saito and have Acting Secretary General Yoshio 
Urushibara succeed Diet Policy Committee Chairman Junji Higashi. 


15) Abe calls anti-Yasukuni group \"a little strange\" 


TOKYO (Page 2) (Full) 
September 15 


Chief Cabinet Secretary Shinzo Abe participating in adebate among 
candidates for the Liberal Democratic Party presidential election 

held at party headquarters sharply criticized those who oppose prime 
ministerial visits to Yasukuni Shrine 

oppose (the prime minister's paying homage at Yasukuni Shrine) are a 
little strange.\" Regarding his reason for not making it clear 

whether he would visit the shrine or not should he be selected prime 
minister 

as a diplomatic and political issue.\" \"For some reason 

who oppose the visits are asking me to clearly state my position 

he said 

that will irritate China and South Korea.\" He stressed the 
contradiction in the position of those opposing Yasukuni visits. 
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16) Tanigaki 


NIHON KEIZAI (Page 2) (Full) 
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Finance Minister Sadakazu Tanigaki yesterday met with Koichi Kato in 
the Diet 

Shinzo AbeVs recent remark on the process of normalization of 
diplomatic ties between Japan and China 

no document" indicating that the Chinese distinguished between 
Japan\'s war leaders and the general public. Tanigaki emphasized: 
\"Historical perceptions are important in dealing with other 

countries. We must keep in mind the process through which Japan was 
allowed to return to the international community." Kato pointed out 
that if Abe assumes the post of prime minister 

awareness) will be made an issue in the extraordinary Diet session.\" 
Kato told Tanigaki: \"You are the best in terms of policy ideas and 
composure. You\re already a leader.\" 


SCHIEFFER 
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power 

its view of itself as a great power. The review underscores 
the potential for misconceptions that might lead to a crisis 
citing such factors as China\'s antipathy towards tranparency 
the possibility it could overestimate its military 

capability 

prediliction for strategic deception 

Japan and Taiwan. Australia welcomes increasing U.S. 
engagement with China 

intends to use its defense relationship with China to promote 
increased transparency in Chinas military development and to 
deepen cooperation in peacekeeping 

junior leadership exchanges. An outline of the review 
follows at para 3 


2. (C/NF) The Department of Foreign Affairs and Trade (DFAT) 
briefed us on September 14 on the results of a GOA 
interagency review of the U.S. Department of Defense\'s 2006 
Report to Congress on China\'s Military Power. DFAT briefers 
included Peter Rogerro 

External Section; Adrian Lochran 

and Liaison Section; and Melissa Hitchman 

for Defense Policy and Liaison. Agencies contributing to the 
review included DFAT 

the Office of National Assessments 

Intelligence Organisation. 


3. (S/NF) Following is the text of the Australian 
Governments response to the demarche contained in reftel: 


Begin text: 


SECRET (RELEASABLE TO UNITED STATES) 
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SIPDIS 


US DEPARTMENT OF DEFENSE 
2006 REPORT TO CONGRESS ON CHINA\'S MILITARY POWER 


AUSTRALIAN RESPONSE TO THE US DEMARCHE 
We welcome the opportunity to exchange views on China. 


Australia shares the US view that the emergence of a peaceful 
and prosperous China 

constructively engaged in global and regional institutions 

is beneficial to the Asia-Pacific region and the wider world. 


Increased transparency about China\'s capabilities and 
intentions 

of the concerns associated with China\'s military modemisation 
program. 


-- We believe China\'s military spending to be higher than the 
official figure of $35 billion and estimate it as being in 
the vicinity of $70 billion. 


We assess that the immediate rationale for China\'s military 
modemisation is to deter Taiwan from taking steps towards 
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independence 
deter or delay any US attempt to come to Taiwan\'s aid 
militarily. 


- However 

\'comprehensive national power - of which a strong military 
is a key element to a level that China feels commensurate 
with that of a great power. 


-- We agree that the trend of Chinas military modemisation 
is beyond the Scope of what would be required for a conflict 
over Taiwan. 


-- Arguably China already poses a credible threat to modem 
militaries operating in the region and will present an even 
more formidable challenge as its modemisation continues. 


We would welcome more detailed explanations by China about 
its capabilities 


its future intentions. 


-- Atthe same time 


Column 3 
modemisation as understandable in the context of China\'s 
economic development and emergence as a major regional power. 


However 

Beijing\'s intentions and programs is already altering the 
balance of power in Asia and could be a destabilising 
influence. 


- Australia would be concerned at any development which 
could lead to instability in the region. 


There is the potential for possible misconceptions which 
could lead to a serious miscalculation or crisis. 


-- The nature of the PLA and the regime means that 
transparency will continue to be viewed as a potential 
vulnerability. This contributes to the likelihood of 
strategic misperceptions. 


-- The rapid improvements in PLA capabilities 

a lack of operational experience and faith in asymmetric 
strategies 

capability. 


-- These factors 

heightened expectations of ChinaVs status 
predilection for strategic deception 

Japan 

minor events could quickly escalate. 


In our dealings with China 

of transparency with regard to its defence capabilities and 
strategic policies and regular and frank exchanges with the 
region and United States. 


As an alliance partner 

increasing engagement with China 
engagement 

shape positively China\'s behaviour. 


We will continue to use our defence relationship with China 
to promote increased transparency in ChinaVs military 
development plans and evolving doctrine. 


- Weremain focused on deepening the Australia-China 
defence relationship in areas such as peacekeeping 
counter-terrorism and junior leadership exchanges. 


- While remaining cautious to avoid practical co-operation 
that might help the PLA to fill capability gaps. 
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End text. 
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to Cameroon to become more involved in PKO. End Summary. 


Cameroon willing and able 
to contribute to PKO 


2. (C) Embassy Yaounde Defense Attach was invited to meet 
with the Chief of Staff of Cameroon\'s Armed Forces 
Ren-Claude MEKA 

clear that Cameroon was ready and willing to move forward 
with preparations to eventually contribute a battalion-sized 
element towards international peacekeeping operations. 
(Note: This echoes what PM Inoni told EUCOM Deputy Commander 
General Ward July 20 

not specify which operation or governing agency (UN or AU) 
Cameroon preferred 

the requisite political and military will. 


3. (C) General MEKA admitted that the current state of 

materiel readiness of Cameroon\'s Armed Forces was 
insufficient to support immediate deployment. (DATT Comment: 
There are only a few units of Cameroon\'s armed forces that 

are currently trained and equipped to a reasonable state of 
operational readiness 

presidential security (Presidential Guard) 

and border security missions (3rd BIR/Batallion 

d\'Intervention Rapide) 

transition (BSA 

believes that Cameroon could easily cobble together a 
full-strength infantry battalion 

significant training and equipping (especially vehicles) 

before it could be appropriately deployed. End DATT Comment) 


4. (C) General MEKA said Cameroon was seeking to make 
significant financial investments in new equipment for the 
Armed Forces 

American military equipment. General MEKA affirmed that 
Cameroon would like to see an increase in Foreign Military 
Financing (FMF) as a sign of real U.S. support for CameroonVs 
future role as a regional peacekeeping contributor. He also 
explicitly stated 
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new U.S. equipment with its national funds 
do that through a major U.S. bank. 


5. (C) Touching on materiel acquisition priorities for the 
services 

as the most glaring need for potential peacekeeping 
operations. Other priorities include shallow draft patrol 
boats (Navy) 

engineering assets. 


6. (C) As for what Cameroon might contribute to peacekeeping 
operations 

lightly armored 

Douala) as a potential unit for refurbishment and 

peacekeeping training. (DATT comment: The BBR is considered 
to be a relatively elite unit 

vehicles are old 

effectively deployable. End DATT Comment) 


7. (C) When asked about the possibility of receiving African 
Contingency Operations and Training Assistance (ACOTA) and/or 
Global Peace Operations Initiative (GPOI) training 

MEKA responded very enthusiastically 

ideal. He explained that he had called this meeting with the 

U.S. DATT in order to begin the process of serious 

discussions about how to best train and properly equip 
Cameroon\'s Armed Forces for their future role as peacekeepers. 


8. (C) Comment: General MEKA\'s initiative in expressing 
Cameroon\'s new willingness to engage in PKO follows years of 
Cameroonian statements to us at the highest levels to the 
effect that \"we will do so once we have settled the Bakassi 
issue with Nigeria." With the June 12 Greentree Agreement 
and the August 14 widrawal of Nigerian troops from Bakassi 
behind them 

expected. Embassy will discuss this issue soon with senior 
civilian leadership to determine the degree of coordination 
momentum 

here. End Comment. 

MARQUARDT 
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required. But he said that Tokyo believes the best way to 
engage both countries on this issue is through dialogue 
rather than isolation. He pointed out that despite the fact 
Japan maintains diplomatic relations with Syria 

a point not to send or receive high-level visitors or to 
contribute significant ODA funds. 


4. (C) The key to solving the underlying problem of Hizbollah 
in southern Lebanon involves a three step process 
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to Sato. First 

Pressure must be brought on both Lebanon and Syria to solve 
this by agreeing that the disputed land belongs to Lebanon. 
Second 

area 

from Lebanon. Once the Israelis have departed 

stated reason for existing - to fight against the Israeli 
occupation of Lebanon - will be removed. He admitted that 
many obstacles lie in the path of accomplishing this goal 

and that Hizbollah is unlikely to simply fade away. He also 
expressed doubts that the Lebanese government possesses the 
political will or strength to really confront and disarm 

Hizbollah 

force of 30 

the international community might serve to deter Hizbollah 

and bring stability to the south. 


5. (C) The morning following PolOffs meeting with Sato 
Kyodo press service quoted unnamed government officials as 
saying Japan 

Ground Self Defense Forces and/or Maritime Self Defense 
Forces available to UNIFIL in support roles. When queried 
about this report 

discussions are being held 

decided 


6. (C) COMMENT: Japan will continue to provide vocal support 
for UNSCR 1701 

material assistance above and beyond the $7 million already 
pledged unless pressed to do so at higher levels. As for 
sending troops 

government takes office later this month. We judge the 
prospect of Japan sending troops to Lebanon as remote 

the unsettled situation there and Tokyo\'s risk aversion 

and the small GSDF contingent in the Golan Heights 
notwithstanding. END COMMENT. 
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needed" 


(4) ROK Deputy Prime Minister hopeful of resuming FTA talks with new 
administration of Japan after Koizumi steps down 


(5) Japan plans to accept 1 
Will the plan come off? Doubts 


(6) 2006 LDP presidential campaign -- diplomacy: Abe stands out by 
checking China; Tanigaki emphasizes co-existence; Aso highlights his 
diplomatic achievements 
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There will be no Daily Summary on September 18 - a Japanese holiday. 


ARTICLES: 
(1) DFAA temporarily cancels new Okinawa base survey due to local 
protest 


AKAHATA (Page 2) (Full) 
September 15 


Meeting with strong local protest 

Administration Agency (DFAA) and the Nago City Board of Education 
cancelled their preliminary survey of buried cultural property 

planned for Sept. 14 

Marine Corps base on the coastline of Camp Schwab (in Nago). 


The survey of buried cultural property was planned from the need to 
demolish existing facilities in the Camp Schwab barracks area for 
building the new base. The presence of remains believed to be 1 

to 2 


The DFAA plans to conduct the survey for 40 million yen. The 
cancelled preliminary field survey was designed to determine whether 
or not a full-scale survey 

plot 


Some 50 anti-base residents 

anti-heliport council 

around 7:30 a.m. yesterday and demanded DFAA officials who showed up 
at the gate to stop the survey. The DFAA officials left the site 

without entering the base. 


The Nago City Board of Education decided to call off the survey 
planned for yesterday. 


Nago City Assembly member Toru Gushiken of the Japanese Communist 
Party 


V'The survey rubs the sentiments of the local residents who don\'t 


want a new base the wrong way. The government is set to build the 
new base here at all costs 
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A timetable for a future survey is undecided 


DFAA. 


(Commentary) 
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By Ichiro Tanaka 


Although the government and the Defense Facilities Administration 
Agency have cancelled the planned preliminary survey of buried 
cultural property at Camp Schwab due to strong local protest 

are trying to push ahead with work speedily for building the new US 
Marine Corps base. 


The DFAA intends to map put a master plan for the new base before 
the end of the current fiscal year. Apart from the cancelled survey 

of buried cultural property 

survey of facilities on Camp Schwab. 


Existing facilities in the Camp Schwab barracks area must be 
demolished or removed in accordance with a Japan-US agreement to 
build a V-shaped pair of runways on the planned new base. This 
required a field survey to check the size and structure of those 
facilities. 


Commissioned by the agency 
firm has already conducted the survey for about 6 million yen. 


The government launched in late August a Futenma relocation council 
to discuss specific construction plans with the affected 

municipalities 

step was based on a cabinet decision in May to swiftly implement the 
US force realignment final report that specified the V-shaped runway 
construction plan. 


Okinawa Gov. Keiichi Inamine 

also attended the councilVs inaugural meeting. But the government 
intends to force the V-shaped runway plan on Okinawa to the last. 
On Sept. 9 

conditions and other plans: 


“Тһе government apparently intends to make its two-runway plan into 
a done deal against OkinawaVs wishes by moving work on the landed 
portion of the base 

full gear. V" 


In an opinion survey conducted by a local paper 

Okinawa residents said they were opposed to the new base plan. The 
government's posture to hurry work for building the new base is a 
direct challenge to such public opinion. 


(2) Interview with prime minister's secretary Isao lijima: Koizumi 
makes decision by risking everything 


MAINICHI (Page 2) (Full) 
September 15 


Column 3 

The Mainichi Shimbun interviewed Isao lijima 

to Prime Minister Junichiro Koizumi 

information on the Koizumi administration that lasted for five years 
and five months. 


-- How do you evaluate the long-term Koizumi administration? 
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The administration was launched when the economy was deflated 
it aimed to put it on a recovery track without increasing public 
spending. Now that fiscal conditions have been improved in 
preparation for establishing a small government 

has ended its zero-rate policy 

deflation. The prime minister will leave office with the economy 
having been turned around. 


-- Why do you think the administration lasted so long? 


Strong objections from forces of resistance in the ruling camp 
contributed to raising public support for the prime minister. 
Meanwhile 

passed. Under such a situation 

Postal Privatization Law. Many ministers try to be formal even when 
they go to the bathroom 

official matters. When dining with his secretary at a restaurant 
shares his favorite pasta dish with the secretary just like ordinary 
people. But when an urgent decision is necessary 

while risking everything on a single throw 

his strong point. 


-- Was this strong point demonstrated by lining up V'assassin 
candidates\" in \"the post-reform-centered election? 


We thought there would be no other means but to take a gamble. | 
judged it would be less effective to announce all potential 

candidates supportive of the postal privatization bills all at once 

so | was told to decide on when to announce the names of the 
candidates for whom | was responsible. | searched for persons whose 
candidacy and career would convince all voters in any district 

instead of looking for persons who were famous across the nation. We 
did not pick those who stuck to a certain electoral district even if 

they were popular. We started preparations about three months before 
the dissolution of the House of Representatives. We fielded persons 
whose candidacy Koizumi 

Tsutomu Takebe 


SIPDIS 
(now economy 
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prepared a strategy for the LDP alone to secure two-thirds of all 

the seas on the assumption that the election would be held on Sept. 
4 


-- Public views were split over the issue of the prime minister\'s 
visits to Yasukuni Shrine. Wasn\'t there a mistake in the initial 
stage? 


The split of public opinion is attributed not to any mistake but to 

his visiting on Aug. 13 

date went against the prime ministers will. He followed his aidesV 
advice. | guess the prime minister was greatly shocked 

continued to say that visiting the shrine on Aug. 15 was a matter of 
the heart. On this issue alone 

his personal sentiment seemed to be mixed. 


-- (Politics led by Koizumi) was dubbed V'theater-type politics V" 
taking advantage of public views 


Even if heaven and earth should change places 

administration would still be able to secure more than 30 percent 

public support. A dozen or so percentage points of fluctuating 

support can be added to the 30 PERCENT . Although we cannot tell who 
the basic supporters really are 
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-- Why did the administration continue to give an important post to 
Chief Cabinet Secretary Shinzo Abe? 


In the first LDP presidential election (1995) for Koizumi 

regarded as a minor candidate. Mr. Abe took the initiative in 
supporting Koizumi. | trust him most 

he is to his father 

instruction as first Diet Affairs Committee when Shintaro Abe was 
secretary general. Mr. Abe probably is the first person to have 


SIPDIS 

served as deputy chief cabinet secretary 
cabinet secretary 

one administration. 


(8) Interview with Yoshihiko Miyauchi 
reform making progress 
needed" 


ASAHI (Page 8) (Full) 
September 15 


Column 3 
-- Mr. Miyauchi 
reform. What was the Koizumi administration like for you? 


\"The government has drastically shifted its policy from a Keynesian 
policy of propping up the economy with public spending to a 
structural reform policy of attaching importance to the market 
economy. Acknowledging the need for regulatory reform in 
revitalizing the economy 

saying 

difficult to make proposals for regulatory reform. You are speaking 
for our views. Please make utmost efforts. V 


Sense of alarm and sense of responsibility 
-- Are you satisfied with the progress of regulatory reform? 


V Progress has been made 

government offices are resisting in order to protect their vested 
interests. The regulatory reform and privatization promotion 

councils have no authority. There is only an agreement with the 
government that the panels\' recommendations are to be respected to a 
maximum. Since our proposals come to naught unless they are 
realized 

officials of concerned government agencies long into the night. We 
mapped out a recommendation report 

from those officials. It was indeed an agonizing effort. Panel 
members are doing their jobs out of a sense of alarm and a sense of 
responsibility. V 


-- What was the result of their efforts? 


VWe have created a cross-thematic mechanism. For instance 
realized a privatization test 

sector compete in an open public-bidding system and the one that 
offered a more efficient tender than the other wins the order or a 
designated control system 

facilities owned by local governments. If the resources of the 
private sectors are used 

governments administration of putting up public buildings. The 
special deregulatory zone system 

to find a breakthrough for regulatory reform 

achievements. 
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Regarding individual issues 

with government offices. However 

as authorization to sell some medicines at convenience stores 
reform of the system of deciding on payments to hospitals 


Column 3 
integration of kindergartens and day-care centers and the adoption 
of a public elementary school free-selection system. 


Deep-rooted discretionary administration 


-- In view of such incidents as the Livedoor scandal 
the panel has fallen short of making efforts to oversee irregular 
activities 


\"The market will become desolate 

consolidate it 

violations. That is why we have kept proposing propose strengthening 
monitoring functions. However 

protested the idea of establishing an independent organization. They 
are unable to emerge from prior-coordination-type discretionary 
administration 


-- It has been pointed out that social disparity is expanding. 


VAs the economic pie expands 

affluent. It is politics that determines what should be done about 

the distribution of wealth and to what extent social disparity 

should be tolerated. | do not think it is right to pursue equality 

in such a way as to prevent the pie from expanding. We should create 
a Vcomfortable disparity for Japanese society V. V 


-- Due to the easing of labor regulations 
part-time workers is increasing. Don\'t you think the safety net for 
such people is insufficient? 


Some workers do not want to be bound up working full-time. Generally 
speaking 

diversified human resources. In my view 

freedom on the labor market. In order for that 

be established. Discussion on the social security system as a whole 

is needed. 


-- Privatization of postal services and the Japan Highway was 
implemented with a fanfare. However 
Services from government to the private sector are not visible. 


VIn my view 

regarding privatized postal services 

financial institutions and independent administrative agencies. 
Whether these businesses can really be reformed is up to the 
administration that succeeds the Koizumi administration. V" 


-- There is criticism that Orix 
obtained many business opportunities as a result of the regulatory 
reform. What is your view on that? 
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VDeregulatory reform is a policy intended to break vested interests 
thereby increasing options in society through the provision of equal 
opportunities to anybody. It is inconceivable for any specific 

person to gain profits from such a policy. Up until now 

regulations have been eased 

companies and the economy. | am in a position of coming under fire 
or slander from those who do not want to lose their vested 

interests. However 
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afraid of such. V 


(4) ROK Deputy Prime Minister hopeful of resuming FTA talks with new 
administration of Japan after Koizumi steps down 


NIHON KEIZAI (Page 8) (Full) 
September 14 


Motohiro Ikeda 


South Korea\'s Deputy Prime Minister and Minister of Finance and 
Economy Kwon O Kyu in an interview with the Nihon Keizai Shimbun 
expressed his hopes of resuming talks with Japan on a free trade 
agreement (FTA) sometime next year 

new administration that will come into being later this month. His 
ulterior motive is perhaps to make a fresh start of the talks 

taking advantage of the change of government in Japan 

political decision is indispensable in order to bring the talks back 

on the track. 


Japan and South Korea agreed in October 2003 to start 
government-to-government negotiations on concluding an FTA. This 
agreement came during the summit meeting between Prime Minister 
Junichiro Koizumi and President Roh Moo Hyun held in Bangkok. Both 
leaders at the same time set the target of reaching accord by the 

end of 2005. 


The negotiations began in December 2003 

with the last one held in November 2004. Since then 

talks have been held. During the Japan-South Korea summit talks in 
Seoul in June 2005 

issue. In order to change the subject 

question of resuming bilateral FTA talks as quickly as possible 

Roh reportedly did not shown any interest. 


South Korea has already concluded the FTAs with Chile 

and the European Free Trade Association (EFTA). It is trying to 
conclude FTAs with the Association of Southeast Asian Nations 
Mexico 
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conclude them with the United Sates 
and China. 


For South Korea 

terms of trade volumes and the US in terms of investment 
said. Given this 

Japan back on the track as soon as possible. 


But South Korea has insisted that the negotiations be resumed on the 
conditions that Japan liberalize 90 percent of its farm products. 

So 

be seen. 


Main points of the interview 
Japan-ROK relations 


Тіп some areas 

and the North Korean issue 

smoothly 

economic front and in cultural exchanges. We hope to see close 
economic cooperation continue even after the new administration is 
launched in Japan. 

7We would like to continue the periodic finance ministerial meeting 
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that was launched this year. 

7We think Japan and South Korea should conclude the highest-level 
possible FTA. From that point of view 

products 

open 90 percent of its agricultural market. We expect the 
negotiations to be restarted sometime next year 

administration is established in Japan shortly. 


US-ROK FTA 


7South KoreaVs market share in the US was some 4 percent until the 
late 1980s 

and South Korea compensate each other in trade 

big room for both sides to make adjustments. | don\'t think it will 

be difficult to reach accord on the FTA by next March. 


North Korean policy 


7Business-related programs will continue. Kumgangsan sightseeing and 
the development of the Kaesong Industrial Park are in the private 
sector\'s hands 

Following North Korea\'s missile launches 

in rice and fertilizer to that country. As for official aid 


Column 3 
Korea\'s position is to act in concert with other countries while in 
close consultations with the concerned countries. 


ROK\'s economic outlook 


7The South Korean economy will grow by 5 PERCENT this year and 4.6 
PERCENT next year. Export volumes are expected to double this year 
as well as next year. 


(5) Japan plans to accept 1 
Will the plan come off? Doubts 


TOKYO SHIMBUN (Page 24) (Full) 
September 13 


The government plans to accept 400 would-be nurses and 600 would-be 
care workers from the Philippines. The plan is the results of 

two-year negotiations between the governments of Japan and the 
Philippines 

over such hard conditions set by the plan as passing a national exam 

for the Japanese language. In Japan 

\"Won\'t they be exploited as a cheap labor force?\" Will the plan 

really come off? 


The plan for Japan to accept nurses and care workers from the 
Philippines was outlined in the economic partnership agreement (EPA) 
the two countries concluded in November 2004. 


400 nurses 


Japanvs initial plan was to accept one hundred or so nurses and care 
workers respectively 

the number has been expanded to a total of 1 

first two-year timeframe of the plan. 


However 
Japan have to clear high hurdles. 


First 
nursing qualification obtained in their country and have three years 
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of work experience. Once they come to Japan 

Japanese language course 

pass a national exam for nursing in the Japanese language three 
years after their arrival. If they fail 

to their country. The qualifications for care workers are less 

strict than those for nurses 

language is required for both professions. 


Column 3 


\"English-speaking countries would be chosen if the conditions are 
same\" 


Nobuki Fujimoto 

Information Center who knows well about the situation in the 
Philippines 

(NGOs) 

on this matter. Many expressed discontent at the requirement of 
passing Japan\'s national Japanese-language examination 

to the small framework for acceptance.\" According to Fujimoto 
major source of immigrant labor 

250 

such English-speaking countries as the United States 

Canada. Most statements said 

will choose English-speaking countries.\" 


Will it be actually possible for Japan to accept 1 


The Ministry of Health 

gave this weak answer to that question: \"Nobody can tell what will 
happen before it starts. The governments role is to give support to 
them so that they can pass the exam.\" 


There are some in Japan who have raised doubts about the plan. 
According to Shinji Ishibashi 

Certified Care Workers 

workers in Japan 

treatment 

or so of them actually work as care workers. Ishibashi argues: \"! 
think the first thing for the government to do is to prepare an 
environment for certified care workers to find reemployment.\" 


The Japanese Nursing Association released an announcement on Sept. 
12 that went: V'It is important to resolve the question of how to 

secure nurses by securing first Japanese personnel. V" Lying behind 

this announcement is the AssociationVs concern that if Filipino 

nurses and other workers were hired at low wage rates 

worsen the working conditions for Japanese nurses. 


Japan has not yet faced such a large shortage of nurses and care 
workers that it has to accept foreign workers. The MHLW\'s Policy 
Bureau said: \"It\'s incorrect to think that we will accept Philippine 
workers because of shortage of hands.\" The plan for accepting 
Philippine workers is the diplomatic outcome of trade talks 

this plan is likely to bring up the question of the demand-supply 
gap in the years ahead. 


Government held responsible for training 


Tadakore Ota 


Column 3 

Filipinos living in Japan the second-class home-care workers 
license course. Ota himself is a nurse. He said: \"They are required 
to understand and right difficult Kanji used for the descriptions of 
medical terms. Even if they learned the Japanese language before 
coming here 
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Fujimoto pointed out: \"There is still the multilayer structure of 
exploitation -- like brokers -- on the part of the immigrant 
labor-sending country. Immigrant workers 

exam 

overstaying.\" 


Fujimoto 
chorus: V'Once the government decided to accept immigrant workers 
should take responsibility for them to the last. V 


(6) 2006 LDP presidential campaign -- diplomacy: Abe stands out by 
checking China; Tanigaki emphasizes co-existence; Aso highlights his 
diplomatic achievements 


ASAHI (Page 4) (Full) 
September 13 


In the Liberal Democratic Party (LDP) presidential campaign 

Cabinet Secretary Abe is standing out as a critic to check China. He 
has argued that economic relations should not be affected by 

political issues. In addition 

China\'s logic of distinguishing between Japanese war leaders and its 
general public as seen at the time of the normalization of relations 
between the two countries. But AbeVs recent objection to that logic 
caused controversy. Finance Minister Tanigaki commented: V'He ignores 
the circumstances of accumulated discussions. V" Abe has the idea of 
launching strategic talks among Japan 

and India 

China. Whether Australia and India 

China 


In a panel discussion of the LDP presidential candidates on Sept. 11 
hosted by the Japan National Press Club 

VWhat is your view about the way China made an explanation to its 
people by distinguishing between Japanese war leaders and its 
general public?" Abe replied 

account exists" and \"It is not everybody\'s understanding in Japan 
that the Japanese people were divided into two groups. V 


Surprised at those remarks 
comment: \"О he go to that extent?" \"It\'s an important fact that 
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China drew a clear line between war leaders and the general public 
when normalizing relations with Japan. Based on that 

(with China) have progressed until today. His saying 

incorrect 


If he denies the common perception that has been maintained since 
the normalization of diplomatic ties 

administration\'s relations with China. Tanigaki criticized Abe at a 
press conference on Sept. 12: \"Can he truly build a relationship of 
trust? Frankly 


So far Abe has backed Prime Minister KoizumiVs visits to Yasukuni 
Shrine and criticized China for its use of the shrine visits as a 
Vdiplomatic tool.\" He also has reiterated that China should not 
pressure Japan in the economic areas in trying to achieve the 
political goal. 


Tanigaki 

argued in the panel discussion: \"What underlies the economy is the 
public sentiments. In fact 

employment relationship affected. The chief cabinet secretary and I 
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are wide apart in perceptions.\" Tanigaki suggested the need to hold 
down the political confrontation that underlies (Chinas) worsened 
sentiments toward Japan because such sentiments are affecting 
economic affairs. 


In his recently published book 

Beautiful Country) 

dialogue between the top leaders and the foreign ministers of Japan 
the United States 


But it is unknown whether Australia and India 

deepening ties with China politically and economically 

to that idea. In the past China and India were at odds 

recent several years 

between their top leaders on a regular basis and constantly held 
talks of senior officials to discuss such subjects as the national 
border. 


Australian Foreign Minister Downer told a press conference in August 
when asked about the 

concept of four-nation strategic talks: \"India will not hope to join 

such talks. V V'China is not a military threat 


Lower House Speaker Yohei Kono 
Abe in a speech delivered in late August: V'China and India are 
strengthening friendly relations at a fast pace. Given this 


Column 3 
not necessarily an appropriate notion that JapanVs approach to India 
would help check China.\" 


The confrontation between Abe and Tanigaki has set in 
highlights his diplomatic achievements of resuming Japan-China 
foreign ministerial talks in May this year after an interval of one 
or so year. Aso reveals confidence in his capability to mend the 
currently strained relations with China 

that if | became prime minister 

leader. V 


Yet 

instruct his staff to aggressively advance negotiations on the 
adoption of a United Nations Security Council resolution denouncing 
North Korea for its missile launches 

on the diplomatic front. In fact 

between Mr. Abe\" and I. Aso has offered a specific proposal for 
shifting Yasukuni Shrine into a secular organization 

presidential campaign 

VI don\'t intend to make the Yasukuni issue an important part of my 
presidential campaign." 


Major assertions of the three candidates about diplomatic strategy 


Chief Cabinet Secretary Abe Finance Minister TanigakiForeign 
Minister Aso 

Diplomatic strategyAim for assertive diplomacy and aim to rebuild 
Japan into a strong and trustworthy Japan.Aim for co-existence with 
Asia and build a hotline with Asian leaders.Aim for diplomacy with 
pride. 

Visits to Yasukuni Shrine Do not declare whether to visit the shrine 
as shrine visits have been made a political issue. Refrain from 
visiting the shrine 

South Korea.Make a decision appropriately. Proposes shifting the 
shrine into a secular organization. 

Policy toward ChinaSeparation of politics and the economy. No 
pressure should be put on the economy over the political issues.The 
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argument for separation of politics and the economy is questionable 
because public opinion affects the economy. Japan-China friendship 
is a tool. Aim for common interests to Japan and China. 


SCHIEFFER 
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Meanwhile 

approach in confidence building with the Russians 


Column 3 

(reftel). According to Tiik 

modest efforts and increased direct contacts among 
counterparts have helped the sides to deal with 
contentious issues before they become too \"hot\". 


3. (C) Although the GOR recently submitted a proposal to 
open new border talks 

desire to reopen the issue. On September 6 Karin Jaani 
Director General for the MFAVs Second Political 
Department and former Ambassador to Russia 

proposal wasn't new 

found offensive. With the Presidential elections taking 
place now and parliamentary elections early next year 
isn\'t the time to have these negotiations." Jaani 
continued that while the timing is curious 

been any follow up pressure or further statements from 
Moscow to resume talks. Vadim Vasiliev 

Political Officer 

believes the GOR proposal was intended to \"test the 
water," and gauge the GOE\'s mood. 


The Media takes a breather 


4. (SBU) According to Andres Kasekamp 

Estonian Foreign Policy Institute 

meeting 

slightly less sensational in its coverage of Russia. 
Kasekamp explained that \"Russia being Russia 
(Estonian) press not only gives it a lot of coverage but 
also sensationalizes any tension or conflict.V' In his 
opinion 

reporting of Russia\'s new border treaty proposal 
Estonian Foreign Minister Urmas PaetVs visit to Moscow on 
June 30 

July 24 visit to Tallinn signified a positive step 

forward in improving the atmospherics. Even outgoing 
Russian Ambassador to Estonia 

forecasted improved relations in an August 29 interview 
published by Molodyozh Estonii 

language daily in Estonia. 


Back to basics 


5. (SBU) Where Estonian-Russian relations have improved 
most visibly is at the technical/working level between 
Estonian and Russian law enforcement agencies (e.g. 
border guards 

Customs Specialist 

communication with Russian counterparts as V'positive 
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despite recent delays at the border (para 7). (Note: in 

a meeting with Pol/Econ Chief 

General of the Tax and Customs Board 

his office\'s good cooperation with Russia on the working 
level 

less effective due to changes of senior personnel on the 
Russian side. End note.) Even in sensitive areas like 
trafficking in persons (TIP) 

cooperation and information sharing recently. Kristiina 
Luht 

Affairs 

counterparts in St. Petersburg in June 2006 

cooperation she has experienced with Russian authorities 
to date. 
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Flashpoints: present and future 


6. (C) While bilateral relations have marginally 
improved 

possible issues that could rekindle recently dormant 
tensions. 


Border Issues. 


7. (SBU) From mid-July until early-September 
Russian-Estonian border near Narva saw a dramatic 
increase in traffic delays due to changes in inspection 
procedures by Russian border guards and customs agents. 
The resulting backlog of trucks caused discontent among 
truck drivers and businesses dependent on quick and 
reliable movement of goods across the border. There was 
significant press coverage of the problem with many GOE 
officials and politicians complaining publicly about the 
issue. 


8. (C) The Russian Embassy\'s Vasiliev explained to us on 
Sep 8 that this clampdown was the result of efforts to 
combat corruption at the border. Vasiliev confided that 
Moscow disapproved of the V'cozy relationship the customs 
and northwest border guard chiefs had with certain 
businesses. The GOE officially complained to the GOR 
and demanded to know when traffic will be eased. During 
a discussion with the MFAVs Jaani 

Charge d\'Affairs explicitly linked differences over the 
border treaty with the recent delays. Jaani 

downplayed this conversation to us on Sep 6 


Column 3 

believes that the Russian Embassy was caught off guard 
and had not received proper instruction from Moscow. She 
also told us that in her opinion the Charge had most 

likely been speaking in a personal capacity. As of 
September 12 

that the backlog on the border has diminished. 


Parliamentary Elections. 


9. (C) There is concern within the MFA that in the run up 
to next spring\'s parliamentary elections 

parties (Res Publica and Pro Patria in particular) will 

try to inflame anti-Russia sentiment in order to 

galvanize their base. September 22 

the \"liberation\" of Tallinn by the Soviet Army 

an early opportunity for nationalist groups to cause 
trouble. When asked about what may happen on September 
7 

officially he hoped that the day would pass without 
incident. However 

that V'an incident would be extremely good for Res 
Publicas campaign and they would make good use of the 
publicity." Lumi said that Res Publica and Pro Patria\'s 
campaign will be on values 

with Estonia\'s Communist and Russian past. 


9. (SBU) Comment. Until bigger issues 

treaty 

Estonian-Russian relationship will always be tenuous. 
Nevertheless 

allowing their big disagreements to prevent progress in 
other areas is a welcome 

End Comment. 

GOLDSTEIN 
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Residence Friday evening; and a mass \"Formosa Sunrise\" rally planned 
by the Taiwan Society on September 16 on Ketagalan Boulevard in 
support of democracy and stability in Taiwan. Most papers expressed 
grave concerns over possible clashes that might erupt between the 

pro- and anti-Chen protesters this evening and tomorrow. Both the 
pro-status quo V'China Times\" and pro-unification V'United Daily News" 
front-paged the \"siege\" slated for this evening 

pro-independence \"Liberty Times 

front-page banner headline that read \"Siege versus Supporting 
Taiwan: Su Tseng-chang 

Rationality.\" 


2. In terms of editorials and commentaries 
editorial called for peace between the pro- and anti-Chen rallies 
saying violence will only turn Taiwan into \"terror governance.V A 
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\"United Daily News\" analysis 

out of the four DPP heavyweights plans to show up at the pro-Chen 
rally tomorrow is 

current predicament facing the DPP and President Chen Shui-bian. 
With regard to the U.S.-Taiwan arms deal 

limited-circulation 

Times\" said that Taiwan is V'at a security crossroads 
procrastination in arms procurement could threaten its very 
existence." End summary. 


3. Campaign to Oust President Chen Shui-bian 
A) V Violence Will Turn Taiwan into Terror Governance!" 


The pro-independence VLiberty Times" [circulation: 600 
editorialized (9/15): 


Y... Today 

oust Bian and those who support Taiwan may be poles apart 
opposition to violence and adherence to the rule of law should be a 
common factor shared by every person. Whether Taiwan\'s democracy is 
moving toward maturity or going backwards depends on whether the 
public wants to choose peace or violence. We hope that all 

political figures should have a sense of responsibility and should 
firmly say no to violence 

the island. Should this be the case 

mass movement gets 

democracy and rule of law into terror governance.\" 


B) \"Drawing a Line [between Themselves] and Bian? Four Heavyweights 
in Green Camp Awaiting Prosecutors\' Findings\" 


Journalist Sean Liu noted in an analysis in the pro-unification 
\"United Daily News\" [circulation: 400 


\"Given the proactive promotion of the Presidential Office 

Central Standing Committee decided to launch an all-out mobilization 
of its supporters to participate in the anti-Oust Bian movement on 
Ketagalan Boulevard on September 16. But the Vfour DPP 
heavyweightsV each has his own plan; only DPP Chairman Yu Shyi-kun 
will show up at the rally tomorrow. Such a development 

certain extent 

Chen Shui-bian. ... 


VIt is because they are unsure of whether Chen is really clean that 
the four DPP heavyweights each has his own calculation; none wants 
to make his stance too plain and harm his own political career. 
Among the four 

avoid lashing out at those people who want to oust Bian 

attempt to show his tolerance as the highest administrative chief 

and to win recognition from both the Blue and Green supporters. ... 
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Frank Hsieh 

aware that he has to win the mayoral election first so as to be able 

to move up a step in 2008. Given the votersV formation in Taipei 

and 

sit-in over the past few days 

neutral voters\' strong anti-graft appeals. He thus chose to Vfocus 

his attention on city administrative issuesV so as to prevent 

himself from being dragged into the confrontations between those who 
want to oust Bian and those who oppose the VOust BianY campaign. 


VAnnette Lu 

needs to consider. She always regards herself as a clean political 
figure and in private 

toward the misdeeds of the First Family. Besides 

to oust Bian succeeds 

be the first beneficiary. Lu naturally has expectations for the 
post-Bian era 

of the political situation that would follow her succession to Chen 
LuVs every move is under close scrutiny now and is under strong 


criticism by her fellow party members. ... DPP Chairman Yu 
Shyi-kun 

support of Bian without any hesitation. ... The four heavyweights 

are all taking a wait-and-see attitude. They may very likely make a 
big action to draw a clear line between themselves and Bian once the 
High Court Prosecutor\'s Office verifies that Bian has indeed 

violated the law and is even involved in corruption. V" 


4. U.S. Arms Procurements 
\"The Real Threat to Taiwan\'s Security" 


Tu Ho-ting 
pro-independence 
30 


\"Following the government's proposed budget for procuring 66 F-16 
C/D fighter jets from the US last month 

defense - the victim of partisan squabbling over the past two years 
- is once again the focus of public attention. But 

security situation is still gloomy 

seriously underestimated. ... With the serious security challenges 
facing Taiwan and the US strongly critical of TaiwanVs laxness 
regarding its own defense 

Ying-jeou\'s claim that his party's repeated blocking of the arms 
bill is not only reasonable but is winning US respect for TaiwanVs 
prudent attitude on the arms procurement issue. Furthermore 
solemnly argues that the KMT only supports Vreasonable arms 
purchases 

defense need; its budget should not be a financial burden on the 
government; and all citizens should support the arms purchase. 
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\"lronically 

words. According to the latest reports 

Ma has implied that the KMT will dramatically change its position on 
the long-delayed arms procurement bill when the new legislative 
session begins this month. If this is the case 

over the past two years would prove to have been a politically 
motivated farce at the expense of Taiwan\'s security. The nation is 
at a security crossroads 

procurement could threaten its very existence. Although it is still 
too early to say whether the arms bill will be passed or not 

will be the opposition\'s last chance to decide whether they want to 
improve Taiwan\'s defense capabilities.\" 
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К lists revenues and funds for all administrative programs in а 

fiscal year 

budget may cover a period of more than one year and is designed to 
fund: (1) defense spending required by emergency or war 

national economic programs 

(4) irregular or multi-year policy initiatives. 


Smaller Budget Deficit 


3. The proposal projects the 2007 budget deficit will decline 1996 

from 2006 to NT$152 billion (US$4.7 billion at the exchange rate of 
NT$32.5 per USD). The budget deficit plus new bonds issued to repay 
old debt in 2007 will decline to NT$217 billion (US$6.7 billion) 

down from NT$344 billion (US$10.6 billion) in 2003 and NT$253.5 
billion (US$7.8 billion) in 2004. The EY plans to make up the 

shortfall with NT$17 billion (US$523 million) of savings from 

previous years and NT$200 billion (US$6.1 billion) of new bonds 

which together amount to 1296 of total expenditures in the proposed 
regular budget 


Outstanding Debt within Statutory Limits 


4. New bonds issued under the proposed regular and special budget 
programs will drive up outstanding central government public debt 
from NT$3 

billion (US$124.3 billion) in 2007. The outstanding debt as a share 
of GNP in 2007 will increase from 33.196 in 2005 to an estimated 
35.296 

TaiwanVs Budget Bureau 

local governments as of the end of 2005 was NT$416.9 billion 
(US$128.3 billion) or 36.496 of GNP or 37.496 of GDP. Adding 
short-term (less than one year) revolving debt (bonds) and 
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off-budget liabilities to outstanding debt increases the debt/GDP 
ratio to 46.2%. This ratio is less than the 52.7% in the United 
Kingdom 

Japan. 


Tax Revenue Projected for 2007 Still Understated 


5. The alternative minimum tax (AMT) passed Taiwan\'s legislature in 
2005 and became effective in January 2006. Tax authorities will 

start to collect the 10-2096 AMT in 2007 

generate additional revenue of NT$11 billion (US$307 million) in its 
first year. A tax reform bill to increase the 5% business 

transaction tax and eliminate the tax-exempt status of military 
personnel and school teachers is now under LY consideration. A 
Budget Bureau official said tax revenue in 2007 will increase at 

least 396 on top of the estimated 3.596 growth in 2006. 


6. Tax revenue will contribute 7496 of total central revenue in 

2007 

boosted tax revenue collected by central and local governments from 
barely above 12% of GNP in 2003 and 2004 to 14.196 of GNP in 2005. 
The Budget Bureau predicts the ratio will further increase to about 
14.5% in 2007. This level is still far below the 27% collected in 

Japan 

European countries. 


High Defense Spending Growth 


7. The Ministry of National Defense (MND) will switch some 
procurement to the regular budget for 2007 from the special budget 
proposal which has been blocked by the LY more than 50 times. As a 
result of the switch 

grow 3096 

NT$311.5 billion (US$9.58 billion). The MND share of total central 
expenditure in 2007 will increase to an eight-year high of 18.796 up 
from 15.2-15.4% in the early 2000s. Proposed military procurements 
include NT$6.14 billion (US$191.9 million) for P-3C anti-submarine 
aircraft 

Patriot II missiles 

first stage of diesel submarine procurement. 


Impact of Defense Spending 


8. The increased defense spending will squeeze all other spending 
categories to growth of less than three percent in 2007. Funding 

for community development and environmental protection will decline 
3.4%. Education 

share of the regular budget 
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19.396 from 2096 in 2006. The share for social welfare programs will 
slip from 19.4% to 18.6%. 


Economic Development Funding 


9. Economic development projects account for only 1296 of the 2007 
regular budget 

education/science/culture 

economic projects in 2007 will be financed by special budgets and 
off-budget plans submitted by state-owned enterprises and 
state-controlled funds. According to the Budget Bureau 

funding for all economic development projects in 2007 will reach 
NT$534.2 billion (US$16.4 billion) 

(US$6.1 billion) listed in the 2007 regular budget proposal. 


Comment 


10. Legislators have until December 31 to review the budget and in 
the past have regularly cut EY proposals. In 2005 

from the EYVs proposal for 2006 and \"froze\" another 16%. Many 
administrative programs are still waiting for the LY to \"unfreeze\" 
funds from the 2006 budget. 
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Families & Employees (SAFE)V' or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

training 

clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


B. CRIME: 


- Crime is generally non-confrontational in nature. Criminal 
acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 
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- Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 


gem stores. If victimized 
Police by dialing 1155. 


- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. TRAFFIC: 


- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. TERRORISM: 


- The threat from transnational terrorist groups to the U.S. 
Mission in Bangkok is currently ranked high. Despite stepped 
up RTG efforts to monitor its borders 

porous and allow easy illegal access. Transnational terrorist 
groups 

utilized Thailand as a transit point. 


- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
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violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. OTHER SECURITY TIPS: 


- Visitors should avoid making any pejorative comments about 
any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- Visitors should also be aware of the State Departments 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements 

via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


- |n essence 

caution and be alert to their surroundings with regard to 
their personal security. Suspicious incidents/activities 
should be reported to RSO Bangkok (Tel. 02-205-4000 
hrs/day). On behalf of U.S. Embassy Bangkok 

have a safe and pleasant visit. 
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recognized state -- Iraq-- was \"destroyed\" by another country 
because of the alleged existence of WMD 

international community\'s approval. A referendum then was 
carried out by the newly-created government so that V'the 
people of Iraq\" could decide their future. Smirnov 
Nesterushkin said 
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referendum is an acceptable way to collect information about 
Transnistrians\' opinions and should be taken as such. 
Nesterushkin argued that Transnistrian authorities felt 
compelled to hold a referendum after Ukraine introduced a new 
customs regime in March (reftels). A more constructive U.S. 
role 

the wording of the two choices instead of belatedly 

criticizing it. He denied that Russia was directly involved 

in the wording of the referendum 

was their work." Transnistria 

economic condition 

humanitarian aid and financial support (not to help Smirnov 
he added). Nesterushkin repeatedly insisted that the 
referendum was not RussiaVs idea and Russia would have 
preferred the status quo. 


Terrible Mess 


3. (C) Nesterushkin characterized the Transnistrian dispute 
as a terrible mess. His Vpartners (i.e. 

negotiators)\" tend to oversimplify the situation and impose 
their own ideas of an acceptable settlement. He stressed 
that although Transnistria was part of Moldova under the 
Soviet Union 

before the republic of Moldova was established in 1991. One 
cannot call Transnistrians \"separatists\" when they were never 
part of Moldova. Nesterushkin said the EU 

OSCE all fail to understand the complicated history and 
dynamics and simply continue to pressure Transnistria with 
their own solution. He considered this too confrontational. 
According to him 

The couple went through a bloody divorce in 1992. All sides 
including Russia 

live under the same roof. As the couple keeps fighting 

must present a new marriage contract that is attractive to 
both parties. 


What Next? 


4. (C) Despite prodding 

what role Russia ascribed to the referendum. He insisted 

that he could not be concrete because he did not know but 
thought the future negotiations would be tough. Despite the 
wording of the questionnaire 

immediate annexation of Transnistria to Russia. It may join 
Russia\'s economic sphere with the same currency at some point 
but beyond that 

Nesterushkin said that he was puzzled why he was not invited 

to a meeting among DAS Kramer 
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the EU representative last week. He was willing to listen if 
they have a new workable solution. 


Comment 
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5. (C) This was vintage Nesterushkin. While Duma Chairman 
of International Relations Committee Kosachev told the 
Ambassador on August 31 that the GOR would not endorse the 
referendum results 

ambivalence Russia has shown about the referendum -- by turns 
supportive of the Transnistrians while recognizing that the 
referendum is unlikely to affect the course of the 

negotiations. Moscow has been comfortable with the status 
quo and the referendum will do nothing to change that. We 

will be seeking GOR reaction next week after the referendum 
results are announced. 
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located on the Santek China web page: santek.com.cn). 
She also stated that the arrangement to receive 
commodities ordered by Santek from Banner was the same 
as with MTI meaning that Santek China handled the 
ordering and shipping and the items would then be sent 

to Santek Hong Kong for forwarding to China. 


9. Given the information currently available to the 
ECO and given that the primary role that Santek Hong 
Kong serves is to move US origin goods to China from 
Hong Kong 

categorized as unfavorable. 

Cunningham 
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if they have a very 

adding 

these people are incompetent.\" It is unclear at this time 

what impact a potential change in prosecutors would have on 
the timeline for finishing the case. Testimony scheduled for 
September 15 was postponed until September 18 at the request 
of the Prosecution. 


7. Current U.S. Embassy public affairs talking points on 
this case are as follows: 


This has been an emotional and difficult case for everyone 
involved. 


It is the principle of Philippine and American law that 

anyone accused of a crime is presumed innocent until proven 
guilty. The U.S. is committed to seeing that justice is 

served 

for a just outcome. 


The U.S. has cooperated with Philippine authorities in 
accordance with the Visiting Forces Agreement since day one. 
The case is being tried by a Philippine judge under 

Philippine jurisdiction. 
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8. Mission continues to provide security 

and other support to the defendants. Personnel from Ш MEF 
JUSMAG 

Section will continue to attend all court sessions. RSO 
remains pleased with the extent and quality of security 
support provided by the mayor\'s office and police department. 
The Consular Section continues to respond to family member 
inquiries. 
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respect to Vietnam 

broad smile. Ambassador Hanford mentioned that there have 
been important positive developments on religious practice in 
Vietnam during the past two or three years 

governmentVs strong action to stop local officials from 
aggressive acts against religious groups and progress on 
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registering new religious groups. The issue of religious 
freedom was a positive aspect of the former Prime Ministers 
trip to the United States and the new PM has been reaching 
out to religious groups. 


3. (SBU) With that introduction 

purpose of his current trip is explore areas in which Vietnam 
can make further progress in addressing our issues of 
concern. Religious freedom is of deep personal interest to 
many American citizens 

Secretary. There has been some negative attention in 


SIPDIS 

Washington concerning religious freedom in Vietnam 

also important to recognize the progress that Vietnam has 
made to date 


... BUT EXPEDITED EFFORTS WOULD BE TIMELY IN LIGHT OF PNTR 


4. (SBU) Ambassador Hanford said that the USG is strongly 
behind passage of PNTR and WTO accession for Vietnam. In the 
area of religious freedom 

USG would like Vietnam to take steps to address still 

problematic areas. The Vietnamese government has made 
significant strides towards addressing the issues targeted in 

the exchange of letters 

worship. Still 

been an uneven record of progress from province to province. 
This is particularly so in the NortQest Highlands. 


5. (SBU) Ambassador Hanford said he would meet with Vice 
Minister of Public Security Nguyen Van Huong and VM Le Van 
Bang on August 18 to discuss actions that could be taken 

during the next six weeks to address continuing religious 
freedom concerns. This is not a proposal of new ideas 

rather an acceleration of current processes and increased 
Vietnamese government interaction with religious leaders. 
Ambassador Hanford said he had been assured by the Committee 
on Religious Affairs (CRA) that efforts are currently 
concentrated in the Northwest Highlands. He suggested to CRA 
Chairman Ngo Yen Thi that current plans to approve training 

of religious leaders and to register new places of worship in 

this region could be accelerated to help address our 

concerns. 


6. (SBU) Ambassador Hanford remarked that there will be 
critics in the United States who will never be satisfied with 
VietnamVs record. There would likely continue to be 
criticism about the lack of progress in the north 

important that registrations there procede at a faster pace. 
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In addition 
suggestions about other actions that could be carried out 
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during the next six weeks at his meetings with GVN officials 
on August 18. A roadmap of what the GVN plans to do to 
advance religious freedom would also be welcomed. It is 
clear that the GVN has plans to register additional groups 
and provide training for local officials regarding proper 
implementation of laws on religion. To have a statement of 
the governments intentions in the form of a letter would 
help address criticism in the United States. 


KHIEMVS RESPONSE: THANK YOU FOR YOUR SUPPORT 


7. (SBU) DPM/FM Khiem said he had listened carefully to 
Ambassador Hanford\'s observations and was pleased that 
Ambassador Hanford expressed a good understanding of Vietnam. 
All American delegations leave Vietnam with a good 

impression 

exchanges to enhance mutual understanding. The U.S.-Vietnam 
relationship is developing well 

utmost to bring the relationship to a new plane as agreed by 

the President and former PM Phan Van Khai. Hosting the 
President during the APEC summit will be an historic event. 

One month ago 

found her supportive on the PNTR and CPC issues. He said he 
thought the Secretary would urge Congress to expedite 

progress on PNTR. 


8. (SBU) In terms of Ambassador Hanford\'s specific 
suggestions 

accomplished and try to make progress on these items 
Khiem continued. The GVN respects the right to follow or not 
follow a religious faith 

in the legal framework on religion. In cases in which some 
local authorities do not act appropriately 

government will do its best to intervene. DPM/FM Khiem asked 
Ambassador Hanford to convey a message about Vietnam\'s 
progress and its will and determination to overcome these 
difficulties. He said he deeply appreciates USG support on 
PNTR and is grateful for Ambassador Hanford\'s efforts on 
this. Religious and human rights issues should not be 
attached to economic issues 

situation on religion will improve. After Vietnam is removed 
from the CPC list and PNTR is finalized 

affirmed Vietnam will continue to work with the United States 
on religion and human rights issues. Vietnam is open to 
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receiving scholars and experts to look into these issues 
DPM/FM Khiem said. 


MEETING WITH INTERNATIONAL ORGANIZATIONS DG MINH 


9. (SBU) Immediately prior to the meeting with DPM/FM Khiem 
Ambassador Hanford met with MFA International Organizations 
Department Director General Pham Binh Minh. Ambassador 
Marine was also present. (Note: DG Minh led the Vietnamese 
side in February\'s Human Rights Dialogue. End Note.) 
Responding to DG Minh\'s invitation to begin 

Hanford expressed his belief that the religious freedom 
situation in Vietnam is generally improving. Many places in 
which harassment of religious believers was previously a 
problem are now tolerating religious activities. Forced 
renunciations and physical abuse of religious faithful are 

also increasingly rare. 


10. (SBU) Unfortunately 

has not been mirrored in the north 

continued. We have yet to see a clear instance of a 
congregation in the north being able to register 

the CRA claims six registrations under a pilot program. The 
Evangelical Church of Vietnam-North (ECVN) reports that 700 
applications for registration have been turned in 

many have been returned unopened (not to mention that the 
organization has heard nothing of this pilot program 
Ambassador Hanford added). The CRA disputes this figure 
we have asked to see the ECVN\'s list of these 700 
congregations. Furthermore 

been able to arrange a meeting with the CRA in over one year 
Ambassador Hanford said. 


11. (SBU) This lack of progress is particularly striking when 
compared to the south 

example 

training institute to be opened in the south. This is a 
significant step forward 

progress in an area that was not part of our two countries\' 
exchange of letters. However 

mirrored in the north 
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permission to train deacons 

increasingly sophisticated and knowledgeable church 
leadership. This also squares with the GVN goal of having 
pastors who understand Protestantism and its teachings 


Column 3 
there has been no official response to the ECVN\'s request 
Ambassador Hanford said. 


12. (SBU) DG Minh explained that his mandate for this meeting 
is to outline the progress Vietnam has made since the 

bilateral Human Rights Dialogue. In response to the USGVs 
request 

prisons in southern Vietnam (Ref A). U.S. Mission officers 
including the Ambassador 

visits to northern Vietnam and the Central Highlands. 
Furthermore 

(Ref B). (Note: We have not yet been able to independently 
confirm this. End Note.) The CRA\'s Chairman Ngo Yen Thi has 
separately communicated to Ambassador Hanford progress in the 
area of religious freedom (Ref C). For example 

of June 

Highlands (an increase of four over the 60 reported by 

Chairman Thi in his message to Ambassador Hanford 

added) and more than 700 places of worship there were 
organized. In the north 

and 620 places of worship were \"facilitated.\" All of these 
actions show that the GVN is interested in responding to USG 
concerns 


13. (SBU) As promised 

northern Vietnam 

plans to continue to register congregations in northern 
Vietnam. In September 

faith-based organization the Institute for Global Engagement 
to organize a seminar on law and religion for Southeast Asian 
nations. The GVN is also considering the release of USG 
prisoners of concern on the occasion of the upcoming National 
Day amnesty. However 

wonders what the USG has done 

VietnamVs CPC status 


14. (SBU) Noting intense Congressional and other interest in 
religious freedom developments in Vietnam 

said that his goal for this visit is to explore with the GVN 
ways to accelerate progress in the area of religious freedom. 
One matter of particular concern remains the north 

the CRA representative at the Human Rights Dialogue 
acknowledged that local officials in this region can pose 
difficulties. With attention increasingly focused on Vietnam 
with the PNTR discussions 

President's November visit 

Specific GVN actions over the next six weeks and a roadmap of 
what it intends to do over the next year to advance religious 
freedom would send a significant message that Vietnam is 
committed to addressing our religious freedom concerns 
Ambassador Hanford said. 
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15. (SBU) DG Minh observed that Vice Foreign Minister Le Van 
Bang\'s May 2005 letter to Ambassador Hanford is still valid 
and Vietnam continues to do what it committed to do in the 
letter. The CRA had a plan for the Central Highlands and it 
has a plan for the north 

over the next six months. The CRA has already organized 
three seminars to instruct trainers 

village and commune level have received training on 
implementing the Ordinance on Religion and Belief. Over the 
next six months 

congregations as well. But 

are difficulties in some northern provinces 

realistic to expect major progress in six weeks. Vietnam 

will do everything it can 

of its own people 

the GVN promised progress in the Central Highlands 

will also be progress in the north. However 

exchange of letters 

would be removed from the CPC list. \"Now people doubt that 
you can do something 


16. (SBU) Ambassador Hanford explained that the exchange of 
letters was intended to address the issue of what the 
Department was legislatively mandated to do under the 
International Religious Freedom Act after Vietnam was 
designated as a CPC. The CPC designation will be removed 
when the problems that led to the designation have been 
resolved. Vietnam is now close 

many people are opposed to lifting CPC. DG Minh said that 
Vietnam also has domestic constituencies 

like to try to find a way forward just as it would like to 

have Vietnam\'s CPC designation removed. 
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17. (SBU) Ambassador Hanford said that there are many things 
that Vietnam can do over the next six weeks to resolve 
continued issues of concern. Several of these are probably 
already in the works and their roll-out would only need to be 
accelerated. For example 

to identify mature congregations in the north and register 

some 100 of them. A meaningful number of registrations would 
show VietnamVs obvious commitment to implementing its legal 
framework on religion. The GVN could also continue to 
register congregations in other parts of the country 

the Mennonites 


18. (SBU) Another issue that could quickly be addressed is 
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the lack of transparency in the registration process. The 
CRA should play a greater leadership role in this area to 
ensure that local officials do not tell different 

congregations different things when they attempt to register. 
The release or amnesty of religious prisoner of concern Ma 
Van Bay would be another significant step. We understand 
that his case is complicated. Notably 

1997 for church collections 

crime today. Our list of religious prisoners has 

the GVN\'s actions 

-- and it would be good if we could say that there are now no 
more religious prisoners of concern on our list 

Hanford noted. 


19. (SBU) It would also be useful to see instances in which 
the GVN holds officials accountable for violating the law 
when it comes to religious rights. While forced 
renunciations are increasingly rare 

such as when certain ethnic minority individuals are told to 
renounce their faith in return for receiving a national ID 
card. There are also incidents 

in Thanh Hoa Province (Ref D). In terms of property issues 
there are one or two that could quickly be resolved 
including those involving a Catholic cathedral in Hanoi and 
the ECVN\'s Hanoi church. However 

can be difficult because local authorities are involved. 
Similarly 

religious groups could reach out to in case of problems with 
local authorities would be another step forward 

facilitating meetings between the CRA and the ECVN. 
Approving training for pastors would be another positive 
gesture. 


20. (SBU) In short 

taken over the next six weeks 

advancing our mutual interest in resolving religious freedom 
concerns. Furthermore 

proposed actions over the next year would be a useful step 
forward and show Vietnam\'s commitment to continue to work 
with us. DG Minh pledged to pass all of this on to VFM Bang 
(whom Ambassador Hanford was to meet on August 18 
Septel). 


21. (U) Ambassador Hanford cleared this message. 
MARINE 
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Inside 

and the editorial 

CropScience for having given the alert 

have to pay...\" and generally recognizes that \"it is in the interest 
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of multinationals to choose to be transparent. V' But says Liberation 
Vthe reasons for the contamination remain a mystery..." (See Part C) 
A separate report indicates that \"there are no signs of any risk to 
humans. V 


Also on the front page of Liberation one can read: V'Al-Qaida: 
France Targeted. The inside report reiterates the message carried 
by all television networks that \"France\'s intelligence services take 
these threats very seriously.\" Le Figaro\'s story concentrates on 
\"Algeria\'s Support to Al-Qaida.V Television reports this morning 
noted that France\'s contingent in Lebanon was being directly 
targeted 

Le Monde. La Croix interviews General Alain Pellegrini who heads 
Lebanon\'s UNIFIL and discusses the broader terms of UNIFIL\'s mission 
concluding: \"The new reinforcements are undeniably a success for 
us. But everyone should know that UNIFIL is only one part of the 
solution to a problem which is in fact spreading to the entire 

Middle East. V" 


In Le Monde Nathalie Nougayrede analyzes lranVs latest offer 
leaves the U.S. skeptical. (See Part C) 


In Le Parisien Henri Vernet reports on FM Douste-Blazy\'s visit to 

the West Bank and his positive reading of the Hamas-Fatah agreement. 
Vernet comments: V'According to Paris 

to sharing power with Fatah is an implicit recognition of Israel. 

But the FM and President Chirac need to convince the Europeans of 
this. The Americans 

hostile to a softening of their position. V 


Several outlets report on the reactions in the Muslim world to Pope 
BenedictVs remarks on Islam and his commentary on V'the deadly 
illnesses of religion. Le Figaro notes the angry reaction of 

Turkey\'s Director for Religious Affairs and comments: V'The Pope has 
always been opposed to Turkey\'s EU membership..." All outlets 
report that Dalil Boubaker 

has asked the Pope \"to clarify his remarks.\" (See Part C) 


Today's installment in Le Figaro in its post-9/11 series is an op-ed 
penned by Philippe Hayez 

(France\'s CIA) between 2003 and 2006. His column 

France\'s integration of its intelligence sector 

implementation of the Intelligence Reform and Terrorism Protection 
Act: \"This reform is as important as the CIAVS creation in 1947. 
And although all of its impact has not yet been felt 

far more than cosmetic: it is the answer to Al-Qaida and its 
followers." 


The assassination of RussiaVs central banker Andrey Kozlov is widely 
reported. Le Figaro comments on his anti-corruption and money 
laundering policy: V'Some of Russia\'s harshest measures to curb bank 
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fraud have just registered the hardest blow ever." 


Le Monde devotes an article to the \"harsh\" negotiations between the 
EU and the U.S. on passenger data transfer 

elicited by the fifth anniversary of 9/11..." Robert Mocny\'s visit 

to Brussels is noted. Philippe Ricard 

over CIA secret prisons and Guantanamo 

the U.S. in the judicial sector has become a sensitive issue in 
Europe... 

La Croix devotes a special insert to V'cultural diversity 

choice to avoid the previous more stigmatizing term of Vcultural 
exception...\\" Jean-Christophe Ploquin comments: \"Last year 

was quick to claim victory over the U.S. 

But a year later 

continues.V Inside 

op-ed on the need to ratify the UNESCO convention on cultural 
diversity. Another op-ed by French University Professor James Cohen 
debates the issue of multiculturalism in the U.S. versus France. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iran 


\"Iran\'s Offen" 

Nathalie Nougayrede in left-of-center Le Monde (09/15): \"The 
signals sent by Teheran are described as convoluted and 
contradictory. The question is 

Iranian officials statements reflect the final position that the 
regime will adopt... The Europeans want to give Iran more time... 
The US 

sanctions... The American rhetoric has become tougher since 
President Bush assimilated the danger that Iran represents to al 
Qaida 

positions are manifest. But according to French sources the 
disagreements between the P541 are being played down." 


NATO - Ukraine Backs Off 


VKiev Says VNoY to NATO\" 

Laure Mandeville in right-of-center Le Figaro (09/15): V'Yesterday 

in Brussels Ukraine\'s PM confirmed the 180 degree turn taken by his 
country over the summer when he announced that Kiev was postponing 
its membership to NATO for an indefinite period. This is one more 

shift towards Kiev\'s VRussian friend\' in the chronic back and forth 
between East and West adopted by Ukraine since 1991... Although 

out of politeness 

he used to make his announcement made his message quite clear. On 
the EU he remarked that he wanted to pursue membership negotiations 
despite the message from the EU that this was premature... 
Pro-Westerners in Kiev are concerned that Ukraine is dropping NATO 
Va sure thing\' for Europe 

step backwards for democracy... What is at stake behind this 
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turnaround is Kiev\'s independence from Moscow in the energy 
sector. V 


GMOs - Genetically Modified Rice 


\"Suspicions\" 

Pierre Haski in left-of-center Liberation (09/15): \"There are both 
reassuring and worrying aspects to this story... First 

praise Bayer CropScience for pulling the alarm on the contamination 

of its own product. Itis paying dearly for it in terms of its 

reputation 

will take the case to court... Bayer has shown that multinationals 

have more to gain from transparency... than from being caught 
red-handed 

companys image... However the reasons for the contamination are as 
yet unknown and there is something very worrisome in this fact. If 
Bayer had not noticed the contamination or had not alerted the 
authorities 

not being approved in the US and in Europe. Without becoming 
excessively paranoid about GMOs... no one wants to swallow something 
that has not been certified by the scientific community and by the 
governments in question. This will only add fuel to the fire of 
suspicions that French public opinion has about GMOs.\" 


Islam and the West: The Pope\'s Remarks 


\"Muslims Shocked by Pope\'s Remarks" 

Herve Yannou in right-of-center Le Figaro (09/15): V'The Pope\'s 
message was above all a warning to the West that the Muslim religion 
is not 

Greek philosophy. No one 

of the September 11 attacks 

such a distinction between Christianity and Islam... Apparently the 
Pope has decided to go back to the intransigent tendencies of 
Cardinal Ratzinger who defended the notion that here is only one 

true religion: that of the Catholic Church.\" STAPLETON 
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The dailies remind that a pilot captain and two bomb 

specialists from the Special Forces Command were arrested 
following an operation against that organization. The dailies 
also pointed out the allegations published a while ago in their 
editions about former JITEM members who were called back for 
duty in Diyarbakir. 


EVRENSEL / OZGUR GUNDEM: Salih Karaaslan 

Chairperson in Ankara 

1996 Susurluk scandal and 2005 Semdinli bombing were also the 
actors behind the recent bombing in Diyarbakir. Ozgur Gundem 
daily reported that white and black colored flags were hung in 

the province 
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thousands of people left carnations and erected candles at the 
site of the incident and condemned the event. Meanwhile 
members of twenty-five organizations and political parties 
gathered in front of the Human Rights Association in Istanbul 
and made an announcement saying that the Diyarbakir bomb attack 
was another plot of the V'criminal networks" whose activities 
were partly revealed in the Semdinli bombing incident on 
November 9 

Public WorkersV Unions) chapters іп Adana protested the bomb 
attack. 


OZGUR GUNDEM: DTP Chairperson Ahmet Turk conducted studies in 
Diayrbakir following the bomb attack. Turk also paid a visit to 

the Diyarbakir Mayor Osman Baydemir to extend condolences. Turk 
said during the visit that nothing would be able to hinder the 

peace process and they would not yield to the provocations. 


SABAH: Sabah daily reports allegations that the real target 
of the Diyarbakir bombing was the Security Directorate which was 
1.5 kilometers away from the site of the incident. Another 
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transceiver\'s frequency could have triggered the fuse of the 
bomb 
perpetrator was able to reach the actual target. 


SABAH / YENI SAFAK: Diyarbakir GovernorVs Office announced that 
three remotely controlled mines were found and safely detonated 

on a road between Lice and Kulp districts of Diyarbakir. 

Reportedly 

with transceivers and phones were also found at the site. 


CUMHURIYET: Two separate explosions took place in VanVs 
Baskale and and Sirnak\'s Gormec districts yesterday around 9.30 
p.m. No casualties were reported after the bombings. The 
bombing in Van was close to the residences of army officers. 
Security personnel initiated military operations in the areas. 


SABAH (GUNEY): Gordon Dakota 

paid a visit to Gaziantep's Chamber of Commerce. Dakota said 
that the economic cooperation between Gaziantep and Croatia will 
be further consolidated. 


CUMHURIYET / YENI SAFAK: Municipality teams allegedly culled 
street dogs with poison syringes ahead of an International 
Caucasian CulturesV Festival in the province. Some local 
televisions alleged that the team members killed the dogs that 

were still alive after being poisoned at the garbage pressing 
machinery. 
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SABAH (GUNEY): Ihsan Erogul 
visit to the Veterans\' Association in Adana to mark the Veterans 
week. 


CUMHURIYET / EKSPRES: Restoration project at the Old Roman 
Bridge in Adana has been halted due to a funding shortage. 
Seventy percent of the project has been completed to date. 
GREEN 
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developments\" in the region. Several of the newspapers have 
inserts in local Thai newspapers while the CCTV provides 
video feeds to a Thai news channel. These media outlets are 
also keenly focused on strategic US engagements with ASEAN 
and the SEA region. End summary. 


THE PLAYERS 


2. (SBU) There are six Mainland Chinese media outlets in 
Thailand -- Xinhua News Agency 

She) 

Group 

International (CRI). Of these 

Thailand the longest 

operations such as Xinhua News have country bureaus in every 
ASEAN-member country except Laos 

for smaller 

(Note: For comparison -- AP 

large regional offices in Bangkok. CNN 

Australian Broadcasting Corporation have television 
facilities. End note.) 


3. (C) Chinese staff all positions in these outlets 

from their headquarters in Beijing. Terry Li (protect) 

Thailand Bureau Chief for Guangming Daily 

there is no Thai staff in his office because V'there is no 

budget. Xinhua reporter 

Chinese media have adopted the V'one-man reporter/cameraman\" 
concept for its overseas operations to save cost. CCTV 

reporter 

he could \"film 


4. (C) While a few of the reporters speak Thai 

journalists use English as their working language. As a Thai 
speaker 

explained that \"the number of Thai speakers in China are so 
few that you can count them with your fingers\" because most 
universities do not offer Thai language courses. 
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THE GAME 


NUMBERS VARY 


5. (C) Mandates for the media outlets vary vastly 

their monthly output quotas. While small operations like the 
Guangming Daily are asked to produce five monthly articles 
Xinhua sources claim that their office produces upwards of 
300 news items a month. Wang of CCTV explained that 
Xinhua 

young. His two-men office in Thailand is asked only to 
travel with Chinese delegations during official visits and to 
cover V'sudden developments" in the region such as natural 
disasters. The number of news pieces produced thus varies 
from month-to-month. 


TOPICS VARY 


6. (C) Zhang told Poloff that Xinhua currently has more than 
100 branch offices in over ninety countries with a mandate to 
report on news-worthy items across the spectrum. (Note: For 
comparison -- Reuters has 196 bureaus in 130 countries and AP 
has 240 bureaus in 130 countries. End note.) Interestingly 

a frustrated Li (Guangming Daily) told Poloff that because 
newspapers such as Guangming 

state-owned (under the Chinese Propaganda Department) 
are asked to \"refrain from writing political and economic 
pieces 

on the subject. Instead 

stories on Thai culture and \"feel-good\" special interest 
pieces 
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COMMENT 


7. (C) Zhang\'s claim that his office reports on all aspects 

of news - politics included - in Thailand starkly contrasts 

with LiVs assertions. Ling\'s (Xinhua reporter) number of 

over 300 news items a month reported also appears exaggerated 
given the bureauVs three-person operation. One possible 
explanation may be that the office includes individual 
photographs and short items as new stories to bolster their 
numbers for their bosses in Beijing. End comment. 
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MULTI-MEDIA: WAVE OF THE FUTURE 


8. (C) Despite the large number of required news items 
reporters at Xinhua seemed more interested in selling the 
Xinhua Multimedia Database (http://info.xinhua.org/eng) to 

the Thai public (Comment: and to Poloff) than to talk about 
their reporting responsibilities. Zhang proudly informed 

Poloff that his database now boasts V'over a hundred household 
subscribers. Yet with the goal of catching up to major wire 
Services such as the Associated Press (AP) or Reuters 
admitted that \"there is still a long way to go." 


OTHER COLLABORATIONS 


9. (C) Xinhua has been relatively successful in promoting 

its multimedia outlet in Thailand. Not only do the six local 
Thai-Chinese newspapers (including the Taiwanese-owned 
Universal Daily News) all take feeds from Xinhua 

claimed that it also powers most of the cell phone 
news-update engines in Thailand. (Note: Xinhua\'s Database 
also takes feeds from AP and Reuters. End note.) 
Separately 

from People's Daily and China Daily. 


10. (C) Wang of CCTV told Poloff that Channel 9 in Thailand 
(Note: State-owned 

2 million. End note.) is also working with a branch company 
of CCTV to work on collaborative V'special focus\" programming. 
Their last special was on the Thai King\'s Jubilee 
Celebrations. In addition 

been plans to create a Chinese-Thai Channel in the works 
since last year between CCTV and a local Thai channel 
although he did not elaborate on the details. Wang explained 
that the Thai want to collaborate with CCTV because V'they 
want CCTV\'s satellite access both to the world and within the 
РАС." VImagine the increase in viewership 


EYES ON AMERICA 


11. (S/NF) Other than reporting on Thai news and 
establishing a \"soft-power\" presence in Thailand 

media here are also keenly interested in US involvement with 
the ASEAN countries. Li of Guangming Daily asked Poloff not 
to mention their meeting to other Chinese nationals before 
leaning over and bluntly informing Poloff that 

strategically 
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close eye on the US.\" Li asserted that China has been 
concerned with the US V'change of attitude toward ASEAN 
including the recent signing of the ASEAN-US Enhanced 
Partnership agreement. Li stated that China believes this is 
a strategic move to \"counterbalance the PRC\" in the region. 


12. (S/NF) Li suggested that China has V double insurance!" 
for maintaining influence in Thailand -- ChinaVs increasing 
involvement in the Thai economy and the large number of 
ethnic Chinese-Thai who hold wealth and political power in 
the country -- and therefore is not overly concerned with 
losing influence in Thailand. In fact 

strategic policies V'tend to be passive elsewhere unless it 
concerns America 

Li also suggested that India is becoming a new concern for 
China for various reasons including recent Indian offers to 
help safeguard the Malacca Strait. 


13. (S/NF) COMMENT: LiVs assertions 

value 

both Chinese diplomats and members of the PRC media in 
Thailand. Although engaging and forthcoming 
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diplomats are rarely interested in the minutiae of Thai 

politics and are much more interested in US involvement with 
ASEAN 

the ASEAN-US Dialogue that took place earlier in May. The 
Chinese medias curiosity is even more obvious. PRC 
reporters swarm to US military functions -- such as the 
opening ceremonies of the Cobra Gold exercise or ship visits 
like the recent port call of the USS Abraham Lincoln. For 
example 

of the Cobra Gold exercise last year despite Xinhua only 
having three reporters on staff in Bangkok. While these 
reporters were not \"misbehaving\" in any way 

seemed to be more focused on taking photographs of the 
machinery and headshots of US officers present than with 
filing any news stories. End comment. 

ARVIZU 
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polluting diesel generators used during periodic power 
outages in the area). Once newer 

online 

Nonetheless 

major shortages for the next five years. 


6. (U) These newer power plants would be mostly be LNG- 
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fueled 

project approved by the Government. Hydroelectric power 
transmitted from Yunnan Province supplemented local 
production and was a source of electricity to energy- 
intensive factories and residential areas in Guangdong. 
When there was a drought in western China 

imports declined 
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on local coal-fired power plants and their own backyard 
plants. 


7. (U) Seyedin said that the regional power grid could not 
handle the load 

in transmission. He estimated that it would require USD 25 
billion in upgrades for the grid to handle the load. 


Nine Dragons Paper 


8. (U) Ming Chung Liu 

addition to waste paper and recycling business 

Dragons operated its own waste water treatment plant and a 
coal-fired power plant that used pollution reduction 
equipment. Liu stated that \"for better living tomorrow 

need to protect the environment today.\" He pointed out 
that Chinese-made desulfurization equipment using the semi- 
dry or dry method did not work and the wet method was 
better. As for marketing U.S.-manufactured environmental 
equipment to Chinese consumers 

Chinese did not want to read studies or reports; V'they need 
to see a sample 


Northwest Airlines 


9. (U) Northwest Airlines General Manager for China Sandeep 
Bahl said improvements in airspace management near airports 
were needed to minimize \"circling\" and reduce fuel 
consumption. Northwest no longer used airplane power units 
(APUs) when planes were at an airport in an effort to 
conserve fuel; Chinese carriers 

He added that he would like to see a sector-wide move 
towards motor-driven taxiing instead of engine taxiing. 

Bahl stated that while it was good that the APP promoted 
discussions with businesses 

government level 


FedEx 
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10. (U) Alex Yim 

for Southern China 

conservation 

not permitted to fly more direct routes 

route across China; this would allow companies to save time 
and fuel. Yim said that China is now focusing more on 
environmental issues; recent well publicized environmental 
disasters had 

its efforts. 


Closing Remarks 


11. (U) Connaughton discussed his meetings with Chinese 
officials in Beijing 

whom he met was \"bold\" when discussing opportunities for 
cooperation. However 

now is getting the bureaucracy to implement things. The 
United States and China are coal consuming nations 
Connaughton said 

improve our environmental protection efforts. He stated 

that the \"payback\" was real in human health terms. He 
noted that many of the environmental systems were cheaper 
to install in China than in the United States. Connaughton 
said that while cost/benefit analysis and pricing 

structures were poor in China 

China could not be right behind the United States in 

getting coal-fired plants to reduce pollution by 90%. 
Connaughton also told the AmCham representatives that China 
needed a national fuel standard and should develop clean 
dieselization. 


12. (U) The Chairman expressed his desire to see CEOs of 
Chinese public and private companies talking to CEOs of 
other countriesY companies and sharing knowledge and best 
practices to reduce pollution. He suggested that AmCham 
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get in touch with its companies? CEOs and start a 
grassroots network to initiate this type of international 
dialogue. 


13. (U) AmCham Participants 
Harley Seyedin 


Tim Wen 
Simon Foo 
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Christian Doeringer 
Charles Hubbs 
Tony Zou 
Relations 

Alex Yim 

Thomas Podgurski 
Operation Director 
Brad Mingus 

Ming Chung Liu 
Eric Wang 
Frederick Hong 
C.K. Lim 

Andy Qian 
Sandeep Bahl 


14. (U) Chairman Connaughton has cleared this message. 
GOLDBERG 
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joint operations 

leadership 

assistance and Joint Special Operations Task 
Force-Philippines civil military operations with the AFP 

before the start of the campaign helped separate terrorists 
from the population and diminish support for their cause. We 
believe that the AFP will ultimately emerge from V'Operation 
Ultimatum V" as a more capable force. END SUMMARY. 


2. (SBU) The Armed Forces of the Philippines (AFP) campaign 
to capture or kill the Abu Sayyaf Group (ASG) and Jemaah 
Islamiyah (Jl) leadership on the island of Jolo is now in its 
seventh week 

relentless pursuit of the terrorists. The AFP currently has 

6 

battalion. 


3. (S/REL AUS/PHIL) Although press reports continue to 
speculate that the terrorists have either been killed or 

escaped by sea 

remain on Jolo. According to the latest AFP information 

leader Khadaffy Janjalani and Л operatives Dulmatin and Umar 
Patek are in the vicinity of Luuk in southeast Jolo 

in which Janjalani has family ties and where Dulmatin 

initially found sanctuary when he arrived on the island in 
November 2005. The ASG\'s Abu Solaiman is thought to be still 
in or near Jolo City 

that ASG sub-commander Radulan Sahiron has moved toward the 
coast in south central Jolo. The Philippine Navy 

intelligence and surveillance support 
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maritime blockade around the island 

searched 1604 vessels since the August 1 start of \"Operation 
Ultimatum. V 


4. (C/REL AUS) Throughout the last several weeks 

has demonstrated tenacity and dogged willingness to track the 
terrorists. It has kept its troops in the field and engaged 

in a series of aggressive patrols 

Although bloodied on several occasions in contacts with the 
enemy 

Force Reconnaissance platoon suffered six dead and 21 wounded 
in close quarter combat with a larger ASG force 

continued to take the fight to the terrorists. While the 
operation is far from over 

stories" already: 


-- Effective Joint Operations: Since the pre-dawn amphibious 
assault on August 1 

units have shown they have the ability to coordinate and 
successfully conduct joint actions. In one operation 
U.S.-trained Light Reaction Company sniper in a Philippine 
Air Force helicopter disabled a fleeing ASG vessel and forced 
the terrorists to abandon it. 


-- Re-supply of Troops in the Field and Ships at Sea: Unlike 
previous operations 

troops in the field and its ships at sea. Joint U.S. 

Military Assistance Group (JUSMAG) and Joint Special 
Operations Task Force-Philippines (JSOTF-P) personnel have 
worked closely with their AFP counterparts to identify 
blockages in the supply train and move food 

medicine 

them. Joint Task Force 515 and JSOTF-P have assisted the 
Philippine Navy with critical maintenance of its patrol 
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vessels that has helped keep the maritime cordon intact. 


-- Aggressive Combat Leadership: BG Raphael 

Comet Commander on Jolo 

Commander 

officers are highly receptive to input from JSOTF-P advisors 
and have embraced rapid planning principles. All major AFP 
maneuver elements and command staffs include a JSOTF-P 
liaison team and have proven ready to accept U.S. advice. 


-- Disruption of Terrorist Operations: The AFP forced the Jl 
and ASG out of a well-entrenched base camp that included a 
sophisticated bomb-making factory (see septel) 
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disrupting what was apparently a series of bombings intended 
to produce mass civilian casualties. 


-- Better Use of Intelligence: US-supplied intelligence is 

now integrated into and helping to shape AFP planning. From 
Chief of Staff Esperon on down 

to accept the doctrine that intelligence drives operations." 


-- Improved Training: Before the start of operations 
JSOTF-P personnel engaged in a series of subject matter 
expert exchanges 

increased combat efficiency at the squad and platoon level. 
Coupled with earlier security assistance training of the 
Light Infantry Battalions and Light Reaction Companies 
exchanges have resulted in improved performance and 
confidence in the field and in combat. 


-- Enhanced Medical Support: Improved combat lifesaver and 
casualty evacuation training honed during bilateral training 
events 

Assistance Mobile Training Teams 

U.S. counterparts have contributed to this increased combat 
confidence. Backed up by U.S. medical evacuation support 
the AFP has shown a greater capability to get its casualties 
more quickly from the battlefield to the hospital. 


5. (C/REL AUS) Underlying all this was the intensive civil 
military operations campaign begun with JSOTF help in January 
2006 

MERCY 

population and diminish support for their cause. Closely 
linked to the over $4 million annual USAID infrastructure 
health 

of medical 

much to convince the population to stay neutral during the 
present fighting. The AFP has been able to operate in 
previously denied areas 

organizations are actively cooperating in the hunt for the 
terrorists. 


6. (C/REL AUS) A media outreach effort 

with the civil military operations campaign 

building the legitimacy of and confidence in the AFP and to 
diminish fears of the American presence on Jolo. AFP 
officers openly state that U.S. forces are providing 
intelligence and other assistance to their operation -- a far 
cry from their previous hesitation to admit any U.S. role 

to refer to U.S. assistance as an \"exercise.\" 


7. (C/REL AUS) "Operation Ultimatum!” is far from over. 
However 
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seeing will emerge from the operation more capable of 
fighting the much longer war on terrorism in the Philippines. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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SUMMARY. 


2. (C) VOperation Ultimatum 

the Philippines (AFP) effort to capture or kill the senior 

Abu Sayyaf Group (ASG) and Jemaah Islamiyah (Jl) leadership 
on the island of Jolo 

the transnational nature of both terrorist groups. 


SOPHISTICATED BOMB-MAKING FACTORY 


3. (S/REL AUS/PHIL) After overrunning the main ASG base camp 
on the western slopes of Mount Tumatangis on August 4 

AFP discovered a reinforced bunker complex 

over a hundred terrorists. In the camp 

bomb-making factory 

sophisticated improvised explosive devices (IEDs) that were 
designed to inflict mass casualties. Packed in seemingly 
innocuous household objects 

powdered milk cans 

8-millimeter ball-bearings and cut up pieces of rebar packed 

in explosive material with timing devices and electronic 
anti-tamper sensors. The degree of skill evident in the IEDs 
goes beyond previous ASG bomb-making efforts. A Joint 
Special Operations Task Force-Philippines (JSOTF-P) Explosive 
Ordnance Disposal specialist assisting the AFP in analyzing 
the devices noted that disturbingly the bombs incorporated 
advanced techniques that U.S. troops have encountered in Iraq 
and Afghanistan 

trained Jl operatives Dulmatin and Umar Patek are passing on 
their skills. The household and marketplace objects used to 
hide these IEDs suggest the intent to use them in markets 
mass transit 

civilian casualties and public horror. 


KIDNAP CONTRACT AND PROPAGANDA 


4. (S/REL AUS/PHIL) An AFP September 4 raid on an ASG safe 
house in Jolo City uncovered a treasure trove of Saudi-origin 
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medical supplies 

that provide an inside look at ASG operations. FBI agents on 
temporary assignment to JSOTF-P helped with site and document 
exploitation. One chilling document discovered was a 
contract 

Janjalani 

ASG leaders 

kidnap-for-ransom victims. The FBI agents obtained the 
original of this document and have sent it to the FBI Crime 
Laboratory in Washington for further analysis. An 
English-language propaganda pamphlet titled V'Al-Harakatul 
Islamiyyah\'s Frequently Asked Questions 

justify terrorist activities 

Muslims (non-believers who claim to be Muslims) and civilians 
(all enemies of Allah -- military or civilian -- are one in 

the same); kidnap for ransom (not to gain money but to 
support future operations); and 

(Note: Al-Harakatul Islamiyyah is the official Arabic name 

for the ASG. End note.) The CD-roms 

U.S. Army document exploitation team 

financial records 


5. (S/REL AUS/PHIL) Light Reaction Company 3 attacked a camp 
belonging to ASG Sub-Commander Albader Parad near Mount Tukay 
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in southwestern Jolo on September 6. After fierce fighting 
the ASG group fled 

blood stained 

array of bomb-making material 

August 4. In addition to detailed schematics 

modified cell phone batteries 

and remote control detonation devices. 


BUILDING SUPPORT FOR ONGOING OPERATIONS 
BY DEMONSTRATING THE TERRORISTSY TRUE NATURE 


6. (C) U.S. Embassy 

Assistance Group public affairs officers are working with 

their AFP counterparts on a press event that will highlight 
these discoveries and emphasize the deadly and transnational 
nature of the terrorist threat that the Philippines faces. 
Demonstrating the terrorists\' true nature will help sustain 
public support for the continued AFP operations on Jolo. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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with its commitments. Y' He also asserted that he personally \"always 
follows through with commitments made in his letters to foreign 
governments.\" However 

letter until he has vetted the idea with his superiors. The Vice 

Minister also revealed that he nearly lost his position after the 

May 2005 exchange of letters 

Van agreement" in the United States. GVN hardliners were very upset 
at that characterization 


5. (SBU) Implementation of Vietnam\'s religious framework has been 
slow in the northern provinces 

officials remain jealous of their power 

continues to make it difficult to accelerate implementation. He 

noted that Ambassador Marine recently experienced these attitudes of 
local officials first-hand in Bac Giang Province (Ref B). The 
Ambassador agreed that the local officials handling of the Bac 

Giang Baptist situation seems to be a microcosm of the larger 
northern implementation problem 

ministry for helping to arrange the visit. 


PresidentVs Visit 


6. (SBU) Bang stated that the GVN would very much like to make the 
President's November visit a V'double success." First 

that the Presidents participation will make the APEC Leaders 
Meeting V'a substantive success." More important 

is the hope that the bilateral component of the Presidents visit 

will showcase the expanding relationship between the two nations and 
Vcement the United States\' role in Southeast Asia.\" To set the 
stage for these successes 

deliverables for the PresidentVs visit. A multilateral WTO 

accession agreement is nearly finished 

may not happen before the APEC summit. Furthermore 

finalized its satellite deal with Lockheed-Martin and is considering 
closing other important commercial deals (NFI). 


Prisoners of Concern 


7. (SBU) Bang confirmed that the GVN will release prisoners of 
concern Dr. Pham Hong Son and Ma Van Bay within days as part of the 
September 2 National Day amnesty. He also disputed Ministry of 
Public Security Vice Minister Huong\'s assertion earlier on August 18 
that Son\'s release is conditional on his going to the United States 
(septel). The Ambassador asked if prisoner of concern Phan Van Ban 
will also be considered for release. Bang replied that he cannot be 
considered for amnesty because he has not yet served half of his 
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sentence. However 

to consider a deal to release him on the condition that he departs 
for the United States. The Ambassador also reiterated his request 
to visit the fourth prisoner of concern 

in prison. 
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AMCIT Case 


8. (SBU) The Ambassador asked if AmCit De Pham Lifvenborg (Ref C) 

will be allowed to travel to Singapore in order to receive medical 

care related to her childbirth. Bang answered that the GVN had 

decided that morning to allow her to leave for V'humanitarian 

reasons. However 

return to Vietnam so that the GVN could continue to investigate her 
involvement in the ABN-AMRO case. The Ambassador said that Pham has 
committed to returning to Vietnam after giving birth in Singapore 

but added that the USG cannot force her to return if she does not 

honor this commitment. 


9. (SBU) Ambassador Hanford cleared this message. 
MARINE 
78540 


1. (SBU) Summary: Much has been written about a \"Sufficiency 
Economy!" this year due to the Kings championing the idea in his 
birthday speech last December and the perceived V'capitalist 
excesses\" of the Thaksin administration. The Sufficiency Economy\'s 
Buddhist-like principles 

self-reliance 

capitalism 

idea is not recent. It was first floated by the King in 1974 to 

justify royal development projects and was revived after the 1997 
Asian financial crisis. Economists note that the principles have 
been expressed in vague terms that limit their practicality 

while RTG institutions pay lip service to them (as with any ideas 
supported by the King) 

small-scale farming projects. End Summary. 


2. (SBU) The term V'Sufficiency Economy" has been a fixture of 
newspapers 

year 

birthday address to consider self-sufficiency and moderation as 
cures for the perceived excesses plaguing Thailand\'s economy. The 
King\'s speech summarized the idea as follows: \"І one is moderate 
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in oneVs desires 

craving 

hold this concept 

desires 

3. (SBU) The King has in fact been advocating \"Sufficiency Economy\" 
ideas for over 30 years 

Beautiful" movement inspired by economist E.F. Schumacher. They 
gained renewed prominence after the 1997 Asian financial crisis and 
the realization that the speculative boom/bust of the mid-1990s 

could have been avoided with curbs on excessive investment. Yet 
beyond exhortations to \"live within one\'s means\" and to \"act 
prudently\" 

the factors that led to the 1997 crisis. Likewise 

economic policy today is sorely lacking from pro-sufficiency 
pronouncements 

corruption 

contravention of sufficiency economy principles 


Background 


4. (SBU) Some general observations about the Sufficiency Economy 
\"model\": 


-- It was first advocated by the King in 1974 to support royal 
development study centers for farmers. 


-- It borrows from a chapter titled \"Buddhist Economics\" in E.M. 
Schumacher\'s 1973 book \"Small is Beautiful\" 
translated into Thai. 


-- Royal advisers insist it is not anti-trade 
environmental considerations above the need for economic 
development. 


-- Its tenets are vague and malleable (calling for prudence 
reasonableness 
subject to interpretation. 


-- Viewed as the King\'s personal economic model 
public reluctance to criticize anything associated with the revered 
King. 


-- It has been seized by Thaksin\'s critics as an indictment of 
economic growth fueled by consumption 
indebtedness. 


-- A government advisory board includes its recommendations in 
five-year plans that carry little weight in policy formulation. 
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-- Practical programs inspired by it are limited to agriculture 

with royal research projects focused on sustainable development for 
small-scale farmers. 


5. (SBU) The Sufficiency Economy framework is not easily described 
in traditional economic terms. The economist who inspired it 
Schumacher 

blindness V" by measuring standards of living only by material wealth. 
Schumacher\'s aim 

well-being with the minimum of consumption 

defined in spiritual as well as material terms. This 

dovetailed neatly with Buddhist or Gandhian principles 

observed while during his research in the early 1970\'s in Burma and 
India. His V'Small is Beautiful" ideas were particularly 

well-received by environmentalists 

Greenpeace among other groups. (Western economists were not so 
inspired 

book titled \"Small is Stupid\".) Thai observers have also noted 
similarities with ideas put forth in 1972 by the King of Bhutan 

called for the measurement of a GDH 

replace the more materialistic GDP. 


6. (SBU) Thailand\'s King 

adapted Schumacher\'s thinking as a reasonable V'middle path\" of 
development between the extremes of socialist autarky and laissez 
faire capitalism. The aim 

pursuit of fast economic growth in favor of balanced growth 
self-sufficiency 

international economy. Development 

proceed in stages 

their families and their communities before seeking greater income 
through long distance trade. (An example of a non-sufficient farmer 
might be one who converted his entire production to a single export 
crop 

crop 

the event of a market collapse.) 


7. (SBU) The King\'s advisers sought to put his agricultural ideas 
into practice by creating a series of rural Royal Development Study 
Centers from 1979 to 1983. Their aim was to V'improve the living 
standards of farmers by means of land development 

development 

animal production techniques.\" The centers were to demonstrate the 
King\'s 1992 V'New Theory of Agriculture 

directed small farmers (those with less than 2.4 hectares of land) 
to devote 30 percent of their land to water storage 

rice cultivation 

to a residence and farm buildings. 


Easier Said Than Done? 
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8. (SBU) Although couched in terminology that makes it difficult to 
criticize (as one economist said 

promotes VreasonablenessV 

shocks V? V") schisms have arisen where activists interpret 
\"Sufficiency Economy" to oppose policies or projects supported by 
the King. NGO activists 

the 1980s and 1990s when they cited the model\'s environmental 
language in opposing the construction of large-scale reservoir dams. 
The King 

water management tool 

that limited deforestation was in some cases necessary to provide 
consistent energy and water sources for farmers. 


9. (SBU) Likewise 

Economy language to oppose trade expansion 

exposed farmers to market risks that threatened their ability to be 
self-reliant. Members of the King\'s Privy Council 

that the model is not anti-trade or anti-globalization 

accommodate global trends through V'reasonable trade!" to generate 
farmer income and promote the rational allocation of resources. 


Thaksin\'s \"Dual Track\" Vs. V'Sufficiency Economy" 


10. (SBU) The King and his advisers have maintained their customary 
restraint from directly attacking specific policies of the ruling 

political party. Yet their public pronouncements are carefully 

studied for nuance. The King\'s renewed emphasis on the Sufficiency 
Economy in his recent public statements are interpreted by many as 
an oblique criticism of ThaksinYs economic priorities. Thaksin\'s 
critics have increasingly cited \"Thaksinomics\" 

GDP growth fueled by exports 

infrastructure investment 

good\" ethos of the Sufficiency Economy. 


11. (SBU) ThaksinVs has described his economic policies as having a 
VDual Track approach\": 


-- 1) Promote domestic demand by emphasizing grassroots and 
small-to-medium size enterprise development. 


-- 2) Improve international competitiveness and linkages 
the negotiation of Free Trade Agreements (FTAs). 


12. (SBU) A member of the National Economic and Social Advisory 
Council (NESAC) told us that the first track of Thaksin\'s approach 
diverges from Sufficiency Economy principles by Vfostering 
consumerism and encouraging easy credit for farmers 

to high rates of indebtedness among rural households. \"As for 
the second track 
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Thaksin\'s political troubles began.\" He added that the national 
organ charged with implementing Sufficiency Economy principles in 
economic planning 

Board (NESDB) 

implement change. 


13. (SBU) Similarly 

Bangkok Bank and former head of the NESDB 

the Dual Track approach for promoting an V'unsustainable level of 
domestic consumption" that can only diminish in the face of rising 
household debt and inflation. Easy credit for farmers 

being used to purchase cellphones 

than farming equipment 


14. (SBU) The NESAC economist cautioned 

not the only administration at fault. \"There is no political party 

that stands out as promoting Vsufficiency economy! ideas. V 
\"Everyone pays lip service to it 

vague language and no practical proposals." V'In any case 

added 

the only difference being who\'s in power and who benefits from the 
excesses.\" 


15. (SBU) COMMENT: Pretty much every political party has included 
fealty to V'sufficiency economy principles\" as part of their platform 

in the run-up to election scheduled for later this year. The 

question we have asked ourselves is whether there is any intention 
by any serious political group of actually implementing sufficiency 
economy elements. The answer seems to be \"no\" because 1) no one 
really has a clue what such elements would look like for anyone but 
a small-scale farmer and 2) politicians realize that sufficiency may 
sound good 

consuming beyond the level of mere sufficiency. No one here (at 
least overtly) has noted the irony of adherence to the \"sufficiency 
principle\" with the reality of ThailandVs status as one of the most 
export-dependent economies on earth. 
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IMPROVING RELATIONS. CHINESE COMPANIES HAVE NOT BEGUN 
DRILLING FOR OIL IN DISPUTED AREAS OF THE EAST CHINA 

SEA 


2. (C) CHINA HAD NO ROLE IN PUBLICATION OF A 

PHOTOGRAPH OF WEN JIABAO SHAKING HANDS WITH JAPANESE 
PM KOIZUMI ON THE OFFICIAL WEBSITE OF THE ASIA-EUROPE 
MEETING SUMMIT 

GUIJUN TOLD POLOFF SEPTEMBER 15. JAPANESE MEDIA 
REPORTS CLAIMING THAT THE CHINESE TOOK THE PHOTO AND 
SUBMITTED IT TO THE FINNISH HOSTS TO SIGNAL A 
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WILLINGNESS TO IMPROVE RELATIONS ARE GROUNDLESS 
SAID. CHINA REMAINS INTERESTED AND WILLING TO IMPROVE 
RELATIONS WITH TOKYO BUT ITS PREREQUISITE CONDITION 
NAMELY THAT JAPAN\S LEADER PROMISE NOT TO VISIT THE 
YASAKUNI SHRINE 


3. (C) CHINA AWAITS PRESUMPTIVE NEW PRIME MINISTER 
SHINZO ABES FIRST SPEECH UPON TAKING OFFICE BEFORE IT 
WILL MAKE ANY DECISION ON WHETHER CHINESE LEADERS 
MIGHT MEET WITH ABE AT MULTILATERAL MEETINGS LATER 
THIS YEAR 

MEETING IN HANOI AND THE DECEMBER EAST ASIAN SUMMIT 
WOULD BE OPPORTUNITIES FOR A CHINESE LEADER TO MEET 
WITH ABE 

HAPPEN IF ABE FIRST PROMISED NOT TO VISIT YASAKUNI. 
SEPARATELY 

TOLD POLOFF THAT HE FOUND IT LIKELY THAT BEIJING WOULD 
PROTECT PRESIDENT HU JINTAO EARLY IN ABE\'S 
ADMINISTRATION AND AVOID PROPOSING THAT HE MEET WITH 
ABE. ENDO SPECULATED THAT BEIJING \"MIGHT\" PROPOSE 
THAT PREMIER WEN AND ABE MEET AT THE EAS IN DECEMBER. 


4. (C) OFFICIALS FROM ACROSS CHINESE MINISTRIES 

RECENTLY HAVE BEEN REQUESTING A LOT OF ANALYSIS FROM 
THE MFA ABOUT THE LIKELY POLICIES OF AN ABE GOVERNMENT 
LU SAID. HE WOULD NOT BE DRAWN ON THE CONTENT OF THE 
ANALYSES HE HAS DRAFTED BUT LU SAID THAT HE PERSONALLY 
BELIEVES ABE WILL TAKE A HARD LINE TOWARD CHINA AS PM 
BUT WILL BE MORE TACTFUL THAN KOIZUMI WAS. 


JAPANESE MINISTER TO TAIWAN; EAST CHINA SEA 


5. (С) THE AUGUST 15 VISIT OF A JAPANESE VICE MINISTER 
FOR FISHERIES TO TAIWAN STRUCK BEIJING AS A \"BAD 
SYMBOL\" FOR THE FUTURE OF SINO-JAPANESE RELATIONS 
SAID. NOT ONLY DID THE VISIT VIOLATE JAPANVS \"ONE 

CHINA PLEDGE 

TERRITORIAL AND MILITARY DIMENSIONS OF MARITIME ISSUES 
IN THE EAST CHINA SEA 

CONCERN 


6. (C) RESPONDING TO POLOFFYS QUESTION ABOUT A POSTING 
ON THE WEBSITE OF A CHINESE OIL COMPANY THAT IT HAD 
BEGUN PRODUCTION OF OIL AND GAS FROM A FIELD IN A 
DISPUTED AREA OF THE EAST CHINA SEA 

REJECTED THE NOTION. HE SAID NO DRILLING HAD YET 

TAKEN PLACE. HE REPEATED POINTS REPORTED REFTEL THAT 
BEIJING DOES NOT UNDERSTAND TOKYOS RECENT PROTESTS 
ABOUT CONSTRUCTION OF DRILLING PLATFORMS IN THE 
DISPUTED AREA 
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OF THE MEDIAN LINE BETWEEN THE TWO COUNTRIES. 


RANDT 
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OF TRASH\" TO LOCAL OFFICIALS 

BEIJING INITIATIVES 

FAIL TO GAIN TRACTION IN THE PROVINCES. 


LOOKING DOWNSTREAM: NATIONAL STANDARD TOUGH TO MEET 


6. (C) JIA HUAQIANG 
AGREED WITH BOTH LI AND YU. AN EXPERT ON SUSTAINABLE 
DEVELOPMENT 


FOR LAND THAT IS CONFISCATED FOR WATER AND HYDROPOWER 
PROJECTS IS NECESSARY FOR THE FUTURE OF CHINAYS ECONOMIC 
DEVELOPMENT. A LOW STANDARD WOULD ENCOURAGE LOCAL 
GOVERNMENTS TO LAUNCH MORE RECKLESS LARGE-SCALE DEVELOP 
PROJECTS AND FURTHER THREATEN SOCIAL STABILITY BY INCREASINC 
THE NUMBER OF DISENFRANCHISED FARMERS IN THE COUNTRYSIDE. 


7. (C) JIA STATED 

BETWEEN LOCALITIES ON THE REVISED REGULATION. IT IS NOT 
CLEAR 

BY THE REGULATIONS. IN GENERAL 

GOVERNMENTS AIM TO RESIST WHAT THEY VIEW TO BE CENTRAL 
GOVERNMENT INTERFERENCE IN LOCAL AFFAIRS 

LIKELY THAT LOCAL OFFICIALS WILL ENFORCE THE NEW COMPENSATIC 
STANDARD. 


8. (C) ZHANG JUN AT THE CHINA ACADEMY OF SOCIAL SCIENCES 
(CASS) AGREED THAT A NATIONAL COMPENSATION STANDARD WOULD 
DIFFICULT TO ACHIEVE DUE TO REGIONAL ECONOMIC DIFFERENCES А? 
LOCAL GOVERNMENT ATTITUDES TOWARDS CENTRAL GOVERNMENT 
INITIATIVES. HE ALSO NOTED THAT PROVIDING COMPENSATION NEAR 
URBAN AREAS OFTEN IS EASIER BECAUSE THE COMPENSATION CAN 
INCLUDE AN URBAN HUKOU REGISTRATION OR EMPLOYMENT 
OPPORTUNITIES IN THE CITY 

PROBLEMATIC FOR COMPENSATION BECAUSE LAND FOR THE PROJECT 
OFTEN IS CONFISCATED IN REMOTE RURAL AREAS. 


RANDT 
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Foundation staff 
Hidayatullah organization 
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leadership learned that a more progressive faction approached 
TAF for help in modernizing the curriculum for Hidayatullah\'s 
Islamic boarding schools. Still 

the articles possible repercussions 

with its friends in NU and Muhammadiyah 

Islamist Justice and Prosperity Party 

respond. We have offered TAF assistance in reviewing its 
security practices since the virulent tone of the article 

might incite someone inclined to violence to take action. 

End Summary. 


Allegations of Supporting Heretics 


2. (SBU) A hard-line Indonesian Islamist magazine 
Hidayatullah 

attacking The Asia Foundation (TAF) (reftel). The article 
begins with a list of statements that many Muslims would find 
offensive: among others 

God 

not God-given but instead is a collection of regulations 

taken from Arab customs and influenced by Roman and Persian 
law. (Note. Many of these points are common in 
historiographical discussions of the context in which Islam 
emerged. End note.) Alongside this list is a Qur\'anic 
quotation often cited by extremists who reject all 

interaction with non-believers (kafir) 

seen as a call to violence: V'O believers 

and your enemy for friends 

have disbelieved in the truth that has come to you 

the Messenger and you because you believe in God your Lord. 
If you go forth to struggle (carry out jinad) in My way and 

seek My good pleasure 

what you conceal and what you publish; and whosoever of you 
does that 

(Al-Mumtahanah 


3. (SBU) The piece then launches into an attack on The Asia 
Foundation 

and experts in Indonesia who have insulted Islam. Although 

it implies that these individuals have made statements or 

issued publications including the abovementioned heresies 

the article cites no specific references. It continues by 

alleging that TAF is a CIA front organization and just one of 
many \"missionary\" groups the US is bankrolling to V'change the 
face of Islam\" as part of the war on terrorism. The author's 
venom is not limited to American organizations 

that Indonesia\'s two largest Muslim mass organizations 
Nadhlatul Ulama (NU) and Muhammadiyah (which are known for 
their relatively moderate practices) are \"in the pocket of" 

TAF. 
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Misplaced Anger 


4. (C) According to Asia Foundation Assistant Country 
Director Robin Bush 

published any commentary on the history or nature of Islam as 
alleged in the article. In their view 

so much directed at TAF but rather reflects an ongoing 
internal fight between progressives and hard-liners within 
Hidayatullah. As an organization 

primarily on proselytizing (dakwah) and education 

number of Islamic boarding schools 

Indonesia. Its eponymous magazine has the second largest 
readership in the Islamist community after the inflammatory 
Sabili (which also published a derogatory piece about TAF two 
years ago) 

Indonesian magazines. 


5. (C) Bush notes that a group of younger members approached 
TAF for help in modernizing Hidayatullah\'s curriculum. 

However 

leadership learned of the proposal 

modernizers to withdraw their funding request. Indeed 

seems to be an oblique reference to this in the article 

itself. The author mocks an unnamed organization that is 
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targeted by TAF as \"fundamentalist\" and \"anti-American\" but 
is \"willing to accept financial assistance from TAF 

scorn for taking money from a foundation that funds groups 
which allegedly insult the prophet Muhammad 

Islam. 


6. (C) Regardless of its genesis 

about the articles possible repercussions. According to the 
TAF leadership 

provocative than other negative press that TAF has received 
in the past. Moreover 

the political climate since the Sabili article appeared two 
years ago 

violence might see this as an invitation to harm TAF staff. 
TAF head Douglas Ramage spoke to the Ambassador 
other personnel about the article\'s possible security 
ramifications 

possible ways to increase their security posture. RSO will 
also review TAF security procedures 

local guard review security procedures with TAF guards 
provide a counter surveillance and attack recognition class 
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for TAF personnel. In addition 

staffed 

participate in hands-on anti-terrorist driving training 

provided by RSO. Ramage told the Charge September 15 that he 
had called on Ansyad M* Bai 

at the Coordinating Ministry for Security 

Legal Affairs. MVBai told Ramage he would alert security 
personnel and foreign embassies that provide assistance to 

the Indonesians to be alert for possible threats to TAF. 


7. (C) TAF is also strategizing with its friends in NU and 
Muhammadiyah as to how best to respond 

maligned by the piece. In a September 14 meeting 
Muhammadiyah chair Din Syamsuddin (who termed the article 
\"vulgar\") called his counterpart in Hidayatullah to demand an 
explanation. NU and Muhammadiyah are considering making 
some sort of statement 

membership to make their displeasure known. Bush reports 
that TAFVs contacts in the Prosperous Justice Party (PKS) 
Islamist political party that is part of the governing 

coalition 

Finally 

Hidayatullah faction that sought TAF funding is contemplating 
writing a rejoinder 

will publish it. 

HEFFERN 
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new government. 


3. (U) A pending issue is the potential expulsion of three MLAs 
(all UPA supporters) who are facing disqualification for 
violating the national Anti-Defection law. Speaker Inder Singh 
Namdhari 

on February 14 

However 

UPA\'s ability to form a new government. 


4. (SBU) COMMENT: The collapse of the NDA government reflects 
the continued weak and erratic governance in Jharkhand. 
Political leaders are primarily concerned with jockeying for 
power 

state\'s many problems of poverty 

growing Maoist insurgency. The few independent MLA\'s wield a 
disproportionate and disruptive influence in the dissolution and 
formation of state governments. The independents\' political 
horse-trading provides them key ministerial portfolios 

facilitating opportunities for rent seeking and patronage 

serves to exacerbate the already chaotic politics in Jnarkhand. 


JARDINE 
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Sanskrit) movement to expand the university curriculum. The 
students in exile 

movement 

the following decade of pseudo-multi-party democracy 
university students turned their attention toward campus 
well-being. They created student federations to raise 
awareness about student rights. The new organizations 
represented students from different regions rather than 
different ideologies. The rulers of the one-party Panchayat 
System that King Mahendra constructed in 1960 viewed the 
student federations as officially non-partisan 

them to continue their activities. 


POLITICIZATION OF STUDENT FEDERATIONS 


3. (SBU) Oppression during the Panchayat era led to the 
politicization of student federations. Movements that began 
to improve the quality of education quickly took on 

ideological stances against the Panchayat. In 1970 

Nepali Congress Party (NC) formed the NSU in response to the 
All-Nepal National Free Students\' Union (ANNFSU) 

become a Communist stronghold. The NSU and ANNFSU 
with other student organizations 

Student Union (FSU) 

proxy for democracy that could not occur at a state level. 
(Note: Currently 

two state-owned universities - Tribhuvan and Mahendra 
Sanskrit - and their affiliated colleges and institutes 

spread throughout the country. The three private 

universities in Nepal - Poorvanchal 

have only non-political student councils that serve as campus 
advocacy organizations 

American schools. End note.) 


STUDENT ORGANIZATIONS GIVE UP AUTONOMY 


4. (SBU) In 1971 

Panchayat ban on student organizations unconstitutional 

the grounds that the organizations were not political. This 
solidified the relationship between the banned political 

parties and the student affiliates 

as the legal wings of the former. By 1990 

organizations had given up much of their autonomy and become 
firm limbs of parent parties 

parties exercised influence. In return 

piggy-backed on the underground partiesV clout to organize 
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political dissent. 


TWO PRO-DEMOCRACY MOVEMENTS: 1990 


5. (SBU) Student organizations played an important role in 

the 1990 pro-democracy movement by carrying out the work that 
detained political party leaders were unable to do - namely 
getting people onto the streets. The student organizations 
committed to their partiesV ideals 

autonomy to coordinate protests. For the first time since 

1950 

in the multi-party government that followed. From 1990 

onwards 

ideology but also in legitimate political careers. 


2006 


6. (C) Student organizations again urged people onto the 

streets in the pro-democracy movement that culminated in mass 
demonstrations in April 2006. Gagan Thapa 

General Secretary who now represents a Kathmandu constituency 
in the NC 

have been able to assemble crowds alone. The Nepalese 
distrusted the feckless politicians 

explained that the student leaders worked to persuade the 
people that youth who were unburdened by the power-hungry 
priorities of the old guard could foment change. Thapa 
28-year-old prominent rabble-rouser 

NSU\'s pro-democracy campaign that gained initial momentum in 
2003. He was imprisoned several times following the King\'s 
2005 royal takeover. 


A CAREER IN STUDENT POLITICS? 


7. (C) The length of time that one can be involved in 
student politics has led some to create virtual careers out 
of it 

student protesters is not an uncommon image in Nepalese 
media. Young idealists become active in political 
organizations as early as the equivalent of junior high 
school 

as they are enrolled in an academic institution. Central 
committee members who find themselves on the payroll of 
mainline party leaders - but who perhaps do not have a future 
in the main party - appear able to keep their positions 
indefinitely 


TEACH THEM WELL AND LET THEM LEAD THE WAY 
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--Adhikari-- 


8. (C) Srijana Adhikari 

joined her party atage 13. A decade later 

intermittent classwork with leading the NSU\'s grassroots 
education and women\'s empowerment campaigns. Adhikari is 
preparing to run for the NSU presidency and has her sight set 
on a seat in Parliament. She described growing up in Chitwan 
(a Terai district) during the Panchayat era and feeling 
dissatisfied that power rested in the hands of elite men. 

She noted that in the current democracy movement 

were spouting slogans that they did not fully understand 

such as calling for constituent assembly elections without 
knowing exactly what these elections entailed. Adhikari 

E 


stated that people needed to be taught their rights so that 
they would not settle for less than equal opportunity. 


--Thapa-- 


9. (C) Former NSU General Secretary Gagan Thapa separately 
described his own goal for grassroots campaigns: to convince 
potential voters to usher in a new 

leaders. He opined that the 1990 pro-democracy movement 
failed to ingrain lasting change to NepalVs \"broken\" 

political system. Thapa told Emboff that his voter education 
program targeted youth between the ages of 15 and 25 - people 
who were too young to vote during the last national elections 
held in 1999. He expressed hope that increased youth and 
grassroots participation would allow ideologues to gain a 

solid footing in the parties and force current political 

leaders to listen to their constituents. 


NSU: DISSENT AMONG THE RANKS 


10. (C) Srijana Adhikari and Gagan Thapa share common goals 
of grassroots development and the empowerment of a new 
generation 

Adhikari is a Nepali Congress loyalist who seems willing to 
turn the other cheek to the nepotistic party. She condemned 
the obstacles that women faced in Nepalese politics 

seemed content to fight through hard work rather than rage. 
Thapa 

shortfalls. He explained to Emboff how student leaders spent 
much of the day visiting political leaders for favors and 
funding. He recounted how he personally had asked NC 
President GP Koirala to abolish this practice and alleged 
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that his request had greatly angered Koirala. Thapa claimed 
that his attempts to transform NC and NSU politics led to his 
dismissal as NSU General Secretary in August 2004. He said 
that the NC postponed the NSU\'s 2005 convention because the 
party leaders feared that students would elect Thapa and 
other revolutionaries. The convention was put on hold 
indefinitely because 

was content with receiving privileges from the NC leadership 
and NC leaders wanted to maintain the status quo of having 
pliable \"students\" do their bidding. 


A VOID IN THE COUNTRYSIDE 


11. (C) Thapa complained to Emboff that only Maoists were 
willing to work in rural areas 

frolicked in the relative safety of the Kathmandu Valley. He 
noted that the Maoists outnumbered each of the largest 
political parties at the student level 

young Maoists compared to 20-25 

and ANNFSU-UML. Thapa expressed concern that the Maoists 
would succeed in taking over the country if political party 

and student leaders did not recommence activity in the 
districts. He said that he had recently visited 18 districts 

to encourage youth to become politically active. He lamented 
that he was one of the few leaders willing to travel to 
potentially unsafe areas. Thapa asserted that leaders were 
supposed to serve the people 

had the responsibility to take risks for their constituents. 


DIVERGENT AGENDAS 


--The View From NOVs Student Wing-- 


12. (C) Thapa stated that a political apathy stemmed in 

large part from the perception that student organizations 
mirrored the main parties in stale ideology and limited 
effectiveness. He stressed the need to inform people that 

at least in the NSU 

older politicians. Thapa cited the monarchy as an example. 

He claimed that the NSU supported what the majority of 
Nepalese allegedly want 

wanted to toy with the idea of a constitutional monarchy. He 
also contended that the NSU advocated - and the NC shot down 
- constituent assembly elections before the Seven-Party 
Alliance reached an agreement to hold them. Thapa speculated 
that the creation of an all-youth mainstream political party 


could give the other parties a run for their money 
bemoaned the lack of interest among people he had approached 
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with the idea. 


--The View From UML-- 


13. (C) Khim Lal Bhattarai 

had ideas that differed from his party's official policy. In 
contrast to CPN-UML interlocutors who urged party unity 
caution against the Maoists 

constitution for the way forward (reftels) 

suggested to Emboff that the GON needed to keep up the 
momentum of political change and not get caught up in 
details 

the peace process. He was optimistic that the Maoists could 
be trusted and declared that they should be included in the 
government even before the possible dissolution of 
Parliament. Bhattarai 

the 1990 and 2006 pro-democracy movements 

student politics for 18 years. He conveyed a desire to learn 
from his experience and ensure that April's People\'s Movement 
succeeded where previous uprisings had not. 


COMMENT 


14. (C) The ability to mobilize support at the grassroots 
level has given student organizations a vital role in 

Nepalese politics 

the traditional politicians perched in Kathmandu cannot. Our 
interlocutors are insightful and dynamic 

losing their idealism and becoming jaded in the face of 
old-fashioned resistance to change. Disgruntled youth like 
Gagan Thapa 

physical risk and political censure 

political parties cannot ignore. These young dissenters 
could over time become a major challenge to the mainstream 
parties 

democracy. The parties need to pay closer attention to their 
youngest members 

great national leaders. 

MORIARTY 
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presumably in response to the heightened threat to him posed 
by the car bomb and the alleged military role in the 
assassination attempt. High-ranking military officers are 

fighting back with open criticism. The drawn-out conflict is 
making some people nervous. A range of embassy military and 
political contacts have taken on board our comments about the 
consequences of unconstitutional action by the military; to a 
person 

has not reached a breaking point. END SUMMARY. 
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ISOC ROLE 


2. (C) Thai police have four suspects in custody in 

connection with the alleged assassination attempt against the 
Prime Minister; a fifth is free on bail. All the suspects 
identified so far are from the Internal Security Operation 
Command (ISOC). Although ISOC is staffed by military 
personnel 

part of the Prime Minister\'s office 

director. ISOC\'s current role ostensibly is to focus on 

fighting against narcotics and strengthening border security 
(including in the South) 

somewhat unclear. We understand that an effort to 
\"regularize\" the status of ISOC was scrapped several years 
ago 

reminiscent of a now-defunct agency with the same name that 
fought against the Thai communists during the cold war. 
ISOC\'s day-to-day operations were run by the Deputy Director 
General (ret.) Panlop Pinmanee. Panlop has a colorful 
history: he fought in the Indochina conflict and boasts of 
having been involved in RTG units that killed communists 
during the 1970Vs. He was involved in a coup attempt against 
General Prem in the 1980Vs. In April 2004 

his position coordinating the Southern strategy after 

attacking the Krue Se mosque against the orders of his boss 
-- one of the bloodiest incidents in the government's 
anti-insurgency efforts in the South. In sum 

remains popular 

his military colleagues -- is a throwback to the old days 

with his swagger 


TRUTH? 


3. (C) Three of the suspects -- a major general 

and a lieutenant colonel -- have denied any knowledge of the 
bombing attempt. The driver of the \"bomb car\" has made 
confused statements which fall far short of a confession 

do not clarify just what he was doing driving around a car 
laden with explosives (ref C). One of the suspects 

has made a confession and a string of accusations that have 
gotten extensive press coverage. Sgt-Major Chakrit -- who 
goes by the nickname V'Sgt. Giant" -- has reportedly said that 
a group of ISOC officers (including an unnamed four-star 
general 

Thaksin regime.\" If the bomb didnVt work 

reports 

RPG or M79 grenade launcher. If that didn\'t work 

they\'d stage a coup 
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(Comment: ISOC would not appear to have the capability to 
launch a coup. End comment.) Press reports of his 
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statements raised expectations that there would be further 
arrests of high-ranking officers soon. General Panlop 
derided Chakrit as a \"ding-dong\" and the press have painted 
him as a somewhat disreputable individual. Like many in the 
military 

for entertainment venues 

General Trairong (see para 6). Senior police called a press 
conference on September 11 to deny the widespread press 
reports that they will shortly be making more arrests 

ask the press to stop publishing misleading information 
(Comment: most of it apparently leaked by police sources. 
End comment). 


4. (C) From our contacts 

assessments 

partisan than we might expect. A number of high officials 

not Thaksin fans 

was a serious assassination attempt. Former Cabinet Secretary 
Borwornsak (ref A) and Privy Councillor General Surayud (ref 
B) 

TRT member Suranand -- one of the \'doves\' rumored to be on 
his way out of the party -- also took the middle ground 
expressing uncertainty about the origin of the bomb attempt 
(ref D). A long-time politico and former Thaksin ally 

on the outs with the PM 

arrested were in fact plotting to kill Thaksin with a car 

bomb 

people found out about it 

attempt and then arrested the V'plotters. V" 


5. (C) While many Thaksin opponents continue to dismiss the 
bomb out of hand as a fabrication 

Thaksin did seem to be genuinely frightened by the event 
which argued for it being a real assassination attempt 
perhaps 

Spokesman for the opposition People\'s Alliance for Democracy 
Suriyasai Katasila 

thought it was a real bomb and a real attempt to kill the PM. 
He suggested 

was behind the attempt 

enemies by championing the war on drugs and efforts to 
disrupt the illegal lottery. Like almost everyone who thinks 

it was a real assassination attempt 

the PM\'s family. He thought that ThaksinVs security guards 
could probably protect the PM 
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wife and children very much" and would be more worried about 
the implied threat to them. 


6. (C) One journalist contact has raised the possibility 

that the evil mastermind behind the plot was the infamous 
\"Sae Ice 

Defense Minister and a member of V'Class 101" (the officers who 
studied with Thaksin in the pre-Cadet Academy - ref C). \"Sae 
Ice\" has been identified as one of the key figures in the 
payoff to small parties to run in the April elections -- 

actions that have put Thaksin\'s Thai Rak Thai (TRT) party in 
danger of dissolution 

consequences for him. He is also a notorious figure 

to protection rackets 

extracurricular activities. (Comment: a number of senior 
military officers are believed to profit from shady 

activities 

to underworld activities. End comment.) It\'s unclear whether 
there is any actual evidence against him in the car bomb 

plot 

the circumstances. According to this scenario 

Trairong is paying off V'Sgt. GiantV to confess and make the 
bomb attempt look more plausible 

the PM and weakening the position of the military leaders 
opposing Thaksin. 


7. (C) A TRT contact predicted to us last week that the 
investigation would lead to the arrest of a Vfour-star 

general\' and that V'a businessman who had been disadvantaged" 
financed the attack. (Comment: in Thailand 

and military are sometimes hired as thugs and hitmen. End 
comment.) Shortly thereafter 

businessman Prachai Leophairatana publicly denied any 
involvement in the bomb. Poloff met last week with Prachai 
now secretary-general of a new political party. Prachai said 
that he had issued the denial 

named in the press 

aimed at implicating him. Prachai harbors a deep grudge 
against Thaksin; he had expected the government to help him 
retain control of his Thai Petrochemical Industry (ΤΡΙ) 

which was in financial straits after the 1997 crash. For 
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good reason 

debtor" and fought a long battle to retain control of the 
company 

widely believed to be a top funder of the anti-Thaksin 
People\'s Alliance for Democracy (PAD) and other opposition 
activities. We discussed this particular allegation with a 
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long-time expat journalist here who knew Prachai and his case 
well. After initially dismissing the idea of any businessman 
being behind the bomb 

Prachai is the only one crazy enough to do something like 

this. And if it was him 


CONSEQUENCES 


8. (C) The first consequence felt from the alleged bombing 
attempt was on the Vmilitary reshuffle 

in which military officers are rotated to their new 

positions 

pressed hard to put \"his\" supporters (mostly from his V'class 
10\" classmates) into key jobs 

sources. The warfare between the military and the PM over 
this issue is out in the open 

the press on the conflict. The military reshuffle has been a 
source of tension in the past when Thaksin wanted to help out 
certain candidates for jobs (for example 

became Army Chief in 2004) 

conflict has never before been this open and heated. 


9. (C) Privy Councillor Prem Tinsulanonda 

Venemies list 

bomb was discovered 

outside his house 

Шел" The strange little protest seemed designed to 
implicate Prem somehow in the bomb scheme 
aroused a lot of indignation among Prem\'s supporters. 


10. (C) The military is also put into a tough position by the 
continued leaks from the investigation alleging higher level 
military involvement in an assassination attempt. Relations 
between the police and military have not generally been very 
good here. Thaksin\'s background as a police official has led 
him to favor the police (for example 

give them the lead in dealing with security in the South.) 

Now the police are the vehicle for daily accusations against 
vaguely identified military officers (\"Maj. General S 

\"General P 

conspirators by the press 

already arrested). This has prompted some speculation that 
the military will eventually feel like they have to V'do 
something" about both the reshuffle and the bomb accusations. 
Normal troop movements earlier this week set off a brief 
flurry of coup rumors 

the local press. ThaksinVs protracted absence has also raised 
concerns. He did not return from the ASEM meeting in 
Helsinki 

go on to the NAM in Havana 
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government spokesman yesterday indicated that Thaksin might 
not return after that 

TRT source told the press that the PM\'s absence was to \"help 
deter a military coup.\" (Comment: although it\'s unclear how 
his absence deters a coup 

comment.) 


COMMENT 


11. (C) Talking to military contacts and academics 

mostly hear the same analysis about the military\'s options. 
Despite some jittery nerves in Bangkok about the bad blood 
between the military (and the Palace) on one hand 

police (and Thaksin) on the other 

whom we have spoken does not believe the situation has gotten 
even close to the point where the military would act. 

Embassy officials continue to make clear to military and 
political contacts that any such move by the military would 

have serious consequences 

counterproductive. We are encouraged by the views expressed 
by important figures like Privy Councillor Surayud 

the most respected retired senior military officer 

expressed faith in the political process 

opposed any kind of coup attempt by the military (ref B). 

Army Commander General Sonthi has also reassured us (ref D) 
and publicly denied any possibility of a military coup. 


12. (C) The bomb investigation remains troubling. As the 
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collection of theories above demonstrates 

between politics 

clearly drawn here. The police handling of the case 

has seen multiple 

sources\" in the press 

really happened 

political purposes. As the various rumors recounted above 
show 

the bomb: a warning? a fabrication? or a serious -- if 
bungled and borderline comical -- assassination attempt? 
Given the way the investigation is proceeding 

possible that we will never know for sure. 

ARVIZU 
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a convoy of Rwandan peacekeepers. AU officials confirmed 
that since that ambush 
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responsibility for escorting fuel convoys 

misperception of military collaboration. PAE\'s request for 
prepayment should its contract for food services be extended 
has raised concern among some partners 

raised by AU Commissioner Djinnit with the USG in New York. 
END SUMMARY. 


2. (U) On September 14 

Task Force (DITF) briefed selected AU partners (US 
Canada 

security developments of the AU Mission in Sudan (AMIS). 


3. (SBU) AU Darfur Integrated Task Force (DITF) Political 
Advisor Dr. Solomon Gomes began by noting that most DITF 
officials had gone to New York 

September 18 ministerial-level Peace and Security Council 

(PSC) meeting on Darfur. Gomes said he hoped the PSC 

had been \"gentle\" in the past 

against the Government of Sudan (GOS). AU Special 
Representative for Sudan Ambassador Baba Gana Kingibe would 
attend the PSC; no replacement had been named despite the 
announcement of his resignation. Commenting on a recent 
statement issued from Sirte 

opposed the UN going into Darfur 

Egyptian President Mubarak and Libyan leader Qaddafi opposed 
UN transition. There was no evidence that any other African 
leaders had approved the statement; support for transition 

had been expressed in numerous communiques issued by the AU 
PSC 

discussions at the ongoing NAM summit in Havana. 


4. (SBU) Gomes confirmed that the AU had received a note 
verbale from the GOS that \"\"creates complications 

proposes that rotation of AMIS troops stop until after the 
September 19 PSC. Both DITF Head Ambassador Ki Doulaye 
Corentin and AU Peace and Security Commissioner Ambassador 
Said Djinnit were V'aware of the problem 

raised at a higher level. Gomes said he would suggest that 

the AMIS Deputy Head of Mission inform the Sudanese MFA that 
the note verbale had been received but was V'not acceptable. V 
\"Serious problems!" would result from Sudan continuing to 

reject transition through December 

own troops into Darfur 


5. (SBU) Representing the AU DITF Military Component 
Plans officer Lieutenant Colonel Fidelis Azinta reported that 
rotation of the Nigerian battalion 
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been completed. The rotation of Rwandan troops 

scheduled for September 15 and to be conducted with the USG 
was now on hold 

Gomes added that the Rwandans awaited the outcome of the 
September 18 PSC. On the other hand 

Africans \"haven\'t given up\" on their anticipated September 16 
self-deployment 

18 PSC. Newly arrived South Africans could be withdrawn 
AMIS were not extended 


6. (SBU) Contingency plans for withdrawal were now being 
finalized and would be shared with partners 
depending on the outcome of the September 18 PSC. The PSC 
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would also be briefed on the new concept of operations 
(CONOPs) for enhancing AMIS through the addition of two 
additional battalions (from Rwanda and Nigeria) 


7. (SBU) Gomes introduced the new AMIS Force Commander (FC) 
Major General Luke Aprezi 

UNPROFOR and ECOMOG and most recently served as Chief of 
Operations 

said he had some idea of what he was facing 

briefings at AU Headquarters 

arriving on the ground before making further observations. 

Aprezi underscored the need to seek cooperation and 

harmonious relations to move the force forwards. 


8. (SBU) Aprezi also highlighted the need for intelligence in 
order to allow AMIS to be proactive 

take the force for granted." Dr. Gomes commented that while 
other peacekeeping missions had made contingencies for 
obtaining or purchasing intelligence 

budgetary reasons. AMIS now faced a critical need for 
intelligence 

its Joint Operations Center (JOC). Citing reports from 
Yaounde that Cameroon\'s military had encountered rebels from 
Chad and the Central African Republic 

concern that conflict was spreading from Darfur. 


9. (SBU) The retired Zambian general appointed to serve as 
Chief of Staff of the AMIS Forward Joint Mission Headquarters 
(FJMHQ) should arrive by the weekend 

advisor to the AMIS J-2 noted that the formation of the Joint 
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Operations Center (JOC) had been blocked by the outgoing 
Force Commander 

level for the JOC had been returned to the sectors. Gomes 
said the arrival of the new FC should address this issue. 


10. (SBU) Colonel Azinta reported a V'deteriorationV of 
security in the last seven days. The GOS had a large force 
on the ground 

its security stabilization program 

to the AU and the international community 

situation reports reflected that the GOS had launched 
offensive actions 


11. (SBU) Azinta said incidents reported by AMIS MILOB group 
sites included the following: 


-- September 10 
on Korma 
children) and killing 185 animals. 


-- September 11 
influx of new IDPs to Tawila IDP camp 
north under attack. 


-- September 12 

and stole cattle. Locals alerted the MILOB group site; the 
AMIS protection force pursued trucks 

two attackers 


-- September 13: at 1950 

vehicle at Kutum airstrip 

in the leg); protection force could not react 
disappeared into a crowd. 


-- September 13 
armed raiding of homes 
distribution of food. 


12. (SBU) Azinta concluded that the situation was neither 
stable nor calm in northern Darfur (Sectors 1 and 6); other 
sectors V'generally remain calm. Azinta acknowledged that 
the Jebel Marra slope \"sits astride\" Sectors 1 and 6 
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said he could not confirm whether capturing Jebel Marra from 
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the National Redemption Front (NRF) was the GOS\'s objective. 
Many attacks had been directed against unarmed civilians 

said 

casualties. Asked the NRF\'s reaction 

had recaptured a village on September 13 and that SLM forces 
not associated with Abdel Wahid had joined forces to counter 
the GOS offensive. 


13. (SBU) Azinta said morale among AMIS forces was Vgenerally 
high." AMIS was now responding to challenges and sending а 
message to the GOS by being proactive and by defending both 
themselves and local IDPs 

preliminary lessons learned report on the August ambush that 
killed two Rwandan peacekeepers was awaiting review by 
Commissioner Djinnit 


14. (SBU) Canada presented an overview of the September 8 
report prepared for the AU on \"lessons learned" from the 
August 19 ambush of Rwandan AMIS peacekeepers at Kouma. 
Among its findings: 

-- When attacked 

soft vehicles; better to use armored personnel carriers 
(APCs) to escort convoys; 

-- AMIS needs to conduct risk assessments; 

-- Better communications is needed: the convoy attacked set 
off with 7 additional vehicles added at the last moment. 

Dr. Gomes noted that rebel representatives attended AMIS 
briefings at which AMIS convoy movements were discussed; 
their inclusion in such briefings may have to be revisited 

he said. 


15. (SBU) Questioned about allegations of AMIS assistance to 
the GOS 

AMIS fuel tanker by force. The EC noted that the same fuel 
contractor (Matthews) supplied both AMIS and the GOS 

rise to possible misperceptions. Gomes said 12 fuel tankers 
had been emptied of fuel 

added that following the August ambush of the Rwandans 
GOS and the AU had made arrangements so that GOS provided 
force protection for fuel convoys to El Fasher 

provided security from El Fasher to three hubs. While he had 
informed Commissioner Djinnit that this created the 
impression that AMIS and GOS forces were cooperating 
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operationally necessary and the practice continued. 


16. (SBU) Gomes could not confirm whether the AU had 
appointed a chairman for the DDDC preparatory committee 
could he provide information on security arrangements for the 
DDDC 

prepared. Canada underscored the importance of DDDC 
participants feeling secure 

one of the last mechanisms available to engage 
non-signatories to the Darfur Peace Agreement (DPA). Gomes 
said parties \"will have to show something before they earn 
the right to attend" the DDDC; the dialogue would not be 
automatically open to all participants. He explained that 
parties that did not want to sign the DPA nevertheless should 
honor the cease-fire. 


17. (SBU) Highlighting the AUV's political role in Darfur 

Gomes said that coordination between the AU and the UN needed 
to be discussed in New York. The UN Secretary-General\'s 

report and UNSCR 1706 both gave the impression that the AU 
mission in Sudan ended upon transition to the UN 

While the AU\'s peace-keeping role would end 

political role would not 
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18. (SBU) The EC observed that while Italy had offered a 
single flight to transport MREs to Khartoum 
remained in France. 


19. (SBU) Asked about a note from U.S. contractor PAE to the 
AU 

AMIS 

extended 

the issue and would raise it with the USG. (NOTE: Djinnit 

and other senior AU principals are in New York 

yet raised this issue with post. END NOTE.) Azinta said 

DITF Administration Control and Management Center Chief 
Commodore Binega Mesfin had observed that any proposed rate 
increase would be subject to negotiation. 
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20. (SBU) COMMENT: No official explanation was given for the 
replacement of the AMIS Force Commander 

recommendation of a recent assessment of AMIS conducted by 
Canada and the USG 

Aprezi is expected to arrive at AMIS Headquarters by 
September 17 

suggesting that DITF officials are prepared to maintain the 
presence of AMIS in Darfur. END COMMENT. 

WILGUS 
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the City" march on Friday evening 

Will follow a route out of Ketagalan Boulevard 

Presidential Office and residence 

Railway Station. The V'Depose Chen\" sit-in has to move to the 
train station for the next 5 days to make way for pro-Chen 
groups 

in front of the Presidential Office during this period. 

Pro-Chen groups 

support from the ruling Democratic Progressive Party (DPP) 
are holding a Formosa Sunrise\" rally at Ketegalan Blvd on 
Saturday afternoon 

Chen\" campaign. Police will be deployed during this period 

in substantial numbers to prevent violent clashes or 

incidents. Weather may be a factor with a typhoon churning 
along the east coast of Taiwan expected to dump heavy rain on 
both Friday and Saturday\'s events. End Summary. 


VDepose Chen!" Movement Vows to Fight On 


2. (C) Shih Ming-te and other leaders of the movement to 
oust embattled President Chen Shui-bian will continue their 
campaign after a week-long 

Boulevard in front of the Presidential Office. At 7:00 p.m. 
Friday evening 

march out of Ketagalan Boulevard carrying flashlights and red 
glow sticks -- representing their anger over Chen\'s alleged 
corruption -- and march along a 3.5 mile route encircling the 
Presidential Office and nearby residence 

midnight at the Taipei Railway Station plaza. The anti-Chen 
demonstration will continue there until Sept 21 

march back to Ketagalan Blvd. Protest leaders predict a 
large turnout up to 300 

(Note: Their mass rally last Saturday afternoon brought out 
80-100 

their goal of 300 


3. (C) The anti-Chen movement is planning further activities 
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in their effort to topple Chen. During the camp-out at the 

train station next week 

along city streets encircling the Presidential Office and 
residence. There are also efforts underway to expand protest 
activities to areas beyond Taipei; President Chen was greeted 
by protestors in a recent visit to Kaoshiung. There has also 
been discussion by movement leaders of calling a one-day 
strike 

the idea of strikes which might damage TaiwanYs economy has 
aroused considerable concern. Both the KMT and business 
community have come out strongly against this 

have the government and ruling party. 


Greens Rallying Around Chen 


4. (C) The \"deep-Green 

organizing a V'Formosa Sunrise" rally at Ketagalan Boulevard 
3:00-6:00 Saturday afternoon 

anti-Chen movement. In a departure from its original policy 
of V'dealing cooly\" with the \"Оероѕе Chen!" movement 

has issued a mobilization order to fully support the Taiwan 
Society rally 

particpants from central and southern Taiwan. Rally 
organizers are hoping for a turnout of 100 

mobilization order 

While DPP Chairman Yu Shyi-kun is returning early from the 
U.S. to participate 

mayoral candidate Frank Hsieh announced they would not attend 
the rally 

that Vice President Annette Lu would not be welcome 

of her apparent \"ambition\" to take over from President Chen. 
According to press reports 

attend the demonstration. 


5. (C) Premier Sun noted in a meetng Sept 15 with DIR that 
President Chen had personally mobilized the rally. Su 
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indicated that he disagreed with this decision because it 
would only provide more fuel for the \"anti-Chen\" movement. 
He also feared the possibility of violent clashes erupting 
between the two opposing groups over the weekend. 


Comment 


6. (C) AITVs contacts have told us that the non-stop and 
often slanted media coverage of the anti-Chen protests has 
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galvanized Green supporters in southern Taiwan to rally 
around President Chen and to demand that Green leaders 
organize demonstrations to counter the anti-Chen movement. 
But like Premier Su 

expressed concern that a large-scale pro-Chen rally could 
prove counterproductive and increase turnout at anti-Chen 
activities. AIT contacts on both sides of the Blue-Green 

color divide do not expect the anti-Chen movement to succeed 
in forcing the President to step down. Presidential 
Secretary-General Mark Chen told the Director on Sept 15 that 


SIPDIS 

President Chen is not worried and plans a regular work 
schedule this weekend. Rather than joining the anti-Chen 
movement in any significant numbers 

supporters appear to be rallying around the President against 
what they perceive as one more in a series of pan-Blue 
political attacks. 


7. (C) The greatest concern being voiced in Taipei is the 
possibility of violence between the pro- and anti-Chen 
demonstrators over the weekend. Shih has called on his 
supporters to hold a V'peaceful and loving\" march tonight 
Sept 15. Presidential Police and security forces will be 
deployed in sufficient numbers to maintain peace and prevent 
the two opposing groups of demonstrators from coming into 
contact with each other. There is 

possibility of isolated incidents of violence 

as marchers snake their way through the streets of Taipei. 
YOUNG 
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Comment 


3.(C) As noted in ref B 

maintain their ability to engage both sides of the conflict. 

We are encouraged that Swiss officials understand the 
financing/arms-smuggling focus of the contact group 

anticipate some push by the Swiss to promote V'human security" 
issues -- in this or another forum. In order to harness 
Switzerland -- with its banks and significant Tamil refugee 
community -- to the process 

their direction could be fruitful. 

URBAN 
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resulted" from Indonesiavs illegal logging MOUs. 
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6. (SBU) We need to keep our MOU from being put in the same 
box. The Indonesian environmental NGO community is 
monitoring our MOU negotiations closely and has its own high 
expectations. For instance 

Investigation Agency/Telapak report gives some praise to 

draft preliminary U.S. objectives for the MOU 

that they need to be V'backed by US funds and technical 
support. V 


Competing Foreign Assistance Priorities 


7. (SBU) The USG has not been a major donor in illegal 
logging for the last five years. In FY 2007 and 2008 
Jakarta-programmed assistance funds managed by USAID will 
flow to a number of equally (or more) pressing development 
issues 

in their own right. These include basic education 

for the poor 

influenza 

and economic growth. In fact 

(all accounts) does not include funds for activities such as 
those outlined in the MOU text or previous annex. 


8. (SBU) The only existing mission program related to 
combating illegal logging is the congressionally directed 
program to safeguard currently viable wild orangutan 
populations in Indonesia. A portion of the program 
addresses law enforcement as it relates to immediate and 
urgent threats to orangutans 

logging 

program in FY 2007 (of the total $8 million program over 
three years) 

around protected area boundaries as important partners in 
law enforcement and will explore potential opportunities to 
effectively address law enforcement issues at the national 
level given resources available. However 

focuses on specific habitat areas and does not address the 
complex 


Importance of Managing Expectations 


9. (SBU) Given the very modest USG assistance in areas 
related to illegal logging in FYs 2007-08 

expectations 

credible package of low-cost activities that could take 

place after the MOU is signed that would in turn make a 
measurable impact on Indonesia\'s illegal logging problem. 
Embassy Jakarta 

objected to an annex attached to an earlier draft of the MOU 
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because it contained a number οἱ V'unfunded mandates. V А 
blank annex is also not a solution for managing 

expectations 

that the USG has ambitious implementation plans up its 
sleeve that to our knowledge 


10. (SBU) Given current funding levels and the very general 
nature of the obligations in the draft MOU 

development of a focused and practical workplan of low-cost 
initiatives as a crucial exercise for Washington agencies to 
undertake prior to passing the draft MOU to the GOI. We 
encourage Washington agencies to give special consideration 
to activities that have assured funding and that would 

benefit the MOF 

Nevertheless 

present an initial draft of a workplan in tandem with the 

draft MOU 

we see a risk that this worthwhile initiative could 

backfire. Indonesia has a very active and critical 
environmental NGO movement that is deeply involved in the 
fight against illegal logging and has shown itself capable 

of garnering favorable press coverage. Once the draft MOU 
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is passed to the GOI 
will rise 


HEFFERN 
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Prepared for Pandemic Influenza" VCD and the country team 
distributed it to Mission employees. This VCD is not 
copyrighted and is being reproduced at Post to be made 
available to Amcits at the consular section. 


5. (SBU) Post\'s health unit has received its shipment of 
Personal Protective Equipment (PPE) to use in the event of 
an outbreak and is storing it in pre-positioned strategic 
locations. 


WORLD BANK RECEIVES GON FINAL OPERATIONAL PLAN 


6. (SBU) Plans for World Bank (WB) funding remain at the 
\"pre-appraisal\" mission (team) stage (ref D). The 
Government of Nepal (GON) submitted a final version of its 
operational plan on AI to the WB during the week of 
September 4. The plan is largely based on the GONVs Al 
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preparedness plan that the former royal cabinet approved 
in March 2006 (ref B). The WB is planning to fund 
approximately USD 15 million for Al over three years. The 
funds are to be used for activities covering human and 
animal health sides of Al 

communications 

compensation system for culled poultry. Further 
negotiations between the GON and the WB are expected 
during the coming weeks with an eye toward having WB money 
available sooner than later. 


OTHER AI PREPAREDNESS UPDATES 


7. (SBU) Post received rapid test kits in July to 

participate in the cooperative project with the health 

unit of Embassy Bangkok and the Armed Forces Research 
Institute of Medical Science (AFRIMS) in Bangkok to do 
laboratory diagnostic testing of samples from human 
patients in Nepal who exhibit flu-like symptoms (ref D). 
USAID reports that the rapid test kits have limited 
accuracy. 


8. (SBU) FAO Nepal received USD 215 

the GONVs bird surveillance capabilities in July (ref A). 

The World Health Organization (WHO) Nepal received USD 
100 

surveillance system for Nepali health services to detect 
human Al cases should they occur (ref E). 


9. (SBU) Emboff recently raised with the Food and 
Agriculture Organization (FAO) Nepal and USAID the need 
for funding for the GON to develop a mechanism to do 
surveillance for small \"backyard\" poultry producers 

are quite common in Nepal. Emboff noted that it took two 
years for the government of Indonesia to develop proper 
surveillance mechanisms after it realized that most of its 
human Al cases were coming from backyard farms 
commercial poultry operations. 


10. (SBU) USAID funded training for Al human preparedness 
for the GON\'s Rapid Response Teams in late August. 


11. (SBU) Of the 2 
Agriculture requested in April 2006 from USAID/Nepal 
total of 1 


COMMENT 


12. (SBU) Post will continue to hold monthly meetings of 
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its Al working group. We will monitor and seek 
opportunities to guide and assist the GON in their Al 
preparedness activities. 


MORIARTY 
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has a robust house church presence in the Central Highlands 
especially in the province of Kontum. We have received some 
recent reports that a few UWMC house churches in Kontum and in 
Dak Lak province continued to face some harassment.) According 
to the legal framework 

recognition after one year of V'stable operation." 


3. (SBU) A CRA official told us that the UWMC has been 
registered in the 14 provinces and cities in which it currently 
operates 

The CRA also has told us that national-level registration has 
been granted for a small Buddhist sect Tu An Hieu Nghia (the 
Four Gratitudes) 

On September 27 

based in HCMC. Reportedly 

national-level registrations more are to follow 

Baha\'i based in HCMC and a small Cao Dai sect. 


4. (SBU) The HCMC CRA noted that it does not expect to issue any 
additional city-wide registrations in the next two months 

pending the completion of ongoing registration efforts at the 

local level. Our contact noted that once local level 

registration was granted for a particular house church 

church would have legal rights to operate 

provincial organization had not yet been registered by the city. 
Our contact added that all Protestant house church 
organizations based in HCMC have been invited to register under 
this plan 

church group of Mennonite Pastor Nguyen Hong Quang. 


5. (SBU) Comment: The national registration of the UWMC is 
significant and positive development. It marks the first 
national-level legalization of any Protestant organization since 
the recognition of the Southern Evangelical Church of Vietnam in 
2001. It also is a departure from the bureaucratic approach the 
CRA had taken on registration. Until now 

that all local-level and provincial-level registrations be 
completed before national registration could be contemplated. 
The UWMC 

since 1922 

to all local officials -- even in harderline areas of the 

Central Highlands -- that the UWMC is off limits for harassment. 
Other groups that have applied for and await registration 
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approval includes the Mormon church. The registration of the 
UWMC should encourage other house church organizations to 
accelerate their registration efforts. End Comment. 


WINNICK 
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product" even though the excise tax is zero. This 
designation means that biofuel can be produced only at 
a Vlicensed excise storage/warehouse.V Such licensing 
requires that a company have registered capital of 

500 

amount unaffordable for small and medium farmers. In 
addition 

to grant special permission to biofuel producers under 
regulations for waste management; this process usually 
takes about a year and a half 

cannot operate. A third challenge to local producers 

is presented by competition from informal imports of 
some bioefuels. Lack of transparent supply 
arrangements and tough pricing tend to reduce 
incentives to produce locally. 


26. Currently 

of biofuel producers. Some of these associations have 
representatives on the working groups under the 
Ministry of Economy that are drafting the RESL. 
However 

actually represent the most significant players on the 
market. 


Investment support 


27. There are several state and private programs which 
provide various types of support for development of 
bioenergy projects. Among these are: 


-- European Bank for Reconstruction and Development: 
credit lines to 5 local commercial banks for energy 
efficiency and renewable energy projects; 


- Bulgaria Ministry of Environment via its Enterprise 
for Environment Management; 


- EU-SAPARD investment program 
biofuels which have been approved and are in process of 


implementation; 


- Bulgarian National EcoFund; 


Column 3 
- Dutch Government program (PSO) for investment in 
eco-energy projects; 


-- EU-Nordik Funds; 


-- Bulgarian Government Energy Efficiency Fund. 
According to preliminary GOB information 

that this fund will start giving soft loans to biofuel 
producers after the RESL is passed. 


Expected effects on the agricultural market 


28. The growing European market for biofuels will spur 
significant changes in traditional agricultural 

production patterns in Bulgaria. Within the next three 
years 


- Corn: Corn area and produQon should increase to 
about 2.0 MMT. More changes are expected in corn 
production than in any other area. Over the next two 
years 

ethanol from corn is expected to be strong. Expansion 
in planted areas is likely to come from currently idle 
agricultural land 

mainly in Northern Bulgaria. Irrigation is likely to 

be tried for the first time. 


- Rapeseed: Bulgarian farmers may also expand areas 
under rapeseed. Total additional area will not be 

large due to the climate and other limitations. 

However 

to start planting more rapeseed in the fall of 2006. 
Production should rise to 50 

double the current volume. Growth in rapeseed area may 
come with reductions in wheat or 

sunflower area. 


- Sunflowers: If producers are offered attractive 

prices 

converted to local biodiesel production. However 
proximity of the huge Turkish market with its enormous 
demand for vegetable oil 

small and medium suppliers have to foreign buyers 
present supply challenges to local biofuels processors 
especially in Southern Bulgaria. 


29. Despite expected increases in local supplies for 
processing of sunflower and rapeseed into biodiesel 
imports of supplementary stocks and alternative raw 
materials are inevitable. Crude sunflower oil 
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rapeseeds 

likely feedstocks for import into Bulgaria. Better 
opportunities exist for those buyers who are located on 
the Danube or Black Sea ports and have cheaper access 
to sea/river shipments. 


30. In the future 

solution for local agriculture compared to biodiesel - 

the opposite of the current situation. Bulgarian 

farmers tend to produce higher volumes of lower quality 
grains which do not meet EU quality standards for 
intervention stocks but are appropriate for industrial 
use. Due to relatively frequent dry years and lack of 
irrigation 

only one which can provide steady and abundant supply. 
As technology improves 

Bulgarian corn 

pressure on prices and contribute to improved farm 
incomes. 


Definitions 


31. Biodiesel: a clean-burning alternative fuel 
produced from fats or oils. Biodiesel contains no 
petroleum 

petroleum diesel to create biodiesel blend. It is 
biodegradable 

and aromatics. lt is typically produced by a reaction 
of a vegetable oil or animal fat with an alcohol such 
as methanol or ethanol in the presence of a catalyst to 
yield mono-alkyl esters and glycerin 

Biodiesel can be used in compression-ignition (diesel) 
engines with no major modifications. 


32. Bioethanol: Basically alcohol 

from starch plants (grain 

cassava); or sugar (Sugar beet or sugar cane). 
Research into bioethanol from cellulose plants (e.g. 
trees) is still in an early stage. Bioethanol is 

obtained using fermentation and enrichment by 
distillation/rectification and dehydration. Ethanol or 
ethyl alcohol (C2H5OH) is a clear colorless liquid 

which is biodegradable and low in toxicity 

little environmental pollution if spilt. Ethanol burns 

to produce carbon dioxide and water. Ethanol is a high 
octane fuel and has replaced lead as an octane enhancer 
in petrol. Blending ethanol oxygenates the fuel 

mixture so it burns more completely and reduces 
polluting emissions. Ethanol fuel blends are widely 
sold. The most common blend is 10% ethanol and 90% 
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petrol (E10). Vehicle engines require no modifications 
to run on E10 and vehicle warranties are unaffected 
also. Only flexible fuel vehicles can run on up to 8596 
ethanol and 15% petrol blends (E85). 

KARAGIANNIS 


78561 


Highlands. Septel covers Ambassador Hanford\'s meetings with 
national and city government officials in HCMC. End Summary. 


SECV 


2. (SBU) Pastor Le Van Thien 

Buu 

Treasurer of the GVN-recognized Southern Evangelical Church of 
Vietnam (SECV) told Ambassador Hanford that conditions for the 
church have improved notably since VietnamVs legal framework оп 
religion came into effect in early 2005. Many congregations 
closed in the Central Highlands in 2001 have been reopened. The 
HCMC government recently approved construction of a new SECV 
seminary in the city. When operational 

double the training capacity of the church to 200 pastors per 

year. Additionally 

Highlands provinces and Binh Phuoc also will be ordained as 
pastors follower GVN-sanctioned refresher training for preachers 
in the region. (Note: Under current recognition rules 

church in the Central Highlands cannot be recognized unless it 
has an ordained pastor in charge. End Note.) 


3. (SBU) SECV leaders told Ambassador Hanford that they 
welcomed the initiative of Prime Minister Nguyen Tan Dung to 
meet with them in July (ref A). During their visit to Hanoi 

the Prime Minister and other GVN officials gave the SECV the 
Vgreen lightV to reunify with the Evangelical Church of Vietnam 
North (ECVN) 

because of friction and disorganization within the ECVN. 


4. (SBU) However 

pastors told Ambassador Hanford. Their major concern is 
securing the return of 266 properties that were expropriated 
throughout the SECV\'s area of operations (Quang Tri to Ca Mau 
provinces) after 1975. Of these six are of paramount 

importance: the former SECV headquarters in HCMC and another 
key downtown property as well as its four seminaries in Dak Lak 
Lam Dong 

that the SECV encounters occasional obstacles when seeking to 
transfer pastors between localities. This largely affects those 
pastors who were active in the 1980s and 1990s (when conditions 
were much more restrictive). 
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5. (SBU) SECV officials complained of a double standard in the 
GVN recognition process. In areas other than the Central 
Highlands and Binh Phuoc provinces -- areas where ethnic 
Vietnamese predominate -- all SECV churches are recognized 
immediately. However 

-- ethnic minority areas -- the SECV must apply for recognition 
church-by-church. Moreover 

Central Highlands have been allowed to reopen 

have been recognized. 


6. (SBU) We asked if GVN concerns over ethnic minority 
separatism was a legitimate reason for the government to 
recognize churches one-by-one in provinces such as Dak Lak (ref 
B). The SECV leaders acknowledged that they discussed the issue 
with Ministry of Public Security (MPS) officials in Hanoi during 
their most recent visit. They told MPS officials that there are 
Vsome indications\" that those advocating separatism in Dak Lak 
\"may not be SECV pastors 

acting out of their own will.\" They added that perhaps these 
individuals are pushed by those that want to undermine the 
spread of Protestantism. 


SECV Leader in the Central Highlands 


7. (SBU) The Ambassador also met separately with Pastor Siu Y 
Kim 

leader from the Central Highlands province of Gia Lai. While 
acknowledging that all but one SECV congregation in Gia Lai is 
functioning 

recognition had slowed in recent months. He had submitted 25 
applications to the provincial government 
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been approved. The province has told him informally that it 
will recognize an additional two every month. This pace is not 
acceptable to Kim. He also has requested to meet with the new 
provincial Party Secretary three times since December 2005 
has not yet received a response. The SECV in Gia Lai still 
awaits a provincial decision to hold a second training course 
for pastoral candidates. On the positive side 

government has been more responsive on SECV requests to 
construct churches. One was completed in February 2006 
second is under construction and a third will begin construction 
shortly. 


8. (SBU) Kim said the Gia Lai branch of the SECV has 38 
outstanding property claims; none have been addressed yet by the 
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government. However 

having property returned. According to Kim 

government in Dak Lak gave the SECV new tracts of land for a 
church and a seminary that had been confiscated after 1975. The 
provincial government in Quang Ngai returned a training facility 

to the SECV. 


DEGA a Real Problem for the SECV 


9. (SBU) Pastor Kim told the Ambassador that 

able to build a firewall between the SECV and ethnic minority 
separatists 

between the Dega movement and the SECV. Kim explained that the 
roots of the problem go back to before 1975 

movement (the ethnic minority political and military movement 
for independence) recruited ethnic minority seminarians from the 
Buon Ma Thuot (Dak Lak) seminary. Many of these seminarians 
were sent to reeducation camps after 1975. According to Kim 
though the FULRO insurgency ended in 1992 

President Kok Ksor sought in 1999 to reestablish a separatist 
network in the Central Highlands. He focused on the Protestant 
community 

were educated and trusted in the community. In Dak Lak 

had success in recruiting members of the SECV; in Gia Lai 

and others largely were able to rally the community against the 
effort. In response 

Gia Lai called the WDega Church." This fundamental difference 
helps explain why the process of normalization of SECV 
activities in Gia Lai has gone far smoother than in Dak Lak 

said. Kim said that the SECV national board is aware of this 
problem 

resolve it. 


Pastor Steven 


10. (SBU) Pastor Doan Trung Tin (aka Pastor Steven) of the 
Vietnam Good News Mission -- a missionary organization active in 
the Northwest and Central Highlands -- told Ambassador Hanford 
that most Protestant congregations are allowed to gather 

in the Northwest. Only a handful of congregations -- those 

where ECVN representatives previously had run-ins with local 
officials -- are prevented from gathering. Steven noted that 

when problems arise they tend to be caused by local officials 
who refuse to implement HanoiVs directives. The Central 
government 

ensuring full implementation of the legal framework on religion 
апа reprimanding those officials that violate the law. As a 

result 

throughout Vietnam. For example 
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Mekong Delta 

from gathering. SECV church workers іп Kontum provinceVs Sa 
Thay district -- one of the most oppressive areas in HCMC\'s AOR 
-- also continue to face harassment. 


11. (SBU) Pastor Steven also complained that Protestant 
believers who apply for identification cards sometimes are 
rejected if they insist on registering their religion. Those 
who have not been able to register as Protestants 

have been refused the right to attend house church services. 
While this problem is most acute in the Northwest Highlands 
has cropped up throughout Vietnam. 


12. (SBU) Responding to a question from the Ambassador 

Steven confirmed that Ma Van Bay was a respected church deacon 
serving the ethnic Hmong community in the Northwest Highlands. 
According to Steven 

arrested in 1996 for V'stealing money from local citizens V 

the church secured 100 

alms from local parishioners. Bay escaped prior to his trial 

and went into hiding for six years. He was sentenced in 

absentia to three years in prison for the \"theft.\" Bay was 
recaptured in November 2003 and sentenced to another three years 
in prison for the escape. He said MPS officials are reluctant 

to amnesty Bay because they are embarrassed over his escape. 
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The other two church workers were released at the expiry of 
their original sentences 

provided by Steven 

2009. 


House Church Leaders 


13. (SBU) DRL/IRF Advisor Adamson and HCMC PolOff also met in 
HCMC with four representatives of the unregistered house church 
community: 


-- Pastor Pham Dinh Nhan of the United Gospel Outreach Church 
and Vietnam Evangelical Fellowship 

house churches with a claimed membership of 250 

in 1 

-- Pastor Nguyen Ngoc Hien of Vietnam Baptist Fellowship Church. 
Pastor HienVs organization represents 15 


meeting points nationwide 


-- Pastor Nguyen Quang Trung 
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Pastor Trung\'s branch of the Mennonite Church claims 10 
members in 152 meeting points throughout southern Vietnam. 


-- Pastor Tran Cong Tan of the Seventh Day Adventist Church. 
The Seventh Day Adventists claim 12 

buildings and another 33 meeting points. The HCMC government 
also registered Pastor Trung\'s city-wide operations in December 
2005. Tan told us that 

officials registered one of four Seventh Day congregations. 

They told Pastor Tan that the other three will be registered as 
Soon as the congregations establish a permanent location of 
worship. 


14. (SBU) Overall 

house churches had improved steadily since the legal framework 
on religion came into effect in 2005. The Mennonite and Seventh 
Day Adventist pastors told us that none of their churches -- 

even those outside of HCMC -- have faced any harassment 
whatsoever since the HCMC government issued its registration 
decision. They explained that 

technically is not binding on other jurisdictions 

had gone out to other provinces that the two groups were fully 
legal. The two organizations are in the process of formally 
registering in other provinces. 


15. (SBU) Pastor Hien told us that he remains frustrated that 
the central government continues to stall on accepting his 
group's registration application. On August 14 

Hanoi with a Vice-Chairman of the national CRA 

discuss registration. Xuan reportedly said that the CRA was not 
prepared to accept the Baptist\'s application because it already 
has its V'hands full" with other petitions and is developing а 
new application form for registration. Referring to the fact 

that Henry represents five separate Baptist organizations 

said that the GVN wants to give \"smaller groups time to merge\" 
before it accepts their registration petition. The GVN has no 
right to dictate merger or division of religious organizations 

Hien said. The GVN should encourage and accept registrations 
from any group that wishes to begin the process 

imposing extra-legal conditions 

particular 

churches to list all their members during the registration 
process. This is not required by the legal framework 
particularly pernicious as some local officials have used lists 
submitted by house churches to identify and harass followers. 


16. (SBU) Detailing a string of police harassments of house 
church groups -- almost exclusively in remote rural areas --- 
Pastors Nhan and Hien echoed the views of Pastor Steven that 
enforcement of the legal framework remains spotty and still 
depends too much on the goodwill (or lack thereof) of local 
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officials. Even when local officials want to assist 

unclear of the process 

copies of two press articles (scanned original and translation 
sent EAP/MLS 

provincial newspaper and the Hanoi Youth Union newspaper 
extolling local officials and villagers in ethnic minority areas 

for preventing the spread of Protestantism. They also reported 
that two church workers were badly beaten in Thanh Hoa province 
immediately after they met with a church worker who was badly 
beaten in July (ref C). Local officials initially told the two 

victims that they were assaulted by highwaymen and the incident 
had no connection to religious freedom. Provincial and district 
officials subsequently visited the two victims and told them 

that they would investigate 

incident to anyone else. To send a clear message on its 
commitment to religious freedom 

those who violate the legal framework. 


HO CHI MIN 00001056 004.2 OF 004 


17. (C) Comment: Although frustrated by continuing problems at 
the local levels 

mainstream house church leaders --- told us that he is 
considering applying under the legal framework. Quick GVN 
approval of pending registrations for the United World Mission 
Church 

Hanoi to local officials to apply the legal framework more 
consistently would go far to getting Nhan off the fence and 
beginning the process of registration. It is notable that the 
National Executive of the SECV acknowledged for the first time 
what Pastor Kim had told us previously; namely that some of the 
organizationVs hierarchy in Dak Lak may be ethnic minority 
separatist sympathizers 

and recognition process in the Central Highlands. End Comment. 
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City State. The appointments are effective as of today. 


2. Dominique Francois Joseph Mamberti was born in Marrakech 
Morocco in 1952. He is a French national 

Corsican. Ordained a priest in 1981 

See\'s diplomatic corps in 1986 and worked in Algeria 

UN-New York 

nuncio in Sudan in 2002 

speaks Italian 
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3. Comment. Mamberti is relatively young (54) and inexperienced 
as a papal ambassador having been appointed a nuncio only 4 
years ago. Obviously he made a good impression when serving at 
the Secretary of State. The appointment of a non-Italian to the 

FM position was a sine qua non 

State being held by Cardinal Tarcisio Bertone 

office today. 


SANDROLINI 
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James Neilson 

Aires Herald 

anniversary of the terrorist attacks on New York and Washington 
flits by 

gave them to remind us that the US lost no time in the allegedly 
limitless goodwill outsiders felt just after the Twin Towers came 
crashing down killing almost three thousand people. That is true 
enough... (However 

that the US had had it coming because of its obnoxious behavior 
that though Osama bin Laden men may have gone a bit too far they had 
plenty of legitimate grievances and 

them when they were fighting the Russians in Afghanistan. 


\"Even so 

not gone and ruined everything by hitting back 

Qaeda and its Taliban friends in Afghanistan and then against the 
ferocious dictatorship of Saddam Hussein in Iraq in an effort to 
implant a functioning democracy in a key part of the Middle East.\" 


- VBushVs VenemiesY gather at the US gates\" 


Daily-of-record V'La Nacion!" reports (09/14) “Тһе Non Aligned 
Movement Summit will become an opportunity for several tough critics 
of Washington (among them 

evilV) to meet face to face in Havana 

US coast. 


V'The presidents of Iran 

delegations from North Korea and Belarus will gather tomorrow and on 
Saturday in the summit. Syrian President Bashar al-Assad is also 
expected 

attack against the US Embassy in Damascus. 


\"The big question is whether Fidel Castro will show up at the 
meeting or his brother Raul will do so... 


V... The summit has at least a certain anti-US atmosphere 
disguised as a call to defend Vmultilateralism.V 
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\"As a matter of fact 

strongly criticizes US foreign policy although attendance of 
Washington\'s allies at the meeting could downplay the tone of the 
document. 


V... On the contrary 
Washington\'s main enemies 
Cuba... 


\"For his part 

Venezuela\'s candidacy for a non permanent seat at the UN Security 
Council... The summit will be an excellent opportunity for Chavez 
because members of the NAM represent nearly two-thirds of the votes 
at the UN General Assembly.\" 


- \"Increasing disagreement between the US and the EU over the 
Iranian case\" 


Daily-of-record V'La Nacion\" reports (09/14) V'At a moment of strong 
international tension over Tehran\'s nuclear ambitions 

increased between the US (which supports the implementation of 
sanctions on the Islamic regime) 

continue talks). And 

negotiations 

disagreement. 


VDuring a meeting of the International Atomic Energy Agency in 
Vienna 

correct choiceV regarding its nuclear program and Vavoid the 
consequences! of eventual sanctions from the UN Security Council. 


Y... Washington believes that Tehran should opt for the full and 
immediate abandonment of its enriched uranium-related program... On 
the contrary 

sanctions on it and 

military intervention. 


\"For their part 

of the EU that there is still time to reach an agreement through 
talks with the Islamic regime and that the time for sanctions has 
not come yet. 


V... Diplomatic sources said that the disagreement between the US 
and EU has deepened after last weekend\'s proposal from Iran to 
freeze its enriched uranium-related activities for Vone or two more 
months.Y While this offer could be interesting for the EU 
Washington has already expressed its mistrust of the Iranian 
proposal. V 
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- VMore and more fronts for Bush\" 


Daily-of-record V'La Nacion\" reports (09/14) V'The Bush administration 
faces multiple international crises at the moment. Some of them are 
unexpected - the bloody wave of violence in Afghanistan 

attack on Syria and even further deterioration of the situation in 

Iraq. 


V'These crises led the White House again to defend its antiterrorist 
policy 


\"In a conflict termed by Bush as a Vfight for civilization 

also found itself in the unusual position of having to praise one of 
the governments which it usually refers to as a villain in the war 
on terrorism - that of Damascus. 


\"Tony Snow 

officials helped AmericansY to frustrate an attack on the US Embassy 

in Damascus. He also proposed that Damascus Vbecome an allyY in the 
war on terrorism. The Bush administration has strongly criticized 

the tough control wielded by the Syrian regime on its people and the 
support it has granted to Hezbollah and the Palestinians 

included Syria in the so-called Vaxis of evil. VV" 


3. EDITORIALS 
- VTensions met by Bolivia 


An editorial in leading \"Clarin\" reads (09/14) \"Bolivian President 
Evo Morales has had the most conflictive weeks of his administration 
since he took over... 


VOne of the main points of the political conflict is the 
interpretation on what majority is required to approve decisions by 
the Assembly. However 

party and the opposition 

divisions reflecting the tension between the Eastern provinces 
which generate 4496 of GDP 


VBolivia is going through a transformational stage in which it 
should define a new Constitution. It will succeed in this task as 
long as it reaches a national unity agreement among its political 
and social sectors and consensus among its leaders. Political 
instability and social polarization have been endemic evils in 
Bolivia and their recurrence also negatively impacts on the 
region. V 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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U.S. Congressional efforts to award the Dalai Lama the 
Congressional Gold Medal 

Yafei told the Ambassador on September 15. AFM He said 
that despite repeated Chinese requests that it be stopped 
Congressional action had sent the wrong signal to Tibetan 
independence forces 

Chinese internal affairs 

relations and \"created obstacles V' to Chinese-Tibetan 
dialogue. AFM He requested that the USG executive branch 
oppose Congress" efforts and restrict the Dalai Lama\'s 
activities in the United States. The Ambassador replied 

that the United States recognizes Tibet as part of China 

and urged China to engage directly in dialogue with the 
Dalai Lama. Congress is a separate and co-equal branch of 
government that frequently expresses its own views. The 
United States considers the Dalai Lama to be an 
internationally revered religious person 

figure 


RANDT 
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Questions. Because the program violated the pledge signed by 
broadcast media two weeks ago (refs B and C) 

that political shows not be one-sided at this time 

suspended the show for one month. Furthermore 

the show 

Alliance for the Presidential Majority 

respectively 

making provocative statements. 


3. (SBU) Comment: The HAM is evidently seized with just how 
important its role can be in keeping media allied with Joseph Kabila 

and Jean-Pierre Bemba from becoming mouthpieces for hardliners of 
both camps. The Ambassador will meet with HAM President Mutinga on 
Monday to reinforce that role. End comment. 


MEECE 
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with the LTTE at the earliest. ' Minister de Silva also told 
Brattskar that the GSL seeks a commitment from LTTE leader 
Prabhakaran on two points: the LTTE must enter into talks 
with a genuine intent to negotiate a lasting peace 

Tigers must commit to a verifiable 

of all violence. The MFA\'s de Silva explained that the GSL 
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delegation to Oslo in June had been badly embarrassed when 
the LTTE pulled out of talks at the last minute. She added 
that when Prabhakaran committed to ceasing hostilities to 
then-Peace Envoy Erik Solheim prior to talks in Geneva in 
February 


2. (C) The MFA officials said that Ambassador Brattskar had 
accepted Minister de Silva\'s comments as official 

notification to the facilitator 

comments to the LTTE. However 

unable to reach any LTTE representatives by phone since 
returning to Colombo from the Co-Chairs meeting. Ambassador 
Blake reiterated US support for the peace process and for the 
Norway as the facilitator 

on this \"significant opportunity for peace\" and to 

demonstrate statesmanship 


3. (C) Minister de Silva also registered some objections to 

the September 13 Co-Chairs (US 

statement with Ambassador Brattskar 

said. The GSL would have preferred to be consulted before 
the Norwegians announced a prospective date and time for the 
peace talks 

Ambassador Brattskar replied that the LTTE had contacted 
peace envoy Erik Solheim and expressed a willingness to 
negotiate; since the GSL has always professed a readiness to 
hold talks 

expediently as possible 

MFA group that the Co-Chairs had merely suggested a time and 
place and had included wording in the statement noting that 
the proposed date and venue of the talks were subject to the 
agreement of both parties. He reiterated that there had been 
no attempt by the Co-Chairs to dictate terms to either side. 


4. (C) The GSL also had objections to the Co-ChairsY language 
in describing the bombing of the Mullaithivu school 
Jayasekera said. According to him 

Ambassador Brattskar that the use of the word \"school\" was 
inappropriate to describe the facility that GSL forces 

bombed. Jayasekera called the facility Van LTTE 

installation 

Ministry of Education 

taken there for VLTTE training.\" Jayasekera said that 
Ambassador Brattskar told Minister de Silva that the 
statement came from all of the Co-Chair representatives 

he alone could not provide a clarification. 


5. (C) Comment: The GSL\'s requests from the LTTE seem 
reasonable 

commitment from Prabhakaran brought about the desired result 
of minimizing LTTE violence. It remains to be seen how the 
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unpredictable Tigers will respond 
reftel 
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next week to get their responses to those questions. The 
MFA\'s real purpose in calling in the Co-Chair Chiefs of 

Mission may have been to appease Sinhalese nationalist 
hard-liners such as the Janatha Vimukthi Peramuna (JVP) Party 
by publicizing the fact that the GSL formally registered 
objections to parts of the Co-Chair statement. End comment. 
BLAKE 
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in terms of the difficulty of processing U.S. milair 
transits. He recognized lrelandVs right to interpret 
munitions of war in its own way 

now under discussion as possibly requiring notification 
as wheeled vehicles and machine components 

within the international norm. Citing Russian materiel 
shipments to Venezuela 

whether Irish notification requirements would apply uniformly 
to all countries that transshipped military items. 


3. (C) The Irish Government was open to information 
exchanges with USG agencies as part of its review of military 
transits at Shannon 

Transport Principal Officer for Aviation Regulations and 
International Relations. McKay said that the Government had 
undertaken the review largely because U.S. commercial 
contract carriers had 

through Shannon in recent months that would normally count as 
munitions of war 

helicopters to Israel. The review aimed to flesh out the 

full scope of military materiel passing through Shannon 
Transport Department officials would 

interpret munitions of war more broadly V'to be on the safe 
side." McKay stressed nonetheless that the long-standing 
Irish policy of permitting U.S. access to Shannon was not 
subject to reversal 

actions in Iraq and the Middle East had made the political 
context for the policy more sensitive. He added that Ireland 
was generally more flexible in its notification guidelines 

than other EU Member States 

short 48-hour notice requirement. 


4. (C) McKay said that the Irish Government was willing to 
work with the USG in the course of the review 
whether U.S. Defense Department officials could provide a 
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standard list of items that the USG would categorize as 
munitions of war. This form of exchange would help to 
determine the extent to which the two sides could agree on 
items requiring notification and the exemptions needed for 
non-agreed items. McKay also asked whether the U.S. side 
could share the Ireland section of the U.S. Defense 
DepartmentVs Foreign Clearance Guide 

Irish input into the instructions for contract carriers 

regarding Shannon transits. He added that the review would 
likely be completed by late October 

with re-published notification guidelines as an end result. 

He noted that no final conclusions had been reached in this 
regard and that current normal exemptions were being granted 
with the Transport Department not being more restrictive in 
this regard. DATT replied that he would sound out TRANSCOM 
and USG agencies on the possibility of an information 
exchange. 


5. (C) Action request: In the interests of ensuring 

continued U.S. milair transits at Shannon on the basis of 
reasonable and mutually acceptable notification requirements 
Post asks that TRANSCOM and other involved Defense agencies 
consider positively McKay\'s suggestions for an information 
exchange. DATT intends to forward these suggestions 
separately through appropriate Defense Department channels. 
KENNY 
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rise 
to identify and counter. 


3. (C) Chaboud and other French officials have publicly noted 
that the recent release (under the Algerian governmentVs 
amnesty program aimed at fostering national reconciliation) 
of more than 2 

associated with the GIA (which was responsible for numerous 
terrorist attacks in France and against French nationals) 
could give GSPC a recruiting pool of hardened criminals with 
a background in perpetrating attacks. In fact 

GSPC has already called on former GIA members to join his 
organization. There is a serious concern in France that 
these individuals could form active terrorist cells in 

Europe. French officials already publicly admit that the 
GSPC is present on the continent 

territory. 


4. (C) The 2004 law banning headscarves in public schools and 
French military participation in UNIFIL were cited by 

al-Zawahiri as attacks by France on Islam. Government 
officials have previously warned the public that such 

politically sensitive issues would be used as propaganda 
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tools to incite others to radical violence. It was clear 
from the GOF 

that this was taken into account in their engagement 
strategy 

what it considers to be its responsibility in international 
affairs. French participation in ISAF has also long been 
considered in France to be risk factor in terms of Muslim 
opinion at home and around the world 

deterred France from doing its part in the war on terror. At 
the same time 

have shifted towards winning the V'battle of ideas 
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outlined in their counterterrorism policy. 


5. (C) In addition to calling attention to the growing threat 
of terrorism 

accomplishments in the field and its ongoing efforts to 
battle terrorism. Chaboud recently acknowledged in an 
interview for the first time 

Washington Post 

unit dubbed \"Alliance Base\" that helps coordinate efforts 
against radical Islamist terrorism. In a separate interview 
Chaboud defended the use of video surveillance 
maintained that 

infringe on individual liberties and is an essential tool in 
fighting terrorism. Another article in the September 14 
edition of the Le Figaro states that France 

service 

suspect is allegedly part of a group of young French men 
whose goal was to go fight against the American military in 
Iraq. While French officials express confidence in their 
ability to protect France from terrorist attacks 
acknowledge that France is vulnerable to attack and all 
planned attacks cannot be successfully pre-empted. 


6. (C) COMMENT: With the anniversary of September 11 just 
past 

perceptions that campaigns in Afghanistan and Iraq are at a 
critical phase 

2007 

reason for government officials to warn of a heightened 
threat of terrorist attack. Sensitizing the public to the 
possibility of an attack at home (or in Lebanon) against 
French nationals or soldiers serves to both increase 
vigilance and protect the government against charges of 
negligence should an attack occur. 


7. (C) That said 
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warning against France was the fourth or fifth story on most 
evening news broadcasts. The French have long endured the 
threat of terrorism and are not easily intimidated. Should an 
attack occur 

policies could easily take on increased significance in the 
2007 presidential elections. For presumed center-right 
presidential candidate 

of Interior with responsibilities for counterterrorism 

is especially likely to be the case. END COMMENT 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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with the government (ref A). In addition 

not officially recognize the existence of refugees within their 
borders. \"Migrant workers are seen as African brothers or Arab 
brothers 

there are some encouraging signs of cooperation. Last month 
World Islamic Call Society 

GOL to promote moderate Islamic thought 

Day in conjunction with UNHCR. Alwash calls this a \"step in the 
right direction\" and hopes to follow up with a migration and 
asylum conference this November or December 

ofthe GOL. UNHCR is given informal access to Libyan detention 
centers to screen for refugees 

identified as refugees are given over to UNHCR custody. Alwash 
also is pleased with the recent formation a committee at the 
General People\'s Committee for Justice to draft a law on asylum. 


4. (C) Laurence Hart 

Organization For Migration 

listed the organizationVs priorities in Libya as \"capacity 
building 

management." ОМ hopes in the near future to conduct field 
research to get a better sense for migration patterns and 
numbers. Clearly 

goal 

especially in the creation of an inter-ministerial committee on 
migration. Hart says that this committee may be able to give 
some consistency to immigration laws 

\"vague and without clear implementation. V 


AFRICAN MIGRANTS IN LIBYA: A BIT LESS THAN WELCOME 


5. (C) When strolling through crowded Abu Saleem market 
in Tripolivs suburbs 
the heart of an African city--and a diverse one at that. 
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Ethiopian run hair salons sit adjacent to Camerooni 

Sudanese restaurants in this basic market. The African community 
here is poor 

overall strategy to achieve of pan-African unity 

Qadhafi implemented an Vopen door policyY for Africans 
interested in seeking jobs in Libya. More African migrants came 
than expected 

visitor visas to enter the country 

Africans living in Libya entered illegally across a land border. 

The African community is subject to suspicion from locals. 
African migrants are often blamed for increasing crime in 
metropolitan areas. Five years ago 

African community when a Libyan family charged an African 
migrant with rape and retaliated against the man. The GOL deals 
with the community cautiously. 


6. (C) While the Leader still sees himself as the father of the 
continent 

policy and is making attempts to VregularizeY illegal migrants. 
Because African migrants are more easily recognizable compared 
to Arab migrants 

deportations. The GOL fully recognizes that 

to 

V'It is too expensive to deport all of them 

keep them in centers" said Ibrahim Dabbashi 

from the General Peoples Committee (GPC) for Foreign Liaison 
and International Cooperation (MFA equivalent) office of 
International Organizations. In addition to some sporadic 
deportations 

African migrants is tied in with its pan-African ideology. 
According to Dabbashi 

people want to leave their countries by developing African 
nations from within\" using various infrastructure and investment 
projects (ref B). If they receive U.S. visas in time to travel 

the GOL hopes to send 25 representatives to the upcoming UN High 
Level Dialogue on Migration 

conference as a platform to engage with the international 
community on problem of illegal migrants. According to Dabbashi 
it is difficult for the GOL to engage regionally with Africa on 

the issue of illegal migration because of a V'conflict of 
interest\"--Libya is a supplier of jobs that do to a certain 

degree help support African economies. 


EGYPTIANS AND NORTH AFRICANS: ARAB BROTHERS HAVE MORE LEEV 


7.(C) Egyptians 

percentage of migrant labor force in Libya 

hotel and restaurant industries. Unlike African migrant 
laborers 

to 6 months. Many of them are able to find work within that 
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period 

Egyptian consul in Tripoli spends a lot of his time negotiating 
disputes between Libyan employers and Egyptian workers. 

He is frequently summoned to Rasheed Street 

Corinthia Hotel where the U.S. Embassy is working out of 
temporary space 

perceived to be involved in the smuggling trade 

notoriously operates out of the low end hotels in the area. The 
GOL is making gestures to regularize the status of their \"Arab 
brothers" as well. On July 18 

and Employment announced a law forbidding the hiring or 
employing any foreign worker without a contract between both 
parties. The law also called for the extradition of non-national 
manpower that has not been regularized. It is unclear exactly 
what steps are being taken to enforce this new regulation. 
According to the Egyptian consul 

deported for working illegally can easily reenter Libya along 
the 1100 km desert border that exists between the two nations 
generally aided by the Awlad Ali tribe 

people 


DESTINATION: EUROPE 


8.(C) While some migrants enter the country merely seeking to 
earn a living in Libya 

attractive destinations in Europe. The 2000 km stretch of Libyan 
coastline is an ideal launching point for human smugglers 

the western cities of Zuwara and Misrauta are the most notorious 
points for embarkation. In July of this year 

show that 3000 migrants landed in Lampedusa 

the coast of Italy 

from Morocco 

western and central African countries. According to the Italian 
Consul 

since January 

have made the journey. International and local sources say 
smugglers charge between 1500 to 2500 USD for the dangerous 
trip 

crowded boats containing upwards of 100 passengers and an 
uncertain future if they make it to Europe. 


9.(C) The GOL has a large stake in breaking up smuggling rings 
and stemming the tide of illegal migration to Europe. Besides 
the negative PR aspect when would be migrants perish at sea 
often reported in the international press 

expend a lot of resources to identify 

migrants caught trying to get to Europe. EU member nations 
especially Italy 

border patrol equipment and constructing shelters for deportees. 
Endemic challenges exist 
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smugglers can easily bribe local border police. The GOL is still 
defining just how much cooperation it is willing to have with 

the EU on border patrol. This week 

Malta announced the GOLVs rejection of the idea of a joint naval 
patrol with Italy and Malta because it is V'against international 
law\" 

aid to Libya and assistance with a long-term solution to the 
eradication of poverty in Africa. 


EMPLOYMENT CRUNCH 


10. (C) For years 

refused to perform. While the mentality of Libyans is changing a 
bit on this front 

laborers to fill menial and semi-skilled jobs. At the same time 

the GOL is struggling to balance its need for migrant workers 

with a mandate from Secretary of the General People\'s Committee 
for Manpower 

unemployment. Official figures pin unemployment at 13% out of 
local population of 5.5 million 

20 years old. The strategy to grapple with the challenge is a 

mixed bag 

providing small loans to private citizens to open private 
businesses 

is also a large focus on ensuring that newly opened foreign 
businesses remain partially \"Libyanized.\" Foreign companies and 
embassies operating in Libya must comply with government quotas 
to employee local workers. The government oftentimes will not 
issue residency visas to third country nationals looking to work 

at foreign companies. This poses a challenge to international 
institutions must draw from a fairly limited pool of English 
speaking Libyans and would often prefer to hire third country 
nationals who possess essential skills. 


11. (C) According to the local IOM representative 

define exactly what needs exist in the labor market and set up 
agreements with source countries to recruit people with those 
skills. Post is aware of only one such pending agreement. 
According to the Filipino consul 

visit last month to Libya 

long term contracts for Filipino nurses to fill staffing gaps in 
hospitals and train local staff on proper nursing practices. 


HUMAN TRAFFICKING-POTENTIAL FOR COOPERATION WITH 1МТЕАМАТК 
ORGANIZATIONS 


12.(C) In an encouraging sign of cooperation with the 
international community 
officials in country and asked for assistance on what they see 
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as a growing problem of international human trafficking. 
According to the IOM representative in country 

assistance in dealing with the problem of Nigerian women who are 
trafficked for sex into Tripoli. While prostitution is not 
immediately apparent in this conservative country 

government has detected 

neighborhoods 

almost all male migratory work force in the city. When Post has 
asked Libyan officials if there are opportunities for bilateral 
cooperation on trafficking issues 

that Libya would only work through international organizations. 


13.(C) COMMENT. The GOL seems to be making serious efforts to 
control their border security as best as possible. Like the US 
they face the challenge of a long and porous border 

with a true need in the economy for cheap migrant labor 
especially in the construction industry. They have indicated a 
willingness to work with the international community on their 
migrant labor challenges. But 

unity will clearly influence how they address this issue. Libya 
will continue to shy away from projects that bring V'outsiders to 
Libya" or are perceived to infringe on Libyan sovereignty 
example 

interdict illegal migrants. There are some promising signs that 
they are willing to engage on migration issues 

subjects 

timeline. END COMMENT. 
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by certain Slovenian officials using the word independence in 
various contexts. According to Marc 

knows what will happen but is watching what others are 
saying 

investment potential. This seemed to be a not-so-oblique 
warning that they are taking note of who they think are their 
friends and will act accordingly in the future. Marc said 

this does give the GOS some pause as Serbia is an important 
economic partner for Slovenia. 


6. (С) Comment Continued. In the last two years 
Slovenian MFA has had no fewer than four Division Heads for 
South Eastern Europe - many of them also alumni of 
Yugoslavia\'s foreign ministry. This rotation is due 

likely 

Balkan policy and is not particularly receptive to counsel on 
an issue for which he is 

leading national expert. The MFAVs newest head of the 
Division for South Eastern Europe 

returned from four years in Dublin. He is an alumnus of the 
International Visitor program and speaks excellent English. 
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While he has no prior MFA experience with the former 
Yugoslavia 

If Marc can manage his relationship with the Foreign Minister 
and carve out a productive role for himself 

excellent (and lasting) point of contact on Balkan issues. 

End Comment. 
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political and material support\" for the Seniora government 
would continue 

that a strong central government was key to restoring 
stability and peace to Lebanon. 
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allies of Damascus have obtained a large amount of a variety 
of weapons in order to undertake an operation to surround the 
Parliament building and the homes of MPs from the 
parliamentary majority. 


Document 2: 


Information from inside the \"Ain el-Helwah\" camp indicates 
that Saad Osama Bin Laden (son of Najwa) 

territory using an Iranian passport under an assumed name in 
July. He entered \"Ain el-Helwa\" camp and met with the 
\"'Asbat al-Ansar\" group headed by Haytham al-Saadi (Abu 
Tariq) along with Jamal Suleyman and a number of al-Qaeda 
people. It was decided at the meeting to instruct and direct 
their elements to undertake terrorist operations against all 

of UNIFIL-2 

carried with him a large amount of dollars to spend on the 
operations. He then left Lebanon and returned to Tehran via 
Syria. 


(asterisk on document) This information about al-Qaeda and 
VAsbat al-Ansar terrorist operations against UNIFIL reveals 
that Sunnis are responsible for these 

Iran remain outside of this game. 
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End informal Embassy translation of the documents 
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in the back" during the war and were essentially working as 
U.S. agents deeply unsettled the political community. While 
some politicians feared Nasrallah\'s words would have a 
chilling effect on a still anxious nation 

believe Nasrallah himself is increasingly nervous because of 
gradually emerging criticism concerning Hizballah\'s arrogant 
and costly behavior on July 12 and throughout the war. More 
than one politician sees the excessive language used by 
Nasrallah as a strong indication that he is desperately 

trying to keep the previously monolithic Shia community in 
line through intimidation. End summary. 


NASRALLAH RHETORICALLY BLASTS SINIORA 


2. (U) Hizballah Secretary General Hassan Nasrallah 
continued his harsh attacks on LebanonVs pro-reform forces 
with a September 12-13 televised interview on Al-Jazeera. 
Nasrallah issued a thinly veiled political threat against 

Prime Minister Siniora by stating that Hizballah might 
reconsider its participation in his Government. He also 
accused Siniora of Va lack of ethics and sensitivity" when һе 
invited British PM Tony Blair to visit Beirut earlier this 

week. But perhaps Nasrallah\'s most threatening message was 
his insistence that Siniora\'s Government did not have the 
support of the \"street\" and should give way to a national 
unity government -- that would include Hizballah ally Michel 
Aoun. 


SOME REFORMISTS ARE INTIMIDATED 


3. (C/NF) Former MP (and political ally of Saad Hariri) 

Ghattas Khoury told the Embassy that he found NasrallahVs 
statements \"terrifying 

\"implicit death threats" against the leaders of the March 14 
pro-reform movement. Khoury believes Nasrallah has embarked 
upon a determined campaign of political intimidation that 

will not cease until the Siniora Government falls. 


4. (U) In a press interview on September 14 

Interior Minister Ahmad Fatfat 

Movement 

implied any criticism of the VresistanceV was tantamount to 
treason. Minister Fatfat stated that such reckless language 
amounted to V'an invitation to murder." In a similar vein 
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Minister of Social Affairs Nayla Mouawad told the press she 
deeply resented NasrallahVs call for a new government 
because such a move would leave the formation of the 
government in the hands of President Emile Lahoud -- and his 
Syrian masters. 


.. WHILE OTHERS SEE NASRALLAHVS ANXIETY 


5. (C/NF) MP Wael Abu Faour 

JumblattVs bloc 

respond to NasrallahYs accusations at this time 
feared it would play directly into Nasrallah\'s hands by 
inflaming the situation and jeopardizing the impending 
formation of the international tribunal. Abu Faour 
was less worried than Khoury and Fatfat 

NasrallahVs recent speeches demonstrate his growing anxiety 
over possible loss of control over the Shia community 
sense that he will brand any deviation from Hizballah 
orthodoxy as V'traitorous. V 


6. (C/NF) Political analyst and former Ambassador Simon 
Karam viewed the latest Nasrallah gambit in a vein similar to 
Abu Faour. Karam believes that Hizballah\'s leader is playing 
on Lebanon\'s ever-present fear of Shia-Sunni tensions in an 
effort to short-circuit growing questions about the actual 

cost of Hizballah\'s \"resistance\" in the just-completed 
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conflict. Karam said he hopes the UN Security Council would 
continue to apply strong pressure on Hizballah to disarm its 
still-powerful militia. 


7. (C/NF) Lebanese Forces MP George Adwan expressed to us 
his concern that Nasrallah\'s uncompromising stance is raising 
sectarian tensions to \"dangerous\" levels. But he also said 

he is torn about whether pro-reform forces should forcefully 
answer NasrallahVs charges -- if they stand back 

help lower tensions 

(and the Syrians) may sense weakness and become even more 
reckless in their accusations and actions. 


8. (C/NF) Future Movement MP Ghouna Jalloul told poloff on 
September 14 that she and many of her colleagues now believe 
a fracture is developing in the Shia community as a result of 

the considerable cost in human life of HizballahVs latest 
actions. Jalloul 

with numerous moderate Shia 

community are eager for an alternative to Hizballah. She 
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insisted that Nasrallah\'s V'hysterical charges!" will backfire 
badly because it reveals his continuing interest in pursuing 
an aggressive policy toward the Israeli state. Jalloul 
declared 

of war and are tired of listening to NasrallahVs repeated 
threats. V" 

FELTMAN 
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installation of the Assembly itself 

Supreme Court validates the legislative results in 
mid-November . In any case 

does not take his or her seat 

(or substitute 

registered to run 

automatically be selected for the vacant seat. On the other 
hand 

will have an obvious impact on the operations of the 
Transition Government for its remaining lifespan. Given 
October 29 second-round elections 

government may not be formed before the end of this calendar 
year. 


3. (SBU) Many 

clearly loathe to give up their current positions 

the attendant opportunities for better (official and 
non-official) compensation. On the other hand 

these politicians will not be eager to sacrifice their secure 
seats in a future institution for an uncertain fate as a 
possible selectee in the new government. At this point 
there is no obvious legal way to finesse the issue. 


4. (SBU) Comment: Some have speculated that cutting the 
cabinet in half could 

poorly functioning Transition Government. Clearly 

any band-aid fix 

cover more than one ministry or seeking improvised coverage 
by vice ministers 

negotiated political deals to fill the ministerial vacancies 

for the remaining months of the transition is possible 

would most likely result in a crop of appointees more 
interested in seeking short-term opportunities at the trough 
than in carrying forward the work of the country. Whatever 
the approach taken 

basis for low expectations of GDRC performance over the next 
few months. End comment. 

MEECE 
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within the Turkish state for carrying out the bomb attack. 
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Several press commentators and politicians believe the hardliners in 

the PKK to be behind the deadly attack because the organization was 

put under pressure by calls by the DTP for it to announce a 

unilateral ceasefire. Several papers said a preliminary criminal 
investigation by the police showed the mechanism that triggered the 
explosion on Tuesday was the same that was used by the bombs made by 
the PKK. Opposition party DYP chairman Mehmet Agar 

chief 

into an issue to \"weep over 

issuing a statement even a day after the killings. 


Ralston Visit to Ankara 

All papers report Prime Minister Erdogan congratulated the US 
Special Envoy for Countering the PKK 

Joseph Ralston 

Erdogan warned Ralston not to take steps that may be interpreted as 
accepting the terrorist organization as an interlocutor. He 

reminded Ralston that President Bush and Secretary Rice have been 
informed on the substantial steps that should be taken for 

eliminating the PKK in northern Iraq. Ralston assured Erdogan that 
\"the terrorists will never be accepted as interlocutors 

\"the Turkish nation will see that we will take solid and visible 
measures." 


Papers report Ralston\'s counterpart 

would join Turkey\'s Anti-terror Board 

VAnti-terror Coordinator for Turkey 

reports Baser said he told Ralston that if there are any contacts 
with the PKK 

timetable for action together with Ralston. \"We will outline a 
roadmap for action and will fix the interim targets 


The sensationalist Star reports an unidentified Turkish official as 
saying that during the Ralston visit to Ankara 

have decided to launch 

PKK in northern Iraq. Ralston said Erdogan\'s persistence on the 
issue had been effective in determining a new concept in the fight 
against terrorism. Ralston drew attention to President Bush remarks 
that We cannot accept Iraq providing shelter for terrorists 

reports the paper. 


Turkish Directorate for Religious Affairs Criticizes Pope Benedict 

over Recent Remarks 

All Papers: Today's papers gave extensive coverage to the harsh 
response given by Religious Affairs Directorate head Ali Bardakoglu 
to Pope Benedict XVI for criticizing Islam and Prophet Mohammed. In 
a speech on Tuesday 
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conversation between 14th century Byzantine Christian Emperor Manuel 
Paleologos Il and an educated Persian on the truths of Islam and 
Christianity. “Тһе Emperor comes to speak about the issue of jihad 
holy war" 

Mohammed brought that was new 

evil and innuman 

faith he preached. Labeling the statement a matter of concern and 
grief both for the Christian world and for peace on earth 

Bardakoglu said that the statement may reflect hatred and enmity in 
the Pope\'s inner world. Bardakoglu described the PopeVs statement 
as \"disrespectful\" and \"hostile\" and urged him to take his words 
back and apologize. Milliyet reports that Bardakoglu also spoke out 
against the Pope\'s planned visit to Turkey in November by saying 
that Vthe visit would make no contributions to peace among different 
civilizations.\" 


SONAR Survey Reveals Considerable Decrease in the Popularity of AKP 
Cumhuriyet reports that a survey carried out by polling company 

SONAR has revealed that the ruling party AKP lost a considerable 
amount of its popularity. According to SONAR survey at the 

beginning of 2006 

PM Erdogan 

dropped to 25.51 percent. Main opposition party CHP\'s popularity 
jumped from 13.35 to 20.08. The survey was based on interviews with 
1851 people in Ankara 

Edirne 


Editorial Commentary on War on Terror and NATO 

Yilmaz Oztuna writes in the conservative Turkiye: V'President Bush 
has called on Americans to support the fight against terrorism by 
arguing that otherwise terrorism will bring a horrifying future for 

the coming generations. However 

the west 

involved in any kind of fighting. Europeans 

suicide twice in 20 years with two world wars 

change Washington\'s mind when an international crisis escalates and 
leads up to a war situation. Currently NATO has almost become the 
full extension of the US as Europeans stay away from making 
significant contributions. It seems Washington is going to continue 
its policy goals in the Middle East with Israel and the UK 

as with Kurdistan and Armenia. At this point 

Turkey to be in this league however Ankara pledges nothing 

gives advice. V" 


Sami Kohen asks in the mainstream Milliyet whether or not NATO has 
become outdated: \"Obviously NATO members 

totally unwilling to respond positively to the request for 

additional forces for the Afghanistan mission. European nations 

due to the pressure of public opinion 
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in a dangerous military adventure. In addition 

the situation in Afghanistan is considered to be a US war. As for 
Turkey 

additional forces - the public strongly believes that the western 
community has not done anything on Turkey\'s terrorism issue. 
Regardless of the reasons 

an extensive debate on the organizationVs out-of-area 
responsibilities and operations. Otherwise NATO will eventually 
turn into an outdated organization. V 


TV Highlights 
NTV (6 a.m.) 


Domestic News 


- Visiting Foreign Minister Abdullah Gul had been given a warm 
welcome in Paris 
decision to join the international force in Lebanon. 


- A delegation of Turkish officials is to hold talks in New York on 
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September 15-16 to discuss the technical details of the upcoming 
Turkish peacekeeping mission in Lebanon. 


- Two suspects fled after throwing a hand grenade at a jandarma 
patrol team in the Aegean tourist town of Marmaris. 


- State Minister Ali Babacan said the transfer of Turkish Central 
Bank headquarters would transform Istanbul into a financial center 
as well as strengthen Ankara as a political center. 


- IMF said it expected the year-end inflation in Turkey to stand at 
10.2 percent 


International News 


- The Organization of the Islamic Conference (OIC) has released a 
statement asking the Vatican to unveil its views with regard to 
Islam. 


- The Turkish Embassy in Baghdad has been working for the release of 
a Turkish driver 

of the Lions of Righteousness\" in Iraq. The insurgents had 

threatened over the weekend to kill Tek within 72 hours unless 

Ankara withdraws his company Vinsan operating in Samarra. 


- French Le Figaro slammed the EU for trying to humiliate Turkey by 
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forcing it to open its ports and airports to the Greek Cypriots 

despite the fact that Turkish Cypriots had accepted UNSYG Annan\'s 
reunification plan for Cyprus. 


- French socialist politician and presidential hopeful Segolene 
Royal warned her rival Nicolas Sarkozy\'s calls for excluding Turkey 
from Europe would bring V'disastrous consequences. V" 


- Prime Minister Haniya claimed the US was trying to block efforts 
for forming a new national unity government in Palestine. 


- A report by Amnesty International (Al) accused Hezbollah of 
violating international law by deliberately killing civilians in 
rockets attacks into Israel during the 34-day conflict in Lebanon. 
Hezbollah rejected the charges. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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economic development of the country is very important for 
security in the Central Asian region.\" Zhang and Rahmonov 
discussed issues of post-war reconstruction of Afghanistan\'s 
economy. V'We are interested in reestablishment of stability in 
this country 

depend on security and stability in Afghanistan" The SCO and 
Afghanistan set up a contact group to consider measures to 
reconstruct Afghanistan\'s economy and deal jointly with 
international terrorism and drug trafficking. 


4. (U) According to the Ministry of Economic Development of 
Russia 

projects during the SCO meeting. The two highways will be built 
through: Russia 

Despite Tajikistan\'s stated belief that energy projects are best 
discussed on a bilateral basis 

Russia and others will ensure that regional energy cooperation 
remains high on the agenda. According to government sources 
SCO Observers Iran 

membership in the SCO 


5. (SBU) According to news reports 

discussions the sides will discuss the implementation of 
previously signed agreements on economic 

cooperation 

investments in Tajikistan 

sector. The two sides are also expected to discuss regional 
security 
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terrorism 

expected to take part in an official ceremony launching the 
construction of the electric transmission line (LEP) 
\"North-South\" in the Varzob Gorge. In addition 

Chairman of China\'s Development Bank arrived in Dushanbe to sign 
an agreement with the Tajik National Bank under which the 
Chinese side will provide a USD 10 million loan to enhance the 
agriculture sector in Tajikistan. According to the Tajik State 
Statistical Committee 

goods to Tajikistan in the first six months of this year 

from the same period last year. Tajik exports to China over the 
same period amount to USD 5.5 million. 


6. (SBU) In a new development 

Tajik troops are preparing for the first ever joint 
anti-terrorist exercises according to the Tajik defense 
ministry. The joint military exercises 
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September 21-23 on the Tajik training ground Mumirak 
kilometers (124 miles) southeast of Dushanbe 

spokesman said. A total of about 500 soldiers will take part 
including a company of Chinese special forces 

ministry said. The Tajiks will supply artillery 

paratroopers. The drill will be held as part of the Shanghai 
convention on the fight against terrorism 

extremism 

military-technical cooperation of the two states defense 
agencies. 


7. (U) Centrasia.ru published a testy article describing U.S. 
intentions in Central Asia 

of the SCO and the Organization of Agreement for Collective 
Security - this is the priority task for U.S. State Department 

in Central Asia.\" The author attempts to discredit U.S. 
engagement 

Ambassador Hoagland\'s statements in Central Asia as ineffective 
and V'adding no value to Central Asia.V The article urges the 
SCO to confront U.S. interests in the region rather than seek 
avenues of cooperation. 


8. (SBU) COMMENT: Many observers here quietly feel the SCO 
serves Chinese interests in the region and nothing more. 
However 

region 

gain as well. Russia does not appear worried about the SCO 
eroding Moscow\'s position vis-a-vis China in Central Asia 

like China 

economic purposes. END COMMENT. 
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incursions.\" He added that the KPRF would continue its 
campaign to ensure that no future military exercises occurred 
on Russian soil. 


4. (C) COMMENT: While we are skeptical of KashinVs claim 
that protests occurred іп all of the country's jurisdictions 
anti-NATO and anti-U.S. military sentiment runs high among 
Russians 

especially if accompanied by continuing protests against 
foreign military activity 

task of ratifying the NATO Status of Forces Agreement if/when 
it finally reaches the legislature for consideration. 

BURNS 
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the story 
Croatia\'s EU bid. 


4. (U) State Secretary Biscevic also spoke to the group 
rejecting any Croatian responsibility for recent events; 
emphasizing that Croatia had made no unilateral moves; 
denying that there was any political motivation on CroatiaVs 
part; and pointing to measured Croatian responses at every 
turn. The Embassy of Slovenia (DCM) reminded everyone of the 
September 2 joint statement by the Prime Ministers regarding 
the lack of agreement about the border in that area 

that basis rejected the GOC assertion that Slovenia police 
were on Croatian national territory 

determined with any certainty. However 

Slovenia has offered all possible support to Croatia\'s EU 
accession 

The FM expressed her gratitude for that support. 


5. (U) Particularly inflammatory for the Croatian public was 
press reporting indicating that the Slovenian authorities had 
felled trees to block roads in the area. This immediately 
brought to mind the timber roadblocks set by ethnic Serbs 
when they established the so-called Serb Republic of the 
Krajina at the beginning of Croatia\'s war of independence. 
BRADTKE 
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reported significant troop movements by GOS forces into 
Darfur 

security incidents highlighted were an August 31 attack by 
uniformed GOS forces on women and children in Graida; AMIS 
forces did not react 
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repelled with APCs. AU officials said that a September 5 
incident 

represents a violation of both the Darfur Peace Agreement and 
the Humanitarian Ceasefire Agreement. AU officials said 
Sudanvs proposed security stabilization plan is unacceptable. 
On the political front 

grounds for excluding DPA non-signatories from participating 
in Ceasefire Commission meetings. END SUMMARY. 


2. (U) On September 7 

Task Force (DITF) briefed selected AU partners (US 

Canada 

security developments of the AU Mission in Sudan (AMIS). 
(NOTE: AU DITFVs subsequent September 14 briefing has been 
reported SEPTEL (ref B).) 


3. (SBU) AU DITF POLAD Dr. Solomon Gomes reiterated 
observations made September 6 by AU Peace and Security 
Commissioner Ambassador Said Djinnit (ref A) that the 
possibility of AMIS withdrawal after September 30 could not 

be ruled out 

would have to await the outcome of a September 18 AU Peace 
and Security Council (PSC) meeting. Partners who highlighted 
the AUVs \"moral responsibility" to remain in Darfur 

equal responsibility of funding AMISVs continued presence 
Gomes said. AU DITF Head Ambassador Ki Doulaye Corentin said 
the September 18 PSC would ask whether sufficient funds 
existed to allow AMIS to continue to December; if not 

would likely push for AMISVs withdrawal. The PSC would also 
consider whether AMIS had sufficient logistics on the ground 

to sustain its forces. Ki Doulaye said funds were sufficient 

to take AMIS beyond September and suggested that the UNGAVs 
Fifth Committee could request additional funding. EC 
representative clarified that current funding would cover 

AMIS to October 22; cash contributions from the Netherlands 
and the UK would cover AMIS to December. Ki Doulaye 
acknowledged that the AU had been informed that USG support 
for AMIS would continue beyond September 30. 


4. (SBU) A September 14-15 meeting with the UN would discuss 
how to strengthen AMIS on the ground 

Commenting on a new concept of operations (CONOPs) for AMIS 
AU DITF Military Component Chief Colonel Mayell Mbaye said 
the AU needed to await the PSC decision before adding two 
battalions and asking partners to airlift them. An UNMIS 
representative had informed AU Commissioner Djinnit on 
September 6 that the UN strongly needed these two additional 
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battalions. Ki Doulaye said the UN should fund these 
battalions 

Gomes observed that UNSCR 1706 V'has the potential to create a 
problem between the AU and the UN 

support to the DPA to only the transition. According to 
UNSCR 1706 

role to play; this was V'troubling 

the UNSCR was V'far-reaching 

the UN SYG report 

of the adoption of UNSCR 1706 

infiltration\" of UN staff into Darfur 

problem for the AU. Gomes said the AU would send a 
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delegation to the UN in New York. Mbaye commented that the 
addendum was \"opposite\" to the agreement the AU had with the 
UN. 


5. (SBU) DITF\'s military component was discussing the 
contingency of withdrawal with troop contributing countries 
(TCCs) 

a political tragedy for Africa 

however 

UN\'s withdrawal from Somalia in 1994. V'It will be very 

painful for all of us to pull out of Darfur 

confirmed that rotation of Nigerian troops 

CIVPOL 

Nobin reported that 260 CIVPOL staff awaited rotation (down 
from 498): those from Mali would rotate September 8 

those from Cameroon would rotate September 10. Ki Doulaye 
said that signing a contract for the construction of CIVPOL 
stations should continue 

future. (NOTE: On September 14 

Nigerian rotation was complete 

Rwandan troops had been put on hold pending the September 18 
PSC. END NOTE.) 


6. (SBU) Dr. Gomes noted that in discussions held the 

previous day on options besides withdrawal 

\"co-deployment\" (implemented in Liberia) had not been raised. 
He explained that if GOS continued to withhold consent to 
transition 

staff arrive to reinforce AMIS; they would be AMIS forces but 
would adopt the mandate outlined in UNSCR 1706. 
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7. (SBU) DITF Military Component Chief Mbaye reported that 
the situation in Darfur over the last two weeks was 

Vgenerally calm\" except for Sectors 1 and 6 (where National 
Redemption Front and SLM Abdel Wahid forces had conducted 
attacks) and Sector 2 (where Arab militia had conducted 
attacks near Nyala). Heavy rainfall continued to limit AMIS 
activities by road; banditry and rapes continued. There had 
been significant GOS troop movements 

estimate their number. Perhaps 6 

Darfur; AMIS could confirm that they were being reinforced 

but could not confirm that such reinforcements were coming 
from the south. Canada noted that the GOS security plan had 
called for 10 

said he could not confirm whether this was being implemented. 


8. (SBU) Mbaye said MILOB group sites had reported the 
following incidents: 


August 31 

-- Graida 

but in GOS uniform attacked women and children gathering 
grass. \"Non-reaction\" by AMIS MILOB group angered IDPs 
were then V'scared away\" by AMIS using armored personnel 
carriers (APCs). DITF does not know what AMIS did not 
intervene 

non-action in Graida was \"regrettable\" and \"shameful\" 
welcomed the outcome of any investigation.) 

-- Kutum 

vehicles. 

-- Sector 1: Intelligence report received of NRF preparing 

an ambush (where attack of August 19 occurred). 

-- CIVPOL vehicle hijacked; AMIS weapons 

CIVPOL radio seized. 


September 1 

-- Graida 

Minawi) Zagawa fighters. 

-- Tawilla 

recruiting in IDP camp for his movement; led to approximately 
100 IDPs departing the camp. 

-- Sector 6: movement northwest (destination unknown) of 28 
trucks with heavily armed GOS troops. 


September 2 
-- Sector 2: GOS army convoy sighted near Nyala/El Fasher 
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road. 
-- Sector 1: demonstration against international intervention 
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by 5 

reading 

-- Sector 5: similar demonstration against UNSC resolution 
1706 by 300 protestors 


September 3 

-- El Geneina 

5 

and National Congress Party members) led by the Wali 
(governor) of West Darfur 

forces\" and \"No to non-believers.\" 

-- Sector 3: 400 SLA Wahid soldiers conducted attack with 
mortars and machine guns; 1 GOS police and 8 attackers killed. 
-- El Fasher 

pointed their weapons at AMIS HQ while passing. 


September 5 

-- Nyala 

result of demonstration against UN deployment in Darfur. 

-- Kutum 

GOS soldiers moved to an IDP camp 

conducting a \"security patrol.\" 

(NOTE: Col. Mbaye underscored that this was a violation of 
the Darfur Peace Agreement and of the Humanitarian Ceasefire 
Agreement. END NOTE.) 

-- 20 trucks with GOS soldiers were sighted moving to an 
unknown destination. 


9. (SBU) In response to LG\'s request for additional 
information on reports that the local sheikh in Sector 7 had 
asked to participate in AMIS patrols 

Mbaye said one could not impose conditions on AMIS. DITF 
Head of Civilian Police Nobin explained that Zalengei 

7 

seeking information from the field on the resumption of AMIS 
activities there 

report on alleged abuses had been completed and given to the 
AU Chairperson but would not be publicized or given to the AU 
PSC. Canada suggested that the AU strengthen its \"lessons 
learned\" process: one could not afford to wait for the 
completion of work of formal boards of inquiry; given NRF 
threats to AMIS convoys 

recommendations for implementation as soon as possible. 


10. (SBU) Commissioner Djinnit had approved the appointment 
of a retired Zambian general to serve as chief of staff of 

the AMIS Forward Joint Mission Headquarters (FIMHQ) 
Mbaye said. A note verbale had been sent 

expected to arrive before the end of September. Mbaye 
expressed concern about serious problems in AU 
administration 
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official from Gambia. 


11. (SBU) Asked to provide an assessment of GOS military 
movement 

problems of Darfur by itself 

reaffirmed that the AU\'s mandate in Darfur ended September 
30; it was unknown whether the PSC would extend AMISVs 
mandate to the end of December. The GOS wanted to implement 
its own plan 

The GOS said it would fight the National Redemption Front 
(NRF) and Khalil Iprahim\'s Justice and Equality Movement 
(JEM) 

impunity 

already said the GOS security plan (sent to the UN but not to 
the AU) was unacceptable 

endorse 

plan 

said. He noted fighting between GOS and Minni parties to 
control areas 

future of this mission.\" 


12. (SBU) Canada reported that a Canadian Broadcasting 
Corporation team had been attacked September 6 outside their 
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hotel in Khartoum 
plain clothes; the CBC\'s visit to Khartoum had been 
facilitated by AU DITF. 


13. (SBU) One could not rule out the possibility of the 

breakup of Sudan 

implementation of the Darfur Peace Agreement (DPA) continued 
and the south sought independence 

Gomes reported that the DPA Implementation Team remained 
understaffed 

Special Representative for Sudan Ambassador Baba Gana 
Kingibe 

Doulaye said that appointments to the Darfur-Darfur Dialogue 
and Consultation (chair and preparatory committee) were V'in 
the pipeline.\" 


Column 3 

14. (SBU) Commenting on the recent expulsion of Darfur Peace 
Agreement (DPA) non-signatores from the Ceasefire Commission 
(CFC) 

GOS 

If a meeting were convened 

result. The AU therefore proposed holding two meetings (one 
for signatories 

proposal for a single meeting in two phases had been 
rejected. Having non-signatories no longer participate in 

the CFC had created problems for AMIS troops 

being targeted. Nevertheless 

engage non-signatories 

that AU Commission Chairperson Konare had indicated his 
willingness to engage non-signatories. Gomes noted that AU 
partners had said they were not part of the decision to 
exclude non-signatories; Commissioner Djinnit had received a 
note from the USG asking for reconsideration of the decision. 
The GOS had taken a political decision 

decision 

did not sign should not sit. V'They have no grounds 

legally 

proposed a two-track mechanism. Ki Doulaye highlighted the 
need to find ways to engage non-signatories 

them; a high-level meeting to engage non-signatories 
especially Abdel Wahid 


15. (SBU) COMMENT: The August 31 incident in which AMIS 
peacekeepers failed to intervene to protect women and 
children under attack in Graida by uniformed GOS forces was 
still under investigation as of September 14 

have prompted AMIS to respond more robustly to subsequent 
attacks (ref B). Lack of progress on the political front 

(i.e. 

Ceasefire and Joint Commissions 

Darfur-Darfur Dialogue and Consultation) highlights that the 
AU faces significant challenges in fulfilling not only its 
peacekeeping role but also its political role in Darfur. END 
COMMENT. 

WILGUS 


78588 

78589 

78590 

elections in 15 days (as mandated by the constitution and 
electoral law) due to logistical and materiel difficulties. 

In addition 

way that was V'properly prepared. V 


2. (U) The Court ruled that the CEI will have up to 50 days 
to organize the elections from the time the first-round 
results are officially confirmed. It rejected the CEN's 
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general argument that the logistical hurdles for election 
preparations constituted a Vforce majeur" ("unforeseen 
obstacle"). This decision overrides the Court 

advisory opinion which declared the October 29 date 
\"unconstitutional\" (reftel). The Court's 50-day extension 
gives the CEI until November 4 to hold the presidential and 
provincial assembly elections. 


3. (U) Separately 

that had contested the results of the first round of 

presidential elections July 30. It thus confirmed that 

transitional President Joseph Kabila won 44.8 percent of the 
vote and Vice President Jean-Pierre Bemba 20.03 percent. The 
decision paves the way for the CEI to undertake preparations 
for the October 29 second-round presidential and provincial 
assembly voting. 

MEECE 
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by August 31 with UN Security Council Resolution 1696. 


3. (SBU) Taillefer responded that the MFA had a regular 
dialogue with French energy firms 

\"sensitize\" TOTAL to Iranian developments. However 

was a private firm and neither the EU nor France had legal 
restrictions in investing in Iran\'s energy sector. Taillefer 

cited Total CEO Thierry Desmarest\'s comments to the press on 
September 8 in which he said that TOTAL would respect 
decisions made by the French government and the European 
Union 

U.S. law. Taillefer said that she would share our points 

with GOF counterparts and would inform us of any evolution in 
the French position. 


4. (U) Embassy will discuss Azadegan with senior TOTAL 
officials on September 19. 

Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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the incumbent Social Democrat (SDP) minority government that 
is supported by the Left and Green parties. The Alliance is 

a two-year-old coalition of the opposition Moderate 

Christian Democrat 

purposes of this election. The unprecedented unity of the 
opposition 

soft touch on the popular Swedish welfare state system 
provided a sustained boost in the opposition s campaign. Ап 
opposition win 

opinion polls put the -- most often Alliance -- lead within 
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the statistical margin of error. But the Social Democrats 
have governed Sweden for all but nine of the past 74 years 
and are traditionally strong closers. The race remains a 
dead heat. 


2. (c) Preliminary election results will be available on the 
evening of September 17. Final results will be announced on 
September 20. If the race is very close 

projected 30 

announced September 20. Parliament will open on October 3 
and the government will be announced on an unspecified day 
before then. If the opposition Alliance wins 

Fredrik Reinfeldt will be appointed Prime Minister of a 
four-party non-socialist coalition 

being dealt out among the parties after election results are 
compared. On the other hand 

Persson\'s SDP party makes a strong showing and seeks to form 
another minority government with Green and/or Left support 
it is not clear what role those parties will take. If 

neither the Alliance nor the SDP have or can attract a clear 
majority 

has given indications he would consider working with one or 
more of the Alliance parties. End Summary. 


The Calendar Countdown 

3. (u) The election will take place on September 17 

voting by mail started in mid-August and \"early\" voting at a 
limited number of polling stations began on August 31. As of 
September 14 

ballots had been received by the Election Authority. The 
total number of eligible voters in this parliamentary 

election is 6 

general election (2002) was 80.1 percent. From past 
experience 

mail. Votes from abroad and those sent in late locally will 
not be counted on election day 

until September 20. If the race ends up as close as opinion 
polls now show 

to number 30 

Preliminary election results will be announced late on 
September 17 

seven parties in the Riksdag. Only on September 20 will the 
results for the smaller parties be available. None of the 
small parties is expected to reach the four percent 
threshold. (Note: The largest support among the small 
parties is going to the nationalistic 

Sweden Democrats 

percent in the opinion polls.) 


4. (u) On September 21 
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parliamentary seats among the parties that reach the four 
percent threshold for parliamentary representation will be 
announced. Parliament will open on October 3. If the 
election results are such that a change in Government will 
occur 

possible 

was a change in government following an election 

the new government was appointed within a week of the 
election. The Speaker of Parliament (who would be new and 
selected October 2 

first meets with party leaders 

Ministerial candidate to Parliament. Unless a majority votes 
against the candidate 

Minister. 


5. (c) In the case of a straight-forward opposition Alliance 
victory 

Fredrik Reinfeldt would be the Prime Minister of a four party 
coalition government 
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those parties. On the other hand 

Greens and the Left party have a majority of the votes (as is 

the case in the current parliament) 

less certain. Current PM Persson would almost certainly head 
the government 

Left parties appear still to be under negotiation; the 

results will depend in large part on the election outcome. 

At issue is whether the Greens and/or Left would form part of 
and SDP-led government with ministerial representation 

the Greens (and to a lesser extent the Left) are stridently 
demanding 

parties. Although unlikely 

the SDP 

agreement cannot not be ruled out. In this event 

outcomes include the Greens siding with the Alliance parties 

or one or two SDP parties supporting a SDP-Green government 
that excludes the Left party (an outcome PM Persson has made 
tantalizing but vague allusions to). 


What is at Stake for the Swedes 

6. (c) The election has turned almost entirely on domestic 
issues. Moderate party leader Fredrik Reinfeldt 

the prime minister if the opposition wins 

employment 

state will not be tampered with. The Alliance claims real 
unemployment is much higher than the official 4.6 percent 
figure (as of the end of August). Reinfeldt says that if you 
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take into account working age people who are early retirees 
in job-training programs 

unemployment figure may be over 20 percent. Reinfeldt\'s 
Moderate party has styled itself the \"new workers party 
taking a jab at the SDP strong alliance with labor unions. 
He proposes to reduce unemployment benefits 

taxes for low-income workers 

businesses that hire long-term unemployed. Reinfeldt\'s 
approach has given the Moderates -- and the Alliance -- a 
boost among disillusioned job-seekers. The SDP 

hand 

edge of a wedge attacking the welfare state. For its part 
the Alliance has pledged it will not undermine the 
fundamentals of the welfare state 

job creation. 


What is at Stake for the U.S. 

7. (c) Foreign affairs have been infrequently and never 
prominently mentioned in the campaign. Both the SDP and the 
Alliance support Sweden\'s participation in NATO PfP and the 
EAPC 

consensus for Sweden to join NATO. In the Alliance for 
Sweden 

but recognize the need for consensus 

Democrats are agnostic on the issue and the Center Party is 
skeptical 

consensus. 


8. (c) If the Alliance wins 

relations could remain much the same in the short term 
although the tone would likely become less critical of U.S. 
policy 

NATO membership. If the SDP returned to power with 
non-participatory Green and Left support 

would remain much as it is now. If 

SDP had to cede ministerial seats to (not very likely) the 
Greens or (very unlikely) the Left in order to form a 
government 

policy would become more U.S. critical. In SwedenVs 
government 

taken by consensus of all ministers 

portfolio does not relate to the issue at hand. The Greens 
and especially Left parties are Euro-skeptic and have been 
highly critical of U.S. policy regarding human rights 

of law 

Palestinian issues. 

NOBLE 


78593 
78594 


Column 3 

field. Many thought that Prince Zeid performed below 
expectations. \"| can understand that Zeid didn\'t get high 
positive marks 

negative votes is a surprise." And the improved showing of 
Surakiart is understood to mean that he will remain in the 
race 


Is Ban a lock? 


3. (C/NF) The Korean delegation could not hide their smiles 
after being informed of the results. Other delegations 
seemed surprised that Ban\'s position had measurably 
strengthened and - given that the ballots did not 

differentiate between permanent and elected members - 
speculated openly on the single negative vote 

be Japanese. Though the ballots were anonymous 

members know that the delegation that cast the lone negative 
vote for Ban also voted against Zeid 

expressed no opinion on the other two. 


4. (C/NF) The Chinese political coordinator 

with other Council members later in the day 

surprised by the momentum behind Ban. (Comment: Our reading 
of the Chinese going into the vote today was that they did 

not believe that the race was yet \"ripe\" 

candidates and a longer process still to unfold. They are 
understood to have been one of the two delegations that voted 
\"encourage\" for all five candidates 

support for an Asian candidate generally 

a clear front-runner. If so 

not seem to have cooperated with them. End Comment.) 
BOLTON 
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doctor 

newspaper 

Jagdeo\'s newphew-in-law. 


--Priya Manickchand 

Jagdeo 

Security 

portfolio is expected to include Trafficking in Persons 

issues. Manickchand has worked for the Georgetown Legal Aid 
Clinic 

that she is romantically involved with Jagdeo. 


--Manniram Prashad 

advisor on investment matters 

Industry 

and eco-tourism agency and has served as President of the 
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Georgetown Chamber of Commerce and Chairman of the Private 


Sector Commission (PSC). He advocates foreign direct 
investment 

was widely suspected of benefiting personally from government 
contracts and foreign investment concessions. 


--Dr. Frank Anthony 

president since 1992 

and Sport. With the Cricket World Cup coming up 

e a crucial portfolio. Anthony 

Moscow 

Progressive Youth Organizaton (PYO) 

possible 2011 presidential candidate. As Executive Director 
of the Health Sector Development Unit in the Ministry of 
Health 

PEPFAR staff on several occasions. Anthony also serves as 
deputy chairman of the Ethnic Relations Commission (ERC) 
charged with monitoring and reducing ethnic tensions between 
Guyana\'s major racial groups. 


--Moscow-educated Kellawan Lall 

Executive Committee and political advisor to the President 
will serve as Minister of Local Government and Regional 
Development. Lall reportedly began his political career as 
a yard boy in the PPPVs Berbice office 

the party ladder by Janet Jagan. 


5. (C) Jagdeo named three appointees as Minsters within a 
Ministry 


--Jennifer Webster 

of the President 

Finance. She studied economics in Canada and is a 
professional accountant. 


--Dr. Bheri Ramsaran will be Minister in the Ministry of 

Health. Ramsaran 

former member of the PPP Executive Committee. He was 
previously Director of Regional Health 

of Health Ramsammy told EmbOffs that Ramsaran would continue 
to oversee delivery of health services to outlying areas 

while also managing Cuban-Guyanese cooperation in health 
matters. While Ramsammy is not known for sharing the 

limelight 


--Dr. Desrey Fox 
linguist 
is thought to be a possible candidate for Prime Minister. 
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6. (C) Two notable absences: 


-- Moses Nagamootoo 

stalwart 

acrimonious falling out with the party over its involvement 

with phantom death squads in 2004 

into the fold only a few months before elections. Nagamootoo 
told EmbOffs that he had requested Home Affairs or Foreign 
Affairs 

or a foreign posting instead. He declined the overseas 
assignment and has not decided whether to take an advisory 
position. 


--Gail Teixeira 

cabinet since 1992 

She had told several members of the international community 
before the elections that she did not want a cabinet position 

and had her eye on High Commissioner to Canada. Jagdeo said 
that Teixeira 

continue to work in the Office of the President and would 

chair a committee on governance issues. 


7. (SBU) Outraged letters to the editor bemoaned Jagdeo\'s 
failure to reach out across party lines 

unrealistic to expect him to bestow any ministerial positions 
on his People\'s National Congress (PNC) archrivals after 
winning in a landslide. The grumblers never acknowledge that 
Jagdeo''s cabinet-which roughly mirrors Guyana\'s diverse 
ethnic makeup-is 3096 Afro-Guyanese. Although Jagdeo has 
committed to a vague V'enhanced framework for inter-party 
cooperation 

Corbin\'s call for V'shared and inclusive governance. With an 
absolute majority in the National Assembly 

reason to share its victory spoils. 


8. (SBU) Guyanavs political future will depend on whether 
Jagdeo demands honesty and real governance reforms from his 
ministers-or just political fidelity. As the U.S. and the 
international community push for post-election change 

and the PPP government will have little incentive to overhaul 
the system they so effectively control. 
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negotiated solutions 

Gaza. Sneh postulated that in the wake of such a settlement 
it will be possible to form a new regional alliance 

moderate Arab governments 

part of this alliance 

the west can extend to Syria to help counter growing Iranian 
influence. Sneh said that a commission of inquiry into the 
conduct of Israeli military operations during the recent 
hostilities would focus on why Israel was not prepared for 
the war 

was delayed. End summary. 


2. (C) Member of the Knesset Defense and Foreign Affairs 
Committee Ephraim Sneh said that as long as the regime in 
Tehran remains in power 

between Israel and Iran. He believes that Israel must 
prepare for the coming conflict with the understanding that 
it will have to rely solely on its own military for defense. 
Sneh said 

methods" the U.S. could topple the regime in Tehran because 
V most Iranians might not like Israel 

culture." Describing the coming conflict with Iran as 
Vexistential 

Palestinians for Hizballah activities in the West Bank and 
Gaza because V'they are determined to foil any chance for 
peace." 


3. (C) To enable Israel to focus on preparations for the 

coming conflict with Iran 

negotiated peace with Palestinians. Sneh claimed that after 
the conflict with Hizballah the concept of unilateral 
disengagement from the Palestinians is Wdead.W He cautioned 
that it might take Prime Minister Ehud Olmert time to see the 
truth in this statement 

negotiations with the constitutionally-mandated negotiator 

for the Palestinians -- Palestinian Authority (PA) President 
Mahmud Abbas. Sneh said that OlmertVs advisors have been 
portraying President Abbas as V'moderate but weak" and Hamas 
as \"militant and strong\" because \"if you have a strong 
moderate you have to negotiate. V" 


4. (C) Sneh proposed presenting a very simple choice to the 
Palestinian people and leadership: Iran or the west. If the 
Palestinians choose the west they can have a state with a 
viable economy and a decent standard of living. If they 
choose to ally themselves with Iran they can expect to live 
like the Lebanese in poor Hizballah-controlled villages. 
Sneh said that given these two choices he believes that the 
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Palestinians will choose to ally with the west. He said 

forcing such a decision could help to pull the rug out from 

under Hamas\'s base of power. Sneh said that Hamas depends on 
a stalemate and no offer of negotiations from Israel to 

remain in power. 


5. (C) As an initial step towards returning to negotiations 

with the PA 

conference on the Gaza economy. Comparing Gaza to a 
mosquito-filled marsh 

as either spraying pesticide (trying to prevent 
Hamas-sponsored attacks) 

(improving economic conditions). Sneh said he supports 
strengthening Abbas" position by allowing him to pay salaries 
to government employees. Sneh said the Middle East is not 
Vsanitary 

about Abbas\'s payments to civil servants who may be members 
of Hamas. If some of the recent salary payments accidentally 
crept into the hands of Hamas members 

leakage to procure the loyalty of 100 

servants and strengthen Abbas. Sneh also emphasized the 
importance of strengthening the Palestinian Presidential 
Guard Force. 


6. (C) In conjunction with a positive move towards settlement 
of the Israeli-Palestinian conflict 

deal\" to bring Syria to the west and away from Iranian 
influence. Sneh presented this small deal as more realistic 
than the V'big dealV that Syria is seeking -- the return of 

the Golan Heights. Sneh proposed that in return for a policy 
similar to the one that the U.S. adopted towards Libya 
should be expected to: 


-- seal the Syrian-Iraqi border and not allow the transit of 
insurgents 


-- stop the supply of arms to Hizballah 


-- stop providing sanctuary to Khaled MishaVal in Damascus; 
-- release captured Israeli soldier Gilad Shalit 


-- cut off funding for militants in Gaza. 


Sneh said that the U.S. would not need to promise American 
aid to Syria as part of the small deal. Simply an assurance 
that the U.S. would \"start to treat them normally" should 
suffice. He described the small deal as Syria\'s chance to 
Vleave the crazy club and join the sane club." 


7. (C) Sneh predicted that moderate Arab states might join 
Israel and the west in an anti-Iranian coalition. Sneh said 
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that the emotional pull of the Israeli-Palestinian conflict 
is the last major obstacle for moderate Arab states to 
overcome before forming a lasting alliance with Israel 
against Iran. By shifting the strategic balance in the 
Middle East 

conflict with a nuclear-armed lran. 


8. (C) Sneh said that he volunteered to return to military 
service during the recent Lebanon conflict and spent 11 

nights on the western Israel-Lebanon border. He joked 

not able to sleep without the sound of artillery fire" Sneh 
assessed Hizballah fighters as well trained 

and well prepared. Sneh said he expects a commission of 
inquiry on the war to examine Israel's preparedness for the 
war and why a decision to send in massive ground forces was 
delayed. He blamed former Finance Minister Binyamin 
Netanyahu for budget cuts that \"crippled our military." Sneh 
said that the focus of questions on the conduct of the war 

will center on the lag-time between when the government 
understood that air power alone was not enough to stop rocket 
attacks 

described public opinion in Israel as bitter because Israelis 
believe that \"if we do not win 


9. (U) Staffdel Talwar did not have an opportunity to clear 
this message. 
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gangs have been reported on rural roads and within major cities. 
Travelers should avoid driving at night. Because of poor vehicle 
maintenance and driving conditions 

Nigeria can be dangerous and should be avoided.\" Embassy Abuja\'s 
policy for road travel within its area of responsibility in Nigeria 
requires all official vehicles and travelers to be within a city\'s 

limits by dusk. Night travel by road outside of cities generally is 
prohibited. 


3. Nigeria 

has roughly 195 

two-thirds of which remained unpaved in 1999. California\'s public 
road network in 2004 

worth of roads. 


Column 3 

Statistics for road accidents in Nigeria are incomplete 

state of road travel is not good. A January 2006 Lagos newspaper 
editorial termed the country\'s road network V'deplorable. The piece 
charged even federal highways were V'virtual death traps\" and 
asserted that some Nigerian road networks V'abject condition V" 
existed only otherwise in V'war-ravaged countries. Another Lagos 
newspaper editorial noted the same month 

and sloshing with blood - human blood." The editorial criticized 
the Government of Nigeria for its lack of funding for roads 
corruption in awarding road contracts 

work certified by V'crooked public officials. V" 


4. The Federal Road Safety Commission reported that 14 
accidents occurred in Nigeria in 2004 in which 16 

injured and 5 

are common across Nigeria 

the country's estimated population of 132 million. More 
realistically 

country\'s bad roads cost it 85 lives lost daily 

Prompt Assistance to Victims of Road Accidents (PATVORA) 
nonprofit agency 

director general as reporting 34 

in 2004. To compare 

Transportation report concluded that 43 

highways in 2005 and 2.68 million were injured 

about 300 million inhabitants and with far more automobiles. Under 
reporting of accidents likely is common due to Nigerians\' distrust 
of officialdom 

at whatever level 

injuries. 


5. Nigeria s Minister of works said in January 2004 the country's 
bad roads cost it about 135 billion naira ($1.055 billion) annually. 
PATVORA estimated the yearly cost to Nigerian society of failing to 
improve road safety at about 296 to 396 of the country's gross 
domestic product and reported that traffic accidentsY annual cost to 
Nigeria exceeded the development aid the country received each year. 
The economic impact of road injuries is severe 

economically active are the most vulnerable to such injuries and 
many accident victims are primary breadwinners. PATVORA 

2003 Central Bank of Nigeria study 

hospital patients in Nigeria were road-crash victims. Although 
Nigeria has for its population a relatively small number of 

privately owned vehicles 

overloaded buses and passenger vans with high casualty counts. 


6. PATVORA concluded the human error was responsible for 5896 of 
accidents; environmental factors 

Vother 

type of practical driving test before obtaining a license and 9096 of 
motorcyclists did not take a formal test. Nigerian vehicles often 
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do not have working headlights and/or tail lights 

commonly do not use their headlights in the mistaken belief this 

will prolong a car\'s life. Urban passengers rely heavily on okadas 
(motorcycles taxis) for cheap transportation 

passengers rarely wear safety helmets. PATVORA reported in 2005 
that the majority of road journeys in the country were made in 
Vdilapidated vehicles." 


7. Other Nigerian road dangers PATVORA observed were an absence of 
road signs 
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the rainy season and the dusty harmattan dry season. Many major 
roads in Nigeria are unlit 

because of traffic accidents and armed robbers. Nigeria has \"poor 
facilities\" for road-safety control measures 

emergency trauma care system 

agency 

organizations. 


8. The consequences of a poor road network are magnified because 
NigeriansV other transport options are limited. Nigeria has six 

major airports 

tiny portion of Nigerians can affird air travel. The country has 

about 3 

has limited narrow gauge carrying capacity 

passenger rail service. Cargo service is very limited again pushing 
most overland shipping onto the road networks. 


Comment 


9. Nigeria\'s poor road network imposes a major cost on NigeriaVs 
citizens and businesses in terms of high accident rates 
inefficiencies and higher shipping costs for raw materials and 
finished products. The lack of access to markets and supplies 
drives up prices for businesses and consumers while hampering 
employment and industrial production. A lack of law and order on 
roadways 

passage 

poor farmers move to the city and redundant industrial workers 
migrate to other cities in search of jobs 

need for the economic benefits an improved road network could 
provide. 
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said that the most significant strategic development this 
year is the signing of a Syrian-Iranian defense pact on June 
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14. Barkan said he is concerned that Syria will attempt to 
employ \"Hizballah-style\" tactics in a future war with Israel 
over the Golan Heights 

called the Golan Heights Liberation Front. Barkan outlined 
three options for Israeli policy-makers dealing with Syria 

two of which involve war. Regarding the PA 

Hamas is not interested in a cease-fire 

one here believes an economic boycott will topple Hamas. He 
also claimed that $55 million has reached Hamas through the 
Rafah crossing in the last three months. Given these 

realities 

a weakened Fatah or go to war with Hamas. Commenting on 
Foreign Minister Tzipi Livni's appointment of Yaakov Dayan to 
act as \"Syria coordinator 

saying \"what is needed is a realistic look at what the 

Israeli public can bear in regards to Syria V End summary. 


2. (C) In an August 24 meeting at the Ministry of Foreign 
Affairs (MFA) 

Lebanon dramatically weakened Hizballah. He claimed that 
Iran had no interest in the conflict 

Zilzal missiles in southern Lebanon for use as a forward base 
on a future \"D-Day 

has a nuclear weapon. His assessment of the post-conflict 
reality for Israel is that conditions on the northern border 

will improve if Hizballah agrees to stop kidnapping Israeli 
soldiers and cease attacks under UNSCR 1701. Responding to a 
question on Syrian President Bashar al-Assad\'s threat to 
close the Syrian-Lebanese border 

the border will not end arms smuggling unless UN forces are 
deployed along the border. He claimed that the Syrian regime 
profits from smuggling operations 

official crossing points 

characterized the Israeli victory in Lebanon as \"diplomatic 

not military." 


3. (C) Barkan said the most significant strategic development 
in the Middle East this year is not the conflict with 

Hizballah 

on June 14. In the post-Cold War Middle East 

financing for the Syrian military has been 

assessment 

signing of the pact 

Iran would not be considered an attack on Syria 

declaring the defense pact to be a V'unilateral arrangement. V" 


4. (C) Barkan is concerned that Syria will employ military 
techniques used by Hizballah in a future conflict with 

Israel 

missiles. He said that anti-tank missiles were successful 
approximately 13 percent of the time when they were employed 
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in attacks in southern Lebanon. Barkan explained that 
soldiers 

were trained to seek shelter in abandoned houses. In Lebanon 
this tactic was unsuccessful as the enemy\'s anti-tank weapons 
were powerful enough to destroy the soldiers cover. Barkan 
expressed concern about a group calling itself the \"Golan 
Heights Liberation Front.\" He said that 32 years of quiet 

along the border had made the Israeli public apathetic about 
defense of the Syrian border. 


5. (C) Barkan\'s analysis is that Israel has three options for 
dealing with Syria: 


-- give in to Syrian demands for the return of the Golan 
Heights. 


-- launch a preventive war aimed at crippling the Syrian 
military. 


-- prepare for a full-scale defensive war in 4-5 years 
Iran attains nuclear weapons. 


6. (C) Barkan said that the Assad regime perceives three main 
Vexternal threats V" from the international community: 


- regime instability 
support for democratic revolution in neighboring countries. 


-- removal of the Syrian army and influence from Lebanon 
which Syria views as part of Syrian territory 
independent state 


-- |sraelVs refusal to negotiate over the status of the Golan 
Heights. 


Barkan admitted that Syrian mistrust of Israeli intentions in 
the Golan Heights is justified in light of the history of 

failed negotiations. He said that Assad twice mentioned in 
recent interviews the comment of former Israeli Prime 
Minister Shamir that Israel would negotiate for ten years 
but not do anything to return the Golan. Barkan said the 
need for a public referendum and 61 members of the Knesset to 
vote in favor of any return of territory means that the 
outlook is not promising for Israel returning the Golan 
Heights in the next two to three years. Unless Syria can be 
assured of flexibility on at least one of these V'external 
threats 

alliance. 


Palestinian Politics 
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7. (C) Barkan admitted that no one in the GOI expected a 
Hamas victory in the Palestinian Legislative Council (PLC) 
elections last winter. He blamed the mistake on 

over-reliance on Palestinian pollsters 

mis-reading of the inherent problems in the PA election 
system itself. He also said that Fatah has failed to heal 

its internal wounds and that if elections were held today 
Hamas would win again. Barkan added that President Abbas is 
a Vnice guy but very weak 

He pointed out that Abbas has been traveling abroad too often 
in recent weeks. Barkan said that Abbas is working towards a 
unity government 

acceptable to the international community 

rejecting the prisoners document. Barkan said that Abbas 
would be strengthened if he were able to negotiate a 
significant deliverable in a meeting with Prime Minister Ehud 
Olmert. 


Gaza 


9. (C) Barkan described the Rafah crossing as Won the verge 
of a major crisis.\" He claimed that terrorists and funds in 
the amount of $55 million transited through the Rafah 
crossing in the last three months. He claimed that at least 
half of the money was from Iran 

other $26 million is unknown. Barkan credited Abbas with 
maintaining peace along the Philadelphi corridor and 
preventing militants from tearing down the border wall 

itself. He also credited Abbas with turning over materials 
seized from terrorists and preventing Qassams from raining 
down on Israel from the West Bank. 


10. (C) Barkan said Israel\'s policy until two weeks ago was 
disengagement from the Palestinians. He said that now 
Israel has no policy towards the PA 

policy.\" Barkan claimed that Hamas is not interested in a 
cease-fire. Further complicating the situation 

claimed 

legally dismantle the Hamas government. Given these 
realities 

weakened Fatah 


11. (U) Staffdel Talwar did not have an opportunity to clear 
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this message. 
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problems\" in the Russian supply line 

proves to the Russians that MN can and will continue to 
operate despite Russian interference. PKNO is interested in 
purchasing the energy-related Ventspils assets in Latvia if 

the Latvian government will sell more than a 3896 share. PKNO 
would appreciate further information on who owns the product 
and supply pipelines in Latvia. Azerbaijani and Kazakhstani 
onshore fields are interesting to PKNO 

appreciate a message to both governments from the USG 
supporting PolandVs interests in pursuing projects in the 
countries. Discussions between Ukrainian PM Yanukovych and 
PM Kaczynski last week may help move the Odessa-Brody-Plock 
oil pipeline project forward. PKNO continues to be 

interested in a brainstorming session with the USG and 
Lithuanian governments on energy security. End Summary. 


2. (C) Cezary Filipowicz 

Crude Oil Procurement at Poland\'s PNK Orlen (PKNO) told the 
Deputy Econ Counselor that PKNO is very pleased with its 
purchase of the Mazeikiu (MN) refinery and wants to complete 
the transaction as soon as possible. PKNO is afraid that Mr. 
Rebgun of Yukos Finance will somehow get his hands on the MN 
shares currently owned by Yukos International and 

subsequently block completion of the transaction. PKNO likes 
the idea it said was recently suggested by S/P Energy Advisor 
Steve Hellman to put the MN shares into an escrow account in 

a Dutch bank to be transferred to PKNO when: 1) The European 
Commission approves the transaction and 2) PKNO pays the rest 
of the money it owes Yukos International to the bank for 
Mazeikiu. PKNO hopes that Yukos International will consider 
the proposal and make it happen because if Rebgun gets his 
hands on the MN shares 

Filipowicz would appreciate any update on whether Yukos 
International believes the escrow idea will work. PKNO 

invited Yukos International to a meeting to discuss the 
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proposal 

that there is actually another organization between Yukos 
International DB (Dutch based) and Yukos International that 
currently holds the MN shares. This organization is a 
Dutch-based Paulos Formula foundation organized in the same 
way that foundations were organized in World War II to 
safeguard Jewish assets from the Nazis. The Foundation has 
proven to be a useful tool in safeguarding the MN assets. 


3. (C) PKNO is doing everything possible to close the deal 
quickly. Polish President Kaczynski and Lithuanian President 
Adamkus recently sent a joint letter to EU President Barroso 
explaining the situation 

the transaction 

the deal. A similar letter was sent to the President of 

Finland as President of the EU. The Polish 

Lithuanian Ministers of Defense sent a joint letter to their 
NATO counterparts to make them aware of the MN supply problem 
and its potential impact on the Baltic states. While they do 
not expect the issue to be discussed at the NATO Summit in 
Riga 
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Poland and Lithuania do not want to be alone in facing 
Russia 

seen as a European and global problem. PKNO also does not 
want to be seen by the EU as bringing about a confrontation 
with Russia 

continue to use energy as an instrument of foreign policy. 
Estonia is not on board with its neighbors yet. While there 
have been some contacts with Estonian authorities 

haven't said anything so far to support their neighbors. EU 
DG for Energy Piebalgs has been especially helpful. Being a 
Latvian citizen 

situation faced by the Baltics. 


4. (C) Filipowicz said PKNO is actually glad that the 
Russians cut off the oil when they did. This gave PKNO and 
MN the opportunity to prove they can handle such supply 
problems. PKNO is very happy with how MN Manager English 
overcame the problems. English put into place contracts with 
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Venezuelan suppliers 

suppliers 

pipeline\'s \"technical problems 

supply in August over July. The Russians have now learned 
that they can\'t stop the MN sale to PKNO by playing with the 
supply as MN has alternatives. While the Russians might be 
able to pretend that there are technical problems with the 
supply pipeline 

tankers. Thus 

using Butinge and Primorsk. 


5. (C) According to Filipowicz 

considering a tender of the Ventspils system. PKNO is very 
interested if it: 1) can puchase more than the 38% share on 
offer; and 2) can separate energy assets from real estate and 
non-energy related assets. Ventspils could supply oil to MN 
since according to PKNO 

reliable than Butinge. The 1 million ton tank farm would 
provide storage capacity which PKNO desperately needs to 
ensure supply at MN if other supplies are cut-off. Owning 
the Ventspils and Mazeikiu pipelines would make it possible 
for PKNO to easily export to Estonia and Latvia. 


6. (C) PKNO still has questions about the Latvian pipeline 
system. The Soviet Army owned product pipelines throughout 
the USSR that supported military installations and were never 
defined on maps. PKNO would like to buy both the crude and 
product pipelines in Latvia 

Transneftoprodukt (with unknown Russian ownership) owns some 
portion of the product pipeline. Can the Latvian government 
or the USG confirm this? PKNO believes that the product and 
crude pipelines in Lithuania are owned by MN 

crude pipeline in Latvia is owned by the government 

the product pipeline belongs to some combination of 
government and Transneftoprodukt. Any information on this 
would be greatly appreciated by PKNO. 


7. (C) PKNO is considering potential investments in oil 
fields in Azerbaijan and Kazakhstan 


Column 3 

One of the problems with investing in Azerbaijan is that PKNO 
believes that the Azeris are afraid of the Russians and 
therefore 

Poles would appreciate a signal from the USG to the 
Ajerbaijani Government that letting PKNO invest in Azerbaijan 
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is a good idea. The Ministry of Economy had long talks with 
an Azerbaijani delegation this week and the Poles have 
indentified some target fields in which they are potentially 
interested in investing. 


8. (С) PKNO is even more interested in working with 
Kazakhstan 

MN tender over competing Kazmunaigaz. The Kazakhs were 
apparently shocked they lost to the Poles 

considered serious competition. Now that some time has 
passed 

assets in Europe for Kazmunaigaz assets in Kazakhstan. This 
would give Kazakhstan its first foothold in Europe. To 
conclude the deal 

Nazarbayev and his son-in-law Kulambayev. Here too 

would appreciate a signal from the USG to the Kazakhs that it 
is all right to work with Poland. President Kaczynski will 

send a letter to President Nazarbayev next week with 

political proposals that PKNO hopes will help the business 
relationship to grow. If the swap idea does not work 

will consider purchasing portions of onshore fields in 
Kazakhstan 


9. (C) The President of PKNO sent a letter to Ukrainian PM 
Yanukovych asking for his help in organizing the 
Odessa-Brody-Plock pipeline project and moving it forward. 
Ukraine\'s Deputy Minister of Economy responded with a letter 
received by PKNO the week of September 11 in which the tone 
was V'working on the pipeline would be nice but 

meantime 

Economic Forum in Krynica 

Kasczynski. The two leaders agreed that the project should 
go forward and that they would support it. Subsequently 
Ukrainian Minister of Economy Boyko urgently called 
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Filipowicz begging him to come quickly to the Ukraine to 
discuss Odessa-Brody-Plock. A team from PKNO and the 
Ministry of Economy is in Kiew on September 15 to discuss the 
project with Boyko. Filipowicz hopes that the high-level 
attention will finally lead to progress on the pipeline. 


10. (C) When S/P Energy Advisor Steve Hellman was in Warsaw 
in August he discussed with Filipowicz the idea of a 

brainstorming session between the USG 

Poland and the Government of Lithuania on Baltic regional 

energy security issues. Filipowicz would appreciate knowing 
whether the USG has any further thoughts on such a session. 

He is ready to go to the U.S. at any time to discuss further 
PKNO\'s plans and challenges. 


11. (C) РКМ Orlen\'s Filipowicz is one of the most respected 
and knowledgable experts in Poland\'s energy industry 

early supporter of the Odessa-Brody-Plock pipeline. 
Especially refreshing is that he has developed and is 
executing a realistic action plan for expanding his company 
and addressing future energy security issues. Post would 
appreciate Department assistance in providing a response to 
PKNO regarding its requests for information on whether Yukos 
International will consider placing the Mazeikiu shares into 
escrow 

in Latvia 

interest in acquisitions with the Governments of Azerbaijan 
and Kazakhstan. 
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caused Myradova\'s death. The sisters lashed out at the 
Organization for Security and Cooperation in Europe (OSCE) 
with four points: 


-- the OSCE shared too much information about their mother\'s 
case; 


Column 3 
-- the OSCE was ineffective; 


-- the OSCE abandoned them after the death of their mother; 
and 


-- the OSCE could only generate statistics on democracy and 
not much else. 


8. (C) In addressing their request 

difficulty of the case 

and the inability to provide immediate answers. However 
embassy also advised the Myradova sisters of our inability to 
process a political asylum case at the embassy on their 
behalf. Embassy also noted issues regarding their need to 
travel abroad for an asylum request 
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approaching the United Nations High Commissioner for 
Refugees. The sisters did not respond to this feedback. 
Embassy informed the sisters of some of the international 
developments relating to their mothers death 

advised them of the likely transmission of a message to them 
from the leadership of Radio Free Europe / Radio Liberty. 
The meeting then ended. 


Public Inquiries and Comments 


9. (SBU) Embassy Ashgabat has received direct inquiries from 
Radio Free Europe / Radio Liberty correspondents as well as 
Human Rights Watch. Embassy notes that stories regarding 
Myradova\'s death have appeared in various foreign news 
accounts 

political party sites and elsewhere. However 

nature of Turkmenistan\'s government-controlled media 

has been no reporting of Myradova\'s death in the local news. 
Embassy notes the accurate and balanced tone of the OSCE 
Representative on Freedom of the Media\'s statement regarding 
Myradovavs death. 


Comment 


10. (C) The OSCE 

think that this case has the earmarks of a set-up. The 

ex-con and police past of Myradova\'s accomplice Amanglychev 
continues to cast a shadow on the case 

suggesting Myradova may have been a victim of a 
government-orchestrated scheme to discredit the human rights 
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community. The Myradova sisters\' telephones were not cut 
until after the inaccurate Turkmenistan Helsinki Foundation 
report was released on September 14 detailing the release of 
Myradovavs body and the involvement of U.S. Embassy officers. 
Historically 

phone lines of local reporters when sensitive and damning 
information was being transmitted; lines have been restored 
when it appeared the government wanted to monitor what was 
being transmitted internationally. The government may have 
considered the utility of ending the Myradova sistersV 
telephone communications and determined that their contact 
with international organizations would now be detrimental to 
the governmentVs cause. Their fears of government 
retribution are not unfounded and they know that their 

futures and the futures of their family members are now in 
jeopardy. Given the continued inaccuracy and discrepancies 
being generated by the Turkmenistan Helsinki Foundation 
recommends not focusing on the attributes of the Myradova 
case itself. Instead 

ground and advocating for the international community to 
focus on the available facts 

transparency from the government regarding the cause of 
death. Waiting two weeks for the autopsy is paramount to 
maintaining both the moral and the tactical advantage with 
the government. The human rights community\'s tendency to 
spin this case as solely a human right case -- and to rely on 
inaccurate information -- could be detrimental to the 
international community\'s ability to address human rights in 
Turkmenistan with adequate credibility. End Comment. 
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in Turkey\'s EU accession process and Yilmaz on returning the Turkish 
economy to its pre-correction disinflationary path. 


3. (SBU) Babacan 

under-the-political-radar minister 

criticism in recent weeks over his perceived inactivity as EU 
negotiator. This criticism 

to open its ports and airports to Greek Cypriot shipping and 
aviation 

than on his macro policy responsibilities and the IMF program. The 
current relatively benign macro environment and the absence of major 
bones of contention with the IMF are likely to reinforce this 
tendency. Turkey has recovered well from the May-June fall in the 
exchange rate and spike in interest rates. To date 

evidence that the correction has scarred either the banking system 
or the corporate sector 
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4. (SBU) Public finances continue to benefit from a combination of 
strong growth 

privatizations and asset sales from intervened banks. From January 
through August 

overall surplus - not bad for a country which had a budget deficit 

of 1496 of GDP only four years ago. So far 

signs of political spending in the run-up to elections though this 
remains a risk. 


5. (SBU) Turkey\'s debt ratios are much improved from even two years 
ago: net public sector debt of 5696 at yearend 2005 

2001. After the spring volatility 

returned to their pre-correction levels and rose again (surpassing 
20%) during an early-September dip in the market. Higher nominal 
rates reflect higher inflation expectations following the May-June 

fall in the exchange rate. Nominal rates have also been nudged 
upwards by the Turkish Treasury\'s need for large-scale redemptions 
in September 

Higher rates are still manageable; Turkish Treasury has a strong 
cash position and the declining trend in interest rates is likely to 
resume soon. 


6. (SBU) The resumption of nominal rates\' declining trend will 
depend on a return to disinflation. With the fall in the exchange 
rate and higher fuel prices working to keep inflation high 
annualized inflation rate returned to the low double digits in the 
summer months. Markets are now hoping inflation will start coming 
down again in the fall 


7. (SBU) In July 

exchange rate and the increase in interest rates 

consensus among economists that there would be a significant 
slowdown in economic growth in the second half of the year. Private 
investment and interest-rate sensitive consumption -- autos 

housing 
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strong growth from 2002 through the first half of 2006. The most 
recent data releases 

as pronounced as previously thought and that growth is likely to 
surpass the 5% program target for the full year. 


8. (SBU) The balance of payments outlook for 2006 is mixed 
current deficit probably surpassing 796 of GDP. On top of a still 
weak trade account 
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year 

Still 

in the near-term 

flows are set to surpass last years record $9.6 billion by $10 
billion or more and portfolio investors have returned. 


9. (SBU) Even as the macro picture looks more comfortable 
contentious domestic political atmosphere that helped drive 
investors away in May will continue to be a risk in the run-up to 

May 2007 presidential elections and parliamentary elections 

must be held by November 2007. A sign of the underlying political 
seething was the bitter debate over Turkey\'s participation in UNIFIL 
that pitted the Kemalist secular establishment - led by President 
Sezer and the vocal leading opposition party -- against the AK Party 
Government. 


10. (SBU) Turkish participation in UNIFIL 

announcement in July of the Shared Vision and Structured Strategic 
Dialogue 

exceedingly poor USG image in Turkey 

Marshall Fund\'s Transatlantic Trends and other recent surveys. 
Ongoing PKK terrorist violence continues to roil bilateral 

relations 

of General (ret) Ralston as the U.S. special envoy to combat PKK 
terrorism has helped 

action against the PKK in Iraq. 
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stressing the SPOe would cut taxes V'as soon as we can afford it. V 
Both party leaders declined to state their preferred partners for a 
potential coalition government. 


EU Considers Palestinian Aid 


3. European Union foreign ministers are meeting today to consider 
restoring aid to the Palestinian authorities following efforts there 

to form a national unity government to replace the Hamas-led 
government. 

Before the meeting 

on the Palestinians commitments to Middle East peace and good 
relations with Israel. Hamas had won elections in January 

EU withdrew aid after the militant group refused to recognize 
Israel 


Column 3 


Israeli Attack on UN Post a Tragic Mistake 


4. Israel says the deaths of four United Nations soldiers in Lebanon 
were a \"tragic mistake 

maps. In July 

peacekeepers from Austria 

Releasing the report on the tragedy 

the UN position was not clearly marked. A spokesperson said 
military had known the target was a UN position the attack would 
never have been launched. The UN 

dozen times to stop bombing near the post in the hours before the 
fatal attack. Semi-official daily Wiener Zeitung quotes a 
spokesperson for the Austrian Foreign Minstry as saying Austria 
needed to analyze the Israeli report closely before it could issue a 
statement on the matter. 


False Info on Iran from Washington 


5. The IAEA in complaining that a US report on the Iranian nuclear 
program contains Vfalse 

Particularly 

weapons-grade uranium in Iran are not true 

The International Atomic Energy Agency cannot confirm US claims that 
Tehran possesses weapons-grade uranium 

Kronen Zeitung quotes. According to the IAEA 

percent enriched uranium. To build an atomic bomb 

enrichment level of 90 percent is required. The tabloid also quotes 

an unidentified Western diplomat as calling the issue “а dj -vu of 

the pre-Iraq war period.\" ORF online news meanwhile reports that 
Washington has rejected the UN nuclear watchdog\'s allegations. А 
spokesperson for the Joint Intelligence Committee of the US Congress 
stressed there were no \"genuine mistakes іп the report. V 


Senate Committee Defies Bush 


6. A US Senate committee has defied President Bush by approving 
legislation to set up trials for foreign terrorism suspects. The 

Senators 

President Bush would redefine the Geneva Conventions and allow harsh 
treatment of detainees at Guantanamo. 

The Senate committees bill is backed by former Secretary of State 
Colin Powell 

administration in a letter warning that redefining the Conventions 

would put US troops at risk 

news quotes from PowellVs letter: V'The world is beginning to doubt 
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the moral basis of our fight against terrorism. V' Redefining Article 

3 of the Geneva Conventions would merely increase these doubts 

former Secretary of State argued. ORF radio early morning news 
Morgenjournal meanwhile quotes Senator McCain as emphasizing he has 
Vno doubt" regarding the accuracy of Secretary Powell's written 

warning: V'As former Secretary of State and Chairman of the Joint 

Chiefs of Staff | think he deserves some consideration 

said. 


Bleak Outlook for Iraq 


7. An Austrian daily analyzes the situation in Iraq 

that with all the factions fighting each other 

danger of breaking apart. Iraq thus appears to be facing yet another 
crucial test. 

The daily\'s Middle East correspondent Karim El-Gawhari explains that 
the Islamic Revolutionary Council 

parties in the multi-party government 

which could lead to country\'s breakup: They have suggested setting 
up a semi-autonomous Shiite super-province including nine of the 18 
Iraqi provinces in the southern part of Iraq 

Kurdish north. The plan however 

not only from the Sunni MPs 

Shiite parties in Parliament. Thus 

has seriously clouded relations between the country's Sunni and 
Shiite groups 

among the various Shiite factions themselves. 


The Solution Cannot Be a Military One 


8. ... says NATO General James Jones on the situation in 
Afghanistan. Instead 

country has to be considered the number one priority. 

NATO\'s Supreme Allied Commander for Europe 

emphasized that the situation in Afghanistan should not be reduced 
to the international forcesY role in the fight against the Taleban 
alone. \"Let\'s not make the Taleban appear more powerful than they 
are 

Vienna on Thursday. He explained that al Qaeda cells and the 

V massive presence of the drug cartels\" was also responsible for the 
explosive situation in southern Afghanistan. Although NATO had 
\"expected resistance and violence 

Vopponents tactics V' in the southern part of the country had come as 
a surprise. \"Normally 

fight over a longer period of time 

time 

Afghanistan mission\'s military aspects 
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the solution could not be a military one. The international 
community\'s efforts in Afghanistan should turn towards fighting the 
drug trade in the country 

exponentially 

Vother criminal elements.\" Among other things 

for international support for the creation of a V'corruption-free 
police\" and a functioning judiciary for Afghanistan. 

McCaw 
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continue their mission in Darfur and that their mission not 
be transmitted to United Nations troops.\" Bashir stressed 
that he has not told the AU to get out. 


2. (U) Wade clarified that the decision to have the UN 
intervene was made by the totality of African countries 
including Senegal 

(in troops or money) to resolve the problem. He told Bashir 
Sudan would have to appeal to the Security Council if unhappy 
with the decision. Saying the AU believed Sudan would accept 
UN forces 

what will happen. Wade said the challenge now is to ensure 
the UN troops are adequately equipped to impose peace. 
Declaring that when one imposes peace 

the risk of war and confrontation 

looking for a way out of the situation. 


3. (U) During their meeting 

the Abuja accord stipulating that any faction not a signatory 
would be sanctioned 

to as \"Front du Salut\" (Salvation Front) are fighting 
Sudanese troops 

Eritrea and Chad. In addition 

the fact that the \"Front\" has been visited by Western 
delegations. 


4. (C) On September 14 

Senior Minister for Foreign Affairs Cheikh Tidiane Gadio 

said Wade is organizing an AU Peace and Security Committee 
meeting on Darfur at the head-of-state level in New York on 
September 18. 

JACOBS 
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the US analysis that the status quo stalemate is no longer 
acceptable. He cautioned 

of MINURSO termination 

and leads to the end of MINURSO without a solution in train 
the situation in the region would worsen 

increased tension and confrontation. He agreed 

the need for an exit strategy for MINURSO and said that the 
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current process should not imply indefinite MINURSO extension. 


2.(S) While strongly agreeing on the need to pressure 

Morocco for an autonomy plan 

frame between now and Oct. 31 when the UNSC next takes up 
MINURSO extension might not be sufficient to produce the 

plan. Perhaps some other forms of progress would be 

sufficient to allow the extension of MINURSO in October 
combined with a strong UNSC statement and continued pressure 
on Morocco to produce a credible plan. 


3.(S) Iranzo emphasized Spain\'s direct national security 
interest in the resolution of the Western Sahara dispute and 
his governments desire to be part of the consultation 
process. He politely indicated that Spain would have liked 

to have been brought into the process of developing our new 
approach in advance 

said that he would welcome the opportunity for consultations 
as the US fine-tunes and further develops the new policy. 
For this reason 

York on the margins of UNGA the week of Sept. 19-22. 


4.(S) In a meeting with DCM Sept. 14 on other subjects 
Spanish National Security Advisor Carles Casajuana echoed 
Iranzo 

including the strong caution against MINURSO termination. 
He said that while sometimes such operations may appear 
useless after being in place for so many years 

until they are removed that we see their value. He thought 
the situation would worsen if we had to fulfill the threat to 
terminate MINURSO. 


Visit Embassy MadridVs Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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RS announced plans to sign an agreement with Serbia on 
\"special ties\" on September 26. Although the agreement is 
based on one signed in 2001 with Serbia and Montenegro 
timing is provocative and has contributed to popular 
speculation that the agreement is another sign of RS 
secession plans. END SUMMARY. 


Patriotic Block Leaders Meet HighRep 


2. (SBU) Social Democratic Union (SDU) President Sejfudin 
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Tokic and Bosnian Party (BOSS) President (and Patriotic Block 
presidential candidate) Mirnes Ajanovic met September 13 with 
High Representative Christian Schwarz-Schilling in Sarajevo. 
Following the meeting 

interview to Dnevni Avaz newspaper during which Tokic claimed 
Schwarz-Schilling promised that OHR would play a key role in 
coordinating the preparations for the passage of a new 
constitution. According to Tokic 

said that all the principles of the European Charter for 

Human Rights would be enshrined in a new constitution 
negotiations should be completed in 2007 

\"government structures at all levels. V 


SilajdzicVs Vision for Future of BiH 


3. (SBU) Party for BiH (SBiH) President and Bosniak 
Tri-Presidency Candidate Haris Silajdzic visited Banja Luka 
September 13 for meetings with local members of his party. 
During a press conference after the meetings 

rarely visits the Republika Srpska (RS) 

purity" of the RS as the justification for his repeated calls 
to abolish the entity. Silajdzic claimed his position does 
not contravene Dayton because the RS has failed to live up to 
its obligations under the Accord to allow the returns of 
displaced persons. Silajdzic said that his party 

a Bosnia organized into economic regions 

no details on their nature or composition. He also called 
for a new constitution created through open and democratic 
debate among Bosnians citizens and constitutional experts 
rather than \"a closed circle of non-experts. V" 


RS and Serbia to Sign Agreement on V'Special Ties V 


4. (SBU) During a September 13 visit to Belgrade 

President Dragan Cavic 

President Boris Tadic 

bilateral agreement establishing V'special ties\" between the 
RS and Serbia. The agreement will be formally signed during 
a September 26 ceremony in Banja Luka. The leaders noted 
that the draft will update an existing agreement 

2001 

state following the secession referendum in Montenegro in 
May. Such agreements are permitted under Dayton 

timing of the announcement 

elections and amid ongoing calls for an independence 
referendum in the RS 

this may be another step in the RS distancing itself from 
Sarajevo and state institutions. 
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Comment 
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5. (C) The three episodes illustrate how the structure of the 
Bosnian state is dominating election-related discourse. They 
also underscore how parties are trying to exploit nationalist 
sentiment as a means of winning votes. The Patriotic Block 
interview and Silajdzic press conference also suggest that 
Schwarz-Schilling simply refuses to heed warnings from 
Washington and the Embassy about the dangers associated with 
engaging Bosnian politicians now about phase ll of 
constitutional reform. From their comments to Dnevni Avaz 
it is clear that he briefed Patriotic Block leaders on his 

plans for constitutional reform earlier on the same day he 
pledged to the Ambassador that he would discuss this issue 
only outside Bosnia and among his informal advisory group 
(reftel). Silajdzic 

negotiating a new constitutional arrangement also bear an 
eerie resemblance to the plans Schwaz-Schilling outlined to 
the Ambassador. End Comment. 

MCELHANEY 
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showed Aoun and two advisors (the ubiquitous Gebran Bassil 

and Elie Cheddid) on a CE-10 Belgium Air Force flight 695 

from Beirut to Brussels (refueling in Athens) on 9/13. 

Khoury shook his head when the Ambassador asked whether Aoun 
might be having some kind of official consultations with the 
Belgians or with the EU. 


HIZBALLAH AUTHORIZED AOUN 
ON TRADING SOLDIERS FOR KANTAR 


3. (S) Hinting at the Hariris having a mole in the Aoun 
camp 

officials either in Brussels or perhaps even in Israel. 
Hizballah 

can turn over the two Israeli soldiers captured by Hizballah 
on July 12 (the incident that sparked the recent conflict) 

if he can convince the Israelis to release Samir Kantar 
(imprisoned in Israel for murder since 1978) and other 
Lebanese detainees 

by Israel during the recent conflict. With Hizballah\'s 
promise in his pocket 

Hizballah and Aoun believe that Olmert is so weak that he 
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wants the Israeli captives released at any price 
expense of possibly strengthening Aoun and Hizballah. 


HUGE RALLIES TO WELCOME KANTAR 
PROCLAIM AOUN AS A HERO 


4. (S) Aoun would either travel with Kantar back to Lebanon 
or be on hand to receive him when he is released. Enormous 
Hizballah-orchestrated rallies would welcome Kantar and play 
up Aoun as the hero of the prisoner exchange. By contrast 
Siniora and his cabinet will look weak and ineffective 

unable to protect Lebanese interests and incapable of 
securing Kantar\'s release. V'People will ask 

\"\where are your American friends? What good are they?" 
The exchange will become part of the Aoun-Hizballah effort to 
topple the government. 


5. (S) The intermediary between Aoun and the Israelis 
according to Khoury 

named Jean Ibrahim Abboud 

Tripoli. Abboud reportedly lived in Israel from 1976 to 1980 
and still maintains close ties there. According to Lebanese 
immigration information 

Belgium military transport on September 2 and stayed for 
three days. He also visited Lebanon from July 29 to August 
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4 
is 
AounVs LAF-provided security detail. 


6. (S) Khoury 

fully 

expressed hope that the USG would be able to persuade Israel 
not to take steps that would lead to a strengthening of 

Michel Aoun and Hizballah 

Israel\'s long-term interests in Lebanon. 


COMMENT 


7. (S) Aoun\'s mysterious trip to Belgium by military 

aircraft has provoked enormous speculation in Lebanon 
(especially in the absence of the Belgium Ambassador) 
conspiracy theorists working overtime might have developed 
the scenario above. We note that Aoun\'s people have called 
to reschedule the Ambassador\'s meeting with Aoun for 9/15 
suggesting that Aoun (a) will be back in Lebanon soon and (b) 
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is not yet booked solid with massive public rallies filled 

with enthusiastic throngs welcoming back Samir Kantar and 
proclaiming Aoun a hero. So 

Belgian excursion 

Khoury (speaking for Hariri) insisted 

exploratory mission. 


8. (S) Both Israel and Lebanon have 

accepted the UN as the sole mediator on the prisoner issue. 
Presumably 

whether the UN is amenable to a message that its mediation 
efforts should reinforce the GOL and not strengthen those 

trying to destroy the Lebanese cabinet. The Ambassador will 
explore this issue with UNSYG Annan\'s Personal Representative 
for Lebanon Geir Pedersen 

see him on Saturday about his Belgian trip. 

FELTMAN 
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irregularities found 

procedure 

from the Executive Board\'s agenda as 

an almost automatic point of examination every six months since 
2000. 

5. (SBU) He also made the point that he had been contacted during 
his recent visit home by several key political figures concerning 

this matter 

the Office of the President 

as the head of TV Globo 

6. (SBU) Specifically 

UNESCO As Inspector GeneralVs office 

\"inquisition\" regarding the Brasilia field office 

an atmosphere of \"general anxiety"; leaving the impression that 
something bad is going on in UNESCO\'s Brazil office 

is clearly not the case 

been putting strong pressure on UNESCO regarding the investigation 
led by John Parsons 

7. (SBU) The Brazilian ambassador said that raising these questions 
hurts UNESCO\'s image in his country and spreads \"little poisons V" 
that damage the reputation and credibility of both public and 

private Brazilian institutions 

Education and the television network 

8. (SBU) One of the key issues being investigated was the field 
office\'s \"handling\" of monies raised by TV Globo telethons for the 
NGO Crianca Esperanca 

which UNESCO received a 10 percent V'service feel". It is also worth 
noting that a full one-third of UNESCO\'s extra budgetary funds 
(approximately US$124 million) flow through BrazilVs field office. 
The other major issue under investigation concerned employment 
contracts on behalf of Brazilian government agencies that were under 
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hiring freezes. 

9. (SBU) He finished by saying that he was not asking for our 
support 

added that \"most\" Executive Board members 

interested in this problem. 

10. (SBU) Ambassador Oliver said that given the fact there was a 
strongly critical report on the Brazil office just before the Spring 
2006 Executive Board meeting 

follow-up. 

11. (SBU) She went on to say that it is because Brazil is such a 
large and important office for UNESCO that the problems there have 
attracted so much attention. Ambassador Oliver added that the 
issues are generic and 

office 

and general relations between headquarters-field offices throughout 
the UNESCO system. 

12. (SBU) Ambassador Oliver also raised the question as to why the 
Secretariat would have drafted the resolution before the Executive 
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Board in such a way as to keep the issue alive 
that the problems have been solved 


19. (SBU) Comment: Soares visit may have backfired. Instead of the 
sympathetic ear he had hoped for 

to question the status of the Director GeneralVs review of the 

situation in Brazil. US Mission\'s legal adviser 

be in touch with UNESCO\'s External Auditor for more information in 
the next few days. End comment. 

KOSS 
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on a trip to Libya in 1978. While it is reported that Amin 
was later a head jurisprudent within Hizballah 

that he was ever a member of the organization. 


2. (SBU) Of late 

challenging HizballahVs version of its war with Israel and 
avowing the principles of Musa Al-Sadr 

extension of full and sole state authority to the South. We 
have combed through AminVs various media salvos - an 8/22 
an-Nahar interview 

interview 

magazine interview - to try and piece together the key 
elements of the Shaykh\'s message. 


NEO-SADRIST AWAKENING 
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3. (SBU) In his interviews and articles 

invokes the memory of Sadr 

awakening through his Movement for the Deprived -- which 
later became the Amal Party -- in the 1970s. Specifically 
he says that Sadr called for the full extension of state 
control -- including the deployment of the army -- to 
southern Lebanon. According to Amin 

state and army were \"disappeared\" (\"taghyeeb\" -- also an 
allusion to the fate of Musa al-Sadr) from the South by the 
1969 Cairo Argeement essentially establishing the so-called 
\"Fatahland\" in southern Lebanon. \"Sadr raised his voice 
argued Amin in his LBC interview 

driven away 

were silent? He demanded the return of the state to the 
South...| believe this was the reason for his kidnapping and 
disappearance. V 


FAILURE OF THE SHIVA LEADERSHIP 


4. (SBU) Amin challenges the ShiVa political leaders -- 
primarily Hizballah and Amal -- who he claims have paid lip 
service to the Lebanese state while maintaining their support 
for an autonomous \"resistance\" in the South. Throughout the 
years 

again for the return of the state and army in order to assume 
sole authority over the South. Specifically 

this following the conflicts with Israel in 1993 and 1996 

and then again following the Israeli withdrawal in 2000. 

These calls were all ignored by the ShiVa political 

leadership. Amin lays particular blame for this on Amal 

leader Nabih Berri 

line\" of Musa al-Sadr 

bases of Amal and the people were calling for tne deployment 
of the army. Why was everyone in the Amal leadership silent?" 


5. (SBU) Amin further criticizes Berri for ignoring the 

needs of the South. Referring to the recent day-and-night 
parliamentary sit-in organized by Berri to protest the 

Israeli blockade 

wish the parliamentary strike had taken place in Sanaya Park 
(where refugees were camped in central Beirut) 
parliamentarians could sleep with the refugees. Why is Berri 
in the Parliament? He should come to the South and see the 
people\'s problems 

and sleep in a five-star hotel. V" 


REINSTATING THE STATE 
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6. (SBU) Amin expresses doubt regarding the recent 
post-conflict support shown by Amal and Hizballah for the 
return of state authority to the South. \"What state do they 
want? If it's the one that was present before 12 July and 
after 2000 

Amin argues that the South must be returned to the \"bosom\" of 
the state 

control over security 

and foreign policy 

communities. Only through this reassertion of government 
authority -- absent in some places for nearly forty years -- 
can the South finally enjoy security and stability. 


THE DANGER OF INDEPENDENT ACTION 


7. (SBU) The recent decision by Hizballah to kidnap two 
Israeli soldiers plunged all of Lebanon into a war for which 

it was not prepared 

should not have the right to take unilateral action as it did 

on July 12 

by Hizballah\'s full submission to state authority. \"We will 
defend our nation. This nation isn\'t just for you 

me and you to defend together. Maybe you chose a path I did 
not wish to take. The ShiVa are not isolated from the rest 

of the Lebanese people. They are part of the Lebanese 
people. No one group from the ShiVa can decide to create a 
defense or foreign or financial policy for all of the 

Lebanese. Amin argues that Hizballah should integrate into 
the Lebanese army 

Seven Points which call for no weapons in Lebanon -- V'whether 
hidden or not\" -- other than those of the Lebanese army 
though Amin also lends his full support to the UNIFIL 

mission 

control. 


COSTS OF THE JULY WAR 


8. (SBU) Claiming that there is a \"large 

of Shi'a who oppose Hizballah\'s decision to kidnap the two 
Israeli soldiers 

exchange ever" 

the conflict. This was not a war for Lebanon 

but was merely a case of Lebanon being used and abused for 
the benefit of other powers. In this case 

main benefit since it could show to the world its regional 
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muscle and press for diplomatic negotiations over its nuclear 
file. Amin says that Lebanon should never be forced into a 
war with Israel on its own for the sake of the Arab cause. 
VWe know that this war was not a war of popular liberation 
claims Amin in his al-Arabiyya interview 

armies 

not possible for Lebanon to undertake this type of war on its 
own 

confrontation of which Lebanon is only a part. If the Arabs 
are not prepared to confront 

its own bear the responsibility of this confrontation? That 
which is required of the whole can not be undertaken by a 
part. V 


9. (SBU) Amin also denies that Hizballah won a \"victory\" in 
the last war 

acknowledges that Hizballah evidenced courage and 
steadfastness 

claim victory. We must compare the price paid for what was 
gained. Nor was it enough simply to fight for \"dignity\" -- 
as Nasrallah also tried to claim -- when people were forced 
to sleep in schools and parks 

rubble 

this about dignity and dignity" exclaimed an angry Amin in 
his LBC interview 

have suffered 

conflict Hizballah handouts)?! Does he buy these sufferings 
with money?" 


OTHER VIEWS ON POLITICS 


10. (SBU) Politically 
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that challenges Hizballah and BerriVs control over ShiVa 
political life. He argues that 

Lebanese government control over the South 

multiplicity of opinions. He does not call for the formation 

of an Iranian-style Wilayet el-Faqih in Lebanon 

supports the Siniora government 

the framework of the TaVif Accord.\" He is also against 
reinitiating the V'National Dialogue" since 

argues that power and decision-making should be consolidated 
in the hands of the state alone. 


COMMENT 
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11. (SBU) Our March 14 contacts -- including Saad Hariri 
Marwan Hamadeh 

made contact with Amin 

message (such as the al-Arabiyya interview). While we would 
certainly want to meet with the Mufti to discuss his ideas 
more 

him to meet with representatives of the USG right now would 
give his enemies ammunition to use against him. Our 
political contacts have heard that Amin is already being 
banned from participating in funerals in Tyre and other 

areas. Furthermore 

LBC 

Ambassador had requested a list of Shi'a opposed to Amal and 
Hizballah in order to meet with them and propagate their 
ideas. As is clear though 

help. 

FELTMAN 
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tactic 

had any religious training or not). Other districts had seen 
similar returns 

individual groups of about 20-30 Taliban 
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moved out of the district center to Farah-ro 

but are easily able to enter the provincial center on foot. 
If the Taliban take the provincial center 

symbolic blow 


6. (C) Saleh noted that there was conflicting information 
coming out of Uruzgan. His deputy of operations did not 
believe the Taliban were using the province as a base for 
attacks 

rest. Another view was that the government had done an 
effective job 

recovering certain areas due to Operation Mountain Thrust. 
The overall view is that Operation Mountain Thrust has 
contributed significantly to security in the province. 

Still 

centered around three major Taliban leaders. Saleh was 
hearing reports that the Governor was not receiving 
sufficient funding from Kabul for changes he is trying to 
make in the provincial government 

department heads in key posts. Saleh again lamented what he 
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saw as a V'typical problem!" -- we clear out the Taliban 

if we can\'t intervene quickly with management and leadership 
changes 


7. (C) Saleh then briefed on the TalibanVs overall 
communications structure. He said that at the strategic 

level 

tactical level. The Taliban leadership had an overall view 

of what to do and where to attack 

faced tactical problems. Strategic planning was being 
carried out in Pakistan 

Attacks in one region are often used to relieve pressure in 
another. Saleh sees this as a new strategy compared to six 
months ago 

discussion of how to respond 

response 

the province? The Deputy Minister for the Interior argued 
that this was not a conventional war 

brutal people 

real support from the local people for the ANA and the 
police. He said that police assigned from outside the region 
would always lack strong ties to the community and that what 
was needed were auxiliary and community police from the area. 
He argued that 20 well-trained police from the area were 
worth more than 200 ANA police since they knew the community 
the roads 


8. (C) The Deputy Minister of Interior reported on his 
two-week visit to Zabul. The Deputy Minister came away with 
conflicting stories -- that the \"Taliban were at the gates V 

or Vall is calm\". There were reports of 1 

fighters in the province 

the ANA. Many districts had only one police chief who 

policed his district with his extended family. Most 

residents were afraid of the government and saw a poor 
administration which lacked attention to their daily lives. 

The Taliban had control in some areas and was now fighting to 
get control of the highway where it has been stopping trucks 
from Kandahar. Some Taliban fighters were being specifically 
trained to block traffic 

tactics 

1 

(Comment: Given the mixed picture we are getting in Zabul 
are intensifying our efforts to develop a reliable 

first-hand impression of the situation there. End Comment) 
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9. (С) PAG members reinforced the need to speed up ongoing 
efforts to turn the tide 

reconstruction teams 

Development Zones (ADZ) 

provincial governors 

along the lines of the Zabul model being developed on a pilot 
basis starting September 16. On the auxiliary police 

Rassoul argued for the need to separate out the audit from 
recruitment 

MOIVs March timeline for auxiliary police was not practical 

as the ANA was stretched and ISAF could not be stuck in the 
districts indefinitely. He agreed that we needed to move 
faster on the ADZs. 


10. (C) Defense Minister Wardak similarly argued against 
waiting for the audits and called for recruitment and 
training to start right away. Just shift money from one side 
to the other as we need police in place 

disagreed that it was better to have police from the local 
areas since they had too many local ties. CSTC-A Major 
General Durbin responded that it took one week for 
recruitment and two weeks for training 

Auxiliary police were under the same criteria as the regular 
police. He said that you cannot just take 300 militants and 
put them into the auxiliary police without training. It was 
important to proceed in a formal sequential manner 
vetting. 


11. (C) Lt. General Richards stressed that we were on the 
right track. The ADZs would help with security and Major 
General Durbin\'s police work would reinforce military gains. 
What we must not do is go chasing the Taliban around. \"Let 
them dance to our tunel”. If a district falls 

it back in our own time 

Auxiliary police will be key to all of this. A major 
development and reconstruction effort is being put on the 
back of the military operation in Kandahar. 


12. (C) Lt. General Richards informed the PAG that a major 
media blitz would be launched on Saturday (September 16) on 
the success in Kandahar. The message would be that we 
delivered a large military defeat to the Taliban and that a 

major reconstruction effort was now underway. The Taliban 
had lost huge numbers and realize now that they cannot defeat 
ISAF. 


13. (C) Comment: This session of the PAG brought home the 
growing severity of the security challenge in the South 
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the Taliban display strategic acuity in trying to lessen ISAF 
pressure on them in Kandahar and Helmand by stirring up 
trouble in neighboring Farah. ISAF hopes not to be 
distracted 

police forces to be raised and deployed quickly. 


NEUMANN 
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being misled by U.S. officials 

Bot denied being \"had\" by Secretary Rice 

he had vigorously conveyed Dutch unease with U.S. detainee 
policy at every available opportunity. Bot also said he saw 
opportunities emerging for finding consensus with the U.S. 


3. (C) Bot argued that he was justified in accepting 
Secretary Rice\'s December 2005 assurances on renditions and 
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overflights 

policy spokesman von BommelVs assertion that he was \"Bush\'s 
lap dog.\" Bot said Rice had assured him then 

past week 

did not mean that secret prisons did not exist 

always clear that she was not prepared to discuss 

intelligence operations. 


4. (C) Bot added that U.S. concerns over the ability of 

nations to adequately interrogate terror suspects are not 
without merit. He said the GONL categorically rejects 
arguments that secret prisons are justified 

importance of adequate oversight and procedures to ensure due 
process. He saw a willingness by the U.S. to engage on these 
issues and suggested that the U.S. and the Netherlands might 
find consensus on the meaning of Article 3 

looking to Article 75 of the First Additional Protocol. (MFA 
Deputy European Correspondent Jeroen Boender 

prepare Bot for the debate 

the GONL has no intention of trying to renew debate about 
U.S. accession to the Protocol.) Bot reserved judgment on 
legislation now being debated in the U.S. Congress. 


5. (C) Bot promised to raise concerns over U.S. policy at the 
September 15 monthly EU Foreign Ministers\' meeting (GAERC) 
and said he would consider raising it at the North Atlantic 
Council (NAC). He rejected demands by some parliamentarians 
that he raise the concerns at the Human Rights Council (HRC) 
saying he would not take action that risked putting the U.S. 

on a par with states such as North Korea or Zimbabwe. 
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6. (C) Comment: President Bush\'s September 6 speech continues 
to play poorly here 

visiting U.S. officials (i.e. 

PDAS Volker). Elections are clearly part of the reason 

there is also an underlying sense of unease throughout Dutch 
society over what is viewed as a possible drifting apart on 
essential values. On the other hand 

the debate acknowledging the legitimacy of some U.S. 
concerns 

U.S. on finding long-term solutions to detainee-related 

issues 

forward productively. End comment. 

ARNALL 
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meeting seriously. V" 


4. (U) FCO and Defra contacts have suggested a change in 
venue or time for the press event. They have indicated that 
Foreign Secretary Beckett might be able to participate if the 
venue was shifted to a place closer to the Commonwealth 
Foreign MinistersY meeting venue (in the UN Building). 


5. (C) COMMENT: While Foreign Secretary Beckett\'s inability 
to participate would be dissapointing 

invitation has highlighted to HMG the importance that the USG 
attaches to CAWT. Rescheduling or changing the meeting 
venue 

include Foreign Secretary Beckett in the CAWT event. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 


78625 

79626 

78627 

78628 

78629 

78630 

there be UN sanctions against Tehran. Castellano noted that 
Iran was an \"old 

since most SACE exposure to Iran is long-term risk insurance. 
However 

of SACE\'s Export Credit and Investments Division 

Econoff September 11 that 

remarks 

exposure to lran 

potential losses 

collapse 
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2. (S) The GOl and Italian business will find it difficult 

to cease dealing with Iran in the case of sanctions -- due in 
part to Italy\'s purchase of Iranian oil and ongoing budget 
concerns. Sanctions could wipe out ЗАСЕ\' 5.5 billion euro 
exposure -- and more 

additional ECA guarantees on the secondary market. Fritelli 
claimed that ECAs from the EU member states that are also 
OECD members had not stopped issuing new coverage for Iran 
due to the absence of a clear EU policy on doing business 

with Iran 

banks to continue to insure their business with Iran. 

Fritelli appeared encouraged by Treasury U/S Levey\'s meeting 
Italian banks in Milan September 15 to discuss doing business 
with Iran. End summary. 


3. (S) During an August 29 lunch the Ambassador hosted for 
SACE DG Castellano and Fritelli 

was third on the list of countries in which SACE had its 

largest exposure 

Castellano attributed this Iran exposure to the Italian 
economy\'s reliance on foreign oil imports -- 5.5 percent of 
ItalyVs total oil imports are from Iran 

ten percent 

(Note: Castellano became the DG of SACE in 2004. He has 
substantially increased SACE\'s portfolio to almost 28 billion 
euro and introduced sweeping management reforms during his 
tenure. Castellano brought Fritellito SACE to implement a 
reform agenda. End note.) 


4. (S) The Ambassador then referred to figures of SACEVs 
medium- and long-term exposure (five years or more) that SACE 
staff had provided the Embassy in June 2006 (ref A) 

then at around 4.7 billion euro 

long-term exposure. Castellano emphasized that SACE had 
taken steps to reinsure its risk to Iran by seeking 

reinsurance from other ECAs 

and participating in credit swaps with foreign banks 

them U.S. investment banks and the U.S. Export-Import Bank. 
(Comment: We are not sure to what degree 

began buying oil commodities indexes. We speculate that SACE 
might have invested its liquid assets in the oil commodities 
market to surf the crest of rising oil prices as a way to 

build up SACEV's bottom line and offset potential losses of 

heavy Iran exposure. End comment.) 


VAN OLD 
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5. (S) SACENs exposure to Iran is 

V part of an old 

Castellano reported that SACE holds mostly long-term exposure 
in Iranian infrastructure projects 

provisions for loss on 50 percent of this exposure. (Note: 

We do not know if provisions were for 100 percent of face 

value 

SACE had reinsured all short-term exposure to Iran 

around 147 million euro (ref A). 


6. (S) Castellano pointed out that SACE 

consensus with other ECAs at the OECD 

overall exposure to 

Iran. Castellano claimed that he was \"tranquillo\" (\"calm\") 
about SACE\'s exposure to Iran 

against Tehran. 


7. (S) When Acting EcMinCouns asked Castellano about the 
amount of SACE political- 

insurance 

was \"out-of-fashion\" among ECAs worldwide 

a more integrated 

international stability had decreased demand for 

political-risk insurance 

commercial-risk insurance. (Note: We do not know how much 
of SACE\'s long-term exposure in Iran was issued as political- 
or commercial-risk. We mention this fact to suggest that 
strictly commercial-risk insurance may not cover Iran\'s 
non-payment to creditors 


8. (S) Econoff met with Fabio Fritelli -- who attended the 
August 29 lunch with Castellano -- September 11 to discuss 
Treasury U/S Stuart Levey\'s planned visit to Milan September 
15 to meet with the CEOs of Italian commercial banks. (Note: 
A SACE representative will attend the Milan meetings with 
U/S Levey. End note.) Fritelli volunteered information that 
contradicted what Castellano had previously told the 
Ambassador. Fritelli stated that SACE had not reinsured any 
Iran exposure 

that SACE had been trying to reinsure its Iran exposure for 
several years 
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Fritelli 

successfully investing in emerging markets (namely 
and oil commodities indexes -- to cover potential losses 
case of sanctions against Iran. \"SACE wont collapse 
will take a big hit 


9. (S) Fritelli put total SACE exposure to Iran at 5.5 

billion euro -- nearly 20 percent of its total 28 billion 

euro portfolio. He pointed out that SACEVs Iran exposure was 
closer to 30 percent before Castellano came on board. 
(Comment: We believe that SACEVs exposure to Iran has 
decreased from 30 to 20 percent due to increased exposure to 
other countries and SACEVs expanded portfolio 

reduced lranian exposure. End comment.) 


10. (S) Econoff asked for clarification on CastellanoVs 
statement to the Ambassador that OECD ECAs had stopped 
insuring investments in Iran 

would like to stop 

policy on Iran exposure 

members with ECAs -- including SACE -- were continuing to 
insure business in Iran. What EU ECAs need is a clear EU 
policy on Iran 

Italian banks continue to pressure SACE to issue more 
insurance for new business in Iran and 

EU policy 


11. (S) According to Fritelli 

insure Italian banks\' business in Iran 

more risk than what Iran already owes SACE -- i.e. 
neither increasing nor reducing its exposure to Iran. \"Iran 
is our best debtor 
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always pays in full and on time. V'But we are concerned 
added 
any more.\" 


12. (S) So 
are put into effect? And how to reconcile contradictory 
statements from Castellano and Fritelli? 


13. (S) Fritelli 
candid on reinsurance -- and has no reason to falsely 
contradict his boss. For this reason 
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not reinsured its Iran exposure. Yet 

share a common point -- the belief that SACE has covered 
itself for any losses in Iran. However 

Fritelli 

those reserves could be nearly depleted. 


14. (S) According to IMF data 

and Iran reached $6.4 billion in 2005 

Iran 

Germany. Given the GOIVs current budget and energy concerns 
(ref B) and Italian firmsV long-term involvement in Iran 

will be difficult for the GOI to encourage Italian business 

to cease dealing with Iran altogether 

fact that sanctions would harm the Italian economy in some 
incalculable way. 


15. (S) Despite Castellanos efforts to protect SACEVs 
bottom line from potential Iranian-sanctions loss 

must grapple with SACEVs -- and 

long-term exposure in Iran. Additionally 

a clear EU policy on banking and business with Iran 

other OECD/EU ECAs find themselves unable (or unwilling) to 
refuse further business in Iran. 


16. (S) Fritelli appeared encouraged by the news that 

Italian bank CEOs would meet with U/S Levey in Milan 
September 15 to receive the U.S. message that doing business 
with Iran could become costly -- and could 

the Italian economy. Fritelli indicated that this pressure 

on banks 

more political coverage at home to reduce their exposure to 
Iran. End comment. 

SPOGLI 
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Prime Minister 

cocalero leaders including Obregon 

halt to eradication operations. Eradication operations are 
expected to resume. NAS will continue to support GOP 
eradication operations in less conflictive areas through the 
November elections. Programmed eradication is at 9 
hectares. End Summary. 


2. (U) After months of peaceful eradication 

cocaleros attacked 105 national police (PNP) protecting 199 
coca eradicators (CORAH) in Sion 

police restored control after 30 minutes 

continued. Protesters slung rocks and fired shotguns at the 
eradication team. Cocalero demonstrators injured two police 
one with gunshot wounds; both are now in stable condition. 
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3. (SBU) Union Por el Peru (UPP) pro-coca congresswoman Nancy 
Obregon of San Martin falsely portrayed the cocalero-provoked 
confrontation as police brutality and claimed 30 protesters 

were injured by the police 

(Note: Ongoing investigations indicate the police fired 

teargas and not rifles. The investigative team reported 

bruises and contusions among a few cocaleros. Most media 
reports have disseminated Obregon\'s inflated numbers and 
mischaracterizations. End Note.) On 9/12 a delegation that 
included Obregon and pro-coca Andean Parliament member Elsa 
Malpartida 

doctors visited the site. According to CORAH reports 

arrival the police commander and Obregon informed the 
eradicators that Prime Minister Jorge Del Castillo had 

ordered the suspension of eradication 

Vice Minister of Interior Dardo Lopez Dolz told NAS Director 
that eradication would resume on after weekend consultations 
on procedures; subsequent conversations with the GOP confirm 
that eradication will resume but with no definite timetable. 

(Note: PM del Castillo began a dialogue with cocalero leaders 
including Obregon on 9/1. The next meeting is scheduled for 
9/17. End Note.) 


4. (U) Recently named Executive Director of the national 
anti-drug commission (DEVIDA) Romulo Pizarro told press on 
9/13 that eradication would continue. Minister of Interior 

Pilar Mazzetti was called to the Defense and Counternarcotics 
Congressional Committee to answer questions about the 
incident. Mazzetti said she would investigate if there were 
abuses 


5. Comment: The confrontation was not significant in 
comparison to past protests 

2005 when a new cadre of police trained in NAS-supported 
academies began prtecting eradicators. The GOP decision to 
halt eradication underscores the absence of either a clear 
coca policy or a strategy to deal with cocaleros. It also 
suggests a paramount interest in avoiding social conflict 
before the November elections. Obregon knows this and is 
stirring up cocalero protests by threatening to pull out of 
the dialog unless eradication is stopped. When eradication 
resumes next week 

San Martin. 

STRUBLE 


78632 

78633 

78634 

farce of the IWG!V' according to the headline in AbidjanVs 
leading daily 

would not attend or send a representative to the UN Secretary 
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General\'s (SYG) meeting on Cote dVlvoire scheduled for 
September 20 in New York. 


2. (C) Despite his harsh rhetoric 

door open for international mediation 

comments about the role the African Union (AU) has played in 
the Ivoirian crisis. Gbagbo commented that each time there 
has been progress in advancing the peace process 

the result of an African initiative. He said he would ask 

the AUVs Peace and Security Council to convene to make 
specific proposals to address the lvoirian crisis. The Peace 
and Security Council is already scheduled to hold a meeting 
on Cote d\'Ivoire in New York just before the SYGVs meeting 
and the UNSC is likely to take its cue from the AU\'s 
recommendations as it has done before. Gbagbo\'s remarks 
likely represent an effort to jockey for a stronger position 

for himself in the run-up to the meetings in New York. They 
are also meant to put the opposition and the international 
community on notice that he has no intention of leaving once 
his current 

even of accepting a reduction of his executive authority in 
favor of the Prime Minister. 

Hooks 
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can\'t have a war and come out richer. V 


13. (SBU) Even with all the political tensions 

have been reassured by the Central BankVs governance through 
the crisis and by the promise of funds from Arab countries 

as well as the supportive policies from the US and Europe. 
These factors may continue to help Lebanon recover. In 
addition 

third each in government bonds 

liquidity 

Trouble Ahead for Public Finances 


14. (SBU) While Salameh made a credible claim to have 
steered the financial system successfully through the crisis 
he intimated that trouble lies ahead in the next few months. 
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The GOL\'s budget deficit will be exacerbated by expenses 


related to the crisis. The government has not yet made 
allowances for the energy sector either; the drop in cheap 
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fuel and electricity imports from Syria will add costs 
addition to the cost of rebuilding infrastructure damaged 
during the war. 


15. (SBU) All in all 

have to be expended by the Central Bank to cover public 
debts. This is the time for the GOL to go to the markets to 
raise money 

will not be ready until after the reconvening of Parliament 

in mid-October. Even then 

hostage by Speaker Berri seeking funds for the Council of the 
South. 


Debt Relief 


16. (SBU) Lebanon\'s debt is pushing 200 percent of GDP 
according to Salameh 

the conflict. Market debt" to private lenders is at $26.5 
billion approximately. These sums are manageable now 
will reach a \"catastrophe\" if something is not done to 
reverse LebanonVs growing debt trend within a few months. 
The large stock of debt is currently manageable 

said 

increasing inflation. The trick 

back more of it when necessary without provoking massive 
inflation; and that may not be possible. 


17. (SBU) Meanwhile 

GDP because of the war. Lebanon\'s economy is very sensitive 
Salameh said 

are built on customs and VAT. Central Bank net reserves are 
over $3 billion 

taken away in gas prices\" should Lebanon begin subsidizing 
fuel. 


18. (SBU) In answer to the Ambassador\'s question 

said that he has not yet begun to focus on a possible Beirut 
| conference 

end of the year. Before the war 

of debt relief and now needs $10 billion 

Lebanon\'s preparationQr the Paris Il conference in 2002 
which Lebanon realized $2 billion in relief 

or more to prepare. 


Politics 


19. (C) Salameh 
Maronites) has aspirations to the Presidency 
general support for the Siniora government V'because thereVs 
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no way to change it\". He agreed that Siniora had come out of 
the recent crisis strengthened. He approached Michel Aoun 
for consultations during the time before Aoun\'s alliance with 
Hizballah and met with him and his economic advisors twice. 
However Aoun -- who 

the exclusion of all else -- saw him as a competitor. 

Salameh convinced Aoun he was no threat and that is why 
Says 


20. (C) Salameh confided to us that he had met with 
Hizballah SYG Hassan Nasrallah in the spring and told him 
that Lebanon needs peace during the economically important 
period of June through September. Nasrallah replied that he 
understands the importance of V'the people having money" and 
promised to remain business-friendly and not to stir up 
international trouble during the summer. The opposite 
course 

Nasrallah. Now all the emphasis is on bringing down the 
Siniora government 

kind of civil disturbance and turmoil that would accompany 
such a move. 


Middle East Airlines 
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21. (SBU) Privatization of a share of Middle East Airlines 
which the Central Bank has held since a bank failure in the 
1970\'s 

Salameh said 

to its prewar level. MEA lost $20 million in the July-August 
period 

yearly $50 million profit during those two months. Clearly 
the disruption of the summer\'s air traffic was a disaster for 
MEA. Despite its losses and imminent privatization 

will 

decision in the next two months on replacing three leased 
Airbus A330s. MEA will tender for bids from Airbus and 
Boeing for replacements. 


FELTMAN 
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reading\" of the situation and engagement with Syria to try to 


decouple Damascus from Tehran. 


2.(C) lranzo said that while Syria 
dismal on many of the UNSC 
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positive elements. Iranzo claimed that even the Israeli 
government acknowledges that not one shot has been fired from 
Syria into Israel for 25 years. He said that re-engagement 
with Syria is necessary to ensure the stabilization of 
Lebanon in accordance with UNSCR 1701 and to prevent 
Hizbollah from re-arming 

farms question and to secure the release of kidnapped Israeli 
soldier Shalit. Furthermore 

contacts with Syria now that it is sending 1200 troops to 
UNIFIL near the Syrian border. He said the GOS also heard 
from Lebanese President Siniora during FM Moratinos 

trip about the need for such dialogue. Iranzo added that 
Vall the Arabs V" are saying that Syria will continue in 

Iran 

be in line with Shi 

about it. Iranzo cited all of these as reasons to engage 
without retreating from our shared goals 

thesis is gaining ground in the EU. Iranzo said that while 
the results of dialogue had been very disappointing 

toughest approach - Israel 

in getting rid of Hizbollah 

Israel on the very last day of the conflict making this point 
very graphic. This meant that not engaging Syria at higher 
levels would have little impact. 


3.(C) Iranzo stressed that Spain 

such as FM Moratinos 

would continue 

dialogue in which Spain adheres fully 
deviation 

Syria to comply fully with UNSCRs 1559 
call on Syria to disarm Hizbollah 

Iraq 

assassination investigation. 


4.(C) Spanish National Security Advisor Casajuana echoed 
these points briefly in response to DCM 

said that while Spain is well aware of Syria\'s worsening 
behavior and is very dissatisfied 

alternative leadership in Syria to Assad. Casajuana noted 
that having the Islamic movement in power would clearly be 
worse for all of us. For this reason 

is a need to maintain a level of dialogue with the senior 
leadership of the Syrian government. Like Iranzo 

insisted that Spain finds it necessary 

the Syrian border to have some lines of communication with 
the SARG 

with UNSCRs. Casajuana said that Spain would be willing to 
deliver any messages the USG wanted to pass on to the 
Syrians. DCM reiterated that the US is neither authorizing 
nor seeking third parties to convey messages to the Syrians. 
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Visit Embassy MadridVs Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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house built by a reverend in Bo was reportedly marked for 
demolition in spite of a previous clearance to build on 
government land. The reverend was described as a "PMDC 
sympathizer. V" 


5. (C) We also heard about retribution against PMDC 
supportersY family members 

suspension of elderly parents. In one case that reportedly 
occurred in late August 

spotted a young man wearing a PMDC teeshirt. He summoned the 
young man to the paramount chief\'s house 

there 

teeshirt. When the young man refused 

summoned the manVs mother and told her that if she could not 
convince her son to remove his teeshirt 

with.\" The young man told PolOff that his mother had been 
effectively banished from her own village 

needs to bring her to Freetown so that she will feel safe. 


6. (C) Some of the more disturbing reports were about the 
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role that many paramount chiefs have taken to suppress SLPP 
opposition. We heard several reports of paramount chiefs 
firing or suspending section chiefs for supporting the PMDC 
and refusing requests from opposition parties to hold public 
meetings. Paramount chiefsY loyalty is often rewarded with a 
blind eye when it comes to spending public money for private 
gain. One example we heard was the Ngowa Paramount Chief 
who was given seven million leones (approximately USD 2 

for HIV/AIDS sensitization in July (Note: Funding possibly 
came from a project funded by the National AIDS Secretariat 
which receives money from the Global Fund and World Bank. End 
Note). Soon after he received the money 

travel abroad. Local PMDC supporters raised alarm bells 

the chiefs family organized one HIV/AIDS meeting іп one 
village (Hanga) 

The Paramount Chief in Bo is particularly notorious. We 

heard reports that he has repeatedly threatened to shut down 
the local independent radio station for discussing issues 
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that are critical of the SLPP government. We were told that 

he ordered police to open fire on PMDC supporters last year 
when Charles Margai and Vice President Berewa crossed paths 
at a 2005 school event in Bo that caused embarrassment to 
Berewa (ref B). (NOTE: Three police officers were reportedly 
reassigned after the incident. All of them had - thankfully 

- refused to follow the Paramount Chiefs orders. END NOTE.) 


7. (C) Another intimidation story involved an SLPP government 
minister (Minister of Transport and Communication Prince 
Harding) who convened an SLPP meeting on July 2 in Bo 
District. After the meeting 

supporters went to a PMDC sub-office in Jembe Town and 
threatened to burn down the local PMDC Chairman\'s house and 
told PMDC supporters in the office 

by 2007.\" The PMDC Chairman reported the incident to the 
police and forwarded copies of an official complaint to the 
Political Parties Registration Commission (PPRC) 

National Electoral Commission (NEC) 

Political Association (APPA) 

there has been no police (or other) action. 


8. (C) Inaction and disengagement from NEC and PPRC toward 
what appear to be clear and gross violations of political 

rights was another common theme. We confirmed a story about 
the NEC\'s inaction in the face of the reported politicization 

of its youth training/employment program for voter 

registration 

all the application forms and were allegedly giving them out 
only to SLPP youth. Opposition members complained that the 
NEC office should have handed out the forms to ensure 
equitable distribution. When asked 

that the application forms were being handed out at the 
locations where the training would take place 

(SLPP) officials at the Bo School had control of them. When 
we contacted the PPRC to verify the PMDC\'s story about the 
Minister of Transport and Communications\' SLPP meeting that 
led to threats against PMDC supporters 

PPRC did not intend to take any action because they were only 
an information addressee on the letter of complaint. 


9. (C) COMMENT: The NEC can ill afford to be seen as 
unconcerned in the face of political tampering 

are already gaining a reputation as ineffective even when 
they do stand up to the ruling SLPP as the NEC\'s inability to 
stop the Biriwa chiefdom elections (ref A) showed. The NEC 
has been silent since its public Biriwa Chiefdom defeat and 
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failed to capitalize on what could have been a clear 
opportunity to sanction the government and make a statement 
for its independence. END COMMENT. 


10. (C) On September 15 

the Secretary General Victor Angelo told the Ambassador 

and PolOff that the NEC has spent past few weeks trying to 
organize the move of its headquarters to a new building in 
Freetown. The chaos that characterized the move does not 
build confidence in the NEC\'s ability to organize a 

nationwide election 

of time and energy the Commissioners spent bickering with one 
another over whose office would get more square footage. The 
PPRC is in even more dire straits 

are without a chief commissioner and lack the staff capacity 

to even complete a registration verification exercise 

less adjudicate allegations of electoral wrongdoing. 
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11. (C) Civil society has not stepped up to the plate 

either 

Freetown with the Africa Director of Search for Common Ground 
(SFCG) 

field. Fortune is the Chairman of National Elections Watch 
(NEW) 

on election observation issues. Civil society 

representatives in Bo 

mostly SLPP party loyalists who have been ineffective in 
observing past elections. We heard reports from two separate 
meetings that NEW leadership in Bo is already partisan 
because of the way Fortune appointed local leadership. 
(NOTE: Fortune is a Canadian national with extensive 
experience of the country and a frequent Government critic 
who stayed in Sierra Leone throughout the war years. Post 
will look into these allegations since USAID funds SFCG 
democracy and agricultural information programs 

considering support to NEW. END NOTE.) 


12. (C) Opposition political parties voiced frustration that 

no one is taking action on their grievances. Frustration was 
directed most clearly at police who failed to investigate 
reports of violence and intimidation (including a report that 
the Chairman of the Pujehun District Council paid a group of 
Republic of Sierra Leone Armed Forces (RSLAF) soldiers to 
kill a PMDC supporter in Pujehun). It was also clear 

though 

society are low. For the most part 

and abuse are circulated within the party and to the police 
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only. Some of the reports are making it up through the party 
structure to the All Political Parties Association (APPA) 
independent organization of the parties that the SLPP 
organized but now boycotts. APPA has very recently made 
presentations of their complaints to UNIOSIL and the 
Diplomatic Corps that have filtered into the local press. 
UNIOSIL staff are investigating some of the allegations. 


13. (C) Some of the opposition political party groups 
particularly the APC which has long been harassed in the 
south and east 

of the current political environment. Others 

the PMDC supporters in Bo and Kenema 

intend to resist the governments attempts to deny their 
political rights. This has already led to isolated incidents 
of violence. For example 

District) 

meetings but were attacked twice and therefore prevented from 
doing so. 


14. (C) The threat of more serious violence is clear. 
Regarding a Kenema District paramount chiefVs refusal to 
allow a PMDC party meeting 

by force. In Banderu (Kenema District) 

section speaker fined a PMDC supporter 200 

(approximately USD 67) 

oil for holding a meeting. The 100 or so people who attended 
the meeting were punished as well 

indefinitely from farming and mining on chiefdom lands. When 
we asked what the attendees planned to do about it 

told that the PMDC will inform the police and the UNIOSIL 
security advisor 

to continue farming and mining in defiance of the chieftaincy 
order. While this kind of behavior could expose the section 
speaker\'s bluff 

SLPP loyalists decide to make a statement. 


15. (C) In Bo 

chiefVs intimidation tactics are taking the form of people 
refusing to attend meetings when the paramount chief calls 
them. PMDC supporters told us 

only be pushed so far and will eventually stand up for their 
rights 
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16. (C) Sustainable peace and democratic development in 
Sierra Leone will depend on credible elections in July 2007. 
Heightened tensions 

had characterized previous elections 

to hear such extensive reports of SLPP intimidation and 
retribution to keep voters in line as the election is being 
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organized and well ahead of the official campaign period. We 
were also surprised by PMDC strong organization that gives 
credibility to Margai 

accounts for some of the SLPP 

expect the SLPP to use its incumbency to try to manipulate 
the election and will use paramount chiefs to do its dirty 
Work 

rise of the PMDC and with the reapportionment of many 
parliamentary districts to APC strongholds 

not get a majority in the balloting. That threat could lead 

to violent confrontations that conceivably could destabilize 
the country. 


17. (C) COMMENT CONTINUED: APPA is emerging as an outlet for 
opposition grievances and has opened channels of 

communication with the international community. The NEC and 
PPRC need to become receptive APPA complaints. The SLPP has 
denied them as fabrications 

otherwise. To be credible 

no single organization has the capacity. We have been told 

the UK intends to formally request from the UNSC a modest 
increase in UNIOSIL 

month. We support that request as the best possibility for 
monitoring destailizing political abuses in Sierra Leone 

provinces. 


18. (C) COMMENT CONTINUED: In the end 

the NEC 

SLPP incumbents 

that the elections are not manipulated to favor the ruling 
party. If the political process is to retain the confidence 
of the opposition parties 

effective 

assistance from international donors. Sierra Leone 
network of civil society organizations and the media must 
step up their vigilance 

which can speak without fear or retribution 

its voice to ensure that the proverbial playing field will be 
as level as possible for the elections. The impediments are 
high 
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HULL 


6. (U) Approximately 39 

in Panama during 2005. With a price range of $500 to 
$2000 

the Panamanian legal industry. Additional 

fees ranging from a few hundred to several thousand 
dollars are earned from drafting ancillary documents 
such as voting trusts 

protection trusts. Many law firms serve as the resident 
agent and/or supply nominee directors for annual fees 
between $150 - $300. If only 150 

350 

services 

million. 


7. (U) The GOP Attorney GeneralVs office told 
EconOff that resident agents and subscribers are 
usually protected from criminal or civil liability 

arising from the operations of a corporation provided 
they limit their conduct to forming the corporation 
and certain administrative functions 

the annual franchise fees. The attorneys with whom 
Emboff spoke 

clerical and support staff to serve as nominee 
directors and officers. 


8. (U) Panama undertook a number of reforms in 2001 
to remove its FATF and other black listing. 

Although originally part of the reform package 

the elimination of bearer certificates and the 
prohibition against lawyers serving as directors of 

a corporation were dropped in the face of 

opposition by the Panamanian legal community and 
the International Lawyer\'s Association. 


9. (U) Panamanian corporations pay an annual 
corporate franchise fee of $250 for the first 
year and $300 thereafter. During 2005 
Registry received $30 million in incorporation 
and annual franchise fees 
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approximately $17.5 million or 0.5% of its total 
2005 budget of $3.426 billion. 


ULTIMATELY 
FROM THE U.S. 


10. (U) According to local attorneys 

of a Panamanian corporation is governed by the 
Panamanian General Corporation Law of 1927 and 
modeled after Delaware\'s corporation law. The 
creation and governance of a Panamanian 
corporation and a U.S. corporation is virtually 
identical. All state corporation laws provide for 
resident agents 

as the point of contact between the state and the 
corporation. Most states 

popular states of incorporation such as Delaware 
and Nevada 

disclosure of shareholders. 


11. (U) Legal contacts in Panama and the U.S. told 
Econoff registered agents in the U.S. many times 
do not have contact with the actual shareholders. 
Their principal contact is usually a law firm or 

a nominee incorporation service. In Delaware 

many registered agents advertise that share 
ownership is kept confidential. Delaware does 

not require registered agents to maintain any 
information on shareholders. Delaware has 
considered laws requiring registered agents to 
maintain certain client information such as the name 
and address of a director 

To date there have been no obligations imposed on 
registered agents in the U.S. \"to know their clients. V" 


12. (SBU) Post\'s interagency Illicit Finance Task Force 
coordinates the Mission\'s anti-money laundering 
activities. While no agency at post has identified 
terrorist finance activity in Panama 


to determine what activities a Panamanian registered 
company is undertaking outside of Panama. Post is 
increasingly focused on the vulnerabilities posed by 
offshore corporations. We would welcome Washington\'s 
input regarding the U.S. experience in addressing 
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this issue and how we might share useful lessons 
learned with the GOP to reduce Panama\'s vulnerability 
to money laundering and/or potential terrorist 

financing through offshore corporations. 

ARREAGA 
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of Gleneagles to concrete action.\" Energy efficiency will be 
a main focus 

interest in energy efficiency and its links to innovation and 
economic stimulation. 


4. The Environment Ministry also plans an EU Environment 
Ministers conference on the international aspects of energy 
efficiency during the first half of February 2007. The 

German government would welcome U.S. ideas on steps we have 
taken to boost energy efficiency 

program. EMIN pointed out other related efforts underway in 

the U.S. as well to cut energy consumption. Although Contius 
said the Environment Ministry still has to work out with the 

other ministries what concrete results they will seek during 

the EU presidency 
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increasing energy efficiency and use of renewables by EU 
members 


5. Contius mentioned his involvement in the EU troika 
dialogue on energy leading up to the CSD-15. He will meet 
counterparts from Finland 

U.S. 

on September 19. Contius said Germany supports the proposal 
made at CSD-14 in May 2006 that energy be integrated into 
national sustainability planning by 2010. The integration of 
water sanitation into sustainability planning provides a good 
model 

this idea by suggesting at CSD-15 that members create a list 
of national commitments on sustainable energy practices by 
2010. He sid the list could serve as an V'action program 

ut noted that both the name of the list and the 201 date 

are open for discussion. 


AT THE HIGH LEVEL DIALOGUE 
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6. Contius recognizes the Hgh Level Dialogue (HLD) is in 

its early stages 

interested in a good result right from the start. EMIN 

stressd the intent of the HLD is to discuss climate 

and sustainable development in an integrated way and that it 
is important all relevant interests be represented. The 
Environment Ministry officials all agreed with this 

statement 

takes a similar view to the Ministries of Economics and 
Environment sharing ground where climate and energy issues 
intersect. 


7. Schoepe reiterated interest in the U.S. hosting the next 

meeting in the Bonn Renewables Process 

He said Germany would be willing to contribute to financing 

the conference and said it is important the conference be a 
government-sponsored event to which stakeholders and NGOs are 
invited. He was concerned corporate sponsorship of this 

event would have -- or would be seen to have -- undue 

influences over the events proceedings. Emboffs argued this 
need not be the case. 


8. Contius sees potential political value of the U.S. 

hosting another meeting in the Bonn Process: he said Germany 
and the United Arab Emirates have signed an MOU on technology 
cooperation in the areas in energy and renewables. By 

holding the next renewables meeting 

might be able to persuade the UAE to host the following one 
which would have great symbolic value. Cooperation on clean 
and more efficient energy technology is of interest to Abu 

Dhabi as part of its long-term development strategy 

continued 

to further this interest. 


9. Environment Ministry State Secretary Matthias Machnig 

will travel to Washington October 5-6. He will look to have 
meetings at Departments of State and Energy 

the EPA. The German Embassy is arranging his program. 
Topics for discussion will be GermanyYs upcoming EU and G-8 
presidencies 

with the U.S. on climate and energy issues. 
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Coalition Forces 

the bad things happening in Iraq and some believe that they 
perpetuate the violence against Iraqis. Though the RC explained 
why this notion is mistaken and that the Coalition Forces are 
trying to end the violence and terrorism 

\"people must pay for democracy 

Iraqi people is a civil war.\" 


3. (C) The Basrah Provincial Council (BPC) is totally 

ineffective and cannot manage the security crisis 

Sayed Yusif. Saying that the BPC is like an \"orphan 

that it cannot do anything for itself 

is too feeble to take important decisions. Political parties 

and corrupt officials are the main promoters of instability 

Sayed Yusif said. When asked about whether he would claim his 
seat on the BPC 

the council since it is so inept and he therefore does not want 

to be associated with it. (Note: Following the election in 
December of two BPC members to the Council of Representatives 
Sayed Yusif is next in line to become a BPC member. His 
accession to the BPC is on hold 

because of legal difficulties relating to an outstanding warrant 

for his arrest. End Note.) 


4. (C) On the issue of federalism 

a proponent for it 

Though personally castigating Sayed Abdul Aziz al-Hakim and 
calling him V'insane 

region that al-Hakim advocates is just an opening gambit. He 
cited an Iraqi proverb that one could obtain what one wanted by 
asking for too much and then settling for a lesser amount. 
Sayed Yusif said that with Basrah\'s economic potential 

be an V'empire 

that political decisions are taken in the former but economic 
decisions are made in Basrah. 


5. (C) Comment. The conversation was long and rambling 
Sayed Yusif 

States. There also was much laughter 

Sayed Yusif is relaxed when he is in Majid al-Sari\'s presence. 
Sayed Yusif would not delve into any substantive discussions 
about Thar Allah 

offices in Iraq 

Baghdad would open on September 16. Sayed YusifVs intense 
enmity towards Governor al-Waleli surfaced late in the meeting 
when Sayed Yusif blamed him for the death of his two young 
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children and vowed to take his revenge. End comment. 


GROSS 
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They are aiming their political fire at Mendonca of the PFL. 


9. (SBU) Comment: Eduardo Campos\'s diagnosis of what Lula needs to 
do may be sensible 

willing to underestimate the damage the corruption scandals have 

done to institutional integrity and Lula\'s ability to govern. 

Campos spoke of the corruption scandals as if they happened to 
someone else 

with his opponent Humberto Costa 

has been indicted by the federal police for his alleged role in the 
ambulance scandal 

anyone forget. 
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he may not finish his term of office 

former Governor Jarbas Vasconcelos 

PMDB (Party of the Brazilian Democratic Movement) politician from 
Pernambuco state and candidate for Senate. Jarbas did not specify 
how Lula4s second term might end prematurely 

discouraging political landscape during a meeting with visiting 
Embassy poloff and Recife Principal Officer on September 5. Jarbas 
said he had no doubt that Lula knew of all the corruption scandals 
that erupted during his first term 

enough about corruption to reject Lula at the ballot box 

of relentless media attacks on him. He dismissed predictions of a 
deep reduction in the PT (Workers Party) seats in Congress 

Lula will have a hard time working with the new Congress 

be against him. Most of Jarbas\'s own party 

he said 

another party. Polling shows Jarbas should easily win the senate 
seat being vacated by Jose Jorge 

Geraldo Alckmin\'s running mate. This report was prepared by 
visiting Embassy Poloff in Recife and cleared with AmConsul Recife. 
End summary 


2. (SBU) The re-election of President Luiz Inacio Lula da Silva 

will be a \"tragedy\" and his government will be so bad that he may 
not finish his term of office 

Pernambuco governor Jarbas Vasconcelos 

Jarbas did not specify how Lula4s second term might end prematurely 
but he described a discouraging national political landscape during 

a meeting with Recife Principal Officer and visiting Embassy Poloff 

on September 5. Jarbas retold a bit of the overthrow of Joao 
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Goulart by the Brazilian military in 1964 

sown the seeds of his governmentVs demise by undermining two pillars 
that were fundamental to military support: discipline and hierarchy. 

But Jarbas said the end was provoked by two editorials in leading 
daily VO Estado de Sao Paulo.\" By comparison 

survived a relentless and ongoing media attack and is heading for 
re-election. Jarbas did not say how Lula might be forced out before 
the end of his second term 

be a resignation in the face of overwhelming opposition. 


3. (SBU) Jarbas said he believed that Lula will win re-election in 
the first round 

He predicted the PMDB 

PSDB (Party of Brazilian Social Democracy) would each have 17 
senators 

able to get along with such a congress. Part of the PMDB supports 
the Lula government 

Jarbas did not say how many of the PMDB senators would be 
pro-government and how many opposition. Jarbas also said the PSOL 
(Party of Solidarity and Liberty) 

Helena 

percent 


4. (SBU) Many voters do not care enough about the corruption 
scandals of Lula4s first term 

Lula. Many of Lula4s supporters 

education 

the ballot whose numbers start with 13 

explained. Because of this loyalty to the PT among the poor 

said the PT block in Congress 

deputies and senators 

seats. Jarbas also said Lula was running a good campaign 
Alckmin\'s campaign was weak. The only one affected locally by 
corruption charges 

Pernambuco politician who was forced to resign from the presidency 
of the Chamber of Deputies for taking bribes from the congressional 
cafeteria concession. Jarbas expected an electoral defeat for him. 


5. (SBU) While most of the PMDB remains in Lula\'s camp 

not moderate his anti-Lula stance. He was not always an 
anti-Lulista: he said he recommended the PMDB cooperate with Lula in 
2003 when Lula first took office 

is as critical of his own party as he is of the Lula government 

said that refusal was strong evidence that the PMDB acted out of 
self-interest regardless of what was good for Brazil. Jarbas said 

the majority of the PMDB was V'rotten 

(Va sack of cats\"). Still 

because he does not have a PSDB \"profile 

close enough to any other party to switch. (Jarbas was elected 
governor of Pernambuco in 1998 and re-elected in 2002 in the same 
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election that brought Lula to power. He resigned recently to run 
for the Senate.) 


6. (SBU) Jarbas added that in 2003 he became aware of extensive 
corruption at a national level and warned his state government 
administrators to be on guard against it in Pernambuco. Lula was 
fully aware of all the corruption scandals 

because there was rampant cronyism. 


7. (U) Jarbas was confident of his own election to the senate and 
said his polling shows he is at 66 percent with Pernambuco voters. 


8. (SBU) Comment: Some of JarbasV observations struck us as 
reasonable 

that Lula might not finish his second term. Coming from such a 
level-headed and well-respected politician 

stormy political weather ahead is a warning that political gridlock 
could revisit Brazil in one form or another in a second Lula 
presidency. 


9. (SBU) Comment continued. Given JarbasY long-time role in 
Northeast politics and his good relations with Lula when he was 
governor 

takes the role of the realist in politics 

that he did not condone corrupt practices in any party. He will 
have an interesting role to play in the Senate 

his vice governor 

Pernambuco and be his surrogate there. 
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participate. (At roughly the same time as Fils-AimeVs 

meeting with the Ambassador 

into the custody of the HNP.) Presidential representative 
\"Samba Boukman 

Momplaisir as PrevalVs liaison with V'popular organizations V" 
joins Fils-Aime on the disarmament committee. GoH and 
MINUSTAH officials insist that Preval is committed to break 
the power of the gangs 

restoring security in Cite Soleil are the most promising 

since MINUSTAH arrived in June 2004. Though MINUSTAH and the 
GoH must prove they can sustain this level of effort 
MINUSTAH leadership is finally coordinating within its own 
mission and with the GoH in support of a resolute policy 
formulated under President PrevalVs direction. End Summary. 
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MINUSTAH Closes In 


2. (SBU) SRSG Edmond Mulet on September 11 briefed Core 
Group Ambassadors on the most recent developments to secure 
the areas immediately adjacent to Cite Soleil in preparation 

for an effort to gain control of Cite Soleil itself. 

MINUSTAH continued to redeploy troops from the provinces to 
Port-au-Prince. Beginning on September 10 

transferring 300-400 Chilean and Uruguayan troops to 
concentrate on securing route national 1 

eastern border of Cite Soleil. These troops will have an 
additional 30 armored personnel carriers and other vehicles 

at their disposal. Brazilian troops had expanded their 

patrols and checkpoints to include the periphery of the 
northern Cite Soleil gang strongholds of Druillard and Bois 
Neuf and increased patrols along route 9 

bisecting Cite Soleil from north to south immediately west of 
route national 1. Brazilian troops had also established an 
important stronghold (an abandoned hotel) in the Solino 
neighborhood of Cite Militaire 

important access route into Cite Soleil. MINUSTAH and the 
HNP had now established a total of 32 checkpoints 

which the HNP operated independently. A MINUSTAH political 
official informed emboffs that she had toured route national 

1 with Mulet on September 12 

to see the entire stretch bordering Cite Soleil (roughly 1 

km) 

police 


Gang Intel 


3. (C) JMAC Director Michael Center (strictly protect) on 
September 7 briefed Polcouns on MINUSTAH\'s intelligence 
assessment of the situation in Cite Soleil Center related 
that the four principal gang leaders in the area 

Jeune 

\"Beloney\" continued to coordinate their activities 
kidnappings outside of Cite Soleil 
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defense of their turf. He estimated that the four controlled 

a total of roughly 300 gang members who would actively engage 
MINUSTAH and the HNP. Gang leaders have large numbers of 
pistols 

but Center estimated that they have only 150-200 long barrel 
shot guns and semi- or fully-automatic weapons at their 
disposal. Nevertheless 
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exercised efficient command and control and maximized the 
force of their arms. Leaders \"issued\" guns to various gang 
members on any given day accordingto spcific needs. They 

do not keep arms caches 

in strategicpositions throughout their neighborhoods in 

orde to respond to incursions. Local residents dared ot 

touch these weapons or otherwise interfere. 

4. (SBU) Gangs had recently incrased construction of V'tank 
traps\" or other traffic obstacles to impede MINUSTAH and HNP 
vehicles 

leaders have organized wider networks of hangers-on 

including women and children 

look-outs. Among other resources 

VBlack Hawk Down! as manuals to train their followers. 

Center allowed that increased pressure from MINUSTAH around 
Cite Soleil had had some impact on gang members 

signals were mixed. Evans lieutenant \"Ti Henri\" recently 
turned himself in (without handing over any weapons) to the 
Brazilian contingent and offered up some limited information 
about gang organization. MINUSTAH turned him over the to the 
GoH 

Henri had reportedly made up with Evans and participated in 
kidnappings and attacks on MINUSTAH troops. 


5. (C) MINUSTAH established the JMAC roughly one year ago to 
provide intelligence in support of the missions mandate. 
Staffed by personnel from various MINUSTAH departments 
JMAC is modeled roughly on the lines of an U.S. military\'s 
J-2 

operates a network of paid informants 

extensive and detailed information regarding the specific 

gang members. Center indicated that in order to protect its 
sources 

supported a specific operation. Thus 

utilized most of the information he had gathered about 
specific gang leaders. Additionally 

gather information to use in legal criminal cases 

military operations. Shortly after Polcoun\'s meeting with 
center 

contact with the Embassy. In a meeting with Polcouns 
corroborated much of CenterVs conclusions regarding the 
organization of the gangs. The activists stressed that the 
majority of the population would support government moves to 
re-establish law and order and disarm the gangs. 


DDR President Goes to Work 


6. (SBU) Prime Minister Alexis on September 11 formerly 
installed the GoHVs re-constituted disarmament committee -- 
the existence of a disarmament committee under the former 
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interim government was news to emboffs and Haitian observers 
-- under Committee President Alix Fils-Aime. The committee 
comprises four other officials from the ministries of 

interior 

newly installed inspector general of the HNP (number two in 
the organization) Fritz Jean 

representative 

Philippe 

told the Ambassador during a courtesy call that he was 
pleased with the qualifications of his committee colleagues 
and had already assigned them tasks. He stressed that 
participation in DDR would be limited to those who were not 
currently wanted by the police. Fils-Aime had asked 
Port-au-PrinceVs chief prosecutor Claudy Gassant to provide 
him a list of all outstanding warrants. Thus General Bibi 
gang leader from the Solino neighborhood of Cite Militaire 
who had several warrants against him outstanding 

eligible to enter the program. Bibi 

described as wanted for kidnapping and rape 

charges 
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into the Disarmament 

(DDR) program and turned himself along with two cohorts to 
MINUSTAH troops while surrendering small arms. (Note: 
According to press reports 

Ambassador\'s meeting with Fils-Aime MINUSTAH turned Bibi over 
to the HNP 

15. Fils-Aime noted that the associates who had accompanied 
BibiV did not have warrants pending 

enter the DDR program if they still wished. End Note). 


7. (SBU) Fils-Aime would not require the surrender of 

specific classes or numbers of weapons per individual as a 
condition of participation in the program. He expected that 
groups of participants would come in conjunction with the 
surrender of \"lots\" (groups) of weapons. MINUSTAH experts 
had told him that in any case that DDR programs did not 
generally recapture more than 25% of illegal weapons. His 
goal was to create \"momentum\" for social peace by publicizing 
the surrender of weapons from various groups from throughout 
the country. Promisingly 

departments 

contacted him. 


8. (SBU) Fils-Aime stressed that his program encompassed 
broader goals than weapons collection and job training. He 
hopes to coordinate the integration of development projects 
immediately into neighborhoods where people had joined the 
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DDR program. In line with MINUSTAH\'s broader goals to 
reach-out to community residents on the margins of gang 
activity (ref B) 

to cooperate in implementing those projects. He plans to 
coordinate with the media and the ministry of information to 
publicize progress and promote a general atmosphere of social 
peace. He also wants to recruit civil society organizations 

to help in these efforts to reduce the divide between the 

social classes. The Ambassador expressed full support for 
these goals and suggested that Fils-Aime consider approaching 
professional unions 

help provide services in disarmed neighborhoods. The 
Ambassador also highlighted work that the USAID mission had 
carried out though its partners 

International Organization for Migration (IOM) and pledged to 
provide Fils-Aime a briefing on IOM activities and to 

coordinate future efforts. 


Who is Samba Boukman? 


9. (C) President PrevalVs appointment of Samba Boukman to 
the disarmament committee elicited protests from anti-Lavalas 
quarters. Per Ref C 

activist from the Port-au-Prince district of Bel-Aire (a poor 

but established neighborhood immediately north of the 
national palace) who played an active role in building 

support for Preval during the presidential campaign. 
Boukman has reportedly replaced Rene Momplaisir within 
PrevalVs inner circle as Preval\'s liaison to V'popular 
organizations!" (referring to grass roots organiztions in the 
slum 

President Preval 

his liaison t Cite Soleil in the wake of the failure of gang 
members to accommodate his demands that they disarm. The 
Cite Soleil activists cited in para 5 related to Polcouns 

that as a result of the failure of the gang leaders and 

Preval to reach an agreement 

Jean Joseph Joel are also unable to return to Cite Soleil 

End Note.) Boukman actively cooperated with MINUSTAH in 
early 2006 in removing gang members 

from Bel-Aire. Lavalas opponents accused Boukman of 
organizing violent pro-Aristide demonstrations in the summer 
of 2004 

Voperation Baghdad" instability in Port-au-Prince in 
September 2004. Post believes those charges are unfounded. 
In a conversation with Polcouns in March 

the importance of establishing order in poor neighborhoods 
and supporting President PrevalVs development plans. He 
added that he believed President AristideVs return to Haiti 
would generate instability 
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activists were quietly working against his return. 
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Comment 


10. (C) It appears we are finally beginning to see concrete 
results from the intense round of consultations Preval 

initiated with MINUSTAH and the demands he has made on 
MINUSTAH leaders to intensify their efforts to combat 
insecurity. Both MINUSTAH and the GOH must demonstrate that 
they can not only sustain the current level troops and police 

in the streets 

power of the gang leaders and follow up on their ambitious 
policy goals 

of a permanent police presence in Cite Soleil and the 
surrounding neighborhoods. Fils-Aime is a breath of fresh 

air 

and management sense. We will watch to see if he is able to 
maintain his current level of energy as he runs up against 

the lack of capacity within the Сон. SRSG Mulet informed the 
Core Group that MINUSTAH and the GoH would formally initiate 
the DDR program on September 24 

performance indicator for the revived DDR program. 
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Turning Point\" for Alckmin\'s campaign. 


5. (SBU) Guerra said that many voters do not believe Lula is 

corrupt 

Instead 

him. The campaign\'s research shows voters believe Alckmin offers 
better programs than Lula 

question of why the Alckmin campaign has become so negative in the 
last weeks 

differing perspective among other PSDB national leaders 

Guerra did not explain the apparent contradiction. End comment.) 
Guerra said their strategy is working: Lula has just started 

attacking Alckmin with negative advertising 

the heat. 


6. (SBU) Guerra predicted that Lula 

time governing because he does not know how to put together a 
government 

resources for the parties next campaigns. He also said that TV 
Globo has been actively supporting Lula because of their interests 
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in the selection of a digital television system (decided earlier 

this year in favor of the Japanese system) and restructuring of the 
network\'s debt. 


7. (SBU) Guerra dismissed the widespread perception that Lula has 
distanced himself from his party 

defense of Humberto Costa at a rally in Caruaru 

early September. Costa 

of Pernambuco 

corruption in the Bloodsuckers scandal involving rigged ambulance 
sales with kickbacks to many members of congress. 
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8. (SBU) Guerra also said he believes that 

elections 

of many smaller parties 

survive. He predicted the PT will lose about ten percent of its 92 
congressional seats. 


9. (SBU) Comment: Guerra has no illusions about how difficult the 

task will be to put Geraldo Alckmin in the Brazilian presidency 

even though polling numbers he cited may be evidence of some wishful 
thinking on his part. His assertion that voters will go for Alckmin 

when they learn more about him contradicts what we have been hearing 
in Recife and Salvador from knowledgeable observers who believe 
voter loyalty to Lula -- at least in the northeast -- comes from his 

public assistance programs 

truly represents the masses. But voter loyalty in the northeast is 

now relevant for the Alckmin campaign only in Bahia 

written off the rest of the northeast as Lula territory. 
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control of several indigenous organizations using similar 
means. Calle said the MAS knew it could not infiltrate the 
CSUTCB 

splinter off. He claimed the MAS has provided the new 
faction with an office 

funded by government coffers and/or Venezuela. Calle also 
reported the Venezuelan Embassy called him recently to 
confirm Venezuela\'s donation of several vehicles to the 
CSUTCB. When the Venezuelan caller realized he had contacted 
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Calle by mistake (instead of the MAS faction) 
ended the call. 


2. (C) Hugo Vega 

neighborhood association 

Venezuelan influence in the La Paz department. He said young 
MAS leaders are active around Lake Titicaca 

1 

invited for a return visit. Vega said that since January 

MAS has been heavily investing government funds in social 
sector groups. Additionally 

personnel claiming to be doctors are working the Altiplano in 
groups of three-- a physician 

scientist 

said the MASY previous syndicalist style has taken on a more 
Cuban flavor 

tactics and eavesdropping on campesinos in order to assess 
their loyalty. 


3. (C) Comment: Both leaders separately said despite the MASV 
dictatorial style 

Altiplano support Morales. The comments of both leaders 
however 

the financial support (governmental 

flowing to some grassroots organizations. End comment. 
GREENLEE 
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practices. We expect that the Garcia administration will carry out 

a careful oversight of the existing Camisea operations 

development of the domestic gas market and support a best practices 
completion of the Peru LNG export project. 


2. (U) Liquids pipeline breaks in the unstable jungle terrain have 
caused short interruptions in flow and apparently minor 
environmental effects. The IDB and GOP are commissioning 
independent audits to determine the causes of the pipeline breaks 
and their environmental effects. IDB-imposed conditions have helped 
to meet the environmental and social challenges of the project 
there have been lessons learned. Decades of pollution by fishmeal 
plants of Paracas Bay 

facilities 

traffic are reduced but present; most local concerns about Camisea 
center on getting funding for municipal projects. The Peru LNG 
project appears well situated to learn from Camisea. Conflict of 
interest allegations have not been substantiated. The real public 
issues remaining are environmental related to the liquids pipeline 
ruptures 

-- challenges present but surmountable. 


3. (U) This cable will focus on the natural gas and electricity uses 
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derived from the Camisea project. Septels will report updates on 
the liquids pipeline ruptures; Paracas Bay; side effects in the gas 
fields; an analysis of Camisea critics; and the Peru LNG project. 
END SUMMARY. 


GAS FOR THE MASSES 

4. (U) The Camisea natural gas project has been a success 

by continuing concerns over environmental and social side effects. 
Two years after the Camisea pipelines began to flow in August 2004 
the project has delivered natural gas and liquids products to Peru\'s 
domestic market 

butane and diesel) to export markets. The main benefit Camisea has 
afforded lower income Peruvians is through cheaper than diesel power 
generation 

industries. The availability of natural gas and condensates 

products 

prices below the world market 

energy crisis that has hit several other South American countries. 


5. (U) Electricity rates for consumers were lower as early as 1996 

due to the planned Shell Camisea project. The GOP sets rates for 
regulated electricity users (less than 1 MW) based on the expected 
supply-demand situation and marginal costs. The GOP lowered rates 
from 1996-1998 based on the projected opening of a converted 
gas-fired power plant. After Shell dropped out 

lowered rates from 2000 on as Hunt/PlusPetrol took over the Camisea 
project. 


6. (U) An official of PlusPetrol -- the Camisea field extractor as 

well as distributor -- estimated savings of $1.15 billion by 

Peruvian electricity consumers from December 2000 to mid-2006. The 
rationale is that power generators would have had to use diesel 
ever-soaring world prices 

natural gas to power generators at $1.30 per million British thermal 
units (Btu) since August 2005. Two electricity generating plants 
(totaling a capacity of about 500 MW) have converted to natural gas 
with another 174 MW plant due to start up in November 2006 
whose capacity will be doubled in 2007. These plants are vital 
considering that Peru\'s annual power consumption is 3 

installed power generating capacity is slightly less than 3 

thermal MW and slightly over 3 


DIRECT GAS USE INCREASING 

7. (U) The initial $100 million GOP financial assistance program to 
stimulate conversion to natural gas of homes 

industries has spurred such conversions in private vehicles (at the 
current rate of 100 cars per week) 

transportation system that is wholly private. Peru inaugurated last 
year the world\'s first natural gas-powered freight train 
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transport minerals and metals from the central highlands to the port 
of Callao. 


8. (U) From the $100 million fund 

development bank COFIDE 

without downpayment. S/he leaves the fuel conversion plant with a 
\"smart charge\" chip installed in the taxi 

the loan each time s/he fills the tank. The savings on fuel 
consumption are so great -- 50 to 60 percent -- that the average 
taxi owner pays back the conversion cost in two to four months of 
operation. In the first half of 2006 

converted 1 

in 2004. 


9. (U) One limitation had been too few conversion facilities. Until 
six months ago 

wait for conversion. Now 

same-day service. Another factor that inhibits conversions is the 
number of retail fuel stations - only two in a city of over 8 

million. Four more stations will operate by September 

four in the planning stage 

least one commercial long-distance bus company has converted its 
vehicles. 


10. (U) At the end of June 2006 

consumers using Camisea natural gas (producing ceramic tiles 
food 

power plants and 67 industries at the end of 2005 and one power 
plant and six industries at the end of 2004. Still 

factories that use liquefied petroleum gas (LPG). Residential and 
industrial use of LPG has boomed since last year as Camisea sells 
(from the fractionation plant) blends of propane and butane to local 
distributors of LPG at a 20 percent to 25 percent discount compared 
to export prices. 


11. (U) Home natural gas connections in Lima (housing 1/3 of Peru\'s 
population) have proceeded at a steady pace 

residential clients at the end of June 2006 

the end of 2005 and none at the end of 2004. Many Lima households 
have used LPG in their homes for many years for cooking and water 
heating 

pipelines in Lima\'s more affluent neighborhoods has been underway 
for over a year. Subscriptions from homeowners would have been 
higher in the absence of some MunicipalitiesV obstructionist 
regulations 

pipeline-laying work even after granting permits. 


12. (U) In conversations with Calidda and with homeowners in 
Econoff\'s neighborhood where gas lines were recently installed 
appeared that high upfront connection costs (around $1 

single family home and $900 to $1 
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purchase of new appliances or water heaters) were one negative 
factor. A distributor of the meters that are sold with the gas 
contracts complained to Econoff that Calidda is neglecting to give 
potential customers information that explains their cost savings 

over time. Another factor were the weeks of media coverage of 
explosions in the liquids pipeline over the past year 

consumers interviewed to express fear that a home explosion was a 
danger. 


GAS DEMAND 

13. (U) The domestic market remains relatively small for a project 
the size of Camisea 

grown at the pace the parties involved had wanted. Although the 
liquids pipeline is meeting demand for the four liquids products 

gas is reinjected into the Camisea fields due to lack of demand. 
Gas may continue to be reinjected at the Camisea fields for seven or 
eight more years according to current estimates of field operator 
PlusPetrol. The Peru LNG export project will offer an outlet for 
Camisea natural gas production that exceeds domestic demands 
providing additional revenue as well as eliminating the waste of gas 
attendant upon reinjection. 


U.S. OPPORTUNITIES AND SUCCESS STORIES 

14. (U) The International Gas Fair is going on in Lima now 

U.S. and other service providers and manufacturers are represented. 
The Embassy welcomes a trade mission facilitated by the Department 
of Commerce that will survey gas opportunities in October. In 
addition to the many U.S. firms that have supplied or will supply 

inputs to the Camisea and Peru LNG projects 

making use of Camisea gas. Caterpillar earth moving machines use 
natural gas power. The Yanacocha mine (majority owned by U.S. firm 
Newmont) is powered by Caterpillar generators that run on Camisea 
gas. Almost all of the naphtha produced at the fractionation plant 

and some of the LPG 


COMMENT 

15. (U) Peru\'s poor 

entrepreneurs have gotten cheaper 

project. As Septels will report 

environmental and social costs in remote areas. These costs will 
probably pale beside the air quality improvements from natural gas 
vehicle power that will eventually inure to the benefit of the one 
third of Peru\'s population that lives in Lima. For a country 
desperately in need of job creation 

energy and improved health 

the environmentally friendly energy self-sufficiency that Camisea 
will bring. 

STRUBLE 
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in complicity to commit murder and injury" in relation to two 
deaths and several casualties during demonstrations in 
downtown Caracas on April 11 

served as Secretary for Security in Greater Caracas 

was head of the Caracas Metropolitan Police 

VivasY deputy. The defendants say they were trying to keep 
opposition and pro-government marches separated that day and 
did not shoot at the crowd. On the contrary 

people shot at them and their trucks show hundreds of bullet 
holes. Press reports of the day's events indicate there were 
many people shooting and the government has been accused by 
some opposition members of calling out sharpshooters who were 
responsible for most of the injuries and deaths. The 
policemenYs case was submitted to the IACHR 

review it last spring. 


3. (C) In addition to his connection to former Caracas 
Metropolitan Mayor and Chavez foe Alfredo Pena 

also be targeted for U.S. ties. While Secretary of Security 

he worked with William Bratton 

oversaw former New York Mayor Rudolph Giuliani\'s crime plan 
to develop a similar plan for Caracas. A Venezuelan 
prosecutor told Bony Simonovis 

lawyer 

husband was a CIA spy and thatVs one of the reasons heVs 
being prosecuted. 


4. (C) Poloffs were invited to observe the trial by Mrs. 
Simonovis and her colleague 

well-known criminal lawyer who has participated in several 
high-profile cases 

General Felipe Rodriguez (refs a and b). The Embassy is also 
expanding its program of observing politically motivated 
prosecutions. The trial began in March 2006 and is being 

held in Maracay--almost 70 miles from Caracas--presumably to 
draw attention away from the poorly-substantiated case and to 
facilitate BRV attempts to condemn the officers. So far 
prosecutors have been unable to link the defendants to any of 
the injuries or deaths 

medical and crime scene experts. Victims and eye witnesses 
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have yet to testify 

defense team that they know the defendants were not involved 
Mrs. Simonovis said. PoloffsY observations 
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conversations with the lawyers and some of the defendants 
suggest the trial is merely a political show. 


-- The trial was supposed to begin at 9 am 

judge 

this has been normal practice for them 

arrives on time concerned the government will pull something 

if they don\'t. At 1 pm 

end \"between 2:30 and 3:00 pm\" (direct quote) because of the 
threat of rain. The judge and prosecutors returned from 

lunch around 3:45 pm. 


--The witness came with the prosecution in an official 
vehicle. 


--The witness 

basic questions about the average shooting range of police 
weapons. Although he interviewed some of the victims 
investigated their wounds 

could not determine if any of them were shot at an 
angle--sharpshooters and government supporters were thought 
to be on the Llaguno Bridge and nearby rooftops--nor could he 
verify when the injuries occurred. The witness also claimed 
that someone with a bullet wound that went east to west was 
shot from a south-ward direction. 


-- After the recess 

the witness had become ill while they were having lunch with 
him and had left 

vehicle. They were unsure if he would appear the next day. 
Mrs. Simonovis later told us the expert did return to testify 
the next day 

prosecution is moving on to other witnesses and will call him 
back later. 


--The defense told us Simonovis was not actually at the scene 
April 11 

giving the order to shoot. However 

the tape for voice analysis. 


--Comparisons with other related trials bolsters claims of 
politicization: The eleven defendants are being tried under 
detention 

videotaped while shooting at the opposition were tried in 
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liberty in 2003 (ref c). A judge later acquitted them 

claiming they were acting in self-defense. Chavez responded 
by praising their actions in confronting V'sharpshooters and 
terrorists dressed up as police.\" More recently 

pro-Chavez defendants in a separate but related case were 
also free pending trial 

evaded arrest. 


5. (SBU) The defendants have been in jail in Caracas for 
approximately two years 

half. Simonovis 

described to us their treatment of him as an 8 on a scale of 

1 (the worst) to 10 (the best). He gave the quarters a 5. 

He is allowed family visits two days a week and can see his 
lawyers Thursday mornings; he doesn\'t have any time outside. 
The eight officers are being held together in Caracas 

Parque Carabobo jail. They are held separately from other 
prisoners and have occasional internet access. Mrs. 
Simonovis told us she and other family members give food to 
the guards who transport the defendants to ensure they 
actually bring them to the court and do not mistreat them on 
the way. 


6. (C) No one will probably ever be able to accurately 
determine responsibility for most of the violence during the 
chaos of April 2002 

other cases related to April 2002 

supporting the way Chavez wants history recorded. Those that 
supported him were revolutionary heroes and should be 
vindicated. Dissenters or those working for opposition 
governments are coupsters and should be punished. The 
governments case is weak and the prosecution knows it. The 
paucity of evidence presented after almost six months of 
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trial 

to pro-Chavez civilians 

the prosecution and the witness as observed by Poloffs 

the private messages sent to the defense support claims that 
this is just a politically motivated prosecution. Poloffs 

plan to periodically observe the trial as part of a broader 
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program of observing similar trials and will continue to 
report on its progress. 
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attacks are likely to continue. Venezuelan Cardinal Urosa 
issued a September 10 public appeal asking Venezuelans to 
avoid further electoral confrontations. End Summary. 


2. (SBU) On September 5 small groups of Chavistas threw 
stones and bottles ata Rosales march in the state of Vargas 
reportedly hitting former presidential candidate Roberto 
Smith and forcing at least one other Rosales supporter to 
seek medical treatment. Similarly 

groups of Chavistas threw stones at a Rosales car caravan in 
the poor Caracas neighborhood of Catia 

five injuries. Gunshots were also apparently fired 

no one was wounded by gunfire. Rosales campaign officials 
have also accused workers from the Libertador Municipality in 
Caracas of defacing their candidates campaign posters. 


3. (C) According to Hector Alonso and Carlos Ocariz 
members of the Rosales campaign team 

police did not act to prevent the attacks 

complicit. (Note: TV coverage showed uniformed policemen 
appearing to try to help protect marchers; in addition 
reports indicated that policemen were injured). Alonso told 
poloff September 7 that he believed the Chavez camp is 
actively trying to prevent Rosales from entering poor 
neighborhoods for fear that he would pick up votes there. 
Ocariz likened the attacks to small \"guerrilla-like\" 

assaults 

poloffs September 14 that if Rosales continues to gain 
popular support 

by Chavistas. Marcel Graniel of Globovision told Charge 
September 13 that his reporters in Catia and other barrios 
confirmed that Rosales\' campaign visits have so far elicited 
surprisingly large turnouts. 


4. (C) Consensus opposition candidate Manuel Rosales called a 
September 7 press conference to denounce the attacks on him 
and his supporters. He promised to continue to return to the 
barrios of Venezuela 

anything or anyone.\" At the same time 

President Chavez should be held responsible if anything 
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should happen to him or one of his campaign leaders. On 
September 8 

protection 

western Caracas. He has not yet been confronted with any 
further election violence since the first two incidents. 


5. (SBU) Senior BVR officials quickly denied any government 
involvement in the incidents. Minister of Interior and 

Justice Jessie Chacon told a September 7 press conference 
that he believed the attacks in Catia originated with 

Rosales' supporters and claimed that there is no proof that 
Chavez supporters used violence in response. Chacon publicly 
guaranteed RosalesV safety 

to election day on December 3 unless \"he himself withdraws.\" 
Pro-government daily \"Vea\" first covered the Catia attacks in 
a September 8 article headlined V'Residents of Catia reject 
provocation of Rosales\" and in a follow-on September 9 
article claimed that Accion Democratica absentionists were 
behind the Catia rock-and-bottle throwing. 


6. (C) PolCouns raised concerns about Chavista election 
violence September 8 with MVR National Assembly Deputy 
Calixto Ortega. Ortega said such attacks are a V'shame 


CARACAS 00002827 002.3 OF 002 


nevertheless predicted that similar attacks are likely in the 
future 

electoral violence is unavoidable in a polarized political 
environment. However 

incident and ensuing broad negative press coverage of 
electoral violence may have led the Bolivarians to back off 
for the moment. 


7. (SBU) Venezuela\'s only Cardinal 

Urosa Savino 

Venezuelans to avoid political confrontation. Cardinal Urosa 
said 

whatever else 

peace and achieve the democratic elections that we all want.V 
He also asked Venezuelans to search for understanding and 
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Vlegitimate electoral competition V" consistent with respect 
for others and the democratic rights of all Venezuelans. 
Cardinal Urosa 

commenting very much on public events 

election violence attracted considerable media attention. 
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is their trade 

T&T. He also noted that \"very few\" head gangs in T&T and that they 
generally commit more sophisticated crimes 

ATM machines-\"That New York kind of thing.\" This response is so 
unusual to the prevalent thinking that the reporter\'s follow-up 
question was to clarify that ACP Piggott truly meant criminal 
deportees 


2. COMMENT: The criminal deportee issue continues to surface in 
the media and pervade the public consciousness. We find it 
refreshing that a senior police officer took the opportunity in a 

major interview to use facts to refute this misconception. ACP 
Piggott has been chosen to participate in the April 2007 IV program 
on U.S. foreign policy and counter-terrorism. Post recommends that 
the Department arrange a meeting with him while in Washington in 
order to further share information. END COMMENT. 
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effectively spreading anti-US rhetoric to nations who hardly 
need the encouragement 

bilateral diplomacy in forging mutual crusades against the 
VAmerican empire. End Summary. 


2. (SBU) During Belarus\' and Venezuelavs First Meeting of the 
High-Level Joint Commission 

President Chavez and other top BRV officials met with a 
Belarussian delegation headed by State Secretary of the 
Security Council Viktor Sheiman. The Commission 

during Chavez visit to Minsk in July 

bilateral cooperation agreements ranging from matters of 
defense 

addition 

UNSC bid. While the formation of technical and diplomatic 
agreements formed the substance of the meetings 

Chavez used the opportunity to further demonstrate the BRVVs 
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ability at courting rogue nations for U.S.-bashing. During 

both the committeeVs opening and closing statements 

used his floor time to condemn American hegemony and promote 
a Vnew world order\" rather than to focus on the nuts and 

bolts of Belarussian-Venezuelan relations. 


3. (SBU) Similarly 

Chavez and President al-Asad signed multiple bilateral 
agreements covering the standard topics of cooperation - 
petroleum 

discussions with Belarus 

to joint Syrian-Venezuelan anti-U.S. rhetoric. Echoing 
standard Chavez-speak 

their determination to fight hegemony and US imperialism. 
Al-Asad expressed his concern for US aggression towards 
Venezuela and announced that Syria would vote in favor of 
Venezuela\'s bid for a UNSC seat. Akin to ChavezV agreement 
with Belarus to form a joint commission 

also expressed plans to create a high-level committee to 
facilitate future cooperation. 


4. (SBU) To further display his willingness to call on 

worrisome world leaders 

late July. When not signing accords with President 
Ahmadinejad 

audience to assist in bringing down the US empire in order to 
save the human race. Iranian President Mahmud Ahmadinejad 
will visit Venezuela beginning September 16. 


5. (SBU) In an example of the success of his campaign to gain 
support from nations oftentimes in disagreement with U.S. 
policy 

League - 22 countries in all -- had voted to support 

Venezuela in its bid for a non-permanent seat in the UNSC. 
Venezuela holds observer nation status in the League. 


6. (SBU) Chavez is currently participating in the Non-Aligned 
Movement (NAM) summit in Havana September 12-16. Venezuela 
reportedly supported by Iran 

hopes to insert in the summit an expression of concern for 

the United StatesV \"destabilizing\" actions in Venezuela. 

Finally 

work closely with countries of interest to the United States 

Iran will assume the presidency of the Group of 15 - of which 
Venezuela is a member - during meetings concurrent with the 

NAM summit. 
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Comment 


7. (С) Chavez has made great efforts to win over like-minded 
pals around the world 

their own motivations for opposing the United States. His 
campaign is winning him some rhetorical support from 
countries like these. What is not clear at this point is 
whether opposition to U.S. policies is a sufficient unifying 
force for the global movement Chavez aspires to lead 
whether Chavez would be the gentleman to assume such a role. 
For now 

things American -- as well as his fat and open checkbook -- 
are winning him friends in unusual places. 
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Confidencial 


-- Leon Roldos (22% 

-- Rafael Correa (17% 
-- Cynthia Viteri (1596 

-- Alvaro Noboa (10% 

-- Gilmar Gutierrez (N/A 


CorreaVs Visit to NYC Gets Attention 


5. (SBU) While visiting New York to meet with overseas 
Ecuadorian voters 

United States. He asserted that dollarization had been a 
Vbig mistake 

would honor \"legitimate\" foreign debt but pay it back V'at 
Ecuador\'s rhythm.V Correa also accused new Defense Minister 
Marcelo Delgado of planning electoral fraud on behalf of PSC 
leader Leon Febres Cordero in the upcoming elections. The 
military is charged with providing security for the electoral 
process. Delgado and President Palacio immediately refuted 
the charge. Correa\'s campaign is reportedly increasingly 
well-funded; supporting that claim 

top TV station told us that Correa had booked a week of 
prime-time for a new 15-minute biographic spot. 


Roldos and Viteri Rattled 


6. (SBU) Viteri made headlines on September 15 by using a 
public Internet chat to reveal her positive contacts with 
both the U.S. and Cuban Ambassadors. Viteri\'s comments on 
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the latter made the headline 

confidence that Cuba could help Ecuador improve its literacy 
rates (already over 90%). She also affirmed she would 
immediately pursue negotiations of an FTA agreement with the 
U.S. 

Manta agreement. 


7. (SBU) For his part 

declared the replacement would pursue a more radical campaign 
line. Roldos reiterated to journalists his opposition to 

renewal of the Manta FOL accord 

the accord if the U.S. Congress does not renew ATPDEA 
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benefits for Ecuador. 


Key Election Contracts to Spain and Brazil 


8. (C) There will be no electronic vote during upcoming 
elections 

Brazil during the same time frame. Contrary to early media 
speculation 

Brazil's machines with Venezuela\'s. The Tribunal awarded a 
$5.2 m. contract for the quick tabulating of election results 

to a consortium called \"E-vote 

by Brazilian firms Probank and Via Telecom. The Spanish firm 
Infoadex 

2002 

campaign spending. 


Comment 


9. (C) Correa has successfully positioned himself as the 
leading \"change\" candidate 

primarily at Viteri\'s expense. Correa\'s hard-hitting attacks 
on Leon Febres Cordero and his demands for radical change 
contrast sharply with ViteriVs feel-good campaign spots. 
Rather than counter-attacking 

burnishing their own leftist or nationalist credentials. 
JEWELL 
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mission in Hanoi and pointed to the opening of Venezuelan 
embassies in New Zealand 

future. Rondon pointed to Singapore and Thailand as an 
example of the BRV\'s emphasis on increasing its diplomatic 
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presence in Southeast Asia. Regarding New Zealand 

the opening of an Embassy there is part of the V'Strategic 
Plan of Attention\" that the BRV maintains with the countries 
of Oceania. 


3. (U) In Africa 

BRV\'s previously limited diplomatic presence on the 
continent. In September 2005 

Reinaldo Bolivar unveiled the BRVVs \"Africa Agenda 
document detailing BRV plans to strengthen bilateral 
relations in the region (reftel). At that time 

announced plans to open embassies in Benin 

Ethiopia 

has met that goal only in Benin. END NOTE) In the last 
fifteen months 

with eleven African countries: Sudan 

Guinea-Bissau 

of the Congo 

Principe. Bolivar announced that only nine African countries 
remain with which Venezuela does not maintain diplomatic 
relations (Cape Verde 

African Republic 

Mauritania). Bolivar indicated that the establishment of 
relations with Cape Verde is imminent. 


4. (C) In many African countries 

BRV does not yet have diplomatic relations 

employed the strategy of sending V'PresidentialV or Special V 
Envoys on his behalf. Madagascar 

Sao Tome and Principe 

during the months of August or September 

such as Gambia 

visits from Chavez himself. While publicly spun as 
discussions of increased bilateral ties 

Chavez is a wolf in sheep\'s clothing - his lobbying for votes 
for the UNSC cannot be masked. Nigerian and South African 
counterparts 

blind to ChavezV ambitions as a primary driver for his 
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outreach to their countries. His interest in the region has 
been minimal in the past 

recognize that the lavish attention paid to the continent in 
recent months does not stem from purely altruistic motives. 
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5. (U) While the propaganda shows that emerge when Chavez 
returns from a world tour are intended to give the impression 
that his international forays are universally applauded 

there are dissenting voices. Journalist and former 
Ambassador Julio Cesar Pineda complained following Chavez 
early August world tour - including stops in Russia 

Iran 

professional diplomat and that the BRVVs relations with other 
countries are politicized 

and few concrete results. Director of opposition party 

Project Venezuela Carlos Berrizbeitia lamented that since 
assuming power in 1999 

dollars and over one full year 

of Venezuela. Berrizbeitia calculated that Chavez has spent 

41 days out of Venezuela and spent five million dollars on 
foreign travel in 2006 alone 

per day. 


6. (C) Chavez sees himself a \"player\" on the international 
scene. His globetrotting is aimed at expanding his 

international stature and paving the way for his intended 
inheritance of CastroVs hold on the anti-imperialist and 
non-aligned movement. Chavez is currently facing two 
elections 

(the December presidential election). His travels and 
diplomatic maneuvering are intended to play to both 
constituencies. When abroad 

promises in hopes of obtaining votes for the UNSC. And each 
trip abroad sets the stage for a media-happy return of \"the 
prodigal son\" during which he can trumpet his accomplishments 
as a world leader and appeal to the masses in a most 
Castroesque style. His international travels and lavish 
promises abroad 

those viewing the unaddressed and growing domestic problems 
of crime 
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flirting - not necessarily in that order." A recent magazine 
profiled his love of wine 

Premier Grand Cru Classe 1976 given to him by Saddam Hussein 
twenty years ago. When running for vice president he told 

the press he liked to surround himself with women as he 

believed they are hard-working and less distracting than men; 
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in the UN 75 per cent of his staff were women. 


9. (U) Cordovez is 71 years old - his birthday is 20 
September. Born in Quito 

school 

Ecuador. He obtained his law degree from the University of 
Chile. His wife 

they have one son 

York. He is the cousin of former First Lady Eugenia Febres 
Cordero. Cordovez speaks English fluently. 


10. (C) Comment: Recent tension could signal some growing 
separation between the President and Foreign Minister 
although Carrion is a loyal career diplomat and will 

faithfully carry out PalacioVs policies. Palacio will likely 

enlist Cordovez\' talents and NY contacts in his effort to win 
the WHO position. 

JEWELL 
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Chavez demonstrated the growth in the minimum wage as 
compared to the growth in inflation and said that in the 
early 1990s inflation outpaced wages. According to his 
chart 

inflation (Note: though overall wages are about 20 percent 
less in real terms than in 1998). Chavez then discussed 
inflation with Minister of Planning and Development Jorge 
Giordani 

and the shortages of tomatoes 

made it very clear that the BRV must lower inflation 
example by increasing domestic production of tomatoes 
admitted that it was important to import goods to prevent 
shortages and price increases. 


12. (U) The Committee for the Administration of Foreign 
Currency (CADIVI) has increased its authorizations in the 
past month and in August authorized USD 2.3 billion in 
conversions. The increases come at a time when it is under 
criticism from both the opposition and the National Assembly 
for helping fuel the fires of inflation by preventing money 
from leaving the system and imports from entering the market 
(importers need CADIVI to get dollars to buy goods to 
import). (Note: An increase in imports may temporarily 
alleviate inflation as supply catches up with demand 

does nothing to deal with the longer term issues of 
de-industrialization occurring in Venezuela. End note.) 


13. (SBU) The BRV is also attempting to reduce the money 
supply in the economy. The USD 1 billion 
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&bonos de sur8 issuance planned by Venezuela (USD 500 
million) and Argentina (USD 500 million) would reduce the 
supply of bolivars. The issuance has been delayed as 
contacts note that Argentina does not need additional 

financing this year. Nonetheless 

Rodrigo Cabezas has announced that the BRV will issue bonds 
(per Chavez 


14. (SBU) The past week saw announcements that PDVSA may a) 
issue USD 3.5 billion in dollar-denominated bonds on the 
local market (see reftel B) and b) will send USD 4-6 billion 

in excess dollar profits to be held in escrow in a special 
Treasury account. While both of these actions would reduce 
liquidity 

doubtful they will occur as the debt issuance has been 
criticized as unnecessary (why take on debt when PDVSA is 
making huge profits from high oil prices). The treasury 
account is supposed to be inviolate 

history of raiding supposedly inviolate accounts (such as 
foreign reserves at the BCV). In a normal country such 
inflation-fighting measures would fall under the purview of 
the Central Bank rather than the state oil company. 


15. (SBU) Other measures the BRV is floating for controlling 
inflation are reducing the Value Added Tax (IVA) 

more price controls 

gougers. These actions 

Systemic inflation or help the economy 

short-term relief or have a public relations benefit 

are likely to occur in the run up to December. Contacts in 
the retail sector worry that Chavez will force a 

confrontation with some supermarkets and start shutting them 
down in November. This would be damaging for the private 
sector and for the supply of foodstuffs 

leading up to the election 

public to blame for inflation and shortages. 


16. (SBU) The BRV seems preoccupied with inflation and at the 
same time incapable of stopping it 

with the majority of modern Venezuelan governments. During 
his Alo Presidente presentation 

explanations were open and he fully admitted to a flaw in the 
BRVVs economic policies. Many analysts have labeled 

inflation the V'Achilles heel" of the BRV and note that 

inflation tends to hurt the poorest segments (Chavez\'s base) 

of society the most. 
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17. (SBU) Proven orthodox measures to slow inflation include 
decreasing public spending 

draining liquidity. Rather than taking these difficult 

steps 

measures that further distort the economy and slowly emaciate 
the private sector 

that mislead the public as to the true nature and causes of 
inflation. Embassy contacts estimate that the BRV can 
continue its spending binge for 1-2 years before the 
imbalances and deficits catch up 

oil prices will result in economic upheaval 

case in Venezuela 

since the 1970s. 
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occurred. Warming to his subject 

BRVVs commitment is with people of Mexico 
heroic population of Pancho Villa 


3. (SBU) Turning his outburst toward the United States 

Chavez said all of Latin America has resisted the \"battering\" 
of the United States 

has \"put up with and suffered the most U.S. aggression 

(sic). In the same encounter with the local media 

also suggested that the United States government planned and 
implemented the September 11 terrorist attacks (sic). He 

said he did not discount a theory that the Twin Towers had 
been dynamited from the inside 

falls as such unless by an implosion.\" 


4. (C) Chavez also took aim while talking to the media 
September 12 at EU election observers 

observation mission in Mexico a V'demonstration of the 
cynicism of the dominant classes in the world." More 
specifically 

fraud in the most recent Mexican presidential elections 

while charging EU observers with putting Venezuelan elections 
under a V magnifying glass" to highlight V'whatever little 
detail" as V'alarming 

observation comments come just as the European Union is 
preparing to send an exploratory EU team to prepare the way 
for a bigger election observation mission to cover the 
December 3 presidential polls. 


International Impact 
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5. (C) The Mexican government revoked the credentials of 
Venezuela\'s Ambassador and recalled its Ambassador to 
Venezuela on November 14 

President Fox a U.S. \"lapdog.\" (Reftel). Chavez" latest 
outburst against Mexican President-Elect Calderon simply adds 
fuel to the fire between the BRV and Mexico 

expect the two countries to exchange ambassadors again 
anytime soon. It also underscores Chavez\' willingness to 
flout the consensus of the Latin American community of 
democracies (and Cuba too 

only government in the region to refrain from recognizing 
President-Elect Calderon. 


6. (C) Noting that Chavez\' recent anti-Calderon (and yet 
another anti-American) outburst reached new heights of 
\"Chavez delirium 
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Garavini told poloff September 14 that Chavez\' over-the-top 
rhetoric could scare away potential votes for Venezuela in 

the October UN Security Council race. Department may want to 
highlight Chavez\' reluctance to recognize the freely-elected 
government in Mexico as yet another example of the BRV\'s 
disruptive role in international diplomacy. Chavez\' position 
stands in sharp contrast with the positions of every other 

OAS member state as reflected in OAS Secretary General Jose 
Miguel Insulza\'s September 5 congratulatory call to Calderon 
and in the September 6 congratulatory statement issued by the 
OAS Chairman of the Permanent Council. 


WHITAKER 


78675 

78676 

78677 

Petrobras for lost revenue resulting from Bolivian unilateral 
action. The Ministerial Resolution came two weeks before 
Brazilian national elections and as the GOB and Petrobras are 
in tense negotiations regarding natural gas prices and equity 
participation in refineries. 


3. (C) The Brazilian reaction was strong: Brazilian Charge 

told Poloff that his government cancelled Energy Minister 
Rondeau\'s September 14 visit to La Paz in response to the GOB 
announcement. Petrobras publicly declared it would have to 
cease refining operations and said it was studying 

\"appropriate\" measures. President Lula\'s special advisor 
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Marco Aurelio called Acting-President Garcia Linera to 
express Lula\'s displeasure with the V'unilateral decision. 
On the evening of September 14 

hydrocarbons team 

suspension\" of the Resolution and the possibility of 
negotiations. 


4. (C) Comment: This amounts to a case of very bad timing. 
Although the Resolution is in line with enacting the new 
Hydrocarbons Law 

possible Brazilian reactions. This most recent set-back is 

yet another example of the GOB acting while only considering 
its most radical base. The time 

VP Garcia Linera was left to pick up the ball and try to fix 

the problem. End Comment. 
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19. There is an average of nine candidates for each of the 
25 regional presidencies 

candidates -- with Huancavelica topping the list at 13. The 
municipal races have similarly large numbers of candidates. 
(Note: The numbers may drop if candidates are ruled 
ineligible by the National Elections Board (JNE). End Note.) 


3. (U) While national parties represent two-thirds of the 
candidates 

Only four are competing in 12 or more regional campaigns: 
APRA and Ollanta Humala\'s Nationalist Party (PNP) in 23 
regions; Humala\'s former ally the Union por el Peru (UPP) in 
19; and the Si Cumple (Fujimorista) party in 16. (Note: The 
Fujimoristas have reclaimed the popular party name of V'Si 
Cumple!" (He Delivers) from former President Fujimori\'s past 
campaigns. End Note.) The Unidad Nacional alliance (under 
which Lourdes Flores ran for president) is only running 
candidates in 9 regions and forming alliances in 3 others 
underscoring the weakness of national parties. 


4. (U) This leaves a vacuum which local candidates 
representing regional groupings focused on regional issues 
are filling. The proliferation of parties 

organizations and candidates has fragmented the political 
landscape. If past patterns hold 

will get significant support 

majority. For example 

candidates for regional president scored less than 30 percent 
of the vote. At that time 

secure 12 (of 25) regional presidencies. Even if APRA does 
less well this time 

with significant nation-wide representation. 
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5. (SBU) The probable scenario of regional presidencies 
elected without majority backing could pose governability 
problems. This challenge could be further complicated by the 
election of many unaligned regional movements that win 
regional presidencies. The APRA government would be 
hard-pressed to generate a coherent global plan to deal with 
this challenge 

explosion of narrow regional and local demands on myriad 
fronts. 


Humala\'s Party Vulnerable 

6. (SBU) Despite Humala\'s dominance in the sierras and the 
south in Peru\'s presidential race 

these same areas. (Note: In the presidential run-off Humala 
won the popular vote in 15 regions 

than 60 percent. End Note.) Humala\'s candidates will split 
some of the vote with those of his former UPP party 

has registered a separate list of candidates for the local 


and regional elections. In addition 

divided in Congress 

limits his travel 

candidates by way of material inducements or support. 
Consequently 

behind Humala in the presidential elections are going on 
their own for the November elections (Ref B). Cuzco presents 
the most graphic example of Humala\'s political 
ineffectiveness. Although he won 73 percent of the vote in 
June 

to register a candidate this time around. 


Lima elections 

7. (U) In spite of his high popularity 

Castaneda of the Unidad Nacional alliance faces a similar 
situation 

groups. And most observers acknowledge that it is 
Castaneda\'s personal appeal rather than UN party affiliation 
that explain his popular support. Humberto Lay 

(embattled) evangelical leader of the Restauracion Nacional 
party currently places a distant second in polls. Other 
candidates are Benedicto Jimenez of APRA 

and former chief of the anti-terrorism police 

of the Somos Peru party 

Humala\'s former Vice Presidential candidate 

Nunez 


Government Largesse to Regions 
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8. (SBU) The APRA GovernmentVs targeted programs (Sierra 
Exportadora) and promises to distribute more authority and 
resources from Lima (decentralize) are likely to help APRA 
candidates. While the Garcia Administration has made 
decentralization and targeted assistance programs a 

first-tier priority 

clear political dimension 

favor-seeking voters to choose APRA candidates who are seen 
as better able to leverage central government resources for 
the benefit of their regions or localities. 


Comment: Proliferation Breeds Ingovernability 

9. (SBU) The proliferation of parties 

and candidates fragments the political landscape 

make it difficult for an elected leader to obtain a clear 

mandate. This could undermine long-term governability even 

as it leaves Humala weakened and APRA alone as the party with 
nation-wide reach. At the moment 

heightening of 2002 trends 

dominated 
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expressed continued support for U.S. efforts in Iraq. END 
SUMMARY. 


2. (S/NF) Ambassador Oberwetter and Ambassador to Iraq 
Zalmay Khalilzad called on the Custodian of the Two Holy 
Mosques King Abdullah bin Abdul Aziz Al Saud on September 12 
to seek support on a range of issues relating to Iraq. The 
King began by noting the V'turmoilV in Iraq and immediately 
raised the issue of Iran 

Al Maliki had visited Iran. Ambassador Khalilzad conveyed 
that Al Maliki was currently making his first visit to Iran. 

Al Maliki intended to tell the Iranians that their economic 
assistance in Iraq was not needed. He said that 

to Iranian pressure on AI Maliki to make the visit 

Council for Islamic Revolution in Iraq (SCIRI) head Abdul 
Aziz Al Hakim had pushed hard for it too. The King noted that 
itis clear Al Hakim\'s loyalties lie with Iran 

claims to be loyal to U.S. interests. Ambassador Khalilzad 
stated that Al Hakim\'s loyalty to Iran has never been in 
question 

with the U.S. The King suggested that U.S. support of ShiVa 
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elements had led to the growth of power and influence of such 
individuals and entities as Al Hakim and SCIRI and created 
disincentives for Sunni participation in the political 

process. Ambassador Khalilzad recognized that there have 
been mistakes on all sides 

refusal to participate in the political process had helped to 
ensure ShiVa dominance in IraqVs nascent political 
institutions. He also emphasized that Sunni attacks on CF 
had further cemented this situation 

Sunnis see CF presence as an V'occupation 

and Kurds have taken advantage of that presence. He noted 
that 75 percent of CF operations are in Sunni areas because 
this is where the attacks are occurring. As a result 

is very little CF presence in the South -- creating an 
opportunity for greater Iranian influence. He emphasized 
that there are simply not enough forces to be equally present 
in the South when there remains a need to fight the 
insurgency in the West. 


3. (S/NF) The King said that the Iranians recently conveyed 
to the SAG their concerns about border instability and 
weapons smuggling into Iran from Iraq 

known that it is the Iranians who are smuggling weapons into 
Iraq. Ambassador Khalilzad reiterated that Iran wants to 
keep Iraq weak so it cannot be a balancer against Iranian 
influence. Hence 

purposes by continuing to fight in the West. He asked for 
the King\'s support for a proposed joint effort with the 
intelligence chiefs of the Kingdom 

to develop a strategy to get Sunni insurgents to stop 

fighting. The King immediately agreed 

necessary for everyone to work together if the situation in 
Iraq is to improve. The King emphasized the importance of 
working together 

interests are one and the same. Ambassador Khalilzad agreed 
expressing full confidence that PM AI Maliki would continue 
to work with the U.S. and Saudi Arabia to limit Iranian 
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influence in Iraq and relating Al Maliki\'s position that he 

is an Arab 

reach out to the Iraqi ShiVa to denounce their dependence on 
Iran. 


4. (S/NF) Ambassador Khalilzad reiterated that Saudi 
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assistance in mitigating the Iranian problem would be 
welcome. He asked the King whether it would be useful for 
Iraq to engage Syria directly in an effort to help V'pull it 

away" from Iran 

really the secondary problem. (NOTE: The King\'s counselor and 
interpreter Adel Al Jubier called Ambassador Oberwetter twice 
after the meeting to clarify the point that the King views 

Iran as the principal problem. END NOTE.) Ambassador 
Khalilzad asked the King for assistance in helping Iraq to 
secure its borders with both Saudi Arabia and Iran. He 
passed to the King the PMVs request that Chief of 

Intelligence Prince Muqrin bin Abdul Aziz Al Saud work with 
Iraqi counterparts to address this problem. The King agreed 
to the request 

facilitate stability in Jordan 

although he pointed out that Syria is \"blind\" to what is in 

its own best interests. 


5. (C) Ambassador Khalilzad also addressed the issue of visas 
for the Hajj. According to President Talibani 

Iraq 30 

However 

million 

than that of Iraq (approximately 26 million). The King 
responded that the quotas were determined for \"political 
reasons" and emphasized the hope that the Iraqis would 
equitably distribute the visas among the ShiVa and Sunnis. 
The King also expressed concern that the Iranians are using 
their quota for domestic political purposes (awarding to 
members of the Revolutionary Guard and their families). As a 
result 

to those who are 55 and older. 


6. (S/NF) Describing some of the positive developments in 
Iraq 

the works addressing the development of oil and gas 
resources 

the debate regarding whether the \"Arab\" part of Iraq should 
be federalized 

to happen -- and soon. He said the U.S. is working with the 
Iraqis to deal with the issue of militias and pushing for a 
specific timeline for a decision on this and related problems 
on which the Iraqis are divided. He emphasized that 
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agreement on all these issues 

Iraq. He stated that the U.S. would use its influence to 
ensure that the end results are reasonable 

the decision-makers to an off-site location in order to 
effect a package deal.\" He responded to the King\'s 
statement that federalism will not succeed in Iraq by noting 
that the U.S. will advocate that any decision on federalism 
be pushed to a later date 

himself thinks that 

Iraqis to unite 

instead. 


7. (C) Ambassador Khalilzad thanked the King for his support 
regarding the recent Abu Dhabi meeting on the Iraq Compact 
and noted the upcoming ministerial in New York on September 
18 in which Foreign Minister Saud Al Faisal has been invited 
to participate. The King closed the meeting by reaffirming 

the SAGVs commitment to U.S. priorities regarding Iraq and 
said that 

Saudis are loyal to the U.S. 


8. (U) This cable has been cleared by Ambassador Khalilzad. 
OBERWETTER 
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Group's 13 Points.\" According to the document (faxed to 
EUR/SCE) 

13 priorities: 


-- design and implementation of a rental scheme for the 5 
residential properties formerly under administration of the 
Housing and Property Directorate (HPD); 


-- active support for enforcement by the Kosovo Property 
Agency (KPA) of the 2 


-- completion and provision of funding for a public transport 
strategy for minorities; 


-- allocation of all of the 2006 Kosovo government funding 
for returns; 


-- fully staffing existing central-level language units 
increasing compliance monitoring and making sure all 
government decision and regulations are properly translated 
into all official languages; 


-- allocation of the first grant from the governmentVs 
Minority Media Fund; 


-- appointment of a director for the Anti-Corruption Agency; 


Column 3 
-- establishment of the Independent Media Commission; and 


-- urging the Kosovo Assembly to consider the revised draft 
law on Public Procurement. 


3. (C) UNMIK\'s Strategy Coordinator Bryan Hopkinson told us 
September 15 that during meetings in New York on September 
13 

are complete 

priorities. He agreed that arguably the Kosovo government 

has completed nine 

terms of the rental scheme and is now dependent on the KPA as 
the implementing body. He stressed that more important than 
the number of priorities completed is the amount of real 

effort the Kosovo government has put forward and the progress 
it has achieved over the last three months 

as positive. 


CULTURAL HERITAGE LAW ALMOST THERE; LAW ON LANGUAGES A PRC 


4. (C) The Kosovo Assembly endorsed the Law on Cultural 
Heritage in its first reading on July 28 

lacks two provisions that the Kosovo government agreed to in 
meetings with UNOSEK and the Council of Europe in late April. 
Assembly president Kole Berisha and Minister of Culture 
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Youth and Sport (the latter of whom we believe to have been 
the culprit in excluding them) have both given their 
assurance that the provision will be incorporated in the law 
before the Assembly gives its final approval in September or 
October. 


5. (С) The Assembly approved a Council of Europe-compliant 
Law on Languages on July 27 

the law proposed by Turkish members of the Assembly that 
would have provided for Turkish to be an official language in 
Prizren municipality -- despite a prior agreement between the 
government and the Turkish Assembly members. On August 3 
Prime Minister Ceku 

Yagcilar 

agreed to resubmit the provision to the Assembly 

according to Ceku\'s advisor Avni Arifi 

convince the Assembly presidency to agree to put it to 
another vote. A three-member panel met September 7 and 
proposed that the threshold for a minority language to be 
considered an official language in any municipality be 
lowered from six percent to five percent and that Turkish be 
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considered an official language in Prizren 

the fact that the Turkish community there does not meet even 
the lowered five percent threshold. The full Assembly voted 
on the panels recommendation on September 14 

it by a narrow vote of 48 to 41. (The amendments failure is 
disappointing 

chance to demonstrate their concern for the needs of a key 
ethnic community. It also reflects a stark lack of 

discipline within the ruling LDK party 

manifest itself when other standards- and settlement-related 
legislation is considered by the Assembly.) 


REPAIRS IN SVINJARE ON TRACK 


6. (C) The governments standards update notes that the PISG 
expects to complete repairs to all homes and secondary 
buildings in Svinjare 

burned out in the March 2004 riots 

2006 

update hedges on the settlement of claims for commercial 
property 

budgeted enough money for their liquidation and 
reconstruction in Svinjare. Arifi told us September 6 that 

the Kosovo government has under-budgeted for repairs to 
Svinjare and is facing a 1.1 million euro shortfall if 

payment of 800 

repaired the houses there in 2005 is included. (NOTE: We 
told Arifi that while laudable 

owing to these original contractors is not a Contact Group 
priority and must take a back-seat to reconstruction in 

Svinjare and reconstruction of or compensation for commercial 
property damaged in March 2004. END NOTE). 


RENTAL SCHEME STILL NOT UP AND RUNNING 


7. (SBU) In its report 

has fulfilled both priorities concerning the rental scheme 

and the enforcement of pending HPD claims for residential 
properties. Arifi told us that representatives from CekuVs 
office and the KPA had met August 24 and ironed out the 
remaining obstacle (issuance of a memorandum of understanding 
from the Ministry of Economy and Finance so that the KPA 
could open a local bank account) to starting the rental 

scheme for 200 properties on September 1. According to KPA 
chief Knut Rosandhaug 

5 

requested for administration by successful claimants and 

4 

owners have not yet been identified. He confirmed that an 
Administrative Direction is currently with the SRSG awaiting 
his signature 
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memorandum of understanding on the financial aspects of the 
rental scheme come into force 

of the Kosovo government. 


8. (SBU) Rosandhaug told us that there are currently 1 
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claims pending implementation 

the initial decisions of the Housing and Property Claims 
Commission granting property rights. According to 
Rosandhaug 

adjudicated 414 appeals; the parties in these cases are 
currently being notified of these decisions 

implemented within the next four to six weeks. He added that 
the Commission hopes to adjudicate 400-500 of the remaining 
1300 cases during the second week of October and that 
additional sessions to review appeals are planned for 
November and December. He noted that the KPA is very pleased 
with its overall cooperation with the Kosovo Police Service 
(KPS) and UNMIK police and confirmed that none of the cases 
pending implementation are due to a lack of cooperation by 
law enforcement. Hopkinson also told us that UNMIK is 
satisfied with the KPS\'s new standard operating procedures 
governing police actions for evictions and preventing 
re-occupations announced at the September 7 Standards\' 
working group on Property Rights. 


A HANDFUL OF MARCH 2004 RIOT CASES REMAIN 


9. (SBU) According to the government update 

Justice is working closely with UNMIK to prepare a draft law 
on the protection of witnesses which the Kosovo government 
believes will encourage witnesses to cooperate with 
authorities to complete all outstanding investigations and 
pending prosecutions from the March 2004 riots. The report 
notes that local courts have handled cases against 513 
persons and international prosecutors and judges were 
responsible for 56 of the most serious cases. Of the 513 
cases handled by locals 

were acquitted 

still pending against 63 persons. Of the 56 cases handled by 
internationals 

lack of evidence 

persons 

cases were given over to local prosecutors and 11 are still 
pending. On August 25 

detention of four defendants suspected of involvement in the 
burning of numerous buildings in Fushe Kosovo (Kosovo Polje) 
during the March 2004 riots. 


Column 3 
COURT LIAISON OFFICES AND POLICE SUBSTATIONS A MOVING TARGE 


10. (SBU) The update notes that 11 court liaison offices have 
been established and are operational and that the UNMIK 
Police Commissioner and the PISG Minister of Interior have 
signed a letter of commitment to establish 17 sub-municipal 
police stations which are to be fully operational by the end 

of 2006. According to the report 

established and are operational 

Gusterica 

established 

Serbs in the return village of Srbski Babush in Ferizaj 
municipality told newly arrived COMKFOR German General Roland 
Kather that they too want a police substation composed of 
both ethnic Albanian and ethnic Serb policemen to increase 
their sense of security. 


COMMENT 


11. (C) The Kosovo government has 

effort to fulfill he CGVs 13 priorities for Standards 
implementation over the last three months. Two key 
confidence-building standards relating to occupied 
residential properties remain unfinished 

this is appropriately levied not just on the PISG but on the 
international-dominated KPA and its sluggish approach to 
implementation. Passage of important standards legislation 
will also remain a problem until such time as the leadership 
in the Democratic League of Kosovo can discipline its 
membership in the Kosovo Assembly. Despite our exhortations 
to keep their eyes on standards fulfillment as an vital 
consideration in the status determination process 

anticipate that standards implementation will get harder 
easier 
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increasingly difficult choices. We will continue to press 

the government and Assembly to finish the remaining work on 
the CG\'s priorities as well as demand timely cooperation from 
the KPA 


12. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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undermine the humane nature of Islamic teachings." Shaykha 
Furaiha Al-Sabah 
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sorrow" over the comments. The leaders of Salafi and Shi'a 
political associations demanded that the Pope apologize 

saying the comments misrepresented Islamic teachings and were 
evidence of V'the pursuit of the Crusades.\" Islamist Members 

of Parliament (MPs) demanded an emergency session V'to discuss 
and respond to the Popes anti-Islam statements." One MP 
also demanded the Government cut down on the number of 
churches in Kuwait 

enough. Several seminars and rallies are planned starting 
September 18. End summary. 


Awqa! Minister Criticizes Comments; Protests Planned 


2. (SBU) In the only reaction we have seen so far from a 
government official 

Islamic Affairs and Minister of Justice 

Al-Ma\'touq 

attempts to undermine the humane nature of Islamic 

teachings 

Times. He stressed that \"the Prophet Mohammed preached love 
peace 

world\'s religious leaders to avoid eliciting hatred among the 
different religions.\" A number of popular rallies and 

seminars denouncing the Pope\'s statements are scheduled to be 
held starting September 18. So far 

Grouping 

the Revival of Islamic Heritage Society (RIHS) 

charity organization; and Kuwait University\'s Faculty of 

ShariVa have announced that they will sponsor rallies this 

week. 


VExtreme Sorrow\" Over Pope\'s Comments 


3. (SBU) Kuwaitis reacted angrily over the local weekend to 
the Pope\'s remarks on Islam and called on him to apologize 
for his statements. Most daily newspapers featured local and 
international criticism in their news and editorial pages. 
Shaykha Furaiha Al-Ahmed Al-Jaber Al-Sabah 

Amir and a leading advocate of religious tolerance 

Vextreme sorrow" over the comments 

Vdynamited the efforts made by some Muslim and Christian 
leaders to foster dialogue and rapprochement between the 
civilizations and faiths.\" Hakem Al-Mutairi 

General of the Ummah (Nations) Party 

political association 

Vthe pursuit of the Crusades\" and urged \"all Arab and Islamic 
states to recall their ambassadors from the Vatican and expel 
the ambassadors of the Vatican until the Pope says he is 
Sorry for the wrong done to the Prophet and Islam 
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preaches peace 

Times (local English daily) reported September 15. Sayed 
Mohammed Bagger Al-Mohri 

the Secretary General of the ShiVa Cleric Congregation 
moderate ShiVa political association 

Pope\'s comments 

Al-Mohri claimed the Pope\'s \"unjustified attack on Islam and 
the Prophet Mohammed clearly contradicts his call for 
dialogue between civilizations.\" 


Islamist MPs Demand Emergency Session 


4. (SBU) Islamist Members of Parliament (MPs) have demanded 
an emergency session be held \"to discuss and respond to the 
Pope\'s anti-Islam statements.\" Islamist MP Faisal Al-Muslim 
justified the emergency session 

the Pope is too big and serious to be countered by a 

statement from one movement or political bloc 

necessitates a unified position on the level of the entire 
Parliament 

September 16. First-time Islamist MP Khudair Al-Enezi 
member of the Islamic Constitutional Movement (ICM) 

political arm of the Muslim Brotherhood 

should V'send a clear message to he who dares to encroach on 
Islam and Islamic values.\" He also urged the Kuwaiti 
government to sever diplomatic relations with the Vatican. 

MP Abdullah Akkash 

Movement 

the Pope\'s statements \"demonstrate the hostile mentality of 
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the West towards Islam and Muslims.\" Independent Islamist MP 
Daifallah Bouramia called on the Government to deny requests 
for new churches to be established in Kuwait and cut down on 
the number of existing churches in response to the Pope\'s 
statements 

There are only seven officially recognized churches in 

Kuwait. End note.) 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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current existence under international administration 

gave only vague generalizations as to why. When pressed on 
the point 

a practical level not much would change in their everyday 
lives 


Primary Concerns Are Economic 


4. (C) Our interlocutorsY primary concerns were not focused 
on final status 

about the lack of employment and development in the region. 
Several mentioned the importance of the nearby Trepca mining 
complex as the economic driving force behind the entire 
region in the past 

facilities will be revitalized soon. The student leaders 

told us they would move to Serbia if that is the only place 
they can find jobs 

there as well. Community activist Vlaskovic and others 
mentioned that self-appointed Serb leaders in the north 
oppose a status resolution mainly because they benefit 
financially from the unregulated status quo in which they 
control large amounts of funding from Belgrade with 
essentially no oversight. 


5. (C) Businessman Mijanovic told us that because of 
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uncertainty about the future 

to invest and the vast majority of their businesses remain 
very small (with one to four employees). He asserted that 80 
percent of people in the north receive inflated public-sector 
salaries from Belgrade 

Jaksic and Milan Ivanvovic (both E.O.-listed) use their power 
over these funds to manipulate the population. 


Stark Lack of Contact with Kosovo Albanians 


6. (C) The lack of everyday contacts between these Serbs in 
the north and Kosovo Albanians in the south was striking. 
Mijanovic noted that the vast majority of Serbs in the north 
have not \"crossed the bridge V" since 1999. Student leader 
Vasic told us he has no formal or informal contacts with 
Kosovo Albanian student leaders in Pristina 

participation last year in a joint event sponsored by a 
Swedish NGO that took place in Upsala 

students were afraid to travel to Pristina for a follow up 
meeting and Kosovo Albanian students refused to travel to 
northern Mitrovica 
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how some Albanian students cursed her and mocked her concerns 
about freedom of movement when she participated recently in a 
BBC-sponsored event in Pristina. 


7. (C) OB/GYN doctor at the northern Mitrovica hospital and 
former Kosovo MP Momcilo Savic told us that Kosovo Serbs from 
throughout Kosovo come to his hospital for treatment 

Kosovo Albanians just across the bridge in south Mitrovica go 

to Pristina or elsewhere for care. He denied that Albanians 
would be turned away or threatened if they came for 

treatment 

Savic claimed that the only way to move forward was with full 
segregation of Kosovo Serbs and Albanians: Wwe do not touch 
them 


Heavy Hand of Belgrade 


8. (C) Those Serbs who do reach out have been blacklisted or 
threatened by their ethnic compatriots. Miomir Dasic 

the Kosovo Basketball Federation and coach of the Mitrovica 
men\'s professional basketball club \"Bambi 

family have received multiple death threats because his team 
will participate for the first time this year as the only 

Serb team in the Kosovo menVs Super League. He said that 
when he tried to set up a multi-ethnic childrens team 
parents would not let their kids participate because they 

were threatened with losing their jobs. Mijanovic told us 

that his business (which has 28 full time employees and up to 
120 contractors) exclusively works on international 

contracts 

for local work. 


Comment 


9. (C) All of Kosovo 

lies ostracism within their community and loss of Belgrade 
material support 

living as a minority in a hostile environment. As reported 

reftel 

enclaves south of the Ibar River. The best tool we have to 
change this calculus is continued outreach to Serb 
communities and continued support for a decentralization plan 
that allows Serbs to retain meaningful authority over their 
daily affairs. Although Kosovo\'s economic prospects are 
uncertain 

to create conditions under which educated and ambitious 
Kosovars 

financial reasons to leave Kosovo. We will continue our 
engagement through all Mission elements to get this message 
out. As we do so 

contacts with all levels of the Serb community. End Comment. 
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10. (U) U.S. Office Pristina clears this cable for release in 
its entirety to U.N. Special Envoy for Kosovo Martti 
Ahtisaari. 
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stalled Senegalese/Gambian projects -- construction of the 
Gambia River bridge and establishment of the Joint Permanent 
Secretariat. The improved tenor in bilateral ties may prove 


SIPDIS 
to be short-lived in view of the GOTGVs reported 
mischief-making in the Casamance. END SUMMARY. 


IMPROVED TENOR IN BILATERAL TIES 


2. (C) In September 15 conversation with Ambassador 
Senegalese Ambassador Mamadou Fall said the improved tenor in 
Senegalese/Gambian ties in recent months was continuing (Refs 
A and B). He asserted that both Senegalese President Wade and 
Gambian counterpart Jammeh were careful to keep thorny issues 
submerged -- e.g. 

Senegal and Gambian meddling in the Casamance. Fall 
expressed satisfaction that 

up his posting to Banjul 

among senior GOTG officials. 


GAMBIAN PRESIDENTIAL ELECTION 


3. (C) Asked for his take on the upcoming Presidential 
election here September 22 

Jammeh would win re-election by a comfortable margin 
divisions within the opposition as a key factor. (NOTE: We 
concur in Fall's assessment 

END NOTE) Fall agreed that while Jammeh\'s Jolla tribe was 
small 

Fall thought there was some validity to opposition 

allegations that the governing APRC party had fraudulently 
arranged for Senegalese -- including Jollas in the Casamance 
-- to be registered as Gambian voters so as to pad the vote 
for Jammeh. Fall added 

many Senegalese had been fraudently issued voter cards and 
that 

voters relative to the opposition candidates was such that he 
was assured victory regardless of the irregularities in the 
voter registration process. (COMMENT: The number of 
fraudulent voters registered in recent months is estimated in 
the tens of thousands; their impact on the election\'s outcome 
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remains to be seen. END COMMENT) 


WADEVS RUMORED TIES TO GAMBIAN OPPOSITIONISTS 


4. (C) Ambassador noted rumors that Senegalese President 
Wade retained close ties with Gambian opposition politicians 
e.g. 

candidate Hamat Bah. Fall replied that President Jammeh 
himself had raised the matter with him 

had flatly denied any such contacts. (NOTE: Other sources 
insist that Wade 

with Bah and that the pair remain in contact. END NOTE) 


CASAMANCE 


5. (C) Fall registered concern over the GOTG\'s posture amidst 
the recent resurgence of violence in the Casamance 

by dissident MFDC leader Salif Sadio. Fall claimed that the 
GOTG was permitting Sadio and his forces to move freely on 
Gambian territory 

out and capture them. Fall also lamented the GOTG\'s ongoing 
detention of MFDC military leader Magne Dieme 

as committed to the Casamance peace process and supportive of 
GOS efforts against SadioVs forces. Fall said the СОТО had 
so far rebuffed 

Dieme. Fall confided that Dakar wanted to ratchet up the 
pressure on Banjul for greater cooperation in ending the 
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Casamance violence and capturing Sadio 

had convinced the GOS leadership to hold off on any such move 
until after the Presidential contest here 

total focus at present on his re-election. (NOTE: During TDY 
RSO\'s September 15 visit to Gambian border areas near the 
Casamance 

in these areas 

aligned with Sadio. END NOTE) 


6. (С) In response to query 

could not confirm 

with weapons from The Gambia; he did not know whether the 
GOTG itself was involved in any such weapons flow. (NOTE: A 
reliable journalistic source claimed to us that the GOTG is 
\"likely\" providing weapons to Sadio\'s forces. END NOTE) 


7. (C) Fall indicated that he was in touch with senior GOTG 
officials regarding the influx of refugees into The Gambia 


Column 3 

resulting from the recent clashes in the Casamance between 
GOS forces and Sadio\'s fighters. He recounted that 
September 8 meeting 

that due to the clashes 

The Gambia had risen to 5 

likely based on that of UNHCR 

END NOTE) 


BRIDGE PROJECT 


8. (C) Ambassador asked about the status of two key bilateral 
projects -- construction of a bridge across the Gambia river 
that would facilitate travel between Northern Senegal and the 
Casamance region and restoration of the Joint Permanent 
Secretariat to manage bilateral issues. (NOTE: The Joint 
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Permanent Secretariat existed prior to the two countriesV 
experiment with confederation in the 1980895. END NOTE) Fall 
responded that progress on both dossiers had come to a halt 
following the failed coup plot here in March 

two sides remained keen to implement them. He thought that 
\"the next few months Y" would witness a joint 
Senegalese/Gambian approach to potential donors for support 
on the bridge project and the establishment of the Joint 
Permanent Secretariat -- headed by a Senegalese and located 
in Banjul. 


COMMENT 


9. (C) The improved tenor of Senegalese/Gambian ties may 
prove to be short-lived 

regard as credible -- of the GOTGVs mischief-making in the 
Casamance. Jammeh may well view such mischief-making as 
retaliation for Dakar\'s suspected complicity in the coup plot 
thwarted here in March and its suspected harboring of the 
plot\'s ringleader 

Cham. Given the prospect of heightened bilateral strains over 
the Casamance 

Gambia River bridge project and the Joint Permanent 
Secretariat seems overly optimistic. END COMMENT. 
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STAFFORD 


3. (C/NF) El-Rifaai says that now 
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gave a parliamentary majority to the pro-reform Opposition 
\"Everything is back to square one.\" He said 

is stronger 

Minister is weaker than his predecessor.\" (Note: The Energy 
Ministry is currently under heavy fire from both the 

Parliament and the press over electrical blackouts and water 
shortages 

will have enough votes to pass in the near term. He added 
that on 12 September 

announced its opposition to any Government plans that would 
diminish sovereign control of the northern fields. El-Rifaai 
says there is also significant opposition within KPC on the 
part of engineers who are unwilling to concede that they lack 
the in-house capacity to manage the development of the 
difficult northern fields and need the capital and expertise 

of the lOCs. He says these engineers are feeding information 
to Opposition MPs in order to undermine the Project. He 
thinks it unlikely that the issue will be brought before the 
Parliament before January 2007. 


An Uphill Battle Ahead 


4. (C/NF) During the election campaign and now again in 
recent weeks 

resistance to the Project 

unnecessary and politically dangerous to allow foreign 
companies to take a stake in Kuwait\'s most precious resource. 
(Note: Kuwait\'s Constitution forbids foreign ownership of 
Kuwaiti oil. End note.) Furthermore 

former Energy Minister and champion of the Project Anmed 
Al-Fahd was accused of corruption and a lack of transparency 
in preparing the contracts. El-Rifaai showed Econoff a 
binder he had prepared for the Energy Minister to rebut each 
of the challenges made by MPs 

strategic basis for the Project 

and conditions of the proposed contracts. He expressed 
frustration at the allegations of corruption and 

dissimulation saying 

that I've ever worked on!" As for the strategic value of the 
project 

increase production in the northern fields in order to be 

able to \"rest\" the massive and aging Burgan field so that it 
would be able to serve as a source of surge capacity in the 
future. A twenty-year veteran of KPC 

that the company did not have the ability to develop the 
difficult northern field on its own. 
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Questions over Terms and Conditions 


5. (C/NF) Under the 20-year contract 

would consist of five different fees: a fixed price per unit 

of gas produced 

up to the current KPC production levels 

per unit of oil produced in excess of the current KPC 
production levels 

costs repaid over 10 years. El-Rifaai suggested that the 
contracts had been structured and worded in such a way as to 
allow IOCs to book proven reserves per the SEC definition 
without actually owning the oil in the ground. (Note: 

Econoff had recently heard the same from IOC reps from two of 
the Project Kuwait consortia. End note.) When Econoff asked 
whether he thought these terms would be attractive to IOCs 
El-Rifaai responded that the actual fixed prices in the 

contract had not been revised since 2002. He said that 
although the new numbers had not yet been determined 
would be a significant upward revision from the 2002 fees to 
make the terms much more appealing to IOCs. He cautioned 
however 

Council of Ministers before going to the Parliament. 


ΙΟΟ5 Pessimistic 


6. (C/NF) In recent meetings with local heads of ExxonMobil 
and Chevron 

international opportunities currently available 

terms of conditions of the Kuwait Project made it an 
unattractive investment. Exxon went so far as to say it 

would offer a negative rate of return. Both contacts 

indicated the ability to book reserves would be an essential 
starting point 

contract would depend on how much the Kuwaitis were willing 
to adjust the fees. Both contacts said that IOCs were losing 
patience with the GOK and had little confidence that 
approved 

conditions. That said 

different business arrangements with the Kuwaitis to work on 
their particular technical specialties 

in profitable technical service agreements. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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tied at 30% 

Socialists hold steady at 6.4%. Poll results indicate that only 
these four parties would pass the 5% threshold for Parliamentary 
representation if elections now. Just as telling are the results on 
party preferences which indicate a definite orientation of the 
electorate around the coalition of ex DOS (the democratic parties 
that joined to beat Milosevic). The data 

over 1600 respondents 

Serbian electorate with regard to Serbia\'s national political 
parties. Chief analyst Zoran Lucic 

surprising were exceptionally stable and quite consistent. 


3. Roughly 

only about 2 million are likely 

are undecided either whether to vote and for whom 

declined to disclose voting intention and just under 800 

not vote. The other 1 million never vote for different reasons. 


Poll results 


4. Following are poll results: 


- Question: 
If elections were held tomorrow 
vote for? 


Likely/Decided voters 2.021.000 


DS - Boris Tadic 615.000 30.4% 

SRS - Tomislav Nikolic 614.000 30.496 
DSS - Vojislav Kostunica 280.000 13.8% 
SPS - Ivica Dacic 130.000 6.4% 

SPO - Vuk Draskovic 93.000 4.6% 
NS - Velja lic 73.000 3.6% 

G17+ - Mladjan Dinkic 63.000 3.1% 
LDP - Седа Jovanovic 53.000 2.6% 


Undecided 1.980.000 
Undisclosed voting intention 709.500 
Won't vote 789.500 


- Question (for undecided voters only): 
Which party is closest to you? 


DS 388.000 30% 
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DSS 277.000 21.496 
SRS 211.000 16.3% 
G17+ 119.000 9.2% 
SPS 98.000 7.6% 
NS 79.000 6.1% 
SPO 53.000 4.196 
PSS 36.000 2.895 
LDP 32.000 2.696 
D/K 668.778 

Total 1.963.500 


- Question (for those who declined to disclose voting intention 
only): 
Which party is closest to you? 


DS 125.000 28.196 
SRS 112.000 25.296 
DSS 79.000 17.896 
SPS 43.000 9.696 
G17+ 30.000 6.796 
NS 26.500 5.996 
PSS 13.500 396 
LDP 10.000 2.296 
SPO 6.500 1.596 
D/K 257.652 

Total 703.588 


Analysis 


5. For the first time in almost two years 
in the support of the Serbian Radical Party (SRS). Comparison of 
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results from CESID\'s Spring 2006 poll and the latest numbers show 
that almost 300 

party in elections are now abstaining. Over the same time period 
support for President\'s Tadic Democratic Party (DS) increased 
slightly 

Serbia (DSS) increased significantly (pollsters told us by 5%). 
Besides these three 

Translated into Parliamentary seats if elections were held today a 
new Parliament would look like this (total 250): 


DS 90 

SRS 90 

DSS 40 

SPS 18 

(Minority parties 12) 
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6. Lucic opined that the results suggest resistance in the Serbian 
electorate to the hardening rhetoric of the radicals over the last 
several months 

the 90/5. SRS supporters seemed to be split between economic 
populist issues and territorial anti-minority ones 

cross-over then might be expected. The big winner -- exploiting the 
governments 1.5 billion euro sale of Mobtel and the governmentVs 
position on Kosovo (firm but \"statesman like\") -- is the DSS . 


7. According to the poll 

turn out scenario would mean as much as 55% of the electorate 
supporting the V'democratic bloc" (DS 

with only 27% for the social-nationalistic bloc (SPS 

strong democratic potential 

Lucic 

campaign involving an aggressive and focused effort by political 
parties in a targeted GOTV campaign. 


8. Comment: These findings are another indication that an active 
and aggressive effort by democratic parties in the field is far more 
important to a democratic victory over the Radicals then a debate 
about the electoral timetable. While admittedly only the first 
suggestion in recent polls that the conventional wisdom about the 
strong prospects for the Radicals even in a post-Kosovo settlement 
election might be wrong 

indicating some nervousness and disarray in the Radical camp. Lucic 
notes that traditionally opposition parties have only a limited 
window of opportunity to translate dissatisfaction into electoral 
victory. The CESID poll might be an indicator that the window may 
have begun to close. We will be working the other side of the 
equation -- aggressive field work by the other parties -- in our 
GOTV campaign in the months ahead. End Comment. 
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with Ethiopioa in Somalia. He also suggested that the 
Government of Sudan was reluctant to allow a transition to a 

UN peacekeeping mission in Darfur because it did not want to 
\"freeze\" the status quo there. Meles said that his recent 

trip to Libya did not involve negotiations with the Union of 

Islamic Courts (UIC) in Mogadishu 

defusing pressure to join President Qaddafi\'s Sept 9th 
organization. DAS Yamamoto asked about the health conditions 
of detained opposition leaders from the Coalition for Unity 

and Democracy (CUD); the PM responded that none was in grave 
condition and all were receiving adequate medical treatment. 
Meles also renewed complaints about pending U.S. 
congressional legislation on Ethiopia. END SUMMARY 
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2. (U) AF DAS Don Yamamoto called on PM Meles Sept. 12 
accompanied by Charge Wilgus and Pol/Econ Counselor 
(notetaker). The PM was joined by his personal assistant 
Gebretensai. 


3. (C) PM Meles told DAS Yamamoto that he and Libyan leader 
Mohammar Gaddafi had not discussed Somalia during Meles\' 
recent one-day visit to Tripoli 

The real purpose of the trip had been for Meles to explain 

to Gaddafi EthiopiaVs reluctance to join the Libyan leader\'s 
Association of Sahelian and Saharan States (CEN-SAD). In 
fact 

Gaddafi Somalia or Sudan 

Libyan leader stood on those issues. The PM added that he 
had been particularly determined not to broach Ethiopia\'s 
internal political issues so as not to \"whet Gaddafi\'s 
appetite." Meles added that the CIC was also appealing 
directly to Gaddafi 

(TFG) President Abdullai Yusuf. The PM recalled what he 
termed Gaddafi\'s \"visceral hatred\" of Wahhabism and asked 
rhetorically why the Libyan leader would support the CIC. 
Meles then claimed that Eritrean President Isaias had been 
trying to convince Gaddafi that the Council of Islamic Courts 
(CIC) was on its way to reestablishing a unified and 

functional state in Somalia and therefore deserved support. 


4. (C) Meles went on to say that Egypt was feeling 
marginalized by IGAD\'s role in Somalia 

considered part of its sphere of influence. Egypt also had a 
longstanding strategy of V'keeping Ethiopia busy 

the CIC contributed. Sudan 

measured approach to Somalia. It had not opposed IGAD 
efforts 

peacekeeping mission there. Meles said he didn\'t know what 
Sudanese leaders felt in their V'heart of hearts V" 

tried to express on CIC leaders the importance of accepting 
at least the Transitional Federal Charter. Meles noted that 
many CIC leaders had been trained in the \"Turabi SchoolV of 
Islamic politics and undoubtedly enjoyed some support among 
those circles in Khartoum. Meles called Yemen\'s position on 
Somalia V'cautious 


5. (C) After receiving an update on US views of Darfur from 
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DAS Yamamoto 

strategy in the area. The PM suggested that the GOS had 
recently decided to end its \"proxy\" approach to dealing with 
non-signatory rebel groups in Darfur and were now committed 
to taking direct military action against the rebels. The GOS 
had also determined that it must deal directly with Eritrean 
President Isaias! role in Darfur as well. Meles thought that 
the GOS would seek an end to IsaiasY support for rebels in 
return for opening the Sudanese border with Eritrea. 

Finally 

through Turabi.\" The reason for GOS reluctance to tolerate 
the blue-hatting of the current African Union Mission in 
Sudan (AMIS) was a fear that UN presence in Darfur would 
Vfreeze the status quo.\" Under these circumstances 
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suggested to DAS Yamamoto that confrontation with the GOS 
might not be the right tactic. 


6. (C) The PM told Yamamoto that the EPRDF\'s upcoming annual 
conference would consider a \"slightly modified" policy toward 
Eritrea. The leadership of the EPRDF had already agreed to 
the new strategy 

peacemaking efforts to date unsuccessful. Under its previous 
approach 

direct attack by Eritrea 

dialogue with Asmara. In fact 

chosen to pursue a proxy war against Ethiopia. Meles 
suggested that Isaias had been persuaded by his experience in 
Darfur and elseswhere in Sudan that supporting the enemies of 
his neighbors could help him achieve his goals. In addition 
Isaias appeared to believe that Ethiopia s post-election 
problems would make it vulnerable to such tactics. Meles 
claimed that the GOE had until recently pursued any contact 
that it believed could effectively communicate with the 

Eritrean leadership 

labeled such efforts V'a waste of time.\" 


7. (C) Meles indicated that the EPRDF\'s new approach would 
not be to respond in kind to Eritrea\'s tactics 

\"address the vulnerabilities\" that Eritrea was seeking to 

exploit. He assured DAS Yamamoto that Ethiopia was not going 
back on V'the fundamentals of the peace package 

that the GOEVs new focus would be to protect against 
Eritrean-backed disturbances. 
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8. (C) DAS Yamamoto inquired about the health of imprisoned 
CUD leaders 

Meles replied that the two were not in grave condition and 
receive medical care when they need it. In fact 

they received V'better medical care than 95 percent of 
population. Yamamoto asked the CUD trial would likely 
conclude; Meles said he hoped it would finish before the end 
of the year. The DAS asked to see the detainees 

indicated that he saw nothing to gain by providing further 
access to them. 


9. (C) MelesY suggestion that Ethiopia is revising its policy 
toward Eritrea is potentially very significant 

remains unclear precisely what the new policy means. Post 
will seek to gain a better understanding of where the GOE is 
headed in this area. 

WILGUS 
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much 

the mission in its current form. He denied that possible 
armed conflict with the Council of Islamic Courts in Somalia 
heightened the risk of an outbreak of hostilities with 

Eritrea 

Ethio-Eritrean border would continue to deter any attack by 
Asmara. 


4. (C) Tekeda also confirmed that the GOE would be 
represented at the Sept. 18 UNSC session on Darfur by MFA 
Director for African Affairs Amb. Sahliework. He noted that 
he 

in annual party meetings during that period. Tekeda 

not officially a member of the ruling party 

had been invited for the first time to the Amhara National 
Democratic Movement (ANDM) meeting. (NOTE: Meles and Seyoum 
will be attending the Tigrayan PeopleVs Liberation Front 
(TPFL) meeting at the same time. END NOTE.) The Deputy 
Minister added that if Minister Seyoum travels to the UNGA at 
all this year 


GOE SEEKING TO CONTAIN CIC 
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5. (C) Tekeda implied that thanks to U.S. support for the 
warlord alliance against terrorism in Mogadishu 

ensconced as “рагі of the landscape in Somalia. The most 
the GOE could now hope for 

taking advantage of the CIC\'s narrow base in the Hawiye clan. 
He claimed that most ordinary Somalis had evolved in their 
attitudes and no longer felt enmity towards Ethiopia. He 
pointed to relatively low turnout at CIC-organized rallies 
against Ethiopian intervention in Somalia 

lack of problems encountered by Ethiopian troops who were now 
conducting training of TFG and Puntland militia. Tekeda said 
that the GOE could live with an \"Islamic Republic of Somalia\" 
so long as it did not have broader regional ambitions. The 
GOE\'s main objective was to sideline extremists in the CIC 
like Sheik Hassan Dahir Aweys. 


REGIONAL DYNAMICS ON IGASOM 
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6. (C) The Deputy Foreign Minister argued that deployment of 
IGASOM in Somalia would show moderate forces within the CIC 
that there was \"another show in town\" apart from extremists. 
He claimed that Kenyan Foreign Minister Tuju had told the GOE 
in Nairobi that during Tuju\'s separate meeting with Sheik 

Sharif Ahmed 

deployment would be valuable 

with Kenya on this issue. Tekeda urged that the USG hold his 
information extremely closely. Tekeda said the GOE 
understood that there was no purely military solution to 

Somalia 

and credibility to bolster the position of moderates and 

counter the intimidation of extremist elements. 


7. (C) Tekeda maintained that Ugandan troops operating under 
an IGASOM mandate would be able to manage the difficult 
situation in Somalia -- with strong backing from Ethiopia. 
Tekeda revealed that both he and PM Meles had provided 
assurances to the Ugandan government during separate trips to 
Kampala that Ethiopian troops would provide any support 
necessary to Ugandan troops under pressure from CIC forces. 
Ethiopian troops would be at the ready on the Ethiopian side 

of the border to respond to any emergency. The recent 
flare-up in tensions between Somaliland and Puntland 
constituted the \"weakest flank\" of the alliance that the GOE 
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was constructing to counter the CIC 


8. (С) Tekeda thanked DAS Yamamoto for the USG\'s role in 
firming up Kenyal's resolve to counter the CIC threat in 
Somalia. Kenya 

their commitment to support the TFG 

that the government of Sudan probably did not truly support 
IGASOM deployment 

position of IGAD 

international community. DAS Yamamoto suggested to Tekeda 
that Arab League support for the deployment would be very 
helpful. Tekeda replied that Foreign Minister Seyoum could 
use his good relationship with Egypt to push for at least 
Egyptian acquiescence 


9. (C) The Government of DjiboutiVs opposition to IGAD 
actions in Somalia are the result of its fear of Eritrean 
President Isaias 

personal business interests with Eritrea. The Deputy Foreign 
Minister speculated that the Djiboutian leadership was 
worried that Eritrea would support Afari separatist 

movements 

Djibouti did not follow Eritrea\'s lead in Somalia. Tekeda 

also told Yamamoto that Aweys and other CIC leaders had 
stopped in Djibouti to meet with President Guelleh on their 
way back from Libya the week before. Tekeda maintained that 
the GOD was V'on the wrong path 

not strong enough to take Ethiopia\'s continued friendship and 
forbearance for granted. He criticized President GuellehVs 
recent visit to Tehran as well as his comments on a recent 
BBC Somali Service broadcast 

Somalis to be vigilant in defense of their homeland against 
the Ethiopian threat. 


10. (C) Tekeda urged that the USG speak frankly with Djibouti 
about its role in the region. He said that President Guelleh 
would pay attention to U.S. concerns given the importance to 
him of the U.S. military base in Djibouti. \"He must be told 

to choose\" whose side he wanted to take. Tekeda also 
encouraged DAS Yamamoto to increase engagement with 
Somaliland leaders. He suggested that the GOE 

consult on how to reduce tensions and increase cooperation 
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among the governments of Somaliland 


11. (C) Speaking broadly 

developments in Iraq 

perception (in the region) that the extremists are winning 
and that the Western World is facing a setback. This 
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perception is emboldening extremists everywhere 

President Isaias and the CICA" Tekeda argued that strong 

action was need to brake this momentum and convince moderate 
forces that they will receive international support against 
extremists. 

WILGUS 
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the priorities on standards implementation.\" Kosovo Prime 
Minister Ceku was present 

Security Council 

of his entourage but did not speak. Rucker followed his 
praise for Kosovo\'s new leadership with a reminder that there 
were still areas where significant work remained. Rucker 
furthermore made a strong appeal to Belgrade to allow Serbs 
in Kosovo to participate in the institutions and democratic 
processes of Kosovo\'s Provisional Institutions of Self 
Government (PISG). Coordination Center for Kosovo and 
Metohija (CCK) President Sanda Raskovic-lvic reiterated many 
of the well-known 

the Security Council in June 

with statistics on alleged incidents of ethnically-motivated 
violence against minorities. As the meeting drew to a 

close 

used it to counter a point in the European UnionVs statement 
from the day's meeting 

freedom of movement and returns were untrue. The CCK 
President also suggested that Kosovo Serb leaders lacked a 
public mandate because only 811 Serbs voted in the last 
elections. Rucker had the last word of the meeting to rebut 
Raskovic-lvic and commented 

small-fraction of Serbs had voted in 2004 because Belgrade 
had interfered in the first place; the SRSG also cautioned 
Belgrade V'to be careful to avoid the impression that it 
creates the conditions that it deplores.\" 


2. (SBU) All Security Council members exercised their right 

to make a national statement and most welcomed the presence 
of both Raskovic-Ivic and Ceku and strongly agreed with 
RuckerVs praise of Kosovo\'s progress on standards 
implementation and with his call for sustained progress; they 
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also echoed his appeal to Belgrade to allow Serbs greater 
participation in the democratic process in Kosovo. In 
RussiaVs national statement 

warned against \"arbitrary timelines\" 

negotiated and not a one-sided or imposed solution can be 
supported by the Security Council." Non-Security Council 
members Finland (as EU President) 

made statements. End summary. 


Rucker Reviews Report on Standards Implementation 


3. (SBU) In his first appearance before the Security Council 

as SRSG 

standards implementations in Kosovo. Kosovo was represented 
by Prime Minister Agim Ceku 

present at the meeting as a member of the SRSGVs entourage 
and sat behind the SRSG 

process 

international attention 

involved in that process nonetheless shares the 
Secretary-GeneralVs view that Kosovo has to be rid of 


SIPDIS 

uncertainty so that it could move on. Kosovo 

most of the priorities on standards implementation and the 
Contact Group had contributed to this through its V'Thirteen 
Priorities\" of June 19. Last month 

moved to merge its plan for standards implementation with 
goals to be met for its European path. There were still 
incidents of ethnic violence 

in August 

basis were incorrect. Belgrade 

Kosovo Serbs to participate more directly in democratic 
processes in Kosovo and should rescind a directive to Serbs 
working in most Kosovo institutions to choose between their 
Belgrade and Pristina salaries. Rucker also criticized a 
recent case where Serbs in Kosovo were discouraged from 
meeting with Prime Minister Ceku. \"Serbs are in a difficult 
position in Kosovo 

not know who to trust as they have been barred from 
participating in government for two and a half years 
offered Rucker 

isolation.\" On standards implementation 

economy still needed attention 

the devolution of UNMIK and its functions would be a major 
activity that has to be undertaken even in the absence of a 
clear timetable. \"We also have to keep momentum in the 
status process as a delay will only increase tension in the 
region and make a new start harder when it comes 

Rucker. 
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CCK President Raskovic-Ivic: Legalistic Arguments 


4. (SBU) In a lengthy statement that offered mostly 
legalistic arguments against Kosovo\'s independence 
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President Raskovic-lvic appealed that the Security Council 

had unique significance and Serbia expected it would 
contribute to the Future Status process \"in line with its 
previous documents 

Serbia\'s sovereignty and territorial integrity.\" 

Raskovic-lvic commented that former SRSG Soren 
Jessen-PetersenVs report at June\'s Security Council session 
had reported progress in all areas 

spoken for itself: since the last UNMIK meeting there had 

been 51 incidents of ethnic violence in Kosovo and from the 
launching of status talks in October 2005 to September 1 

2006 there had been more than 260. Raskovic-lvic enumerated 
other cases of violence that she said were directed by ethnic 
Albanians against minorities 

Albanian had supposedly thrown a bomb into a Serb coffee shop 
\"an act of terrorism.\" However 

was working actively to protect minorities on 

decentralization 

Raskovic-lvic declared it was V'unacceptable to rob an 
internationally recognized state of fifteen percent of its 

territory to create a second Albanian state.\" On another 
subject 

was fine to pass laws 

Raskovic-lvic asserted that returns were also still a problem 
and even the most optimistic figures showed no more than five 
percent of Serbs as having returned 

closer to two percent. Raskovic-lvic continued that property 
claims were also not taken seriously in Kosovo and the Kosovo 
Property Agency (KPA) had not even been given proper funds to 
process claims. Trafficking in humans 

plagued Kosovo and 

form of specialized police 

Raskovic-lvic 

any cost as it would set a precedent that opens Pandora\'s 
рох \" Raskovic-lvic concluded with a warning that the 
international community V'should make the Albanians accept a 
reasonable compromise solution so they could have the Serbs 
as partners for the future 

Albanians will not go far.\" 


Russia: Only A Negotiated Solution Supportable In Security 
Council 
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5. (SBU) In Russia\'s statement 

\"the leaders of the province should focus on steps to protect 
minorities and 

significant 

shot up.\" Furthermore 

community rights was also not yet satisfactory. Churkin also 
claimed the non-participation of Kosovo Serbs was because 
Kosovo was far from a democratic society and trust was low. 
He said it is "wrong to blame Belgrade for Kosovo-Serb 
non-participation in the PISG\" and called on Kosovo Serb 
leaders to \"Іеаа the way. Belgrade\'s offer of greater 
autonomy is open-ended and can be adjusted over time 
Churkin V' what is needed are real negotiations and it is 
important for stability in the Balkans that the sides find 

points of convergence. \"Only a negotiated and not a 
one-sided or imposed solution could be supported by the 
Security Council and an optimistic solution would take a good 
deal of time 

and Russia opposes any arbitrary timeframe.\" 


Statements By Other Council Members 


6. (SBU) French Permrep de La Sabliere echoed Rucker\'s 
praise of standards implementation as well as his call for 
further progress. France hoped that the status negotiations 
would result in a negotiated settlement 

achieve that would be sticking to the established deadline of 
2006. Belgrade and Pristina should both participate actively 
in the status process. UK Deputy Permanent Representative 
Karen Pierce called for standards implementation to continue 
and declared that responsibility would fall on the PISG as 

the international community could not do it. Kosovo\'s 
assembly should also finalize laws on languages and cultural 
assembly. While violence against Serbs in Kosovo was a 
problem it could not alter the direction in which the status 
process was heading. \"Independence is an option for Kosovo 
-- and some would say the only option to bring stability to 

the region - but we still must work to protect minorities 

said Pierce. 


7. (SBU) Slovak Permrep Peter Burian welcomed Ceku\'s 
attitude and commitment regarding standards implementation 
but asserted there should be \"no semblance of double 
standards.\" Violence in Kosovo ought to be condemned 
Burian 

Slovakia also agreed that the number of minority returnees 
was still not satisfactory. The international community 
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should maintain a presence in the north even after a status 
determination 

a balanced settlement and compromise would increase 
stability in the region. Delivering the U.S. statement 
Ambassador Sanders promised that we would support Rucker in 
helping UNMIK help build meaningful self-government in Kosovo 
and cooperate with UNMIK and the PISG on standards 
implementation. On standards 

Minister Секи for his government's completion of several of 
the Contact Group's priorities 

complete the remaining items needed to be intensified 
particularly regarding laws on languages and cultural 

heritage and implementing a comprehensive rental program for 
housing currently administered by the Kosovo Property Agency. 
The U.S. 

incident in North Mitrovica. Belgrade should take immediate 
steps to support Kosovo Serb participation in local 

institutions and address other concerns. As noted by the 
Contact Group in January 

to achieve a negotiated settlement in 2006 

Sanders. 


Statements By Non-Council Members 


8. (SBU) Under rule 37 

deliver addresses 

statements. Speaking on behalf of the EU 

Kirsti Lintonen called for both sides to participate 
constructively in the status process. The EU welcomed the 
recent adoption of the European Partnership Action Plan. 
Lintonen noted that a smooth transition from UNMIK would 
require funding and while the EU was the largest donor 
funding from others would be needed; an international donors 
conference was foreseen after the status settlement and there 
was need of a long-term commitment from the international 
donor community. The status quo was unsustainable and had to 
be replaced with a solution that would provide lasting peace 
and promote Kosovo\'s European integration. Ukraine stated 
that we needed a solution that would promote long-term 
regional stability and expressed concerns about changing the 
international borders of a democratic state and pointed to 
independence referenda that had recently been announced in 
Transnistria and South Ossetia. In AlbaniaVs statement 
Permanent Representative Adrian Neritani pledged Albania 
would continue to play an active 

in close cooperation with the international community. 


Meeting With Ceku 


9. (SBU) In a meeting later in the day 
met with Ceku (the meeting was originally supposed to be with 
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Rucker accompanied by Ceku). Ceku argued forcefully that the 
key problem with standards implementation in Kosovo had 
become Belgrade\'s determined opposition to block it. Ceku 
pointed to his recent attempts to hold meetings with Kosovo 
Serbs and other initiatives where Belgrade actively lobbied 
Kosovo Serbs and undercut his initiatives. Sanders asked 
Ceku how he saw the process playing out in the next three 
months 

worried that if we could not stick to the US and Contact 
Group commitment of finishing the process by the end of the 
year then it might not be possible to wait any longer as he 
had leveraged considerable progress by assuring Kosovo\'s 
people that a status outcome was in the pipeline. In 
response to a question on decentralization from the Deputy 
Political Counselor 

to give more 

with the Serbs 

functionality." Ceku said the timeline he envisaged would 
have a status decision by the end of the year 

for UNMIK to \"pack its bags Y" while Kosovo worked on a 
constitution and then elections capping all of this in the 
summer or fall of 2007. 
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of Kuwait Bay 

facilities and a duty-free zone on Bubiyan Island 

development of an \"Islamic Tourism Resort" on Failaka Island 
and the construction of several new housing projects. Most 

of these projects are still in the planning phase. Marafi 

admits that once the new construction begins in earnest 
Ministry will struggle to meet the increased demand for 
electricity and water. 


Demand Problems - High Consumption and an Unusual Summer 


7. (C/NF) When asked if inaccurate demand forecasts had 
contributed to the shortfall in generation 

that the Ministry\'s projected year-on-year demand growth of 
796 had not been exceeded. However 

this statement by saying that national elections at the end 
of June as well as the conflict in Lebanon had meant that 
fewer Kuwaitis left the country this summer for relatively 
shorter summer vacations. She said that this had led to 
seasonal power consumption being significantly higher than 
anticipated. Marafi also cites irresponsible and excessive 
personal consumption of electricity and water as critical 
factors in the current shortages. (Note: Kuwait is ranked 
fourth in the world in electricity consumption per capita 
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and at 116 gallons per person per day 

water consumption is one of the worldVs highest. End note.) 
Marafi says public service campaigns on conservation are 
having only a marginal effect in a country where many people 
are accustomed to having their cars and sidewalks washed 
every day and homes are excessively air-conditioned and 
brimming with consumer electronics. Further complicating the 
water problem 

personal use due to Islamic concerns over cleanliness. Thus 
treated waste water is used for agricultural purposes only. 


No Easy Solution to Shift from Oil to Gas 


8. (C/NF) Kuwait\'s power generation is almost entirely 
oil-based. Overall 
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of oil for power generation in 2003 (most recent figures 
available). With oil production reaching approximately 2.5 
million barrels per day 

worth of oil production each year for electricity generation 
instead of exporting this oil abroad. Furthermore 

notes that gas-based power generation would be more efficient 
and cleaner. However 

plan to construct a gas pipeline between Qatar and Kuwait was 
canceled due to Saudi objections to the pipeline passing 
through Saudi territorial waters. Proposals to import gas 
from both Iraq and Iran have stalled for political reasons. 
Even if deals with Iran or Iraq could be reached 

little confidence in the reliability of these supplies. 

According to some reporting in the press 

to talk to international companies about plans to import LNG 
but at present Kuwait has none of the infrastructure 
necessary to receive or process liquified natural gas (LNG). 
Kuwaiti domestic gas production is negligible 

Oil Company (KOC) is currently assessing the feasibility of a 
major non-associated gas discovery announced in February. 
According to Marafi 

report on development of the newly-discovered gas field on 
November 1. Marafi says that if the report is positive 

plans for the AZN electrical plant will be redrawn to use gas 
turbines instead of steam turbines. (Note: Post has received 
no substantive preliminary reports regarding the gas field 

but contacts from both KOC and contractors indicate that the 
find appears promising. End note.) 


The Political Dimension - VI Want Names! V 
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9. (C/NF) Given the country's wealth and vast income from 
oil revenue 

over the recent power and water shortages. In the 
newly-elected Parliament 

an anti-corruption 

majority of 34 out of 65 seats. MPs and Op-Ed writers alike 
have called for high-level investigations and the 
resignations of those government officials deemed 
responsible. The newly-appointed Energy Minister 
Al-Jarrah Al-Sabah 

crisis. On 13 September 

Ministry\'s Undersecretary and four of his assistants for 
three months to allow for an unbiased investigation of the 
electricity and water crisis. He said the investigating 
committee 

soon as possible. According to Marafi 

instructed the investigating committee to include not only 
the causes of the shortages but also the names of those to be 
held responsible. Some MPs have already called for the 
Minister's resignation. The results of the investigation are 
expected before the start of Ramadan on September 24. 


Seeking Short-term and Long-term Solutions 


10. (C/NF) In the short term 

capacity 

private companies to either buy or lease mobile gas turbines 
that could be brought online in the case of any further 
mechanical failures in fixed power plants. To reduce water 
consumption 

normal levels. The Ministry is also working with both plant 
manufacturers and contractors to enhance the generating 
capacity of existing equipment. In the long term 

says that the GOK will need to dramatically increase its 
investment in power generation and desalination in order to 
meet growing demand. She says that ideally these new plants 
would be gas-based rather than oil-based. Marafi also 
suggested that the reduction or elimination of government 
subsidies combined with an effective conservation campaign 
could help to slow down the growth in consumption. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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citizenship. Department-provided talking points (reftel) 
describe the two detainees 

Abd al-Aziz Ali 

would like to clarify that birth or prior residence in Kuwait 
would not/not give these individuals any claim to Kuwaiti 
citizenship or permanent resident status under Kuwaiti law. 
Nor would the Government of Kuwait entertain an application 
for citizenship or residency based on these circumstances. 
The Kuwaiti Government has not indicated any particular 
interest in these individuals to date 

so in the future. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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(LDK). This was despite an unambiguous message from visiting 
DAS DiCarlo to the LDK caucus head that the USG favored 
passage of the amendment as a symbol of Kosovar Albanians\' 
willingness to address the concerns of key ethnic minorities. 
The LDK caucus head later defended his opposition to the 
amendment as part of Kosovar \"democracy\"; he was roundly 
taken to task by USOP and warned again that the status 
settlement will require party discipline and support for all 

the elements of the status package 

decentralization. END SUMMARY. 


Assembly Vote Fails on Turkish Language Amendment 


2. (C) As part of the Contact Group 13 priority standards 
Kosovo\'s Assembly was required to adopt several pieces of 
minority-related legislation 

Languages that would meet Council of Europe requirements for 
safeguarding the language rights of key minority communities 
particularly the Sero community in Kosovo. The Assembly 
passed a Law meeting these requirements on July 27; the law 
stipulated a six percent population threshhold for making a 
community language official in its municipality 

percent threshhold for communities that want to communicate 
with their municipality in their own language. It also 

enabled 

language has been in traditional use to make the language 


Column 3 
official in that locale. 


3. (SBU) Though there has been no official census for 15 
years 

Prizren 

concentrated. This is in part due to the fact that the 
overwhelmingly Turkish town of Mamusha was separated from 
Prizren and designated as a \"pilot municipality" as part of 

last year\'s PISG-led (and largely abortive) decentralization 
effort. Faced with the prospect of the removal of Turkish as 
an official language in Prizren 

Mahir Yagcilar proposed an amendment to reduce the quota to 5 
percent Kosovo-wide and make Turkish official in Prizren 
based on its traditional use in the city 

number of Turkish speakers. The amendment was not 
incorporated into the law approved by the Assembly in July 
leaving Yagcilar to invoke a little-used consitutional 
mechanism whereby a three-member panel 

aggrieved minority 

Europe 

The motion agreed to by the three-person panel on September 
7 contained the same provisions as Yagcilar\'s initial July 
proposal 

making Turkish official in Prizren notwithstanding the TurksV 
failure to meet the threshhold there. The panelVs 
recommendation was put on the Assembly\'s agenda for the 
September 14 plenary session. 


LDK Caucus Holds Out 


4. (C) Prior to the Assembly vote 

members of the LDK to urge support for the measure 

Kosovar Albanian equities in demonstrating their sensitivity 

to the concerns of important ethnic communities in Kosovo. 
Visiting EUR DAS Rosemary DiCarlo also urged LDK caucus head 
Alush Gashi 

caucus heads in the Assembly 

amendment a priority. The message found resonance among the 
three leading parties outside the LDK: Democratic Party of 
Kosovo (PDK)\'s Jakup Krasniqi 

Reform Party (ORA)\'s Nazim Jashari (as well as the Group for 
Integration\'s Ferid Agani) all publicly pledged their group\'s 
support for the motion 
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requirement as PDKVs reason to vote in favor. 


5. (C) LDK\'s Gashi 
members to vote individually and indicated his own skepticism 
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about the amendment. As a consequence 

by a vote of 48-41 

Assembly''s electronic voting system prevents a determination 
of who precisely voted for and against). LDK MPs lamely 
claimed reluctance to burden Prizren financially by requiring 
itto hire more Turkish translators 

would be negligible since business in Prizren is already 
conducted in Turkish 

government. 


Comment 


6. (C) The reason for the law\'s failure is far more 
prosaic than the excuses offered by the LDK caucus; Prizren\'s 
mayor 
municipal partners and was averse to providing them any 
\"special benefits" in law 
and privileges. Kryeziu 
connections within the Assembly 
the ever-unhelpful Sabri Hamiti (an Assembly Presidency 
member) 
from COM and other members of the Contact Group and at least 
the nominal support of the LDK leadership in the person of 
President Sejdiu. The failure of the amendment is 
discouraging because it indicates that personal connections 
feature more prominently in Assembly considerations than 
party discipline. While the law approved in its first 
reading in July probably meets the Council of Europe 
requirements for minority protection 
amendment was an early litmus test of the Kosovo\'s Albanian 
leadership\'s willingness to reassure and protect its 
minorites. Their refusal to extend their good will towards 
even the Turks 
need to invest considerable effort in ensuring that other 
standards-related legislation moves through without the same 
difficulty. END COMMENT. 


7. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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Dangerous Papal Error\" (9/17): 


\"We do not believe we want to ignite a fire between people of 
various religions and sects. We care for what keeps us united as 
believers. Almighty Allah created the universe and we should not 
concentrate on our difference with others 

teaches us to coexist with people of other faith in harmony and 


Column 3 
provide them with security. V 


-- Salafi Dr. Wael Al-Hasawi inquired in moderate Arabic daily 
Al-Rai Al-Aam under the title \"Is This the Moderation the Pope 
Promised Us?\" (9/17): 


\"Our question to the Pope is 

sword 

and adhere to Islam until this today and spread the religion among 
other people?" 


-- \"Will Secularists Attack the PopeVs Statement?" was the title of 
Ahmed Mohamed Al-Fahd\'s piece in moderate Arabic daily Al-Watan in 
which he contended (9/17): 


VOf course no secularist will write a single article defending the 
prophet 

a small article attacking the pope for what he said or even point 
out his mistake. This is because His Holiness 

wrong.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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end of Ramadan 

September this year and end o/a October 24. End note.) He said 
technical issues with the channelVs state of the art 
fiber-optic/high definition television technology still remain 

he expects them to be sorted out V'in the next couple of weeks.\" 


4. (SBU) Parsons received Emboffs in the recently-constructed 
state-of-the-art АЛ offices 

offices on their compound in Doha. When asked about rumors of 
tension between the Arabic and English channels 

move on to the compound 

contributed to reducing that tension by exposing the two teams to 
each other on a daily basis 

editorial and other planning meetings. He said the appointment of 
Arabic channel director Wadah Khanfar as Director-General of the 


Column 3 

overall Al Jazeera Network has also helped 

responsible for both of us.\" He confirmed that the new channel would 
retain the name \"Al Jazeera International\" until launch 

at some point thereafter be known as \"Al Jazeera English.\" As 
previously mentioned by Wadah Khanfar 

reserve the V'InternationalV designation to also cover future 
non-Arabic language Al Jazeera Channels 

Urdu 


5. (U) Parsons described for DCM the proposed format of АЛ 
programming (reftels) 

analysis than traditional satellite news - fewer and longer stories 
with a focus on field reporting. He said AJI would be fully staffed 
at 750 employees worldwide 

approximately 100. He noted difficulties in hiring Arab nationals in 
Doha 

which result in frequent hold-ups or denials for Arab nationals. 


6. (SBU) Citing security reasons 

cable companies which have agreed to carry АЛ upon launch. He said 
penetration into the U.S. market would not be \"coast-to-coast\" but 
that AJI would have Y'a couple of cable pockets.V' He implied that 
these would be in areas with significant Arab-American populations. 
He noted that U.S. cable carriers are trying to steer AJI toward 
\"ethnic\" subscription bouquets 

prefer to be included in a basic non-subscription package. Parsons 
said he is counting on demand from U.S. customers to drive more 
cable companies to offer Al Jazeera. As previously mentioned to 
Emboffs by AJN Director-General Wadah Khanfar (reftels) 

said АЛ would be available upon launch via broadband to anyone with 
a fast internet connection. In his estimation 

audience of 40 million upon launch. 


7. (SBU) Asked about advertisers for the new channel 

that area was the responsibility of a local company called Qatar 

Media 

proactive. The channel had \"some\" advertisers and had turned down 
some offers of sponsorship (including Qatar Fertilizers Company 

said 

audience АЛ is targeting). Although the eventual plan is for АЛ to 
generate revenue 

final analysis 

more as the cash cow of the Network 
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8. (SBU) Asked about his personal plans 

AJI Managing Director in late 2004 

himself in Doha for an extended period of time (i.e. five years or 
more) 

launch. (Note: unconfirmed local rumor has it that Parsons may not 
survive in his position long after the channel launch 

friction with senior Arabic channel representatives over the 
preservation of the Al Jazeera Arabic \"brand\" and identity across 
both channels. End note.) 


9. (SBU) ParsonsY comments accord with those made to Emboffs in the 
past by AJN Director-General Wadah Khanfar (reftels) 

that - whatever tensions may exist between the two - they are in 
agreement on their public message. 

Ratney 
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be admitted into the city 

sponsor and local police approval. NOTE: an IDP camp 
established in the city post-February 2006 Samarra bombing 
did not contain newly displaced Sunni-Arabs; instead almost 
all have been absorbed into existing family members\' 
homes. END NOTE. The International Organization for 
Migration 

are 5 

in Anbar province. Some NGO officials put the displaced 
figure at 7 

12 that some 2 


4. (C) Al Anbar Poloff spent several days in July and 
August at a Fallujah-area facility used to process badges 
for city residents and IDPs. Approximately 50 percent of 
the assembled Iraqis claimed to be displaced 

majority from Baghdad alongside others from Basra and a 
smaller proportion from Ramadi. This percentage held 
steady across several weeks 

full-time at the site. Recently 

has stabilized 

presence in Baghdad. 
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IDPS DESCRIBE THREATS; SEEK MORE ACTIVE COALITION ROLE 


5. (C) Several Sunni-Arab IDPs told PolOff that militia 
activity had reached a high point in July 

Jihad neighborhood attacks in Baghdad. One remarked 

23 Sunni families that lived on our street have all left 

now.\" An older man added 

families left as well. They checked ID cards 

appeared on our doors. We do not know who are good police 
or army and which are bad.\" A displaced resident from 
Basrah told PolOff that he and his family had lived in 
southern Iraq their entire lives 

V'They killed some of our neighbors and left three bodies on 
the street. We got the notice on the door. Three-quarters 
of Sunnis have left Basrah 


6. (C) The IDPs congregated outside Fallujah echoed common 
themes in many private discussions with PolOff: distrust 
of ISF in the capital 

units; Shia militia targeting based on identification cards 
and fliers; and concern about U.S. willingness to intervene 
in the sectarian fighting. As a group 

Vhold-outs V" - Sunni Arabs who had stayed in volatile areas 
for many months. July\'s al-Jihad neighborhood attacks in 
Baghdad seemed to be especially unsettling 

widespread perception that local police had either just 
watched the attacks or participated in them. Video footage 
contained on Fallujah mobile phones has been shown to 
PolOff 

death of a Sunni imam in Baghdad. Both city leaders and 
IDPs have said that Fallujah is now considered the safest 
place in Iraq for Sunni Arabs 

population 

checkpoints. 
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7. (C) COMMENT: The recent increase of coalition troop 
levels in Baghdad and revised GOI security plan appear to 
have stemmed the outflow of Sunni-Arab IDPs into Al Anbar. 
Still 

to sectarianism remains in the thousands. Anbaris 

now 

households. Of note 

Fallujah have recently spiked 

the influx of displaced Sunni Arabs into the area. 


8. (С) COMMENT CONTINUED: Al Anbar leaders seek a long- 
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term commitment from Iraqi officials to reverse sectarian 
infiltration within the ISF. They also support continued 
visible coalition efforts to mitigate Baghdad violence. 
Should these steps be successful more long term 

be expected to leave the provinces gated community and 
return home. Presently 

wait and see from Al Anbar Province whether their capital 
once again becomes neutral territory 

Baghdad\'s familiar mixed neighborhoods. 
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Russian governmentVs designation of the Social Reform Society 
(SRS) and the Revival of Islamic Heritage Society (RIHS) as 
terrorist organizations and urged the U.S. to continue 

monitoring these charities. End summary. 


Hizballah More Popular than Ever 


2. (C/NF) Senior Kuwaiti ShiVa cleric Sayed Mohammed Bager 
Al-Mohri told PolOff during a September 13 meeting that U.S. 
support for Israel during the latter\'s recent conflict with 
Hizballah had \"definitely\" damaged the image of the U.S. 
among KuwaitVs generally pro-American ShiVa population. 
(Note: Approximately thirty percent of KuwaitVs one million 
citizens are ShiVa. End note.) Overall 

more supportive of Hizballah and Hassan Nasrallah after the 
conflict than before 

many Sunnis in Kuwait 

Parliament Waleed Al-Tabtabaei and Ummah Party 
leader/columnist Dr. Sajed Al-Abdali 

Hizballah\'s actions and were now more sympathetic towards the 
ShiVa. Al-Mohri downplayed some Kuwaitis criticisms of 
Hizballah and warnings of rising Iranian influence in the 

region 

better now than before the conflict. (Comment: Other 
contacts have argued the opposite 

sectarian violence in Iraq 

largely autonomous ShiVa state in southern Iraq 

increasingly bellicosity of Iran are making Sunnis in Kuwait 
particularly Islamists 

in Kuwait that did publicly support Hizballah were primarily 
affiliated with the Kuwaiti Muslim Brotherhood and the Ummah 
(Nations) Party 

association. End comment.) 


Federalism Not Fatalism 
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3. (C/NF) Al-Mohri said he supported the creation of a 
largely autonomous ShiVa region in southern Iraq. He argued 
this would not/not have a negative impact on Kuwait 

that many of IraqVs top leaders were already ShiVa and this 
had not affected Kuwait-lraq relations. Kuwait had a 
V'special set up 

well-integrated into the society and ShiVa-Sunni relations 
were generally good. Except for a few pro-Iran ShiVa 
Al-Mohri claimed the majority of Kuwaiti Shi'a were moderate 
loyal Kuwaiti citizens. (Comment: Many of our contacts echo 
this point: Kuwaiti Shiva are Kuwaiti first and ShiVa second. 
When compared to ShiVa-Sunni relations elsewhere in the 
region 

claimed. Where overt tensions do exist they are primarily 
between the more hard-line 

Salafi Sunni Islamists. End comment.) Al-Mohri 

allegedly has the right to collect khums (ShiVa religious 

tax) for Ayatollah Ali Al-Sistani in Kuwait 

Al-Sistani was concerned about rising sectarian violence in 
Iraq and said he believed Al-Sistani would also support a 
largely autonomous Shiva region in southern Iraq. Moqtada 
Al-Sadr 

autonomous ShiVa region as long as Iraq was V'under 
occupation 


Ahmadinejad Going the Distance 
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4. (C/NF) Turning to Iran 

President Mahmoud Ahmadinejad would remain in power until the 
next elections in 2009 

claimed Ahmadinejad had made a lot of enemies through his 
economic policies and by replacing many highly-placed people 
with hard-liners. Asked if these ousted leaders represented 

a serious opposition to Ahmadinejad 

more of a balance than an opposition to the President. V'The 
U.S. mistakenly views the Iranian regime as synonymous with 
Ahmadinejad 

moderate people (within the Iranian government). Al-Mohri 
did not believe the hard-liners 

support of \"the street 

still do not wear the hijab in public. 


Continue Charity Oversight 


5. (C/NF) As PolOff was leaving 
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and said he supported the Russian governments designation of 
the Social Reform Society (SRS) and the Revival of Islamic 
Heritage Society (RIHS) 

terrorist organizations. He urged the U.S. to continue 
monitoring these charity organizations 

were funding illicit activities oversees; he did not 
specifically say Vterrorism 

implication. The U.S. should carefully V'monitor the flow of 
money" out of Saudi Arabia 

Emirates 


Bio Note 


6. (C/NF) Though always civil 

General of the ShiVa Clerics Congregation 

friendly in this meeting than in previous encounters 

an indication that he is relatively pleased with the course 

of events in the region. He only lightly admonished the U.S. 
to avoid \"negative policies 

attacks on Lebanon 

for fighting against the U.S. Al-Mohri recently returned 

from Frankfurt 

his left eye for a condition related to \"blue fluid. V 

According to several contacts 

Al-Mohri is the representative of Iraqi cleric Ali Al-Sistani 

in Kuwait and is authorized to collect khums (ShiVa religious 
tax) on his behalf. Al-Mohri also claims to have close 
connections to many of Iran\'s top leaders 

Supreme Leader Ayatollah Ali Khamenei and former presidents 
Khatami and Rafsanjani. Al-Mohri seems to relish his 
connections and regularly drops names in meetings. For 
example 

Abdul Aziz Al-Hakim had called him V'two days ago\" from Najaf 
Iraq. 


7. (SBU) In an interview published in the Arabic-daily 
Al-Watan on September 13 

Al-Qaeda and condemned terrorism in general. The following 
is a translation of the article. 


Begin text: 
Secretary General of the ShiVa Clerics Congregation Mohammed 


SIPDIS 

Bager Al-Mohri stated that the threat made by Ayman 
Al-Zawahiri 

to the Gulf countries proves the infidelity 

murderous nature of this cursed person who does not accept 
the Islamic ShariVa that prohibits intimidating and 
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terrorizing people. This proves that Al-Qaeda is an apostate 
and atheistic organization that has departed from Islam. It 
also proves the criminal 

this organization 

the service of the criminal 

that the leader of this organization 

is licentious and debaucherous; has spent his life serving 
colonialism and committing grave offenses and sins; was an 
agent for a known foreign party; and has never believed in 
Allah 

religious and jealous of Islam. 


His (Zawahiri\'s) last statement against Muslims and their 
rulers in the Gulf States has uncovered the presence of the 
Satanic leadership of the terrorist Al-Qaeda organization 
which is responsible for murdering thousands of innocent 
people in various parts of the world. The Kuwaiti government 
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should take the statements of this malignant man seriously 
and monitor economic and other installations 

gatherings 

with bin Laden. Imams of mosques and scholars should 
propagate awareness among the ranks of the youth so they 
wont be taken away and dragged by the misleading Al-Qaeda 
organization 

Jews who are hostile to Islam and Muslims. 


Let all know that the Al-Qaeda organization serves the goals 

of the Zionists who want to weaken and undermine the Muslims 
and rulers. Therefore 

because they are disbelievers and agents working against 
Islam 

considered an accessory to them in their Satanic acts and 
terrorist operations. 


End text. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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briefings provide NGOs with accurate 


Column 3 

has for the most part prevented NGOs from being accidentally caught 
in fighting. To negotiate humanitarian access 

contact four Sudan Liberation Army (SLA) groups 

Redemption Front (NRF) 

several other smaller factions. Back in May 2006 

security guarantees from one SLA group and the HAC. 


6. (SBU) Due to the growing presence of armed combatants in the 
camps 

attacks 

evidence that the IDP camps where they work are becoming havens for 
former combatants. 


7. (U) As a result of increased insecurity 

partners have suspended at least one activity in North Darfur. 
However 

nutrition programs in remote locations even when expatriate staff 
have been relocated to El Fasher. 


8. (SBU) The Tawila health center 

(RI) with USAID funding 

community despite significant fighting in the area. As part of RIVs 
capacity building programs 

health provider skills. While RI expatriate staff have been unable 
to travel to Tawila since August 2006 

monitoring 
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9. (SBU) The area surrounding Kutum town 

Fasher 

September 2006. NGOs are unable to travel by road to reach Kutum 
and instead rely on helicopter transport to move staff and supplies. 
Persevering under difficult security conditions 

continues to deliver basic health services. When security 
deteriorated 

restricted vehicle movement to inside the city limits. By using 
helicopter transport and a community-based approach to program 
delivery 

humanitarian services in rural locations 

fighting. GOAL staff noted that negotiating access to areas under 
control of armed groups becomes more complex as additional players 
are added to the mix. 


10. (SBU) Throughout July and August 2006 
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International Rescue Committee (IRC) has maintained water and 
sanitation programs for more than 35 

Kassab IDP camp. Like RI 

village located north of El Fasher 

volunteers 

IRC continues to operate a health clinic in Abu Shouk camp 
justice center in Zam Zam camp 

Zam camp. IRC will assume the camp coordination role for As Salaam 
camp and currently operates a 24-hour health clinic there. These 
services are ongoing 

areas. 


11. (SBU) As a result of insecurity 

reported that its activities in the western part of North Darfur are 
now limited to Kabkabiya town 

other areas. In Zam Zam IDP camp 

International has been able to provide farmers with agricultural 
tools and seeds. 


12. (U) The UN Children\'s Fund (UNICEF) continues to work with 
Government of National Unity (GNU) institutions such as the Office 
of Water and Environmental Sanitation (WES) and the State Ministry 
of Health (SMOH) to implement programs in remote areas including 
Wadaa 

areas where fighting has occurred. UNICEF reported that their 
implementing partners continue to effectively provide assistance in 
repairing water pumps 

equipping health centers 

staff note that UNICEFVs work is now carried out with less 
monitoring 

Services to affected communities. 


13. (U) The UN World Food Program (WFP) reported that while enough 
food aid commodities are stocked in warehouses 

unable to distribute it due to insecurity in Dar Zaghawa and Kutum 
districts since May 2006. 


14. (U) In USAIDVs estimation 

25 

the ability of the humanitarian community to quickly and efficiently 
mount a response. 


15. (U) USAID/DFO staff note that implementing partners are limited 
in their ability to monitor programs outside of El Fasher and some 
activities have been scaled back. However 

to serve vulnerable populations under challenging security 
situations. 
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16. (U) The humanitarian community in North Darfur remains poised to 
offer humanitarian assistance in as many areas as possible for as 

long as the security situation allows. USAID staff note that the 

current NGOs in Darfur have sufficient capacity at the moment to 
respond to the current needs for new IDPs. 
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al Nabi is conducting \"phone negotiations" with Minawi 
did not meet Minni 


4. (S) Meanwhile 

weapons and munitions from Chad from profits obtained in the 
sale of captured AMIS fuel. Reinforced with these arms 
attacked Umm Sidr and captured additional vehicles 
munitions 

he has offered non-military logistics captured from Umm Sidr 
to SLM/A Minawi forces in the area 

possible merger of NRF forces with Minni 

lure Minawi forces away and into the NRF. 


5. (C) Abu Basit 

and Dr. Sanoussi along with several other Abdul Shafi 
commanders have formed a new breakaway faction set to sign 
the DPA. Reports indicate that after three months of 
negotiations 

Government to increase the compensation fund by $100 million 
and a promise to disarm all Janjaweed in the three Darfur 
states. Abdul Shafi has distanced himself publicly from this 
group 

backed the negotiations and only withdrew when the proposed 
signing of the DPA became an open secret among the SLM/A 
Wahid commanders. General Gureda 

Wahid 

Janjaweed against General Terada in east Jebal Marra 

still considers loyal to himself and SLM/A Wahid. 


6. (C) Western Jebel Marra commanders stood firmly behind 
Abdel Wahid in their discussion with the engagement group. 

Wahid commanders and many civilian supporters continue a 
hardlined 

of the DPA. In Dady 

Yousef Abdul Karim 

Mutiwakel Adam Abu Elgasim all professed solid support for 
Abdel Wahid. They supported the idea of a conference and 
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welcomed all other commanders to the conference if Abdel 
Wahid called and led the process. In Buri Marra 

Gudera stated he would only attend a conference arranged by 
Wahid 

commanders at any conference 

the Janjaweed. General Rokoro maintained a more neutral 
stance in the discussions 

broadly voiced remarks of dissent from the assembled field 
commanders. Several of these commanders vocally differed 
and appeared to be more open to a broader conference 
were summarily cut short by General Gudera. 


7. (C) Fur leaders in Nyala 

Abdullah 

and Issa Mustafa 

for a conference involved 12 categories of civil and 

political leaders. They opined that the military commanders 
should also have a separate conference. The Nyala leaders 
agreed that it was not wise to re-open the DPA 

outlined their &supplemental8 demands for a Darfur region 
a vice presidential position in the national government 
percent of the legislative assembly seats for the three 

Darfur states 

Janjaweed 

Darfur-Darfur Dialogue and Consultation (DDDC) process 
controlled by a neutral body and not a rubber stamp of the 
DPA. After considerable discussion 

better understanding of what a DPA supplemental agreement 
could entail 

could improve the DPA without re-opening specific points of 
contention. 


8. (C) Discussions over the last several months with the Fur 
leadership indicate that they do not have a good grasp of 
what the DPA already provides 

sophistication to craft their requirements into different 
arguments than those provided by Abdel Wahid. There is a 
great need for continued engagement in small group 
discussions and practical workshops to help develop their 
political acumen. End Comment. 


Minawi: Upbeat Despite Reports of Zaghawa Divisions 
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9. (C) Minni Minawi appeared upbeat and positive in 

discussions with Embassy Security Advisor. He claims that 

his recent delegations to Abdul Shafi and NRF commanders were 
making positive progress. However 

inner circle continue to argue that Minni has already lost 

and will continue to lose the support of field commanders if 

he cannot garner more non-military logistic support for them. 
Adam Bekheit 

Minawi 

inter-factional fighting in Gereida reportedly was a result 

of tensions arising from lack of sufficient resource for 

SLM/A-M forces in the area. Two key South Darfur commanders 
Adam Salih 

clashed with Zaghawa commanders in the Muhajariya region. 


10. (S) Minawi has also confirmed that he has a follow up 
meeting with Vice President Taha and Minister of Defense 
Hussein to discuss the military situation in Darfur and the 
potential for a pause of the Government offensive to give 

Minni time to convince the NRF commanders to join him and the 
DPA. 


11. (C) Both the UK and EU representatives were negative 
about the potential for a near-term leadership conference. 

The EU still believes that an SPLM-sponsored conference to 
gain broader support for the DPA might be successful in the 
future; however 

succeed without a prior SLM/A Wahid leadership conference. 
With the apparent splintering of this faction 

leadership conference will take considerable preparation and 
engagement with numerous leaders and commanders to assure 
success. Embassy Security Advisor will attempt to arrange 
additional meetings for the UK 

UNMIS with Abdul Shafi and NRF commanders over the next week 
ortwo. Travel to these commanders will nonetheless depend 
on an improved security environment in their areas of 
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protection.\" The meeting took place on the margins of the 
ongoing NDF Chemical Weapons Destruction Assistance Program. 
Dr. Waer mentioned specifically that the LEA had been charged 
with destroying/incinerating/neutralizing several caustic and 
hazardous agents/wastes in accordance with various environmental 
agreements to which they had either signed 

These items for destruction included PCB\'s 

pesticides left from Italian residents in the 1930Vs 

hazardous medical wastes. He inquired as to the utility of the 
CWD incinerator and neutralization equipment in such an 
operation. The incinerator and neutralization equipment being 
installed for the chemical weapon and precursor destruction 
activities is not technically sufficient to provide this sort of 
service. In addition 

Libyan desert would not lend itself as a practical solution to 

the LEA\'s responsibilities. Dr. Waer desires to establish a 
solution to the immediate problem of existing waste stockpiles 
with additional consideration of disposing of future waste. Dr. 
Waer said he had a budget of LD 57 Million in 2007 funds to 
address this disposal problem 

and other hazardous wastes) and would be seeking solutions in 
2007/2008. End Summary. 


2. According to the NDF team\'s chemical experts attending the 
meeting 

he listed. Dr. Waer mentioned the Government of Libya (GOL) 
might subcontract PCB disposal to a country with existing 
expertise. He cited that Libya routinely provided transit 

rights through its territorial waters to South Korean vessels 
carrying PCB\'s enroute to France for destruction. Considering 
South Korea\'s technical prowess 

subcontract this work 

to pursue such technologies internally. 


3. The medical waste 

locally. Dr. Waer discussed creating mobile station operations 

or establishing collection routes for a central disposal 

facility 

might establish such a program. Embassy requests any expression 
of interest in cooperating with the LEA on this issue. Dr. Waer 
indicated that Liquid Clinical Waste from medical facilities was 

the primary concern as the existing stores were a burden to 

contain and that this category of waste is continually 
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generated. 


4. ESTH Officer requested a meeting with Dr. Waer to further 
discuss where the U.S. may be able to offer guidance either 
through assisting in establishing legislation on waste disposal 
(whether medical or industrial) or offering technical expertise 
in planning and/or funding. Pending HHS and OES interest in 
such a dialogue 
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Abroad for Families and Employees" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 
should be taken 
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opportunity. 
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e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State DepartmentVs 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 
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opening) Taiwan Solidarity Union (TSU) political party. 
Amcham accused the TSU of holding TaiwanVs cross-Strait 
policy hostage to its own political interests. Amcham 

may have oversold the economic benefit of cross-Strait 
opening 

regional hub and pave the way to a free trade agreement 
with the United States. Nevertheless 

told us they would like to use Taiwan as a base for 
greater China operations 

by lack of direct links and limits on trade 

and financial flows. These restrictions have caused some 
foreign businesses to reduce the role Taiwan plays in 
their broader Asia-Pacific strategy. 


4. (C) Improved cross-Strait economic relations would 
also enhance China-Taiwan relations and the prospects for 
regional stability. In the short-term 

provide less controversial areas for cooperation across 
the Strait 

discussions on charter flights and tourism (ref C and E). 
In the medium term 

diminishes the ability of either side to provoke a 

military conflict without also harming its own economy. 
In the long term 

contribute to a political settlement of the cross-Strait 
conflict. 


Some Restrictions Benefit U.S. Interests 
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5. (S) There are notable exceptions 

general theme that cross-Strait liberalization unerringly 
benefits the United States and U.S. businesses. In some 
cases 

businesses by reducing or eliminating competition from 
the PRC. In others 

interests. 


Import Controls on Agricultural Goods 


6. (C) Bans on the import of many PRC agricultural 
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products are key examples of restrictions that help give 

U.S. businesses an advantage in the Taiwan market. Given 
the size of its economy 

important market for U.S. agricultural goods. It is the 
United States\' sixth largest market for agricultural 

exports and the second highest per capita consumer of U.S. 
agricultural goods after Canada. Taiwan imported US$2.7 
billion worth of agricultural goods from the United 

States in 2005. Were it not for Taiwan prohibitions on 
China\'s imports in 37 percent of agricultural product 
categories 

competition on trade in agricultural products. (Comment: 
AmchamVs unambiguous message in support of relaxation of 
cross-Strait restrictions is due in part to the fact that 

none of its members are U.S. exporters of agricultural 
goods. End comment.) 


7. (SBU) U.S. exporters of fresh vegetables are major 
beneficiaries of these restrictions. Four of the top 

five U.S. vegetable exports to Taiwan -- cauliflower and 
broccoli 

competition from the PRC because PRC products are banned. 
The total value of U.S. exports of these products to 

Taiwan was approximately US$25 million in 2005. 


8. (SBU) U.S. exporters of fruits and nuts also benefit 

from Taiwan\'s restrictions 

are sanitary/phytosanitary requirements that PRC 
producers cannot meet rather than an outright ban on PRC 
products. For example 

U.S. fruit export to Taiwan in 2005 earning US$36 million. 
Cherry imports from the PRC are not banned entirely 

PRC cherries have so far not been able to meet Taiwan 
quarantine requirements. 


Technology Transfer Restrictions 


9. (S) Restrictions on the transfer of advanced 

technology to the Mainland also frequently benefit U.S. 
interests. The most controversial technology transfer 
controls are limits on high-tech industry investment in 

the Mainland. Taiwan\'s semiconductor manufacturers have 
long campaigned for relaxation of restrictions to permit 
investment in manufacturing technology that can produce 
semiconductor chips with feature size of 0.18 microns. 
Currently 

The relaxation that industry proposes would be entirely 
consistent with the guidelines of the Wassenaar 
Arrangement. The United States already permits 
semiconductor equipment manufacturers to export equipment 
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to the PRC that is significantly more advanced than 0.18- 
micron manufacturing technology. It appears that Taiwan 
authorities will permit such investment soon (ref D). 


10. (S) Although approval of investment using 0.18-micron 
and even more advanced technologies would be consistent 
with U.S. controls 

have negative security implications for the United States. 
Taiwan\'s semiconductor design and manufacturing firms are 
among the most advanced in the world. They invest 
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heavily in research and development as they pioneer new 
technologies. Industry concerns about intellectual 

property protection in the PRC would keep many of the 

most advanced processes and research in Taiwan. However 
the PRC semiconductor market is growing dramatically. 
Increasing competition would maintain pressure on Taiwan 
firms to move ever more advanced processes closer to 
Mainland customers. 


11. (C) The Taiwan government is reluctant to lift 
restrictions for fear the entire industry will move 

across the Strait just as TaiwanVs laptop PC makers and 
many other IT hardware manufacturers have done over the 
past few years. Taiwan companies dominate the laptop PC 
manufacturing industry 

global laptop production. Until 2002 

in laptop PC manufacturing in the PRC was completely 
prohibited. After Taiwan lifted the restrictions 
manufacturing operations for the entire industry moved to 
the Mainland within four years. By the end of 2005 
practically all laptop PCs manufactured by Taiwan firms 
were assembled in the PRC. 


12. (S) Extensive Taiwan high-tech investment in the 
Mainland could give the PRC easy access to a wide range 
of dual-use technologies. The large-scale transfer of 
Taiwan\'s semiconductor manufacturing cluster and other 
high-tech manufacturing industries could jeopardize 
secure sources for technologies that the United States 
requires. 


13. (S) Within the broader framework of technology 
transfer policies 

also linked to its export control system. The United 
States through AIT is currently engaged in a critical 
effort to strengthen TaiwanVs export controls. Some 
measures that would strengthen controls on sensitive 
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technology exports could also limit the Taiwan 
authoritiesV ability to relax investment regulations and 
other cross-Strait restrictions for high-tech industries. 
For example 

\"Sensitive Technology Protection Act\" that would bar the 
export of key intangible technologies 

commodities to certain territories 

The bill is stuck in the Taiwan Legislature 

legislators want to use it as a tool to attack companies 
that are investing in China (ref A). Depending on the 
final language of the legislation 

of Taiwan\'s cross-Strait restrictions 

on investment. 


Comment - Keeping the Whole Picture in Focus 


14. (S) Overall 

restrictions on cross-Strait trade and investment will 
benefit not only Taiwan and China but also the United 
States. It is important to note 

lifting of some restrictions is likely to have an impact 
on specific U.S. economic and security interests. In 
some cases 

liberalization 

Moreover 

meets WTO standards of non-discrimination against Vthird- 
country" products and services. Our ongoing dialogue 
with Taiwan on cross-Strait economic relations should 
take into account the fact that cross-Strait 

liberalization is a complicated matter with a varied 
range of repercussions. 

YOUNG 
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increasing regional cooperation. Despite these efforts 

the enforcement of control measures remains a major obstacle due to 
a lack of funding 

environmental enforcement and economic development. However 
local Environmental Protection Bureau (EPB) officials with whom 
Congenoffs met appear to be dedicated to their efforts 
overwhelming task ahead. Now that the central government has 
brought environmental protection forward as a priority 

officials may finally have the political backing to effectively 

enforce environmental regulations. END SUMMARY. 


2. (SBU) Because of the mounting economic and health costs 
attributed to pollution 
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level has pledged to spend 1.6% of its GDP annually over the next 
five years to clean up the environment and to prevent further 
degradation 

China\'s 11th Five-year Plan 

pollutant emissions by 10% over the next five years. For the first 
time 

growth\" to serve as an indicator of provincial and local 
governments\' performance. The central government is also setting 
ambitious targets for energy conservation 

fuel-economy standards for vehicles 

of more energy-efficient buildings. China is striving to develop 
alternative energy sources such as wind 

power. 


So What is South China Doing About the Problem? 


3. (SBU) According to South China EPB officials and media reports 
several initiatives are being undertaken to fight pollution. The 
following programs are illustrative of South China\'s efforts. 


GUANGDONG-HONG KONG COOPERATION 


4. (U) Hong Kong and Guangdong officials met on August 2 for a 
cross-border conference on joint cooperation to discuss 

issues 

targets. Under emission and effluent quotas assigned to individual 
provinces by the State Council 

dioxide emissions from 1.29 million tons in 2005 to 1.1 million tons 
by 2010. 


5. (U) Guangdong and Hong Kong officials have pledged to review the 
progress and effectiveness of the control measures laid out in 2003 

in the Pearl River Delta (PRD) regional air quality management plan. 
In a joint statement issued in April 2002 

put in place additional measures to reduce the regional emissions of 
sulfur dioxide (SO2) 

particulate matter (PM) and volatile organic compounds (VOC) by 4096 
20% 

Environmental groups 

being too low. The two sides have also publicly pledged to enhance 
cross-border cooperation on environmental protection and agreed to 
continue both the operation of the PRD Regional Air Quality 
Monitoring Network and the daily release of the Regional Air Quality 
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Index (RAQI) to the public. 


6. (SBU) The South China Morning Post reported on August 15 that 
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Hong Kong and Guangdong are using different calculations to measure 
emissions reduction. As a result 

emission targets that are significantly higher than Hong Kong\'s 

targets. The 2002 cross-border agreement sets the 2010 target 
mainland SO2 emissions at 312 

Government set the target at 398 

Guangdong's target for NOx is 16.1% higher than the 2002 agreement 
and the target for PM is 154% higher. This has angered Hong Kong 
lawmakers and will decrease the likelihood of effective cooperation 

on an emissions trading scheme. Hong Kong Environmental Protection 
Department officials explained that Guangdong has a different way of 
estimating emissions. Guangdong authorities have not disclosed in 
what way their methods of estimating emissions differ from Hong 
KongVs. It is more likely that Guangdong will be unable to meet the 
target emission levels as agreed in 2002 

readjust its targets accordingly. 


FACTORY CLOSURES 


7. (U) Guangdong EPB Director 

three years more than 1 

concrete manufacturers and small-scale power plants 

closed because of the pollution and environmental hazards they 
posed. These closures create a framework for future environmental 
enforcement efforts and represent a significant step in the right 
direction. 


DESULFURIZATION EQUIPMENT 


8. (U) Li also said authorities are offering subsidies to power 

plants in the region for installing devices that remove sulfur from 

flue gas. (Note: A Hong Kong academic explained that subsidies are 
necessary because the devices decrease the power generation of a 
plant by roughly 1096. Since power plants cannot independently raise 
rates to cover this loss 

devices without a subsidy. End note.) Academics estimate that 
installing these devices could reduce emissions of sulfur dioxide 
(SO2) by up to 90%. Only 18% of factories in the region are 
currently using these devices 

by up to 200 

At least half of Guangdong\'s large power plants are expected to be 
equipped with the devices by the end of next year 

environmental officials. Wu Qianchao 

Guangzhou EPB 

desulfurization technologies 

advanced pollution control equipment. 


9. (U) The Shajiao C power plant in Humen 

Yudean Power Company 

the end of 2006. It is estimated that these devices will cost RMB 
600 million (approximately USD 75 million). 
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EMISSIONS TRADING PILOT SCHEME 


10. (SBU) Hong Kong and Guangdong officials have also agreed to 
finalize later this year an emissions trading scheme for thermal 
power plants in the Pearl River Delta (PRD). Under the scheme 
emitters would be allowed to buy the rights to pollute 

rights if their emissions are lower than their quotas. The scheme 
would allow trading in three main types of pollutants: sulfur 

dioxide (SO2) 

The extent of trade will be largely determined by the emissions caps 
imposed on power plants. The trading deals will be reached 

privately between the parties 

publicly disclose the details of these deals. Wu Qianchao from the 
Guangzhou EPB told Congenoffs that the scheme is a sensitive issue 
in the region 

their emissions data. Wu noted that the Guangzhou EPB has agreed 
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not to publicly release this data. Emissions data will be monitored 
by regulatory bodies in Guangdong and Hong Kong. 


11. (U) Guangdong\'s largest power producer 

it would consider joining the scheme. Hong Kong power companies CLP 
Power and Hong Kong Electric 

reservations about the scheme 


12. (U) Guangdong officials have expressed hope that this scheme can 
help them reach emissions reduction targets by 2010 

the PRD Regional Air Quality Management Plan. Guangdong and Hong 
Kong plan to release details of this scheme in the third quarter of 

2006 for presentation to power plants on both sides of the border so 
that prospective participants can identify trading partners and draw 

up emission trading agreements. 


CREDIT SYSTEM 


13. (U) On 1 January 2006 

system\" to target enterprises with high pollutant emissions 
according to the EPB website. The EPB selected approximately 200 
Guangdong enterprises to monitor under this system 

coal and fossil fuel-fired power plants 

industrial polluters. Under the credit system 

evaluates enterprises on 13 indicators 

enforcement of environmental laws and regulations 

supervision 

green card indicates an \"honest\" enterprise 

a Vwarning 

management." To encourage the public to participate in the system 
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the EPB publicizes the evaluation information on the Guangdong and 
Guangzhou EPB websites 

The public can then call a hot line to register complaints about an 
enterpriseVs pollution. 


ON-LINE MONITORING SYSTEM 


14. (U) Concurrent with the implementation of the credit system 
Guangdong also plans to invest RMB 12 million (USD 1.5 million) by 
the end of 2006 to set up an on-line monitoring system covering 120 
key pollution sources. This system would provide regulatory 
agencies real-time information about the volume of discharged 
sewage 

conditions of the pollution prevention equipment. The system 
reportedly will raise an alarm if an enterprise illegally discharges 
pollutants 

site to investigate. 


RELOCATION 


15. (U) In late July 

Environment Protection Standards and Requirements for \"Tuier\" 
Enterprises in Guangzhou. (Note: The term \"tuier\" refers to seven 
types of polluting industrial enterprises located in old districts 

of Guangzhou which do not meet environmental protection standards 
and are slated to be moved out gradually by 2010. End Note.) The 
plan 

Municipal Government for approval. According to EPB officials 

list of the companies to be included in the program is being drawn 
up and contains 151 enterprises so far. According to an EPB 
official 

does not mean that pollution will merely move to another place; it 
means that the companies will also undergo industrial upgrades and 
technological reforms. 


16. (U) The Guangdong Government has also published guidelines 
requesting that new projects in the electro-plating 

paper industries be located in designated industrial parks. The 
Guangdong EPB is also investigating 10 major polluting industries 
including the dyeing and chemical industries 

into a database of heavily polluting industries. The EPB hopes to 
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establish a plan to locate these industries in designated industrial 
zones in order to more easily monitor and control environmental 
damage. 


CLEANER ENGINES AND FUEL 


Column 3 

17. (U) Beginning September 1 

engines that meet Euro Ill standards. While this is a positive step 

to reduce future vehicular emissions 

the road will prevent significant reductions in vehicle emissions in 

the short-term. The sale of leaded gasoline was banned in Beijing 
Shanghai 

throughout the country. At the same time 

new unleaded gasoline quality standards. Diesel fuel must now meet 
the Euro Ш standard in Beijing 

are plans to extend this to the rest of China in 2008 

the Chinese Government is aiming for Euro IV fuel standards in the 
three major cities. However 

report 

higher-pollution fuel oil from local private refineries. One 

estimate suggested these private refineries supplied as much as 4096 
of the fuel oil in the Guangdong market in 2004-2005. 


FIELD STUDY 


18. (U) A field study called Campaign of Air Quality Research 
Experiment (CARE-PRD) studied the formation and transport of key 
pollutants that make up the photochemical smog in the PRD region. 
This study 

Monitoring Center (EMC) 

Foundation (NSF). More than 100 Chinese and foreign scientists 
participated in this study throughout the month of July. Three 
Vsuper sites" were set up in Guangzhou 

measure the key photochemical pollutants 

ozone (and their precursors) 

than 20 local EPBs in the PRD participated in the study. The 
results of this study are expected to be published in international 
journals in 2007. The same team of scientists planned a similar 
campaign in Beijing (CARE-Beijing) for the month of August. 


PAN-PEARL RIVER DELTA COOPERATION 


19. (U) Since 2004 

Delta (PPRD) regional environmental protection cooperation have been 
held to discuss issues related to air and water pollution 

prevention 

addition 

element under the framework of the PPRD regional cooperative 
protocol. 


Comment: Slow Start? 


20. (SBU) Most EPB officials with whom Congenoffs have met appear to 
be very dedicated to their jobs and committed to cleaning up the 
environment. They are 

personnel. In addition 


Column 3 

willing to voice their disagreement with certain policy issues to 
Congenoffs and to Chinese officials 

views are often ignored by officials. They have eagerly responded 
to efforts by postVs Science Fellow to increase bilateral 
communication and cooperation. Post is seeking new EPA Science 
Fellows for FY V07 to continue this communication and cooperation. 


21. (SBU) While these efforts are an important first step 

not seem designed to effect any notable reductions in pollution 

levels in the near term. Moreover 

environmental concerns in favor of economic development is stronger 
in this region 

any pollution abatement efforts. Guangdong authorities 

example 
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polluters who did not meet standards for waste water treatment 
comply or risk being shut down. While the original compliance 
deadline was the end of June 

deadline and postponed compliance checks until the end of the year. 
While the reasons behind the postponement are not entirely clear 
the backpedaling does not project an image of a government willing 
to require tough action at any cost. South China cannot politically 
afford to set standards it cannot hope to meet. As a result 

must set lower standards that it may be able to achieve in the near 
future 

improves and the political will for such enforcement strengthens. 


GOLDBERG 
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businessmen 

relationship with the GOI and state-owned banks. His 
economic policy instincts accordingly run strongly toward old 
fashioned approaches like ramping up state-directed lending 
programs and expanding the role of state-owned enterprises 
(SOE). This approach resonates with many Indonesians 
the country 

resources to develop the country or compete in an 
increasingly dynamic Southeast Asia. Although he plays a 
prominent economic policy role 

political influence to help drive legislation through 
Parliament. He has proven very valuable in helping U.S. 
investors break through bureaucratic red tape (he played a 
key role in resolving ExxonMobil 

oilfield dispute) 

advancing the Yudhoyono Administration 
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economic reform program. This needs to change if Indonesia 
is to enjoy a period of growth similar to its pre-crisis 
boom. 


Bilateral Commercial Relationship: Playing Catch-up 


5. (C) The Yudhoyono Administration has increased its 
counter-terrorisQefforts 

military ties 

Indonesians as possible to U.S. education and training 
committed itself proving to its people that democracy is a 
system that will benefit them. Indonesia should feel that is 
has no better friend than the United States. We see 
Indonesia as a fellow democracy with shared values of 
tolerance and pluralism 

the region and the world 

Unfortunately 

continues to decline. 


6. (C) In the context of a blossoming bilateral 

relationship 

noticeably. Although 2005-06 witnessed the largest ever 
acquisition of an Indonesian company by a U.S. firm (Philip 
Morris 

commercial sale ever in Indonesia (Boeing 

sales of 737-9005 to Lion Air) 

investment here in a generation (ExxonMobil 

U.S. firms have been slow to return to Indonesia. 
Nonetheless 

unrealistic message that his country is completely ready for 
outside investment and to call on the USG and American 
business to bring forward funds. In this regard 

complain about our travel advisory that calls on Americans to 
defer non-essential travel to Indonesia. While supporting 
the desire for investment and reaffirming our longstanding 
commitment to assist to the maximum extent possible 
should use Kalla 

the GOI needs to continue to work to make Indonesia 
competitive in the international marketplace in order to 
genuinely reemerge as a favored destination for investors. 
The most important reforms facing the GOI include: 


- Taking clear steps to improve the investment climate by 
passing a new investment law 

flexible 

administration. 
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--Redoubling efforts to reduce corruption and reform 
Indonesia 
sanctity of contracts. 


--Reducing bureaucratic red tape including unnecessary 
requirements for permits 

both the central and local government levels. Improved 
coordination between all levels of government in Indonesia\'s 
newly decentralized system is also important. 


--Reducing clearance times at Indonesia 
consistently applying customs and other import regulations 
and reducing corruption among customs officials. 


--Removing the main obstacles to infrastructure development 
including the development of a system for Government risk 
sharing in infrastructure projects and rationalizing land 
acquisition regulations for toll roads. 


7. (C) Although Kalla has not been deeply involved in the 

GOI 

take the opportunity to emphasize that the disease poses a 
grave threat to Indonesia 

attention. The GOI 

on raising awareness 

and controlling Al in the poultry population is on target 

but needs forceful leadership and adequate budget support to 
match donor contributions. 


Kalla s Larger Role 


8. (C) Kalla 
marked by both cooperation and tension. Many in the 
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political classes view Kalla as a potential rival for the 
Presidency in 2009. Nonetheless 

with Yudhoyono in a number of areas 

the economy does not produce enough jobs in the coming years. 
Reflecting his reputation as a wily dealmaker 

the negotiation process that brought 30 years of violence to 
and end in Aceh. He has also weighed in to help remove 
obstacles blocking the USG-funded reconstruction of the road 
from Banda Aceh and Meulaboh. It would be worthwhile to 
probe Kalla on future GOI steps to better integrate other 
troubled regions 

island of Sulawesi. As leader of Golkar 


Column 3 

in Parliament 

the almost total logjam in seeing new legislation passed 
notably in the areas of trafficking in persons 

and labor reform 

under civilian ministerial control 

effectively prosecute transnational crime. 


9. (C) Following the Bali bombings of October 2005 and theQlimination of terror 
emerged as a leading government critic of Indonesian Muslim 
leaders who refused to recognize the existence of terrorists 
who were draping themselves in the cloth of Islamic piety 

while attacking their fellow man. For a period there was 

much discussion of a joint effort by known Muslim leaders and 
the Vice-President to work to dissuade young Muslims from 
adopting the violent ideology espoused by groups such as the 
Jemah Islamiyah. More recently 

the need for the country to return more towards its founding 
nationalist ideology 

Cabinet announcement of a crackdown of thuggish groups that 
have threatened minority religious groups with violence. 
Recently 

should be reminded of the importance of maintaining the 
ideological fight within the country 

should be sought on the GOIVs future plans in this domain. 
HEFFERN 
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give them life. V" 


BACKGROUND ON SHAKHEYAH AND MUSAWIS 


6. (C) Sayed Abdul Ali (and his relatives) not only are 
influential in spiritual and community matters 

wield considerable authority in the business world of Basrah. 
The Musawi Group in Basrah 

of nine companies that employ approximately 1 

companies include: 
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- Al Qura -- specializes in engineering 

contracts; 

- Al Salwa United Company -- specializes in trading; 

- Abr al Sharq Company -- deals in marine services and water 
technology; 

- Alghadeer Company -- specializes in printing and publishing; 

- Fadak Company -- deals with agriculture and animal production; 
- Al NnabaY Company -- provides Internet 

computer services; 
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- Al Sadeed Company -- provides tourism 

transportation services; 

- Al Zaitoon Company -- is involved in the oil industry and 
- The al-Musawi Hospital -- is a private and best equipped 
hospital in Basrah. 


Members of the family individually manage the various companies 
and there is no central decision making. According to Hamid 
al-Musawi 

companies 

housing comprising the bulk of its work in Basrah. 


7. (C) The Musawi family is a highly regarded and respected 
family in Basrah (Ref C). Sayed Ali al-Musawi 

patriarch 

sect of Shia Islam. Upon his death 

the sect\'s spiritual leader. The family traces its origins to 

the al-Ahsa\' region of Saudi Arabia and migrated to Basrah to 
escape religious oppression over 1 

Ali and Sayed Abdul Ali completed their religious studies in 
Kerman 

al-Shakheyah school in Kerman was burned and their former leader 
was killed in 1980 and Sayed Ali became the next spiritual 
leader. The sect has minor philosophical differences with the 
rest of Shia Islam 

should be no religious involvement in government. 


COMMENT 


8. (C) Comment: Sayed Abdul Ali is a very close REO contact 
and is biased towards the Coalition Forces. The Ashura Council 
though still in its early stages 

involve the community in problem solving and as a prod to the 
local government to do its job. The moribund Basrah Provincial 
Council and the corrupt governor need to be spurred to act 
responsibly 

dominated by the political parties 

needed. The usually gentle-speaking Sayed Abdul Ali accurately 
referred to the Basrah Provincial Council as V'animals 

sharks and crocodiles 

difficult it will prove to institute positive political change. 
Together with the Gathering to Save Basrah 

examples of the prominent citizens of Basrah reaching the end of 
their tolerance of local politicians and offer hope for the 

future of Basrah . End comment. 

GROSS 
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WTO negotiations 

Boucher of the gap that had to be closed 
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trying to liberalize a tightly-controlled economy while the 

U.S. was seeking Doha Round standards. She noted that the 
systemic issues referred to in the U.S. response (such as 
sanitary and phytosanitary controls) were a new issue for 
Kazakhstan 

negotiations. 


5. (SBU) Aitzhanova explained that documentation of trade 
transactions 

unnecessary burden on exporters and importers 

in order to combat money laundering. The Kazakhstani 
government placed a high priority on ensuring that 
international trade was not used as a vehicle for illegal 
capital outflows 

documentation as a key tool. Aitzhanova added that 
Kazakhstan was not wedded to the existing system 

not know how else to address the problem under the current 
conditions. She mentioned that she had heard that the U.S. 
had not raised the issue with Russia 

system. 


6. (SBU) With regard to regulation of foreign labor 
Aitzhanova told A/S Boucher that Kazakhstan currently 
imposes a quota and requires an economic needs test to prove 
that the position could not be filled by a Kazakhstani 

worker. She understood that the U.S. wanted Kazakhstan to 
lift both requirements for intra-company transferees. A/S 
Boucher clarified that the U.S. makes a distinction between 
intra-company transferees and new hires 

limitations similar to those imposed in Kazakhstan. 
Aitzhanova pointed out that as that aspect of the 
Kazakhstani offer related only to services 

affect large U.S. firms such as the oil majors or Phillip 
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Morris. She noted that 80% of the foreign workers in 
Kazakhstan are intra-company transferees; the number of 
workers being transferred from Turkey and China was rising 
dramatically every year. Aitzhanova explained that 
Kazakhstan faced several challenges in regulating its labor 
market 

relatively loose visa rules and its strict (on paper) labor 
policy; the need to limit the possibility for corruption 

among labor and immigration officials; the difficulty 
verifying whether a worked is skilled or unskilled; and the 
proliferation in Kazakhstan of small firms established by 
individuals from neighboring countries. 


Column 3 
Next Steps 


7. (SBU) Kazakhstan is still negotiating bilateral 

agreements with the U.S. 

Australia 

Aitzhanova. Israel had recently joined the Working Party so 
discussions with them were beginning. Kazakhstan expects to 
sign the full protocols in Geneva in September 

said. 


8. (SBU) Aitzhanova informed A/S Boucher that the 
Kazakhstani parliament would hold hearings on World Trade 
Organization accession on October 20. The Ministry of 
Industry and Trade had invited the Office of the U.S. Trade 
Representative 

European Union 

representative. She expected another Working Party meeting 
in November. 


9. (SBU) Aitzhanova asked whether it would be possible to 
obtain a general statement of U.S. support for KazakhstanVs 
early accession to the World Trade Organization during 
President Nazarbayev\'s upcoming visit to Washington. A/S 
Boucher indicated that the joint statement would likely 
include a point on this issue. Aitzhanova promised to 
suggest language. The Ambassador noted that it would also 
be important to use the statement to underscore the 
Kazakhstani governments own commitment to the earliest 
possible accession. Aitzhanova stressed the need to 
demonstrate that every point in the bilateral agreement 
reflects KazakhstanVs judgment as to what is in its own 
national interests; the speed and content of U.S. 
negotiations with Russia are not driving KazakhstanVs 
decision-making process. 


ORDWAY 
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Kazakhstan linked the transfer of pathogen strains to the 
U.S. to the construction of a Central Reference Laboratory 
which had now been pushed back to 2009. Tazhin said that 
Kazakhstan could discuss strain transfer V'only when the U.S. 
had fulfilled its obligations.\" Turning to Stepnogorsk 

Tazhin repeated well-known complaints regarding the failed 
defense conversion project to establish a pharmaceutical 
tableting line in the mid-1990s. He claimed that there had 
been no response to the GOK\'s December 2005 diplomatic note 
on the issue. 


8. (SBU) The Ambassador welcomed the assurances regarding 
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security at Semipalatinsk. He pushed back on the strain 
transfer issue 

program consisted of two independent parts: cooperative 
joint research on pathogens 

Kazakhstan\'s ability to detect and protect pathogens. The 
U.S. sees no logic in linking the two areas of cooperation 
and had in fact explicitly rejected a linkage between strain 
transfer and construction of the Central Reference 
Laboratory during negotiation of the agreement. Finally 

the Ambassador noted 

been pushed back due to repeated delays in negotiations by 
the Kazakhstani side. A decision to remove the equipment at 
Stepnogorsk had been taken 

look into the status of the formal reply. 


9. (SBU) Tazhin told A/S Boucher that the Kazakhstani 
government was finding it increasingly difficult to maintain 

a contingent in Iraq due to the worsening security situation 
and rising domestic pressure. Kazakhstani troops had been 
fired on five days before. Nevertheless 

Kazakhstan will send another rotation of troops to Iraq in a 
few days. He noted that KazakhstanVs contribution in Iraq 
was primarily political. Boucher told Tazhin that the U.S. 
welcomes the presence of Kazakhstani troops in Iraq and was 
working to ensure the best possible security for them. He 
stressed that KazakhstanVs contribution was not just 
political; the contingent was doing extremely important 
ordinance disposal work that had saved many lives. The 
Ambassador added that the U.S. was working to ensure that 
General Sembinov would have good meetings regarding the 
security situation when he accompanied the next rotation to 
Iraq. 


10. (SBU) Kazakhstan was pleased with the level of 
cooperation with the U.S. on Caspian Security 

particularly the dialogue between the Ministry of Defense 

and the Department of Defense. Kazakhstan was interested in 
obtaining a 1 

U.S. assistance. A/S Boucher confirmed that the U.S. was 
aware of Kazakhstan\'s interest in obtaining a naval vessel 

and was examining the question. 


11. (SBU) A/S Boucher noted that the U.S. was close to 
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approving funding for a feasibility study on the Trans- 
Caspian Gas Pipeline. After careful analysis of the legal 
situation 

the agreement of the countries where the pipeline begins and 
ends is necessary. Russia and lran were claiming that all 
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states bordering the Caspian had to agree 

the plan impossible to implement and undercut President 
Nazarbayew's strategic objective of diversifying 
KazakhstanVs energy export routes. Boucher encouraged 
Tazhin to ensure that Kazakhstan pushed back against this 
legal view. Tazhin said that Kazakhstan had consulted 
numerous maritime law experts and agreed completely with the 
position Boucher had expressed. Unfortunately the idea was 
becoming prevalent that while littoral states control their 

own portion of the Caspian shoreline 

seabed in common 

among the Caspian states 

consultations with U.S. maritime law experts. 


12. (SBU) Tazhin highlighted the seriousness of the problem 
of narcotics trafficking for Kazakhstan 

use was rising among Kazakhstanis. With Afghanistan so 
near 

problem on its own; international assistance was required. 
The international community was just \"watching the process 
calmly 

Kazakhstani governments strategy was to target large 
narcotics traffickers. Tazhin highlighted the need to 

combat narcotrafficking before V political spheres\" became 
involved 

responded that the U.S. considered counternarcotics 
cooperation with Kazakhstan to be quite strong 

always searching for ways to strengthen it. The Ambassador 
added that the U.S. had invited Minister of Interior 
Mukhamedzhanov and other senior officials to Washington in 
early December for meetings with U.S. counterparts to 
discuss cooperation on drug trafficking and demand 
reduction. 


ORDWAY 
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the President that public impressions of Kazakhstan as a 
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country without freedom of speech are not accurate; in fact 
papers such as Vremya and numerous independent radio 
stations are often quite critical. 


5. (SBU) Dzhaksybekov told A/S Boucher that Nazarbayev would 
inform the President about the work underway on political 
reform. The Democratization Commission 

until the end of 2006 

role of parliament 
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local level 

parties 

government 

preserve the role of the president as the guarantor of 
stability. After the Democratization Commission presents 
its proposals 


6. (SBU) A/S Boucher told Dzhaksybekov that the U.S. 
supports the vision of democratic reform that Kazakhstan has 
outlined 

path. He noted that the areas that Dzhaksybekov had listed 
such as strengthening the role of parliament 

representative bodies 

aspects of building the democratic institutions that will 
guarantee long-term stability. Boucher asked whether there 
would be concrete progress to point to during the visit 

such as a new election law or the inclusion of the 

opposition in the Democratization Commission. The more 
serious and visible dialogue is taking place in Kazakhstan 
Boucher noted 

progress is occurring. Dzhaksybekov did not respond to the 
question directly. 


7. (SBU) Dzhaksybekov told A/S Boucher that he had read the 
U.S. nonpaper on Kazakhstan\'s bid to chair the OSCE in 2009. 
VWhile | can\'t say | agree with your point of view 

added 

on the Kazakhstani economy or the internal situation. V 
Dzhaksybekov explained that Kazakhstan was seeking to chair 
the OSCE for reasons of principle. U.S. support would 
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confirm the wisdom of Kazakhstan\'s policy course 
important moral support 

countries such as Russia V'where there is only a faade of 
democracy" rather than real change from the inside as in 
Kazakhstan. 


8. (SBU) Kazakhstan faces many challenges such as 
corruption 

growing number of people such as managers and journalists 
who have an V'independent mentality" and criticize the status 
quo. VThe next government" will therefore have to listen to 
Society 

underway on political reform 

strengthening the independence of parliament 

direct elections 

policy was carefully calculated to allow Kazakhstanis to 

live in a free but secure society 

in the region. Under current circumstances it will V'not be 
fatal\" if Kazakhstan does not receive the chairmanship in 
2009 

issue during his meetings in Washington. A/S Boucher agreed 
that the topic did not need to be debated during the visit 
adding that the U.S. welcomes KazakhstanVs desire to play a 
more active role in the OSCE. 


9. (SBU) Kazakhstan supports the U.S. in Afghanistan and in 
Iraq 

presence in Iraq was becoming increasingly difficult to 
maintain due to internal pressure 

said that Nazarbayev\'s advisors have at times advised him to 
sQ" 
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workers" 

does not currently have any non-Chiense employees. XIAMEN 
CHANGELIGHT will use 

technical teams from foreign companies to install 

and maintain equipment 

purchased from overseas. Mr. DENG further advised that he 
anticipates borrowing 

20 to 30 thousand RMB from the bank but that equipment must 
first be in place in 

order to secure the loan. Mr. DENG stated that XIAMEN 
CHANGELIGHT has purchased a 

MOCVD tool from Germany 

Honeywell 

purifier from GenTech. Wafer blanks will be purchased from 
AST - \"Tumei\". 
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8. Mr. DENG stated that XIAMEN CHANGELIGHT does not currently 
have customers or 

confirmed orders; as there are no domestic or international 
standards for this product 

XIAMEN CHANGELIGHT must make sample LED wafers for 
prospective customers to examine 

before securing contracts. 


9. ECO toured the facilities of XIAMEN CHANGELIGHT and 
observed construction in progress. 

The first two floors of the building will be the production 
line with offices on the 

third and fourth floors. ECO observed a 500 square metre 
clean room in the process of 

being constructed and noted air exchange and changing 
facilities. XIAMEN CHANGELIGHT 

is located in a new industrial park being developed by a 
private company under the 

direction of the Xiamen city government. 


10. As part of this PLC 

Xiamen government officials 

agreed 

COMPANY 

company of XIAMEN CHANGELIGHT and the end-user of 
U.S.-controlled items exported under 

BIS export license D314956 (see para. 5 above). This company 
occupies a multi- 

building campus with several thousand employees and appears 
to be active. 


11. RECOMMENDATION - FAVOURABLE. Based upon the information 
available during this 

Pre-License Check 

as likely to be a reliable 

recipient of U.S.-controlled items and technology as 

described in REFTEL 

described above. 


RANDT 
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summary. 


2. (C/NF) During a September 16 lunch hosted by the 
Ambassador 

shared their views on Iran 

the Gulf and the motivations of the Iranian regime. Chairman 
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of the Political Science Department at Kuwait University Dr. 
Abdul Reda Assiri 

average lranians were less optimistic about their future 

today than a year ago 

Ahmadinejad\'s failed economic policies. Ahmadinejad\'s V'one 
success 

nuclear issue 

distinguished academic and Advisor to the Prime Minister 
agreed 

to \"galvanize\" Iran\'s population and strengthen the influence 
of the hard-liners within the regime. Dr. Moudhi Al-Hamoud 
the President of Arab Open University 

engagement" with Iran 

pressure on Iran was often counter-productive and only served 
to strengthen the position of the hard-liners at the expense 

of more \"moderate\" voices 


GCC Lacks Clear Strategy on Iran 


3. (C/NF) A number of the guests lamented the lack of a 
clear 

towards Iran. Although the GCC of necessity relies on the 
international community 

the Iranian threat 

role in confronting Iran 

of KuwaitVs five GCC Advisory Committee members 
divisions within the GCC for the absence of a unified 
strategy. Dr. Assiri said this lack of strategy put Arab 
countries at a disadvantage when dealing with Iran 

a clear regional agenda. Ali Al-Tameemi 

of the Kuwait Economic Society 

be particularly aware of potential Iranian efforts to 

undermine their internal \"social cohesion" and should devise 
a strategy for dealing with domestic tensions. Al-Tameemi 
believed Iran had demonstrated this capability during the 
recent pro-Hizballah rallies in Kuwait (reftels) and warned 

of Iranian \"proxies\" operating in Kuwait and elsewhere in the 
GCC. 


The Israel Factor 


4. (C/NF) Abdul Mohsen Taqi Muzaffar 

General of the Kuwait Democratic Forum (KDF) 

political association 

Israel factor when dealing with Iran. Many people in the 
Arab world believe the U.S.Vs primary objective in 
confronting Iran over its nuclear program is to protect 
Israel 

adopts a more balanced policy on Israeli-Palestinian issues 
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Arab publics will continue to view U.S. policy towards Iran 
through the prism of U.S. support for Israel 

concluded. Dr. Assiri argued that the Arab world is divided 
between those that support IranYs acquisition of nuclear 
weapons as a balance to Israel and those in the Gulf whose 
opinions range from indifferent to genuinely fearing a 
nuclear-armed lran. 


Hizballah: If at First You Don\'t Succeed 


5. (C/NF) Dr. Assiri argued that Iran\'s efforts to increase 
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its influence in Lebanon through the recent Israel-Hizballah 
conflict had largely failed. Dr. Shafeeq Ghabra 

President of the American University of Kuwait 

might actually lose influence if Hizballah was effectively 
marginalized in the Lebanese political system as a result of 
its adventurism. Several other guests seemed to agree with 
this analysis. They warned 

apply the Hizballah model -- gaining influence through 
charitable giving and community services -- in Iraq. They 
feared Iran might also try to similarly gain influence in 

Gulf countries. 


Political Solution the Only Solution 


6. (C/NF) Dr. Al-Hamoud claimed Kuwaitis were very concerned 
about the possibility of a conflict over Iran\'s nuclear 

program 

international community to keep pressure on the Iranian 

regime 

guests agreed 

be largely ineffective. Dr. Rumaihi argued that Iran was 
perfectly happy to be an enemy of the U.S. 

regime used to increased its influence both domestically and 
internationally. 


7. (C/NF) All the guests stressed the need to find a 
political solution to the tensions with Iran and argued that 
any military conflict would be \"disastrous\" for the region. 

If it is attacked 

considerable means at its disposal against U.S. interests in 
the region 

said. He added: \"And we (in the Gulf) will not be immune 
from attack." Dr. Assiri echoed this view: VIran doesn\'t 
need nuclear weapons to threaten us. It's conventional 
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capabilities are threatening enough." Dr. Ghabra agreed 
saying 

should allow time for domestic political change in Iran 
guests argued. 
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-- The employer must provide medical treatment at government 
hospitals; 

-- The employer must not force the worker into work other 
than that for which he/she was hired; 

-- If the employee dies 

salary plus two additional months\' salary to the employee\'s 
family and pay for the repatriation of the body 

death comes within the first 6 months of employment and is 
due to a disease the worker had at the time of the signing of 
the contract; 

- The employer is responsible for paying for the treatment 
of work-related injuries; 

-- The employer must pay damages caused by an employee 
working illegally (Note: this is to prevent the \"farming out\" 
of domestic workers. End Note.); 

- The employer must pay for the travel of the worker to and 
from the country of origin; 

-- The worker is entitled to three one-hour rest periods 
during the day 

with family (i.e. outside the place of work) 

vacation each year 

origin for a two-month trip after completing two years of 
service; 

- The worker may not reveal family secrets and must do the 
work as instructed; 

-- If the worker works other than with his/her sponsor 
worker must return to the country of origin at his/her own 
expense; 

-- Disputes are to be settled in courts of law; 

-- The Domestic Workers Administration 

agency 

which is then attached to the visa application and sent to 
the workerVs country. The worker must then sign the contract 
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at the Kuwaiti Embassy in his/her country. 


3. (C/NF) Al-Belushi said the DWA would forbid any employer 
who violates the terms of the contract from hiring any more 
domestic workers for one year. Kuwaitis rely heavily on 
domestic workers: the most recent GOK statistics say that 
there are 450 

families 

the Al-Qabas Arabic daily reported that an inside source said 
the new contract \"will be a source of pride for human rights 

in Kuwait and is a response to reports of human trafficking 

in Kuwait.\" (Note: The reference to trafficking criticisms 

is a reference to the TIP Report. End Note.) DWA director 
Adeeb Sweidan told PolOff separately that the DWA is prepared 
to enforce the contract but predicted that Kuwait\'s Embassies 
abroad would not be ready by October 1st (ref C). 


4. (C/NF) Al-Belushi also said that a shelter to help 
domestic workers is in the planning stages. He confirmed 
what other DWA officials have previously told PolOff 

that the DWA needs more resources and that a shelter for 
dealing with domestic workers\' legal problems is a good idea. 
Al-Belushi was pleased that the idea seems to have gained 
acceptance in the MOI but appealed to Post to continue to 
push the GOK to implement it. 


5. (C/NF) The Ministry of Interior issued a ban August 31 

on domestic workers transferring from one employer to 
another. However 

suspended for further study after only one day. The Ministry 
had sought to end the process whereby sponsors \"buy\" 
housemaids from other sponsors. As a result 

and the source country embassy are often not able to track 
the domestic worker. The ban would benefit domestic workers 
in some situations 

held until the current employer gets the new employer to pay 
the original sponsorship fee. On the other hand 

create a major disincentive for workers to leave their 
employers. Workers stuck in an abusive situation or not 
receiving his/her salary might feel trapped because they 
would know that leaving their sponsor meant working illegally 
or returning to their country 


6. (SBU) The National Project for Raising Awareness of 
Domestic Workers 

Islamic Affairs (MAIA) and nicknamed \"Barirah\" held a meeting 
September 11 to introduce the project to labor source country 
embassies. Labor attaches from Eritrea 

Indonesia 

as well as PostVs Labor officer attended (Note: the Nepalese 
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have no embassy in Kuwait 

Saudi Arabia flew in for the meeting. End Note.) After a 
presentation by MAIA on the program 

Al-Hajji 

how the program could be more useful to the attaches\' 
respective communities. While the Labor Attaches were 
hesitant to fully air their complaints 

open to their suggestions 

meetings. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Tajikistan. Another MOI official said the attackers are 

probably allies of an ostracized Jewish community member out for 
revenge. The official stance at present is that simple 

hooligans were behind the attack. The head of the Russian 
Orthodox Church commented that he too believes the attackers are 
hooligans out to cause some trouble. No concrete evidence 
clearly indicates who the attackers are or their objective. 


5. (C) COMMENT: Theories on the attackersY motives abound 
from foreign agents angry over recent events in the Middle East 
to local Muslim youth carrying out anti-Semitic acts. One 

looming conflict is the governmentVs long-term clash with the 
synagogue over the land dispute. Some say the government could 
be behind the attacks in an attempt to force the synagogue out 

or that someone within the government could be using the attacks 
to justify a greater clamp-down on terrorist or extremist 

activity. If the government truly deems the synagogue incidents 
politically important it will elevate the cases to the Ministry 

of Security level. It is even more unclear why the Russian 
Orthodox Church was a target. The Church does not have a 
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history of dispute with the government or local population. It 

is supported by wealthy Russians and is currently undergoing 
building renovations. The near simultaneous nature of these 
attacks indicates they were coordinated. 


6. (C) The Molotov cocktail attacks cause concern for the 
safety of the religious institutions in Dushanbe and their 
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members. The MOIVs mishandling of evidence and apparent lack of 
enthusiasm to pursue the cases either due to incompetence or 
deliberate planning 

MOI needs professional training in crime-scene investigation. 


END COMMENT. 
JACOBSON 
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Orthodox Culturel" course 

before the school year began on September 1 

Russian Constitution 

separation of church and state. Bunimovich explained that 
the ROC was taking advantage of the ten to twenty percent of 
a region\'s curriculum that is not federally mandated to avoid 
having to obtain the Education Ministry\'s approval of the 
course. He said Education Minister Andrey Fursenko has long 
opposed mandatory Orthodox classes and backs the idea of an 
elective on the history of world religions 

textbook on the subject. Fursenko this week called on the 
Public Chamber to take a look at the issue. However 
President Putin has consistently encouraged the Russian 
Orthodox Church\'s (ROC) ascendant role in society 

recently that Vtoday the ROC is not only a keeper of the 
centuries-long spiritual and cultural traditions of our 

people ... it plays an important role in the education of 

young people - educating them in the spirit of patriotism 
justice 


3. (C) Father Zacchaeus 

Church in America to the Moscow Patriarchate 

8 meeting 

growing influence of the ROC 

forged an increasingly close alliance with federal and local 
governments. \"The trend is very troubling 

\"Despite the resistance from the Education Ministry 

is pressing very hard to advance its interests in schools and 
wants to assume the dominant ideological role in society." He 
expressed concern about what might happen if PutinVs 
successor were not as religiously inclined 

the ROC needs to look beyond the short-term benefits of 
cooperating with the regime (i.e. 

restoration). 


4. (C) Another Orthodox priest 

a separate meeting told Embassy that many in the 
intelligentsia think the Moscow Patriarchate serves Putin 
they stay away from the ROC 

He opposes teaching any religion in schools because it 
creates a barrier in an individual\'s personal relationship 
with God. In addition 
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impressionable young people away from God and towards 
nationalism. Chistyakov thought that many new ROC converts 
joined the church for nationalistic reasons 
\"aggressive-defensive\" attitude toward the ROC that is 
similar to communism -- that the country is surrounded on all 
sides by enemies and needs to be protected at any cost. 


5. (C) According to Sergey Filatov 

Institute of Oriental Studies and head writer of the 
Oxford-sponsored Encyclopedia of Religious Life in Russia 
Today 

all Russians has a long history. He told us that from the 
16th-century idea of Moscow as the Third Rome 
19th-century concept of V'Orthodoxy 

national ideal" and on to the Stalinist concept of \"building 
Socialism in one country 

develop national philosophies that were effective in 
mobilizing the population behind state policies. In 
Filatov\'s opinion 

democracy -- whose basic idea is that Russia is a sovereign 
nation with its own traditions and the right to determine its 
own path and stand up for its interests where it feels they 
are threatened by the activities of other actors 

external 

Filatov worried that if Orthodoxy and a national idea in the 
form of sovereign democracy were resurrected 

repeat itself and autocracy would not be far behind. 
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6. (C) In contrast to other high-level ROC interlocutors 

Father Vsevolod Chaplin 

Orthodox ChurchYs Moscow Patriarchate 

discussions about the nature and content of religious or 

moral education in Russian schools were ongoing. There was 
no unanimity in the Education Ministry or even within the ROC 
about what schools specifically should do. The ROC\'s broad 
preference is that students be given an option to choose 
among several courses that would be based on the differing 
Russian religious traditions or on secular principles. He 
pointed to the example of Serbia 

among six religious traditions or opt for a course in secular 
ethics. No student would be forced to study a specific 

religion 

teaching. Chaplin did not foresee clergy teaching such 
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courses 

minister to existing congregations. Instead 

in consultation with religious groups should develop 
curricula for moral education. 


7. (C) Father Zacchaeus thought that one reason for the push 

to teach Orthodoxy in schools is that 

Russians identify themselves as Orthodox 

them actually attend church regularly. He said it was a 

Vlazy and dangerous way\" to solve the problem of educating 
young people about Orthodoxy. He was also concerned that the 
end result would be that more young people would be bored 
with being forced to take several years of mandatory classes 
and turned off from the ROC rather than attracted to it. 


8. (C) Most of the interlocutors believed that religion does 
not belong in public schools 

in favor of a mandatory course on the history of Russian 
peoples 

promote increased inter-ethnic tolerance. They said religion 
was better taught by parents or at Sunday school 

elective after-school courses 

spiritual seminars 

taught in schools 

be qualified. According to Landysh Latfullina 

expert from the Moscow State Pedagogical University 
approximately 10 

schools and secular pedagogical colleges by 2010 

teachers or clergy currently teaching the course are 
ill-prepared. Father Chistyakov said that there are too many 
conservative elements in the Orthodox Church who could take 
advantage of the course and push their own religious 
interpretations and agendas. 


9. (C) Latfullina joined others with whom Embassy spoke in 
maintaining that mandatory Orthodox classes could drive a 
wedge between Russians and non-ethnic Russians. She claimed 
that non-ethnic-Russian students are often treated with 
condescension in the classroom 

highlighted who is Orthodox and who is non-Orthodox would 

only make matters worse. The official opinion of the Council 

of Muftis 

such coursework could threaten the relative stability of 
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Russia\'s various religious communities. She reported that 
the Council recently announced it would push the government 
to expand instruction of Muslim culture beyond the Muslim 
republics in the North Caucasus to other regions with 
established Muslim communities and that it has already 
developed a textbook and curriculum on Muslim culture 

is taught in Chechnya 

However 

initiative 

tolerance 

peoples course could improve mutual understanding. 


10. (C) Despite their personal differences 

Berel Lazar and Adolf Shayevich agreed that it is necessary 
to teach respect for people of different nationalities 

if the basics of culture and religion are taught in school 

it should be all the traditional religions of Russia. In an 
interview with a Moscow radio station Lazar contended that 
the Orthodox course will \"divide children into different 
classes" and ostracize minorities. In addition 
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Congress of Jewish Religious Organizations and Communities of 
Russia (KEROOR) 

congregations 

where Jewish children are pressured in any way in the 

classes. The group said it was not protesting the course 

itself 


11. (C) The Roman Catholic Church supports including the 
course in the curriculums of Russian schools. Reverend lgor 
Kowalevski 

Bishops in Russia 

opinions of representatives of various confessions may be 
they still should remember that we live in Russia in which 
Orthodoxy is a culture-forming religion." Therefore 

teaching of Orthodox culture V'cannot harm anybody.\" 


12. (C) COMMENT. Although teaching Orthodox classes in public 
schools has been debated for several years 

ROC is beginning to gain the upper hand over the Education 
Ministry. The ROC is successfully pursuing a new strategy of 
mandating classes from the bottom up (i.e. 

regional governments) rather than from the top down (i.e. 

via the federal government). It is adopting a parallel 

ideology to sovereign democracy 

insecurities about their demographic situation in order to 
convince school administrators that making the course 
mandatory will help preserve Russian (Orthodox) culture from 
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being diluted. However 

it might add to the increasing tensions between Orthodox and 
non-Orthodox citizens in the regions instead of trying to 
foster tolerance for all religions and ethnic groups. 

BURNS 
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on the boards of Samruk 

holding firm in the works). These measures were all 
intended to support Nazarbayev\'s strategy of joining the 50 
most competitive countries in the world 

pointed out that Kazakhstan had moved from 82 to 63 in the 
World Banks \"Doing Business 20071" report. 


7. (SBU) Kazakhstan is also working to support high 
technology and the financial sector 

delegation from Microsoft recently examined the prospect of 
using Kazakhstan as a regional hub. The Almaty Information 
Technology Park will open in mid-September 

and efforts to develop Almaty as a financial center 

continue. The Kazakhstani financial system enjoys a strong 
competitive advantage in the region 

have been quite successful in raising capital on world 
markets. Kazakhstan is now the largest source of foreign 
direct investment in Georgia 

Masimov said that he would meet with World Bank president 
Wolfowitz in Singapore to finalize a cooperation agreement 
which would help Kazakhstan play a larger role in Central 
and South Asia 


8. (SBU) A/S Boucher told Masimov that the issues he had 
highlighted were very important. Problems such as 
corruption 

processes hindered foreign investment. He noted that the 
world financial centers are always known for having the 
cleanest record on corruption and the strongest anti- 
corruption agencies. Hong Kong was a particularly good 
example 

in 1975 of the Independent Corruption Commission. 


9. (SBU) Masimov told Boucher that a Kazakhstani delegation 
would visit Afghanistan before Nazarbayev\'s visit to 
Washington in order to examine 

investment opportunities. He directed his staff to ensure 

that the delegation included a representative of the state 
holding company Kazyna 

for investment abroad. 
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10. (SBU) A/S Boucher noted that he had shared a list of 
investment ideas in Afghanistan with Ambassador Saudabayev 
and had highlighted the projects which supported regional 
economic integration. He urged that the Kazakhstani 
delegation examine the investment question closely. Roads 
and electric networks are not just economic projects 

Boucher noted; they are also crucial to security and 

stability because they allow the central government to 

extend its authority to the regions. 


11. (SBU) Masimov told Boucher that Kazakhstan would 
Vdefinitely find one or two projects\" in Afghanistan. A/S 
Boucher welcomed the news and promised to find a way to 
include at least symbolic U.S. participation in the 

projects. 


12. (SBU) A/S Boucher asked Masimov whether nuclear power 


ALMATY 00003274 003 OF 003 


would be important in Kazakhstan in the long term. Masimov 
noted that nuclear cooperation had been the main issue 
during Japanese Prime Minister KoizumiVs recent visit. 
(Note: According to the Japanese 

issues were limited to uranium mining and processing.) 
KoizumiVs top energy advisor had told Masimov that by 2020 
the developed world would rely primarily on nuclear energy. 
Nuclear power already supplies 60% of JapanVs energy needs. 
Masimov said that these trends would benefit Kazakhstan 
which possesses 25% of world uranium reserves. Boucher 
highlighted the need to raise the level of cooperation with 

the U.S. on nuclear power generation 

regulatory issues. Masimov indicated that he looked forward 
to more dialogue on the issue. 


ORDWAY 
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Agreement (FTA) could be forthcoming. End summary 


U.S.-China 
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2. (SBU) During September 15 discussions with GOS leadership 
prior to G-7 and IMF/World Bank meetings 

noted Treasury Secretary Paulson\'s recent comment that the 
United States needed to engage China on a broader range of 
economic issues beyond exchange rates. Bernanke added the 
external deficit was not a problem the United States could 
solve alone. The PM and MM agreed 

United States begin a high-level dialogue with the Chinese 
focusing on long-term solutions and avoiding more \"granular\" 
stumbling blocks. MM Lee said that the United States must 
realize that the Chinese prefer to deal with trusted 

interlocutors and that they would only make adjustments at a 
cautious pace that allowed them to avoid disturbing social 
stability. With this in mind 

relationships with the Chinese that were not subject to 
changing administrations. 


3. (SBU) According to MM Lee 

Chinese 

habitually worried about financial security 

savings rate. This mindset was gradually changing 

continued 

starting to spend more 

country 

still better than in China. MM Lee said that the Chinese 
government understood the need to make economic changes and 
that China now had a large number of foreign-trained experts 

in the public and private sectors who had the desire and 

ability to carry out the changes. In his meeting 

offered that 

direction 

domestic spending. Both the MM and PM told Chairman Bernanke 
that the Chinese government understood the need for a strong 
U.S. economy and would not risk harming the relationship. 


Singapore-China 


4. (SBU) Responding to Chairman BernankeVs question about 
the size of SingaporeVs investments in China 

described the investments as large taken on per capita basis 
and he also highlighted that more than 2 

companies operated in Singapore. Singaporeans and Chinese 
had different methods of conducting business 

China had proven more difficult than many people expected. 
He said smaller Singaporean companies continued to be 
competitive in the China market 


Singapore\'s Future 


Column 3 


5. (SBU) Both the PM and MM told Chairman Bernanke that 
although Singapore\'s economy was doing well 

needed to innovate to sustain its growth. For now this meant 
focusing on areas where India and China could not yet offer 
strong competition 

development 

As China and India strengthened their laws and improved their 
infrastructure 

threat to Singapore 

said the government was encouraging its Muslim population to 
learn Arabic in the hope that Singapore could act as an entry 
point for Middle Eastern investments in China. 


Rising Energy Costs 


6. (SBU) In reply to Chairman Bernanke\'s observation that 
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Singapore seemed unaffected by recent increases in oil 

prices 

and Indonesia had helped soften the blow. Both countries had 
benefited from the price rise 

into increased tourism for Singapore; Singapore\'s oil rig 
construction industry had also benefited from the increase. 

PM Lee noted that because Singapore did not subsidize energy 
domestic consumers had been hardest hit 

costs rising 30 percent. 


East Asia FTA? 


7. (SBU) Turning to regional issues 

PM Lee about the possibility of an East Asia FTA. The PM 
said that ASEAN is currently negotiating FTAs with Japan and 
Korea 

he suspected an V'ASEAN plus three" (China 

FTA might be possible in the future. 


8. (U) A Federal Reserve official cleared this message. 
HERBOLD 
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U.S. to promote trade and investment. 


3. (SBU) Turkey has made progress opening markets to U.S. imports 
and resolving business disputes that have long plagued commercial 
relations. Although IPR and agricultural market access issues 
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remain 

progress. Unlike other countries under review and unlike its main 
competitors in the region and world-wide 

enter into other types of preferential trade agreements with the 

U.S. because of its membership in the European Customs Union. GSP 
is thus one of the few benefits the U.S. can use with Turkey to 
promote our interests. Taking away these benefits in one fell swoop 
for reasons exogenous to Turkey would deprive U.S. trade negotiators 
of one of the few instruments they have to advance U.S. companiesV 
interests in better market access 

pharmaceutical companies. It is likely to preserve this flexibility 

that PARMA wrote USTR in support of maintaining Turkey\'s eligibility 
for the GSP program. 


4. (SBU) While not an active player in the Doha Round 

been strongly supportive of the U.S. NAMA initiative. It also 

worked closely with the U.S. textile industry on proposals designed 

to ease the transition from the end of the global textile quota 

System. Turkey has not been particularly associated with the 
countries that have undermined Doha. It should not be punished with 
them. 


SETBACK TO ECONOMIC STABILITY IN TURKEY 


5. (SBU) The United States has led the world investing in Turkey\'s 
economic stability and prosperity. This includes our support for 
economic reforms bilaterally and under the auspices of the single 
largest IMF and World Bank programs worldwide. In 2003 
appropriated $1 billion to support Turkey\'s economy during a time of 
heightened regional turmoil. Although Turkey did not need to draw 
on these funds 

commitment to Turkey and its economic welfare. Our efforts to 
encourage reforms and sound policies are paying off in the form of 
improved financial stability and broadly based economic growth. 


6. (SBU) This work is also not done. Turkey\'s economic progress 
remains vulnerable both to external financial markets and to 
internal political developments. There is risk of V reform fatigue V 
growing out of a perception that the benefits of better policy are 

not widely diffused. Populist policy responses are always a danger 
here. Turkey continues to suffer from high unemployment (8 - 10 
percent) 
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disparities. These and other problems in the ethnically Kurdish 
southeast are reflected in high infant mortality and illiteracy 

rates that have made the area fertile ground for the siren song of 
PKK terrorism. To address these disparities 
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IFls have encouraged greater diversification within the economy and 
regionally. In the export sector 

reduced reliance on textile exports following the end of the Multi 
Fiber Agreement quota regime. 


SMEVS BIGGEST LOSER 


7. (SBU) The vehicle for diversification is Turkey\'s small and 

medium enterprise sector 

registered companies 

TUSIAD 

business groups like Koc and Sabanci 

account for 70 percent of Turkish exports. Stronger SME performance 
domestically and in exports will create jobs and spread wealth and 
income more widely. SMEVs in the jewelry 

sectors are the major beneficiaries of Turkey\'s GSP benefits and 
would feel a loss of access most acutely. These companies operate 

in highly competitive sectors and believe their products would not 

be competitive in the U.S. market without GSP. The potential of 
Turkey Y's SME\'s is highlighted by the economic success and relative 
tranquility of the southeastern city of aziantep 

hosted a U.S. Chambe of Commerce program aimed at developing SME 
sector trade and investment ties between our two countries. 


8. (SBU) Among Turkish SMEs 

jewelry sector 

delivery schedules. It accounted for 36 percent of Turkey\'s $1 
billion in GSP exports in 2005 

needs limitations (ref a). Turkish jewelry producers maintain that 
only countries like India 

quality of jewelry in the quantity that is produced in Turkey under 

the tight time constraints demanded by U.S. importers. This makes 
it unlikely that less-developed countries not currently exporting to 

the United States could meet U.S. market needs after the removal of 
CNL waivers or access to GSP. Turkey\'s regionally-based and rapidly 
growing olive oil industry 

mainly with such more developed Mediterranean countries as Italy 
Greece and Spain. In both cases 

of GSP benefits would not be the poorest countries 

would be born by U.S. consumers in the form of higher prices and 
reduced availability of products. 


COMMENT: POLITICAL CONSEQUENCES WILL ALSO RESULT 


9. (SBU) This year has seen improvement in Turkish-U.S. relations 
culminating in the signing of the Shared Vision and Strategic 
Framework document and a Turkish contribution to UNIFIL. We are at 
the start of serious cooperation against the PKK. Reflecting our 
improved ties 
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next month. ErdoganVs government is facing strong opposition 
attacks for its cooperation with us on the PKK 

other issues 

parliamentary elections in 2007. The withdrawal of GSP benefits and 
eligibility -- even in the context of a global review of the program 

-- would be viewed here as a punishment directed at Turkey. This 
would increase the multiple challenges we face advancing the U.S. 
economic and political agenda with this key country at a time of 
regional turmoil. End Comment. 
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Hizballah 

Israeli captives in return for the Lebanese in Israel. Jesse Jackson 
pushed him hard 

Lebanese-Americans with close ties to Israel have begged him to use his 
influence with Hizballah. So when Monsignor Jean Ibrahim Abboud 
Lebanese origin priest now living in Belgium 

Belgians 

when Abboud was able to produce Belgian military transport between 
Brussels and Beirut. 


3. (S) Aoun said that he quickly discovered in Brussels that Belgium 
had no authorization from Israel to discuss any kind of deal. Israel 
Aoun said 

assurances Abboud alleges to have received from Israeli officials. Aou 
said that he therefore concentrated on other issues in his Brussels 
meetings 

Ambassador asked Aoun if had been giving authority by Hizballah to 
negotiate on Hizballah\'s behalf. No 

confidence that had Belgium through Abboud or others been more 
forthcoming about Israeli offers 

two IDF soldiers. Queried by the Ambassador 

humanitarian (vice political) nature of his hoped-for mediation. He 
added that 

current channel on prisoner exchanges. 


4. (C) Soon after the conclusion of the Ambassador\'s meeting with 
Aoun 

the details of Aoun\'s trip. Gebral Bassil 

by Aoun on the one-on-one meeting described above 

to complain. In BassilVs analysis 

collusion between the instruments of the state and Hariri\'s political 
interests. Future TV must have had information on the Belgian military 
flights 

the Ministry of Interior 

Ambassador noted that the plane manifests available to the Ministry of 
Interior would not have led one necessarily to conclude that the 
General was on a prisoner exchange mission. 
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5. (S) Comment: One has to give Aoun and Hizballah credit for 
diabolically brilliant political strategies that could badly hurt the 

March 14 alliance. For example 

after Sunnis rioted in Beirut\'s leading Christian neighborhood 

stroke of political genius: Sunnis trashing Christian-owned property 
contrasted with Shia (as represented by Hizballah) signing an agreement 
with a Christian leader. Had this prisoner exchange idea worked 

would have been a hero and PM Siniora\'s power greatly diminished. Now 
that the story of this failed prisoner deal is out in public 

use it to press Siniora to exercise more leadership on trying to get 
information about 

talk with UN envoy Geir Pedersen about having the UN state clearly that 
the mediation must go through official government channels. There may 
be an opportunity in the near-miss of AounVs prisoner exchange deal -- 
which surely has shaken all March 14 politicians -- to get some movemen 
from the GOL on this issue. End comment. 

FELTMAN 
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KORUS FTA for Korea\'s farmers 

common Korean and the task at hand for the conservative Grand 
National Party (GNP) to win back people\'s support and the 
Blue House. He also emphasized that because of Korea\'s 
geopolitical position and importance 

abandon Korea no matter what President Roh does in the 
remainder of his tenure. He concluded with a strong plea 
that the U.S. back the presidential candidate that had the 
most reasoned view of U.S.-ROK relations and of the 
geopolitical situation in Northeast Asia 

that he was just that candidate. END SUMMARY. 


100 DAY TOUR 


2. (C) After picking peppers with farmers in flood 

devastated Inje county in eastern Korea on the 79th day of 

his 100-day tour of rural Korea 

to meet with poloff before he continued his journey to south 
eastern Korea via public bus and train. On September 17 
handful of young GNP lawmakers joined Sohn to pick peppers. 
According to Kong Song- jin 

made the three hour drive to Gangwon Province 

wing of the GNP supports Sohn and views him as an important 
figure in the run up to the 2007 presidential elections even 
though they feel he will play a spoilerVs role rather than 
capture the GNP nomination. 


3. (C) On June 29 
worldly Governor Sohn for lunch just before his term ended on 
June 30. The figure poloff met on September 17 was a 
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different person - Sohn has not shaved since July 1 and 
during one-and-half-hour discussion he focused on Korea\'s 
current plight and its future particularly in regard to 

relations with the U.S. and its neighbors. This was a marked 
change from touting his achievements as Governor of Gyeonggi 
Province as he did on June 29 (Reftel B). He said his 
mission during his hundred day trip was not to explain his 
policy platform or convince people he was the right candidate 
to become president 

people needed. He said Koreans did not see a bright future 
and in fact 

tunnel\" of their current economic difficulties. He said that 
while the economy was paramount 

more important to middle and lower class Koreans. 


FTA 


4. (C) Sohn said he was surprised by the strength of the 
opposition to the FTA among farmers in Korea and asked that 
the U.S. show sympathy for the plight of KoreaVs farmers. 
While Sohn is a strong pro-business 

said after hearing the fervor of anti-FTA sentiment from the 
country's rural population 

to look for ways to mitigate the potential losses to the 

farming sector. 


DPRK 


5. (C) On North Korea 

threatened by 

actions or the current administration\'s policy toward North 
Korea. He was surprised at how little most people reacted to 
North Korea\'s July 4 missile launches and attributed peopleVs 
apathy to their current difficult economic situation. He 

added that farmers have reacted to current ROK North Korea 
policy as it directly affects them and complained that the 
gifting of fertilizer to the North had raised the price of 

fertilizer for farmers in the South. In general 


economic plight of Koreans colored their world view 
Sohn. Most farmers were staying afloat through bank loans 
the former Governor added. 


COMMENT 


6. (C) Sohn\'s polls are very poor 
Still 
off completely. For example 
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journalists picked Sohn as their top candidate for the 
December 

in the democratic movement in the 70s and 80s 

Sohn is the anti-Roh candidate with a PhD from Oxford and 
experience as a professor of political science and as 
Minister of Health and Welfare. 


7. (C) While he may not take the Blue House in 2007 

ambition and drive are clear and he will be a force to be 
reckoned with in the months and years to come. As Uri Party 
staffer Kim Ki-bong told poloff 

tour was something the Uri Party candidates should have done. 
Sohn\'s tour is winning people over as they see it notas a 
political stunt but a reflection of Sohn\'s genuineness.\" 


VERSHBOW 
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Investment" -- on using foreign investment to upgrade its 
manufacturing industry 

and development 

singled out intellectual property protection as a key area of 
improvement. WTOVs Lamy thanked Madame Wu and Premier Wen Jiabao 
for their stated commitment to the Doha round of WTO negotiations 
and encouraged China to embark on a more sustainable path of 
economic development. UNCTAD\'s Panitchipakdi took note of the 
importance of China\'s growth to the developing world 

China\'s outward FDI to developing countries had a record 13 percent 
increase in 2005. Toyota\'s Toyoda highlighted the role that 
Japanese companies can play in improving energy efficiency in China. 


U.S. Participation and Discussions with Wu Yi 


3. (SBU) U.S. company representatives told Econoff that they see 
CIFIT as an opportunity to meet high-level Chinese officials 

of available projects 

Yi typically attends CIFIT 

their vice governors to attend. According to Harley Seyedin 
President of AmCham - South China 

interest in a project during a meeting 

often follow through. In addition 

announce the greatest number of deals signed during CIFIT. 
AmCham-South China\'s delegation of 89 people at the fair this year 
included representatives from Microsoft 

met with vice governors from six provinces. Microsoft opened a 
research and development center in Xiamen during the fair 

this point is a placeholder for future expansion. 


4. (SBU) A highlight of CIFIT for approximately 20 U.S. companies 
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was a two-hour meeting with Vice Premier Wu Yi 

aired their concerns on a range of issues. According to Jeff 
Bernstein 

made the following points during the meeting: 

-- counterfeiting organizations are becoming more violent; computer 
servers are being sold with counterfeit software installed; 

-- China\'s merger and acquisition regulations are overly burdensome; 


-- China is not positioned to capture the call-center market because 
of a lack of English skills and a five percent business tax that 
applies to all service exports; and 

-- more government leadership is needed to move China\'s industrial 
sector toward cleaner 


Cross-Strait Tourism 


5. (U) Following visits by the chairpersons of Taiwan\'s Nationalist 
Party and People First Party to mainland China in 2005 
organizers last year inaugurated a cross-strait tourism exposition 
to coincide with the fair. This year the cross-strait expo was 

again held concurrently with CIFIT 

featuring Taiwanese travel agencies. A reported 3 

exhibitors and attendants visited CIFIT this year 

among visitors from outside the mainland. Nevertheless 

of activity around the Taiwan exhibition area was less pronounced 
than last year 

from the mainland to Taiwan. In remarks during a seminar on 
cross-strait economic cooperation 

National Tourism Administration said he hopes Taiwan will authorize 
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negotiations between non-government tourist agencies on both sides 
as soon as possible. A Taiwanese exhibitor told Econoff that he was 
confident Taiwan would announce new measures by the end of 2006. 


6. (SBU) The owner of one of TaiwanVs travel agencies at the expo 
said he came to CIFIT to advertise and make personal connections 
all in preparation for a loosening in TaiwanVs travel restrictions. 

He said Taiwan travel agencies are fiercely competitive in luring 
mainland customers at this early stage and offer package deals at 
below cost. He also mentioned that he did not see an increase in 
mainland customers despite his attendance at CIFIT last year. 


China-Arab Cooperation on Oil and Gas 


7. (U) CIFIT also hosts an annual China-Arab Business Cooperation 
Forum 
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remarks to the forum 

better" China-Arab cooperation in the petrochemical industry 
pointing to a 19 percent increase in Chinese investment in Arab 
countries in 2005 

approximately 50 percent of ChinaVs petrochemical imports are from 
Arab states. Chen also said a trade agreement between China and 
Persian Gulf countries 

great potential for petrochemical companies on both sides. 


8. (U) China National Petroleum Corp. (CNPC) Assistant President 
Wang Dongjin said CNPC currently has investment in 17 Arabic 
countries 

corporate social responsibility 

and clinics in Sudan. Sinopec Director of Development Planning Lei 
Dianwu said his company offers expertise in engineering and 
maintenance 

Guangdong 


9. (U) For their part 

economic relationship with China. 

-- Sudan Minister of Energy and Mining Awad Ahmed Al-Jaz (who also 
spoke at the International Investment Forum) said oil is a top 

priority in bilateral trade. He praised the work of CNPC in Sudan 
citing an oil pipeline and a refinery in Khartoum that were 

completed in record time. He also noted 

CNPC \"does not interfere with the internal affairs of Sudan. V 

-- Bahrain\'s Ambassador to China Karim Ebrahim Al-Shakar said that 
China\'s manufacturing-based economy will rely on Arab oil for the 
foreseeable future 

over the next five years. He also expressed hope that China would 
increase market access in the petrochemical industry to Arab 
companies in the near future. 

-- Maen Nsour 

Natural Gas Corp. 

liberalization project in its petrochemical industry and invited 

more participation from Chinese companies in downstream projects. 
-- Investment promotion representatives from Jordan and Tunisia also 
presented at the session. 


Comment 


10. (SBU) CIFIT was better organized this year than last 

information about scheduling and seminars was not available until 
the last minute. In contrast to other large trade fairs in South 

China 

the exhibition area. Instead 

various countries 

Attendees come to CIFIT to strengthen relationships with Chinese 
government officials and network during seminars. While this year\'s 
event was a success for Amcham reps 
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show without substance for Taiwan\'s tourist agencies. 


GOLDBERG 


78736 

while the Belarusian constitution as amended by a 2004 referendum 
does not limit the number of presidential terms 

sets a two-term limit. His second term was to expire on September 
20 

candidate Aleksandr Kozulin 

sentence on politically motivated charges 

Lukashenko to cede power to Sidorsky on September 21. 


5. Judge Defers Case against Opposition City Councilman 


On September 13 
sent back a case against opposition Bobruisk City Councilman Ales 
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Chigir to the police on the grounds that the district prosecutor 

had illegally charged him. According to the judge\'s decision 

a city prosecutor and prosecutors of a higher rank are authorized 
to issue a warrant against members of elected councils. Local 
police had charged Chigir with staging an unauthorized 
demonstration and with disobeying police orders in connection with 
Chigir\'s August 31 protest against being fired from his teaching 
position. Chigir believes the dismissal was in retaliation for his 
activities as the Mogilev regional head of opposition presidential 
candidate Aleksandr MilinkevichVs recent campaign. He predicts the 
police will appeal the ruling. 


6. Opposition Politician Sivchik Arrested in Minsk 


On September 12 

Popular Front (BPF) Deputy Chair Vyacheslav Sivchik while he was 
meeting with an independent journalist in a Minsk cafe. On March 
29 

was leaving a hospital where he received treatment for head 
injuries. Police severely beat him during the opposition V'tent 

city" demonstration in Minsk\'s October Square following the March 
19 presidential elections. On May 19 

absentia to ten days in jail under Part 1 of the Administrative 
Offenses Codes Article 167 

unauthorized demonstration. Sivchik reportedly had left Belarus 
and returned in mid-August. 


Trade and Investment 
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7. Belarusian Glass Factory 


On September 12 

Grodno region 

3 

a joint venture because of energy and loan preferences granted to 
Neman plant by President Lukashenko in exchange for increasing the 
state stake in the glass factory to 99.98 percent. Total state 

support for Neman is estimated to be USD 19.6 million. Neman was 
established in 1883 and went public in 2004. The factory produces 
more than 3 

people. Between January and August 

percent on the year to USD 12.7 million. Meanwhile 

exports rose 54 percent to USD 4.2 million. 


8. Oil Refining Industry Top Paying Employer in Belarus 


On September 13 

oil refining industry was the highest paying employer in Belarus 
during the first six months of 2006. During the period 

pay at oil refining enterprises averaged USD 602. In contrast 
agricultural employees had the lowest monthly pay of USD 152 
percent lower than the national average. Bank employees\' monthly 
pay topped the service sector at USD 443. At the bottom end of the 
sector were paramedics and nurses with an average pay of USD 142. 
Medical professionals and teachers were paid USD 407 and USD 420 
respectively. Real average pay increased by 20.1 percent on the 
year in the first six months of 2006. In June 

reportedly totaled USD 282 

Real income rose by 18.8 percent to USD 173 per capita. 


9. Belarus\' VISA Bankcards Turnover Up 110 Percent 


On September 12 

that Blarus\' VISA bankcardsY turnover rose 110 percent beween 
June 2005 and June 2006 to USD 2.19 billion During that period 
the number of VISA cards i circulation rose 54.9 percent to 1.383 
million. Meanwhile 

cards for goods and services 

volume of payments reached SD 79.3 million 

cards accunt for 96 percent of all Visa cards in Belarus. Eleven 
Belarusian banks have become members of the VISA system 
others have applied for membership recently. According to 
Georbelidze 

services and public catering is rising faster than anywhere else in 
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the Commonwealth of Independent States. 


10. During a visit to Belarus by a delegation of hunting experts 

from the Ukrainian State Forestry Committee 

Ministry Spokeswoman Ruzhena Novitskaya offered the following 
observation about BelarusV experience in breeding bison as proof of 
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her country's comparative development: 


VAs many as 680 bison are known to dwell in Belarus and 
of the year 
good indicator against the background of other European countries. V 


HOGAN 
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HIV/AIDS and corruption. Ninety-four percent of registered 
voters indicated they plan to vote on September 28. 
Regarding V'qualities they considered most important for 
person vying for the presidency in Zambia" respondents cited 
leadership ability 

deliver 

factors. 


4. (U) Respondents" preferences for presidential candidates 
were: 33 percent for Levy Mwanawasa (ruling MMD party); 24 
percent for Michael Sata (Patriotic Front); 15 percent for 
Hakainde Hichilema (United Democratic Alliance); 7 percent 

for other candidates; 6 percent \"don\'t know;\" and 14 percent 
Vrefused to answer.\" Based on the reported responses 

Sata received votes from those who refused to answer 

would come out ahead of Mwanawasa in the September 28 polls. 


5. (SBU) In provincial breakdowns 

strongest showing in Northwestern (52 percent) 

percent) 

just ahead of Sata\'s 33 percent) Provinces 

was strong in his home-base 

his strongest support in Luapula (48 percent) 

percent to Mwanawasavs 26 percent) and Northern (29 percent) 
Provinces 

Northwestern Provinces. Some local observers believe that 
Sata\'s Patriotic Front party\'s limited presence in several 
provinces may be a key factor in keeping Sata from winning 
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the presidential race. 


6. (U) Unnamed individuals from the University of Zambia 
(UNZA) reportedly announced on September 8 results of a poll 
conducted \"during August 2006\" with 3 

all nine provinces 

the September 28 presidential election. According to media 
reports 

Michael Sata 

for Hakainde Hichilema. Results by province were not 
available. No margin of error was reported with the results. 
Embassy has been unable to track down a copy of the poll or 
the names of individuals responsible for the poll. As a 

result 


7. (U) On September 9 

Neo Simutanyi 

respondents conducted by his firm 

between August 24-28 

Zambian Elections Fund 

several donor governments 

and Norway. The second survey expanded coverage from six to 
all nine provinces 

health. One-third of respondents said the greatest area of 
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concern to them was \"agriculture\" while 22 percent said 
education was their greatest concern. The constitution and 
election-related issues were of concern to less than one 
percent of respondents. Key questions and responses from the 
poll are summarized below. 


A) Are you satisfied with the performance of the government 
in the last five years? 

Yes: 58 percent; No: 38 percent; Don\'t know/no answer: 4 
percent. 


B) If elections were to be held tomorrow 

you vote for? 

MMD: 50 percent; PF: 19 percent; UDA: 16 percent; other/none: 
3 percent; undecided: 12 percent. 


C) If elections were to be held tomorrow 

would you vote for? 

Mwanawasa: 51 percent; Sata: 19 percent; Hichilema: 16 
percent; other/none: 3 percent; undecided: 11 percent. 


8. (U) The Pangolin poll also provided provincial breakdowns. 
President Mwanawasa had clear majorities in five provinces: 
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Western (81 percent); Northern (66 percent); Central (64 
percent); Northwestern (56 percent); and Eastern (44 
percent). The PresidentVs support in Lusaka (36 percent) 
Copperbelt (41 percent) and Luapula (40 percent) Provinces 
represents a slim lead over the PF\'s Michael Sata 
garnered 32 percent in Lusaka 

and30 percent in Luapula Provinces. The UDA candidate 
Hakainde Hichilema had the greatest support in the Southern 
Province (45 percent 

24 percent in Northwestern Province 

and 15 percent in Copperbelt. Undecided respondents 
accounted for 24 percent in Luapula 

17 percent in Lusaka and 16 percent in Northwestern. The 
summary of the poll notes that the overall percentage of 
undecided voters fell from 23 percent from the first poll 
July 2006 

econd poll in August. According to the August poll results 
even if Michael Sata gained the support of all remaining 
undecided voters 

Mwanawasa. 


PROVINCIAL OUTLOOK FOR PRESIDENTIAL SUPPORT 


9. (SBU) The poll results are generally consistent with what 
we understand to have been the campaign strategies of the 
three leading parties 

and relationships around the country. President Mwanawasa 
has focused primarily on appealing to voters in Central 
Province--where Mwanawasavs father hails from 

Provincial Minister 

grassroots organizing on the MMD\'s behalf--and in more 
remote 

of the Lozi people in Western Province 

supporter 

the ruling MMD government 

Washington 

have not gained much popularity in the Western Province. The 
expansion of mining activity and related road-building 

projects in North Western Province have resulted in an 
economic boom that is credited to Mwanwasavs regime and has 
earned him popularity. Due to conne 

ctions through his mother and his wife 

support in the Copperbelt as well. Mwanawasa has long 
conceded that his party's showing in densely populated urban 
areas will not be as strong as in most rural areas. 


10. (SBU) Тһе UDA coalitionYs strongest support base by far 
is the Southern Province 

National Development (UPND) 

to broaden his appeal elsewhere in Zambia. He has been 
campaigning actively in Lusaka and the Copperbelt and trying 
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to woo traditional leaders in the Northern and Northwestern 
Provinces. Some political observers note that both Hichilema 
and his party are still viewed by many as having strong 

tribal linkages 

Some pockets of support exist in and around Livingstone for 
the former contender for the UPND party presidency 

Sikota 

allied with the Patriotic Front. The United National 
Independence Party and Forum for Democracy and Development 
member parties of the UDA coalition 

the undecided voters in Eastern Province to Hichilema 

the MMD also enjoys support in Eastern Province 

some prominent defections such as that of the popular 
Rosemary Banda 


11. (SBU) PF leader Michael Sata\'s targeted audience has 
consistently been unemployed or underemployed urban dwellers 
in Lusaka and the Copperbelt. Sata enjoys significant 

support in the urban sectors of Lusaka Province 
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anecdotal evidence reported by Embassy\'s local staff 
underscores this popularity: reportedly 

conductors are asking prospective passengers if they are for 
\"the boat\" (the symbol of Sata\'s Patriotic Front) or V'the 
clock\" (the ruling MMD party\'s symbol)--and only allow PF 
supporters on board. One reported remark by a potential Sata 
voter was: In the last election we voted for the candidate 

with the \"right\" credentials (Mwanawasa is a lawyer) but what 
did that get us? Now we think it may be time for a change 
even to someone not so Wright" 


12. (SBU) In recent weeks 

to Luapula--where he already enjoys support 

close ties with former President Chiluba 

Luapula 

defected from the MMD to the PF earlier in the year (Ref 

A)--and to Northern Province 

threat to a support base of the MMD. Sata comes from 

Northern Province 

Mwape. The province\'s vote may be split between PF and MMD 
as a result. 


13. (C) The British High Commissioner told us that he 
recently encountered Sata during a trip to Luapula Province. 
He noted that Sata is maintaining a grueling pace 

at two big rallies every day -- something that Mwanawasa 
still recovering from the effects of an April stroke 

manage. While campaigning in Luapula 
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corruption charges against native son Chiluba. In Northern 
Province 

Intelligence Xavier Chungu to return to Zambia without fear 
of facing corruption charges. It is widely rumored that 
Chungu 

support to Sata\'s campaign. 


A NEW TWIST-POTENTIAL CASE AGAINST SATA 


14. (SBU) Former Minister of Youth 

Development (and MMD national election vice chairman) 
Chulumanda brought a complaint against Michael Sata regarding 
claims Sata made in his required financial disclosure 
statements when he formally filed as a presidential candidate 

in mid-August. Sata claimed assets that included Kwachas 350 
million (about $80 

of a judgment in a defamation case in 2004. ECZ Chairperson 
Justice Irene Mambilima told donor representatives on 
September 14 that the ECZ carefully checked court records and 
determined that the judgment in the defamation case had been 
set aside in March 2005 

Chulumanda. The case is continuing and is scheduled to go to 
trial in 2007. Mambilima commented that if Sata were to be 
elected President 

and he was found guilty 

nullified. 


15. (U) As a result of the documented false declaration by 
Sata 

complaint under the current Electoral Law 

to the Director of Public Prosecutions for further action. 

The DPP has made no comment 

government 

Scott told the press on September 14 that Michael Sata would 
remain the party\'s presidential candidate and V'nobody had the 
power to remove him from the ballot.\" Lawyers representing 
the PF reportedly accused the ECZ of exceeding its powers and 
threatened possible legal action against the ECZ. 


16. (C) Former Chairperson of the Electoral Reform Technical 
Committee and respected attorney 

commented to P/E Officers on September 14 that the ERTC had 
recommended that the ECZ be given authority to disqualify 
candidates who make false declarations 

recommendation was not included in the new Electoral Act 
passed into law earlier in 2006 (Ref B). She also noted that 

if Sata were to win the Presidency 

until after he stepped down from office 

enjoys immunity from prosecution. (Note: The Zambian 
constitution provides immunity for acts undertaken by a 
President while in office. End note.) Zaloumis and several 
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thoughtful colleagues from the Energy Regulation Board 
expressed concerns to P/E Officers over Sata\'s winning the 
election and said they believed Sata would take measures that 
strengthen the power of the executive 

imposing martial law to ensure he had \"absolute\" power. 
Other contacts consider Sata to be Zambia\'s equivalent to 
Robert Mugabe 

just talk 

from Mwanawasa as a leader-though perhaps somewhat more 
overtly corrupt. 


17. (C) COMMENT: Although the DPP is theoretically 
independent 
influenced by State House. Guy Scott\'s reported comments 
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appear intended to provoke the MMD to make an effort to 
disqualify Sata from running. Any action by the DPP on the 
Sata case before the election will be perceived to be the 

result of State House pressure and will be viewed as a purely 
political move 

For quite some time 

Presidential race to be the MMD\'s to lose-though Mwanawasa\'s 
April stroke (Ref C) raised serious questions about his 

health and ability to carry on as a candidate. The 

President\'s doctors in the UK and Zambia allowed him to 
continue his campaign 

public campaign appearances. Mwanawasa has never been a 
captivating speaker and he has also shown himself to be very 
thin-skinned when it comes to dealing with critics 

included (Ref D). With ten days remaining before the 

election 

or do something ill-advised that costs him voter support 
possibly--though a long shot--the election. 

PASSEN 
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made their investments in telecommunications enterprises in 
Thailand on the basis of its existing WTO trade commitments 
the adoption of a legislation modifying considerably such 
commitments through the introduction of new prohibitions 
unforeseen at the time when the investments were made could 
seriously harm foreign businesses already established in 
Thailand.\" No response to either letter was received by the 
EU. 


4. The Thai actions are related to the controversy 
surrounding the selling of PM Thaksin\'s family company 
Corp 
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clearly intended for regulatory action to be taken only 
against the PMVs transaction 

now become involved and is scrutinizing the share structures 
of 16 large firms with complicated corporate structures and 
significant foreign ownership. This is seen by many as a 
political response to the oppositionVs action against Shin 
Corp 

economy if the Shin transaction is unwound. 


5. While no US company currently has any equity interests in 
Thailand\'s telecom sector 

anticipating such investments 

foreign majority ownership in the sector clearly limits the 
potential for US investment in this area. The Treaty of Amity 
and Economic relations between the US and Thailand 
covers most other areas of bilateral investment 

excludes telecom 

identical to those of the EU. 


6. Bouflet 

us that ThailandVs horizontal commitments at the WTO includes 
a carve-out only for a maximum of 49 percent foreign equity 
participation 

Since 

access must be very narrowly defined 

rewrite its regulations to make them more restrictive 

effectively violates both the spirit and the letter of its 

WTO commitment. Bouflet added V'when Thailand took its WTO 
commitment 

interpretation and legitimate expectations based on historic 

Thai practice; this is now being changed.\". Bouflet 

indicated that the EU will seriously consider bringing this 

matter to WTO dispute resolution if the Thai continue on 

their current course. 


7. Comment: We are concerned that in the current political 
battle in Thailand 

in which foreign investors are caught in the middle. Recent 
actions to investigate long-established holding company 
structures 

visa regulations and limits on expansion of large retail 
stores are most likely all part of the political game in the 
run-up to elections later this year. The risk is that some 
real 

sides keep upping the ante. 


8. Action Request: The EUVs contention that the NTC\'s 
proposed regulations may constitute a nullification or 
impairment of WTO signatoriesY rights is a new 
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significant development 

grounding for concerns over the direction of Thai telecoms 
investment policy. We request Washington agencies\ views on 
the validity of the EU\'s legal argument 

how best to approach the RTG on this issue. While we are not 
necessarily opposed to joint or coordinated action with the 

EU and others in Bangkok 

e.g. 

WashingtonVs guidance on how to proceed. 

BOYCE 
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made their investments in telecommunications enterprises in 
Thailand on the basis of its existing WTO trade commitments 
the adoption of a legislation modifying considerably such 
commitments through the introduction of new prohibitions 
unforeseen at the time when the investments were made could 
seriously harm foreign businesses already established in 
Thailand.\" No response to either letter was received by the 
EU. 


4. The Thai actions are related to the controversy 
surrounding the selling of PM Thaksin\'s family company 
Corp 

clearly intended for regulatory action to be taken only 
against the PMVs transaction 

now become involved and is scrutinizing the share structures 
of 16 large firms with complicated corporate structures and 
significant foreign ownership. This is seen by many as a 
political response to the oppositionVs action against Shin 
Corp 

economy if the Shin transaction is unwound. 


5. While no US company currently has any equity interests in 
Thailand\'s telecom sector 

anticipating such investments 

foreign majority ownership in the sector clearly limits the 
potential for US investment in this area. The Treaty of Amity 
and Economic relations between the US and Thailand 
covers most other areas of bilateral investment 

excludes telecom 

identical to those of the EU. 


6. Bouflet 

us that Thailand\'s horizontal commitments at the WTO includes 
a carve-out only for a maximum of 49 percent foreign equity 
participation 

Since 

access must be very narrowly defined 
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rewrite its regulations to make them more restrictive 

effectively violates both the spirit and the letter of its 

WTO commitment. Bouflet added \"when Thailand took its WTO 
commitment 

interpretation and legitimate expectations based on historic 

Thai practice; this is now being changed.\". Bouflet 

indicated that the EU will seriously consider bringing this 

matter to WTO dispute resolution if the Thai continue on 

their current course. 


7. Comment: We are concerned that in the current political 
battle in Thailand 

in which foreign investors are caught in the middle. Recent 
actions to investigate long-established holding company 
structures 

visa regulations and limits on expansion of large retail 
stores are most likely all part of the political game in the 
run-up to elections later this year. The risk is that some 
real 

sides keep upping the ante. 
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8. Action Request: The EU\'s contention that the NTC\'s 
proposed regulations may constitute a nullification or 
impairment of WTO signatoriesY rights is a new 

significant development 

grounding for concerns over the direction of Thai telecoms 
investment policy. We request Washington agencies\ views on 
the validity of the EUVs legal argument 

how best to approach the RTG on this issue. While we are not 
necessarily opposed to joint or coordinated action with the 

EU and others in Bangkok 

e.g. 

Washington\'s guidance on how to proceed. 

BOYCE 
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murder state will pay for what it has done 

murderer 

DTP officials intermittently warned the crowd to remain silent 
during the demonstration. 


HURRIYET / ZAMAN / OZGUR GUNDEM / EVRENSEL / CUMHURIYET / 
RADIKAL: Hurriyet and Zaman dailies reported that 4 

5 

In addition to the public 

were represented at the Kosuyolu Park where the bombing took 

place. Another group 
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political parties 

walked hand-in-hand towards the Kosuyolu Park. People wore 
black and white ribbons 

white symbolizing peace. Sezgin Tanrikulu 

Diyarbakir Bar Association 

called for a cease-fire in the region. Tanrikulu 

the bomb attack during his speech 

province-wide three day mourning period and made a further call 
for local tradesmen to reopen their businesses (see press 
summary for September 15). Tanrikulu demanded that the 
bombing\'s perpetrators be found quickly. A 20-car convoy of the 
special operation teams of the Diyarbakir police made \"a show of 
force\" ahead of the demonstration by touring the Ofis quarter of 
the province. Meanwhile 

tradesmen in some districts of Diyarbakir 

Silvan 

protest against the bombing. 


BOLGE / MILLIYET / RADIKAL: Nearly 150 DTP members held a 
silent demonstration in Mersin to protest the September 12 
Diyarbakir bombing. DTP members set off from the party building 
and marched towards Mersin Municipality 

cloth symbolizing public mourning. Nearly 150 people in 

Sanliurfa and 25 people in Adana held silent demonstrations as 
well. 


CUMHURIYET / HURRIYET / MILLIYET: A commissioned officer and a 
village guard working on a temporary basis were killed in a 
military operation carried out in VanVs Ercis district on Friday 
(09/15). Six terrorists were killed during the operation. Four 
kilograms of C-4 explosives 

Kalashnikov guns were found with the terrorists. The terrorists 
were preparing for an unspecified hostile operation. Land 

Forces Commander General Ilker Basbug 

at Van Jandarma Army Corps Command held for the two security 
members killed in Van 

condolences to the families of the soldiers 

fight against terrorism would endure in the cities and in the 
countryside until the last terrorist had been killed. Basbug 

said that the operation in Van had become a milestone in the 
history of homeland security. 


HURRIYET / RADIKAL / MILLIYET: Four terrorists were 

detained in Mugla\'s Milas district. Thirteen kilograms of A-4 

and C-4 explosives were found with the detainees. Meanwhile 
hazardous device of ten kilograms of A-4 explosives and ammonium 
nitrate was safely deactivated in MardinYs Nusaybin district. 

The deviceVs construction was reportedly similar to that of the 

bomb used in the Diyarbakir bombing. 


RADIKAL / MILLIYET: Ап article by Lenore G. Martin that 
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appeared in the Washington Post stated that the PKK constituted 
a threat against preservation of stability in the Middle East. 


HURRIYET: Joost Lagendijk 

CommissionVs Co-Chairman 

a shadow over the DTP\'s call for cease-fire. Lagendijk said 
that whether the perpetrators were radical nationalists or PKK 
members 

efforts initiated by the Kurdish people. Lagendijk extended 
support for the unilateral cease-fire call issued by the DTP on 
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September 1 1th. 


OZGUR GUNDEM: The daily claimed that seven soldiers died in PKK 
attacks in Sirnak\'s Gabar Mountain and in the region of Gundike 
Mele. The daily cited PKK sources as stating that the recent 

attacks were in retaliation for the bomb attack carried out in 
Diyarbakir. 


HURRIYET (CUKUROVA): Nearly 1 

party building in Adana yesterday (09/16) under leadership of 
Bulent Ozulku 

28 

leadership had previously attempted to dismiss Ozulku from the 
party on grounds that Ozulku was taking a separate direction 
away from the party mainstream 

party discipline. CHP Ankara headquarters recently overturned 
OzulkuVs dismissal.) Ozulku made a press announcement at the 
terrace of the building. Rather than encouraging the crowd to 
call for the CHP administration\'s resignation 

to chant \"(Deniz) Baykal for premiership 

Ozulku criticized the party chairman and his administration 
blamed them for not keeping pace with the national party leader. 


BOLGE: A crop duster crashed in Adana 

casualties except for the pilot 

The plane crashed reportedly due to an engine failure. The 
57-year old pilot was taken to Numune Hospital for treatment. 
(This summary is from September 16 edition.) 

GREEN 
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Presidential Office and Residence last Friday evening; and to a mass 
VFormosa Sunrise\" rally initiated by the Taiwan Society on Ketagalan 
Boulevard last Saturday \"in support of democracy and stability in 
Taiwan.V The pro-status quo V'China Times\" ran a front-page banner 
headline September 17 that read: \"Mark Chen Relays: Bian Guarantees 
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Completion of his Term.Y The same paper also ran a banner headline 
on page two on September 18 that said \"Believing That Prosecutors 
Will Likely Seal the Entire Batch of Findings 

He Will Not Be Pulled Down. The pro-unification \"United Daily 
News 

survey September 17 

\"siege 

President Chen Shui-bian\'s resignation 

hope Premier Su Tseng-chang will step forward and participate in the 
anti-corruption movement. 


2. In terms of editorials and commentaries 

pro-independence \"Liberty Times 

two major mass movements conducted over the weekend demonstrated the 
diversity and tolerance of Taiwan\'s democratic society. A \"China 

Times\" commentary 

confront the people who oppose corruption and thus further isolate 

the party from the Taiwan public. End summary. 


A) \"Mass Movements in a Democratic Society Must Maintain Peace 
Rationality 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (9/18): 


\"... The two large-scale mass movements [over the weekend] 
demonstrated the diversity and tolerance of the democratic society 
of Taiwan; they also symbolized the maturity of Taiwan\'s democracy. 
Taiwan\'s democracy has protected the lives 

the majority of the Taiwan people 

and from being beaten by those who hold different opinions from 
them. Democracy pays no heed to different political parties or 
colors 

rational. Any careerists or media outlets that attempt to divide 

the people by colors 

to gain political resources and benefits 

and will eventually be condemned by the people.\" 


B) \"Other Than Supporting Bian 


Chen Fang-ming 
Institute of Taiwan Literature 
\"China Times\" [circulation: 400 


\"... The siege on September 15 was a world-shaking incident in the 
history of [TaiwanVs] democratic movements 

significance was tantamount to that of the Formosa Incident. This 
vast 

and ended in peace 

democratic ideals. In the face of such a highly restrained 

gathering of people 
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reflect on themselves and try to take public opinion into account? 


\"The support Bian movement launched by the Taiwan Society on 
September 16 deserves our respect 

lift of its ban to allow the Green legislators to participate in 

such a spontaneous movement initiated by the private sector was 
naturally a move that was meant to please Bian. When the DPP 
mobilized its supporters to fight the anti-graft campaign 

akin to acknowledging that President A-Bian has lost everything. 
Since the DPP has repeatedly claimed that A-Bian is a popularly 
elected president 

But the DPP chose to confront those people who oppose corruption 
and such a move has turned A-Bian into a president for those who 
support him only. This move to divide [the party from] the people 
has again exposed the crisis of the DPP\'s increasing isolation. 


V'The self-isolation of A-Bian and the DPP was by no means achieved 
in one day. Over the past six years 

leaders have given up the desire to engage in a dialogue with 

A-Bian. Not only the pan-Blue leaders such as Lien Chan 

Soong 

but the former DPP chairmen such as Shih Ming-teh and Hsu Hsin-liang 
also shared nothing in common with him. People such as Lin 
Yi-hsiung 

Teng-hui 

A-Bian. Given such a fact 

except for A-Bian? When we look around all the democratic countries 
in the world 

A-Bian? 

VNow A-Bian is trying very hard to draw a line between himself and 
Vice President Annette Lu. The Taiwan Society forced Lu clearly to 
state her stance and rejected her from joining the movement to 
support Bian. In the face of such inner struggles 

Shyi-kun 

silent. Dividing Taiwan seems not enough; the DPP is even starting 
to divide its own party. The DPP now is no longer the party that 
people have known over the past years. It isolates itself from the 
outside 

DPP has lost all of its wisdom. As long as such a state of 

isolation and division continues 

administer are doomed to failure 

Hsieh and Chen Chu are both ready to run in the Taipei and Kaohsiung 
mayoral races. ...\" 


YOUNG 
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Compagnie de МОрвегуаігеу" (Economic Press Agency) 
Strasbourg 

Publications: 

2005 - Co-author of V'Tous a Table\" (Everybody around the 
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table) with two-star chef Fernand Mischler 

Serpenoise 

2003 - Author of V'Evaluation 

highly rated) - republished in June 2004 under the title 

V Comment evaluer vos collaborateurs (How to evaluate your 
co-workers) 

2000 - Editor for \"Les Malgre Elles\" 

(regional best-seller on Women from Alsace and Moselle who 
forcefully incorporated into the German Army during WWII) 
Roles and Responsibilities: 

Chief Editor 

professional publication for hotel and restaurant managers 
and people working in the food industry. 

Title at Date of Entry: 

Title when Nominated: 

Chief Editor 

Previous US Travel: 

None 


Native Language: French 
English FSI Comprehension: 3 
English FSI Reading: 3 
English FSI Speaking: 2 


Language: Arabic 

FSI Comprehension: 5 
FSI Reading: 5 
FSI Speaking: 4 


Owner Country: FR 
Position: Journalist 
Interests: 
Contact Last Uploaded Date: 09/15/2006 
Contact Last Uploaded By: paillards 


Project Report: 
Title: Edward R. Murrow Project for 
Journalists 
ECA Project Number: E/VGN-2007-0077 
Project Type: Sub-Regional 
Program Type: IV Grant Visitors 
Program Agency: na 
Project Description: na 
Depart Post Date: na 
Return Post Date: na 
Session Date: 2007-04-16 00:00:00.0 
Strategic Goal: na 
Subject: 32 
ECA Office: ECA/PE/V/R/N 
Funding Source: na 
Fiscal Year: 2007 


Column 3 
GRPA Result/Impact Comment: na 
Post Objectives: na 
Project Owner: na 
Participants: na 
Rank Order: 1 
Post Recommendations: na 
Project Status: Active 
Project Last Uploaded Date: 09/15/2006 
Project Last Uploaded By: paillards 


Nominee Data 

Post Objectives: 

Visitor Recommendations: 

All Other Organizations Contribution *: 

Purpose of DS-2019 *: 1 

Post Recommendations: 

DOS Contribution *: $0 

U.S. Government Funding Agency Name: 

Notify Embassy: N 

Visitor Objectives: 

Nominating Officer: Genevieve Thomassin 

Interested in Media Coverage: N 

Funding Country: 7113 

Visitor Government Contribution *: 7113 

Return Post Date: 05/05/2007 

Mission Element: U.S. Consulate General Strasbourg 
Number of Family Members Accompanying *: 0 

Subject *: Journalism 

Personal Funds Contribution *: Journalism 

U.S. Government Funding Amount: Journalism 

Depart Post Date: 04/14/2007 

Officer-Interpreter: Interpreter 

Public Speaking: N 

Home/Hospitality: N 

Home Stays: N 

Nominating Justification: Chief Editor of a monthly economic 
publication for hotel and restaurant managers and food 
industry professionals 

President of the Strasbourg Press Club - with 600 members 
the largest press club in France. She was born in Algeria 
where she studied Political Science (twice top of her class) 
and came to France at the age of 24 

successfully to obtain a scholarship to complete her studies 
at the University of Grenoble. During her studies in France 
she took up various jobs in order to be able to support 
herself 

also improving the society around her. Although she has 
never traveled to the United States 

one of our most supportive advocates with the various 
audiences she reaches. These audiences include not only 
those journalists gathered together through the numerous 
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activities organized by the Strasbourg Press Club 

through her active involvement in the many debates for which 
she is often invited to act as moderator. Topics range from 
literary colloquiums and scientific research to the 

integration of minorities into the French educational system 
and labor force 

women 

Florence Aubenas and Hussein Hanoun were hostages in Iraq 
Nadia Aubin-Mougin was actively involved with \"Reporters sans 
Frontieres\" (Reporters without Borders) and participated as a 
speaker in debates on practices of the French press in crisis 
situations and on the role of women in the French media. For 
the last six years 

and national political leaders (both from right and left) to 

be more actively involved in politics. 

We believe Mrs. Aubin-Mougin is the ideal candidate for this 
program 

substantive content and exposure to those aspects of U.S. 
society that will enrich her bank of knowledge and make her 
an even more effective third-party endorser. She is already 

a person of influence 

personality and strong character 

she will go far and her influence will only grow. 

The timing of this program 

and national electoral races in France 

share what she learned about the US at a time when there will 
be increased focus on many of the issues she will have 
learned about in the U.S. Nadia Aubin-Mougin has also 
confessed to us that her dream was to become an active member 
of a think tank from where she could observe what is 
published in the Muslim press and analyze its impact over the 
local populations - as deeply rooted in the Arab culture 

has a strong sense of how Muslim populations react to what is 
said by Western leaders. Her influence could greatly 
contribute to developing greater understanding of our 

policies and improving our image in France 

among minority communities. 

Nominee Owner: FR 

Nominee Last Uploaded Date: 09/15/2006 

Nominee Status: R_N 
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Monitoring Systems\" (VMS) 

monitor their movements and activities. Asked whether the ships 
used TEDs 

so. 


5. (SBU) Wafula said the study\'s findings would be released at a 
September 21 
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include the Fisheries Department 

Research Institute (KEMFRI) 

Wildlife Service 

Center 

Development Authority 

environmentalists 

should the study determine that shallow water shrimp trawling can be 
adequately monitored and the coastline protected 

prepared to amend the Fisheries Act of 1991 to allow commercial 
fishing within three nautical miles of shore. Any amendment would 
insist on the use of TEDs. In the event trawling is permitted 

Kenya would welcome TEDs inspections conducted by State and NOAA 


investigators. Should the findings argue against the three-nautical 
mile limit 

mile limit and will likely not issue any new commercial licenses. 
Either way 

Units\" to protect the coastal environment and the livelihoods of the 
country\'s small-scale fishermen 

per annum and rely on their catch for their livelihoods. 


6. (SBU) In contrast to the heightened attention paid to the shrimp 
trawlers 

fifty foreign vessels catching tuna in Kenya\'s and Somalia\'s 
200-nautical mile exclusive economic zone. Broadly hinting that 
several \"long-liners\" might be doing more than simply catching fish 
Wafula said increased surveillance of deep sea ships near the 
Kenya-Somalia maritime border is needed. Since there is no Somali 
government to monitor them 

fit the ships with VMSVs V'so we can keep track of their activities. V" 
He noted that in July 2006 

Agricultural Organization vowed to help Kenya and several other 
Indian Ocean nations develop deep sea surveillance capabilities as 
part of an agreement 

Agreement 

Association. 


7. (U) Kenya\'s oversight of deep sea fishing will also rely 

part 

Facility-sponsored study to be commissioned in Mombasa in November 
2006. Entitled the South West Indian Ocean Fisheries Project 

aims to assess the health of fish stocks in the waters of Kenya 
Tanzania 

Mauritius 

In early September KEMFRI executive director Dr. Johnson Kazungu 
told the press that \"the findings of the study would enable us to 

advise the government on how it should review license fees for 
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fishing vessels and how (deep) sea fishing should be done\" and 
regulated. Kenyan media also quoted the coordinator of the Seaman 
Assistance Program 

stop to the considerable illegal fishing going on in the EEZ. Once 

a proper monitoring regime is in place 

re-license the deep sea trawlers - but for a much stiffer fee. At 
present a foreign deep sea trawler pays an annual fee of USD 20 
which Wafula expects to be increased to $100 


8. (SBU) Comment: Kenya\'s coastal villages are among the poorest 
most marginalized in the country 

government services. They are also largely Muslim and regard the 
GOK\'s neglect as purposeful marginalization. If Fisheries allows 

the trawlers to continue to fish in the three-to-five nautical mile 

zone 

likely to reject the study as corrupt and react strongly to a 

perceived threat to their livelihood. Thus 

trawling closer to shore is likely to become politically 

controversial and depend on non-technical factors. 


9. (U) Judging from the various initiatives touched upon by the 

Kenyan Fisheries Department Deputy Director 

Fisheries wants to help small-scale coastal fishermen and commercial 
fish exporters exploit Kenya\'s fish resources more effectively - but 

in a way which does not do irreparable harm to the coast or severely 
deplete fish stocks. Kenya is open to USG assistance in this 

balancing act and would benefit from the expertise NOAA and OES/OMC 
officials could offer to both naturalists and fishermen. End 

Comment. 
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Senegal\'s only refinery has not operated since April 

governmentVs decision to requisition fuel for the electric utility 
sparked panic buying and hording by consumers. Blackouts have 
become a daily occurrence; prices continue to rise at the pumps; and 
manufacturers are obliged to buy unsubsidized fuel to run their 
operations. While the new 60 MW Wartsila Bel Air plant should be 
commissioned by the end of September 

result in continued severe energy disruptions. END SUMMARY. 


GE/GTI LURCHES FROM SHUTDOWN TO SHUTDOWN 

2. (SBU) On September 16 

second time in two weeks because it ran out of fuel. Suppliers 

Shell and Exxon-Mobil refused to deliver fuel because of unpaid 
bills. GTi is two months overdue on its payments to its petroleum 
suppliers while no funds are immediately forthcoming from Senelec. 
According to GTi 

6 billion CFA francs (CFAF) (USD 12 million) of which 1 billion CFAF 
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is contested by Senelec. Petroleum supplier Shell is owed 2.8 
billion CFAF (USD 5.6 million) and Exxon-Mobil is owed 1.02 billion 
CFAF (USD 2 million). 


3. (SBU) While Shell had buckled to pressure and continued to 
supply GTi with fuel 

officials inform us that they cannot continue to supply GTi and cut 
off delivery to the IPP on September 11. It now appears that Shell 
is arguing that they have supplied the \"requisitioned\" 1 

meters of fuel to GTi and will supply no more at this time. 
However 

for Africa 

pressure to supply both Senelec and GTi with fuel. 


GOS FUEL REQUISITIONING -- WHAT DOES IT REALLY MEAN? 

4. (SBU) While there was much press coverage about the GOS move to 
\"requisition\" fuel supplies from Shell 

power producers received no written communication from the GOS to 
explain the \"requisitioning\" process or what it means for them. It 

was widely reported in the press that energy companies would have 60 
days to pay the fuel suppliers for their consumption. However 

fuel suppliers are importing on 30-day credit terms and will have to 
essentially advance payments to their traders while awaiting payment 
from SenegalVs energy producers namely 

petroleum supplier observed 

practice. Likewise 

security" related law to justify the arbitrary \"requisitioning\" of 
products 

bode well for SenegalVs overall investment climate. 


5. (U) The requisitioning resulted in panic buying and hording 

with numerous gas stations running out of diesel on September 13. 
Tankers with additional diesel fuel arrived on September 14 

fuel tankers are now waiting at the port. The perceived fuel 
shortage should 

Embassy has sufficient stocks of fuel on hand for generators and 
other embassy services at this time. As with the frequent 
blackouts 

problems 


STARTS AND STOPS 

6. (SBU) Despite being directed to pay GTi in full during a recent 
meeting with the Ministry of Finance 

directive 

supposed to have been met by September 8 

the undisputed amount of 3.4 billion CFAF (USD 6.8 million 

still would not cover the USD 7.6 million GTi owes to the petroleum 
suppliers) 

the amount of 1 billion CFAF (USD 2 million) 
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receive. It is understood that last week the GOS transferred 9 
billion CFAF (USD 18 million) to Senelec to pay its suppliers -- an 
amount reported to be 31 billion CFAF (USD 62 million). Thus 

is likely standing behind a long line of Senelec creditors awaiting 
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longstanding payments. As Senelec is GTiVs sole source of revenue 
unlike the petroleum suppliers 

cannot continue to stop and re-start operations every few weeks due 
to a lack of operating capital and will soon take the decision to 
invoke Vforce majeure!" and place a call on the GOS guarantee. 


GE AND GTI ENGAGE THE SCOWCROFT GROUP ONCE AGAIN 
7. (SBU) GE officials have requested embassy assistance in 
bringing 

energy situation to the attention of the Prime Minister. GE 

officials indicate that they are already in consultation with the 
Scowcroft Group and anticipate orchestrating a more vigorous 
campaign against Senegal than that which was conducted last year 
when GE lobbied against Senegal\'s proposed Millennium Challenge 
Account (MCA) Compact. 


REFINERY REMAINS CLOSED WHILE SENELEC IMPORTS OWN FUEL 
8. (SBU) Senegal\'s sole petrochemical refinery 

de Rafinage (SAR) not been operating since April 

11-hour long board meeting held on September 7 

SAR will begin importing refined product and will develop a 

restructuring plan before importing unrefined crude. According to a 

source who participated in the marathon meeting 

to pay SAR 3 billion CFAF (USD 6 million) per month over the next 

six months to cover longstanding arrears and enable the company to 
import refined product. 


9. (SBU) Under any restructuring plan 

the company would need to charge an additional 36 CFAF per liter of 
petroleum product that it refines if it is to consider operating in 

the future. According to sources 

commit to the increase. Nonetheless 

shareholders Shell and Total would work closely with Petrosen 
national petroleum parastatal 

plan 

noting that SAR has lost USD 40 million each year over the past two 
years and owes creditors USD 240 million. SAR has receivables that 
still need to be collected from Senelec 

The full amount owed by the GOS to SAR for butane gas subsidies 
remains undefined (reftel). 
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10. (SBU) As the GOS has essentially opened the market to the 
importation of refined product to anyone who has the financial means 
to allegedly counter the influence exerted on the fuel sector by the 
Vbig three\" (Shell 

jeopardize the refinery\'s longer term relevance. According to 
Senegal\'s Director of Hydrocarbons 

refined product this past weekend 

supply. Independent petroleum suppliers Touba Oil 

lack the storage facilities to import refined product-- though we 
understand that Exxon-Mobil has been asked by government officials 
to supply storage space to their Senegalese competitors. 


COMMENT 

11. (SBU) Pursuant to our discussions with Ministry of Energy 
officials 

to what they have termed SenegalVs \"dire\" energy crisis where 
blackouts are a daily occurrence; prices continue to rise at the 

pumps; and large private sector manufacturers are forced to now buy 
unsubsidized fuel to run their operations. By all accounts 

energy crisis is being managed on a month-to-month basis. While the 
new 60 MW Wartsila Bel Air plant expected to be commissioned by the 
end of September 

same rudderless boat as GTi. The overall lack of vision and 
leadership in the energy sector is having a profound impact on 
SenegalVs hobbling industrial sector. SenegalVs biggest industries 
are suffering: ICS is barely operational 

SAR is not operational 

to shut down. END COMMENT. 
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commonly used in automobile tires) supplies 

advocate on its behalf. As Turkmenistan President Niyazov 
reportedly was made aware of Amcom\'s contracts in conjunction with 
an embezzlement case 

chance to win the dispute." While Amcom may simply want to avoid 
harming future business opportunities in Turkmenistan by dropping 
the issue 

reliable business partner. End Summary. 


History of Amcom Advocacy Cases 


2. (U) In December 2005 

of Amcom LLC 

requesting the \"Turkmendokun\" (\"Turkmen Fertilizers 

as \"Turkmen Fertilizers and Chemistry) State Company to expedite 
the delivery of 3 

November 2004 at a price of $320.00 per ton (contract #B-008830). 
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By early 2006 

black for which payment had not yet been made (see reftel). (Note: 
Many contracts in Turkmenistan require pre-payment. End Note.) 
Amcom paid the additional funds in early 2006 

333.5 tons were never delivered. Amcom\'s advocacy case for the 
remaining 333.5 tons was pending as of August 2006. 


3. (U) In June 2006 

different contract (#B-007459) with Turkmendokun in December 2005 
for the purchase of 250 tons of carbon black at a price of $955.00 

per ton. Turkmendokun 

the carbon black to Amcom. Post received the case in August and has 
not taken any action on it. 


Problems Arise with Dismissal of Turkmendokun Chief 


4. (U) At an August 28 Cabinet session 

Minister reported to President Saparmyrat Niyazov about embezzlement 
activity at a carbon black-producing chemical plant in the western 
coastal town of Hazar (formerly Cheleken). The plant falls under 

the aegis of Turkmendokun. Suleyman Hanov 

was implicated. Niyazov strongly criticized Hanov 

would not fire him as long as he repaid \"embezzled\" money. On 
September 4 

Hanov and a report detailing Hanov\'s numerous crimes. The two Amcom 
contracts 

[Turkmen] state\" were among the accusations against Hanov. The 
report claimed the state suffered losses of $640 

these contracts 

acts. 


Amcom\'s Reaction 


5. (SBU) On August 29 

cases were announced 

embassy that 

chance to win the dispute. He also requested that the embassy not 
pursue the case any further 

repercussions\" for him. After learning of the August 28 and 
September 4 reports 

the embassy that the contracts V'were duly negotiated and registered" 
and that Amcom did not agree with claims that the contract prices 
were low. Instead 

state authorities failed to take into account the substantial added 
costs incurred by Amcom to bring their carbon black to market in a 
marketable condition." Nevertheless 

embassy\'s further intervention on Amcom\'s behalf in pursuing any 
unfulfilled contracts.\" 
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Comment 


6. (SBU) Amcom\'s points justifying its paying a fair market price 

for carbon black seem reasonable. And it is not uncommon for 
Turkmenistan\'s investigative bodies to add ungrounded charges in its 
incriminations. While Amcom seems to have given up easily 
company either did not want to burn bridges in this country or 

simply figured it had slim chances of winning this fight. Once 

again 

as an unreliable business partner 


of small-scale risky U.S. businessmen to keep coming to Turkmenistan 
looking for niche and high-margin business opportunities. End 
Comment. 
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continue publication. It remains to be seen whether 
Sources predict 

re-election September 22 

tolerance for the private media and their criticism; these 
sources cite The GambiaVs improved human rights situation 
following Jammeh\'s re-election in 2001. END SUMMARY. 


OVERVIEW 


2. (С) In the two months since our last report on The 
Gambia\'s overall media environment (ref a) 

negative trend has continued 

relationship between the GOTG and the country's private media 
institutions. In a recent conversation with the Ambassador 
The Editor-in-Chief at the independent daily 

Pap Saine 

journalistic community due to President Jammeh\'s clear 
distaste for the private media and their anti-GOTG criticism. 
He spoke of widespread self-censorship among journalists 
and cited authorities March closure of the paper 
\"Independent 

the result of its failure to moderate that stance. 


THE PRESIDENTIAL ELECTION AND THE MEDIA 


3. (C) The Gambia\'s restrictive media environment is evident 
in the coverage of the campaigning for the Presidential 
election scheduled for September 22. To be sure 

country\'s several private journals -- in particular 
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Point 

provide extensive coverage of campaigning by the opposition 
parties 

fourth private paper 

serves as the GOTGVs mouthpiece 

considerably more coverage to the APRC\'s electioneering than 
to the opposition\'s -- notwithstanding a recent agreement by 
media institutions on a V'code of conduct" for election 
coverage that specified equitable coverage of all competing 
parties\ campaigns. In addition 

GOTG\'s stated policy 

electronic media establishment -- Gambian Radio and 
Television Service (GRTS) -- are required to provide each 
competing party with forty minutes of television and radio 
coverage daily 

for political rallies. 


GOTG MOVES AGAINST JOURNALISTS 


4. (C) Given the GOTG\'s media crackdown in recent months 
media coverage of the opposition\'s electioneering -- 
especially by GRTS 

opposition activities -- is a noteworthy development. 

However 

journalists -- including two with GRTS -- underscore the 

limits of the GOTG\'s tolerance for media freedom. On 
September 8 

Dodou Sanneh 

from his job. A radio program manager at GRTS 

was questioned by the National Intelligence Agency (NIA) 
although not detained or fired. Our sources confirm that the 
GOTG objected to a television broadcast by Sanneh and a radio 
broadcast -- which Fye failed to edit -- that were seen as 
overly favorable to opposition candidates. As previously 
reported (ref b) 

\"Foroyaa\" journalist and opposition activist Amie Sillah for 
several hours before releasing her without charge. 
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5. (С) Meanwhile 

VIndependent 

detention 

information" A former journalist and head of press 
relations at a hospital 

remains in detention without charge 

whereabouts of another journalist 

Observer") 
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speculation that he is in detention or has fled to Senegal. 
As for the December 2004 murder of prominent journalist 
Deyda Hydara 

responsibility persist 

reported in other USG channels that a special unit within the 
Presidential security apparatus was involved. 


THE SAGA OF THE VDAILY EXPRESS" 


6. (C) Among the few positive elements in The Gambia\'s media 
scene of late 

Express 

a) 

publication of this paper when it first appeared July 1 

the NIA detained its Nigerian publishers 

Gafar. The two were released after several days in custody. 
Interestingly 

told the pair that the GOTG was keen to regain eligibility 

for the Millenium Challenge Account (MCA) program -- 
suspended in mid-June due to 

deteriorating record on human rights -- and that 

would be allowed to continue publishing their twice-weekly 
journal. The issues of V Daily Express\" to date contain mild 
anti-GOTG criticism and evenly-divided coverage of APRC and 
opposition electioneering. 


COMMENT 


7. (C) While the continued publication of V'Daily Express!" is 
good news 

ever be allowed to resume publication. Moreover 

branch of the Senegalese-owned Sud FM radio station has yet 
to return to the air following its closure by the GOTG in 
October 2005 

from authorities is in the offing. It remains to be seen 

whether 

re-election September 22 

tolerance for the private media and their criticism; these 
sources point to The Gambia\'s improved human rights situation 
following Jammeh\'s re-election in the last contest 

END COMMENT. 


STAFFORD 
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improving corporate management. Mynbayev confirmed the 
anticipated privatization of a KazMunaiGas subsidiary 
(reftel) 

limited (4.5%) placement in the future. According to 
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Mynbayev 

independently of one another 

of unprofitable companies by profitable ones. While 
Samruk makes much of its plan to appoint \"independent\" 
directors 

intention to relinquish substantial control to outsiders. 

End Summary. 


Samruk Progress Report 


2. (SBU) Mynbayev informed Ambassador Ordway that Samruk 
had recently concluded its \"organizational stage 

which Parliament passed enabling legislation; shares of 

the first five state companies -- KazMunaiGas (KMG) 
Kazakhstan Temir Zholy (KTZ) 

Electrical Grid Operating Company (KEGOC) 

KazakhTelecom -- were transferred to Samruk 

were made to the companies\' charters 

and audit procedures; and Samruk\'s internal staffing and 
budget were defined. With those tasks accomplished 
Mynbayev said 

uniform corporate management practices and developing mid- 
term strategic and budgetary plans for each company. 


Independent Board Directors 


3. (SBU) Mynbayev explained that 

professional corporate management 

directors would be appointed to Samruk\'s Board 

(six member) boards of each constituent company. (Note: 
To date 

Asar political party - has been named an \"independent\" 
Samruk Board member. One position is still vacant. End 
note.) Additional expatriates 

recruited as needed. Samruk 

German CFO 

Resources Director. 


4. (SBU) Note: Theoretically 

operations of its constituent companies only via the 

latters\' boards of directors. In addition to two 
\"independent\" directors 

six total members) also includes two Samruk 
representatives. Thus 

chaired by Timur Kulibayev (Mynbayev\'s Deputy at Samruk) 
and also counts Galiausat Keshubayev (Director of the 
Samruk office which oversees KMG 

a member. The only \"independent\" KMG director named to 
date is Guglielmo Moscato 
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President with extensive Kazakhstan experience. The two 
remaining KMG directors are KMG President Uzakbay 
Karabalin and Bolat Akchulakov 

Mineral Resources. End note. 


Privatization Plans 


5. (SBU) Asked about the forthcoming partial privatization 
of KMG\'s exploration and production subsidiary 

responded that the offering would likely occur in 

December. Mynbayev identified KazakhTelecom as the only 
other Samruk company likely to be offered on the 
international market 

is a chance\" that 4.6% of the company would be privatized. 
(Note: In an August 18 meeting with the DCM 

Ulf Wokurka described the divestiture of five percent of 
KazakhTelecom as a \"first step 

the State share to \"25% plus one share\" likely. Mynbayev 
alluded to the fact that the GOK had not yet formed a 
consensus on KazakhTelecom\'s fate. End note.) 


6. (SBU) Turning to KTZ 

Mynbayev suggested that segments of the company 

its rolling stock 

added that internal reforms would have to be undertaken 
first. No plans existed for privatizing either KEGOC or 
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KazPost 

at KazPost 

V'social role\" by offering banking and insurance services 
to its clients in the most remote regions of the country.) 


7. (SBU) Asked by the Ambassador which other state-owned 
companies might be transferred to Samruk 

that there were \"many\" under consideration 

Astana 


How the Money Flows 


8. (SBU) Mynbayev told the Ambassador that 

Samruk companies 

\"profitable.\" As the State shareholder 

dividend payments from each company 

the national budget after paying its own administrative 
costs. Samruk\'s payments to the budget would not be 
particularly significant to the State 
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KMG 

and other direct payments than would be transferred as 
dividends via Samruk. Mynbayev underscored that the 
financial affairs of each Samruk company would be managed 
separately - there would be no reallocation of money from 
one (more profitable) company to another. 


9. (SBU) Comment: \"Professionalizing\" the management of 
Kazakhstan\'s state-owned companies does not necessarily 
mean changing the cast of influential characters 

KMG example is any guide. Still 

distance between the government and the operation of the 
state-owned companies. Prior to SamrukVs creation 
ministries were responsible for both the regulation and 

the operational oversight of state-owned enterprises. 
Samruk 

practices from the business world 

corporate governance of its constituent companies. End 
comment. 


ORDWAY 
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Merkel 

China-Germany conference on civil society chaired by Siemens 
Chairman Heinrich Von Pierer. Germany will have its first 
Strategic Dialogue with China in November 

Charge. French President Chirac will visit China from 

October 25 

media reports about ChinaVs conciliatory mood 

Ambassador believes China remains cautious 

the low volume of official travelers to Japan from China. 

The new Japanese Prime Minister will try to improve relations 
with Beijing 

Many saw Hu Jintao\'s recent address on Chinese Foreign Policy 
as an attempt to assert greater control over foreign policy 
according to the Japanese Ambassador. He added that some in 
the PLA are concerned that a North Korean nuclear test will 
cause the Japanese public to demand that Japan develop 
nuclear weapons. End Summary. 


Participants 


3. (C) The Ambassador 

Japanese Ambassador Yuji Miyamoto 

Guelluy and German Charge Aristide Fenster met September 15 
for the bi-weekly G-5 gathering of Beijing-based Chiefs of 
Mission 


Blair Meetings with Wen 
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4. (C) Premier Wen met with Prime Minister Blair 

Prescott and Chancellor of the Exchequer Gordon Brown and had 
dinner with business leaders during his recent visit to 
London 

and the EU-China Summit in Helsinki 

PM Blair also hosted Wen for lunch 

Chinese economic growth to a ship that is moving forward 
steadily and rapidly but must not be capsized. Wen stated 
China\'s political system 

undergoing gradual political and administrative structure 
reform. Noting that village-level elections already exist in 
China 

can not move forward until village elections are properly 
implemented. This could take a long time 

Ehrman. 


5. (C) PM Blair raised human rights issues and noted that 
without Chinese help 

protectionist pressures. PM Blair raised concerns about 
XinhuaVs recent attempt to control news distribution by 

foreign agencies in China. Wen replied that the new 
regulations will not present any obstructions but that the 
foreign press must obey Chinese laws. Ehrman noted that the 
British Embassy has demarched the MFA and written a letter to 
Commerce Minister Bo Xilai noting that Xinhua is both 
regulator and competitor and stating that the new regulations 
are contrary to China\'s WTO commitments. The two also 
discussed the Middle-East 

Iran 
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warning that sanctions will be difficult 
Ehrman. 


Other UK Meetings 


6. (C) FM Beckett raised similar issues in her bilateral 

meeting with FM Li Zhaoxing 

told FM Beckett that Beijing will finally this fall ratify 

the International Covenant on Civil and Political Rights 
(ICCPR) 

and Beckett separately pressed Premier Wen and FM Li to 
support UN rehatting of African Union Mission in Sudan (AMIS) 
peacekeepers 


7. (C) Premier Wen made an appearance at a meeting of the 
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UK-China Task Force chaired by Deputy PM Prescott and State 
Councilor Tang Jiaxuan. Ehrman said that Chairman of the 

State National Development and Reform Commission (NDRC) Ma 
Kai 

Zhaoxing also attended. Prescott will come to China in early 
November for the next round of Task Force meetings. The 
Sino-UK working group also met and discussed energy 
cooperation 

Ehrman added. 


Olympics Meeting 


8. (C) In a meeting with the UK Secretary of State for 
Culture 

Beijing Organizing Committee for the 29th Olympiad Games 
(BOCOG) and Beijing Party Secretary Liu Qi said that both 
accredited and non-accredited journalists will be allowed to 
travel freely in China during the 2008 Olympics. He also 
said that international norms towards journalists will be 
observed and that journalists will be allowed to conduct 
interviews without obtaining advance government permission 
Ehrman recounted. Liu Qi told Jowell that new regulations to 
be issued in January 2007 will make this clear. 


9. (С) In the run up to the Beijing Olympics 
Britain will host the \"China Now\" Festival 
China\'s HSBC Bank 

participation in the Olympics 


Wen Pleased with Visit 


10. (C) Ehrman commented that Premier Wen was very pleased 
with the visit 

relations have never been better. During Wen\'s visit 

USD one billion of contracts were signed 

Rolls Royce commercial aircraft engines and one by the UK 
company Arup for the design of the new Kunming Airport. The 
UK also announced that it will participate in the upcoming 
Shanghai Expo 


Wenvs Visit to Germany 


11. (C) Chancellor Merkel met with Premier Wen for the 
second time in four months during his recent visit to 
Germany 

VChina Meets Europe\" trade show 

Berlin where he discussed IPR 

export credit issues 
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China\'s human rights record and Xinhua\'s recent attempt to 
control distribution of news by foreign agencies in China. 
She also discussed Lebanon 

with Premier Wen 

youth exchanges with China. Fenster recounted that the 
German MFA responded to Wen\'s interest in youth exchanges by 
transforming a proposed MOU on the topic into an actual 
federal agreement 

also agreed to allow the Chinese to open new Confucius 
Institutes in Hamburg and Hanover 

Germany to six. The German company BASF signed a large 
contract with China's Sinopec during Wenv' visit 

noted. 
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German-China Meetings on Civil Society 


12. (C) Germany hosted the second China-Germany conference 
on civil society from September 4-5 

Siemens Chairman Heinrich Von Pierer. Topics discussed 
included the image of China in Germany as well as that of 
Germany in China 

property rights in Germany and China. 


Chirac\'s V'Swan Song" Visit to China 


13. (C) In what is likely to be his final visit to China as 
President 

October 25-26 

Mogao Caves thereafter 

maintains a Consulate in Wuhan and it has proved an important 
and active post for France 

French car-maker Peugeot\'s facility in Wuhan and take part in 
a ribbon-cutting ceremony for an addition that will double 

the existing plants production capacity. Chirac will also 
witness the signing of a bilateral medical agreement whereby 
France will assist China to develop new liver surgery 
technology. Former Prime Minister Raffarin will accompany 
Chirac 


Sino-Japanese Relations Still Tense 


14. (C) Japanese officials are still traveling to China 
very few Chinese officials are coming to Japan 
Ambassador Miyamoto. The only significant recent visits were 
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by Minister of Commerce Bo Xilai and the head of China\'s 
Electricity Commission who came to Japan to discuss 
electricity grid control. Although Japanese journalists are 
reporting that China is in a conciliatory mood towards Japan 
Miyamoto believes that the low volume of official travel 
indicates that Beijing remains cautious. A new Japanese 
Prime Minister will present an opportunity to improve the 
relationship 

Abe 

Abe\'s father's private secretary 

toward China will reflect popular opinion in Japan: while 
most Japanese feel China should not intervene in Japanese 
internal political affairs 

to have better relations with China. 


15. (C) Asked whether President Hu and Abe will meet at the 
upcoming APEC Summit 

for such a meeting 

further noted that indications from Beijing are that meetings 
for a new Japanese Prime Minister should begin with Wen 
Jiabao 

December at the earliest. 


President Hu Speech on Foreign Policy 


16. (C) President Hu\'s speech on foreign policy at the 
\"Central Foreign Affairs Work Conference\" held in Beijing on 
August 21-23 was a rare thing 

Chinese contacts described President Hu\'s message as 
emphasizing that foreign relations must serve ChinaVs 
development and that the Party and the military must support 
these efforts 

the speech was that China should not provoke Japan 
example by sending submarines into Japanese waters. Many saw 
the speech as an effort by Hu to assert greater control over 
foreign policy 


North Korea 


17. (C) In a general discussion on North Korea 

Miyamoto stated that Japan\'s PLA contacts are concerned that 
a North Korean nuclear test will cause the Japanese public to 
demand that Japan develop nuclear weapons. Miyamoto agreed 
that this was a potential outcome of such a test. 


Upcoming High-level Visits 
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--(C) September 20-24 
will visit Shanghai and Beijing. 


--(C) September 22-23 

Bingguo will participate in another Strategic Dialogue with 
DFM Yachi in Tokyo. This will be DaiVs sixth trip to Tokyo 
this year 


--(C) On October 8 

with China; Di Bingguo will represent China. Late in 
October 

bilateral trade discussions with Zeng Peiyan. 


--(C) October 29-30 
visit China. 


--(C) On October 30 

human rights. MFA Special Representative for Human Rights 
Shen Yongxiang will attend and has said he looks forward to 
discussing recent allegations of torture in Germany 

according to the German Charge. 


--(C) November 6-7 

Dialogue with China. German State Secretary Silverberg and 
Chinese VM Zhang Yesui will participate. Topics to be 
discussed are partnership 

technology transfer 

relations and 


--(C) Former German Chancellor Kohl will come to Beijing and 
Shanghai on behalf of Generali Insurance Company and will 
meet with National Peoples Congress Vice Chairman Raidi. 
RANDT 
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civilian government in Burma. End summary. 


2. (SBU) Chinese Charge dVAffaires a.i. Yu Boren and his 
wife 

range of issues with the DCM at a lunch on September 15. 
They began by sharing complaints about the challenges of 
traveling from Rangoon to meetings in the new capital 

Pyi Taw. Neither had attempted the seven-hour treacherous 
drive north 

agreed that 

lot of time traveling to and from the new capital for brief 
meetings. Even so 

to relocate their Embassy or even open an office in Nay Pyi 
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Taw. He said they were monitoring what other embassies did 
first; adding that he had heard the Russians might be 

planning to make an announcement about their representation 
in the new capital to coincide with the upcoming visit to 

Burma by Russia\'s Deputy Foreign Minister. 


3. (SBU) Although most foreign missions in Rangoon 
including the Russians 

inflated rates 

chancery land in Rangoon 

their Defense Attach 

Cultural Center are located. This they join us 

India 

buy property before the GOB changed Burmavs property laws 
post-independence. 


4. (SBU) In response to DCM\'s question 

was very little interest among Chinese investors in the 
uncertain Nay Pyi Taw or flat Rangoon real estate markets 
although she agreed that Chinese business presence was still 
growing throughout the country 

regions in particular. Chinese investors were looking to 

move into free trade zones 

waiting to get more information about incentives before 
making any final decisions. Deng admitted that the economy 
is not promising" at present and that rapid inflation 
regulatory uncertainty 

made Chinese investors \"just as wary as those from other 
countries." She said the recent customs shake-up had caused 
some delays at the border 

smoothly again now. 


5. (C) Yu and Deng stressed that they saw the ongoing 
National Convention and roadmap process as V'the best 
opportunity" to resolve current impasses and move toward 
civilian rule. They urged the U.S. to support the process 
adding that remaining issues in the constitution could be 
amended later. The DCM said that without open debate and an 
opportunity for major ethnic minorities and the democratic 
opposition to have a voice in the drafting process 
regime-imposed constitution would confer neither 
international legitimacy nor foster domestic stability. Deng 
admitted that China saw no prospect for any change in Burma 
that regime leaders do not feel works in their own interests. 


RANGOON 00001354 002.2 OF 002 


6. (C) BIO NOTES: Deng Qinghua has spent over seven years 
in Burma on two separate tours 


Column 3 

Cantonese (she is originally from Fujian province) 

and English. She covers political and intelligence matters 
closely and shared her personal opinions more freely than 
usual at this lunch. Yu Boren 

husband 

some English 

not politics. End notes. 

VILLAROSA 
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demonstrate sufficient influence over fractious KMT 

legislators to ensure their cooperation. Recent reports of 

his agreement with KMT LY Speaker Wang Jin-pyng in support of 
the defense budget suggest there may be movement on this 
issue this year. At DIR\'s meeting with Defense Minister Lee 

Jye September 18 (reported septel) 

of the budget items to be approved 

missiles. Heightened political tensions aroused by the 

ongoing V'Depose President Chen\" demonstrations 

could complicate LY prospects for passing the full defense 
budget. How much of the proposed 2007 defense budget will be 
approved by the opposition-controlled LY will largely depend 

on the leadership of the pan-Blue camp 

Chairman Ma Ying-jeou. (Comment. Although no one expects the 
full bill to be passed 

and a significant increase in the overall budget could be a 

sign of renewed movement in building up Taiwn\'s defense. End 
Summary. 


2. (C) Taiwan\'s 2007 defense budget submitted to the LY on 
August 31 increases defense spending by 28 percent to NTD 
311.5 billion (USD 9.6 billion) 

GDP. After two years of legislative gridlock 

U.S. weapons package has been shifted from a problematic 
\"Special Budget" into the regular defense budget: 


1) P-3C ASW aircraft ------- NTD 6.14 bil (USD 192 mil) 
2) Submarine feasibility --- NTD 4.54 bil (USD 142 mil) 
3) Patriot missiles -------- NTD 14.90 bil (USD 466 mil) 
(11.3 bil for PAC-IIIs 
bil for PAC-II upgrades). 


3. (C) In addition 

budget proposal includes NTD 16 billion (USD 502 million) for 
the first year of an eight-year purchase of F-16C/D fighter 
jets 

approved for sale to Taiwan. (Note: The above figures were 
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provided to AIT by MND; AIT is working with MND to obtain an 
official copy of the full defense budget. End Note.) 


4. (C) One complicating factor is the "Supplemental Defense 
Budget\" left over from the June 2006 LY Special Session 
which did not pass the LY at that time and 

remains on the LY fall agenda. It consisted of P-3C aircraft 
(NTD 1.7 billion/USD 52 million) 

feasibility study (NTD 600 mil/USD 19 mil) 

upgrades (МТО 3.7 bil/USD 114 mil) replacing the РАС-Ш 
missiles in the long-stalled Defense Special Budget. MND 
hopes passage of the Supplemental Budget could serve as a 
quick first step to passing the 2007 defense budget. 
However 

on Sept 14 that the pan-Blue committee members intend to 
immediately vote down the Supplemental Budget in order to 
start serious consideration of the 2007 defense budget. 
(Note. DIR nevertheless heard at a meeting Sept 18 with 
Defense Minister Lee Jye that MND is still intent on getting 
the 2006 Supplemental passed. End Note.) 


The Greens: Preaching to the Choir 
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5. (C) The Chen administration and minority Pan-Green 
legislators from both the ruling Democratic Progressive Party 
(DPP) and the \"deep-Green\" (pro-independence) Taiwan 
Solidarity Union (TSU) are fully on board the defense budget 
proposal submitted to the LY on Sept 1. While AIT regularly 
reminds both Taiwan government officials from President Chen 
down and pan-Green legislators that Taiwan must do more to 
provide for its own defense 

the choir 

Both groups 

helpful in giving them leverage with defense budget 
opponents. 


The Blues: There\'s the Rub 


6. (C) It is the opposition pan-Blue majority 

will determine the fate of TaiwanVs 2007 defense budget. The 
pan-Blue campVs 123 seats (90 КМТ 

the current 221 LY seats gives the Blues final say. It was 

this pan-Blue majority that blocked the Defense Special 
Budget from even being considered by the LY for the past two 
years. 
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7. (C) In recent weeks 

indicated publicly and privately to AIT that they are ready 
to move forward and approve some or all of the proposed 
defense items in the 2007 defense budget proposal. They 
usually caveat these pledges 

support only \"reasonable defense procurement 

exception that leaves room to justify almost anything they 
ultimately decide to do. (Comment: Inclusion of РАС-Ш 
missiles in the 2007 defense budget 

be a non-starter 

they will not approve acquisition of PAC-III missiles until 
after the three-year defense referendum moratorium expires in 
March 2007. End Comment.) 


KMT Leaders: Reasonableness and Statesmanship 


8. (C) KMT Chairman Ma Ying-jeou and LY Speaker Wang 
Jin-pyng (KMT) have both told the Director on several 
occasions that they want to move ahead on arms procurement 
and get the defense issue out of the way. Both men insist 
there is a KMT consensus in favor of certain weapons systems 
notably P3-C aircraft and the submarine design-feasibility 
study 

Most recently 

Vthe time has arrived\" for the KMT to push for resolution of 
the defense budget question (Ref A). On Sept 7 

held a publicized meeting in which both men agreed they would 
support \"reasonable arms procurement 

specify publicly which systems. 


KMT Legislators: Maybe 


9. (C) The KMT legislative caucus is dominated by a number 
of defense critics who do not like to take orders from the 

party Central Committee and whose voices overpower more 
moderate legislators. Neither Speaker Wang nor Chairman Ma 
has established effective control or influence over the KMT 
legislative caucus. On several occasions 

been publicly embarrassed by failing to дат КМТ legislatorsV 
support for his public pledges 

of his relationship with KMT legislators and the uncertainty 

of his legislative pledges (see Ref B). 


10. (C) Two of the most influential KMT legislators on 

defense issues are Defense Committee members Su Chi and Lin 
Yu-fang. On Sept 8 

Chairman and a close advisor of Chairman Ma on defense and 
cross-Strait policy 
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Kuan (Kuan Chung) 

must be resolved this LY session so that Ma can avoid PRC 
pressure to forego arms purchases if and when he becomes 
president in 2008. Su 

of PAC-III missiles in the 2007 defense budget 

expressed hesitation over the proposed PAC-II upgrades 
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arguing that MND had not explained why they were essential to 
TaiwanVs defense. He also conveyed his and Ma\'s concern over 
the submarines because of their high cost 

and potential destabilizing impact on cross-Strait relations. 

Su said he would rather spend money on new F-16s to improve 
Taiwan\'s air defense capability. 


11. (C) Lin Yu-fang 

Defense Special Budget for the past two years 

the KMT is working toward a consensus on the defense budget. 
While he inveighed against MND\'s proposal to purchase F-16 
fighters -- Vno way" would the КМТ approve this without a 

firm U.S. commitment -- he detailed KMT views on other 
weapons systems in the 2007 defense budget: 


-- P-3C aircraft: V'No problem 

will approve the P-3CVs 

moment 

not happy about the designated U.S. contractor 
affect their support for the P-3C\'s. 


-- РАС-ІІ missile upgrades: Lin was dubious about the 
proposed upgrades 

purchase V'more suitable" РАС-Ш missiles 

expiration of the three-year waiting period required by the 
March 2004 defense referendum. 


-- Diesel electric submarines: While some KMT legislators 
wanted to approve the proposed feasibility study for eight 
submarines 

the proposed budget because of the high cost and because 
argued 


PFP Holding KMT Feet to the Fire 


12. (C) Complicating KMT efforts to pass the defense budget 
is the negative stance of pan-Blue partner Peoples First 
Party (PFP) and its mercurial leader 

21 seats critical to the pan-Blue\'s slender legislative 

majority 
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the KMT on defense procurement 

Defense Special Budget for the past two years. This 

naysaying may continue into the fall LY discussion of the 
defense budget. Speaker Wang Jin-pyng told the Director on 
Sept 11 that Soong was already working to reduce the proposed 
P-3C package from twelve to eight or ten aircraft. 


13. (C) KMT legislators tell AIT they must tread carefully 

on defense procurement and not alienate the anti-defense PFP 
in order to maintain the pan-Blue LY majority. While the KMT 
could conceivably join with the DPP and TSU and pass some or 
all of the defense budget 

the KMT -- its threat to join with the DPP and pass a 

resolution to investigate КМТ \"ill-gotten\" property if the 

KMT defects on the arms issue. 


DPP Legislators Cautious 


14. (C) For their part 

gridlock 

legislators will approve the full defense budget this 

go-round 

Lin Cho-shui predicted to AIT that Blue legislators would 

probably sharply cut the proposed defense budget. DPP 
legislator and LY Defense Committee member Shen Fa-hui 

the other hand 

defense weapons procurement if KMT Chairman Ma Ying-jeou is 
able to exert leadership over the KMT LY caucus. However 
added 

exacerbated by the V'Depose Chen\" movement currently underway 
could complicate forward movement on the defense budget. The 
fall LY session 

approve these weapons systems because the upcoming series of 
elections would effectively block cross-party legislative 
cooperation for the next eighteen months. 


Comment: Promises to Keep or Just One More Mirage? 
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15. (C) The LY Defense Committee will pass the defense 
budget later this fall. The operative question is how much 

and which items will the Committee cut from the MND proposed 
budget? Will KMT legislators\' pledges of support for the 
defense budget pan out this time or will they once again turn 
recalcitrant under the press of partisan politics? If the 
heightened state of political tensions aroused by the ongoing 


Column 3 

VDepose Chen\" movement continues into the fall LY session 
could encourage Blue legislators to oppose arms procurement 
that might benefit President Chen. (Lin Yu-fang 

example 

movement.) In addition 

of hesitation on all three weapon systems (see paras 10-11) 
to give themselves a grab-bag of excuses for reducing one or 
more weapon systems. In their item by item vote on the 
defense budget 

exercise their one budget power -- the power to either pass 
reduce or zero-out proposed budget items. Every reduction 
moreover -- such as the likely vote against PAC-III missiles 

-- will automatically reduce the total defense budget and 
therefore 


16. (C) Chairman Ma and Speaker Wang\'s statements of support 
for the defense budget appear genuine and well-intentioned. 
However 

influence over KMT legislators to ensure confidence in their 
legislative pledges. KMT legislative caucus voting on 
defense issues is often determined by its most forceful and 
hard-line members 

the party Central Committee. DPP legislator Shen Fa-hui told 
AIT that Ma will have to exert much stronger leadership over 
the KMT LY caucus to ensure KMT legislators approve all or 
most of the proposed 2007 defense budget. KMT legislative 
action on the 2007 defense budget this fall will 

test case of Chairman Ma\'s leadership and his ability to 

carry out his pledges to \"get the defense budget issue 
behind" him and the КМТ. 

YOUNG 
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MAKES A SPLASH 


1. (SBU) Summary: WKazEnergy 

industry" association founded by presidential son-in-law 
Timur Kulibayev 

September 5 by organizing the first annual VEurasia Energy 
Forum" in Astana. The high-level GOK and private sector 
attendance at the conference 

\"buzz 

than a year old 

rival 

importance. End summary. 


KazEnergy Debut 


2. (SBU) KazEnergy 
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organized the first annual \"Eurasia Energy Forum\" 
September 5-7 in Astana. The conference drew headline GOK 
speakers 

Minister of Industry and Trade Shkolnik 

attended - especially those sessions chaired by Kulibayev. 
Kulibayev used his opening address to underscore 
KazEnergy\'s role in influencing Kazakhstan\'s legislative 
and regulatory processes 

government establish an inter-ministerial commission in 
order to simplify governmental relations with energy 
companies. 


3. (SBU) KazEnergy\'s founding documents describe the 
organization as an \"independent 

created to \"promote favorable conditions for the 
development of the fuel and energy sector. Echoing 
Kulibayev\'s Forum address 

(www.kazenergy.com) justifies the creation of the 
association by V'the necessity to build a dialogue between 
the oil & gas and energy organizations 

and the public. V" 


Membership Roll 


4. (SBU) KazEnergy currently counts 29 members 

anecdotal evidence suggests that numerous other companies 
are in the process of joining. (A representative of one 

oil major 

his management had made a big mistake in not joining 
KazEnergy upon the first opportunity -- \"a lobbying group 
with Kulibayev in charge? What a no-brainer!\" - and was 
now scrambling to get in.) While oil majors and 
KazMunaiGas (KMG) subsidiaries dominate the membership 
list 

nuclear energy as well. Among the more interesting 
members is \"Public Fund Munaishy 

organization 

grants financial support to veterans of the oil & gas 

industry. 


Reasons to Join 


5. (SBU) Econoff asked several oil company representatives 
what distinguished KazEnergy from the KPA. Most answers 
came down 

representative explained that in Kazakhstan 

succeeded by virtue of having V'specialV relationships with 
key decision-makers - something which rendered useless the 
idea of a traditional industry association 


Column 3 

the ideas and influence of its members in order to advance 
a common agenda. Among those key decision-makers 
explanation continued 

prove the benefits of membership 

series of pre-arranged side meetings with industry 
representatives on the margins of the KazEnergy 
conference.) 


6. (SBU) Another industry representative suggested that 
while KMG belonged to the KPA 

participated in KPA\'s activities 

reputation of being an 'AmCham-like expat-only 
association. With half of its members being KMG 
subsidiaries 

represent the interests of -- and have the full backing of 
-- Kazakhstani companies. Shkolnik may have previsaged 
this role for KazEnergy in his conference speech 

was devoted to the importance of increasing Kazakhstani 
local content and strengthening Kazakhstani company 
participation in the country's oil service sector. 


ORDWAY 
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PROGRESS 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 


SUMMARY 


1. (S) Ambassador Feltman and econoff met on 16 September 
with UNIIIC head Serge Brammertz to discuss progress on the 
investigation ahead of the progress report due 29 September 
and UNIIIC investigator Peter Nicholson\'s visit to 

Washington later this month. Brammertz was preoccupied 
with the administrative requirements of UNIIIC 

the Hizballah-Israel conflict had not slowed progress in 

the investigation 

forward quickly with a tribunal 

to leave UNIIIC when his already extended term expires in 
December. While Brammertz did not preview the content of 
next report 

progress of the investigation. End Summary. 


CONFLICT HINDERED INVESTIGATION 
LESS THAN UN BUREAUCRACY 


2. (C) Brammertz proudly announced that the conflict 
between Hizballah and Israel had not decreased Syrian or 
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Lebanese cooperation or slowed progress in his 
investigation. Although Brammertz is still seeking 
security assurances 

Cyprus 

move should be completed by the end of September 
Brammertz plans to keep copies of the evidence and findings 
in Cyprus for security reasons. Surprisingly 
administrative issues as his largest obstacle 

30 to 40 percent of his time as spent on administrative 
issues such as hiring more investigators 

housing for his staff 

restrictions. He is currently operating without a Chief of 
Staff 


3. (S) Brammertz hopes the investigation can conclude by 
June 2007 

take an additional 2 or 3 years. He cited a 20 percent 
vacancy rate at UNIIIC and an overwhelming number of 
investigative leads as reasons for the slow progress 
described the pace as similar to an investigation in 
Europe. 


GOL SAY THEY ARE MOVING 
QUICKLY TOWARD A TRIBUNAL 


4. (С) Some of BrammertzVs efforts to increase his staff 
may be in preparation for the creation of a tribunal; using 
the existing investigative staff as the core of a tribunal 

he said 

that in his meeting with Prime Minister Siniora the 

previous day the PM said that he hopes to have Cabinet and 
Parliamentary approval for the tribunal before November 
enabling implementation of the tribunal beginning early 
next year. While Bramertz saw no evidence that either the 
GOL or UN had made progress finding a location or funding 
for a tribunal 

transition to a tribunal would have a symbolic effect 

if he could at this point give only a 50 percent chance 

that the tribunal might end with a conviction. He cited 

the trial of Slobodan Milosevic in the former Yugoslavia as 
an example of a tribunal successfully run without the prior 
completion of an investigation. 


BRAMMERTZ MOVING ON 


5. (S) Brammertz said he will not seek a second extension 
of his term at UNIIIC 

possible reason he is laying the administrative groundwork 
for transition to a tribunal early next year. While 
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Bramertz will return to the ICC 

staff will remain with UNIIIC. Asked by the Ambassador 
said that he could not expect member states of the ICC to 
tolerate his prolonged absence 

resign from the ICC. 


INVESTIGATION SPECIFICS: 
VCLOSING DOORS!" 
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6. (S) Brammertz said that his next report will include V'no 
revelations\" 

has confirmed some of UNIIIC\'s earlier conclusions and 
closed some avenues of investigation. Bramertz described 
how UNIIIC is gradually closing down some of its 20 
simultaneous avenues of investigation through a focus on 
forensics 

Brammertz described the importance forensic evidence from 
the perpetrator 

become the \"32 part man 

parts at the crime scene. Brammertz said new technology 
has increased the speed with which UNIIIC is able to trace 
phone records. Brammertz has used these phone records to 
pressure Syrian officials to admit relationships they have 
previously lied about having. As he has before 

eluded to a media connection 

on. Brammertz was pleased to admit UNIIIC is \"closing some 
doors 

While Bank al-Medina touches many Syrian and Lebanese 
officials 

with the Hariri assassination. 


7. (S) Brammertz said there has been no progress 
investigating the four generals already arrested. While 
there is still no solid evidence against General Jamil 
al-Sayyed 

involved or at least aware. He mentioned that Samir 
Shehadeh 

has had no contact with the current commission team 
leading Brammertz to believe that his attempted 
assassination was motivated by a personal grudge or by 
Al-Qaida or a Palestinian organization. 


LIMITED INTERNATIONAL COOPERATION 
- FROM UNEXPECTED SOURCES 
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8. (C) Brammertz described Syrian cooperation as 
Vgenerally satisfactory" and \"cautiously positive.V In 
particular he reported he has used phone records to 
pressure Syrian officials to admit relationships they have 
previously lied about having. However 

that he has not received answers to his request from nearly 
50 percent of countries. Two unnamed European countries 
had been particularly problematic 

expressed appreciation for US assistance. 


FELTMAN 
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defendents 

that he has not ruled out an expansion of the list of likely 
indictees. The issue of finances was discussed at length at 
the most recent ECCC \"Friends\" meeting on August 31 

likely continue to be a topic of discussion over the next 

year as actual budget needs are identified versus the 

original projected needs that existed on paper. End Comment. 
MUSSOMELI 
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Pro-Atlantic Stance Unfortunate 
VAnti-Americanism is the Religion of Imbeciles.\" 


Several front pages are devoted to the Popes message on Sunday to 
calm feelings of anger in the Muslim world. V'Terribly Sorry" reads 
Sunday\'s Le Journal du Dimanche 

Anger" headlines Le Figaro 

Regrets.\" Catholic La Croix leads with: V'Pope Benedict and Islam: 
the Misunderstanding.\" In its editorial 

leaders to engage in dialogue \"rather than answer the Pope with 
insults and threats... Le Figaro\'s editorial 

and the Manipulation of the Masses!" comments: “Тһе latest unfurling 
of hate is the responsibility not of Pope Benedict but of those 

ready to fabricate whatever pretext in order to manipulate credulous 
followers..." LiberationVs editorial comments on the Pope\'s 
\"Fallibility\" but insists that Pope Benedict \"regrets but did not 
apologize. V' (See Part C) An op-ed in Le Figaro warns that \"for the 
Pope to ask for forgiveness would be madness.\" 


TF1 opened its evening newscast with the “Тһе Pope\'s speech to calm 
things down.\" FR2 noted that the Vatican and all of Italy are now 
Vbeing threatened by Muslims." This morning FR2 said that V'tension 
between communities has not disappeared. FR3 reported an Italian 
nun was killed in Ethiopia by Muslims... adding V'we still don\'t know 

if the woman was killed because of the popeVs remarks.\" President 
Chirac on Radio Europe1 said \"everything that sparks tension should 
be avoided\" and asked not to \"confuse Islam and Islamism.\" On 
Lebanon 
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withdraw its troops from southern Lebanon... President Chirac 
defended his initial reluctance to commit large numbers of French 
troops to the U.N. peacekeeping force saying that \"It would have 
been irresponsible to commit to action without being aware of the 
consequences.V On lran 

that a \"solution through dialogue can be found with Iran which is a 
great nation.\" President Chirac suggested that an agenda for talks 
be set by the six nations currently involved in the Iran issue - 
France 


A column also in Le Figaro by senior reporter Laure Mandeville is 
entitled \"Europe\'s Islam 

Mandeville analyzes Europe\'s \"awakening\" to its Muslim populations 
Vwhen 9/11 made it face its vulnerability to political Islam...\" 
Mandeville contends that in this reassessment of Islam and 
democracy 

countries 


Le Figaro devotes a full page to V'Pakistan and the Islamic Powder 
Keg\" since 9/11. Le Figaro says that \"while Islamabad holds one 
hand out to the U.S. as an ally in the fight against terrorism 
pockets with the other hand the Islamists\' American dollars... A 
strange game of cat and mouse is underway in this country with 
Washington in the role of the cat pursuing its hunt for Ben Laden... 
and Ben Laden in the role of the mouse who has seemingly taken 
refuge in the mountains of northern Pakistan 

isolated and continues to inspire scores of Jihadists...\" 


Other international stories include the aftermath of the agreement 
between Hamas and Fatah. In Le Figaro Marc Henry writes about a 
\"false startV for the Palestinian Authority 

Abbas will meet with President Bush on Wednesday in New York after 
his meeting with Condoleezza Rice. One radio reported yesterday 
evening that Abbas was asking to meet with President Chirac. Le 
Journal du Dimanche devotes its editorial to EuropeVs decision to 
resume aid to the Palestinian Territories. (See Part C) 


Liberation devotes a full page to President ChiracVs reactions to 
Interior Minister Sarkozy\'s visit to the U.S.: V'Chirac Considers 
Sarkozy\'s Pro-Atlantic Stance \'Lamentable.\\" (See Part C) 
Liberation also carries an op-ed penned by National Assembly 
Representative Pierre Lellouche entitled: \"Anti-Americanism: the 
Religion of Imbeciles.\" Lellouche says \"the dictatorship of Vthe 
French-style politically correct 

friend of the U.S. has become a sort of Vpolitical error... France 
is a great nation 

mini-series 

itself as Americas opponent. This is why anti-Americanism is the 
nationalism of imbeciles...\" 


Le Monde entitles one article “Тһе Picture from Washington" which 
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comments on the supposedly \"surprised\" look Sarkozy has in a picture 
in which he is shaking hands with President Bush. But says 
correspondent Corine Lesnes: V'The meeting with the President was 
carefully orchestrated and the photo was released only after tight 
negotiations between Washington and Embassy advisors... President 
Chirac knew of the meeting: Washington Ambassador Levitte is a close 
friend of the President; Ambassador Craig Stapleton 

instrumental in arranging the meeting 

President Bush...\" 


Le Monde devotes its editorial to the Non-Aligned Summit in Havana 
Vwhose war-cry has become anti-Americanism\" (See Part C) 


The battle within the Socialist Party between the many presidential 
hopefuls rages on. Liberation 

alludes to its poll which indicates that 43 percent of respondents 
among Socialist sympathizers pick Segolene Royal. Former PM Jospin 
comes next with 1896 

last with 3%. The editorial says the Left is going through an 

identity crisis \"symbolized by the VSegolenism symptom" but warns 
that this fall\'s trend may not last till the spring. Le Parisien 

carries a two-page report on \"the third man or women" who might 
upset the Royal-Sarkozy battle. Among the contenders there is 
Minister of Defense Alliot-Marie 

Fabius 


Financial La Tribune 

FordYs emergency plan to cut costs and its laying off one third of 

its U.S. employees. In its editorial La Tribune is not optimistic: 
\"Nothing proves that the shock treatment adopted by Ford will help" 
and recalls that in Europe 

suffering" and concludes that V'today 

Japanese. V" 


Le Figaro carries an op-ed penned jointly by Rodrigo de Rato and 
Paul Wolfowitz 

respectively 

the French version of a Project Syndicate column. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Islam and the West - Pope Benedict and Muslim Reactions 


“Тһе Pope and the Manipulation of the Masses" 

Yves Threard in right-of-center Le Figaro (09/18): When Pope 
Benedict said that faith cannot be imposed by force 

something shared by most Christians 

are responsible for the unfurling of hate in the Arab-Muslim world 

are those who fabricate pretexts in order to manipulate credulous 
followers... for their own political agendas... Heads of state or 

religious leaders from Tehran and Naplouse to Mogadisciu and Baghdad 
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find it convenient 

political 

is unfortunate that in our part of the world we are not more 
critical of such conduct... Out of cowardice 

shamefully silent 

fanaticism in general and Islamism in particular...\" 


\"Fallible\" 

Jean-Michel Thenard in left-of-center Liberation (09/18): \"How can 
the Pope repair an error when in fact 

have made an error? ... While regimes which are hardly democratic 
have a vested interest in manipulating the masses 

be assimilated to caricaturists: he holds political power and no 

one wants him to echo Bush\'s neo-cons in order to feed a clash 
between civilizations which has the looks of a crusade. The Pope is 
expected to preach coexistence between faiths. And while Islam 
should accept criticism 

confused with violence 


Middle East - Hamas-Fatah Agreement 


\"Good News? V" 

Jacques Esperandieu in right-of-center Le Journal du Dimanche 
(09/17): “Сап we trust Hamas? This is the 500 million euro 
question which the Europeans are asking themselves. They are 
tempted to answer in the affirmative... after the announcement of a 
Hamas-Fatah government of national unity... which followed on the 
footsteps of a document last June on Vnational entente\' and the 
tacit recognition of Israel... All players have a vested interest 

in the new agreement. Hamas 

understands 

itis in its best interest to compromise. President Mahmoud Abbas 
who has an opportunity to regain his leadership 

as well as on the international scene 

meeting with President Bush... And Europe 

appeasement to a region which is increasingly frightening is the 
best policy... Much remains to be done: but good news from the 
Middle East is so scarce that we need to speak up.\" 


Sarkozy to the U.S. - Chirac Annoyed 


\"Chirac Considers Sarkozy\'s Pro-Atlantic Stance VLamentable V" 
Antoine Guiral in left-of-center Liberation (09/18): V'As one 

listened to Sarkozy\'s speech in New York 

different visions of the world 

odds 

VSarkozy spoke to America using a different tone. He does not have 
that reflex reaction of anti-Americanism dear to many French 
politicians... Because of President ChiracYs speech at UNGA this 
week 

insisting that Sarkozy\'s meeting with President Bush did not 
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indicate a \'change\' in FranceVs policy... Y While the 
confrontation with the U.S. was a founding element in PM VillepinVs 
career 

most highly acclaimed results of the PresidentVs policies. Sarkozy 
says Moisi 

France\'s natural penchant for anti-Americanism.Y Something the 
opposition immediately picked up on: Laurent Fabius said on 
Saturday that VFrance did not need to be led by someone whose 
program was based on being the U.S. President\'s next poodle...V 
Since Thursday 

has denounced VSarkozy 

Bush. Chirac can\'t be far from thinking the same thing. V 


VAnti-Americanism: the Religion of Imbeciles. V" 

National Assembly Representative Pierre Lellouche in left-of-center 
Liberation (09/18): V'Interior Minister Sarkozy\'s visit to the U.S. 
celebrated a profound alliance 

seven months from a presidential election 

French elites enjoy cultivating anti-Americanism as a national 
religion 

our solidarity with the Americans on this 5th anniversary of 9/11? 
... The dictatorship of Vthe French-style politically correct 

such that to admit to being a friend of the U.S. has become a sort 
of Vpolitical error... France is a great nation 

French like Coke 

so low that it needs to define itself as America\'s opponent. This is 
why anti-Americanism is the nationalism of imbeciles...\" 


Non-Aligned Summit in Havana - Anti-Americanism 


\"Non-Aligned\" 

Left-of-center Le Monde in its editorial (09/18): \"Originally 
non-aligned wanted to stay at equal distance from the two blocks 
which dominated the world 

since the 90s 

hostility towards the U.S. In Havana 

federate the summit around anti-Americanism. But his task is 
difficult because 

leaders are ready to denounce\' America\'s Vhegemony 

all ready to break their ties with Washington... Many conduct 
liberal policies in their countries 

subsidies and have adopted to moderate their criticism of the U.S. 
They managed to eliminate from the Havana resolution the harshest of 
the texts on Iraq and Israeli policy... But one issue does unite 
them: the UN reform and their desire to VdemocratizeV the 
international organization 

Which is why the much needed reform of the UN is not about to 
happen." STAPLETON 
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the political leadership and the security establishment regarding 

the campaign in the north." The Government Review Committee will be 
chaired by retired Judge Eliyahu Winograd and will include two 
reservist major generals - Menahem Einan and Haim Nadel 

two academics - law professor Ruth Gavison and professor of public 
administration Yehezkel Dror. Acting Justice Minister Meir 

Sheetrit 

stated publicly that the Winograd Committee will enjoy many of the 
powers of a state commission -- specifically in regard to 
subpoenaing witnesses and taking testimony under oath. Even with 
such powers 

recommendations rather than prosecuting individuals. 


2. Summary Continued: This cable contains our analysis of the 
current principal differences between a \"Government Review 
Committee" and a formal \"State Commission of Inquiry 

on a reading of the relevant laws and expert opinion from the Office 

of the Legal Advisor to the Knesset. Opposition leader Binyamin 
Netanyahu and others -- including demonstrators in downtown Tel Aviv 
-- continue to voice support for a state commission named by the 
Supreme Court President rather the committee named by Olmert 

only three ministers in OlmertVs cabinet did not vote for the 

Winograd Committee. End Summary. 


3. The points below pertaining to the Government Review Committee 
are derived from the provisions of the Government Law of 2001 and 
the Law on Committees of Inquiry of 1968. 


-- The members of the review committee are appointed by a government 
minister (NB: the PM in this case) and headed by a retired judge 
(NB: in this case Winograd). 


- The mandate of the committee is to be drafted by the appointing 
minister (NB: the PM in this case and it was reported he has asked 
for assistance from the Acting Minister of Justice). 


-- At the request of the appointing minister and with government 
approval 

may exercise powers similar to those of a State Commission of 
Inquiry in regard to summoning of witnesses and taking testimony 
under oath -- including testimony from the PM. 


— The minister who appoints the committee is obligated by law to 
bring its findings before the government. 
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A State Commission of Inquiry 


4. The points below pertaining to the State Commission of Inquiry 
are derived from the provisions of the Law on Committees of Inquiry 
of 1968. 


-- The head of the Supreme Court (NB: newly named President Dorit 
Beinish) appoints the members (normally a three-person panel) and 
names the chairperson. 


- The mandate is determined by a decision of the government. 


-- A State Commission of Inquiry is empowered more extensively than 

a Government Review Committee in regard to subpoenaing of witnesses 
and evidentiary procedures (e.g. 

obtain evidence -- unlike a Government Review Committee). 


-- The State Commission of Inquiry must draft a report on its 
findings and is authorized to add recommendations. This report must 
be submitted to the government. 


5. The following aspects are common to both the Government Review 
Committee and the State Commission of Inquiry: 


-- The findings 
(including recommendations regarding specific persons if such are 
made) are to be presented to the government. 


-- The report is to be published; however 

is authorized to withhold publication in whole or in part if this 

risks jeopardy to state security 

interests 

of operation of an agency or body which has investigative powers 
under the law. 

-- A state commission is required to provide evidence to any 
individual or the family of any dead individual whose reputation may 
be impugned by its investigation -- a time-consuming 
integrity-preserving requirement that is apparently also required of 
review committees as well. 


-- The committee/commission is authorized to publish the minutes of 
its hearings in whole or in part. (NB: The cabinet communiqu of 
September 17 noted that the minutes of the committeeVs discussions 
and any other materials will be entrusted to the State Archives.) 


-- The findings and recommendations of the committee/commission may 
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not be used as evidence in any legal proceeding. 


-- The government is not bound to adopt or implement the committees 
recommendations. 


— In the event that operative recommendations are made by the 
committee and are not acted upon by the government 

filed with the Supreme Court by an individual or organization (such 
as the Movement for Quality Government which organized the 
demonstration in Tel Aviv on September 9 to demand a State 
Commission of Inquiry). 


-- If the Supreme Court sees fit 

legal perspective (not a political or public interest perspective) 

itis empowered to order implementation of the recommendations of 
such a report. 


-- Such a directive by the Supreme Court would require compliance on 
the part of the government. 


6. Since the mandate of any committee determines in large measure 
its powers and possible findings 

far the Winograd Committee falls short of the scope and authority of 
a State Commission of Inquiry - or how far back the committee will 
look into the history of events preceding the most recent Lebanon 
War. Press reports suggest that it will limit its work to the 

period since Israeli withdrawal from Lebanon in 2000. However 
OlmertVs Foreign Policy Advisor Shalom Tourgeman told the Ambassador 
September 14 that the Committee will be allowed to look all the way 
back to the 1996 Grapes of Wrath period. 

JONES 
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to the boulevard in front of the Presidential Office. 

Despite a few isolated incidents on Saturday 

were deployed throughout the weekend in sufficient numbers to 
maintain law and order. End Summary. 


2. (C) On Friday evening 

participants marched from Ketagalan Boulevard 

Presidential Office and residence 

Railway station. The first wave of the \"Besiege the City" 
procession moved out at 6:00 PM and reached the station at 
around 10:00 PM. Despite light rain 

people participated in the march 

miles. The crowd was enthusiastic but peaceful and included 
many urban middle class families and young people. Shih 
Ming-te 

tearfully before a huge crowd of supporters at the end of the 
march 

success for proving that the people have the will to V'clear 
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away corruption" and uphold democracy. Shih called on 
participants to \"keep on fighting" and again urged President 
Chen to step down. Following the march 

supporters continued their round-the-clock anti-Chen sit-in 
at the train station. 


3. (C) The pro-independence Taiwan Society 

from the DPP 

with its Formosa Sunrise\" rally at Ketagalan Boulevard on 
Saturday afternoon 

of 60 

bused in by the DPP from rural areas in central and southern 
Taiwan 

their 50s and 60s. Addressing the rally 

Secretary General Mark Chen stressed President Chen\'s 


SIPDIS 

determination to stay on until the end of his term in May 

2008. DPP Chairman Yu Shyi-kun 

characterized the anti-Chen movement as V'Chinese trampling on 
Taiwanese 

the red shirts worn by opponents of Chen to symbolize their 
anger with the President. 


4. (C) To avoid further inflaming the movement against him 
President Chen did not attend the \"Formosa Sunrise\" rally. 
In visits to Penghu and Nantou counties over the weekend 
Chen was greeted by small numbers of red-clad protesters with 
thumbs-down signs 

step down. Premier Su Tseng-chang and Taipei mayoral 
candidate Frank Hsieh also did not attend the Saturday rally 
Hsieh citing his mayoral campaign and Su stressing his 
responsibility for public security. Vice President Lu was 
pointedly invited by the organizers to stay away 

in reaction to suspicions that she was exhibiting only 
lukewarm support for President Chen. 


5. (C) The \"Depose Chen!" sit-in will continue at the train 
station until September 20 

Boulevard in front of the Presidential Office. Campaign 
organizers have scrapped plans for \"anti-Chen\" rallies in 
other major cities and for a series of additional marches in 
Taipei in order to conserve financial resources and to help 
calm emotions that led to some isolated incidents between 
anti-Chen and pro-Chen supporters on Saturday. Pro-Chen 
forces 

September 20 

large-scale rallies 

returning the boulevard V'back to the people." Shih shows no 
sign of giving up his protest 

there is now talk of trying to mount a major demonstration to 
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coincide with Taiwan\'s national day celebration on October 10. 


Comment 


6. (C) The curtailing of some marches and rallies planned 
for the week 
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residents and commuters 

in the ongoing battle. The return of ShihVs sit-in to 
Ketagalan will provide another opportunity to try to bring 

out anti-Chen protesters en masse. The upcoming anniversary 
celebration in Kaohsiung of the DPPVs founding at the end of 
the month presents an occasion for pro-Chen supporters to 
express their views. So far 

seem to be shaking the President's support base. Instead it 
is stimulating most in the DPP and its allies to rally 

around 

challenge 

when the prosecutor completes his investigation into the use 
or misuse of Presidential Office special funds and related 
issues. 

YOUNG 


78761 

“Ambito Financiero 

on yesterday\'s press round with Jane Skanderup 
Center for Strategic and International Studies. 


2. OPINION PIECES AND KEY STORIES 
- VThe US urges to fully honor the rule of law" 


Conservative VLa Prensa" reports (09/15) “Тһе head of the US South 
Command 

only be obtained by honoring the Vrule of lawY and that Vpoverty 
corruption and inequality are major challenges. During a forum on 
competitiveness of the region in global economy 

underscored that Vmoney only goes where safety prevails 

is honored 


VDuring the Tenth Conference of the Americas 
The Miami Herald newspaper 
security is the cornerstone of economic security.V 


\"Craddock underscored that Vthrough the reinforcement of public and 
national security 
capable of encouraging investment and promoting economic 
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development." 


- V(US) Senate defies Bush\" 


Liberal 

(US) Senate committee rebelled against President George W. Bush 
yesterday 

foreign terrorism suspects and repair a US image damaged by harsh 
treatment of detainees. 


\"Hours after Bush went to Capitol Hill to urge fellow Republicans to 
back his proposals for putting terrorism suspects on trial 

divided Senate Armed Services Committee approved its own bill which 
it said would meet demands of the US Supreme Court that struck down 
Bush's original plan. 


\"The committee also resisted Bush\'s bid to more narrowly define the 
Geneva Conventions standards for humane treatment of prisoners 
which Bush said was essential to enable the CIA to elicit valuable 
information from detainees. 


V... Some lawmakers say they fear the practices put US soldiers at 
greater risk of harm or abuse if they are captured in conflicts 
overseas." 


-\"US expert is concerned about increasing business with China V' 


Leading \"Clarin\" reports (09/15) V'After a tour to several Latin 
American countries 

Center for Strategic and International Studies 

trade ties between the region and China 

played by the Asian giant in the growth of Latin American economy. 
Perhaps 

situation... 


\"She advised to get ready for uncertain times 
its industrialization for 20 more years 
will not remain high.V 


V... Skanderup highlighted that Washington is concerned not only by 
Venezuela\'s entry into Mercosur 

China\'s decision to reach a trade deal with Mercosur could imply 
Paraguay breaking its diplomatic ties with Taiwan.V 


- VChina and India\'s markets pose advantages as well as dangers\" 


Natalia Labruna 

\"InfoBae 

(Comision Economica para America Latina y el Caribe) (Economic 
Committee for Latin America and the Caribbean) 

V2005-06 Panorama of Latin America and the Caribbean\'s international 
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insertion 


considerably increased during the last 15 years... 


VJane Skanderup 

Strategic and International Studies 

Latin American policies towards China and their impact on US 
interests. 


V According to the expert 

problem is the way Washington assumes China\'s influence in the 
region. Skanderup asserted that Vthere is consensus in the US to 
incorporate China because the US would certainly benefit from 
China\'s success in the region.V 


V... The US is concerned that Chinese investments come to Latin 
America not only for commercial reasons but for political 
motivations 

productive. 


V... Skanderup pointed out that two of the regional issues that 
raise Washington\'s concern are Venezuela\'s incorporation into 
Mercosur (due to Chavez\'s political figure) 

bring to democracy. VMercosur needs to keep up with globalization 
and not get distracted with political goals.\' She also said that the 
US is interested in Latin Americas stable development and it is 
concerned that \'China\'s presence could be a negative influence in 
the region given the fact that it is not a productive democracy. V 


- VThe US is concerned about China\'s advance" 


Martin Kanenguiser 

Nacion 

Pacific Forum 

USG is concerned about China\'s political influence 

that Argentina and Brazil granted the market economy status to it 
without too many guarantees about receiving investment. 


V During a press round 
ties between Latin America and China will turn against US 
interests. 


V... Asked whether the US concern is political rather than economic 
Skanderup answered Vit is clear that China has interest in the 
region in the long term 

the region will receive a lot of money in the short run and 

case 


VAsked whether the US perceives China as a threat 
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underscores \'We do not perceive it as a threat but it worries the US 
because Latin America has weak democracies 

drug trafficking 

In theory 

although perhaps it does not always show it. V" 


- WArgentina and Brazil lost with China VV" 


Business-financial V'Ambito Financiero" reports (09/15) V'Jane 
Skanderup 

International Studies 

long term 

a false expectation to think that billions of dollars will arrive 
overnight. Argentina and Brazil obtained nothing but promises in 
exchange for declaring China a free market economy 

did lose something...V 


Y... WashingtonVs main concern is that investment is decided on the 
basis of political rather than economic reasons. This is why the US 
hindered the purchase of Chevron (Oil Company) by the Chinese state 
oil company. This could be applied to other Chinese investment in 
Latin America. 


\"\'Weak democracies are new and weak 

the long term is uncertain and there are problems such as traffic of 
people 

China could have reasons to enter the region 

exploit those shortfalls for its own purposes.V 


V... Washington is also concerned that China\'s political entry in 

the economy of the region could be more important than the economic 
entry 

saw this when Argentina and Brazil accepted China as a free market 
economy; in return 

make.Y 


V... VLatin America should use part of the revenues from China\'s 
high demand to invest in long-term 


there is being criticism that this is not happening. V" 
- VThe US is concerned over Beijing\'s influence in Latin America" 


Sergio Serrichio 

business-financial VEI Cronista 

Skanderup 

Studies 

VconcernedW about Chinas increasing influence on Latin America. 
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VAccording to Skanderup 

trade and business China is establishing in the region are 
influenced by political rather than economic motivations. She 
pointed out that 

government or have a State majority capital 

logic that differs from that of a market economy. 


VSkanderup said that Latin American countries should keep up with 
globalization 

by political issues. As an example 

incorporation into Mercosur 

dialogue with Mercosur is limited by Paraguay\'s acknowledgment of 
Taiwan 

change Paraguay\'s opinion. In return 

aspiration to become an IDB member 

regional influence and monitoring. 


Y... The expert pointed out that last April 
Secretary for Western Hemispheric Affairs 
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to Beijing to participate in the fist dialogue between the US and 
China on Latin America 

However 

in Latin America lately and that Washington needs Vto be sure that 
we agree about the situation. V 


3. EDITORIALS 
- VWorld security expenditures" 


Leading \"Clarin\" editorializes (09/15) V'The remarkable increase in 
world security expenditures is another consequence of the September 
11 attacks... However 

of safety. 


V... The increase in security expenditures in detriment to social 
expenditures may well contribute to deepening malaise and 
frustration 

security problems. 


VIn sum 

symptom. This is at odds with an effective strategy that will offer 
not only preventive measures or military (or police) responses but 
will tackle the multiple reasons for international lack of safety." 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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Feltman also reminded Aoun that the US takes seriously its 
legal obligation under 1701 to prevent the smuggling of 
weapons into Lebanon 

to Belgium 

Minister Siniora 

presidential election. (See septel for the Ambassadors 
one-on-one conversation with Aoun at the end of this 
meeting.) End Summary. 


AOUN DENIES FINANCIAL LINKS 
TO HIZBALLAH 


2. (C) Ambassador Feltman and econoff met on 16 September 
with General Aoun and his son-in-law and chief advisor 
Gebran. The Ambassador opened his meeting by delivering 
demarche points and citing (without providing names) 

earlier examples of Lebanese politicians who had been seen 
donating money to a terror-linked charity and who then had 
to go through a waiver process for obtaining visas to the 
United States even for official visits. In response to 

reports that FPM took Hizballah funding and distributed it 
among Christian areas damaged during the conflict with 
Israel 

cent" from Hizballah 

engineers had made an inventory of damages for Hizballah. 
Bassil interjected that Hizballah distributed 

reconstruction funds to a variety of southerners 

Shia. 


AOUN DENIES FPM SMUGGLING WEAPONS 


3. (S) The Ambassador reminded Aoun that the international 
community takes seriously the legal obligation under 1701 

to prevent the smuggling of weapons into Lebanon. We are 
actively looking for signs that any group -- not just 

Hizballah -- is bringing in weapons directly or via 
intermediaries 

such as Hizballah. Aoun responded that the FPM remains a 
strictly political organization 

are for personal protection of Aoun himself 

military or paramilitary use. Bassil said he was 

encouraged by US efforts to monitor and weapons smuggling 
and asked that the US reveal any evidence. Both men 
admitted they had heard rumors that other groups were 
smuggling weapons 

those rumors. 
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OPPOSITION TO UNIFIL 


4. (C) The Ambassador asked why Aoun had made such strong 
public statements rejecting UNIFIL deployment along the 

Syrian border. Surely as a former military commander 

must recognize that the LAF is not in any condition to 

patrol these border effectively on its own. Aoun explained 

that his opposition to UNIFIL stems from his expectation 

that Syria will seal its borders in response to a UNIFIL 

border deployment 

Lebanon cannot afford that 


AOUN IN BELGIUM 


5. (C) Recently returned from Belgium 

in addition to checking on his personal investments 

met with Belgian and UN officials on Lebanon 

Javier Solana on Iran. (See septel for AounYs comments on 
his Belgian trip to the Ambassador when the two met 
one-on-one at the conclusion of this meeting. Aoun 
acknowledged that he had hoped to mediate an exchange of 
the captive Israeli soldiers for Lebanese held in Israel.) 


MORE STRIDENT HIZBALLAH RHETORIC 
NOT AOUNVS INFLUENCE 
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6. (C) Responding to the Ambassador\'s question about why 
Hizballah statements were sounding closer to Aoun\'s 
statements 

conciliatory speeches directly following the conflict to 

more strident 

was not due to AounVs influence. He distinguished his own 
position from Nasrallah\'s 

formation of a new 

assume responsibility and inspire confidence and stability. 
He accused Hizballah of trying to split the government and 
cause doubt 

participation in a new government. 


ANTI-SINIORA RHETORIC HEARTFELT 
NOT POSTURING 
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7. (S) The Ambassador asked Aoun whether his personal views 
of PM Siniora mirrored the strident public criticism Aoun 
gives about Siniora. Aoun clarified that his personal view 
of Siniora is just as dim as his public statements. He 
accused Siniora of inability to follow through on any of 

his pledges before his promised deadlines. Aoun cited as 
examples of Siniora\'s failures the reversal of 
constitutional council 

to liberate detainees from Syria 

electoral law and the economic plan 

funding for post-war reconstruction. 


PLANS AHEAD: ANTI-SINIORA 
RHETORIC 


8. (C) Aoun appeared skeptical of Ambassador FeltmanVs 
point that Siniora\'s increased international credibility 
following his role during the conflict between Hizballah 

and Israel was important to rebuilding international and 
investor confidence in Lebanon. Aoun did not see evidence 
of the benefit to Lebanon from Siniora\'s stronger 
relationship with international partners. He indicated 

that his strong anti-Siniora rhetoric would continue. He 
claimed that he is not planning any demonstrations 
although he indicated that other groups may be planning 
street action. Aoun described his strategy ahead of the 
presidential election due before November 2007 as 
continuing rhetorical opposition to the government. 


AOUN NOT OPPOSED 
TO A POST-UNIIIC TRIBUNAL 


9. (C) The Ambassador asked Aoun for his views about the 
proposed special tribunal with international character that 
would be created to try any suspects in the murder of Rafiq 
Hariri. Aoun acknowledged that issue as being one of the 
reasons cited by the March 14 movement in refusing to 
create a national unity cabinet. But 

oppose the creation of a post-UNIIIC tribunal. Nor would 
he halt the creation of a tribunal if he was brought into 

the government 

\"the first person who called for an international 

tribunal. 


NO SHIA SPLIT 


10. (C) Aoun was skeptical that the fact that ministers 
allied with Speaker Nabih BerriVs voted with the Cabinet 
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recently against Hizballah\'s ministers were signs of a 
split in the Shia community 

peace but not in war" 


COMMENT 


11. (S) No doubt tipped off by his U.S. supporters who 
already had heard the U.S. concerns about FPM-Hizballah 
financial cooperation 

He calmly but firmly denied that the FPM had distributed 
Hizballah funds (extensive media quotes by FPM activists 
notwithstanding). We believe that Aoun has learned the 
seriousness of the U.S. concerns and will be more careful 
in the future 

this. He still does not seem to grasp the broader issue 
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though 

of the strong state that Aoun purports to want to build. 
Whatever Siniora\'s faults and his political differences 
with Aoun 

the same way that Aoun\'s Hizballah allies do. But 
unfortunately 

problem 

links. 
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PROGRESS 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 


SUMMARY 


1. (S) Ambassador Feltman and econoff met on 16 September 
with UNIIIC head Serge Brammertz to discuss progress on the 
investigation ahead of the progress report due 29 September 
and UNIIIC investigator Peter Nicholson\'s visit to 

Washington later this month. Brammertz was preoccupied 
with the administrative requirements of UNIIIC 

the Hizballah-Israel conflict had not slowed progress in 

the investigation 

forward quickly with a tribunal 

to leave UNIIIC when his already extended term expires in 
December. While Brammertz did not preview the content of 
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next report 
progress of the investigation. End Summary. 


CONFLICT HINDERED INVESTIGATION 
LESS THAN UN BUREAUCRACY 


2. (C) Brammertz proudly announced that the conflict 
between Hizballah and Israel had not decreased Syrian or 
Lebanese cooperation or slowed progress in his 
investigation. Although Brammertz is still seeking 
security assurances 

Cyprus 

move should be completed by the end of September 
Brammertz plans to keep copies of the evidence and findings 
in Cyprus for security reasons. Surprisingly 
administrative issues as his largest obstacle 

30 to 40 percent of his time as spent on administrative 
issues such as hiring more investigators 

housing for his staff 

restrictions. He is currently operating without a Chief of 
Staff 


3. (S) Brammertz hopes the investigation can conclude by 
June 2007 

take an additional 2 or 3 years. He cited a 20 percent 
vacancy rate at UNIIIC and an overwhelming number of 
investigative leads as reasons for the slow progress 
described the pace as similar to an investigation in 
Europe. 


GOL SAY THEY ARE MOVING 
QUICKLY TOWARD A TRIBUNAL 


4. (C) Some of BrammertzVs efforts to increase his staff 
may be in preparation for the creation of a tribunal; using 
the existing investigative staff as the core of a tribunal 

he said 

that in his meeting with Prime Minister Siniora the 

previous day the PM said that he hopes to have Cabinet and 
Parliamentary approval for the tribunal before November 
enabling implementation of the tribunal beginning early 
next year. While Bramertz saw no evidence that either the 
GOL or UN had made progress finding a location or funding 
for a tribunal 

transition to a tribunal would have a symbolic effect 

if he could at this point give only a 50 percent chance 

that the tribunal might end with a conviction. He cited 

the trial of Slobodan Milosevic in the former Yugoslavia as 
an example of a tribunal successfully run without the prior 
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completion of an investigation. 


BRAMMERTZ MOVING ON 


5. (S) Brammertz said he will not seek a second extension 
of his term at UNIIIC 

possible reason he is laying the administrative groundwork 
for transition to a tribunal early next year. While 

Bramertz will return to the ICC 

staff will remain with UNIIIC. Asked by the Ambassador 
said that he could not expect member states of the ICC to 
tolerate his prolonged absence 

resign from the ICC. 


INVESTIGATION SPECIFICS: 
VCLOSING DOORS!" 
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6. (S) Brammertz said that his next report will include V'no 
revelations\" 

has confirmed some of UNIIIC\'s earlier conclusions and 
closed some avenues of investigation. Bramertz described 
how UNIIIC is gradually closing down some of its 20 
simultaneous avenues of investigation through a focus on 
forensics 

Brammertz described the importance forensic evidence from 
the perpetrator 

become the \"32 part man 

parts at the crime scene. Brammertz said new technology 
has increased the speed with which UNIIIC is able to trace 
phone records. Brammertz has used these phone records to 
pressure Syrian officials to admit relationships they have 
previously lied about having. As he has before 

eluded to a media connection 

on. Brammertz was pleased to admit UNIIIC is V'closing some 
doors 

While Bank al-Medina touches many Syrian and Lebanese 
officials 

with the Hariri assassination. 


7. (S) Brammertz said there has been no progress 
investigating the four generals already arrested. While 
there is still no solid evidence against General Jamil 
al-Sayyed 

involved or at least aware. He mentioned that Samir 
Shehadeh 
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has had no contact with the current commission team 
leading Brammertz to believe that his attempted 
assassination was motivated by a personal grudge or by 
Al-Qaida or a Palestinian organization. 


LIMITED INTERNATIONAL COOPERATION 
- FROM UNEXPECTED SOURCES 


8. (С) Brammertz described Syrian cooperation as 
Vgenerally satisfactory" and \"cautiously positive.V In 
particular he reported he has used phone records to 
pressure Syrian officials to admit relationships they have 
previously lied about having. However 

that he has not received answers to his request from nearly 
50 percent of countries. Two unnamed European countries 
had been particularly problematic 

expressed appreciation for US assistance. 
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quantities of weapons and ammunition 
guns\" sunk with the vessel. 


Tigers Use Talks to Distract 


2. (C) The Government of Sri Lanka (GSL) used the discovery 
of the LTTE weapons smuggling vessel to illustrate its point 
that the LTTE has used the ceasefire to strengthen militarily 
(ref C). Brigadier Samarasinghe told pol FSN on September 
18: V The LTTE is trying to create a ceasefire to strengthen 
and procure arms for future attacks after suffering 

humiliating defeats against the security forces." Defense 
spokesman Keheliya Rambukwella told the independent Daily 
Mirror: V The LTTE has opted for peace talks every time it was 
weakened by the security forces. This instance proves 

clearly that the LTTE was buying time to procure arms and 
strengthen itself" while expressing readiness for peace 

talks. Rambukwella added that the GSL would seek to amend 
the 2002 Ceasefire Agreement (CFA) to prevent the LTTE from 
using sea routes to rearm itself. An LTTE spokesperson told 
BBC on September 16 that the LTTE would not attend talks 
unless GSL security forces withdraw from Sampur 
Trincomalee harbor. (Note: Security forces gained control of 
Sampur on September 6 

periodically on Trincomalee harbor. The CFA did not clearly 
define Sampur as LTTE or government-controlled. Ref B.) 
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Civil Servants and Muslims Killed 


3. (C) Meanwhile on September 17 

on a vehicle carrying three employees of the GSL Ceylon 
Electricity Board (CEB) north of a Sri Lanka Army (SLA) 
checkpoint in Jaffna. One passenger died. LTTE cadres 
detonated a roadside bomb against security forces on foot 
patrol near Trincomalee 

the morning of September 18 

Vhacked to death by machete\" in the eastern coastal Ampara 
district 

Bay bridge 

FSN. Military and police sources blamed the LTTE for the 
murders and told us that the men had been renovating an 
irrigation sluice gate under the supervision of a Muslim 
contractor. A USAID contractor in Arugam Bay added that as 
many as four Sinhalese had been killed along with the 
Muslims 

cemetery dispute between Muslim and Sinhalese communities in 
the area. 


Comment 


4. (C) Comment: The Government remains fully committed to a 
ceasfire and peace talks as they reaffirmed to the Norwegians 
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(septel). But incidents such as these add to the pressure on 
the Government to take a tougher stance. The GSL is likely 
to exercise restraint 

UNGA 

LTTE commitment to the ceasefire. End Comment. 

BLAKE 
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investigators are said to be on the lookout for a Maoist couple from 
Nellore district of Andhra Pradesh: Raghu alias Srinivasa Reddy and 
Sudharani 

key role in the weapons manufacturing and transport. Seven persons 
including the proprietors of the lathes and foundries at the 
manufacturing site have been arrested. 


4. (SBU) DGP Sen also noted that conflict between the state police 
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and the Maoists had been bloodier in Andhra Pradesh in 2005 than in 
previous years. Maoists killed 186 civilians and 25 policemen in 
2005 while the police killed 82 Maoists. According to Sen 

increase in 2005 killings was due to government laxity 

failures during the last eight months of 2004 when the newly 
installed state government held peace talks with the Maoists. Those 
talks ended unsuccessfully and the police campaign against the 
Maoist was resumed. Sen believes that the Maoists are focusing on 
areas north of AP 

the tribal population is a fertile ground for Maoist extremism. 


5. (SBU) COMMENT: Criticized by opponents as trigger-happy and 
confrontationist 

Maoists. This was evidenced in July 2006 when the state police shot 
dead the State Secretary of CPI(Maoist) Madhav and seven others 
after a week of combing operations involving over 700 policemen 
including the elite Greyhound police force. (See reftel. The 

seizure of the rocket shells is a morale booster for the AP state 
police amid criticism that AP Maoists are now exporting terror to 
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with the greatest security needs. As important as these 
measures remain 

Afghanistan that cannot be filled simply by hiring more 
policemen and distributing the ANP to favor the most populous 
or at risk areas. Under current plans 

ill-equipped to respond to civil disorder and to provide 

credible police services in high-threat rural areas. In an 

effort to address these important gaps in the ANPVs 
capabilities 

Afghanistan (CSTC-A) recently developed a concept for an ANP 
VCivil Order Maintenance/Constabulary\" (COM/C) force. The 
COM/C would be under the control of the MOI 

target force size of 5 

1 

equipping an ANP COM/C to perform these essential tasks would 
require an initial investment of 130 million dollars and 

annual sustainment costs of 5.5 million dollars. We will 
pursue the concept in close coordination with the GOA 
Germany 

Summary. 
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2. (C/REL CAN) Ongoing ANP reform efforts are focused on 
removing corrupt/incompetent leadership 

quality of training and equipment 
\"rebalancing\"/augmenting the force in favor of provinces with 
the greatest security needs (specifically 

Uruzgan 

of the increasingly violent Taliban insurgency is becoming 
more difficult and costly. In fact 

directive issued by President Karzai in July has been 
significantly delayed by recruitment and discipline problems 
(i.e. 

unit). To date 

2 

the rebalancing directive 

hired by the end of September. An additional effort to 
increase the number of police in the South via the 
recruitment of \"auxiliary police\" (reftel) is ongoing as a 
pilot project in Zabul province. Even if these two programs 
(auxiliaries and rebalancing) are fully implemented 

police will be of only limited initial value as they will 

have only received minimal training in order to deploy these 
forces rapidly. 


3. (C/REL CAN) Developing a fully trained and professional 
police for use in riot control and deployment to 
Afghanistan\'s least secure districts remains critical to our 
success here. As was evident during the May 29 riots 
many here still see as a defining moment with respect to 
confidence in Karzai\'s government 

the capability to respond to civil disorder or emergencies. 
Additionally 

and firepower to provide effective police presence and other 
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services in remote rural areas threatened by heavily armed 
insurgents 

address these important gaps in the ANP\'s policing 
capabilities 

developed a concept for an ANP COM/C. 


Column 3 

4. (SBU) According to the CSTC-A concept 

have a dual mission of maintaining civil order in the cities 
while providing an increased police presence throughout the 
country. The COM/C would be under the control of the MOI 
and have a target force size of 5 

structure appropriate to the threat. The COM/C force 
structure would come from the Afghan Standby Police. The new 
force would be multi-ethnic 

recruited. Three of the COM/C units would be equipped to 
project a robust police presence in high threat rural areas. 
They would patrol from 13 forward operating bases (FOB) 
focused primarily in the South 

regions. The FOBs would be manned in either 200- or 400-man 
configurations. The fourth COM/C unit would be deployed in 
150-man units across the eight major metropolitan areas of 
Kabul 

Gardez 

trained and equipped to respond to civil disorder (i.e. 

riots) 

German Police Program Office (GPPO) has initiated a project 
that closely aligns with the riot control training. 


5. (SBU) CSTC-A estimates that training and equipping an ANP 
СОМ/С to perform these essential tasks would require an 
initial investment of 130 million dollars and annual 
sustainment costs of 5.5 million dollars. Under this 
concept 

(including SWAT vans) 

trucks 

infrastructure required at the 13 forward operating bases. 
It is projected that the first unit of about 400-500 
patrolmen would be operational within nine months 

2007. Standing up Kabul riot police and an initial 
deployment to the South would be the first priorities. The 
force would continue to grow as facilities and funding 
permit. 


6. (C/REL CAN) DCM and Polmiloff 

Commanding General BG O\'Brien 

Ambassador Frick and members of the GPPO on September 10. 
Frick said he recognizes that the situation in Afghanistan 

right now 

paramilitary-style element on a transitional basis 

he said Germany still looks forward to a time when 

Afghanistan can have a peacetime police force. While noting 
that Germany would prefer that the Afghan National Army (ANA) 
take on the task of securing remote districts 
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our explanation that the ANA is overstretched and fully 
committed to other duties. The ANA should not reduce its 
force structure to take on what is essentially a police 
responsibility. Frick said that he agrees in principle with 
the COM/C plan 

want to remain fully involved in the planning process. BG 
O\'Brien noted that a working group has already been set up 
for that purpose. (Note: Under the CSTC-A plan 

would be invited to provide police expertise for the Civil 
Order Maintenance 

Finally 

\"constabulary\" did not seem appropriate to the task 
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suggested new terminology 

O\'Brien said that the Interior Ministry is working on new 
terminology in Dari and we will change the name in English to 
reflect its decision. 


7. (C/REL CAN) In an earlier meeting with the GPPO 

Collins 

designed and drafted the COM/C plan 

importance of incrementally establishing the rule-of-law 
throughout Afghanistan. Insurgents and organized criminal 
gangs act with impunity in Afghanistan\'s hard-to-reach rural 
areas. PRT Commanders routinely report requests made by 
local elders for police presence 

their people and villages. The elders report intimidation 
harassment 

thugs 

explained to the GPPO that Germany\'s plan was good 
unlike the COM/C plan 

police service and rule-of-law issues. Afghanistan\'s porous 
borders cannot be controlled by the ANP Border Police alone. 


8. (C/REL CAN) The COM/C concept is still under development 
at CSTC-A 

endorsed by any members of the international community. The 
concept does meet a request from the Minister of the Interior 
for a force of this type to address the serious requirements 

the ANP face. Initial reactions from the Germans were 

largely positive 

such a force. We will pursue the concept in close 

coordination with the GOA 

players on police issues. The GOA\'s ability to respond 
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appropriately to civil disorder in urban areas and to provide 
AfghanistanVs rural population with credible 

professional police services is essential to support our 
security 

NEUMANN 
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chapter.\" On labor 

expressed his concern over Omanvs labor rigidities 

believed thwarted businesses from releasing non-performing 
Omanis. After a round of applause from the audience 
reaffirmed his commitment to the Omanization program 
expressed his openness to improving worker productivity. 


4. (SBU) Central Bank Executive President Hamoud Sangour 
al-Zadjali characterized Oman\'s banking sector as stable 
profitable 

Central Bank continues to remain conservative in its lending 
regulations and would work with the commercial sector on 
implementing Basel Il requirements. Zadjali said that Oman 
has no plans to open up the sector to Islamic banking 
interests 

face the same expenses for borrowing as other financial 
services." 


5. (SBU) Zadjali predicted that banks would consolidate as 
the GCC moved toward a single economy. He stated that 
forming a GCC monetary union by 2010 would be difficult 
noting that consensus was still needed on budget deficit and 
public debt ceilings 

reserves 

that the GCC governments were still debating the merits of 
forming a monetary council 

along the lines of a European Central Bank. 


6. (SBU) Comment. The event provided a rare opportunity for 
the private sector to pose unscripted questions to several 
cabinet-rank ministers 

and Communications and the Minister of Oil and Gas. One 
private sector contact appreciated the openness of the 
ministers 

to create a third LNG train on the basis of overly-optimistic 
information. Another key government contact told Econoff 
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that he appreciated the serious exchanges of dialogue that 
occurred in the opening sessions 


disappointment that the roundtable lost its sharpness as the 
day slowly turned into an exchange of congratulatory 
speeches. 

GRAPPO 
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expertsY conference 

Arab League ministerial session at UNGA 

seek \"player\" status in the region. Practically 

for UNSC 1701 will be bilateral and limited to an engineering 
battalion 

Lebanon-Syria relations 

cooperation in the Hariri investigation. Lavrov told the 
Syrians that the GOR would thoroughly investigate charges 
that Russian weapons were transferred to Hezbollah 

briefed PM Olmert on this V'serious approach." The MFA views 
a possible Palestinian unity government as vindication of 
engagement with Hamas 

practical to expect a new government to simultaneously 
implement the three conditions for Western recognition. 
Upcoming visits to Moscow this fall by UAE Crown Prince 
Mohammed bin Zayed 

opportunities for continued GOR activism. End Summary 


2. (C) In a September 15 meeting 

the Middle East and North Africa Sergey Vershinin provided a 
readout of Foreign Minister Lavrov\'s whirlwind September 7-9 
trip to Beirut 

undertook the swing with two overriding objectives: (1) to 

spur implementation of 1701 and (2) to assess 

the Israel-Lebanon war 

\"universal\" peace process diplomacy. 


3. (C) In Beirut 

-- specifically 

Sallukh 

was out of town. While recognizing the Lebanese Christian 
argument that Hezbollah\'s popularity was damaged by the war's 
destructiveness 

and calculated that any dip in domestic support was offset by 
his improved standing in the Arab world. From a local 

player 

agreed with Sinoria 5 assessment that disarming Hezbollah 
could only be done within a Lebanese political compact 
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without interference from the international community. 
Vershinin praised the \"mood\" among Sinoria and his advisers 
to push disarmament 

\"sharp\" action would precipitate civil war. It would be an 
easier process if Hezbollah were an outside force -- if it 

were a question of blocking Iran or Syria; however 

Hezbollah\'s indigenous standing meant that dialogue would be 
key to any resolution. Vershinin repeated the GOR\'s 
conclusion that there was no significant Iranian choreography 
of the war: V'ideological closeness 

never.V Iran benefited by the international community\'s 
attention towards Lebanon and away from questions of nuclear 
proliferation 

having masterminded events. 


4. (C) In response to reftel (A) points on maintaining 
momentum in Lebanon 

GOR delegation\'s dismay over the extent of the destruction of 
civilian infrastructure 

Israeli attacks in the days immediately preceding the 

ceasefire. He noted that the GOR was committed to full 
implementation of 1701. While both the GOL and UN requested 
GOR participation in UNIFIL-2 

300 military sappers/engineers in a bilateral capacity to 

assist in the reconstruction effort. Finance Minister Kudrin 

will attend the September 18 WB/IMF discussions in Singapore 
but Vershinin signaled that it was unlikely that the GOR 

would commit to more humanitarian assistance beyond the four 
cargo loads already provided. Under consideration would be 
additional de-mining support. 


5. (C) Noting GOR efforts to encourage direct 
Lebanese-Syrian negotiations over Shabaa farms would not 
resolve the broader question of peace between Lebanon and its 
neighbors 

\"universal\" effort aimed at negotiating a comprehensive peace 
was required 

Vershinin argued that this round of peace should attempt to 
\"attract\" Iran to the negotiating table 

negotiated outcome would be stable and enduring. 
Acknowledging US resistance to this proposal 

replied that V'if Iran has influence 

Vershinin pointed to the presence of a million Russian 
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speakers in Israel 

rocket attack in Haifa 

activism. There were numerous Jewish organizations in Russia 
who sought to deepen GOR engagement in the Middle East. 
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6. (C) The GOR found Asad confident and pragmatic in the 
aftermath of the war. Asad told the GOR that this should be 
Vthe last wan" in the Middle East and that Syria sought a 
universal settlement 

for contacts and negotiations. The GOR conveyed this to PM 
Olmert 

indicative that Israel may be preparing a Syria track. 

Olmert 

renewed effort with Syria. 


7. (C) Asad 

normalizing relations with Lebanon and told the GOR that he 
was prepared to host Sinoria 

on dates. Vershinin defended high-level engagement with 
Syria as essential 

process player. If Syria was not constructive 

argued 

had pressed Syria to cooperate fully in the Hariri 
assassination investigation 

on what message had been passed to Syria on halting support 
for terrorism against Israel. Vershinin merely stressed that 
the only GOR-Palestinian contacts on this trip were with 
Abbas. 


8. (C) The GOR told Syria that it would need to undertake a 
comprehensive investigation of Russian weapons supplied to 
the SARG 

Hezbollah. Syria reacted positively to the investigation 

within the context of examining how to revive \"normalized\" 
trade relations -- including military-technical ties -- in 
accordance with international obligations. Vershinin had no 
details to add on the status of the GOR investigation 

to underscore that the GOR had adopted a \"very serious" 
approach that had been briefed to PM Olmert. 


9. (C) Despite the allegations over the illegal arms 
transfers to Hezbollah 
with Israel were good 
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dialogue with the GOI than with many others in the region. 
The weapons controversy 

October 15 visit of PM Olmert to Moscow 

visit by Foreign Minister Livni and an ongoing security 
channel dialogue. Vershinin again underscored the bilateral 
component of the relationship 

former residents of the Soviet Union constituting a Russian 
street" that energized relations. The trip will focus on 
bilateral ties 

develop concrete initiatives rather than organize \"just 
another friendly visit.\" 


10. (C) The GOR concluded that Olmert\'s difficult domestic 
predicament ultimately will translate into greater 

receptivity on rejuvenating a universal peace initiative. 
\"Unilateral disengagement is dead 

\"Olmert is not excluding any alternative policy initiatives 

at this stage. V' Olmert told Lavrov that it would be 

impossible to talk peace without the return of the Israeli 
soldiers 

Vershinin noted 

and Iranians (to no apparent effect 

underscored Russian responsiveness to the GOI request in his 
mid-September meeting with Western analysts). Since (at 
least in Russian eyes) Olmert lost militarily 

believes that the Prime Minister is looking for a diplomatic 
Success. 


11. (C) While Vershinin acknowledged the GOI \"allergy\" to 
an international peace conference (with the Israeli Embassy 
here telling us they threw cold water on the concept) 

GOR has decided to read the absence of a categorical 
rejection as a yellow light for the GOR to continue to flog 

its proposal. The concept of a conference 

insisted 

for a Vone-day show 

process that would renew all three tracks to a comprehensive 
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peace. That said 

proposal 

by Putin during his May 2005 Egypt visit 
kicked around within the MFA 

shoulder. 


l2. (C) The GOI Embassy tells us that most of the focus of 
the GOR visit was on Lebanon 

limited given the preponderance of time spent in a 
Lavrov-Olmert one-on-one session. They described the visit 


Column 3 

as less operational 

GOR pushing for the resumption of a Syria track and demurring 
on any stationing of international peacekeeping troops along 
the Syrian border. 


13. (C) Lavrov\'s swing through the region has swung the MFA 
behind the Arab League concept of a ministerial session on 

the margins of UNGA. It was important 

demonstrate to the region that the international community 

was not indifferent to the long-standing crisis in the 

region. Vershinin acknowledged that the Quartet meeting on 
September 20 could play this function 

meeting would be focused more narrowly on how to respond to 
the possible unity government between Fatah and Hamas. 


14. (C) Should a unity government materialize 

made it clear that the GOR would seek to take credit for the 
development 

communication with both Fatah and Hamas. Vershinin 
reiterated that there was no legal impediment to engaging 
Hamas 

terrorist organization. The Palestinian factions 

maintained 

were looking for a way out. Vershinin previewed GOR 
arguments that would favor easing the requirements for a 
unity government to be recognized by the international 
community 

three conditions (to recognize Israel and previously signed 
peace treaties 

unrealistic. While a unity government would not answer 100 
percent of the international community\'s concerns 
maintained 

needed to negotiate a way forward. Vershinin took on board 
our reiteration that all three conditions would need to be 
satisfied by Hamas before the US could recognize a unity 
government. 


15. (C) Lavrov\'s whirlwind trip to the region was 
overshadowed by the visits of PM Blair and UNSYG Annan 
Russian activism will continue. As Russian lobbying for a 
conference 

continues to seek \"player\" status in the Middle East 
simultaneously embracing the Quartet process 
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an Arab League ministerial to assuage Arab allies. If a 
Fatah-Hamas unity government becomes a reality 

continue to press back against GOR instincts to shrink or to 
accept a phased implementation of the core conditions 
governing western recognition of Hamas. In addition to the 
mid-October visit of Olmert 

Prince Mohammed bin Zayed on September 19 and Egyptian 
President Mubarak on November 2. 

BURNS 
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SOMETHING! 


Classified By: Ambassador Patricia A. Butenis 


1. (5) Summary. As Bangladesh\'s polarized political parties 

count down to the arrival of the Caretaker regime in late 

October 

Australian colleagues 

promote dialogue between the opposition Awami League and the 
ruling Bangladesh Nationalist Party. At this point 

main interlocutors (PLEASE PROTECT) -- Presidium Member Kazi 
Zafarullah and Home Minister Babar -- are saying and mostly 
doing the right things 

start in the near future. 


2. (S) While it is very much an open question whether either 
party wants compromise 

intentions of both sides 

Awami League. In addition 

dialogue underscores our neutral posture and deflects 
frequent Bangladeshi appeals to us to sort out \"the two 
ladies\" to avert what many fear will be an exceptionally 
violent and volatile campaign period. There is also a 
possibility that the two parties will ultimately blink on the 
boycott issue and need a face-saving mechanism to step back 
from the brink. End Summary. 


3. (S) Two weeks ago 

private meetings and telephone calls with Awami League 
Presidium Member Kazi Zafarullah and Home Minister of State 
Lutfuzzoman Babar to promote the concept of inter-party 
dialogue. With Zafarullah 

League president Sheikh Hasina 

Awami League\'s actions and statements create the perception 
at home and abroad that it is disinterested in dialogue and 
committed instead to confrontation and street action in 

pursuit of a highly-ambitious and risky political agenda. 


4. (S) Rather than focusing on protocol or on the 
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personalities of a BNP negotiating team (as when PM Zia 
offered parliamentary dialogue on reforms last May) 
Ambassador said 

political problems require political 

solutions and that the V'two ladies\" would be the ultimate 
arbiters. Zafarullah agreed that this approach was logical. 
With Babar 

Tarique 

out to the opposition 

playing field 


5. (S) A proposal for a small dinner at the Ambassadors 
residence was moving forward when Babar said his party had 
decided that it wanted first to see the outcome of a parallel 
proposal for the two parties\' secretaries general to talk to 
each other 

exasperated by strikes and uncertainty. However 

League\'s Abdul Jalil was away in South Korea 

returned his BNP counterpart 

hospitalized with an unknown illness. Thus 

permutation is for BNP to designate a substitute for Bhuiyan 
who would then meet with Jalil to explore areas of possible 
compromise. 


6. (S) Our contacts with Babar and Zafarullah are 
closely-held 

occurred against the backdrop of negative and positive 
statements from the V'two ladies 

League\'s continuing program of street actions demanding the 
replacement of the Chief Election Commissioner and the 
presumptive Chief Caretaker Adviser. On September 17 
charged that BhuiyanVs hospitalization is a ruse to avoid 
dialogue. PM Zia 

to ruin the election and plunge the country into chaos 
affirmed an openness to dialogue which 

should not be misinterpreted as a sign of weakness in the 
face of Awami League pressure. 


7. (S) Comment: The good news is that we have effectively 
engaged Zia and Hasina on the issue of dialogue and that 
neither one of them wants to be seen as an obstacle to that 
effort. At least privately 

the desirability of compromise and that neither side 

Jalil\'s words 

Canadian 

points on dialogue with their own senior Awami League and BNP 
contacts to demonstrate that our concerns have an 
international dimension. Public reaction to these efforts 
reported with varying degrees of accuracy in the press 

been generally receptive since Bangladeshis are desperate for 
any opening to reduce violence and acrimony during the 
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election. The recent NDI assessment team\'s hard-hitting but 
balanced conclusions have helped reinforce the USGVs 
credentials as a concerned but non-partisan party. 


8. (S) The key challenge is to persuade the two parties that 
it behooves their own interests to step back from 
confrontation just as the campaign struggle should be 
starting in earnest and the Awami League shows every sign of 
escalating its street campaign. It is a very open question 
whether either party leadership is genuinely interested in 
dialogue or compromise 

already occupies a strong electoral position and the Awami 
League because it is wary of legitimizing an electoral 
process that 

following General Ershad\'s apparent move to join the BNP. 


9. (C) In addition to clarifying the Awami League\'s actual 
intentions 

compromise and a democratic outcome 

Bangladeshi appeals for the USG to sort out V'the two ladies 
a structure of inter-party dialogue could provide a 
face-saving mechanism for the two parties to step back from 
the brink. Ironically 

parties into compromise is an opposition boycott: BNP fears a 
boycott would produce more violence 

legitimacy 

in the eyes of many AL leaders 

political poison pill. 

BUTENIS 
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back\" of these units. End summary. 


Security situation in eastern Afghanistan 


2. (C) Though southern Afghanistan continues to grab 
the headlines 

and Nuristan 

north and Nangarhar (with the major city of Jalalabad) 
to the south 

have long provided refuge to both homegrown insurgents 
and a handful of foreign fighters. Operation Mountain 
Lion (OML) 

and US-led Coalition Forces (CF) during April and 
early May 2006 

(TB) and elements of Gulbuddin Hekmatyar 
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Hezb-e Islami (HIG). Since then enemy forces have 
been attempting to regroup. They continue to attack 
CF 

Border Police (ABP) 

as well as ANA forces 

Kunar into neighboring Nuristan 

a number of groups including HIG and Lashkar-e Taiba 
(LET). Long-term objectives are: rooting the enemy 
out of Nuristan 

Pakistan 

well as in Kunar. 


Shortage of Afghan police 


3. (C) Like many provinces in this country 

and Nuristan lack adequate ANP forces. Kunar has only 
about 40 ANP patrolmen in each of its 14 districts 

and about half that force guards the police 
headquarters in each district. The remaining 20 
patrolmen police the rest of the district 

range in size from approximately 100 sq km (Marawara) 
to over 300 sq km (Manogai/Pech). Nuristan has 40 or 
50 men in each of its eight districts 

districts are larger and less densely populated. The 
two provinces 

undermanned ABP and 

Nuristan 

(ANA) presence. ANP forces are poorly paid 

heavy weapons to fight off the enemy 

chronically short on ammunition 

carrying just 120 rounds for his AK-47. The police 
forces in Kunar and Nuristan are overstretched. 


Kunar and Nuristan Militias established in late 2005 


4. (U) Last autumn 
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received permission from the Ministry of the Interior 
(MOI) in Kabul to hire one thousand \"auxiliary\" forces 
to beef up security in his province 

temporarily. This now means that each district has on 
average sixty tribal militia members. Their mission 

in most cases is to guard road checkpoints 

ANP the freedom to conduct more patrols. Six to ten 
males man each post 

two kilometers of road in Kunar. In addition 
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Governor Mohammad Tamim Nouristani got the green light 
in late 2005 to hire 200 \"auxiliaries\" for Nuristan 

all of whom have been deployed to the two border 

districts. Sixty \"auxiliaries\" are in Barge Matal 

the northeasternmost district 

are stationed in the southeastern district of Kamdesh 

a hotbed of enemy activity. 


5. (U) District governors in some places 

Sirkany and Narang (Kunar) 

(councils) to choose men from different tribes and 
villages to guard each checkpoint. In others 
Watapur (Kunar) 

select V'auxiliaries 

each other 

question. Two tribal elders must vouch for each 
candidate 

chief as well as the local branch of the National 
Directorate of Security (NDS) 

intelligence service. The provincial governor 

top MOI representative in the province 

forwards the auxiliary 

final approval. (Note: These salary payments are 
separate from those for regular ANP 

out of the Law and Order Trust Fund for Afghanistan 
(LOTFA). End note.) 


6. (C) Pay for the \"auxiliaries\" is 4000 afghani 
($80)/month 

Kunar has regularly been one or two months behind 
schedule. The governor of Nuristan complains that his 
remote province still has received no salaries at all 
for the auxiliaries since the program 

Each auxiliary 

anyone else 

almost invariably an AK-47 rifle. Militia forces in 
Sirkany state they are responsible for providing their 
own ammo 

he buys rounds for his auxiliaries on the local 
economy 


7. (U) The thousand-man \"auxiliary\" force in Kunar 
and the 200 in Nuristan are not unified under the 
command of a single tribe or really under any one 
government official for that matter. Command and 
control relationships are ambiguous. Each checkpoint 
has a commander who answers to both the district 
governor and police chief. 


Lack of uniform and communication leads to tragedy 
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8. (C) Coalition Forces (CF) find it difficult to 

tell the \"auxiliaries\" on the road from anti-coalition 
militias (ACM) 

recently. Neither the MOI nor the local government 
issues the militiamen official identification cards 

but some districts have taken it upon themselves to 
provide them temporary (and easily forged) documents. 
The checkpoint personnel do not have uniforms 

in some locations they try to dress in a similar 

fashion. On 20 Jun 06 
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in uniform 

main road in the unstable Pech River Valley to answer 
a distress call from an ANP squad. CF shot at the 
vehicle 

with hostile intent 

militia members 

the civilian driver. To avoid another tragedy 

and CF have been consulting over ways to improve 
communication and coordination with the auxiliaries. 
Provincial officials are planning to supply them with 
uniforms and have submitted a request 

that CF provide basic police training to them as well. 


Effectiveness of auxiliaries 


9. (C) Gauging the effectiveness of these 
VauxiliaryV forces is tough. On the one hand 

these auxiliaries seem to contribute little to 
increasing real security along even the small patch of 
road over which they are responsible. They readily 
admit that they will go out on a \"roving patrol" only 
when they get word that CF or ANA will be passing by. 
There are citizen complaints that the \"auxiliaries\" 
are corrupt. A number of IED incidents along the 
roads of Kunar have occurred within sight of auxiliary 
checkpoints 

the militias have been co-opted by the enemy. 


10. (C) On the other hand 

\"auxiliaries\" is an indication that the GOA is taking 
the security concerns of the provincial government 
seriously. District leaders in the two provinces say 
they believe that the militias 

they are with their areas and their inhabitants 

make vital contributions to security. CF commanders 
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note that the militias working on the Pech River 

Valley road turn in an average of two IEDs per week. 
Nearby villagers repelled an enemy attack on a 
checkpoint in southwestern Kunar 

their \"boys\" in the auxiliaries 

not have done if that position had been manned by CF 
or out-of-district ANP personnel. 


Comment 


13. (C) PRT Comment: It will be difficult to \"roll 
back\" the auxiliaries 

leaders want to protect this institution for political 
reasons. Funding of the auxiliaries is also an easy 
way for Kabul to defend itself against charges that it 
is not paying attention to the security requests of 
provincial governors. Kunar has been waiting for the 
go ahead from MOI to hire fifty more auxiliaries for 
each of the most restive districts. In Nuristan 
governor and Coalition Forces are hoping the MOI will 
avoid this growing headache by simply converting the 
200 auxiliaries in the east into regular ANP troops. 
Critics of the militias can only hope that that goes 
through 

militia members might not provide much in the way of 
actual security protection 

symbolize a projection (however minimalist) of the 
MOI 

Nuristan. And in the mean time 

the 20 June tragedy in Watapur 

train and better equip the auxiliaries 

greater legitimacy as well as making them an even more 
entrenched element of security in eastern Afghanistan. 
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14. (C) Embassy Comment: As noted ref d 

being taken on the national level to regularize 
\"auxiliaries\" like those in Nuristan and Kunar by 
putting them under the full command and control of the 
Mol 

training 

into the ANP. The focus right now is on the south 
rather than the northeast due to the need to direct 
energies to the areas where the insurgents are most 
active. Thus 

elements described by PRT Asadabad under full Mol 
control. In the meantime 


Column 3 

least provide a token degree of GOA power projection 
to be followed up later with a more regular 
formulation and eventually by a fully trained national 
police force. 

NEUMANN 
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Elsner out with cash. For the SPOe 

certainly a campaign gift 

FPOe and Greens. The Greens noted that the OeVP twice rejected calls 
to have Taus interrogated by the Bawag investigation committee 

said that this fact \"takes on new significance after the Taus-Elsner 
meeting. V 


Sharp SPOe Attacks on Public Prosecutor 


2. The SPOe sees a conspiracy between the OeVP and the public 
prosecutor investigating the Bawag affair. The party charges he gave 
details concerning contributions to the SPOe made by Wolfgang 

Fittl 

maintains this is a pending investigation of which no details ought 

to have been made public. 

Centrist daily \"Die Presse\" reports that SPOe spokesman Josef Cap 
spoke in this connection of a \"justice scandal\" - the public 
prosecutor was letting himself be manipulated by the OeVP 

Minister of Justice Karin Gastinger has rejected the charges. Ina 
letter to Federal President Heinz Fischer 

support in \"Maintaining the trust of the Austrian population in the 
Austrian constitutional state.\" However 

circulation daily \"Kurier 

attempt to drag him into the election campaign and his spokesman 
indirectly agreed with the SPOe criticism. 


Schuessel Demands Consensus on Town Sign Issue 


3. At the 120th anniversary celebration of the Carinthian FarmersV 
Association 

Carinthian Governor Joerg Haider follow the general consensus on 
town signs after the national elections. Schuessel also predicted 
the elections will be about more than political programs - they 

will be about \"personalities 

and political style.\" 


On the Brink of Civil War 


4. Gudrun Harrer 

Standard\" acted as Special Envoy of the Austrian EU presidency and 
Charge d\'Affaires of the Austrian embassy in Baghdad during the 
first half of 2006. Her report concludes that 

after the American invasion 
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point - inter-religious violence still prevails. 

The situation has gotten worse - that is the tenor of Gudrun 
Harrer\'s Iraq report. What has taken place is a shift in focus: The 
center of violence has moved away from the so-called insurgency 
toward inter-religious violence. In the wake of this development 
Baghdad 

where groups kill members of other groups. It\'s Iraqis against 
Iraqis now - the attacks on the Shiite mosque in Samarra in February 
was the turning point which led from a submerged to an open 
conflict. The political process 

has in a way made things worse 

suspect that the US is primarily interested in puling the Sunnis 
into its camp and that the price for that could be to give up 
protection of the Shiites. Therefore 

protect themselves with the help of militia. Under the government 
program 

Iraq steps back from the brink of civil war that will be difficult. 


Conservatives Come to Power in Sweden 


5. After 12 years of Social Democratic government 

for change: the conservative alliance headed by Fredrik Reinfeldt 
won 48.1 percent of the votes; the Social Democrats got 46.2 
percent. Current Prime Minister Gran Persson ahs already 
resigned. 

Reinfeldt\'s alliance 

Party 

promising the voters a tax reduction 

through cuts in unemployment benefits. Persson 

strong welfare state 

ideas. His failure is also said to indicate that Swedish voters want 
changes in the Welfare system 

Reinfeldt says he would privatize state-owned companies. Selling the 
state\'s share in enterprises such as Bank Nordea or the airline SAS 
could earn the government billions. Reinfeldt is also planning to 
bring Sweden closer to the EU - however 

about introducing the euro during the next four years. 


Provincial Elections in Germany 


6. The provincial elections in Berlin and Mecklenburg-Vorpommern 
(M-V) brought losses for the CDU of Federal Chancellor Angela Merkel 
in both provinces. The ruling Social Democrats were able to increase 
their margin in Berlin 

the last election in M-V. Also in M-V 

7.3 percent and so will be in the next provincial parliament. 

In Berlin 

prompt Mayor Klaus Wowereit to give preference to the Greens as 
coalition partner since they generated better results. In M-V 
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acting SPD Governor Harald Ringstorff will probably be able to 
continue governing together with the Leftist Party 

will probably not find a coalition partner except for the SPD 

itself 

is a matter of grave concern - M-V will be the second German 
province after Sachsen where the NPD will have seats in parliament - 
the neo-Nazi party scores especially with young voters 

approval rate is 12 percent. About 76 percent of the party\'s voters 
opt for the NPD \"out of protest. V there will be no referendum about 
introducing the euro during the next four years. 


Pope Regrets 


7. After fierce protests and assassination threats caused by his 
statements regarding violence and Islam 

placate his critics - he voiced his \"vivid regret" over his speech 
and expressed the hope that his words would suffice to appease 
Muslims. Indeed 

Pope\'s regrets an V'important step. V" 

The Pope has been threatened with murder after his critical 
statement on Islam 

Assassination threats and a video 

has been circulated via internet 

have embarked on a \"Pope hunt." An Italian nun was murdered in 
Mogadishu. Terror experts are taking the threats seriously 

mass circulation provincial daily WKleine Zeitung. V" The security 
authorities have drastically enhanced surveillance and security 
checks in the Vatican. there will be no referendum about introducing 
the euro during the next four years. 


Start of IAEA General Conference 


8. The International Atomic Energy Agency (IAEA) will begin its 
annual General Conference in Vienna on Monday. Apart from the 
Iranian nuclear issue 

which those states in possession of nuclear technology could provide 
enriched uranium for nuclear power plants in all countries 

an important topic. 


Newly Revived Anti-US Alliance 


9. Shortly before the start of the UN General Assembly 
non-aligned nations 

an anti-US alliance aimed at reviving the ailing movement. Bolivia 
Venezuela 

meddling into their internal affairs. IranVs right to pursue a 

nuclear program for peaceful purposes was confirmed 

also called upon to cooperate with the IAEA. 

The main winners of the summit were host Cuba 

to lend to the movement a new 

President Hugo Chavez could likewise be satisfied: He got further 
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support for Venezuela\'s campaign to be a non-permanent member of the 
UN Security Council and announced that he already had the necessary 
votes. This announcement met with sharp criticism from the US 

which holds Chavez to be a communist 

an analysis of the event 

cautious with predictions about the durability of the renaissance of 

the non-aligned states. there will be no referendum about 

introducing the euro during the next four years. 
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as Sampur. 


2. (C) Brattskar commented that there is \"no way" 
Prabakharan will meet with the Norwegians because of LTTE 
concerns the GSL might try to attack. The Ambassador 
commented that even if Prabakharan does not meet face to 
face 

even a statement that could be taped and then passed to the 
Norwegians to show the LTTE is committed to genuine talks and 
a ceasefire. Other Ambassadors agreed that would be a useful 
fall-back. The Norwegians said another possibility might be 

a statement by Balasingham that would carry some weight. The 
Norwegians will explore all options. 


3. (C) Brattskar was somewhat skeptical the LTTE would 
agree to talks since it would be unusual for the LTTE to 
enter into negotiations in a position of weakness after the 
battlefield losses they had suffered. The Co-Chair 
Ambassadors nonetheless believed that this is an important 
opportunity for peace that must be seized immediately. The 
Ambassadors further agreed that the level of violence had 
fallen dramatically after the co-chairs meeting and that 
there was now a window of opportunity to try to get LTTE 
concurrence to the talks and ceasefire while President 
Rajapaksa is in New York for UNGA. 


4. (C) Private message: The Co-chair Ambassadors agreed it 
would be useful to develop a private message to deliver to 

both sides from the Co-chairs. In keeping with past 

practice 

undertook to develop a terms of reference for the proposed 
human rights experts group mentioned in the co-chair 
statement. The EU head of mission proposed that the Co-chair 
Ambassadors meet with the GSL Minister of Human Rights to 
prepare the way for the meeting with the President. 
Ambassador pushed back arguing that a meeting only on human 
rights before the meeting with the President would send the 
signal that human rights outweighed all other issues when in 
fact the message on the importance of the ceasefire and 
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resumption of negotiations was the most important. Other 
Ambassadors agreed. 


5. (C) Action request: Co-chairs will meet later this week 

to craft an ad-ref message to Rajapaksa and the LTTE. 

Embassy would welcome any guidance the Department may wish to 
send. 
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provide free legal consulting in all the regions of Armenia on the 
RA law on \"Freedom of Information V" 

defense of the right to be informed. 

IT Component: Assistance has been provided in e-government 
services. 

FY 05 Funding: U.S. $147 

FY 06 Funding: U.S. $0 


O. Project Name: Armenia: Support to the 2005-2008 Local and 
National Elections. 

Recipient: Political Parties and Central Election Commission of 
Armenia. 

Project Description: Under this program 

Foundation for Election Systems (IFES) 

Institute (NDI) 

provide technical assistance in developing national voter registry 
election administration; voter education; strengthening political 
culture; political party building; womenVs involvement in the 
political process; and polling. 

IT Component: As part of IFESVs assistance to improve the national 
voter registry 

need to update and maintain the voter registry. 

FY05 Funding: U.S. $1 

FY06 Funding: U.S. $1 


P. Project Name: Primary Healthcare Reform (PHCR) Project 
Recipient: Armenian Targeted Primary Healthcare Reform Facilities 
Ministry of Health of Armenia 

Project Description: PHCR focuses on reforming health care systems 
policies 

nation-wide. It builds clinical skills in family medicine through 
continuous medical education for family doctors and nurses and seeks 
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to improve overall quality of care in PHC. The Project works to 
increase equitable and efficient distribution of health resources 
through healthcare financing reform and by introducing an open 
enrollment process that allows patients to choose their provider. 
All of the ProjectVs activities are supported by a Public Education 
component that will educate the public on major health reforms as 
well as improve health-seeking behavior through health promotion 
activities. 

IT Component: The Project will provide targeted health facilities 
with computers and printers for financial management and open 
enrollment functionality. Estimated number of computers is 390. 
The Project will provide corresponding training to health facility 
staff. 


PHCR will also provide a server to the National Institute of Health 
(NIH) and the State Health Agency (SHA) to support the Open 
Enrollment System. Each server will contain the Open Enrollment 
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database. The NIH will utilize the data for collecting nation-wide 
statistics and will serve as the final clearer of data before the 
information is transferred to the SHA for payment to the facilities. 
PHCR is developing tailor-made software for the open enrollment 
System (building on the predecessor project 

Transition Project (ASTP). 


Finally 

Ministry of Health. The Project will develop or procure software 
(depending on the availability of off-the-shelf solutions) 

the server 

This activity is just beginning the IT needs are currently being 
assessed. 

FY 05 Funding: U.S. $0 

FY 06 Funding: U.S. $1 


Q. Project Name: Human and Institutional Capacity Development 
(HICD) Project 

Recipient: Armenian IT companies 

Service of Armenia 

Armenia 

Armenia 

Project Description: The goal of HICD is to help the Partner 
organization improve its performance in critical areas leading to 
measurable results in achieving the organizations goals and 
objectives. 
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IT Component: A number of capacity building programs were conducted 
to help to: 

-- Identify the role of IT in development strategy of Armenian 
companies; 

-- Identify innovative ICT solutions in different business areas 

-- To provide networking opportunities to exchange ideas and 
concerns on enabling environment for ICT development 

-- To improve strategic planning and management skills of IT sector 
business associations 

-- To promote the use of ICT-based products 

applications; 

-- To enhance partnerships among the Government 

sectors 

Information Society. 

FY 05 Funding: U.S. $2 

FY 06 Funding: U.S. $2 


R. Project Name: Eurasia Foundation Grant Program 

Recipient: Armenian NGOs 

representatives. 

Project Description: The purposes of the activity are to facilitate 

the development and growth of the private sector; promote good 
governance and strengthen civil society; enhance media and 
communications capacity; strengthen regional cooperation and promote 
social science research. 

IT Component: (i) Inter Municipal Networking & Cooperation Program 
-the grants focused on the creation of intercommunity networks in 
support of more effective use of community resources and development 
of inter-community partnership and collaboration; and (ii) Purchase 

of computers for grantee organizations. 

FY 05 Funding: U.S. $2 

FY 06 Funding: U.S. $2 


S. Project Name: Export Control and Related Border Security 
Recipient: Government of Armenia 

Project Description: A web-page to advertise and enlighten potential 
exporters as to the regulations and procedures to control and 
license munitions 

Armenian Export Control Law. 

IT Component: Armenian Government web page. 

FY 06 Funding: $5 


T. Project Name: Regional Computer Network for Armenian Police 
Recipient: Police of the Republic of Armenia 

Project Description: Intranet interconnectivity of all police 

precincts in Armenia to access the central police databases. 
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IT Component: Purchase of hardware (computers 
Servers) and software 

personnel. 

FY 05 funding: $453 

FY 06 funding: $70 


U. Project Name: Expansion of Border Management Information System 
Recipient: National Security Service 

Project Description: Intranet interconnectivity of all ports of 

entry in Armenia to access the Border Management Information System 
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a program for immigration control 

IT Component: Purchase of passport readers 
computers 

access the immigration database. 

FY 05 funding: $52 

FY 06 funding: $517 


V. Project Name: Border Guard Training Center 

Recipient: National Security Service 

Project Description: Purchase of computer equipment and office 
furniture for the Border Guard Training Center in Yerevan. 

IT Component: Purchase of computers 

cameras 

Service to Border Guard positions. 

FY 05 funding: $25 

FY 06 funding: N/A 


W. Project Name: Training for Armenian Border Guards 

Recipient: National Security Service 

Project Description: English and computer training for Border Guard 
officers and candidates 

IT Component: Computer training 

FY 05: $99 

FY 06: N/A 


X. Project Name: Training Program at Police Induction Center 
Recipient: Police of Republic of Armenia 

Project Description: Establishment of classrooms and curriculum 
development for new police candidates at the Police Induction 
Center. 

IT Component: Purchase of computer equipment and development of 
curriculum to provide computer training. 

FY 05: $145 

FY 06: unknown at this time 


Y. Project Name: Vanodzor Customs House Renovation 
Recipient: State Customs Service 
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Project Description: Creation and establishment of training 

facility 

IT Component: Construction of computer classroom and purchase of 
computers 

customs officers. 

FY 05 funding: $49 

FY 06 funding: N/A 


Z. Project Name: Renovation of the Forensics Laboratory of the 
National Bureau of Expertise 

Recipient: National Academy of Sciences 

Project Description: Renovation of the Forensics Laboratory 
including internet access 

IT Component: Purchase of server and IT equipment to establish 
wireless Internet interconnetivity 

FY 05 funding: $12 

FY 06 Funding: N/A 
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\"people\'s congress 

various political parties 

crowd of approximately 1500 heard numerous speeches 
which were critical of the government 

seven-point resolution demanding 

immediate constitutional reform 

persecution 

from government positions. The event broke no new ground 
and the attendance was below that at previous Kurultais. 
Following the recent uproar over the Tekebayev incident (Ref 
A) 

Nevertheless 

to hold a similar meeting in Bishkek at the end of October. 
END SUMMARY. 


2. (SBU) On September 17 

staged a \"Kurultai 

Aksy District at the same site where a 2002 mass protest 
resulted in the deaths of six protesters following a clash 
with authorities. Organized by opposition MP Azimbek 
Beknazarov (whose arrest had triggered the 2002 protest) 
Kurultai went off peacefully 

on a hillside during speeches made from the back of a truck. 
Pro-opposition MPs Omurbek Tekebayev 

Bolotbek Sherniyazov 

attended the rally. Interestingly 

Party co-chair 

surprisingly few pro-opposition MPs made the trip to Aksy. 
From the government side 
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Human Rights Commission Chair Tursunbek Akhunov 

Council Secretary Miroslav Niyazov (currently on vacation -- 
see Ref A) and Jalalabad Governor Iskender Aidaraliyev 
participated. Embassy observers estimated the crowd at 1500 
including numerous media representatives and other observers. 


3. (SBU) The Kurultai started slowly 

representatives speaking 

the day. A number of speakers were sharply critical of the 
government 

Akhunov both spoke to defend the government record 

that President Bakiyev was not to blame for recent problems 
such as the apparent set-up of Tekebayev (Ref A) 

more time was needed to move forward with reforms. 
Beknazarov argued strongly against their points 

the crowd as he spoke. 


4. (U) The Kurultai adopted a resolution making seven demands 
on the government: 


--Re-investigate the 2002 shootings in Aksy and identify and 
punish those officials responsible; 


--Proceed with constitutional reform immediately; 


--Act on the demands made at the April and May 2006 rallies 
in Bishkek (see Refs B and C); 


--Stop political persecutions and investigate fully the 
Tekebayev incident (\"Matryoshkagate\"); 


--Remove all relatives of President Bakiyev from their 
positions in government; 


--Make state radio into public radio; 
--Execute these demands by the end of October 
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removal of the Bakiyev-Kulov \"tandem\" from power. 


5. (U) Beknazarov said that this meeting had been just the 
first stage in the process and that there would be another 
rally in Bishkek at the end of October 

Following the Kurultai 

tea houses in nearby Kerben to continue their discussions. 


6. (С) COMMENT: Following the uproar this past week in 
Parliament and in the media over the Tekebayev incident 
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observers expected Beknazarov\'s Kurultai to be a decisive 
event for KyrgyzstanVs opposition. The long-promised 
Kurultai 

coming from the scandal 

(or than at previous such meetings) and some prominent 
opposition figures stayed away. Perhaps people 
disappointed in the government 

or Kurultais that are not likely to produce tangible results. 
This meeting 

issues or demands 

concerns such as the governments security crackdown in the 
south. It was mildly ironic that Beknazarov would demand a 
re-investigation of the 2002 Aksy shootings 

done so himself when he was Procurator General in 2005. 
Regarding some of the other demands 

Parliamentary commission is continuing its investigation of 
the Tekebayev incident 

findings this week; a separate government commission is also 
investigating. And in Parliament September 14 

Bakiyev said that constitutional reform would move forward 
with hearings in parliament on the draft constitutions 

though the timing -- and process -- for this was not clear. 

In any event 

the Tekebayev incident 

remains unsettled. END COMMENT. 

YOVANOVITCH 
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to date in mass graves in Serbia 

time for Pristina to reciprocate. The next closed session of 
the full working group is scheduled for October 19. 


6. (SBU) Pontrandolfi welcomed PM Ceku\'s remarks 
insisted that Ceku could obtain information about gravesites 
from Kosovo Protection Corps (KPC) contacts if he wanted to. 
Pontradolfi speculated that the Kosovo government is 
concerned about its image during ongoing status negotiations 
and fears revealing information that could incriminate Kosovo 
Albanians. He also claimed that Contact Group (CG) 
countries 

uninterested in missing persons 

CG to pressure Ceku to do more to make this issue a priority. 
He added that Ceku needs to fulfill his promise to give 
written orders to all ministries to deal efficiently with 

requests from the working group. 


Internationals Not Ready to Hand Over Competencies 
7. (SBU) Pontrandolfi expressed concern for the future 


saying there is V'no local capacity to take over competencies 
related to missing persons 
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Internationals from OMPF and the International Committee on 
Missing Persons (ICMP) have expressed similar 

sentiments to us. OMPF says they are training local staff on 
technical and forensic issues (Ref C) 

levels remain very low. An August 25 ICMP proposal states 
that \"there are no functioning structures in the government 
that can oversee the diplomatic 

technical aspects of the process 

creation -- with ICMP support -- of a high-level operational 
commission that would take over all political and operational 
functions related to missing persons. (ICMP presented these 
ideas in an August 17 

discussion paper to the new PISG Ministry of Justice.) 


8. (SBU) COMMENT. The missing persons issue remains a 
crucial impediment to multiethnic reconciliation in Kosovo 
(Ref D) 

highly politicized issue that the unscrupulous will continue 

to use as a bludgeon 

tragedy. Our approach will be to encourage all parties 
including the international actors involved 

methodologies for continuing work on missing persons in the 
post-UNMIK era 

unaddressed for the long term. END COMMENT. 


9. (U) Post clears this message in its entirety for release 
to Special Envoy Martti Ahtisaari. 


10. (U) Embassy Belgrade has cleared this cable. 
KAIDANOW 
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incident led to the killing of five sailors 

were known while the fifth remained unidentified. Five 
bodies and 47 injured were sent to Al-Basil Hospital. 


The new thing about this information is that two months 
ago 

was on the ship which docked in Tartous Port. It consisted 
of containers carrying chemical materials (colorless and 
odorless poisonous material). These materials killed the 
sailors after they dropped one of the containers which 
opened while they were trying to put it down. 


The Syrian Army and the concerned authorities tried to hide 
the news of the arrival of these materials to Tartous Port 
and also the casualties that happened in the army units who 
were equipped with masks and special uniforms. This gas 
i.e. the materials 

immediately everyone who inhales it. 
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According to the source 

three times this year carrying wood and iron materials and 
not containers. But the appearance of these containers was 
surprising and this explains the arrival of the army unit 

116 which is in charge of managing the chemical war and is 
specialized in bacteriological weapons. The unit appeared 
in the port three times this year and it is certain that it 

was planning to transport these containers 


The source asserts that some of these materials were moved 
-- and others will be moved -- and put in a warehouse in 
Naameh area with a group of Palestinians. These materials 
will be used in a big explosion that would occur in 

September and that would be traced back to al-Qaeda. This 
blast will target a United Nations quarter or a meeting for 

the March 14 forces 

the great effectiveness of these materials which contain 

the Methane gas. 


According to the source 

both targets and in different timings. This material has 

not entered Lebanon yet because of the war that took place 
in Lebanon during the month of August and also due to the 
blockade that Israel imposed on the land crossings. 


The source warns that these materials can enter under 
camouflage because they cannot be put in a tanker but they 
should be fixed on trucks or tankers 

is made especially for such a material. These boxes would 
be put on a truck that looks like a tanker after which the 

iron box will be destroyed. 


This ship belongs to the Waheeb Company 

Assad and Muder Assad. All the sailors that died were 

Syrians 

and they didn\'t announce the fifth name. It was known from 
the source that he was a member of Army Unit 116 and was on 
board of the ship. 


End text. 
FELTMAN 
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without haste 

domestic producers.\" In plain language 
commented 

would be dragged out \"endlessly.\" 


Column 3 


GAS AND POLITICS 


5. (C) Yuliya Mostova 

journalist 

opportunity to renegotiate the gas deal with Russia. Energy 
Minister Boiko initially took a tough position in early 

August with the Russians 

month 

instructions from Regions financier Rinat Akhmetov 

the two never were close in the past. Akhmetov\'s personal 
business interests were in securing as low a gas price as 
possible 

national interests 

concessions for cheap gas. Mostova felt Ukraine needed 
expensive gas in order to become independent. Even at 
$95/tcm 

bankruptcy 

firms 

higher gas prices have reduced margins and profits at 
Ukraine\'s chemical companies 

far do not suggest the situation is quite as dire as Mostova 
states.) 


6. (C) The Donetsk clan was attempting to impose its control 
over the entire economy 

now was not a single integrated entity 

had tried to bring NaftoHaz under his control 

of NaftoHaz said that he would answer to the PM only. 
NaftoHaz had ceased to be profitable. Having delivered 10 
billion hryvna ($2 billion) to the state budget in 2005 

had gone 15 billion hryvnia in the hole in 2006. Partly that 
was because it no longer controlled domestic gas 
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distribution; RUE and the new joint venture did. Partly it 
was due to looting by former NaftoHaz chief Ivchenko. After 
becoming PM 

explain what the SBU had done since last September to prevent 
the theft of 13.2 billion hryvnia ($2.6 billion) from 

NaftohazY assets. Mostova noted that under Kuchma 

had a reliable structure contributing to the state budget 

even if Kuchma demanded a 596 cut which netted him $300 
million. V'ThereVs a difference between corruption and 
looting 

difference between a nationalist and a patriot. V 


GAS: THE STRATEGIC ELEMENT 


Column 3 


7. (C) Mostova and her husband DefMin Hrytsenko stressed the 
geostrategic threat posed by Russia\'s gas diplomacy. If 
Gazprom/RUE were to conquer Ukraine 

control over Europe. The U.S. understood this reality much 
better than western Europe; what Ukraine needed was for U.S. 
energy companies to become involved in the process 

realizing the idea floated by former Economics Minister 
Yatseniuk of forming a new international consortium to manage 
an additional pipeline which could be built. A/S Fried 

stressed that the U.S. was supportive of any new projects 

that were transparent and commercially viable; the key was to 
engage U.S. industry players. 


8. (C) Mostova claimed that after Moscow raised the price of 

gas to Belarus 

Yushchenko to work together against Russian pressure on gas 
leveraging their common transit grip on Russia 

Tarasyuk had convinced Yushchenko to rebuff Lukashenko out of 
fear of the U.S. reaction. A/S Fried noted that Lukashenko 

was unpredictable and increasingly desperate. 


9. (C) Speaker Moroz 

negotiations with Russia were proceeding well. Russia\'s 
decision to raise gas prices was not a political decision 
claimed. Ukrainian agreement on gas prices would add a new 
economic aspect to foreign policy -- Ukraine would be seen as 
a sovereign and independent country. There were ongoing 
Ukrainian government consultations on how to reduce energy 
dependence on Russia 

foreign policy. A/S Fried said that he was glad Ukraine was 
working on decreasing energy dependence on Russia 

would always be a major supplier. The key was that energy 
relations be based on transparency and market principles 

the interests of a small group of people. 


YANUKOVYCH: STUDENT OF WESTERN REFORMS? 


10. (C) In addition to his comments in ref a 

highlighted to A/S Fried his plans for Ukraine\'s development 
up to 2011. The consultancy McKinsey was helping the GOU 
and Yanukovych felt McKinsey\'s experience in other CIS 
countries was applicable to Ukraine 

Yanukovych also claimed his government was closely studying 
recommendations of the World Bank 

largely in line with his governments basic line. (Comment: 
We interpreted YanukovychVs repeated citing of McKinsey and 
the World Bank as an attempt to establish his economic bona 
fides with us.) 
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11. (C) While he bewailed the UAH 6 billion (approximately 
USD 1.2 billion) budget deficit he had inherited 

specifically focused on reducing the business tax burden. He 
promised to repeal an indirect 7 percent tax on manufacturers 
that resulted in declining production and thus cut budget 
revenues. Similarly 

had forced state monopolies to increase their contributions 

to the budget by 25 percent 

turn financed this by increasing rates for business 

business was really paying. Yanukovych said he would end 
this squeezing of state monopolies 

reduce rates. (Comment: We expect rail freight rates would 
be a key item among the state monopolies.) 


12. (U) A/S Fried has cleared this cable. 


13. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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Tarasyuk and Hrytsenko have been the two staunchest advocates 
of Ukraine\'s NATO aspirations since Yushchenko became 
President in January 2005. PM Yanukovych is the linchpin 
official looking forward; his September 14 visit to NATO will 

be crucial in determining the way forward 

to play a key role in engaging his anti-NATO electorate of 

the benefits of Euro-Atlantic integration. A/S Fried made 

clear the two basic requirements for countries aspiring to 

join NATO: exhibiting the serious political will to join; and 
meeting the alliance\'s standards and values. Ukraine over 

the past four months had not sent a clear signal of its 

intent; the U.S. could not support UkraineVs aspirations more 
than Ukraine itself. That said 

Ukraine moving forward at a pace of its choosing; the U.S. 
would not walk away from Ukraine. Yanukovych reacted to this 
message with relief 

with some distress. Reftel covers the Yanukovych meeting; 
discussions on foreign policy 

economic/gas issues are in septels. End Summary 


Tarasyuk - NATO policy key for blue-orange 


2. (C) FM Tarasyuk told A/S Fried September 6 that NATO 
policy had been the major subject of roundtable negotiations 
fiercely debated before the signing of the \"Universal\" 

national unity agreement and the formation of a coalition 
government under PM Yanukovych in early August. All parties 
save the communists agreed that Ukraine needed to deepen its 
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beneficial relations 

on National Security which states clearly that NATO 
membership forms the basis for UkraineVs foreign policy. 
While Regions \"hid\" behind the requirement to hold a national 
referendum 

had no other strategic choice besides joining NATO 

claimed. Tarasyuk appealed to the U.S. to take an expected 
Yanukovych letter to NATO requesting that Ukraine be granted 
MAP with a positive response. 


3. (C) A/S Fried stressed that the road forward on 
NATO-Ukraine relations depended on what Yanukovych said at 
NATO September 14 and how he said it. NATO members had 
adopted a \"wait and see\" approach to Ukraine after the long 
delay in government formation 

unlikely given all the unknowns. The major question now was 
not how the alliance would react to Ukraine\'s NATO 
aspirations 

how crucial the September 14 meetings were 

indicated he would seek Yushchenko\'s permission to break 
precedent and travel with the PM to Brussels. (Note: 

Normally the FM travels with the President 

PM. On September 8 

given his permission and that the FM had asked the PM for 
approval to travel with him to Brussels. End Note.) 


4. (C) A/S Fried emphasized that the Riga document would 
include language on enlargement 

aspirants 

the latter two remained open. Many Europeans remained 
cautious on Ukraine 

contrast 

was Ukraine? Tarasyuk thanked Fried for the frank answer; in 
reply he openly acknowledged that he could only guarantee the 
response for President Yushchenko and himself 

Yanukovych. With the blue-orange team only a month into 
cohabitation 

as partners. 


5. (C) Tarasyuk asked whether the GOU could count on U.S. 
support to convince skeptical alliance members on MAP if 
Ukraine did its part. Fried stressed that the U.S. and the 
alliance would respond if Ukraine demonstrated the serious 
political will to join NATO and do the work necessary to meet 
all the standards 

BushVs guidance had been clear on this point for the past six 
years: if a country really wanted to join and was ready 

U.S. would make it happen. The U.S. would not walk away from 
Ukraine 

not really want to be in the alliance or was not ready to 
contribute. Ukraine also needed to renew efforts to get key 
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European countries to resume thinking about Ukraine\'s future. 


Hrytsenko - pushing for more to shape Yanukovych 
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6. (C) Defense Minister Hrytsenko reacted with more concern 
to the same NATO message September 7 

for A/S Fried\'s subsequent meeting with Yanukovych 

advisers like Orel and Radchenko spinning an anti-MAP 
perspective and pushing for a focus on Ukraine-NATO 
military-technical cooperation. Hrytsenko claimed that only 
NATO membership and revised terms of its energy relationship 
with Russia could guarantee UkraineVs genuine independence 
which should matter to the West. He appealed for the U.S. to 
help shape Yanukovych\'s geopolitical perceptions and policy 
priorities and options. Yanukovych would have to struggle to 
escape the political baggage of the 2004 and 2006 campaigns 
even as he sought respect among foreign partners in the West. 
In the end 

geopolitical choices would reverberate much longer. 


7. (C) Acknowledging slim chances for MAP at Riga 
nevertheless pitched for some substantive advance beyond the 
current Intensified Dialogue (ID) 

Ukraine\'s pro-NATO forces and to take advantage of 
Yanukovych\'s willingness to move beyond ID but reluctance to 
embrace MAP immediately. MAP would solidify Yushchenko\'s 
status in the country 

espoused. A/S Fried stressed that the U.S. could not want 
Ukrainian membership in NATO more than Ukraine itself; it was 
a decision for UkraineVs political class and Ukrainian 

society to make 

capable of sending a clear signal. 


8. (C) While acknowledging Fried\'s points 

that 

Vthe door is open 

backsliding in the minds and activities of those now in power 
in Ukraine. The previous GOU 

given away equipment used by its contingent in Iraq 
transferred an additional $15 million\' worth of munitions 
for free. It had also provided strategic airlift 

instance for the SEEBRIG to Afghanistan 

fuel and landing fees 

three times less than the Russian offer. In the past 18 
months 

signals to NATO partners 
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would not make such decisions in the future. 


9. (C) On a positive note 

the steps Ukraine needed to take to meet NATO standards would 
be taken regardless of the GOUVs attitude towards MAP/NATO 
and NATO\'s response: reform of the judicial system; continued 
free and fair elections; maintenance of media freedoms; and 
improvements in transparency/accounting standards. In the 
defense sphere 

and less controversy: ratifying the NATO-Ukraine strategic 
airlift support MOU 

initiating active participation in Operation Active Endeavor 
easier now that Russia itself had already started; and 

securing a real defense budget allowing for continued reform. 


10. (C) On a negative note 

German-based consortium that draws on both Russian and 
Ukrainian Ruslan AN-124 planes to fill NATO stratlift 
contracts on a preferred basis was a mini-RosUkrEnergo 
nontransparent deal that skimmed profits to Russia\'s benefit. 
Hrytsenko urged that NATO take a closer look. 


Yanukovych - I\'m the man 


11. (С) A/S Fried\'s discussion with Yanukovych on the primary 
points of Ukraine-NATO relations and U.S. perspectives is 
covered septel. Of additional importance 

the GOU to reach out to Yanukovych\'s overwhelmingly anti-NATO 
electorate 

NATO\'s chief \"imagemaker\" in Ukraine 

public opinion to Ukraine\'s Euro-Atlantic integration. 


12. (C) Yanukovych claimed he had a good sense for how 
Ukrainians felt about NATO-related issues. In contrast 
two orange governments in office from January 2005 - July 
2006 had tried to rush the NATO accession issue 

negative attitudes towards NATO. The May-June protests 
against an exercise in Feodosia 

approval were an prime example in his view. However 

the Universal was signed in August 

approved foreign exercises 

reaction to this approval (note: not entirely true; the 
Communists and Natalya Vitrenko\'s Progressive Socialists 
protested). Yanukovych stressed that it was essential that 
the discussion on Euro-Atlantic integration be a balanced 
calm process to convince society; this would take time. 


13. (C) As predicted by Hrytsenko 
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potential military technology collaboration that could 

benefit Ukraine and serve as a \"heavyweight\" argument for 
Ukrainians in favor of NATO membership. He mentioned 
detailed discussions with Polish PM Kaczinski September 6 on 
Poland 

transport project 

after Russia had decided to pull out (note: in favor of 

pursuit of a partnership with France instead. end note). 

There was no clarity regarding how much the AN-70 would cost 
to realize 

very profitable. He noted NATO had no aircraft with its 
characteristics 

runways as short as 300 meters. 


14. (SBU) The PM also floated the idea of armored personnel 
carrier (APC) joint production. He claimed a Donetsk company 
had developed an advanced design for an APC with a new type 
of layered metal armor that was highly effective in 

deflecting bullets. He suggested a joint project could be 
launched to combine this design with NATO country components 
such as armaments 

and assembly could be in Ukraine; the company's location 
offered low production costs due to nearby subcontractors and 
close access to a seaport. Yanukovych requested the USG 
spread word about these two defense cooperation proposals. 


15. (U) A/S Fried has cleared this message. 


16. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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of the PolitburoVs positions. Karat agreed that while India 

needed a high rate of economic growth 

more inclusive growth 

agriculture development 

justice and bridging the regional divide. On agriculture 

argued that India is facing an agrarian crisis as evidenced by 
reportedly 100 

alleviate this crisis 

be increased to counterbalance the perceived decade-long neglect 
of the agricultural sector. The CPM opposes the importation of 
wheat and other grains as undermining the domestic farmers. On 
increasing employment 

to industry and gave the example of West Bengal which is the 
highest vegetable producer in India but which has no food 
processing industry. With regard to social justice 

that the commercialization of higher education was making 


Column 3 

exclusive \"enclaves\" for the rich and there was a need to 
regulate fees being charged by private institutions as well as 
to refocus on primary education. 


4. (SBU) Karat called for policy measures to counter the 
increasing regional divide between more rapidly developing and 
stagnating states. He felt that the GOI Special Economic Zone 
(SEZ) policy would further accentuate the divide. He observed 
that many of the planned SEZs were concentrated in five western 
and southern states where much of Indias economic development 
was already occurring. Karat also questioned the reported 
structuring of the SEZs with 25 percent of the SEZ land being 
used for actual industry and the remaining 75 percent for the 
private investor to use for property development to help finance 
the SEZ infrastructure. He argued that the proposed SEZs looked 
like speculative real estate scams. He suggested the adoption 

of the \"Bengal\" model of SEZs which would permit use of 25 
percent of the land for infrastructure 

and processing 
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development. Speaking with ConGen after his remarks 

that the CPM would ask the GOI to review its SEZ policy before 
approving additional SEZs. (Comment: In an apparent double 
standard 

forward as planned. End Comment.) 


5. (SBU) The CPM and its left allies have also submitted a note 
to the ruling United Progress Alliance (UPA) opposing the 
raising of the FDI cap in insurance from 26 to 49 percent. The 
CPM claims that foreign insurance companies have not been 
profitable in India 

service. It also questioned the reputation of some of the 
insurance companies 

is being investigated in the U.S. for falsifying documents. In 
addition 

channel investment into infrastructure. 


6. (SBU) ConGen asked Karat whether West Bengals economic 
reforms and efforts to seek private investment were consistent 
with the national CPMVs position. Karat responded that the 

state governments economic policies were compatible with the 
views of the CPM. He said the CPM supports private investments 
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in new airports 

public sector units. Karat claimed that his party accepts that 

a mix of private and public sector is required for economic 

growth 

set at the national and international levels. On the issue of 

foreign investment in education 

being discussed at the level of the World Trade Organization 
(WTO) and within the framework of the General Agreement on Trade 
in Services (GATS) and that the CPM does not have an articulated 
position. 


7. (SBU) Ostensibly the Politburo\'s agenda 

FICCI and comments to ConGen reflect anti-reform positions based 
purely on leftist ideology. However 

by domestic corporate concerns. The CPM\'s anti-reform positions 
protect the interests of key business supporters and 

corporations. KaratVs conversation with ConGen at the FICCI 
event was interrupted by local real estate developer Harsh 

Neotia who objected that the SEZ policy allowed SEZ developers 
to build houses 

properties tax free. Neotia said people working in the SEZs 

could simply purchase properties on the local economy. Left 
unsaid was the fact that Neotia earlier made his fortune 

developing housing on free land he received from former West 
Bengal Chief Minister Jyoti Basu. In turn 

considered to be a significant financial backer of the state 

CPM. 


8. (SBU) The CPM\'s objections to lifting the 26 percent cap to 
FDI in the insurance sector 

raised by ITC CEO Y.C. Deveshwar to Treasury Undersecretary 
Timothy Adams during AdamsV May visit to Calcutta. Deveshwar 
is the only member of the CEO Forum in East India and ITC is the 
only large Indian corporation with headquarters in Calcutta. 

While not discussed at the Politburo meeting 

opposed FDI in large-scale retail as well 

concern for potential job losses in the unorganized 

retail sector. However 

Industries Limited (RIL) and the RPG Group to establish large 
retail operations modeled on foreign retail companies. 


9. (SBU) Comment: Ideology aside 

to expand the influence of the party at the state and national 
level. Its opposition to economic reform measures appeals to 
Indian corporate supporters and its call for \"public investment V" 


Column 3 

in the agricultural sector cultivates votes in CPMVs rural base 
(with more unsustainable giveaways to poor farmers 
fundamental restructuring of the economic conditions that create 
rural poverty.) Pressuring the Congress and UPA to implement 
\"inclusive\" growth policies also serves to accentuate divisions 
within the coalition between the Nehruvian old guard that 
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retains a fondness for Socialism and the reformers seeking 
market-oriented policies. In this calculus 

ideologies offer new opportunities for promoting party growth 
and influence. 

JARDINE 
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their role in the energy sector. A/S SullivanVs 

interlocutors all expressed their interest in deepening the 
economic dialogue and in increasing the private sector\'s role 
in the dialogue. End Summary. 


2. (U) EB Assistant Secretary Daniel Sullivan visited the UAE 
from September 8 to September 13. A/S Sullivan was the 
State Department lead for an interagency delegation to the 

Iraq Compact Preparatory Group meeting on September 10 and 
also co-chaired the Joint Terrorist Finance Coordinating 
Committee meeting on September 12 (septels). In addition 

A/S Sullivan held bilateral meetings with UAE officials and 

met with key U.S. businesses in the UAE on September 11 
2006. With Deputy Secretary of the Treasury Robert Kimmit 
A/S Sullivan participated in bilateral meetings with Abu 

Dhabi Crown Prince 

UAE Foreign Minister Sheikh Abdullah bin Zayed Al-Nahyan 
(refs b & c). He met with Minister of State for Financial and 
Industrial Affairs Dr. Mohammed Khalifan bin Kharbash 

Dhabi National Oil Company (ADNOC) CEO and Secretary General 
of the Supreme Petroleum Council Yousef Omair bin Yousef 
MinEcon Under Secretary Abdullah Al-Saleh 

Khaldoon Al-Mubarak 

Khalifa Al-Kindi on September 11. (Meetings with Al-Mubarak 
and Al-Kindi reported septel.) 


Thanking the UAEG for Hosting the Iraq Compact 


3. (U) A/S Sullivan thanked his interlocutors for hosting the 
Iraq Compact Preparatory group meeting and for actively 
supporting the Iraqis to make it a successful event. He 
passed on Secretary RiceVs appreciation for the UAE\'s 
outstanding efforts hosting the first major international 
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conference in which the Iraqi government 

ministers 

was a pleasure to participate and he thought that the Iraqi 
delegation did V'very well." He also noted that Iraqi DPM 
Barham Salih was impressive. 


Oil Prices Too High at $70-$80 


4. (C) On September 11 

Yousef that the USG appreciated the moderating role the UAE 
plays in OPEC and asked whether bin Yousef had any thoughts 
as to the likely outcome of the September 11 OPEC meetings 
being held the same day. Bin Yousef stated that he did not 
expect much to change at the meeting 

reality -- OPEC production quotas are not being observed or 
implemented. He acknowledged that the market was tight and 
opined that prices in the $70 to $80 range were too high and 
that $55-$60 would be a more reasonable level 

in terms of long-term market stability for both producers and 
consumers. Bin Yousef added that overly high prices would 
eventually impact global economic growth negatively 

was not in the interest of either producers or consumers. He 
expressed surprise that the current round of high oil prices 
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had had limited impact on economic growth. A/S Sullivan 
agreed 

above range would likely affect growth negatively. Bin 
Yousef noted that this could not last forever 

were the price to spike to $100 a barrel 

growth. 


5. (SBU) In response to A/S Sullivan\'s question about OPEC\'s 
spare capacity 

roughly in balance 

spare capacity to serve as a cushion. He noted that 
\"speculators\" were driving prices and that they reacted to 
rumors or crises. Problems in Nigeria and Venezuela were 
reflected in the futures markets. He also expressed his 
concern that speculators could drive the price down as well 

as up. Bin Yousef stressed that producers and consumers had 
an incentive to cooperate 

commodity" and both would benefit from stability at a \"fair 
value." 


6. (C) A/S Sullivan asked bin Yousef to elaborate on ADNOC\'s 
stated plans to expand production to 4 million barrels per 
day (mb/d). Bin Yousef explained that ADNOC currently 
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produced about 2.8 mb/d in crude and condensate 

110 

add 130 

noted that 

five-seven years for ADNOC to increase its capacity to 4 m/d 
and that the plans being implemented might \"slip a year or 
two.\" The major bottleneck is the shortage of qualified 
energy 

current run of high oil prices 

by surprise and producers were competing for trained people. 


7. (С) A/S Sullivan expressed appreciation to bin Yousef for 
ΑΡΝΟΟΙ5 decision to sign agreements with ExxonMobil for a 28% 
stake in the Upper Zakum offshore oil field 

American companies in general bring more sophisticated 
technology and services to the marketplace in the energy 

sector. Bin Yousef agreed with A/S Sullivan 

said that he was pleased that Abu Dhabi had decided in favor 

of Exxon and praised Exxon as an industry leader. Bin Yousef 
added that Exxon is likely V'to stay with us іп the long term. V" 


Free Trade Agreement 


8. (C) During the meetings 

stressed the UAEG\'s interest in concluding an FTA with the 
U.S. but acknowledged that the UAE had sensitivities in areas 
such as energy 

stated categorically that certain areas of the hydrocarbon 
sector would remain closed 

agreement 

field -- would V'not only maintain 

in the energy sector. He stressed that 

its strategic concerns 

assured A/S Sullivan that \"the highest authority" in Abu 
Dhabi had made a V'strategic decision\" to engage with U.S. 
companies in the energy sector 

exploring new areas of cooperation. He stressed that \"even 
areas that are currently closed will be opened up." Rather 
than opening up the energy sector generally 

ADNOC would reach out to leaders in the field through 
negotiations. He specifically referred to ExxonMobil 

Bechtel 


9. (SBU) In his meeting with A/S Sullivan 

Al-Saleh said that he still thought that an FTA was possible 
but that he was less optimistic than he had been a year 
earlier. He cited three major obstacles to reaching an FTA: 
energy 

constitutionally 

emirates not the UAEG. The UAEG did not have the authority 
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to make commitments on energy resources. Turning briefly to 
telecoms he noted that the UAEVs new second 
telecommunications company needed time to establish itself in 
the market and needed a transition period before facing 
international competition. He explained that the UAE 

country where nationals were in a clear minority 
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demographic problems that affected its willingness to 
compromise on labor issues. 


10. (C) Al-Saleh noted that the July investment discussions 

in London allowed both sides to look at ways that might 
address both parties concerns about the energy sector. If 
these ideas proved practical 

present the proposal to ADNOC (as the biggest energy player 
in the UAE) and seek its concurrence. He said that 

GCC-EU FTA negotiations 

constitutional limitations on energy (implying a carve-out). 

A/S Sullivan noted that the UAE 

treaties (BITs) had not carved out the energy sector and 
inquired as to the discrepancy. Al-Saleh replied that some 
previous BITs did include the energy sector 

these were not as comprehensive as the proposed U.S.-UAE FTA 
with its provisions for 3rd party arbitration 

treatment 

aware that there had been any disputes under existing BITs on 
energy sector issues. He added that future BITs would likely 
exclude the energy sector. 


11.(SBU) MinState Kharbash acknowledged that the U.S.-UAE FTA 
negotiations had reached a difficult point 

both sides had the will to see it through. MinFin A/US 

Khalid Al-Bustani noted that there were some sensitive issues 
in the negotiations. For its part 

issues \"to the highest authority 

concern that the U.S. had not done the same. He stressed 
that the UAE 

and needed to be treated differently. A/S Sullivan stressed 
that the USG faced certain congressionally mandated 
constraints on its FTA negotiating authority. 

Constitutionally 

authority over trade. It lends this authority to the 
administration to negotiate agreements 

on that loan. 


12. (SBU) A/S Sullivan underscored that in certain areas USG 
negotiators have little flexibility because they understand 
where Congressional limits reside. In this regard 


Column 3 

that a completed negotiation that did not pass Congress would 
be a scenario more troubling than no agreement at all. 
Nevertheless 

wanted to complete the FTA negotiations and he encouraged his 
UAE interlocutors to work on creative solutions to resolve 
remaining issues. 


Deepening the Economic Dialogue 


13.(SBU) In the course of their discussions 

Kharbash and U/S Al-Saleh discussed their interest in 
deepening and perhaps formalizing the UAE 

dialogue with the U.S. MinState Kharbash and A/S Sullivan 
agreed that the private sector role in such a deepened 
dialogue needed to be increased. U/S Al-Saleh noted that 
the relationship was strong 

assistance in certain areas: including intellectual property 
rights enforcement and export controls. In the area of IPR 

he said that the UAE would appreciate cooperation in 
addressing the problem of counterfeit goods. Al-Saleh said 
the UAE has IPR laws 

improve their enforcement. He explained that the Ministry of 
Economy had recently assumed responsibilities for all IPR 
matters and needed technical assistance and training. On the 
issue of export control laws 

Committee was looking at a draft law. He explained however 
that there were concerns that each ministry would draft its 
own export law and that there needed to be a comprehensive 
law for exports and imports. He explained that the UAE was 
in the process of drafting that law and that he expected to 
meet all of the concerned ministries within the next ten 

days. Al-Saleh added that the UAE was looking at drafting or 
revising other laws (including the Commercial Companies Law) 
to reflect the current business environment. He explained 
that the UAE had already amended its Agencies law to make it 
\"fair\" to both parties to the agreement. 


U.S. Businesses 
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14.(SBU) A/S Sullivan participated in a lunch with U.S. 
business representatives from the energy 

construction 

sectors. In general 

satisfaction with their opportunities in the UAE. While 
attesting to the success many US companies are having in the 
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Emirates 

laws and all expressed interest in whether and how recent 
amendments would be applied. 


Comment 


15. (С) All of A/S SullivanVs interlocutors stayed Won point" 
on the issue of the FTA. The UAE wants to conclude a deal 
but has sensitive areas that it wants to protect. Bin Yousef 
was most explicit that -- in his view -- the oil and gas 

sector would not be included in an FTA 

favored position that U.S. firms enjoyed and would continue 
to enjoy in the sector. End Comment. 


16. (U) A/S Sullivan has cleared this message. 
SISON 
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significant security presence and attempts by the GOB to 
impede the rally 

approximately 2 

mission observed the event together 

questions from independent journalists. United Democratic 
Forces leader Aleksandr Milinkevich spoke to the crowd and 
encouraged those present to engage in future street protests 
to overcome Belarus\' dictatorship. The event ended early 
however 

only the park where the demonstration was held. End summary. 


Final Day of Solidarity Event Draws 2 


2. (C) On September 16 at 4:00 p.m. 

organized a GOB-sanctioned demonstration and concert called 
\"Jeans Fest for Freedom" at the PeopleVs Friendship Park to 
show solidarity with political prisoners and all victims of 

the Lukashenko regime on the one-year anniversary of the 
first VDays of Solidarity" event. (Note: United Democratic 
Forces (UDF) leader Aleksandr Milinkevich told Charge that 
this would be the final Day of Solidarity event (reftel). 

End note.) Pictures of the four disappeared opposition 
activists and business leaders were displayed on the stage 
underneath Minsk City and EU flags. The crowd of youth 
numbered at approximately 2 

V For Freedom" 

national flags 

symbol of the Days of Solidarity movement. Charge and EU 
heads of mission (HOMs) were present to observe the event. 
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Milinkevich Calls for Street Protests to Bring About Change 


3. (U) UDF leader Milinkevich told the crowd that a 
dictatorship could only be overcome by street protests of 

large numbers of people. He encouraged those present to 
gather at the Minsk City Court on September 19 when the court 
will hear the appeal against the prison sentence for former 
opposition presidential candidate Aleksandr Kozulin. Other 
speakers at the demonstration included United Civic Party 
leader Anatoly Lebedko 

and Valeriya Krasovskaya 

Anatoly Krasovsky. 


Unexplained Power Outage Cuts Concert Short 


4. (U) The second half of the demonstration 

turned into a concert 

power outage. According to independent news source Belapan 
electricity was only cut off at the site where the concert 

was taking place. The local district power supply office 
reported no electricity failures in that district and the 

police at the event claimed ignorance and innocence. 


5. (C) Independent media reported that concert participants 
did not believe the electricity failure to be accidental. 
According to Belarusian National Front deputy Viktor 
Ivashkevich 

the GOB to hold a demonstration 

Ivashkevich told Pol/Econ Chief and Poloff on September 15 
that police verbally warned him that the demonstration would 
be shut down should illegal nationalistic symbols be used 
including the Belarusian national flag 

turned into a concert. 


Security Services Ready for Action 


6. (C) Belarusian security forces 

40-passenger police buses 

ambulance 

Sciences (BNAS) prior to the demonstration. (Note: Event 
organizers originally asked for permission to stage a march 
from the BNAS to the Friendship Park prior to the 
demonstration 

The police also closed the metro and bus stops closest to the 
opposition rally. 
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7. (C) During the demonstration 

police buses 

full of police 

positioned themselves around the park. Plainclothes security 
forces and state media Belarusian Television (BT) videotaped 
attendees 

observing the demonstration. Yet 

security presence 

that violence or force had been used. 


Comment 


8. (C) Although the authorities officially granted 

permission for the demonstration 

impede the event and intimidate the crowd 

the nearest metro stop 

middle of the concert 

presence 

indication from contacts whether this event was the final Day 
of Solidarity event. It appears that after a year of work 

and several months of virtual inactivity 

movement has finally gained some momentum 

the freedom-themed T-shirts 

that are becoming increasingly more popular among the general 
public. (Note: Post will provide an overall assessment of 

the Days of Solidarity movement in septel. End note.) 
Additionally 

and youth activists finally coordinating their efforts. 

Hogan 
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Russia and Belarus still appear far from completing an 
agreement on a Union State. Before seriously negotiating on 
the Union State the two still must resolve issues that 
re-emerged in the aftermath of the fraudulent March elections 
-- gas prices and the ownership of BelarusV national gas 
pipeline company Beltransgaz. Any agreement on gas appears 
unlikely before December. While anything is possible 
Belarusian rhetoric on the possibility of a joint referendum 
may be part of Lukashenko\'s public relations campaign to 
demonstrate his ability to prevent Russia from taking more 
drastic measures to achieve its perceived political and 
economic interests in Belarus. That said 

familiar with the negotiations between Belarus and Russia 
believe Lukashenko will have to accept moderately higher gas 
prices and perhaps the transfer of a minority share of 
Beltransgaz to Gazprom. End summar 


y. 
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Union State Rhetoric Kicks into High Gear 


2. (SBU) After Lukashenko\'s return from the August Eurasian 
Economic Community (EURASEC) heads of state meeting in Sochi 
Chair of the International Affairs and National Security 

Committee of the Upper House of Parliament Nikolay Cherginets 
told press a draft Constitutional Act for a 

Belarusian-Russian Union State was V'99 percent V" ready. Also 
local press picked up a story from the Russian paper Zhizn 
claiming that the Kremlin was working on an order to set a 
referendum before the end of the year. 


3. (C) Cherginets revealed the likely true state of 
negotiations when he admitted the sides still did not agree 
on the composition of the executive branch of the would-be 
Union State. Even on the relatively less complicated task of 
launching a single currency 

existing drafts of the Union State constitution 

in no hurry. Vladimir Novik 

recently told us no one at the bank had received any 
instructions to even consider the implications of currency 
unification. 


4. (C) Contrary to press reports 

familiar with Union State negotiations suggested Lukashenko 
is genuinely motivated to move forward on the union at this 
time. With his popularity and authority weaker than PutinVs 
in Russia 

Belarusian dictator s standing. Valery Karbalevich 

analyst with the Strategy think tank 

Lukashenko might have agreed to a proposal from Putin on a 
joint referendum in return for concessions on gas prices and 
the ownership of Beltransgaz. However 

agreement was established 

Lukashenko would not actually accept a referendum result in 
favor of a Union State constitution. 


Gas Crowds Out Other Issues Till December 


5. (C) The grain of truth in this dubious scenario is that 
Lukashenko is more focused on the successful resolution of 
gas prices and control over Beltransgaz than on 
implementation of the Union State constitution. Most 
analysts remain convinced Belarus is in no hurry to set a 
final price for gas or Beltransgaz. On the sale of 
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Beltransgaz 

to Russia it is politically impossible for him to allow 

foreign ownership of his country\'s flagship enterprise after 
his repeated public statements that it was vital that Belarus 
maintain control of the pipeline. Even absent objective 
political concerns 

make a deal that included giving up control of Beltransgaz. 
Karbalevich noted initially Lukashenko refused Gazprom\'s 
overtures to purchase Beltransgaz because a deal would have 
conflicted with the dictatorYs psychological need for power. 
Similarly 

Association of Entrepreneurs 

shenko\'s obsession with control 

borders on a psychiatric condition. 


6. (C) The Dutch bank ABN Amro will complete its appraisal of 
Beltransgaz in October 
for a CIS heads of state summit. It is unlikely Lukashenko 
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and Putin would be able to seal a deal at that time 

Media expect a USD 2.5 billion difference between ABM Amro\'s 
minimum and maximum appraisal values of Beltransgaz. Sergey 
Zhbanov 

independent newspaper Belgazeta 

mistake to assume the two sides would settle on a sales price 

in the middle 

opposition political figure Yaroslav Romanchuk also indicated 

the negotiations would drag out until at least the end of the 

year. 


Lukashenko Will Have to Give Up Something 


7. (C) However 

way out for Lukashenko. Russia seems intent on extracting 
something costly from the Belarusian ruler 

the economic sphere. The Kremlin knows just as much as the 
Belarusian regime that Lukashenko\'s relatively strong 
domestic support hinges on continued economic growth to prop 
up rising wages and steady pensions. Cheap gas 

actually as important as cheap oil 

Belarusian economy 

prices will dampen economic growth. None of the dozen 
economists we spoke with doubted some rise in prices was 
likely. Those close to the government were most confident 
the economy could still grow 

prices increased by about seventy percent from USD 47 per 
thousand cubic meters to USD 80. Aleksandr Matyas 
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of a research institute affiliated with the Belarusian 

Ministry of Economics 

to deal with an increase in gas pri 

ces if need be. Zhbanov suggested Lukashenko might accept an 
offer for Gazprom to purchase less than fifty percent of 
Beltransgaz if that was what it took to ensure gas at an 
affordable price. 


Comment: Lukashenko Will Not Walk into the Number Two Slot 


8. (C) Lukashenko will not likely agree to a referendum on a 
Union State while he remains weaker than his Russian 
counterpart in Russia. Although Lukashenko\'s public support 
ratings are considerably higher than those of Putin in 

Belarus 

playing second fiddle in a Union State. Lukashenko would be 
able to accept a bargain including modest gas price increases 
and the sale of a minority stake in Beltransgaz. This will 
delay later negotiations on a fifty-percent stake in 

Beltransgaz to a future date when Lukashenko can hope the 
Russians are preoccupied with their own elections. Moreover 
as long as he maintains his image as someone who can 
negotiate with Russia 

dependence on cheap Russian gas serves to heighten some 
Belarusians\' aversion to radical democratic change. 

Hogan 
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the importance of mutual understanding | confronting terrorism. 
\"Oman\" and private daily \"Al-Watan\" express hope that a Palestinian 
unity government can help revive the Peace Process. \"Oman\" calls 
Iraq V'imprisoned under foreign occupation 

administration there to Britain\'s early 20th-century Iraq policy. 

END SUMMARY. 


2. On Monday 

Ambassador Gary A. Grappovs presentation of credentials to Sultan 
Qaboos; some ran large color pictures of the event on their inside 
pages. All dailies also ran an Oman News Agency (ONA) article on 
this year's International Religious Freedom report on Oman 
coverage the three English-language papers added several verbatim 
excerpts from the IRF report. The English-language Oman Tribune\'s 
(circulation 8 

Religious Tolerance." Omani dailies also prominently carried news 
agency reports of all aspects of the controversy surrounding the 
Pope\'s remarks on Islam. 
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3. In its September 17 editorial 

\"Oman\" (circulation 38 

Face Terrorism is More than a Must": 

VWith the passing of the fifth anniversary of the September 11 
terrorist events...it seems that the world is facing real risks that 
have started to manifest themselves 

repeated threats or the growing number of terrorist operations by 
anonymous parties. The world does not need disputes 
accusations not based on deep thinking and logic 

disputes between Islam and Christianity 

faiths forming two-thirds of the world population. In light of 

these ongoing disputes 

counterproductive for Islam and Muslims...[the PopeVs recent speech 
relating Islam and violence] might be exploited by extremists from 
both sides to fuel more disputes and troubles in a world that yearns 
for tranquility and stability. In fact 

understanding between the three divine religions (Islam 

Christianity and Judaism) is vital to the peace and stability of 
today\'s world... Scholars and specialists from the three religions 
must cooperate closely to achieve the best possible understanding 
between their religions 

On the other hand 

region] has witnessed more than one terrorist attempt in many of its 
countries during the past few days... These attempts were thwarted 
but these sorts of disturbances will not be the last of their kind 
particularly given the threats of Ayman Al Zawahri 
second-in-command... With the increasing need of all the countries 
of the region to be cautious 

these countries to achieve the greatest possible cooperation and 
coordination between themselves to contain the new terrorist wave 
that targets the people and countries of the area. 


4. Another columnist for \"Oman\" wrote on September 15 that 
VPalestinian Unity Government More than A Necessity Now\": 
V'The recently announced agreement...for the formation of a 
Palestinian unity government has been widely welcomed in Palestinian 
and Arab circles 

developments in this vital area of the world. However 

agreement on a unity government is 

most important issue for the parties is to agree on the foundations 
on which the new government depends 

moves 

levels to activate the Peace Process 

to procrastinate or blame the Palestinian side. With the nature of 
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current events in the region 

the United Nations...the Palestinian stance in general 

Palestinian governmentVs stance in particular 

address public opinion or pave the way for reactivating the Peace 
Process...it would be useful for the Palestinians to prevent Israel 
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and any other parties from trying to hinder this process. The 
PalestiniansV circumstances depend to a great extent on [Fatah and 
Hamas\'s] ability to work together to serve the whole Palestinian 
people in the present time and future. V 


5. On September 13 
42 
for the Palestinian People\": 


\"It has become very clear that the main cause of the Palestinian 
people\'s suffering is the policy of the international community. The 
solution of this problem will come only through negotiation with 

this community 

vital that Hamas be accountable before the Palestinian people and 
face the facts as they are instead of propagating doubts and 
exporting fear... It is also hoped that the formation of the new 
government in the forthcoming days will help the Palestinian people 
to return to normal life ... and establish an independent 

Palestinian state 

Palestinian people 

all violence and anarchy 

national dialogue instead of resorting to weapons. They are asked 
to prepare a unified political plan to address the international 
public opinion 

requested to combine their efforts to achieve the utmost possible 
degree of agreement in all aspects." 


6. On September 12 

Americans - Iraq Fights Division": 

\"Iraq has witnessed many different eras over its long history 
between grandeur and weakness. However 

was the brightest in the Arab and Islamic region. By the time the 
Abbasid state ended in 1258 

Iraqis had triumphed in many battles to defend their identity and 
integrity... The British occupied Iraq with the politics of 

intimidation and sectarianism 

divide-and-rule policy employed by the British might have succeeded 
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had not the Iraqis quickly discovered the deception of the British 
when they formed an occupation administration in Baghdad - similar 
to Bremer\'s administration - to legislate on their behalf... Today 

is similar to that day. Iraq has [again] been chosen to remain 
imprisoned under foreign occupation and some lragis have [again] 
approached the occupier to help them achieve more benefits and 
interests... 

GRAPPO 
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companies;\" )b) a law to annul RCC decision 49 of 2002 
that defined how real estate property was to be 
registered for Iraqis who had left Iraq and to allow 

for return of property or compensation; (c) a law for 

Iraq to join the 1997 Ottawa Landmine Treaty; and (d) 

a liability law (awaiting copy). The CoR also approved 

a decision that prevents the Communications and Media 
Commission from signing new cell phone contracts until 
a new communications law is passed but allows the 
Commission to extend the existing contracts for three 
months or until new legislation is passed. 


4. (C) COMMENT. Despite having no session on 
September 10 and having the September 12 session 
disrupted by the Sadrist call for MNF-I withdrawal 

the CoR accomplished most of the items on its agenda 
for the week (although there was no movement on key 
legislation). END COMMENT 

SPECKHARD 
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of assets 

the MSM also insulated it from the declines experienced by 
other GCC markets. 


3. (C) On efforts to create a bond market 

out that the concept ran counter to the GCC\'s culture of 
investing only in the equities market. Nevertheless 

al-Jabri mentioned that the CMAVs relationship with the U.S. 
Treasury regional office in Abu Dhabi was important to its 
bond market development efforts 

has received from the World Bank. Al-Jabri further commented 
that Oman would participate in a bond market development 
study 

of Finance that creation of such a market would be a positive 
development. 


4. (C) The Ambassador inquired about the formation of a 

unified GCC exchange 

dreaming sometimes. Sometimes dreams become realities." He 
continued that the GCC was not actively working toward a 
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common exchange 

developing a single currency. In the interim 

explained that the CMA had signed an agreement with its UAE 
counterparts to link the markets in Muscat 

Dubai 

could place an order with firms in the other two. 


5. (U) Al-Jabri predicted that the upcoming U.S.-Oman Free 
Trade Agreement would provide across-the-board benefits to 
foreign investors 

other beneficiaries. He also signaled the CMA\'s interest in 
participating in a proposed FTA promotional tour of the 
United States 

conjunction with the USG and the Oman Development Bank 
technical assistance efforts to develop small and 
medium-sized enterprises (SMEs). 


6 (C) Comment. Al-JabriVs interest in promoting 
transparency 

developing programs to assist small businesses shone through 
during the meeting. Under his leadership 

a series of disclosure regulations that require companies to 
disclose their investment portfolios and publish financial 
results in the press. The CMA is currently in the process of 
adopting additional disclosure requirements 

regulations governing dealings on an insider basis. 

Al-Jabri 

Pakistan 

that assist Omanis in starting their own businesses. End 
Comment. 


7. (U) Action request. In light of al-JabriVs interest in 
promoting the development of SMEs 

the identification of relevant MEPI-funded technical 
assistance programs. 

GRAPPO 
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Gruevski said he would meet with PM Ceku September 19 to 
strengthen ties with Pristina 

governments stance that border demarcation is a technical 
issue. Both said the government would stick to its policy of 
no further public statements on the name dispute 

Milososki highlighted close business and municipal 
cooperation ties with Greece. Gruevski indicated he would 
hold off on submitting to parliament a draft law on religious 
communities until his staff had studied EU standards for 
religious freedom 

Macedonian Orthodox Church and Islamic Community to pass the 
existing draft law 
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other religious groups. End Summary. 


INITIAL COURTESY CALLS ON PRIME MINISTER AND FOREIGN MINISTER 


3. (U) Ambassador made separate initial courtesy calls on PM 
Gruevski and FM Milososki September 15. PM Gruevski was 
accompanied by his Chief of Cabinet 

Milososki was joined by State Secretary Igor llievski 

of Cabinet Cornelia Utevska 

Spirodonovski. DCM and P/E Chief (notetaker) accompanied 
Ambassador. 


NATO MEMBERSHIP -- TIME IS SHORT 


4. (U) Ambassador told both Gruevski and Milososki that a 
successful bid to present the strongest possible candidacy 

for NATO membership in 2008 also would send a positive signal 
regarding Macedonia\'s EU prospects. There was much work to 
be done and time was of the essence. The GOM had about a 
year to demonstrate it was in a strong position to be 

considered for NATO membership. 


5. (SBU) PM Gruevski reaffirmed his commitment to leading the 
NATO membership effort. He would head an interagency team 
comprised of the Foreign Minister 

NATO Membership Coordinator. Other members would include the 
Finance Minister 

required. 


6. (C) FM Milososki underscored the importance of showing 

results in the fight against corruption as one of Macedonia\'s 

NATO membership requirements. The GOM wanted to \"show more 
than a rhetorical commitment" to combating corruption 

public prosecutor\'s office capable of tackling tough 

high-profile cases. The government would not engage in 
\"revanchisme\" against the previous government in pursuing 
corruption cases. 


7. (SBU) Regarding the upcoming Riga Summit 

the GOM hoped for an encouraging message in the final summit 
communiqu that would not differentiate among the А-З 

(Adriatic Charter) countries. He reiterated the GOMVs 
commitment to continuing its support for peace operations in 
Iraq 

responded that the A-3 countries would be assessed for 
membership individually 


REDOUBLE EFFORTS TO RESTART POLITICAL DIALOGUE WITH ALBANIA 
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OPPOSITION 


8. (C) The Ambassador noted concerns in Washington and 
Brussels 

government's relations with the major ethnic Albanian 
opposition party 

generosity 

re-engage DUI in political dialogue. The Embassy was willing 
to facilitate and support that process. It was important for 

the government to succeed in that effort 

communications with DUI to private channels. 


9. (C) Gruevski complained that he had been able to meet with 
all the opposition parties except DUI to discuss their 
concerns. He noted that he had first tried to establish 
contact with DUI leader Ali Ahmeti through private channels. 
When Ahmeti did not respond 

one-on-one meeting. Ahmeti had countered with a public 
proposal for the two to meet in Sipkovica 

during the 2001 conflict of the HQs of the National 
Liberation Army 

politically untenable 

a public offer to meet in Skopje 


10. (C) Milososki said Gruevski had tried early on to bring 
DUI into government 

Albanian party DPA. He asserted that DUIVs insistence on 
keeping DPA out of the government 

\"unrealistic\" political demands 

image as a party involved in corrupt activities 

attempt a V mission impossible." Nevertheless 

wanted to build V'bridges of cooperation with DUI 
especially through the Ministry of Local Self-Government\'s 
work with DUI-controlled municipalities. 


KOSOVO STATUS -- KEEPING DEMARCATION OFF THE FRONT BURNER 


11. (SBU) The Ambassador restated our position on border 
demarcation and said we would push for including resolution 
of the matter in any Kosovo final status agreement. In the 
meantime 

efforts to strengthen ties with Pristina. 


12. (SBU) Gruevski agreed 

Ceku in Skopje on September 19. He also was trying to 
arrange meetings with Albanian leaders and other leaders in 
neighboring countries to strengthen regional ties. He hoped 
to visit the U.S. next year. In his meeting 

that the GOM wanted to keep demarcation V'a technical issue 
and to keep it off the front burner as a Macedonian policy 
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priority. 


NAME ISSUE -- MACEDONIA COMMITTED TO UN PROCESS 


13. (C) Ambassador told Gruevski that 

elections approaching 

movement soon in the UN talks on the name dispute. In the 
meantime 

statements. 


14. (C) Gruevski acknowledged that 

office 

the name issue 

the matter. He initially had responded 

there was no further need to discuss the dispute in public. 


15. (C) Milososki said the GOM had decided to restate 
Macedonia\'s position on the name 

public discussion of the matter. The government would try to 
find a compromise solution through the UN negotiations 
process 

noted Macedonia\'s excellent bilateral trade and commercial 
ties with Greece 

cooperation between Macedonian and Greek municipalities. 


RELIGIOUS FREEDOM -- PUSH FOR BROADER LIBERTIES 


16. (U) The Ambassador noted the September 15 release of the 
annual International Religious Freedom report. She urged the 
GOM to continue efforts to resolve the status of an Orthodox 
priest recognized by the Serb Orthodox Church as Bishop Jovan 
of Ohrid 
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Orthodox Church (MOC). Citing strong US congressional 
interest 

the draft law on religious communities and groups allowed the 
broadest possible religious freedoms 

more than one group per confession to register. 


17. (C) Gruevski said he recently had met with the 
representatives of Macedonia\'s five established religious 
communities (MOC 

Jewish Community 

supported the draft law. They had indicated they would fight 
amendments to the law making it easier for other groups to 
register. Citing the MOC\'s high poll ratings 

argument that liberalizing registration criteria would allow 
\"Islamic radicalsV to enter Macedonia 
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be difficult to oppose those communities. He asked whether 
he should try to move the current draft law forward. 


18. (C) The Ambassador advised against trying to pass the 
draft law in its current form. She noted that the ICM 
argument failed to account for the fact that Islamic radical 
groups already could 

registering as NGOs. 


19. (C) Gruevski agreed 

analyze religious freedom laws from other EU countries for 
applicable lessons. Milososki said he understood the US 
approach to religious freedom 

religious institutions in the U.S. while visiting his 

brother 

Balkans had long served as V'cradles of nationalism. Any 
approach to changing Balkan religious freedom standards had 
to take that fact into account. 


AVOIDING WHOLESALE CHANGES IN PUBLIC ADMINISTRATION 


20. (SBU) The Ambassador also expressed concerns over reports 
that public administration professionals 

had been trained at USG expense 

demoted in the Ministry of Interior and other ministries. 

That did not bode well for efforts to professionalize the 
public administration; the USG strongly opposed wholesale 
changes in the administration at the mid and working levels 
in particular. Gruevski tried to defend the reassignments by 
arguing that 

previous positions 

trained professionals. 


COMMENT 


21. (C) Gruevski and Milososki understand the need to move 
quickly to fulfill NATO membership requirements 

the need to show results in the fight against corruption. 

They will be hampered in that effort 

to muster the creativity and leadership needed to resolve the 
festering dispute with the opposition 

the leadershipVs time and energy and casting Macedonia іп a 
negative light abroad. 


22. (C) The GOM has taken adopted constructive stances on 
Kosovo border demarcation and the name dispute 

the need to keep both issues off the front burner and out of 
the media. On Kosovo 

ensure the Contact Group includes resolution of the 
demarcation issue in a final status settlement. 
MILOVANOVIC 
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to the rest of Brazil. The CG gave a number of interviews to local 
TV and print media 

that highlighted Mission investments in local educational projects. 
END SUMMARY. 


2. (SBU) A visitor to Mato Grosso do Sul is immediately struck by 
the wide open 

ranches 

Individual ranchers raise as many as 20 

time 

Brahman breeds imported from India in the 19th Century to withstand 
the heat and relatively dry conditions. While in the state 

met researchers and outreach specialists at a center near the state 
capital of Campo Grande 

agricultural research enterprise 

family-owned cattle ranch and had lunch with members of the 
Federated Industries of Mato Grosso do Sul (FIEMS) 

businesses related to cattle ranching. The common theme struck by 
all participants in these meetings was that the cattle industry in 

this part of Brazil is in a state of crisis. A lingering drought 

has driven up operating costs 

high interest rates 

favorable commercial bank loans or lines of credit. Furthermore 
the price local ranchers receive for exports of their product -- 

live cattle -- has been stunted by the relatively appreciated value 

of the Brazilian Real and a constricted world market for Brazilian 
beef caused by an outbreak of Foot and Mouth Disease in 2005. 


3. (SBU) Cattle ranchers in Mato Grosso do Sul are still reeling 
from the 2005 outbreak of Foot and Mouth Disease (FMD) 
regionally as Aftosa Fever. As a result of the outbreak 

34 

import of beef from certain regions of Brazil 

leading exporter of beef. The bans have been lifted gradually for 
products from the state and from the neighboring states of Parana 
and Sao Paulo 

August of this year. Cattle ranchers decry the embargos 

they suffer unfairly because their industry is more transparent than 
those in neighboring countries; international control of FMD is 
based largely on self-reporting of cases. Brazilian cattle ranchers 
insist that their competitors in Paraguay 

affected by bans because their animals are not tested as a matter of 
routine 

trigger international embargos. Highlighting this cross-border 
dispute 
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destruction of 16 bulls suffering from what the Paraguayans called a 
bacterial infection and not the Aftosa viral infection. Mato Grosso 
do Sul officials were skeptical of the diagnosis 

close some 250 miles of the stateYs border with Paraguay. (NOTE: 
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The United States periodically imposes various limitations on the 
importation of Paraguayan and Brazilian beef products. END NOTE.) 


4. (SBU) Ranchers and state government officials noted that a 
growing number of landowners are converting pasture land to sugar 
cane in order to capitalize on the ethanol craze that is sweeping 

the energy and agriculture sectors of Brazil and much of the world. 
Government officials said that several large-scale and famous 
American investors have expressed interest in acquiring property and 
facilities in Mato Grosso do Sul for sugar and ethanol production. 

In the near to mid-term 

pastureland to sugar cane should have little impact on the overall 
level of beef production 

largest grazing acre-to-cow ratio in the world. 


5. (U) Despite the widely discussed V'cattle crisis 

the world\'s leading beef exporter 

record sales in the first half of 2006. From January to July 
Brazilian beef exports totaled $2 billion 

over the same period last year. Even though it only recently lifted 
its official ban on Brazilian beef 

single importer of Brazilian raw cattle products 

States was the largest importer of processed beef products. A surge 
in exports to Arab nations 

effects on meat packersV profits of the 50-nation embargo оп 
Brazilian beef due to the Aftosa scare and the relatively high value 
of the Real on international foreign exchange markets. 


6. (U) Brazil currently exports 3196 of the beef sold on world 
markets 

country's market share even further in the coming year. The Friboli 
Group plans a new plant in Rio Grande do Sul that will process 1 
head of cattle per day with room to expand to 2 

Group announced that it is investing $100 million to build the 
world\'s second largest slaughterhouse in Mato Grosso do Sul. The 
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Bertini plant 

capacity to slaughter 3 

time 

have risen 

BrazilVs cattle ranchers and of its meat packers 
exporters. 


7. (SBU) The CG visited the forestry operation of U.S.-based 
International Paper Corporation near Tres Lagoas on the far eastern 
edge of Mato Grosso do Sul 

the late 1980s 

contiguous parcels of land or establishing production agreements 
with land owners 

trees. Company representatives said that 

the region\'s climate 

eucalyptus trees grow particularly quickly for pulp production 

there 

forestry manager showed the nursery facilities 

are cared for until they sprout roots and are eventually planted in 
rows 

a test plot on each land parcel so foresters can determine which of 
the test trees will grow to the best specifications for the 

company's pulp needs. They then take cuttings from the best tree to 
produce others identical to it: this process is continued to fill 

the entire parcel with clones of the original tree. The company 

thus maximizes each parcel of land by cultivating trees uniquely 
suited to its specific and localized conditions. 


8. (U) The company has also taken steps to preserve tracks of wild 


SAO PAULO 00001002 003 OF 004 


forests and wetlands. By federal and state law 

aside a percentage of each parcel of land purchased for commercial 
use to be kept in a \"natural\" state. In a unique project 
International Paper has linked a series of natural forest areas 
among its various land holdings around Tres Lagoas to create a 
contiguous forest corridor larger and potentially more 
environmentally sound than the individual set-asides required by 
law. This corridor not only provides a continuous range of natural 
trees and coexisting biodiversity 

stands of trees 

wetlands. 


9. (SBU) International Paper has been planning to build a major 
pulp and paper mill in the Tres Lagoas area for many years 
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economic and market considerations stalled the project several 
times. The company now seems fully prepared to start construction 
on what it says will be a $1.5 billion investment in a 

state-of-the-art pulp and paper mill 

out partners for the venture. We were told that most environmental 
and other governmental permit hurdles -- Brazil is notorious for 
bureaucratic quagmires associated with the start-up and closing of 
businesses -- have been overcome 

clearance to break ground by the end of October. Construction may 
require as many as 10 

\"islands\" of the plant simultaneously 

contractor build the facility from the ground up. The design 
engineer explained that the plant will utilize leading technologies 
and design features 

generate power. In fact 

energy self-sufficient 

for which the company will receive payments or credits. 


10. (U) In addition to giving a number of interviews to local TV 

and print media 

outreach event with the Mato Grosso do Sul Secretary of Education. 
This event took place at a local high school and was attended by a 
cross section of state educators 

students. The event highlighted several Mission-supported projects. 
The CG awarded a certificate of participation to a young man from a 
largely rural area of the state who had participated in the 

Mission\'s Youth Ambassadors Program. He was chosen as one of only 
25 participants out of 2000 applicants to spend two weeks in the 
United States both meeting official representatives and staying with 
a host family and attending the local public high school. 


11. (U) The CG also awarded a certificate to a principal who 
participated in a Mission-sponsored exchange program and 
acknowledged the Mission\'s book donation to the principal\'s school. 
The event 

several ethnic groups in the state 

film currently in production that the Mission has supported 
financially. When completed in the coming months 

chronicle the various indigenous \"Indian\" groups of Mato Grosso do 
Sul that still maintain a discreet identity and live in 

reservation-like settings. In recent years many of these indigenous 
groups have faced severe poverty and even food shortages 

been involved in sometimes violent confrontations with neighboring 
land owners trying to displace them 

the groups allege act unjustly or with little effect. The State 
Secretary of Education will show the film to public school children 
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SIPDIS 

in Mato Grosso do Sul to promote awareness and understanding of this 
aspect of their society. 


12. (SBU) Mato Grosso do Sul Governor Jose Orcirio Miranda dos 
Santos (known as VZeca do PT\" for his party affiliation) 

of Public Security Raufi Antonio Jaccoud Marques 

commanders told the Consul General of the difficulty they face 
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monitoring the long border that the state shares with both Bolivia 
and Paraguay. As an international border 

each country maintain ultimate control of the border itself 

lack of capacity and will 

Paraguayan sides 

vulnerable to criminals who use the porous border as a means to 
smuggle drugs and contraband into Brazil. Security officials 
described the state as a \"corridor\" for contraband 

smuggled products passed onward to the more populous areas of 
southern and central Brazil. In addition to Bolivia and Paraguay 
Mato Grosso do Sul also shares borders with five Brazilian states 
including Sao Paulo and Minas Gerais. 


13. (SBU) Police officials openly discussed their challenges 
including the prevention of poaching of highly regarded wildlife 
along the states northwestern edge 

called the Pantanal. One police commander specifically requested 
USG help in coordinating efforts between Brazil 

Bolivia regarding animal protection 

at the border 

The CG has discussed this with CONGEN and Embassy law enforcement 
representatives and with USAID officers 

explore possible regional seminar or information exchange 
opportunities. 


14. (SBU) Steady rainfall will help the region of southwestern 

Brazil with some of its agricultural and environmental challenges. 
(NOTE: The water level at the massive Iguazu Falls in nearby Parana 
State was at 20 percent of normal during the early July visit of 
CODEL CORNYN 
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sparked in the unusually dry conditions. END NOTE) However 
state is also facing some transitional conditions that will bring a 
boom to some 

continues to face economic conditions creating a dichotomy between 
cattle ranchers 

conditions like weather 

the slaughterhouses 

the same economic environment by reducing payments to ranchers while 
exploiting new international markets. Almost everyone in the state 
Seems to have some connection to raising cattle; even some 
politicians we encountered who do not depend on ranching for a 
living maintain small \"hobby ranches\" with a few hundred head of 
cattle. But unless the ranchers can pry loose some investment 
capital or make gains on the price of their cows 

dichotomy and their \"crisis\" will continue. 


15. (SBU) Investments in sugar cane and alternative crops like 
pulp wood may help turn around the fortunes of landowners 

and service industries 

temporary and seasonal labor needed for these enterprises will 
overwhelm small communities once the work wraps up. 


16. (SBU) Many in government tout the economic potential of the 
stateVs natural beauty and wildlife that are famous among 
eco-tourists but remain relatively untapped as sources of tourism 
dollars. Increasingly 

and border crossings has pushed contraband runners to use wide-open 
untamed and largely unmanned territories like Mato Grosso do Sul as 
crossing points and corridors to their main markets of Sao Paulo 

Belo Horizonte 

federal government officials want to better develop the area for 
tourism 

managed better than in Brazil\'s current slate of destination cities. 
Campo Grande is a surprisingly modern 

city lying at the gateway to tremendous natural beauty and economic 
opportunity. How these assets are tapped and managed will dictate 
the stateVs future. END COMMENT. 


17. (U) This cable was coordinated/cleared by Embassy Brasilia. 
MCMCULLEN 
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Reason and the University: Memories and Reflections V 

long at roughly 3800 words 

on the relationship of reason and faith in the Western world. 

At the outset of his remarks 

14th century Byzantine emperor 

to make the point that proselytizing by violence is unacceptable 

to Christians 

quotation included a stinging reference to the prophet Mohammed. 
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This reference 

produced an inflamed reaction in the Muslim world 
contrite statements from Rome 

order to shed some light on this unexpected controversy 
cable takes a look at what the pope said 

produced 


What the Pope Said 


3. (U) Following a bit of personal reminiscence about his own 
university days 
following passage: 


VI was reminded of all this recently 

Professor Theodore Khoury (Munster) of part of the dialogue 
carried on -- perhaps in 1391 in the winter barracks near Ankara 
-- by the erudite Byuzantiine emperor Manuel II Paleologus and 
an educated Persian on the subject of Christianity and Islam 
and the truth of both. It was probably the emperor himself who 
set down this dialogue 

between 1394 and 1402; and this would explain why his arguments 
are given in greater detail than the responses of the learned 
Persian. The dialogue ranges widely over the structures of 

faith contained in the Bible and in the Quran 

especially with the image of God and of man 

returning repeatedly to the relationship of the three Laws: the 
Old Testament 

lecture | would like to discuss only one point -- itself rather 
marginal to the dialogue itself -- which 

faith and reason 

starting-point for my reflections on the issue. 


\"In the seventh conversation edited by Professor Khoury 
emperor touches on the theme of the jihad (holy war). the 
emperor must have known that surah 2 

compulsion in religion. It is one of the suras of the early 
period 

naturally the emperor also know the instructions 

and recorded in the Quran 

descending to details 

accorded to those who have the \"Book\" and the \"infidels\" 
turns to his interlocutor somewhat brusquely with the central 
question on the relationship between religion and violence in 
general 

that was new 

inhuman 

preached.\" The emperor goes on to explain in detail the reasons 
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why spreading the faith through violence is something 
unreasonable. Violence is incompatible with the nature of God 
and the nature of the soul. God is not pleased by blood 

not acting reasonably is contrary to God\'s nature. Faith is 
born of the soul 

faith needs the ability to speak well and to reason properly 
without violence and threats.... To convince a reasonable soul 
one does not need a strong arm 

other means of threatening a person with death....\" 


4. (U) The remainder of the lecture says very little about Islam 
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(except for a passage suggesting that Muslims differ from 
Christians in their willingness to accept God as absolutely 
transcending reason) and focuses instead on ancient Greek 
philosophy 

thinking about the relationship of faith and reason. It 
concludes with an echo of the Manuel quotation to affirm that 
reason and faith can and must go together. 


Reactions 


5. (SBU) The lecture received substantial media coverage. By 
September 14 criticism had been heard from various Muslim 
authorities; this criticism intensified in the following days. 
According to press reports 

Affairs Directorate 

speech with amazement and horror 

provocative 

uncomplimentary terms. Aiman Mazyek 

Central Council of Muslims in Germany 

of the French Council for the Muslim Religion 

to express concern. Senior Islamic officials in Kuwait 

and Pakistan called for an apology. Other prominent Muslims 
such as Indonesian President Susilo and former Iranian President 
Khatami 

recently 

on V'worshippers of the cross\" in reaction to the papal remarks. 
In Somalia 

the attack was related to the papal statement. 


6. (U) The Turkish government has so far resisted calls to 
postpone or cancel the Pope\'s planned November visit to 
Istanbul. The Moroccan government recalled its ambassador to 
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the Holy See for consultations. 


7. (U) The Vatican responded later on September 14 with a 
statement from Father Federico Lombardi 

spokesman. Lombardi said it was certainly not the pope\'s 
intention to offend the sensibilities of Muslim believers 
went on to emphasize that the pope wants to cultivate an 
attitude of respect and dialogue toward other religions and 
cultures 


8. (SBU) On September 16 

State 

statement. Bertone noted the reaction in Muslim quarters to the 
pope\'s remarks 

already presented by the director of the Holy See press office 
(Lombardi). Bertone said the pope: 


(a) has a view of Islam which is unequivocally that expressed in 
\"Nostra Aetate\" -- a seminal Vatican Il document on interfaith 
relations -- i.e. 

(for their reverence for Jesus and Mary 

obedience to God 


(b) strongly favors interreligious and intercultural dialogue 

(c) did not mean to imply that he shares the views of Manuel Il 
which he quoted in his remarks 

(d) \"sincerely regrets that certain passages of his address 
could have sounded offensive to the sensitivities of the Muslim 
faithful 

no way corresponds to his intentions. V" 


(e) hopes Muslims V'will be helped" to understand the correct 
meaning of his words in the interests of faith 
justice. 


9. (SBU) Bertone gave an interview on September 17 in which he 
said that papal nuncios had been asked to explain the pope\'s 
remarks in their host countries. Bertone criticized the media 

for its role in the crisis 

Vseriously manipulated". Cardinal Renato Martino 

Holy Ѕее\'ѕ influential Justice and Peace dicastery 

front-page article in LVOsservatore Romano on September 17 
which he blamed the controversy on mass media distortions and 
Vorchestrated political and ideological exploitation. Martino 
said 

religion feel offended 

is to inspire sentiments of respect and Christian friendship for 
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all true adherents of other religions. Other prominent 
Catholics around the world 

Murphy-O\'Connor 
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The Pope\'s Regrets 


10. (U) At his weekly Angelus address on Sunday 

Pope Benedict XVI himself spoke to the issue 

Speaking in Castelgandolfo 

since returning from Germany 

reactions in some countries to a few passages of my address at 
the University of Regensburg 

the sensibility of Muslims. These in fact were a quotation from 
a medieval text 

thought. Yesterday the Cardinal Secretary of State published a 
statement in this regard in which he explained the true meaning 
of my words. | hope that this serves to appease hearts and to 
clarify the true meaning of my address 

was and is an invitation to frank and sincere dialogue 

great mutual respect." 


Comment 


11. (C) Charge dVaffaires has appointments pending with Holy See 
officials and others 

conversations as soon as possible. We will also be sending in a 
summary of relevant media coverage. 


12. (C) For the moment 

created an unwanted controversy with potentially significant 
and harmful 

studious and retiring academic by nature 

that his historical reference could cause such heartburn. While 
defenders have blamed the media 

others have noted that the firestorm could easily have been 
foreseen 

advance to his deputies. (A powerful intellect long accustomed 
to writing his own material 

having his material vetted.) 


13. (C) On the other hand 
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world to suppose that a reference -- by the pope! -- to the 
Prophet Mohammed innovations as “емі! and innuman\" would pass 
unnoticed. Nor is it likely that the particular quotation is 
accidental. Benedict is known for his meticulous ways 

for his distinctly cooler (compared to John Paul 11) approach 
toward Islam and interreligious dialogue. The pope is preparing 
for an important visit to Istanbul in November. His invocation 

of Manuel 

Ottomans who destroyed his empire a few decades later 

been deliberate. So 

words of Manuel -- rather than a milder paraphrase -- is 
significant in a pope known for his belief that one must neither 
compromise with the truth 

faith. (As Cardinal Ratzinger 

that Turkey should not enter the European Union.) One of the 
pope\'s hardline Italian supporters 

argued in a September 18 column that Benedict has deliberately 
chosen a path of \"less diplomacy and more Gospel\" 
willingness to say politically incorrect things. 


14. (C) Our view is that Benedict very likely chose his words 
carefully and was not averse to having them interpreted as a 
sign of his skepticism about Islam; his earlier actions 

the transfer of Archbishop Michael Fitzgerald last spring 

this attitude clear enough. However 

for them to lead to violence or a worsening of tensions between 
Christians and Muslims. The quick succession of mollifying 
remarks by senior Vatican officials 

unusual and suggests a chastened feeling at the top. However 
the actual \"apology\" is itself phrased rather carefully and may 
fall short of putting out the fire. Upon return from a trip 

popes customarily reflect upon the trip at the next public 
opportunity; in this case 

September 20. We will watch developments closely. 


15. (C) From our perspective 

should carefully note the Holy See\'s own statements 

particularly the Pope\'s own comments confirming that his remarks 
have been misunderstood and dissociating himself from Manuel\'s 
words about the prophet. Cardinal Bertone\'s clarification of 

the Holy See\'s continuing dedication to the principles of Nostra 
Aetate (see para 8) and deep respect for Islam should also be 
noted. 

SANDROLINI 
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uninterrupted supply.\" (Note: In separate discussions on 
September 14 and 15 in Nagpur 
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CG that Nagpur had a reasonably reliable power supply and did 
not face the brownouts experienced elsewhere in power-starved 
Maharashtra. End note.) 


Civ Air Minister \"Tells\" Boeing to Come to Nagpur 


4. (SBU) Keskar confided that Boeing V'was told to come\" to 
Nagpur by Civil Aviation Minister Praful Patel 
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the city. (Boeing had agreed to build and operate an MRO in 
India as part of the 2005 deal to sell 68 aircraft to Air 

India.) However 

not been commercially viable 

entire GOI political and administrative apparatus 

Patel downwards 

Boeing\'s wishes and expectations 


5. (SBU) Groundbreaking for the MRO is planned for early 2007 
and the company was on track to fulfill its commitment to finish 
the project within 36 months 

what the facility would cost 

figure routinely cited in the Indian media might be the upper 
limit of what Boeing will initially invest in the unit. Roughly 

1 

from the U.S. will come to run the operation 

who is originally from Nagpur as well 

discussions with universities in Nagpur and Mumbai to train the 
aviation engineers that Boeing will need at the facility. 

Initially 

but ultimately Boeing plans to make the MRO a service center for 
planes from throughout south and southeast Asia 


Boeing to Deliver 108 Planes by 2012 


6. (SBU) Keskar also updated us on Boeing\'s planned deliveries 
to India\'s rapidly growing civil aviation sector. In addition 

to the landmark deal with Air India 

planes to Jet Airways and 10 each to Spice Jet and Air Sahara in 
the coming years. While delivery to Air India on account of its 
sovereign guarantee was not an issue 

still had \"problems\" in its negotiations with Jet Airways 

was continuing to work with U.S. Exlm Bank on the financing. As 
a whole 

market by 2012 

delivery of their first new 777 aircraft in early 2007 

Both carriers had opulent designs 
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V palace in the sky.V First class in Jets new 777 will be a 
cavernous affair with individual suites complete with flat 

screen televisions and a choice of 500 films 

and economy classes will be far more opulent than the average in 
the sector. Air India will also offer cabins in first class 

and plans to remake its somewhat worn image with a completely 
new external design. 


Keskar\'s Views on Ambitious Vision for Nagpur 


7. (SBU) Keskar was skeptical whether the market really needed 
an air transport hub on the scale that MADC envisages for 
Nagpur. The MADC master plan foresees the construction of a 
second runway and a terminal capable of handling 14 million 
passengers a year. MADC authorities tell us that they hope to 
create an international commercial aviation hub that will 

capture much of the transcontinental passenger traffic between 
Europe and Asia that now crosses over the Indian subcontinent. 
Keskar was more confident that the planned road 

cargo hub would be successful. He was also optimistic that the 
SEZ would be a success 

companies have already made a commitment to locate factories or 
IT centers on the site. In any event Boeing had its own 

specific objectives with the MRO and did not want to get 
involved in the project planning for the larger logistics hub 

he emphasized. Post will report on the plans for the logistics 
hub and SEZ septel. 
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but stressed that the Turks are studying closely the recent 
Finnish proposal and V'arenVt saying пол" Apakan and Bryza 
discussed the possibility of exploring legal challenges to 

the European CourtVs 1995 decision against issuing EU 
certificates of origin for Turkish Cypriot-produced goods as 

a way to open up trade to northern Cyprus. According to 
Apakan 

technical talks immediately 

prerequisite. End summary. 


2. (C) Apakan focused on Turkey\'s and TalatVs preference for 
a comprehensive settlement. Rumors we hear about Turkey 
intervening with Talat to rein in the Turkish Cypriots V'are 

not true 

is in charge of his own negotiations; Apakan said he talks 

with the Turkish Cypriot leader only at critical junctures. 

Right now 

a prior meeting between Talat and Papadopoulos 

views as key to preventing the derailment of Turkey\'s EU 
membership ambitions. It is easier to work within the 
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context of an overall settlement 

-- security for the TCs 

GCs -- than with small packages. Apakan referenced the Annan 
Plan and the way in which friends of the UNSYG had 
contributed a balance of issues 

symmetrically into the general matrix. 


3. (C) Papadopoulos 

to re-engage on comprehensive settlement issues; for Turkey 
and the TCs 

leaders\' meetings to set a framework 

technical committee meetings and substantive working group 
meetings follow a specific timeline. In July 

encouraged both Gambari and Talat. In the interim 

had emerged were papers. Talat and Papadopoulos simply need 
to announce a start and reiterate that the ultimate objective 

is a comprehensive settlement. The process gains legitimacy 
through gaining the imprimatur of the two leaders. Talat 
remains Papadopoulos\' appropriate counterpart. 


4. (C) Apakan made it clear that Turkey has its eye on the EU 
progress report which is slated to come out October 24 but 
may slip. In that regard 

Finnish proposal 

make the Turks happy. Apakan stressed 

would not say no 

departure 

reiterated the importance of direct trade 

airport -- even for charter flights 

tourist industry -- and ending the isolation of the TCs. So 

far they had seen nothing on paper; the ideas had been 
delivered orally. He noted Ankaravs difficulty in deviating 
from its focus on a comprehensive settlement. The challenge 
of mini-packages 

provide enough room for maneuver for substitutions and 
balances. 


5. (C) Examining the run-up to the Republic of Cyprus\' May 
2004 EU accession 

believed the GoC had undertaken. Under the Treaty of 
Accession 

comprehensive settlement once it became an EU member. This 
was 

conclusions. He cited Protocol 10 to the effect that the 
entrance of the GC side into the EU would not damage the TC 
side 

to create discrimination against the TCs in terms of economic 
development. The spirit of the statements was clear 

stated. 


6. (C) Protocol 10 has been forgotten 
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Protocol 3 

the Treaty of Establishment prevails: Greece 

and the two sides on the island gave birth to the RoC. As a 
result 

emanate from those five parties. Bryza noted that in the 
most recent UNSC UNFICYP renewal debate 

attempted to change the language from \"sides\" to 
VcommunitiesV. The USG would not agree to that because it 
would undermine the Treaty of Guarantee 

founding treaties (the third is the Treaty of Alliance). 

Bryza recounted how he told the Greek Ambassador to the 
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United States that if Nicosia or Athens wished to renegotiate 
or nullify the Treaty of Guarantee 
pursue tis goal through direct negotiations. 


7. (C) apadopoulos 

lawyer. He agreed that the GC Presidents legalistic 
arguments run counter to the spirit of the documents. Bryza 
also focused on the 1995 decision to suspend the issuance of 
certificates of origin. (Note: Cyprus DDG Bilman later told 

us that 

issued by the Turkish Cypriot Chamber of Commerce. End 
note.) Apakan added that the 1995 decision did not speak to 
the embargo -- it focused solely on the stamp on the 
certificate of origin and phyto-sanitary document. Nothing 

in the RoCVs EU accession should empower them to enhance 
their power over the TCs 

purpose of Protocol 10. 


8. (C) Bryza explained that during his meeting with D'UNSYG 
Gambari the previous week 

main goal was a comprehensive settlement. That meshed with 
USG policy. Gambari had requested that Talat be encouraged 
to proceed with technical talks (or simultaneously with 
substantive talks) even before a meeting between the islandVs 
two leaders 

Annan to appoint a new DeSoto if/if technical talks are 
ongoing. A USG goal 

comprehensive process moving now to help give Turkey some 
cover in October with the EU. 


9. (C) Apakan responded that there was no need to encourage 
Talat 

the technical talks must proceed concurrently with the 
substantive working groups and that everything should be 
studied indefinitely. According to Apakan 

list was organized not according to any UN principles 
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more in line with EU harmonization. To his knowledge 

initial meeting between Talat and Papadopoulos was not a 
precondition to starting other talks. Talat merely says that 

it would be preferable 

meeting first. Bryza said he would take that message back to 
Gambari to try to bridge the communications gap. 


10. (C) Bryza explained that he had been examining legal 
angles 

European court to the effect that no binding legal decision 
states that shipping to Famagusta port is illegal. Apakan 
interjected that all embargoes date from 1963-64 and 
constituted a unilateral action by the GCs; there was no EU 

or UN decision. UNSCRs 540 and 541 refer to the recognition 
issue but not to an embargo. Apakan added that 

had been assured repeatedly by a number of EU governments in 
the attempt to get Turkey to open its ports and airports to 

the GOC 

recognition. \"We\'re not focused on getting the \"TRNC\" 
recognition 


11. (C) Adding two additional points 

innocence with respect to TalatVs presentation of the 

winner\'s cup at the Istanbul Formula One race. Neither the 
GOT nor Talat knew in advance 

attempt to gain political benefit. On Lebanon and UNIFIL 
Apakan made the point that Turkey did not want to see the RoC 
gain political or legal bonuses as a forward mounting base 

for UNIFIL. Turkey understood UNFICYP would play a support 
role 


12. (C) On the Finnish package 

States was trying to assist the EU effort. Everyone knows 
Famagusta-Varosha will re-surface 

having rejected the proposal in 2004. We recognize that for 
Turkey 

of a final settlement. We would support the Finnish effort 

not by offering alternative packages 

of a small number of additional elements that might plus the 
package up sufficiently to make it acceptable to all sides. 

We know Ercan is important to the TCs; property is important 
to the GCs. One possibility would be to consider a form of 
moratorium on development of certain properties in the north. 
Apakan cautioned that the TCs would view a property 
\"moratorium\" as an additional embargo 

perhaps something could be arranged with the new property 
adjudication regime in the north: during the period when 
cases are under Commission scrutiny 

them. Bryza proposed exploring with the Finns later this 
month the possibility of add-ons if their current package 
proves too small and gets stuck 
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the case. Apakan agreed. \"We can\'t commit to a package 
Apakan stated 

need to be positive." He added that \"in some ways 
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mini-package relects the Turkish approach better than our 
curent official position but concluded that at this stage 

of negotiations 

Finnish proposal. 


13. (C) Apakan phoned us the following day to propose that 
if Bryza will be in New York during UNGA 
their discussions there. 


14. (U) DAS Bryza has cleared this message. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 


78800 
CALL FOR MODERATE RESPONSE 


1. (U) Pope Benedict XVIVs reported remarks on Islam have 
received a modest degree of coverage in UAE printed media 
since the story broke 

incident and associated reactions in the Muslim world 

well as inside-page editorial emphasizing the potential 
damage done to a meaningful interfaith dialogue. 


2. (SBU) The UAEG 

its \"regret\" over the remarks in a statement issued by the 
Cabinet on September 17 

radical turn from the path of his predecessor Pope John Paul 
II that held respect for Islam and encouraged dialogue" and 
as Va stumbling block for ongoing dialogue to promote 
inter-faith harmony.\" Calling in the statement for V reason 
and mutual respectY between religions (particularly the 
revealed religions) 

directly to the Vatican representative in Abu Dhabi in a 

joint meeting with the UAE Justice Minister and Minister of 
State for Foreign Affairs on September 17. (Comment: The 
UAEG likely found these steps necessary to forestall public 
anger in a nation where public demonstrations are tightly 
controlled and the rulers prefer to prevent emotional issues 
from building up steam. End comment.) 
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3. (U) Presidential religious advisor Ali Al-Hashemi 
September 18 comment in the semi-official Arabic daily 
Al-Ittihad 

to cite more balanced sources when discussing Islam (not 
citing sources harboring \"malice\" towards Islam 
Al-Hashemi implies the Pope did in this instance). Also in 
Al-Ittihad 

of the Ministry of Islamic Affairs Dr. Hamdan bin Musalem 
Al-Mazrouie 

the \"people of the book\" should prevent Muslims from \"going 
beyond the Shariah\" (i.e. 

the Pope\'s statements. 

SISON 
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have promised not to dismantle the welfare state. The Social 
Democrats grumbled throughout the campaign that Reinfeldt was 
simply claiming he would be a better social democrat than 
they were. When we asked a group of prominent business 
leaders about Reinfeldt\'s approach 

that most of Sweden\'s parties -- including the "New 
Moderates\" -- are really social democratic. Reinfeldt has 
stated publicly that Bill Clinton is his favorite American 
politician and underscored this point to the Ambassador 
privately (ref C) 

all of the policies of Clinton 

the foreign policy of the current administration. 


10. (c) Reinfeldt is married and the father of three 

children. He lives in a modestly upscale suburb of 
Stockholm. He holds a degree in economics from Stockholm 
University 

will follow. 

WOOD 
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Despite this 

participate in a conference in Jebel Marra. The EU 
representative informed the group that one Abdul Wahid 
commander had later called to apologize for the hard-line 
approach taken in meetings with the USG and UK 
representatives. He had explained that several Abdul Wahid 
relatives had been present 

discussion. 


3. (SBU) The Darfur partners proposed the following 
five-prong approach to lay the groundwork for a leadership 
conference. 


-- Creation of a small group of Western diplomats to reach 
out to non-signatories 
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non-signatoriesY representatives in Khartoum 

the international community. The group would engage with 
local leaders to promote constructive political cooperation 

in preparation for a leadership conference. The emphasis 
would be on developing approaches to achieve peace and to 
support the DPA. 


-- Development of a contact list of non-signatories agreed to 
by the Darfur Partners Group. 


-- Development of talking points agreed to by the Darfur 
Partners Group for use in outreach to the non-signatory 
commanders and political leaders. 


-- Development of a draft protocol or annex to the DPA to 
address the concerns of the non-signatories and encourage 
their accession to the agreement. This protocol could be 
used during local outreach efforts. 


-- Development of a list of essential requirements to support 
and strengthen Minni Minawi and a recommended timeline for 
implementation. 


4. (SBU) The group recommended that the five-prong approach 
be adopted at the Chief of Mission-level during the Darfur 
Partners Group meeting on September 20. 

HUME 
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borders. He indicated that the alternative to the current 
regime would be less desirable to both the USG and the GoE 
and insinuated that incidents like the beheading of 

journalist Mohammed Taha 

extremists 

strength declines. 


2. (C) Shaltout attributed TahaVs assassination to the 
extremist group Takfir wal Hijra 

of the current Sudanese government by asking if there were 
any truth to reports that it had ceased to cooperate with the 
USG on counter-terrorism. Shaltout said that past fears of 
regime instability in Sudan had prompted Egyptian 
reconciliation efforts 

predecessor 

acts against the GoE--most notably the 1995 assassination 
attempt on President Hosni Mubarak. The implication was that 
the USG should adopt a similarly pragmatic approach based on 
it security interests and in an effort to find peace in 

Darfur. 


3. (C) According to Shaltout 
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encouraging Sudan to accept UN Security Council Resolution 
(UNSCR) 1706 in order to forestall a collision with the 
international community 

isolation and undermine the Sudanese governments ability to 
maintain order. He predicated that the Sudanese leadership 
would permit UN intervention within three months. Shaltout 
reacted positively to rumors of the imminent replacement of 
Foreign Minister Lam Akol 

stability and open a more constructive dialogue with the 
international community. (Comment: Rumors of a cabinet 
re-shuffle are widespread in Khartoum 

often-mentioned replacement for Akol is Minister of Cabinet 
Affairs Deng Alor. End comment.) 


4. (C) COMMENT: Shaltout\'s analysis of the current situation 
in Sudan indicates the continued potential for prominent Arab 
buy-in to bring Sudan back from the brink (Ref B). Recent 
Arab League support for a rejection of UNSCR 1706 may be due 
less to pan-Arab solidarity than to a desire to avoid 
undermining Sudan\'s current regime. Egyptian fears of a 
security vacuum on its southern border could be used to 
induce the GoE to exert more pressure on the Sudanese 
government to accept UN re-hatting in the interest of 
long-term stability. END COMMENT 
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Turkmenistan 

Amanklychev on French Channel 2 at 1900 local time on 
September 28. Lechervy said a number of other television 
stations 

the documentary. End Summary. 


Djikic Meeting 


2. (C) In response to the CiO of the OSCE 

Minister Karel de Gucht\'s September 15 press release 
expressing deep concern about the death in custody of 
Ogulspapar Myradova and calling on TurkmenistanVs authorities 
to adhere to their OSCE commitments and to conduct a full and 
impartial investigation into her death 

Meredov called in OSCE Ambassador Djikic on September 16. 
Djikic had been requesting a meeting with Meredov since 

before Myradova\'s death. Following the meeting Djikic told 
Charge Meredov\'s response was emphatic: 


-- Ogulspapar Myradova was not a registered journalist and 
therefore should not be considered one; 


-- Myradova\'s case was handled in full compliance with 
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Turkmenistan\'s law: Myradovavs lawyer had been given access 
to the bill of indictment and to the court decision as 

prescribed by law; 


-- Myradova\'s autopsy had been conducted by a certified and 
accredited forensic doctor and the results would be released 
to the family eventually; 


-- Turkmenistan law permits autopsy results to be released 
only to family members 
the results publicly; 


-- An investigation is still pending into additional charges 

of espionage and treason against Annagurban Amanklychev and 
Sapardurdy Hajiyev 

weapons possession; 


-- Turkmenistan\'s Ambassador to the OSCE would respond to the 
Myradova case during the next OSCE Permanent Council meeting 
if requested by other participating states. 


3. (C) According to Djikic 
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Turkmenistan would officially protest the participation of 
Vcriminals and terrorists\" in the upcoming OSCE Human 
Dimension Implementation Meeting (HDIM) in Warsaw and would 
boycott the meeting if these persons were allowed to attend. 
(Comment: Meredov likely is referring prior attempts of 

various Turkmenistan opposition groups to attend the HDIM as 
NGOs. End Comment.) 


4. (C) Djikic told Charge that he responded that not 

following up with a full and impartial investigation into 
Myradova\'s death would be a bad move for Turkmenistan. 
Meredov 

Djikic called on the Government of Turkmenistan to conduct a 
thorough and transparent investigation into her death. 


Journalists Reception 


5. (C) Charge is planning on offering a minute of silence 
for Myradova at a September 19 media reception at her 
residence which may be attended by Foreign Ministry 
officials. The Charge also plans to raise the Myradova case 
if she can get a meeting with Meredov; she plans to call for 
a thorough and impartial investigation and a public 
explanation of the investigation results as soon as possible. 
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French Documentary 


6. (C) Charge met with German Charge and UK and French 
Ambassadors on September 18 to compare notes and review 
progress. According to French Ambassador Lechevry 
French television company \"Galaxie\" had prepared a 
documentary on Turkmenistan which was scheduled for broadcast 
at 9:00 pm local time on French Channel 2 on September 28. 
Lechevry said the documentary was based on footage the 
Galaxie team took the first time it came to Turkmenistan 
earlier this year and featured Amanklychev and Myradova. In 
response to Charge\'s comment that the two should be 
considered Galaxie reporters 

strictly source \"stringers.\" According to Lechevry 

were two versions of the documentary 

the other 26 minutes 

educational and health systems in Turkmenistan and Niyazov\'s 
demolition of private homes. Lechevry said he had seen the 
documentary and it did not include interviews with locals in 
Turkmenistan 

team 

representatives living outside of Turkmenistan. According to 
Lechevry 

show the documentary 


Comment 


7. (C) The consistent message coming from EU 

United States is very helpful. The autopsy report will take 
a couple of weeks 

decision about making the report public. That said 

report will likely be inconclusive 

believes 

representatives from viewing the body. End Comment. 


/ 
BRUSH 
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link Jiha with terrorism 

President Bush 

Khaleej 

apologized for his offensive stateent about Islam. He 

praised the protests in the Arab street but believes that 

they must be accompanied by an official political stance by 
Arab governments. He urged Muslim governments to pressure 
the Vatican for an apoloy by threatening to withdraw their 
Ambassadors. 
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6. (C) Comment: With the notable exception of clerics and 
columnists 

Islam have been relatively muted. There have been no reports 
of street protests or other actions. The Ministry of Islamic 
Affairs statement denouncing the Popes comments appears to 
have had its intended effect of keeping a lid on local 

reactions. 
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\"executive\" authorities. Felix explained that his office -- 

in addition to providing direct security support to the 
President 

coordinating interagency crisis management in the GOB -- is 
responsible for overseeing the work of the Brazilian 
Intelligence Agency (ABIN) and is the seat of the President\'s 
National Anti-Drug Secretariat (SENAD). Felix praised the 
cooperation of Embassy agencies 

Affairs Section (NAS) 

desire to intensify cooperation whenever possible. In 
response to questions by Ambassador 

that ABIN is primarily focused on intelligence issues and 
security within Brazil 

and treatment of drug usage 

which are under the jurisdiction of the Federal Police. 


CT ISSUES 


3. (C) Ambassador reviewed USG concerns about possible 
terrorist financing activities in the tri-border area 

solicited Felix\'s views on potential threats. He also asked 
Felix about the structure of decision-making and executive 
responsibility on CT issues within the GOB 

possibility of high-level visits by senior U.S. intelligence 
officials for meetings with Brazilian counterparts. On 
operational issues 

between Brazilian intelligence and security officials and the 
Embassy 

preparations for the Pan-American games in Brazil in 2007. 
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He also asked whether the GSI and ABIN have monitored persons 
coming to Brazil in evacuations from the recent fighting in 
southern Lebanon. 


4. (C) On the tri-border question 

is a focus of concern for Brazil in several respects 
including narcotrafficking 

falisfication of myriad products 

and terrorist financing. The GOB\'s police and intelligence 
services have an extensive presence in the region 

have liaison relations with Argentine 

national intelligence services 

GOB pursues CT investigations in the TBA and elsewhere 
rigorously 

Muslim community in the region 
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image as a tourist destination. Brazil also has to be 
\"sensitive\" to the differences -- in economic development 
levels 

\"neighbors\" and work in a V'gradualV fashion to build 
confidence and lay groundwork for enhanced security 
cooperation between the three nations. 


5. (C) With regard to the GOB\'s bureaucratic architecture for 
managing CT issues 

recently sent to President Lula da Silva a proposal for new 
legislation that would organize the GOB\'s CT efforts into a 
more centralized structure under the supervision of Felix. 

If Lula approves the proposal 

Brazil's congress as a \"projeto de lei V (legislative 

proposal) for debate. Felix 

year for consultations with USG agencies on development of 
interagency CT coordination 

proposal for high-level visits 

director would be the GOB interlocutors for such meetings. 
He directed his staff to prepare a draft agenda of potential 
issues of mutual concern to be addressed in the meetings 
undertook to provide the agenda to the Embassy. 


6.(C) Noting the Ambassador\'s concern that security 
preparations for the Pan Am Games appear to be moving slowly 
Felix nonetheless demurred on a substantive reply 

only that the National Secrariat for Public Security has the 

lead within the GOB for security for the games. Felix 

further implied he would not welcome taking on the task. 
(Comment: Notwithstanding Felix\'s comments 

widespread frustration within the GOB and among international 
missions and service providers with the work being done by 
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the Public Security Secretariat 

working informally on the issue with working-level 
counterparts in the GSI 

security coordination mission for the games will be 
transferred formally to GSI in the near future. End comment.) 


7. (S/NF) ABIN Director Buzanelli 

question about movements of persons into Brazil from Lebanon 
in the wake of recent fighting there 

been carefully checking the names and backgrounds of 
Brazilian passport holders (and relatives) evacuated from 
Lebanon 

intelligence services 

work has been difficult and time-consuming 

almost 3 

some are now returning there with the ceasefire in place. 
Felix added that the GOB has been highly concerned about the 
possibility of terrorist elements or combatants slipping into 
Brazil with other evacuees 

noted that Brazil\'s population of over 7 million persons of 
Lebanese descent is 

Orthodox Christians 

war in the 1970s. During and following the war 

immigrated to Brazil 

and Sao Paulo. The predominent population of settled 
prosperous non-Muslim Lebanese has \"helped to maintain 
balance\" and limit radicalization of the Lebanese population 
in Brazil 

Lebanon and the Middle East have in Brazil\'s middle eastern 
community 


CRIME AND BORDER CONTROL 


8. (C) Ambassador recalled his recent meeting with Justice 
Minister Thomas Bastos 

Attorney General 

discussed 
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addressing the recent violent attacks in Sao Paulo by the PCC 
organized crime group. He noted conversations with Sao Paulo 
Governor Claudio Lembo and Rio Mayor Cesar Maia in which both 
had expressed high concern about cocaine inundating their 

cities. He further recounted his meeting with Federal Police 
Director Paulo Lacerda 

illicit flow of both narcotics and heavy-caliber weapons 

across Brazil\'s immense frontiers. Lacerda had observed that 
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he had only 7 

Brazilian Army has constitutional authority to purse public 
order/law enforcement missions within 150 kilometers of 
national borders. Ambassador asked for Felix\'s perspectives 
on these concerns. 


9. (C) Felix said his office would welcome visits by the U.S. 
Attorney General 

expressed gratitude for offers of assistance to deal with the 
PCC. Observing that Brazilian authorities are becoming 
progressively better at \"following the money trail 

said Brazilian police are now increasingly using financial 
investigation tactics against organized crime 

PCC and other narcotics and gun smugglers. He said there is 
proposed legislation to expand the Federal Police to more 
than 14 

to be reluctant to engage in border operations against 
narcotics smuggling 

among the troops -- a troubling trend seen in neighboring 
countries 


10. (C) BrazilVs battle against narcotrafficking has been V'a 
cycle of success-failure 

this is seen with Bolivia. Brazilian law enforcement has 
enjoyed considerable success in controlling precursor 
chemcials and materials flowing from Brazil into Bolivia for 
the processing of coca into refined cocaine products. As a 
result 

attracts little interest in the U.S. and European markets. 
But an unintended consquence is now evident as low-quality 
Bolivian cocaine floods Brazilian cities: Brazil is now 
Bolivia\'s main drug market. 


REGIONAL ISSUES 


11. (S/NF) Ambassador inquired whether the GSI and ABIN would 
be interested in colloborating with U.S. counterparts in 

sharing intelligence on developments in the region 

in Venezuela. Felix was careful in his reply 

cooperation could be \"useful 

that Paraguay could be of special interest." Ambassador 
pressed further on the question of Venezuela 

quietly replied 


12. (C) Comment. Felix appears willing to cooperate with USG 
authorities 

streamling the GOBVs capacity for dealing with 
counter-terrorism priorities. We believe it would be 
worthwhile to involve his office more extensively in 
collobrative efforts on CT 
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crime 

making the GSI a focal point for our efforts to work with 
Brazil on security preparation for the Pan Am Games. 
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third party is trying to ignite a war in order to turn 
international attention away from the Palestinian and Iraqi 
issues.V 


On Euro-Syrian relations 

by European MPs 

People\'s Assembly 

Minister for Economic Affairs. The European MPs reiterated the 
importance of consummating the Syrian-European association 
agreement due to its important role in achieving human and 
economic development that will contribute to the peace process 
and security and stability in the region. The delegation said 

that Europe has become more convinced of the need to further the 
peace process and that Syria is an important element of the 
process. The EU MPs asserted the need for Israeli withdrawal to 
the June 4 

rights. 


End of summary. 
2. Selected Headlines: 


VQurei conveys a message to President Asad from Abbas. Syria 
calls on Palestinians to adhere to national unity in these 
circumstances. Qurei: We aspire to a national unity government" 
(Government-owned Tishreen 


\"The NAM summit unanimously rejects US hegemony. Mouallem: 
Israel has aborted the peace process; the co-sponsor has turned 
into a defender of Israeli aggression" (Government-owned Al- 
Thawra 


\"The NAM summit in Havana salutes the Lebanese National 
Resistance. Mouallem: Sponsor of the peace process protects 
Israeli assaults\" (Government-owned Al-Ba\'th 

\"The NAM summit elects Syria as vice president and decides to 
hold its next conference in Cairo. The NAM summit calls for 
finding a solution to the Arab-Israeli conflict and for a full 

Israeli withdrawal from occupied Golan\" (Government-owned 
Tishreen 


VSyrian Mufti calls on Vatican to make clarifications on the anti- 
Islam statement" (Government-owned Tishreen 
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V Pope Benedict repeats apology to Muslims in Sunday ceremony. 
The Christian-Islamic Action Committee in Syria calls to correct 


what happened. 

\"Speaker of the Peoples Assembly reviews with European MPs the 
horizon of bilateral cooperation between Syria and Europe. The 

EU reiterates the importance of consummating the association 
agreement with Syria" (Government-owned Tishreen 


\"Nasrallah calls for a rally on Friday evening to mark the 
Resistance victory. Changes to the Blue Line by UNIFIL raises 
suspicions among Lebanese about the UNIFIL role. Lebanese MPs 
and figures call for changing the government 

imaginary majority responsible for the deteriorating situation 
(Government-owned Tishreen 


VLebanese circles say that Resolution 1701 has failed to prevent 
Israeli violations\" (Government-owned Al-Thawra 


VLebanese fear from trespassing by the UNIFIL forces and the 
possibility of using them to protect Israel" (Government-owned 
Tishreen 


\"The new government formed by Hanieh will not recognize 
agreements with Israel" (Government-owned Tishreen 

VFormer Palestinian PM Qurei is in Damascus today. Abdul-Hadi 
PLO spokesman: Syria is keen for national Palestinian unity\" 
(Government-owned Tishreen 


\"Chief of Marine Intelligence admits incapability of controlling 

the lraqi area of Anbar. A number of casualties and injuries 

during attacks in Mosel and Baghdad" (Government-owned Tishreen 
9/7) 


VFormer CIA official accuses the CIA of assassinating Hariri 
Houbeiqa and Garange\" (Government-owned Tishreen 


VWashington says change in the EU position on the Palestinian 
government is not a justification to lift embargo. The EU 
announces support for a national Palestinian government. 


\"Additional Australian forces to Iraq. The US army acknowledges 
killing of four soldiers and loss of fifth. 2680 US soldiers 
killed in Iraq (Government-owned Tishreen 


3. Editorial Block Quotes: 
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VCombating Terrorism is a Syrian Course" 


Muhyi-al-Din al-Muhammad 

Tishreen 

Damascus was a terrorist act that targeted not only that 
specific place but also security 

cohesion in Syria 

terrorist cells found in the chaos that resulted from the 
American invasion of Iraq 

United States pursues toward the peoples of the world 

flagrant American support for the Israeli aggression on the 
Palestinian and Lebanese peoples and in the state of anger and 
resentment that dominates the Arab street 

climate to recruit followers and incite them to carry out 

terrorist actions against US interests even if these actions 
result in dozens of innocent victims who mostly oppose the US 
Administration\'s reckless policy.... 


\"It is obvious that the terrorists who attacked the US Embassy 
in Damascus on September 12 have adopted the takfiri ideology 
that has explicitly announced 

engaged in open war with the United States and its interests... 


\"The foiling of the attack on the US Embassy is not a Syrian 
message to the US Administration seeking approval and praise. 


Rather 
wherever it exists.... 


VAmericans know quite well that the intelligence information 
that Syria gave them helped foil many terrorist operations in 

the United States 

the estrangement between Syria and the United States is due to 
SyriaVs opposition to the American occupation of Iraq and to the 
American support for Israel in its ongoing aggression against 
the Arab peoples in Palestine and Lebanon and in its continuing 
occupation of Arab territories. It is also due to the US 
AdministrationVs reckless policy 

instability and to the growth of extremist and violent movements 
and the revival of the terrorist and takfiri organizations that 

will spare no place in the world from their operations. 


\"That Syria has managed to thwart the attack on the US Embassy 
and to foil other operations in the past two years 

constantly vigilant to confront anyone targeting its security 

and the security of its citizens does not mean that radical 

treatment of terrorism does not require that the United States 
reconsider its policies 
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absolute bias toward the Israeli aggression 

expansion and growth of terrorism despite the money that has 
been spent and the weapons that have been used to eliminate it." 


Michel Khayyat 

(9/15): \"Through the gratitude that it expressed to Syria over 
its handling of the attack on the US Embassy in Damascus 
United States appeared to be dotting the i\'s and admitting the 
truth for the first time since the events of September 11.... 


VWe as Syrians were not surprised by the success of Syrian anti- 
terror forces in their heroic performance against the 

terrorists. Perhaps the secret behind this lies in the fact 

that the United States 

on that every Syrian citizen 

is against mad 


VSyria deserves a reward from the world because it works in the 
interest of the world and its security and peace.... 


VPerhaps this fact will convince the United States that it is 
mistaken when it directs unjust accusations against Syria. As 
it expressed itself through spontaneous performance 
hospitable country that respects international laws and norms 
and cares about the lives of its citizens and guests." 


Izz-al-Din al-Darwish 

Tishreen 

aspects of its war on terrorism to an open war against Arab and 
international efforts to bring about a just and comprehensive 
peace in the Arab region... 


\"Establishing peace in the region on the basis of a just 
solution to the Arab-Israeli conflict appeared in the eyes of 
the Bush Administration as a kind of terrorism. This 
Administration 

obstructed peace efforts 

line positions.... 


Column 3 
\"The final result of this American war on terrorism was as 
follows: The United States occupies 


military force 

dominates other countries in the region. Moreover 

in more than one place in the region. Israel also occupies and 
attacks. Terrorists deals stronger blows. And there are no 
signs of hope that this situation will end. Indeed 

strong frustration in the Arab and Islamic street 

further estrangement from the US Administration and lack of 
trust in its policies and positions. It is no exaggeration to 

say that the Arab street is boiling in its rejection of the 

policy of the Bush administration and its unlimited support for 
Israel's aggression. The question is: Does this climate help 
the fight against terrorism? V 


Ahmad Dawwa 

commented (9/17): V'Neither the United Nations Interim Force in 
Lebanon UNIFIL nor the Security Council is doing anything 
against Israels repeated violations of Resolution 1701.... 


V'It is natural for this to cause much apprehension and suspicion 
among the Lebanese people.... The inaction of the Security 
Council and UNIFIL shows either inability to deter Israel as a 
result of the American position 

situation in south Lebanon to tension and war.... 


\"In either case 

government closes its ears and eyes to the Israeli violations 
without giving a justification for this position. This raises 
many questions about the content of the agreements and 
understandings that this government concluded publicly and 
secretly with the parties that worked on Resolution 1701 


SIPDIS 
regarding the mission of the international forces. 


\"The German Chancellor Vs statement that the mission of the 
German forces operating within UNIFIL is to protect Israel does 
not appear to be a slip of the tongue 

termed it.... What is happening on the ground now proves that 
these forces came to protect Israel 

of Resolution 1701. 
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\"The Security Council must put an end to this major defect by 
announcing clearly and explicitly UNIFIL\'s mission 
avoid the consequences of the Israeli interpretations. V 


Corbin 
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the candidacy of Mr. Esteban Pacha for the position of 
Director of the International Mobile Satellite Organization 
(IMSO) in the event that the U.S. candidate for the 
aforementioned position 

prior to Mr. Pacha. In reciprocity 

support the candidacy of Mr. Lett if during election process 
the Spanish candidate were eliminated first. V 


4. (U) Action Request: Embassy requests guidance on how to 
respond to the Spanish offer. If the U.S. accepts the 

Spanish offer 

diplomatic note that would seal the deal. 

LLORENS 
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income as a 6 

Ceasefire Commission. Le Gal took umbrage at how parties to 
the Darfur catastrophe 

Government of Sudan 

found particularly scandalizing how the Government of Sudan 
had taken petrol purchased with EU funds for the use of AMIS 
in order to supply Sudanese helicopters in the ongoing 
military offensive in Darfur. She characterized AMIS as a 
disaster that continued to worsen. A transition to a UN 
operation was imperative. 


3. (C/NF) Le Gal stated that the MFA was having difficulty 

in scheduling a visit to Sudan by FM Douste-Blazy. Sudan has 
already twice rebuffed Douste-Blazy 

September 6 declaration that the Darfur crisis was a 

Vveritable genocide" (Ref B). Le Gal called Douste-Blazy\'s 
statement an unscripted departure from how European states 
have managed policy on Darfur. She confided that MFA Special 
Adviser on African affairs Nathalie Delapalme and others in 

the French government were delicately trying to mitigate the 
impact of Douste-Blazy\'s statement. 


4. (C) Le Gal said she expected the Khartoum government 
would eventually yield to the logic of UNSCR 1706 and the 
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transition to a UN force in Darfur 

view was not shared by all within the MFA. She conceded that 
the SC-mandated ICC investigations in Darfur were not 
conducive to Khartoum\'s cooperation. More fundamental to 
Khartoum\'s resistance however were misgivings about an 
expanded international presence in the run-up to 2008-2009 
legislative and presidential elections. Bashir and his 

regime wanted to operate with a free hand in order to 

maintain 


5. (C/NF) Comment: Le Gal has repeatedly stressed French 
MFA commitment to a rapid UN re-hatting of AMIS forces in 
Darfur. She complained pointedly about the French UNSC 
expertVs personal handling of Sudan negotiations (as well as 
on DRC sanctions) 

official French positions 

and 

commitment to a speedy transition to UN control. For 
instance 

units to protect IDPs in Chad had absolutely no 

authorization 

contribution that far exceeded MFA instructions to obtain a 
simple reference to the regional impact of the Darfur 

conflict 

what the MFA was ready to undertake on behalf of President 
Deby in Chad. Le Gal 

multilateralist 

was scathing in her criticisms. Compounding her irritation 
the MFA African and International Organizations 
bureau-equivalents did not always sing off the same sheet of 
music on Darfur; moreover 

is known to exercise great autonomy in its everyday business 
often dealing (and dueling) directly with advisers to the 
French Presidency 


Please visit ParisY Classified Website at: 
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title and text of the new basic agreement; the European 
Commission had prepared a draft text with the likelihood that 
it would receive negotiating authority by years end. 

Ukraine also hoped to initial or formalize in some other way 
an understanding regarding a visa facilitation agreement 
during the October 27 summit in Helsinki. The pace of 
preparations was picking up 

meetings scheduled before the summit. End summary. 


2. (C) During a September 15 meeting 
MFA\'s European Union Department Ihor Dir bemoaned the fact 


Column 3 

that media reporting had focused almost exclusively on PM 
Yanukovych\'s comments regarding NATO during his September 14 
visit to Brussels. In fact 

made significant statements and substantial progress in 
Ukraine\'s relations with the EU in several areas. Dir 

himself had traveled with Yanukovych\'s party 

late on September 14 then started the next days program at 
7:00 a.m. 

Council session. He had not accompanied Yanukovych to his 
NATO meetings or participated in YanukovychVs lunch 

more restricted guest list 

issues such as Transnistria had been discussed. 


Affirming UkraineVs Existing Goals 


3. (C) Media reports of Yanukovych\'s press conference in 
Brussels track Dir\'s account 

fact that Yanukovych had clearly stated that European 
integration was a priority task of Ukrainian foreign policy. 
During the Cooperation Council meeting 

progress under the Ukraine-EU Action Plan 

laudatory EU comments regarding progress in many areas 
as Yanukovych himself told the media 

further progress that Ukraine needed to make regarding 
efforts to combat corruption and improvements in the 
investment climate 

enterprises. The EU 

elections as good evidence of Ukrainian progress toward more 
democratic structures and practices. 


4. (C) During a fairly extended discussion on the topic 
Yanukovych had also said his cabinet would put a priority on 
WTO accession and assured his EU counterparts that he would 
work to achieve WTO membership as quickly as possible. 
Regarding a possible free trade agreement 

and the EU had held three to four rounds of unofficial 
consultations since May. Such consultations should continue 
as long as they made progress 

received official authorization to negotiate. 


The Next Basic Agreement 


5. (C) Noting the current Ukraine-EU Partnership and 
Cooperation Agreement was due to expire in March 2008 
said Yanukovych has also discussed a new \"basic treaty" 
defining Ukraine-EU relations. Negotiations needed to start 
Soon 

plus the ratification process by 25 

parliaments on the EU side. EU representatives had informed 
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the Ukrainian delegation that the European Commission had 
finished a draft text and was circulating it among EU member 
states in order to receive authority to initiate 

negotiations 


6. (C) Dir also discussed the importance of the new basic 
agreementVs name 

to be incorporated into both the title and text. The 
successor to the current agreement needed to be an 
enhancement of the current agreement. This enhancement 
needed to be reflected not just in its specific terms but 

also by referring to the new agreement as one of 
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\"association\" so that the general public would immediately 
understand its importance. \"Everyone understands that 
VassociationV is a closer and deeper relationship than either 
\'cooperation\' or Vpartnership 

not insist that association meant an automatic right to EU 
accession 

its geographic location 

Ukraine was hoping for a political signal at the Helsinki 
Ukraine-EU summit that the new basic agreement would be a 
type of agreement on association. 


Visa V'FacilitationV versus \"Visa-free\" 


7. (C) Dir said Ukraine expected some result at Helsinki 

after two years of negotiations over a visa facilitation 
agreement. Both sides were continuing to make progress over 
the remaining technical issues 

the EU side would not allow a visa-facilitation agreement to 

be signed by the Helsinki summit. Dir hoped for some kind of 
\"formalizing\" of the draft text during the summit. He also 
noted Ukraine would view the visa facilitation agreement as 
the first step to free movement in both directions across the 
Ukraine-EU border. 


8. (U) Third Secretary Serhii Leshchenko from DirVs office 
and Dir\'s notetaker at our meeting 

us what a visa facilitation agreement provides for Ukrainian 
travelers. Although EU citizens can travel visa-free for up 

to 90 days to Ukraine 

strict requirements on Ukrainian citizens. Typically 

Ukrainian will receive a visa for a few days duration that 
covers the dates of his/her travel. The visa facilitation 
agreement would relax these requirements so that a qualified 
Ukrainian would receive a one- 
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entry visa as a matter of course. The agreement would also 
standardize the documents and fees required. 


9. (C) While the visa facilitation agreement was at the point 

of being initialed 

that Ukraine accept а V'readmission agreement." Leshchenko 
confirmed that the agreement required Ukraine to accept 
illegal immigrants deported from the EU if the illegal 
immigrants had entered the EU from Ukraine. Ukraine was 
objecting on the grounds that the agreement would impose 
costs on Ukraine in terms of expanded detention facilities 

and deportation in turn of the illegal immigrants to their 
country of origin. The Ukrainians were arguing for a 
three-year suspension of the terms of the agreement 

was what Russia and the EU agreed regarding the EU-Russian 
readmission agreement. 


Technical Discussions 


10. (C) Dir said Yanukovych\'s visit to Brussels had yielded 
beneficial progress in other areas when members of his 
delegation held separate meetings. (Note: Interfax reported 
Justice Minister Roman Zvarych 

Deputy DefMin Leonid Polyakov 

Serhiy Titenko accompanied Yanukovych.) Participants had not 
only reviewed current programs but also resolved to intensify 
future cooperation. Deputy Energy Minister Titenko had 

signed a Memorandum of Cooperation that resulted from a 
broader agreement on energy cooperation signed at the last 
Ukraine-EU summit. Members of the visiting party had also 
met with representatives of the European Bank for 
Reconstruction and Development and the European Investment 
Bank to discuss a concrete project that could result in an 
investment of 200 

system 

throughout Ukraine. Other Ukrainian officials had also had 
good discussions with their EU counterparts for Justice and 
Home Affairs. 


11. (U) While Dir had alluded to progress in preparations for 
the Ukraine-EU summit 

five different meetings before the October 27 summit. He was 
leaving for New York to participate in a September 19 EU 
Troika Foreign Ministers\' meeting. Ukrainian participants 
would be involved in a COEST meeting in Brussels at the level 
of political directors. In October 

meetings 

meeting on October 12. 


12. (U) Visit Embassy Kiev\'s classified website: 
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www.state.sgov.gov/p/eur/kiev. 
Taylor 
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solution 

euro annual cost of Operation Licorne (now totaling about 1 
billion euro after four years) was attracting GOF-wide 
attention as an obvious source of funds for other purposes. 
Moreover 

to consider increased French troop deployments in Lebanon and 
Afghanistan. (NOTE: Separately 

expressed a desire to downsize Licorne 

to Lebanon or Afghanistan are envisioned 

NOTE) Yet 

France\'s commitment to Cote dVlvoire 

Still 

increasingly difficult to defend Licorne (and UNOCI as well) 
especially after all these years 


5. (C) France had dispatched a team from the Interior 
Ministry in response to the toxic waste scandal 

identify 

said that Minister-Delegate for Cooperation 

Francophonie Brigitte Girardin 

meeting at the same time the scandal was growing 

to the lvoirians that responsible parties to the tragedy 
should be identified and held accountable. Montel said that 
the incident 

better appreciate GbagboVs callous way of governance and thus 
weaken him. She criticized Gbagbo as well for his decision 
not to travel to New York to attend Cote dVlvoire-related 
activities 

General Assembly. 


6. (C) COMMENT: The French have only lately overcome their 
reluctance to admit the election calendar for Cote d\'Ivoire 

is unsustainable. The French Presidency had long been 
pushing the notion of a mere \"technical delay 

Montel 

following a tour as C.A.R. desk officer 
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association with past French policies on Cote dWlvoire. Her 
candor is refreshing. She has been a helpful interlocutor 

and more willing than some of her MFA colleagues to express 
her own views and not simply recite the party line. END 
COMMENT. 
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enormous amount of e-mails\" 

about TIP 

Welskop-Defaa stated 

for the completeness of its answers. She said authorities 
had not reported an increase in TIP crimes during the World 
Cup. 


A More Visible International Partner 


7. (SBU) Minister von der Leyen agreed with the Ambassador 
on the need for Germany to raise the profile -- domestically 
and internationally -- of its activities fighting TIP. It is 
important Germany show leadership in the fight against TIP 
the Ambassador stressed. He also pointed out that senior 
figures in the U.S. Justice Department plan to come Germany 
in October to participate in an anti-TIP workshop 

the Minister welcomed. She concurred that it is important 
that we better publicize this cooperation. 


8. (SBU) Responding further to the Ambassador\'s point 

der Leyen agreed Germany\'s EU Presidency and the accession of 
Bulgaria and Romania should offer possibilities for further 

action and cooperation. Looking at countries outside the EU 

she saw a potential for cooperation in educating people there 

to make them aware of the ruses traffickers use to attract 

potential victims. 


Comment 


9. (SBU) The Family Minister's overarching point was that 
Germany is looking closely at the question of TIP and taking 
it seriously. Given this interest 

Germany is already putting into the international fight 
against TIP 

and the EU 

with Germany more actively in specific anti-TIP programs. 
End Comment. 

TIMKEN JR 
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political warning related to the activities of various 


Column 3 

politicians and the administration which violated the 

Universal and constitutional agreements. Unfortunately 

today I as the President must talk about the activities of 

the new government and majority which 

cause for concern." (note: YanukovychVs statement in Brussels 
does not appear to be inconsistent with the NATO language in 
the Universal.) 


6. (SBU) Several of YushchenkoVs public comments touched on 
economic 

echoing growing public complaints over the past week. He 
called on the Prosecutor General to investigate the distorted 
pattern of VAT refunds since early August 

nearly exclusively to Regions" political base in the Donbas 
(Donetsk and Luhansk) 

against businesses. Yushchenko also called for the formation 
of a broad coalition of national unity and decried pressure 
against MPs in the Rada (parliament) to switch factions 
characterizing it as an unfortunate sign of political 

pressure that violated the decisions of the people as 
expressed in election results. On a positive note 

Yushchenko said Yanukovych agreed that it was important to 
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give significant rights to the political opposition. 


7. (SBU) Press coverage highlighted Yushchenkov' critique of 
Yanukovych\'s statement at NATO that Ukraine was not ready for 
a MAP. Yushchenko said that Yanukovych had expressed the 
views of his party (note: by implication 

and that Yanukovych had been mistaken in Brussels; his 

position was not in accordance with UkraineVs national 

interests and needed to be corrected. 


All the President's Men: The PM Was Wrong 


8. (SBU) Earlier September 15 

to deliver public criticism of Yanukovych\'s MAP stance 
implying that he was not speaking for the government 
suggesting remedial next steps. Yushchenko\'s legal adviser 
Mykola Poludenny gave a press briefing in which he stated: 
Vwhat we are saying is that the Cabinet of Ministers was 
supposed to give a signal in Brussels that Ukraine would join 
the NATO МАР." Responding to questions about the 
implications for institutional relations 

suggested: \"The president has enough instruments to protect 
his position and adequately influence the situation. V 


Column 3 

9. (C) FM Tarasyuk and DefMin Hrytsenko held separate press 
conferences to take issue with Yanukovych. Both bemoaned the 
lost opportunity to secure an invitation to join MAP at the 

Riga Summit. Presaging one of the lines Yushchenko would 
later take 

made \"by the leader of a political party 

has canceled the basic priorities of UkraineVs foreign 

policy.\" (Note: On September 13 

circulated copies of two letters. One from FM Tarasyuk sent 
to the NATO SYG 

response on MAP. A second from PM Yanukovych 

31 

was not the letter Yushchenko had signed in mid-August and 
tried to get Yanukovych to cosign 

refs A-B.) 


10. (SBU) While acknowledging that Yanukovych had spoken in 
favor of cooperation with NATO and had not questioned the 
ultimate objective of joining NATO 

another line Yushchenko would later voice when he described 
YanukovychVs MAP statement as a mistake. V'The president as 
head of state and the official in charge of national 

security 

Ukraine should say that it is prepared and wants to join a 

MAP 


11. (SBU) Hrytsenko said he planned to ask Yushchenko to 
raise NATO policy at an executive session of the National 
Security and Defense Council (NSDC) 

with the President as its head that is able to set policy and 
task government ministers with implementation. He also 
brushed off suggestions that his criticism of Yanukovych 
might lead to his dismissal: \"Don\'t even dream about it. | 
will continue working in my capacity until the president 
decides otherwise." 


12. (C) MFA Acting DG for NATO Slava Yasniuk 

on NATO issues since 1996 

he had V'seen it all on NATO\" but still felt caught off guard. 
Policymakers involved in the process knew that there had 
been two scenarios 

premiers; however 

usually worked out a week before an event. This time 
Yushchenko and Tarasyuk were engaging Yanukovych literally 
Vuntil the very last moment 

Va surprise for us.\" (Note: While Tarasyuk did not accompany 
Yanukovych to Brussels because of a supposed illness 

have been mere diplomatic cover for bureaucratic jostling 
since Yushchenko had approved Tarasyuk\'s travel and Tarasyuk 
subsequently agreed to see visiting former U.S. Ambassador 
Pifer the morning Yanukovych was in Brussels). 


Column 3 


Substantive Work Will Continue Regardless 


13. (SBU) On a positive note 

he would continue implementing the substance of what could 
have been a MAP \"because Ukraine and Ukrainians need 
implementation of the plan 

well-paid personnel 


14. (C) The MFA\'s Yasniuk was also upbeat 

positive aspects of Yanukovych\'s speech 

emphasis on cooperation (Active Endeavor 

and the public education/outreach campaign. Yasniuk noted to 
us that Ukraine had prepared its annual work plan for 2007 
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submitted to Brussels for review 

rather than the previous annual target plan. Regardless of 
the title 

task various government ministries with fulfilling the plan 

of action and moving forward on steps and reforms Ukraine 
needed to make on their own merit. Echoing Hrytsenko 
Yasniuk suggested Yushchenko may turn to the NSDC as an 
implementing agent for his policy decisions. 


15. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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when the Prime Minister has made a decision?\" He said he had 
alerted MFA U/S Tuygan to the gravity of the situation and 
recommended an urgent meeting with Minister Gul as soon as he 
returns from the United States to decide on next steps. 


3. (C) Guven elaborated on the reasoning in the Danistay\'s 
July 20 decision invalidating the Council of Minister's 
freezing of al-QadiVs assets (reftels). He said the courts 
reasoning was two-fold: first the court did not feel there 

was sufficient evidence in the al-Qadi case. More broadly 
the court cited property rights as guaranteed by the Turkish 
Constitution and found that the Government alone did not have 
the authority to take away such rights absent either a court 
decision or a law. Guven said that he had long recognized 
that the Turkish legal regime for freezing assets is flawed 
and had so informed representatives of the 1267 Committee. 


Column 3 

He also thought the UN needed to do more to help countries -- 
he said Turkey was not the only country facing this 
predicament -- implement 1267 listings. 


4. (C) Comment: Guven (please protect) was very open with us 
and made it clear that the decision to withdraw the appeal 
came directly from Erdogan 

al-Qadi seems to have prevailed over the recommendation of 
the bureaucracy (including the Prime Ministry bureaucrat who 
signed the appeal). Erdogan and his associates 

Gul need to hear quickly and loudly that this will have 

serious consequences for Turkey\'s relations with the United 
States and the rest of the international community that is 
struggling to combat international terrorism. Gul\'s meetings 
with NSA Hadley and the Secretary are the first opportunities 
to make this clear. Erdogan\'s meeting with the President is 
the next. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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Non-Partners\" (ref E) 

state 

MTCR non-Partners 

of Conduct (HCOC). She added 

to deliver pre-launch notifications under the HCOC threatens 
such efforts. She argued that V'even Russia\" lives up V'for 
the most part" to its HCOC commitments 

might be more inclined to try and revise or even depart the 
HCOC 

notification. She acknowledged that these concerns had 
already been delivered to Washington both bilaterally and 
through the EU Presidency. 


4. (C) Noland also passed on GONL comments to the U.S. 
non-paper on modernizing MTCR controls on unmanned aerial 
vehicles (UAVs) and cruise missiles (ref G). She said that 

even with the additional explanatory note 

lacked sufficient explanations to validate the papers 

proposed values and thresholds. She suggested the USG might 
have ulterior motives 

Russian cruise missile as Category | under this latest 

proposal. As such 

the U.S. proposal. 


5. (C) Noland described the new USG position on UAVs as quite 
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complex and \"difficult to gauge.\" Following Sept. 11 

said the USG characterized all UAVs as dangerous weapons 
requiring strict controls. Given the new criteria proposed 

by the U.S. 

defense industry with UAV sales. She also wondered if the 
USG proposal had been \"harmonized\" with the Wasenaar 
Arrangement 


6. (C) Specifically 

were chosen (launch or takeoff weight of 900 kg 

payload 

how these values would strengthen the regime. She pointed to 
a UK proposal to 19.A.3 that suggests UAV payloads be 
restricted to 20 liters 

to agree with this more restrictive payload 

how little a terrorist would need to make a UAV armed and 
dangerous. She suggested 50 kg might be a more appropriate 
UAV payload. She also said certain terms were not clearly 
defined under the MTCR 

vehicles". 


7. (C) Noland acknowledged that the GONL recognizes the 
obvious difference between UAVs and cruise missiles. But the 
USG needed to make a better case explaining why the values in 
its paper would benefit the regime. She also said more 
attention should be paid to UAV components 

currently controlled. Noland suggested it was relatively 

easy to acquire the components necessary to build a UAV. She 
said the Dutch would present on this topic during the plenary 
sessions intelligence exchange based on its own UAV 


catch-all case history. 
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Charge\' cautioned deputy Foreign Minister Faim Chaushev 
stressing the steps Hamas would have to take in order to 
legitimatize itself in the eyes of the international 

community (ref A). He urged the GOB to quickly make good on 
its pledges of assistance to Lebanon and UNIFIL (ref B) 

down a marker on Syria (ref C) 

U.S. position regarding IranVs refusal to comply with UNSCR 
1696 (refs D and E). Charge\' informed Chaushev that the 
Iraqi government had approved the site requested by Bulgaria 
for its embassy in the Green Zone (ref F) 

establish a permanent diplomatic presence in Baghdad. 
Chaushev responded positively in principle on all counts 
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added that Bulgaria was considering NATOVs need for 
additional troops in Afghanistan. He thanked the U.S. for 
the active role it is playing in trying to obtain the release 
of the five Bulgarian nurses imprisoned in Libya (ref G). 
END SUMMARY. 


2. (C) ChargeY held a wide-ranging discussion of Middle East 
issues with deputy Foreign Minister Faim Chaushev on 
September 15. Chaushev\'s deputy 

Petko Doykov 

to restart discussions with the Palestinians regarding the 
opening of a diplomatic office in Ramallah once Hamas and 
President Abbas agreed on a V'national unity government 
recognized by the international community. Charge\' urged 
Chaushev to move slowly 

international community would require Hamas to accept the 
Quartet principles 

recognizing IsraelVs right to exist. 


3. (C) Charge outlined our concerns regarding Syrian 
behavior and the principles guiding our policy 

particular Syria\'s obligations under UNSCR 1701. Chaushev 
said that Syria and Iran V'had not learned the lesson of 

Libya 

path of closer relations with the West. Both countries would 
try to maintain their influence in Lebanon through Hezbollah. 
Unfortunately UNIFIL would not be able to stop the flow of 
arms across the Syrian border. Chaushev reaffirmed his 
government's commitment to providing either a naval frigate 
or a military medical unit to UNIFIL 

of the force. He said he had spoken to lranian officials and 
told them that the only way to dispel suspicions about their 
nuclear program was to open it up to the IAEA. V'No openness 
equals no trust 

Iranians. Noting Omani 

nuclear-armed Iran 

better advantage of Arab governmentVs private opposition to 
Iran\'s nuclear program. 


4. (C) Chaushev asserted that the re-trial of the five 

Bulgarian nurses imprisoned in Libya since 1999 was 
developing V'according to plan.\" He expects the court to hold 
its last hearing the week of September 18 and to announce its 
decision roughly three weeks later. His personal opinion is 
that the court will uphold the nursesV death sentences 

that the Libyan government will then quickly find a way to 
send them back to Bulgaria (ref G). Nevertheless 

between the announcement of a verdict and the return of the 
nurses would be a tense one 

October 22 presidential election in Bulgaria. Chaushev 
thanked the U.S. for its consistent support of the nurses 


Column 3 
saying that V Libya only listens to the U.S.\" 


5. (C) On Iraq 

the Iraqi government to approve the site requested for the 
Bulgarian embassy. The next step would be for Ambassador 
Valeri Ratchev to return to Baghdad to negotiate the details. 
Chaushev sounded a note of caution 
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need to ensure first and foremost the security of our 
personnel. Commenting on his August visit to Kabul 
Chaushev noted the lack of security for ordinary Afghans. 
Citing the ability of the Taliban and Al Qaida to earn money 
from narcotics trafficking 

situation in Afghanistan was \"worse than Iraq.\" He told us 
he recommended to the Bulgarian Ministers of Defense and 
Foreign Affairs that Bulgaria respond positively to NATOVs 
request for more forces. 


6. (C) Chaushev by saying that it was important to have V'a 
more active dialogue between civilizations\" in the Middle 
East. Bulgaria 

with Arab governments and the trust it enjoys with Israel 

well placed among European countries to promote such a 
dialogue. He thanked the Charge for sharing U.S. views and 
said Bulgaria would continue to coordinate its position with 
the U.S. 


KARAGIANNIS 
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proceed smoothly. Viereck emphasized that EUFORVs mandate is 
limited to supporting MONUC 

November 30. The fighting between Bemba\'s and KabilaVs 
forces August 20-22 has 

environment since the two sides are now communicating more 
openly. However 

flow of weapons into Kinshasa and urged greater transparency 

in the movement of arms. END SUMMARY. 


2. Operations Commander for the European Force in the 
Democratic Republic of the Congo (EUFOR R.D.Congo) General 
Karl-Heinz Viereck briefed approximately 50 South African 
officials 

for Security Studies (ISS) in Pretoria August 13. Viereck 
German national 

Envoy Kingsley Mamabolo 

the South African Independent Electoral Commission (IEC) 


Column 3 
which is providing ballots for the second round of the 
elections. 


3. Viereck provided a general overview of the EUFOR 
structure 

Potsdam 

22 EU countries (800 troops in Kinshasa and 1200 in Gabon) 
and a strategic reserve in Europe. In ViereckVs view 
integrated EU operation has worked very well 

very short time to stand up the mission. The EU mission to 
the DRC signaled European support for Africa and its peace 
and security agenda. 


4. Viereck stressed that EUFOR\'s mandate in the DRC is 
limited to supporting MONUC. Specifically 

the electoral process 

recover people in distress 

intelligence with MONUC. The mandate is not 

to rescue Europeans from the DRC if trouble breaks out. The 
duration of the mission is limited to four months; it began 

July 29 and will conclude on November 30. 


5. Asked why EUFOR planned to end its mission at such a 
sensitive moment -- just as the second round of elections 

will likely be announced -- Viereck said he expected the 
announcement of results in early November 

EUFOR\'s departure date. He also noted that MONUC will remain 
after November 30 

police cooperation and security sector reform programs. 


6. The incidents of August 20-22 

clashed with MDC leader Bemba\'s militia 

call 

off guard by the timing and particular location in the city. 
Asked what triggered the violence 

\"someone\" felt the need to show force on the streets and the 
other side felt the need to respond. From a military point 

of view 

and the response 

support 

visible neutrality during the tensions has improved its image 
with the population in Kinshasa. 
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7. Viereck said that the current military confidence-building 
measures between Kabila\'s and Bemba\'s forces 

MONUC and EUFOR 

now have much closer communication with BembaV's forces in 
particular. Asked about how much control Bemba has over his 
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forces 

He also noted that the key to stability is visible political 
cooperation between the two presidential candidates 
merely military coordination. 


8. Viereck also expressed concern about recent flows of 
weapons into Kinshasa 

though the government technically ordered the tanks some time 
ago 

of transparency has increased tensions and fed rumors. He 
noted that tanks are not a real military factor in Kinshasa 

but rather are а V'show of force. V" 


9. Concluding his remarks 

that the second round of elections would go smoothly. The 
incidents of August 20-22 forced MONUC and EUFOR to work more 
closely with the parties 

believes the confidence-building measures are working. 

However 

candidates -- such as the recent visits of President Mbeki 

and EU High Representative Solana -- remains critically 

important in the period leading up to the elections. 

Bost 
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9. Photos and a video report on the sites that were visited are 
currently on the UNESCO website 


10. Comment: The tone of the press conference was in keeping with 
UNESCO\'s recent efforts to treat Lebanon as a technical problem that 
can be solved without resort to politics. Both Riviere and 
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Bouchenaki batted away questions from Middle Eastern journalists 
that attempted to pin blame on Israel and in one case asked why 
UNESCO is not asking Israel to pay for the cleanup of Byblos. A 
member of the Israeli UNESCO delegation told Charge after the 
meeting that he 

meeting. KOSS 
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particularly high by donors. Others said that the problem is more 
one of transparency 

used for 


6. The ambassador of Sweden 

extra-budgetary donors 

situation is better monitoring and accountability through results 

based management. DDG Barbosa pointed out that the rules that form 
the complex maze for the extra- budgetary funding are the result of 
demands on the part of member states 

possible for the Secretariat to change direction as it chooses. 


7. Later in the afternoon 

greater accountability 

effort is achieved when the potential donor is confident that the 
funds given will be used effectively and wisely. She also told the 
group that any fundraising effort begins by ensuring the potential 
donor fully understands the importance of the project and trusts the 
capability of the organization to carry it out. She said that no 
partnerships are possible when the potential donor doesn't 
understand what the projects will be and how the money will be used. 
When those elements are clear 

Ambassador Oliver made the point that UNESCO has great potential 
but we must make some tough decisions to make sure that potential 
donors see the organization as a reliable and effective steward in 
handling voluntary contributions. 


8. The question was also raised about how exactly UNESCO would be 
raising funds in the future. Would fundraising be the work of 

National commissions 

which are responsible for their national level fundraising? Or 

should field offices be given the role of lobbyists and fundraisers? 


9. Craig Kennedy 

speaker arranged by the U.S. Mission) 

private donors 

donors often see multilateral organizations as bureaucratic 
inefficient and difficult to work with. He said that UNICEFVs 
marketing genius was its ability to project itself as an NGO. He 
also said that multilateral organizations are seen as too political 
and are viewed as being resistant to evaluation. He stressed the 
need to develop clear strategies 
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and priorities 

fundraising. He said that the key is to create an identity of being 
able to do something V'uniquely better" than anyone else. 


10. Ambassador Yai brought the day's discussions to a close by 
promising to hold further strategy discussions on the subject of 
UNESCO\'s extra-budgetary funding 

to develop the skills that the new world demands of it. KOSS 
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FNL peace agreement. Nqakula will seek international donor 
funds to support the process 

to return to Burundi. ISS Burundi expert Jan van Eck 
believes that the FNL peace agreement is \"extremely fragile.\" 
The FNL is reluctant to return to Burundi because of the 
recent arrests in the country 

not support the agreement. For the FNL peace accord to 
succeed 

apply more pressure on the Government of Burundi to open 
political space. END SUMMARY. 


2. (U) The Facilitator of the Burundi Peace Process 
African Safety and Security Minister Charles Nqakula 

visit Bujumbura September 19 

DFA Great Lakes Envoy Kingsley Mamabolo will accompany 
Nqakula. According to the South Africa Government press 
release 

the Paliphehutu-FNL to discuss implementation of the 
September 7 cease fire agreement (Ref A). According to 
Institute for Security Studies (ISS) Burundi expert Jan van 
Eck 

the agreement timetable 

to Burundi. 


3. (C) Department of Foreign Affairs Burundi desk officer 
Rasheeda Adam told PolOff September 18 that Nqakula will also 
meet with international donors in Bujumbura to seek funds to 
support the peace accord. In particular 

resources to fund the FNL return to Burundi 

their security protection. It is not clear whether a direct 
approach to the USG is planned. 
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4. (C) South Africa hosted a meeting of the regional 

\"technical teams!" to support the FNL agreement on September 
15 

The meeting 

and South Africa 

FNL back to Burundi 


5. (C) ISS expert Jan van Eck told PolOff September 18 that 
he believed the FNL agreement remained V'extremely fragile. V 
The FNL signed the accord only after V'intense pressure\" from 
Presidents Kikwete and Museveni. The FNL is now \"paying the 
price\" with its constituency 

signed an agreement without receiving anything in return. 

The FNL is now trying to sell the agreement to their 
supporters with little success. The FNL remains extremely 
reluctant to go back to Burundi 

arrests of regime opponents 

South African mediators will be able to convince them. 


6. (C) Van Eck said that several sources told him that 
Presidents Museveni and Kikwete are increasingly concerned 
about the internal situation in Burundi 

recent arrests and rising tension. Van Eck believes that 
Museveni and Kikwete want to resolve the FNL \"problem\" as 
Soon as possible 

the FNL for the internal political problems. Ending the FNL 
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rebellion will allow the region to focus on the increasingly 
problematic behavior of the Burundian Government 
suggested. 


7. (C) The key to implementing the agreement 

van Eck 

Government of Burundi. He believes that the South Africans 
have significant influence 

Uganda and Tanzania have little to no influence over the 
Burundi regime. 


8. (C) South Africa has invested substantial financial and 
personnel resources in the FNL peace process and is committed 
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to ensuring it succeeds. Developing a plan to provide 
security for the FNL leadership so they feel comfortable to 
return to Burundi is likely a key part of their strategy for 
implementing the agreement. South African security forces 
guarded the Burundian parties during the lead-up to the 
Burundi elections. We believe Pretoria will propose a 
similar plan for the FNL return and will seek international 
funding for its initiative. 

Bost 
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and V'He betrayed Lula 

in influencing recent nationalization of Petrobras assets in 
Bolivia by the Morales government. On communication issues 
in his portfolio 

investments and partnerships 

in the victory in Brazil of the Japanese digital TV standard 
over the American standard. But he added categorically that 
the U.S. digital radio system will be the one selected for 

Brazil. End summary. 


INTERNAL POLITICS 


2. (SBU) Costa said he believed it is very possible that Lula 
could win the presidential election in one round of voting on 
1 October 

ultimately be victorious. (Note: In the Brazilian electoral 
system 

(total votes minus nulls and voids) to be declared a clear 
winner. If this does not occur 

between the two finalists is required. The second round in 
this election would occur on 29 October. End note.) Costa 
predicted his PMDB party would elect at least 90 congressmen 
that the PT would V'do much better than some are predicting 
and that the PMDB 

able to construct a working majority of about 200 federal 
congressmen. In such a coalition 

have control of four or five ministries 

PMDB congressmen to head key committees 

infrastructure 

possibly education and foreign affairs. 


3. (SBU) Ambassador asked about predictions by some political 
commentators that a second Lula mandate could be 
characterized by legislative gridlock 

opposition in no mood to meet the government half-way. Costa 
discounted this scenario 

consensus can be established across political and party lines 
on those issues that most Brazilians agree are important 
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including key institutional reforms in the political system 
tax structure 


FOREIGN POLICY 


4. (SBU) Turning to international issues 

many years living in the United States 

Washington 

and a translator for the Voice of America 

like to see the U.S. and Brazil continue to strengthen their 
relationship. Ambassador noted his awareness that foreign 
affairs seldom are a major factor in Brazilian elections 
asked whether Costa\'s PMDB party had specific priorities or 
influence in foreign policy in a second Lula mandate. Costa 
replied that the PMDB 

Senate\'s foreign affairs and defense committee in a second 
term 

Costa 
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would remain in his post in a second Lula term 

expected either Amorim or another career diplomat would be 
minister. In response to a query by Ambassador 

he did not expect deputy minister Samuel Pinheiro Guimaraes 
to be promoted to minister 

(Comment: Pinheiro Guimaraes is widely seen as ideologically 
anti-American and anti-free trade 

management changes in the foreign ministry that have been 
extensively criticized. End comment.) 


5. (SBU) Costa said it is the view of many Brazilians that 
Brazil should be V'the natural leader of Latin America 

least of South America 

economy. Furthermore 

has moved clearly toward the center" and is a reliable 
pragmatic and democratic partner for the United States and 
others places it in sharp contrast to some countries in the 
region 

prudent to attempt negotiated settlements with the Morales 
government on the status of Petrobras\' assets in Bolivia 
despite Morales\' \"aggressive\" provocations. On Venezuela 
Costa was much more combative: V'You cannot trust that man 
he said of Venezuelan President Hugo Chavez. Alluding to 
Chavez\'s role in supporting Morales decisions on Petrobras 
Costa said flatly that "Chavez betrayed Lula. V 


TRADE AND PARTNERSHIPS 
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6. (SBU) Turning to his portfolio as communications minister 
Costa explained his ongoing efforts to bring wireless 

internet access to more and more areas in Brazil 

American companies in the process. He said the GOB decision 
to select the Japanese standard for digital television had 
been driven in part by the perception that the Japanese would 
bring investment and technology transfers directly into 
Brazilian industry 

representatives had seemed less open to such cooperation 
less enthusiastic and organized overall in their approach to 
Brazil. However 

IBOD digital radio system will be chosen for Brazil 

offers clear advantages over the Korean 

competitors. 


7. (SBU) Comment. Costa clearly expects to retain his 
ministerial portfolio in a second Lula government 

ultimately run for governor in four years. He is a leading 

figure and interlocutor in the pro-Lula wing of the huge and 
fractious PMDB party. We believe his assessments of 
congressional dominance by a PT-PMDB coalition are overly 
optimistic 

PT election results. We expect turbulence and continued 
corruption allegations in congress in a second Lula term 

even some opposition leaders agree with Costa\'s forecast that 
they will try to work with Lula on reforms and other key 

issues of national interest on which there is broad 

consensus. Costa was generous with his time 

demonstrates an evident interest in maintaining an open 
channel of communication with the Ambassador. In fact 
suggested numerous meetings and dinners with leaders in the 
Senate and leaders within his own party. We will leverage 

that disposition in gaining access to other PMBD leaders and 
in promoting and defending U.S. equities in communications 
and related areas. 


Chicola 
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administration to withdraw GOB funds during the October 2003 
civil unrest. Despite Juan Antonio Morales explanation that 
the funds were authorized and verified by the appropriate 
officials 

Morales without filing formal charges. 


3. (U) Marcela Nogales: On September 7 
in La Paz ratified its August 3 order to keep Nogales in 
preventative detention for her alleged role in the withdrawal 
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of GOB funds in October 2003 when she was general manager of 
the Bolivian Central Bank. Prosecutors claim Nogales abused 
her office by authorizing the release of money allegedly used 

for military operations that resulted in the deaths of 

approximately 60 civilians. Nogales 

custody as she was boarding a plane with her family to 

Santiago 

in preventative detention for over six weeks. Formal charges 
have not been filed against her. 


4. (U) Jose Maria Bakovic: The former president of 
Servicio Nacional de Caminos (SNC) 

Agency 

corruption. Bakovic 

to be formally charged but is prohibited from leaving La Paz. 
On September 1 

suspended the case 

obtain additional time for case preparation. The suspension 
may give Bakovic a legal claim against the GOB for a delay in 
justice 

GOB fails to proceed with the case within 18 months from the 
filing of the claim. 


5. (C) Constituent Assembly (CA): The CA remains a work in 
progress 

MAS delegates suggest the MAS may seek to limit basic civil 
liberties 

rights (reftel). The MAS also may seek to fundamentally 

alter the judicial branch via the popular election of judges. 
COMMENT: We will continue to monitor closely how BoliviaVs 
next constitution might affect civil liberties. END COMMENT. 
URS 
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need for forthright statements from the international 
community regarding the August 20 - 22 events 

for both second-round presidential candidates to understand 
the need to avoid any further military action. In this 

regard 

even greater impact than those from European officials. 


5. (SBU) Ruberwa stressed that whichever candidate emerged 
victorious 

and led by good 

He mentioned no names 

reference to himself: he is clearly working to portray 

himself as a man of integrity. 


6. (C) The Ambassador agreed with the gist of Ruberwa\'s 
comments 
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election process represents the only acceptable way forward 

for the DRC. The Ambassador also complemented Ruberwa on 
already convening a session of the Security Mixed Commission 

a welcome start toward the resumption of government 

operations. The Ambassador and Ruberwa also had an exchange 
regarding composition and importance of the new National 
Assembly 

establish political alliance(s) and a working majority in 

that body. 
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7. (C) COMMENT: Ruberwa seems to have recovered from his 
apparent surprise and disappointment over poor July 30 

results for himself and his party. While pursuing his party\'s 
formal first-round charges of fraud 

this is no longer Ruberwa\'s focus 

developments 

post-election government represents a positive 

future-oriented agenda. His analysis of the August 20 - 22 
fighting as a localized conflict resulting from a personal 

clash between the Kabila and Bemba camps 

ours and that of most observers. Assuming Ruberwa continues 
to seek to stress his credentials as a statesman largely free 

of the taint of corruption (at least relative to most of the 

DRC political class) 

role in the remaining months of the Transition government 

and position himself for a future role as favorably as 

possible given his party\'s poor election showing. End 
comment. 

MEECE 
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granted by the U.S. 

Brazilian tax treaties. (Comment: Rachid appeared to be referring 
to the issue of V'tax sparing 

on including in its tax treaties.) Despite these two major points 
Rachid expressed confidence in the professionalism of the 
negotiating teams and their ability to bridge the gaps. The teams 
were systematically tackling and resolving all other issues 
including that of information sharing 

urged that the teams not let the process grind to a halt once the 
easy agreements had been achieved. 


Business Facilitation/Customs Issues 


Column 3 

4. (SBU) The Ambassador briefed Rachid on the Commercial Dialogue 
launched by Secretary Gutierrez and Minister Furlan. One of the 
main areas of discussion in the business facilitation working group 
he noted 

flows. U.S. Customs 

representatives to visit their operations on the border with Canada 
where quick large-scale cargo clearing was key to the integrated 
functioning of the automotive industry in both countries. The visit 
also would include a stop at the operations center of a large 
express delivery company 

with industry to facilitate their operations. Rachid professed to 

be unaware of the invitation 

conversation September 15 
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Zayda Bastos 
the invitation. 


5. (SBU) Rachid reaffirmed his willingness to work with the USG to 
facilitate trade flows. Although there are many agencies involved 
in the process of clearing imports and exports 

have a problem with customs 

Receita already is working on methods to address some of the 
bottlenecks that hinder express delivery services in Brazil. They 
currently are working on getting Receita\'s computer system to 
communicate directly with the companiesY systems 

reducing clearance times. 


6. (SBU) Comment: Given RachidVs apparently genuine willingness to 
hear our issues 

level would seem to be a useful way to advance the Commercial 
Dialogue. 


SOBEL 
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CONTROVERSY 


Classified by Political Counselor Craig Karp for reasons 1.4 
(b) and (d). 


1. (C) Summary: Morocco has reacted strongly in protest to 
Pope Benedict\'s controversial remarks on Islam. The MFA 
confirmed to us that Morocco\'s Ambassador to the Vatican has 
been recalled for consultations. King Mohammed VI is also 
reported to have sent a written protest to the Vatican 

the contents of his message have not been made public. The 
newspaper of Morocco\'s most powerful Islamist party applauded 
the KingVs actions. Observers describe the King\'s handling 
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of the matter as agile - allowing him to stay at least one 
step ahead of the street as the controversy unfolds. End 
summary. 


2. (C) Hassan Hami (protect) 

International Organizations Affairs at the Moroccan Foreign 
Ministry confirmed to poloff on September 18 media reports 
that 

Ambassador to the Vatican had been recalled for consultations 
in reaction to Pope Benedict\'s controversial remarks on 

Islam. Stressing that he was speaking off the record 
downplayed the move 

\"symbolic purposes." Hami doubted that it would be long 
before Ambassador Ali Al-Ashour returned to the Vatican. 


3. (U) The official Maghreb Arab Press Agency reported that 
the King had also sent a written protest of BenedictVs 
allegedly anti-Islamic remarks to the Vatican 

contents of this message have not been made public. 


4. (U) Al-Tajdid 

powerful Islamist (but pro-monarchy) Justice and Development 
Party (PJD) applauded the King\'s decision. A columnist in 

the paper lauded the King\'s \"wise decision\" which had 
\"...reinforced His Majesty\'s religious role as Commander of 
the Faithful and reflected the indignation of Muslims in 
Morocco and elsewhere.\" 


5. (C) Observers are impressed with what they see as the 
King\'s agile handling of this matter 

put him a step ahead of the street. The GOM\'s timely and 
decisive response 

might have organized street demonstrations that would have 
forced the government to react rather than lead. 
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spirit\" of V'more open\" negotiation with private companies. 
The Vice Minister of Public Investment and External Finance 
Hernando Larrazabal 


2. (SBU) Private investors in the sector viewed Soliz Rada 
the main proponent of the GOB\'s hydrocarbons nationalization 
strategy 
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difficult. Company representatives are hopeful that Villegas 
will be a more agreeable interlocutor as GOB-company 
negotiations begin anew on September 18. 


3. (SBU) Comment: Political analysts in La Paz have had a 
field day interpreting first Garcia Linera\'s decision to 

freeze SolizV resolution 

resignation. Some expressed the view that the Vice 
PresidentVs decision reflects a softening by the GOB of its 
hard-line approach on nationalization or at least a 
repudiation of failed tactics. The government does seem to 
be taking a more conciliatory tone 

that its nationalization goals have not changed. The 
Brazilian Charge told us September 18 that he expects 
Villegas to adopt a less confrontational approach than Soliz. 
He added 

same. The Charge forecast a difficult month ahead for 
Brazilian/Bolivian relations. End comment. 

URS 
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Leading national circulation daily liberal Folha de S. Paulo 


editorialized (9/18): Compared with Iraq 

garden of delights. The US intervention was successful. The hated 
Taliban regime was deposed and replaced by a government that 
acquired legitimacy through democratic elections. Unfortunately 
there are signs that the situation is also deteriorating in 
Afghanistan.... The main reason to explain TalibanVs regrowth is the 
weakness of Hamid Karzai\'s government 

NATO troops has failed to impose its authority outside Kabul. The 
responsibility is largely attributed to Western nations 

not deploy enough soldiers. Taliban is still not popular in the 

South 

be changed especially if NATO continues acting with rigor in actions 
against the militias. Bombs missing the target have devastated the 
prestige of the Karzai government. If the US and its allies fail to 
correct the mistakes 

quagmire not only in Iraq 

2. \"Mohammed\'s Sword" 

Leading national circulation daily liberal Folha de S. Paulo (9/16) 
editorialized: V'Like anyone else 

whatever he thinks. Likewise 

pontiff's words have the right to question him. What is not 
acceptable is that a legitimate protest deteriorates into violence. 

In regards to the merit of the question 

be exempt from any sin so as to be able to throw the first stone. 
Joseph Ratzinger\'s speech was not aimed at rousing the Arabs\' anger 
but rather at inviting Islam for an inter-religious dialogue. The 
paradox begins here. ItVs hard to believe that a public and 
experienced man like any pope should be has inadvertently used 
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politically incorrect citations.... But it is unquestionable that 

Islam historically expanded itself using violence and obtained 
conversions by means of the scimitar\'s edge. Incidentally 

point that approximates Islam and Christianism 

Catholicism... This additional misunderstanding between the 
Catholics\' leader and Muslim groups shows how much the 
inter-religious dialogue must evolve. V 

3. \"Another Battlefront\" 

Leading national circulation daily liberal Folha de S. Paulo\'s 

political columnist Eliane Cantanhede commented (9/17): \"As a result 
of developments involving Hugo ChavezVs Venezuela 

Bolivia and Nestor Kirchner\'s Argentina 

sufficient attention to its backyard 

As a result 

Colombia and is stepping another one in Paraguay. The difference is 
that the Colombian base is military and justified by the fight 

against drug trafficking. The recently created base in Paraguay is 
involved in civic and social actions and follows the Cuban 
occupation strategy: through medical doctors 

medicines. President Nicanor Duarte is not a fool. He shoots aiming 
at every direction 

blackmailing. And he has succeeded in attracting the US attention 
provoking Brazil and allying with Venezuela.... The same 
anti-imperialistic feeling shown by some Brazilian sectors regarding 
the US is disseminated in the Paraguayan society in regards to 
Brazil.... Brazil and Argentina have just agreed to create a 
cooperation fund aimed at developing MercosulVs minor partners - 
Paraguay and Uruguay - that can be seen as an effort to recover both 
nations from Uncle Sam\'s benevolent claws.\" 


McMullen 
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while President Lula rejected \"unilateral\" measures. Stating that 
it needed time to study the Bolivian decree 

the second week of October (after the first round of elections) a 
planned trip by Energy Minister Silas Rondeau 

delegation for negotiations on the separate issue of gas prices. 
The Lula Administration appears to have again been blind-sided on 
hydrocarbons issues with Bolivia 

Morales\' May 1 nationalization decree. While the Bolivian 
government reportedly suspended implementation of the measure on 
September 14 

spinning the incident as the logical consequence of Lula\'s \"weak\" 
response to the May 1 nationalization. End Summary. 


2. (SBU) The Lula Administration again finds itself fighting a 

rearguard action over Bolivian government intervention in the assets 
of Petrobras 

Bolivian Ministry of Hydrocarbons Resolution number 207/2006) of two 
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Petrobras refineries. According to local press accounts 
resolution 

of the refined product 

refineries and effectively reduces Petrobras to the role of service 
provider 

complain loudly that there has not been any compensation paid 
Petrobras 

Vexcess profits\" which are to be deducted from any compensation for 
the refineries 

Baena Soares 

Bolivia 

was the subject of ongoing negotiations in one of three 
Brazil-Bolivia working groups. It was as yet uncertain 

what effect this latest Bolivian action would have on those 
negotiations. 


3. (SBU) The Brazilian Ministry of Mines and Energy issued a terse 
statement 

that it would postpone until the second week of October (after the 
first round of the Brazilian elections) the planned September 14 
visit by Silas Rondeau. Itamaraty\'s Baena Soares emphasized to 
Emboff that the visit was not canceled 

the GoB needed time to analyze the effect of the decree. That visit 
was to be the next negotiating session over the price Brazil is to 
pay for Bolivian gas. Petrobras CEO Sergio Gabrielli 

stressed to the press that the decree on the refineries was a 
separate issue from that of ongoing price negotiations for Bolivian 
gas. 


4. (SBU) Much like the original May 1 Evo Morales decree 
nationalizing Bolivia\'s hydrocarbons sector 

action appears to have blind-sided the Lula Administration 
according both to press reports and our Itamaraty contacts. The 
Bolivian action reportedly set off a series of phone calls between 
Lula foreign affairs advisor Marco Aurelio Garcia (MAG) and Bolivian 
government officials 

later commented to the press that \"If they had taken into account 
(the Brazilian electoral period) 

this unilateral decision.” These contacts 

cited in the Brazilian press 

suspension of the implementation of the decree. An Itamaraty 
contact stressed to Emboff 

away from its position 


5. (SBU) Comment: Despite the apparent suspended implementation of 
the decree 

opposition every opportunity to remind Brazilians of their visceral 
negative reaction to the May 1 nationalization of national champion 
PetrobrasV assets. Lula\'s management of that incident was perceived 
as weak and roundly criticized. It also opens Lula up for more 

general criticism of his foreign policy priority on south-south 
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integration. Already the opposition is spinning the Bolivian action 

as the logical consequence of Lula\'s bungled response to the May 1 
decree. Unfortunately for Alckmin and Helena 

time before elections for this line of attack to find resonance with 

the electorate. Moreover 

success in convincing Bolivia to suspend implementation may keep the 
incident from truly seeping into the broader public consciousness. 


SOBEL 
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internal coordination (within the many GOB ministries with a hand in 
the pot 

institutions and the private sector) and their existing commitments 
and agreements with third countries. 


3. (U) Rousseff indicated that cooperation with the USG would also 
require coordinating our existing agreements 

consultative mechanisms. She specifically cited the NIST/INMETRO 
(US National Institute of Standards and Technology and Brazilian 
National Institute of Metrology 

Quality) technical meetings in Rio September 17-22 on ethanol 
standards 

Renewable Energy Laboratory (NREL) 

arrangements with the USDA. Rousseff said that 

areas in which we are already cooperating on biofuels (directly or 
indirectly) 

productive relationship. As one specific example 

anticipates 

were well adapted to Brazilian lands 

varieties is one additional area to pursue. 


4. (SBU) Rousseff agrees on the need to hurry the process along and 
emphasized that now is \"the right moment to capitalize\" on the 
collective experience of the U.S. and Brazil in this area. She 
insisted 

bilateral policy first before proceeding with any discussions 
regarding cooperation in third countries or which external resources 
could be tapped to assist with implementation. She was also frank 
in admitting that progress would be slow for the next few weeks 
given the upcoming elections 

was still focused specifically on the current government\'s agenda 
items. Rousseff is proud of what Brazil has accomplished in their 
V20 years of experience and research in biofuels 

in Ref B) 


5. (U) Rousseff is very interested in meeting with USG and private 
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sector interlocutors on biofuels and other issues 

great interest in the Ambassador\'s offer to assist in scheduling 
such meetings. Rousseff plans to be in New York September 19-22 
and is considering a trip to Washington in the November/December 
timeframe. 


6. (U) Comment. Embassy Brazil is coordinating the appropriate 
meetings with Washington. Subsequent to the Ambassador\'s meeting 
Rousseff was scheduled to meet with U/S Josette Sheenan while they 
are both in New York this week. End Comment. 


7. (SBU) Action Request: The Brazilians are interested in learning 
more about how we can work together 
permission to release at the earliest opportunity the seven country 
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VLatin America and Biofuels Strategy" (currently being coordinated 
in S/P at the Department) to Rousseff and our other Brazilian 
interlocutors. 


CHICOLA 
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various USG initiatives 

tendency to play up Jamaica\'s nonaligned/ independent 
credentials and has strongly opposed signing an Article 98 
agreement. 


(C) Q. 3. Foreign Minister Hylton: Any additional 
information and insight that would hone the analysts\' 
understanding of him in preparation for his likely 
interaction with US counterparts in NY. 


(C) Answer: For a brief bio on Hylton 


(C) Q. 3.A. How well-versed is Hylton on UN issues? How much 
latitude does he allow permrep Wolfe to take on votes or in 
defining position? To what extent is Hylton able to 

influence Jamaica\'s stance on UN matters? 


(C) Answer: Hylton seems comfortable with multilateral 
affairs. He is able to carry on an intelligent dialogue on 
various international issues. 


(C) Q. 3.B. What is Hylton\'s relationship to Prime Minister 
Portia Simpson Miller? Is Hylton able to formulate the 
direction of foreign policy 

directions of PM Simpson Miller? 
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(C) Answer: Hylton is very close to the Prime Minister and 
was a very strong supporter during her campaign for Prime 
Minister. Hylton certainly has the Prime Minister\'s ear and 

is very likely able to sway or even help formulate her 

opinion. For example 

Minister on May 30 to discuss Guatemala\'s bid for the UNSC 
seat (ref C). Following that meeting 

stated that she was unable to answer the question of whether 
Jamaica would support Guatemala 

Minister Hylton upon his return from the NAM Ministerial. At 
that meeting the Ambassador was left with the impression that 
the Prime Minister is unfamiliar with key issues. 


(C) On June 5 

follow up on Guatemala\'s candidacy for the UNSC seat and to 
express disappointment with the NAM Statement on Iran (ref 
D). In contrast to the Prime Minister 

a strong grasp of the issues and was willing to engage in 
conversation on the issue. However 

maintain the party line regarding the importance of Jamaica\'s 
sovereignty and its V'principled positions. V 


(C) Q. 4. Heads of State: Prime Minister Portia Simpson 
Miller. 4.A. How engaged has Simpson Miller been on foreign 
policy and on UN issues? 


(U) Answer: (See answer to Q.3.B. above). 


(C) Q. 4.B. What is the personal dynamic between PSM and 
Hylton? 


(U) Answer: (See answer to Q.3.B above). 
HEG 
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first round. V 


5. (C) Low voter turnout is likely to favor Ortega and his 
disciplined mass of Sandinista militants; high turnout is 
more likely to favor the anti-FSLN vote 

anti-caudillo vote more generally. According to polls and 
what we know from voter patterns in previous elections 
independent voters reject Ortega and tend to vote for the 
candidate they believe can beat him. Vigorous international 
monitoring 

minimize pact-driven fraud. Even with observation 

the FSLN and PLC will use their influence in the CSE to 
attempt to commit fraud 
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Assembly deputies. 


LIBERALS IN DISARRAY 


6. (S) Convincing Liberals to unite behind a single 

candidate has not been possible 

leader Arnoldo Aleman still controls the party; PLC candidate 
Rizo\'s blind ambition prevents him from acknowledging he 
cannot beat FSLN rival Ortega; and 

against rival Montealegre has so far spoiled the efforts of 
moderates to forge an alliance. On September 7 

off on an FSLN-PLC cabal to besmirch Eduardo Montealegre so 
that he would withdraw from the race or cave to Rizo and 
rejoin the PLC. Norlan Moncada (Assembly Deputy Oscar 
Moncada\'s nephew) 

apparent FSLN collusion 

conference 

those involved when they realized he would speak out. 


7. (S) According to Moncada 

and Alvaro Somoza (all three PLC/Rizo supporters) 

Francisco Mayorga (FSLN sympathizer loosely associated with 
the PLC and owner of one of the failed banks) created a 
foundation (Pro-Verdad 

falsely accusing him of wrongdoing in the CENIs case (debt 
bonds to resolve the failed banks\' debt). The \"Pro-Verdad\" 
plan also included circulating false rumors that Rizo is 

polling right behind Ortega while Montealegre has slipped. 

The PLC and FSLN were hoping that the CENIs scandal would so 
weaken Montealegre that a poll (reportedly to be fielded via 

an Argentine firm connected with Rizo\'s Argentine campaign 
adviser Felipe Noguera) would \"demonstrate\" that Rizo is the 
only option capable of beating Ortega. Moncada drafted a 

full sworn statement and provided copies to Embassy and the 
Permanent Commission for Human Rights (CPDH). 

8. (S) The CENIs confabulation represents a microcosm of how 
the PLC-FSLN Pact works 

between the Rizo camp 

addition to Mayorga 

What were the motives? Ortega probably believes his chances 
of winning the election are improved if his opponents remain 
divided; besmirching Montealegre could help lower the support 
for his closest competitor. While there is much speculation 
regarding his accord with Ortega 

willing to let Ortega win the election in exchange for his 

freedom and Assembly seats for his party hacks. RizoVs 
motive is likely his blind ambition to don the presidential 

sash. 
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9. (S) At this juncture 

mate Jose Antonio Alvarado (who in late May decided to cast 
his fate with Rizo rather than Montealegre) should be pressed 
to withdraw from the race and admit that their allegations of 
corruption against Montealegre are unfounded. With Rizo out 
of the picture 

Montealegre could emerge as the Liberal option best poised to 
beat Ortega. Further 

largely reject the Ortega-Aleman pact 

back Montealegre once it is clear that Rizo has broken with 
the PLC and left the political stage. Montealegre\'s 

anti-pact focus will then resonate more with voters who were 
confused about talk of an eventual PLC-ALN alliance. 


10. (S) One possible way to convince Rizo to resign and to 
encourage a broader Liberal unity is through a poll that 

would determine whether Montealegre or Rizo is best poised to 
beat Ortega. According to President Bolanos\' chief of staff 
Leonardo Somarriba and senior political adviser Frank Arana 
President Bolanos has convinced candidates Eduardo 
Montealegre and Jose Rizo to participate in such a poll. 
However 

including what \"benefits\" will be accorded to the loser. The 
poll would poll roughly 2 

17 departments. (Note: We understand that the Taiwanese are 
backing the poll effort 


MODEST SUCCESS IN EXPOSING ALEMAN AND ORTEGA SHORTCOMING 


11. (S) Our efforts to erode Aleman have not sufficed to 
convince him to cede his hegemony over the PLC -- even though 
we have convinced some PLC militants to leave the party and 
endorse Montealegre. Other efforts: 


- When Norlan Moncada approached the Embassy in early 
September with his denouncement against the PLC-FSLN CENIs 


scam 
country. The PLC\'s fingerprints are on the scam. 


- The Embassy has distributed its “тар sheet" on Aleman\'s 
corruption and continues to engage PLC militants and 
lawmakers on the damaging effects of Aleman\'s undemocratic 
leadership. 


--The Embassy continues to engage 

Nicaraguan and third country financiers to disassociate 
themselves from Aleman. Our embassies in neighboring 
countries furthered President BolanosV efforts to persuade 
the presidents and capital of these countries to distance 
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themselves from Aleman and support Montealegre. Montealegre 
is now receiving some financial backing from El Salvador 
Guatemala 


-- Progress on the case against Aleman in Panama has eroded 
his reputation; however 

criminal indictment against Aleman - likely the most powerful 
tool in convincing Aleman followers to leave his side -- has 

not materialized. Nor has there been progress in the 
Dominican Republic case against Aleman. 


-- The RLA is working with our Customs and Border Inspection 
office in Panama to request that the U.S. Attorney's office 

in Southern Florida file a criminal complaint against 

Aleman\'s wife Maria Fernanda for failing to appear for a 
border inspection regarding her U.S. permanent residency 
status. The last time she entered the United States 

Fernanda was flagged for inspection to determine whether or 
not she was still a lawful permanent resident. The 

inspection was deferred and she was given a date to appear 
but she did not. 


ORTEGAYS \"BORN-AGAIN\" IMAGE CHALLENGES EFFORTS TO REVEAL 
HIS SINISTER PAST AND PRESENT PERSONA 


12. (S) We have met with modest success in our efforts to 
reveal Ortega s abysmal human rights record. Ortega\'s 
Vborn-again Catholic\" image 

from the media\'s harsh scrutiny -- preferring instead to 
undertake \"pilgrimages\" to convert voters to his \"peace 

and reconciliation" campaign -- has complicated somewhat the 
efforts to challenge him. An update of our efforts: 


--Embassy continues to support Nicaragua's Permanent Human 
Rights Commission (CPDH) work to help the Miskito Indians 
document and submit FSLN era human rights abuse cases before 
the Inter-American Human Rights Commission (IAHRC) and other 
international organizations. DRL funds were granted to help 
CPDH (via Creative Associates) to continue the work and 
computerize and publicize its extensive archives on 

Sandinista abuses throughout the country in the 1980s. CPDH 
has submitted over 100 cases before the Nicaraguan judicial 
system for review (given the dominance of the FSLN and PLC in 
the judiciary 

CPDH has held press conferences denouncing the abuses and a 
public forum on genocide. It will hold another forum in 

October 

will issue a bulletin containing their testimonies. The CPDH 

is also preparing cases to present before the IAHRC and a 
Spanish court. 
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--Embassy arranged for a Miskito survivor of the Leimus 
massacre to receive an artificial limb through the OAS 
demining program in Managua. 


--Embassy helped facilitate Ortega\'s stepdaughter Zoilamerica 
Narvaez's trip to Washington in June 

case before the Inter-American Human Rights Commission 
with State Department officials 

associations who might be able to help her advance her sexual 
abuse case against her stepfather 

Univision in Miami. The release of part of her Univision 
interview was scheduled for late August in Miami and via 
Channel 10 in Managua; however 

Channel 10 to quash the interview. Ortega\'s efforts to 
censure Zoilamerica stirred up a public outcry and drew 
criticism from the ALN and MRS. Center-right daily La Prensa 
printed the text of the interview; bootleg copies of the 

interview are now circulating 

concern to Zoilamerica over OrtegaVs censorship. We are 
helping facilitate private sector support for Zoilamerica to 

travel to Washington in October for her IAHRC hearing. 


--Embassy updated and disseminated V'rap sheets" on the 
excesses and failures of the Sandinista Era and Ortega to 

share with appropriate audiences. Embassy successfully 
encouraged MRS leadership -- FSLN-dissident Herty Lewites and 
successor Edmundo Jarquin -- to maintain their independence 
from Ortega. Jarquin has made it one of his key objectives 

to publicly slam Ortega 

recently rebuffed OrtegaVs referring to Lewites as a 

\"brother.\" 


--Embassy is investigating probable links between the FSLN 
and narcotrafficking on the Atlantic Coast 

Yatama candidates running on the FSLN ticket and 
FSLN-affiliated judges who release suspected narcotraffickers. 


ENSURING FAIR ELECTIONS 


13. (C) Our outreach to ensure a fair election outcome and 

to strengthen Nicaragua\'s democracy continues to be robust 
and unequivocal. The Ambassador and other senior officials 
employ every opportunity available in Managua and during 
frequent trips throughout the country to highlight our policy 
interests 

forcefully on behalf of the legitimate 

aspirations of the Nicaraguan people. While the FSLN and PLC 
have criticized the Ambassador\'s role because it hits a raw 
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nerve 

actions. And 

divided in their views regarding outside interference in 
Nicaraguavs internal affairs 

rural voters 

Ironically 

inclined to back Arnoldo Aleman 

exposure to his pact with Ortega and how it has hurt the 
country's development. 


14. (U) A summary of our use of over $12 million for 
election technical assistance 

(much of it channeled through the CEPPS IRI 
agreement and their local partners) follows: 


--CSE support (technical assistance 
assistance): USD 2.9 million 


--Domestic observation (March 2006 Atlantic Coast elections 
November national elections 
observation 


--Civic education and vote promotion (Get out the Vote 
secondary school civic education 
centers): USD: 3.4 million 


--Political party poll watcher (fiscales) training and 
manuals: USD 600 


--International observation (OAS Election Observation Mission 
(EOM): USD 2 million 


15. (C) We also draw on our weekly elections working group 
sessions and regular Donor\'s Group meetings to coordinate our 
efforts 

milestones and criteria in the electoral process required for 

valid election results. We continue to press the group to 

issue a joint communique calling on the CSE to ensure free 

fair 

far 

willing to sign closer to the election. 


THE VALUE OF A POSITIVE BILATERAL RELATIONSHIP 


16. (C) We continue to appeal to the desire for most 
Nicaraguans 

ties with the United States -- highlighting over $45 million 

in USAID funding for FY 2006 and $175 million in Millennium 
Challenge Account funds; IFls and bilateral donors reliance 
on our assessments; the sizable Nicaraguan population 
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(250 

Temporary Protective Status (TPS) in the United States 

send over $500 million/yr. in remittances. The Ambassadors 
message that these opportunities could disappear if Nicaragua 
elects an undemocratic leader appears to have resonated. 


WHAT MORE MUST WE ACCOMPLISH? 


17. (S) Restrictions on funding uses have affected what we 
can do an certain fronts 

political playing field that pits a well-funded Ortega -- who 
enjoys the backing and money of Venezuelan President Hugo 
Chavez and of Nicaragual's lucrative FSLN-controlled court 
system -- against Jarquin\'s cashless MRS and Montealegre\'s 
under-funded ALN -- which is also constantly under attack by 
the PLC. As the final stretch nears 

in order: 


--Clinch the Aleman indictment in the United States and a 
decision on the civil case for forfeitures of at least some 
of the Aleman family CDs. 


--Announce/reveal the narco 

money laundering indictment of Supreme Court Justices (U.S. 
Court in Las Vegas) involved in a scam to take possession of 
$609 

to Colombian and Mexican cartels. 


--Encourage Nicaraguan and regional private sectors to 
consider backing Eduardo Montealegre as the democratic 
alternative that can beat Daniel Ortega. He tells us that at 
this late date 

providing sufficient funds. The lack of funds has especially 
hurt the ALN\'s campaign efforts in rural areas of the country 
as campaigners to not have campaign materials to deliver nor 
transportation to deliver them. Montealegre has visited EI 
Salvador and is considering visiting other neighboring 
countries to seek additional campaign funds. U.S. embassies 
could help facilitate meetings between Montealegre and the 
local private sector 


--Encourage Jarquin to remain in the race and continue our 
public statements that the U.S. considers the MRS a viable 
democratic alternative. The MRS has told us that they are 
severely cash-strapped. Jarquin estimates he can shave off 
several points from Ortega 

ability to do so. (NOTE: We believe Jarquin could but draw 
at least 5-6% of the FSLN vote -- enough to make a 
difference.) Herty LewitesY nephew Israel is considering 
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traveling to the United States to seek funds from the Jewish 
community with whom Herty maintained contact. 


--Draw on Republicans who maintained close ties with the PLC 
starting in the 1980V's to talk to the PLC camp and tell them 
their game is over 

democratic choice to beat Ortega. If 

Montealegre leads Rizo in a joint poll 

to convince Rizo and his followers that it is clear he cannot 

win the election. 


--Ensure the OAS stays on top of the CSE 

out any/all attempts at chicanery. The latest concern 
involves the new regulations that allow fiscales and voting 
table (JRV) officials to annul the results of voting tables 
with one missing signature. Encourage the OAS to make 
statements responding firmly to Daniel Ortega\'s sharp 
criticism of the OAS Election Observation Mission. 


--Encourage/support a V'remembrance campaign 
reminders/tangible indicators of all the opportunities and 
benefits that come from their close association with the 
United States (CAFTA 

tourism) 


--Revoke the visas of FSLN/Yatama candidates/judges found 
engaged in 
show links between FSLN and narcotrafficking. 


--Step up engagement with department capitals and rural 
voters 

Matagalpa 

alliance with Ortega and how it has hurt the country and 
their welfare. 


--Continue to encourage PLC mayors and other local leaders to 
challenge Aleman\'s control of the party and encourage them to 
withdraw in support of Eduardo Montealegre as the only viable 
option to beat Ortega. 

TRIVELLI 
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fiscal difficulties. 


4. (SBU) IMF management will meet with the Dominican 
monetary team on the fringe of the IMF/World Bank meetings in 
Singapore September 19-20. Offerdal said the team faces Van 
uphill battle" to convince the IMF that it can meet future 
standby targets. The Dominicans must work on a new fiscal 
reform package as part of the long-term fix. The base for 

the value-added tax must be broadened and excise taxes 
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expanded. Offerdal acknowledged that immediate cuts in 
capital expenditures are all that reasonably can be expected 
to improve the situation this year. It is unlikely that the 
President will cut his cherished Metro project 


5. (SBU) Offerdal said that Fernndez faces tough decisions 
in the coming months 

if he allows the standby agreement to fail 

credibility gained from economic stability in the last two 
years. Another IMF team is expected to visit Santo Domingo 
in October and in January to present a combined 5th and 6th 
review to the IMF board. 


6. (U) Drafted by Stephen Wheeler 


7. This piece and others in our series can be consulted at 
our SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo/ 

along with extensive other material. 

BULLEN 
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the American \"empire\" and Venezuelan oligarchy.\" He and his 
supporters also continue to deflect 

public attention from the opposition\'s discussion of the 

Chavez administrationVs failings and its credible concerns 
about the electoral system. Chavez\' control over the CNE 
also affords him an insurance policy against an opposition 
victory 

cheat or steal. Backed by so many electoral advantages 
Chavez appears to be already looking beyond December 3 and 
laying the ground work for the accumulation of even more 
personal power. End Summary. 


2. (C) President Chavez is 

Chavez campaign. He is also his own campaign manager who is 
directing his electoral efforts through mass rallies 

country-wide barnstorming 

appearances 

At the same time 

small 

national coordinators and one campaign leader for all 24 

states 

named his V'Miranda Campaign" team (named for the \"precursor\" 
to Simon Bolivar\'s liberation campaign) on August 17 and has 
charged them not just with securing victory on December 3 

but preparing the ground for the next phase of the Bolivarian 
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revolution (2007-2021). 


3. (C) Francisco Ameliach Orta 

supporter in the National Assembly 

Vboss.V The bald-headed 

Army major Ameliach has an impeccable Bolivarian resume: 
participant in the failed 1992 coup 

National Assembly from 2003 to 2005 

of Chavez\'s Fifth Republic Movement (MVR) since 2002. Former 
National Assembly Second Vice President Pedro Miguel Carreno 
Escobar 

is campaign director for organization and propaganda. Prior 

to being named the campaign\'s national liaison to unions 
Deputy Franciso Torrealba told poloff that he skipped 
representing Venezuela at an international labor conference 

in South Africa to avoid missing the chance to be on the 

central campaign committee. \"If | am not in Caracas and 
waiting 

pick someone else.\" 


4. (C) The ability of Chavez and his closest supporters to 
organize grassroots cells throughout Venezuela gives him a 
tremendous advantage in the upcoming presidential election. 
At a September 9 campaign rally in Caracas 

administered an V'oath of allegiance\" to over 200 

campaign leaders. PolCouns spoke informally with a number of 
bused-in attendees who politely confirmed their commitment to 
the Chavez campaign (as well as interest in the festive 
atmosphere and free lunches and t-shirts). Chavez claimed at 
the rally to have established over 11 

for each Venezuelan voting center. Each \"battalion\" consists 
of six persons: an overall leader as well as persons 
responsible for security 

electoral list 

that these \"battalions\" are reinforced by over 44 
\"squadrons\" consisting of the same six local positions. 


5. (C) At the September 9 rally 
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responsibilities of the local leaders -- and the supervision 

of their work. Exhorting the Chavista volunteers to work 

\"day and night 

Vhave your telephone number" and plan to call local leaders 
for campaign reports. To underscore this point 

called on stage and spoke via speaker phone with a number of 
\"battalion\" and \"squadron\" leaders 

random. Referring to circumstances that could hinder voting 
(e.g. illness 
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newly sworn-in local leaders to ensure the 4 million 
militants he claims to have registered 

number of V'sympathizers 


6. (C) Chavez has made V'Patria o Muerte" confrontation the 
strategic and ideological basis for his re-election. He 

divides Venezuelans -- and the world -- into us versus them 
(Ref A) and creates imagined enemies and threats to combat. 
Instead of a seven-year incumbent Goliath who possesses 
considerable advantages in the upcoming election 

depicts himself as a David standing up to the V'American 
Empire." Chavez and his supporters claim that Chavez is 
running not against Rosales 

he usually refers to as “Мг Danger 

Diablo.V). Chavez stump speeches regularly stress ChavezV 
commitment to protect Venezuela from \"re-colonization\" by the 
United States (sic). 


7. (C) Chavez scrupulously avoids referring to consensus 
opposition candidate Rosales by name 

he is running against U.S. \"lackeys\" and \"pawns of the 
Venezuelan oligarchy.\" Chavez has left it to others in his 
camp to attack Rosales directly. Although MVR leaders were 
ostensibly embarrassed by Caracas Metropolitan Mayor Juan 
Barreto\'s invective-filled August 22 tirade against two 
opposition mayors at a public meeting (Ref B) 

verbal assault on the \"putrid middle class\" was consistent 
with Chavez" electoral strategy of pitting the \"have nots\" 
against the \'"haves.\" BarretoVs threat to expropriate private 
golf courses in Caracas to make way for public housing also 
conveniently distracted public attention away from Rosales 
and from Chavez own inability to grapple with the serious 
housing shortage in Caracas. 


8. (C) Chavez weaves an electoral argument that purposefully 
looks beyond the presidential election 

back-handed way the possibility that Rosales could defeat him 
at the polls. By this Bolivarian logic 

are not about choosing the best candidate to address 
Venezuela\'s many political 

but rather consolidating the \"revolution.\" Already early in 

the campaign 

priorities for 2007: amending the Constitution 

another 

holding of a party conference to merge the MVR and its 
coalition partners into a single \"revolutionary\" party 

(Septel). 
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9. (C) Chavistas have also resorted to electoral violence 

(Ref C). Chavistas pelted Rosales campaign marches with 
stones September 5 in the state of Vargas and September 7 in 
the poor Catia neighborhood of Caracas. According to members 
of the Rosales campaign team 

did not act to prevent either attack 

Catia. MVR Deputy and Chavez" Campaign Director in Maracaibo 
Calixto Ortega told PolCouns September 8 that such attacks 

are a Vshame 

violence 

issued a September 10 public plea that such violence stop. 


10. (C) Chavez\' campaign team has been particularly adept -- 
as well as bald-faced and brazen -- at deflecting 

re-directing 

electoral conditions complaints. After opposition leaders 
complained that Chavez is using government resources and 
media in support of his re-election campaign 

formal complaints August 28 with the National Electoral 
Council (CNE) accusing Rosales of using Zulia state funds for 
his campaign and of exceeding the allowable limit of TV air 
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time. State media beginning-to-end coverage of ChavezV 
hours-long September 1 and September 7 Caracas campaign 
rallies aside 

investigation of Globovision for allegedly focusing too much 
attention on Rosales. After Rosales held a press conference 
to denounce the two separate Chavista attacks on his rallies 
pro-government daily \"Vea\" attributed the attacks to 
\"incitements\" by the Rosales campaign and adeco 
abstentionists. 


11. (C) Chavistas discount the political importance on the 
presence of tens of thousands of Cuban health and education 
professionals engaged in V'social missions\" in Venezuela. 
Instead 

meeting with U.S. embassy officials and receiving U.S. 
support (sic). \"Vea\" exploited both RosalesY and Benjamin 
Rausseo\'s visits to Miami in early September to reassert 
Chavista anti-American conspiracy theories. The BRV 
continues to exploit its own fabricated friction with the 

United States over the diplomatic baggage search and seizure. 
National Assembly Deputy and head of the Assembly\'s Foreign 
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Policy Commission Saul Ortega told the media September 7 that 
he suspected that cargo contained arms 

for opposition campaigns (sic). 


12. (C) Awash with oil revenues 

government resources with a notable lack of transparency. He 
has at his disposable a ready war chest to finance everything 
from populist give-aways to campaign ads and events (Ref A). 
Election year government spending is already well under way: 
government spending in June 2006 jumped a staggering 97 
percent over the same period in June 2005 

Central Bank. January to June spending in 2006 grew by 83.5 
percent compared to the same period last year. In what 
appears to be a well-timed campaign move 

the pay out on September 6 of overdue pension payments to 
over 200 

million (the government printed the identity numbers of all 

the recipients in a daily newspaper insert). The BRV is 
reportedly also considering reducing the 14 percent 
value-added sales tax prior to the election. 


13. (C) The BRV also continues to make little 

distinction between public administration and the Chavez 
campaign. Chavez relies on government resources 

the military 

has to be expected when it comes to moving his supporters to 
the polls on December 3. So far in 2006 

missions Y' is reportedly eight times what the BRV budgeted 
for. Government-owned media outlets are essentially 
extensions of Chavez\' campaign team. And government 
employees 

have formed Chavista banner-waving groups visibly linking 
their government offices to the Chavez campaign. 


14. (C) Chavez" domination 

National Electoral Council (CNE) 

policy. The fully one-half of the Venezuelan electorate who 
distrust the CNE are suspicious with good reason. Chavez 
control over four out of five voting members of this 

nominally independent body provides him with an opportunity 
to make RosalesY uphill campaign even more difficult in the 
run-up to December 3. The big unknown is the extent to which 
Chavez will rely -- or feel compelled to rely -- to secure 
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the electoral \"knock-out\" he is promising his supporters. 


15. (C) Electoral problems already abound. The CNE\'s 
preliminary ruling to retain digital fingerprinting as part 

of the voting process casts considerable public doubt on the 
secrecy of the ballot and could deter an appreciable number 
of potential Rosales voters. Moreover 

that Chavez has the ability to manipulate electoral results. 
The CNE\'s reluctance to match any more than about half of all 
paper receipts with voting results reinforces this concern. 
Moreover 

over 16 million registered voters in Venezuela 

considerable increase over the number of registered voters in 
less than one year. There has not been 
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enough for 
electoral rolls. 


16. (C) Despite so many advantages 

invincible electorally. Chavistas and opposition pollsters 

alike believe Chavez can count on approximately 30-35 percent 
of the electorate as \"core\" voters 

(or coerce) around 20 percent or so of the electorate to 
secure victory on December 3 (and more if he is going to 
claim a \"knock-out\"). Two members of Chavez\'s re-election 
campaign conceded to us that their biggest electoral fear is 
abstentionism among likely Chavez voters (the V'Chavez lite\") 
and the neither/nor (\"ni-ni\") voters. One Chavista 

strategist noted that even during the referendum 
abstentionism reached 35 percent. Pro-government daily \"Vea\" 
regularly urges Chavistas to avoid \"triumphalism\" and 
stresses getting out the Chavista vote. One reason the 
Chavista camp fears a low voter turnout is because it would 
undermine the international acceptance of a Chavez victory 
as it did in the December 2005 parliamentary elections. 
Moreover 

undertake the constitutional reforms he is reportedly 

planning. It is not surprising then that Rosales has been 
greeted with violence during recent campaign stops in 
traditional Chavez strongholds. 


17. (C) Moreover 
message does not necessarily resonate with an electorate 
which 
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domestic issues and is favorably disposed to improving 
relations with the United States. Chavez still possesses an 
extraordinary charismatic 

radicalizes his campaign 

foreign adventures 

may be perceived as V'out of touch\" by Venezuelan voters. His 
great strength has been his ability to organize 

and co-opt voters 

are also more likely to demand results 

promises. This is still Chavez" election to win or lose (or 
steal). Nevertheless 

to demonstrate nationally and internationally that Chavez 
represents only roughly half of a deeply divided and 
polarized electorate and that at least forty percent or more 
of Venezuelans stand ready to try to safeguard democracy 
against Chavez increasingly radical Bolivarian revolution. 
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personally 

all of the decisions in this country are made by two or three 
people. Reutemann also said that the Peronist Party (PJ) 
was absent from the political system. \"There are a few 
people 

Senator Ramon) Puerta that are trying to revive the PJ 

it will not amount to much. It is difficult to build 

anything without the national governments support because 
they control all of the resources. V" 


3. (SBU) Reutemann said that Kirchner will continue to 
succeed politically as long as the economy remained strong. 
Reutemann felt that the economy would continue to be good 
least until 2008 

Reutemann thought that former Economy Minister Roberto 
Lavanga was the only opposition leader that stood a chance of 
competing with Kirchner in 2007 

Kirchner would ultimately win reelection. Reutemann did not 
think that the GOA price controls would function in the 
long-run 

to ensure that the 2006 inflation figures are lower than the 
2005 figures to enable Kirchner to argue that he is better 

able to control inflation than was Lavagna in his last year 

as Economy Minister. (Note: Lavagna was fired by Kirchner at 
the end of November 2005. End Note.) 


4. (C) Reutemann noted President Kirchner\'s tendency to give 
one message in private and another in public 

had damaged relations with the U.S. Reutemann argued that 
Kirchner\'s \"double-speak\" in Monterey 

performance in Mar del Plata had left a bad impression on 
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President Bush. Reutemann indicated that he wished the 
political situation was different. \"| would have been a 

better President." (COMMENT: Carlos Reutemann 
presidential opinion polls in 2002 

Eduardo Duhalde\'s first choice to succeed him as President. 
Reutemann turned down Duhaldevs offer reportedly because he 
did not want to compete against his former mentor Carlos 
Menem (See reftel A). More recently 

President KirchnerVs offer to be his candidate for Governor 

of Santa Fe in 2007. Reutemann protege and Congresswoman 
Maria del Carmen Alarcon told PolCouns and Poloff that 
Reutemann does not want to run for Governor because of the 
potential that corruption he was involved in when he was 
previously Governor might come to light during the campaign. 

It is rumored that President Kirchner asked Reutemann to 
accompany him on his current trip to the U.S. in order to 
personally ask Reutemann to reconsider running for Governor. 
END COMMENT.) 
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5. (SBU) Socialist Congressman Hermes Binner highlighted 
Santa FeVs booming agricultural economy during a talk at the 
Club de la Union Nacional. Binner noted that Santa Fe is 
Argentina\'s largest beef and milk exporter 

and 50 percent of the country\'s total 

said that the provinceVs exports of grain has grown from a 
level of less than 4.8 billion dollars annually during the 
economic crisis to 7.7 billion dollars today. Binner called 

for a greater partnership between the government and the 
private sector to ensure that this economic growth continues. 


6. (SBU) Although Binner avoided talk about political 
candidacies 

policies and his concentration of power. Binner deflected 
questions about his future political plans and that of his 
party 

elections 

being elected 

We must honor those who voted us into office.\" Binner was 
highly critical 

\"We are lucky that soy is not consumed locally 

be banned too.\" Binner also criticized Kirchner\'s recent 
reform of the Council of Magistrates that gave the Casa 
Rosada more control over the Judiciary (See reftel B). 
Binner noted that other agricultural powerhouses like 
Australia and Canada developed booming economies while 
enjoying strong democracies. 
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7. (C) COMMENT: Carlos Reutemann and Hermes Binner are 
currently the two most important political figures in 
ArgentinaVs fourth largest electoral district. Given 
Reutemann\'s unwillingness to run 

Binner will win the gubernatorial elections next year 

the political opposition an important success in what is 
otherwise likely to be a bleak electoral year. Also 

from opposite sides of the political spectrum 

criticism of Kirchner\'s concentration of power is a clear 
reminder that KirchnerVs authoritarian tendencies have earned 
him Peronist and non-Peronist critics. END COMMENT. 
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officially-backed demonstrations in the street directed 
against the U.S.\" Kunkel said that he and his colleagues do 
not want to publicly comment on the bilateral relationship 
and prefer to leave those matters to the professionals in the 
Foreign Ministry. Kunkel also noted that the U.S. naturally 
has a much larger role in the world than Argentina and that 
Argentina does not want to meddle in any other country\'s 
domestic affairs. 


4. (SBU) Turning to Venezuela 

economic nature of the GOA\'s relationship with the Chavez 
government. V'If someone offers us a better price for our 
bonds 

would stop buying Venezuelan oil and go with another supplier 
if you could get a better price." Kunkel downplayed the 
ideological nature of the GOA-GOV relationship 

the Venezuelan style of democracy and politics is very 
different from that of Argentina. Kunkel said that in 

particular 

accepted in Argentina. \"We do not base our relations on 
ideology. For example 

Uruguay\'s Tabare Vazquez when he was running for President 
but when the controversy arose regarding the paper mills 
defended the rights of the affected residents against the 
Uruguayan government." 


5. (SBU) Moving to domestic politics 

lack of a viable opposition in Argentina. V'It would be 

better if the 20-25 percent of the population that does not 
agree with us had leaders that actually represented them." 
Kunkel said that opposition leaders like former President 
Raul Alfonsin and Republican Proposal (PRO) leader Ricardo 
Lopez Murphy lack public support. \"In the last elections 
Lopez Murphy came in fifth place in Buenos Aires province 
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and yet he complains that President Kirchner does not consult 
with him. Would Bush consult with someone who came in fifth 
in some U.S. state before he made a decision?\" Kunkel also 
said that Alfonsin has no right to accuse Kirchner of 
destroying the opposition Radical Civic Union (UCR). 
VAlfonsin has run the UCR for 30 years. Under Alfonsin\'s 
leadership 

vote in 1983 to 2 percent of the vote in 2003 

Kirchner came to office. V 


6. (SBU) Kunkel defended the GOAVs management of public 
works contracts 

distributed. V'I was in Alfonsin\'s hometown of Chascomus the 
other day helping to inaugurate a large new public housing 
project. The UCR mayor 

taking credit for the whole project. In fact 

funds came from the national government.\" 


7. (SBU) Turning to the subject of the arrival of Ambassador 
Wayne 

congressional testimony to Kunkel. (Note: Carlos Kunkel was 
one of the main Kirchner allies who reacted negatively to 
reports of Ambassador Wayne\'s testimony during his 
congressional confirmation hearings 

accused Ambassador Wayne of defending former President Carlos 
Menem\'s policies 

Wayne\'s testimony. End Note.) Kunkel said that he had no 
doubt that Ambassador Wayne would be a good Ambassador 
he looked forward to continued good relations with the U.S. 
Embassy. 


8. (C) COMMENT: The meeting with Carlos Kunkel followed a 
familiar script used by all of Kirchner\'s officials -- speak 

nicely to U.S. diplomats in private while criticizing the 

U.S. or U.S. policy in public. In Kunkel\'s case 

more difficult to believe. Kunkel 

a prominent participant or organizer in nearly every leftist 
demonstration that has enjoyed tacit Casa Rosada support 
during the last three years 

del Plata last November 

Carlos Blumberg two weeks ago. As Kunkel indicated 

it is better to have a fluid dialogue 

disagreements 

communication. We will continue to engage Carlos Kunkel from 
time to time to ensure that his disagreements with the U.S. 

are voiced privately 

COMMENT. 
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acts of courtesy will pay dividends 
Guatemala. The U.S. cannot substitute. 


... While the U.S. raises the stakes with allies 


5. (C/NF) The U.S. effort should be focused on gaining allies 
among influential countries who have a vested interest in 
preventing Venezuela\'s disruptive presence on the UNSC. 
Guatemalan representatives from the FM on down have come to 
believe firmly that their close identification with the U.S. 

is problematic 

success - to frame this contest as being between the U.S. and 
itself. The Guatemalan PR has been quoted repeatedly and 
unhelpfully as saying that U.S. support is \"the kiss of 

death.\" The Guatemalans strongly believe - and we agree - 
that the contest now viewed as between a Venezuelan David and 
the American Goliath needs to be reframed as a Guatemalan 
David seeking to defeat the Venezuelan Goliath. 


6. (C/NF) Our allies and those countries with an interest in 
maintaining a responsible and effective Council have been 
slow to respond to either our or the Guatemalan approaches - 
when they have done so at all. Key countries such as France 
are not only failing to campaign for Guatemala but also are 
even withholding the commitment their own presumably \"safe\" 
vote. (We are heartened that the UK - per reftel - has 

agreed to join the debate.) U.S. bilateral efforts should be 
sharply focused on our influential allies and key regional 
countries that have a vested interest in an effective UNSC. 
Our message should stress the danger to the credibility and 
effectiveness of the Council - and the UN as a whole - if it 
becomes a platform for Venezuelan rhetoric 

threat posed to the ability of the Council to act on issues 

of importance to our friends 

lobby on behalf of Guatemala. This approach will encourage 
the Guatemalans to redouble their own efforts to line up 
influential supporters and more clearly avoid the appearance 
that they are simply a stalking horse for U.S. hostility to 
Venezuela. 
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the cargo was to be opened. Once two Venezuelan prosecutors 
validated customs agents\' previous 

that the cargo was not diplomatic 
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objections of the MILGP transportation NCO present at the 
scene 

MILGP NCO departed the scene at this time 

perception that his presence could be misconstrued as 
acceptance of the BRV actions 

the VCDR. 


5. (C) The fact that Minister of Defense Baduel ordered a 
two-star general out to the airport in the middle of the 


night conclusively demonstrates this whole matter was a 
conscious decision by senior BRV leadership. Minister of 
Interior and Justice Jesse Chacon held a press conference on 
August 25 

employees (both officers and FSNs) and accused the USG of 
bringing dangerous 

under the guise of V'diplomatic cargo. V" 


6. (C) Then-Vice Foreign Minister (VFM) for North American 
and Multilateral Affairs MariPili Hernandez received Charge 
and visiting Special Coordinator for Venezuela on August 28. 
Hernandez\'s reaction to our broaching of the subject 
suggested she was not fully in the loop and did not have all 

the facts. Even as she emphasized the need to maintain these 
interactions in diplomatic channels and out of the press 
Hernandez had just issued a press release regarding her note 
of protest to the Embassy on this very incident. 


7. (C) Charge spoke September 13 with Rene Arreaza 

of Staff to Vice President Rangel 

the impounded HHE. Arreaza indicated he had talked with 
Rangel 

According to Arreaza 

(MariPili\'s successor) has been directed to meet with us 
following his return from the NAM conference on or about 
September 15 to resolve the issue. Arreaza reported that 
Rangel had spoken directly with Customs chief Jose Vielma 
Mora 

the seized cargo. (NOTE: While the impounded material 
physically resides with SENIAT (BRV Customs) 

MILGP personnel that prosecutor Damaso Garcia in the Public 
Ministry is responsible for approving the release of the 
material. END NOTE) 
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8. (C) There are a number of possible explanations for BRV 
behavior in this case. We do not have all the answers 
couple of basic points bear noting. 


-- This was not a matter of a junior GN officer exceeding his 
authority. The fact that a GN major general was at the 
airport in the middle of the night 

acting on orders of the MOD 

a planned activity by the BRV. Moreover 

engagement by three different BRV ministries 

nefarious USG motives 

(Interestingly 

letting the MFA 


-- This harassment is consistent with two reliable behaviors 
by the BRV in this pre-electoral period: first 

effort to posit a purported conflict between the United 
States and Venezuela; and second 

stage events to distract attention from intractable issues of 
governance (crime 

poor. 


9. (C) Among the explanations we have heard for why the BRV 
undertook such action are: 


-- an effort to embarrass the United States by \"discovering\" 
munitions (i.e. 


-- a related effort to suggest a fear of military coup 
plotting; (Minister of Interior Jesse Chacon harped on this 
theme in length in his intervention.) 


-- an effort to embarrass the Venezuelan Air Force 
traditionally viewed as the most pro-American armed service; 
and 


-- a distraction from the BRV\'s current problems of 
governance. 


10. (C) Even in the embattled environment surrounding 
USG-BRV relations 

to diplomatic shipments prior to this incident. Post will 
continue to operate through available diplomatic channels to 
retrieve all of the seized cargo. 
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export tax part of the agreement. There will be a vote on 

the Motion within 24 hours. Once tabled 

be amended; it can only be adopted on an up-or-down vote. If 
the Motion is adopted 

legislation that conforms to the proposal in the Ways and 
Means Motion. The bill would have to go through the usual 
legislative procedure (first 

referral to a committee). Regardless of how long this 

process takes 

immediately so that the agreement would go into effect by the 
anticipated October 1 date. As of now 

of Canadian companies have signed up to receive refunds under 
the agreement. Embassy Comment: Passage of the Ways and 
Means Motion appears assured since the Bloc Quebecois (BQ) 
has announced that it will support the Harper government. 

The BQ votes will give the Conservatives enough votes to 
overcome opposition from the Liberal and New Democratic 
Parties. End Comment. 


4. (SBU) Ambassador Schwab briefed Minister Emerson on the 
results of last weekend\'s Rio meeting of the G-20 Trade 
Ministers 

QMinisters 

Development Round negotiations 


5. (SBU) Minister Emerson said that Canada is keen on moving 
ahead on sectoral initiatives to broaden NAFTA 

as swine 

interest of Mexico). He asked about U.S. interests in this 
regard. If the Doha Round fails 

could find itself marginalized in trade since it does not 

have sufficient geopolitical clout to prevent discrimination 

in third-country markets. In order to compete with China and 
other major trading blocs 

competitiveness depends on more standardized rules of origin. 
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6. (SBU) Minister Emerson acknowledged that Canada is making 
little progress in its free trade agreement (FTA) 

negotiations with South Korea 

recent substantive offer. Moreover 

pressure against a Korean FTA from the Canadian auto 

industry. The Minister admitted that he needs to show that 

free trade with Korea would be a win for Canada. 


7. (SBU) Ambassador Schwab noted that U.S. 

Korean trade officials will focus on the auto sector during 
their meeting next week in Toronto. Korean President Roh 
will also see President Bush later this week. She said that 
the most recent round in the U.S.-Korean FTA talks in Seattle 
did not result in any breakthroughs 

that Canada and the U.S. should work together on their 
respective FTA negotiations with Korea. Both governments 
should also discuss in more detail the promotion of sectoral 
initiatives in the context 

also in the Western Hemisphere. 


8. (SBU) Deputy Trade Minister Morin pointed out that Canada 
hosted Mexican trade officials recently in Vancouver. A 
follow-on meeting is possible in Mexico in November 
substantial progress would await the formation of the new 
Calderon government which takes office in December. 


9. (SBU) Ambassador Schwab noted that Canada would join the 
U.S. in announcing our WTO case on auto parts in China. She 
had had productive meetings in China last month and gave the 
PRC public and private credit for progress that they are 

making on some trade issues 

such as subsidies and intellectual property rights remain. 
There was no progress on the auto parts issue. More 
generally 

the Doha Development Round given its increasing stake as a 
major player in global trade 

more focused on preparations for the next party congress. 


10. (SBU) Minister Emerson noted that Canada has its own IPR 
issues with China 

vigorous in preserving IPR since it is now developing 

products worth protecting. Schwab agreed that the Chinese 
understand this in principle 

enforcement. 


IPR 
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11. (SBU) Minister Emerson said that Canada is looking at 

amending its Copyright Law 

protection measures and ISP issues 

the GOC would go as far as adopting the V'notice and takedown\" 

approach advocated by the U.S. He assured Ambassador Schwab 

that Canada maintains a strong commitment to taking 

anti-piracy measures and effective enforcement at the border. 
The new legislation 

should be Wa little stronger than the C-60 bill which was 

introduced by the former Liberal government. Regarding the 

U.S. request for Canada to join in a possible WTO case 

against China on IPR 

with private stakeholders. He noted 

case could cause legal issues with the Canadian Charter of 

Qcase could cause legal issues with the Canadian Charter of 

Rights and Freedoms 

Rights. Ambassador Schwab stressed that violation of 

intellectual property rights is a very serious issue for the 

U.S. 


APHIS Fees 


12. (SBU) Minister Emerson articulated Canadavs strong 
concerns with the recent U.S. announcement that it would 
start to impose APHIS fees on cargoes and passenger traffic 
crossing the border starting later this year. He urged the 
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U.S. to V'back off" this proposal because of the V'incredible 
backlash\" it is causing in Canada: \"Please make it go away.\" 
Emerson claimed that Canada had been blindsided by the news 
which 

to improve relations with the U.S. 


13. (SBU) Ambassador Schwab said that she has discussed the 
issue with U.S. Agriculture Secretary Johanns 

out the increased expense in dealing with cross-border 
phytosanitary issues such as BSE. She promised to convey 
EmersonVs concerns to Secretary Johanns 

promise that the fee proposal would be rescinded. However 
Schwab agreed that it would be important that any fee be 

levied in such a way as to minimize its impact on the 
cross-border trade. She praised the close cooperation 

between APHIS and its Canadian counterpart agency 

Canadian Food Inspection Agency (CFIA). Ambassador Wilkins 
noted that the APHIS fee 

Hemisphere Travel Initiative (WHTI) 
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\"piling on.\" Ambassador Schwab replied that she had received 
the Canadian message of discontent clearly and stressed that 
the impact of the fee should be \"invisible.\" 


Crossing the Border 


14. (SBU) Deputy Minister Morin agreed with Ambassador 
WilkinsV characterization of Canadian perceptions. She noted 
that the new North American Competitiveness Council (NACC) 
the private sector component of the Security and Prosperity 
Partnership (SPP) 

to be predictable. Schwab agreed. Morin pointed out that 
there has been a recent reduction in border crossings by 
Americans traveling to Canada. Ambassador Wilkins added that 
cross-border traffic is being deterred by high gasoline 

prices and the strong Canadian dollar. Speaking personally 
Minister Emerson 

would be less likely to spend a weekend playing golf in 
Washington State because of the long lines of cars at the 
Blaine border crossing. He thought that all these factors 
serve to discourage Canadians and Americans from making 
spontaneous trips across the border for shopping and sporting 
events as they had done in the past. On the positive side 
Ambassador Wilkins observed that air travelers in Canada are 
finding their trips to the U.S. expedited by being 
\"pre-cleared\" by U.S. CBP officials at major Canadian 
airports. A new pre-clearance site opens at the Halifax 

airport in early October. 


ITAR 


15. (SBU) Minister Emerson briefly raised Canadian concerns 
about the operation of the U.S. ITAR program. He said that 
Canadians understand how the events of 9/11 have affected 
U.S. security 

affecting Canada because of its defense relationship with the 
U.S. 2096 of Canadian defense procurement now comes directly 
from the U.S. and 2096 more comes from the Canadian 
subsidiaries of U.S. defense companies. He noted that the 
Harper government intends to spend $17 billion in defense 
expenditures over the next decade. Canada will work hard to 
comply with U.S. ITAR checks 

Qcomply with U.S. ITAR checks 

nationals working on ITAR-related technologies sometimes 
causes problems 

citizenship. Emerson did not have a solution 

U.S. to know about the problems the GOC can face in complying 
with the ITAR regulations. 
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16. (SBU) While admitting that the State Department 

USTR 

Schwab replied that the regulations can cause frustrations 

for U.S. companies as well. There needs to be a balance 
stuck. It would be better 

at issues as if there were a common border surrounding Canada 
and the U.S. 

Canadian-U.S. border. Emerson agreed. He said that policies 
such as the WHTI are a \"running sore" in the bilateral 
relationship and are inconsistent with policies to integrate 

the Canadian and U.S. economies to the maximum extent 


OTTAWA 00002837 004 OF 006 


possible. Ambassador Schwab thought that technology will 
eventually ease such border issues. 


BSE 


17. (SBU) In answer to Minister Emerson\'s question about the 
impact of recent Canadian BSE cases 

that USDA is working on a science-based solution to open the 
border to all Canadian cattle without regard to age. 

Secretary Johanns told her that USDA is moving to implement 


SIPDIS 

this policy as soon as possible. She said that such 
decisions take political will as well as the will to take 

some risk. Emerson praised the unprecedented flexibility on 
the part of the U.S. on this sensitive issue. He admitted 
that Prime Minister Harper has been under a lot of pressure 
from an often polarized Canadian public in which there are 
anti-U.S. feelings 

national interest. Emerson appreciated the fact that the 
U.S. has ignored similar pressures on its side of the border 
to stay the course and V'do the right thing. V' Ambassador 
Wilkins pointed out that leadership matters. 


18. (SBU) After the lunch 

held private meetings with both Minister Emerson and Industry 
Minister Maxime Bernier 

did come to witness the signing of the softwood agreement. 


Signing the Softwood Lumber Agreement 


19. (U) The signing ceremony on the DFAIT roof terrace 
overlooking downtown Ottawa and the nearby Gatineau Hills 
took place on a gorgeous early fall afternoon and was well 
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attended by the Canadian press. Ambassador Schwab\'s 
statement at the signing: 


\"Thank you Minister. 

V'This is a great day - a day that is a long time in the 

making - and which many people understandably thought would 
never come. 

\"With this signing and implementation of this landmark 
agreement 

litigation - and the market instability and political tension 

that have often accompanied it. 

V'To reach this agreement 

make hard choices - and there is still much work to be done 
to bring the agreement into force. But once it is 

operational 

States 

countries. 

\"Canada is the United States! largest trading partner 

is vital that we keep that relationship strong and growing. 
Even while this dispute was ongoing 

with Canada was dispute-free. After this agreement is 
implemented 

V For those who would criticize this agreement 

consider the alternatives. Without this agreement 

see a continuation of litigation - either through 

continuation of the existing anti-dumping and countervailing 
duty orders or through the filing of another round of cases. 
The duties collected as a result of those cases could be 
substantially higher than those applied under the settlement 
and would be susceptible to great volatility. Since 2002 
combined duty margins on softwood lumber have ranged from 1196 
to 27%. If this agreement had been in place over the last ten 
Qto 27%. If this agreement had been in place over the last ten 
years 

the time. 

\"In place of costly litigation 

and stable market; strengthen the competitiveness of the 
North American lumber industry; provide a pathway to resolve 
the policy questions underlying this dispute; bring a little 

more harmony among neighbors; and provide financial 
assistance to worthy causes. 

VWith this agreement 

the super-heated environment of litigation - to discuss ways 
to resolve our differences once and for all. Under the terms 
of the agreement 

group to discuss policies that could eventually result in the 
elimination of border measures. The commission is expected to 
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produce a report within 18 months after the agreement is 
signed. We have never had that before under any previous 
lumber agreement. 

VWith this agreement 

used to advance low income housing initiatives and disaster 
relief 

communities 

management practices that will promote sustainable forestry. 
Another $50 million will be disbursed to a bi-national 
industry council 

trust and cooperation 

strengthening of the industry. 

\"The United States Government is fully committed to this 
endeavor. We fully expect that this agreement will have a 
duration of at least seven to nine years. In fact 

sincere hope that the processes that will be established 
under the agreement will lead to a permanent solution to a 
problem that has too long been a distraction in our 
relationship. We have an historic opportunity and we need to 
grab it. 

VI want to thank the leaders of our two great countries - 
President Bush and Prime Minister Harper - for their 
leadership and their unwavering commitment to finding a 
solution to this longstanding irritant. 

VI also want to thank my Canadian colleagues and 
counterparts 

Emerson 

agreement. Their steadfast support has been 

continue to be 

undertaking. 

VFinally 

and the Department of Commerce 

over many months to negotiate this agreement. 

We can all be proud of this tremendous achievement. Let us 
stay committed to its success. 

Thank you. V" 


20. (U) Emerson\'s remarks: 


\"Canada\'s New Government today marked another important step 
toward fulfilling a commitment to resolve the longstanding 
softwood lumber dispute 

States that delivers real results for Canadians. 

\"Backed by two national governments 

softwood-producing provinces and an overwhelming majority of 
Canadian softwood lumber producers 

delivers predictable access to the U.S. market; guarantees 

the repayment of more than US$4.4 billion in disputed duties; 
provides provincial and regional flexibility in forestry 

policies; and brings an end to years of uncertainty and 

costly litigation. 
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VProfessionalism 

delivered this deal for Canadians. By approaching our most 
important diplomatic and trading relationship in a rational 
workmanlike fashion 

\"Today\'s signing-and the opportunity to begin constructive 
new dialogue with Trade Representative Schwab on issues that 
matter-represents hope that trade irritants 

there are 

manner. V 


21. (U) During the press question and answer session 
following the signing ceremony 

American trade attorney\'s claim to a Parliamentary committee 
QAmerican trade attorneyVs claim to a Parliamentary committee 
last month that the US$450 million Meritorious Initiative 

would be used as a political slush fund to elect Republicans 

in the U.S. congressional elections. She characterized such 
an allegation as \"silliness\" and stressed that the money will 
only be spent by non-profit organizations selected after 
consultations with Canada. The money would be spent in U.S. 
communities dependent on timber 

disaster relief and to promote better forestry practices. 
Ambassador Schwab also pointed out that the money will not 
flow until after our elections: V'So I think there is no way 

it will become a political fund.\" 


22. (U) The text of the 82 page agreement is at 
http://www.dfait-maeci.gc.ca/eicb/softwood/SL A-main-en.asp. 


23. (U) This message has been cleared by USTR and Commerce 
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staff. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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accompanies the extreme poverty present in the region. Mayor 
of San Nicolas in Esteli 

municipality does not have a health center and is completely 
ignored by the Ministry of Health. For this neglect 

both blame the Bolanos administration. Even the FSLN mayors 
from Madriz told us they wished the central government would 
give them more attention. They are aware that V'aid money 
pours into this country" and are frustrated that V'they never 

see it". Mayor of San Juan de Limay in Esteli 


Column 3 

Espinoza 

reaches its destination. Their most real concern is the 
development of their municipalities and providing general 
services to their citizens. 


6. (C) The FSLN leaders also desire that an elected 
Sandinista (FSLN) government be able to work with the United 
States and are very anxious about whether or not this will 
happen. According to FSLN mayors 

of a U.S. Ambassador with FSLN mayors in the region. On the 
whole 

who are respectful of democracy -- noting their interest in 
helping their people -- and seemed disconnected from the 
central leadership that directly hinders their efforts. 


TWO TALES OF ONE CSE 


7. (C) The leadership of all parties we saw 

exception 

claiming that they only issue national ID/voter 

identification cards (cedulas) to supporters of their own 

party. Briones 

CSE \"16 mafiosos and 92 bums\". ALN committee leaders wanted 
to know what pressure international observers could place on 
the CSE to encourage them to be more transparent and 
accountable. MRS leaders also related that the FSLN is 
registering its 

Segovia was concerned that the FSLN controls all government 
offices and have been consolidating power and control since 
1990. (Note: In fact 

members of the FSLN. END NOTE.) 


8. (C) Democracy NGO\'s such as MpN and EyT are critical of 
the CSE 

positions and it is a partisan organization. A majority of 
FSLN mayors in three departments signifies that the party 
controls local government mechanisms and enjoys access to 
voter lists and ballots. They also reported major flaws in 

the voter registration process including lack of leadership 

will 

registration 

FSLN control of local radio stations. MpN representative in 
Esteli Xochilt Merlo 

solicited during the extension 

from Managua. Now 

the CSE to deliver the cedulas. Concerning voter 
abstentionism 

disillusioned and do not want to vote because they cannot 
identify a viable option. MpN representative in Nuevo 
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Segovia 

Montealegre\'s campaign. He opined that the campaign must 
retune its message towards anti-pacto themes and away from 
anti-FSLN themes 

voters who need information to link the PLC to corruption and 
to the FSLN. 


9. (C) The CSE representatives from each department defended 
their work to the Ambassador. Rommel Reyes 

Nuevo Segovia and PLC member 

the people to register or to vote. He also claimed that 

about 70 percent of the citizens who solicited their cedula 

during the application extension period would be issued 
Vsupplementary documents V" for use on 5 November and they will 
receive their actual cedulas in the spring. Reyes stated 

that he believes strongly in a two party system and that the 

PLC can win in his department. Jaime Borge 

representative in Madriz 

criticisms ofthe CSE are entirely politically motivated and 

that everyone with the desire to register in his department 

has been afforded a fair opportunity. Serious and sharp 

CSE representative in Esteli Antonio Benavides 

while he is a Sandinista (FSLN) as a person 

has no political motivations 

with the position. Beyond this 

execute a fair and transparent election 


THE ALEMAN-ORTEGA PACT IN ACTION 


10. (C) Many interlocutors voiced concerns over the 
possibility of massive corruption of the vote in rural areas 
by interfering with the voter registration process and the 
vote itself. ALN leadership reported that the PLOVs claims 
to have the rural vote secured are false. Quite the 
opposite 

crumbling and the rural vote can be fought for and won. 
However 

believe that the PLC still maintains considerable sway in 
rural areas. ALN leaders asserted that the pact is actively 
at work -- displayed through the CSE actions 

information 

PLC. They were also very concerned that the PLC and the FSLN 
are working together to prepare serious election fraud and 
that very little can be done to prevent it 

parties control local government 

telephone system and ballot transportation. 


11. (C) Additionally 
Alternative party (AC) does not \"exist\"; rather it is simply 
a front party for the FSLN that appeals to religious voters. 
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They noted that rural voters are confused because they see 
two liberal parties and are unsure for whom they should vote. 
According to the ALN leaders 

with disinformation e.g. telling voters who intend to vote 

for Eduardo to mark box #1 

recognized that the rural vote will be important for this 
election 

that 70-75 percent of the vote in that department is rural. 


12. (C) Mayor of Jicaro 

a possible candidate to transfer to the ALN 

with the Ambassador with his four-year-old son in tow. As 
Ramoncito eagerly dug into a pint of ice cream 

nervously expressed that his municipality suffers from 

extreme poverty 

lack schools and health care. He termed the voter 

registration process corrupt 

in his town until three months ago and that the FSLN controls 
all CSE documents. Gomez claimes that he was expelled from 
the party because he complained to his local party leadership 
for continuously compromising with the FSLN and granting them 
undue political space. He confirmed that he is considering 
joining the ALN and will certainly vote for them 

afraid of the possible repercussions. 


UNIFICATION OF THE RIGHT 


13. (C) Despite rising doubts about the feasibility and 

benefits of the unification of the Right 

heard many appeals to this effect. Both PLC and ALN members 
wanted to know what is being done to bring the two sides 
together. There is a great deal of concern and anxiety that 
Daniel Ortega will win the election; thus 

representatives see unification as the only solution. Mayor 

of San Juan del Rio Coco asserted that if the Right does not 
come together 

cancer that eats away until Nicaragua dies.\" Many expressed 
their belief that the PLC is the only party with enough 
infrastructure to defeat the FSLN. When members of the PLC 
were asked how they view polls 

poll is believable. MpN representatives in the region shared 
this skepticism in the polls 

administered to advance the interests of one party. 


14. (C) Concerned members of the regional economic and 
commercial sector expressed a desire for the two parties of 
the right to settle their differences and come together 

the betterment of the country. They saw what happened to the 
country in the 1980\'s when Ortega ran it and believe that 
everything should be done to prevent an FSLN victory. They 
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warned that the economy will continue to suffer because 
people are afraid to invest and have their 
property/possessions confiscated 

economic plan is untenable. 
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1. (S) SUMMARY: Senior foreign policy 

intelligence 

and Japan met September 7 in Tokyo to review the U.S.-Japan 
response to the July 4/5 DPRK missiles launches. The one-day 
\"Lessons Learned Capstone Conference\" produced a list of 
recommended areas for improved bilateral cooperation in the 
areas of Bilateral and Inter-Agency Policy Coordination 
Intelligence Cooperation 

Ballistic Missile Defense (BMD) Measures (Full text in Para 

6). Officials recognized the importance of 

institutionalizing ad hoc inter-agency coordination 

structures established during the July missile events and 
expanding bilateral intelligence and operational data 

sharing. The two sides will review progress on the 

Conference recommendations in existing bilateral forums by 
the end ofthe year. Key findings from the conference were 
highlighted during a set of meetings between the Ambassador 
and senior U.S. agency representatives and the Japanese 
Ministers of Foreign Affairs and Defense. END SUMMARY. 


2. (S) Embassy Tokyo 

of Foreign Affairs (MOFA) 

co-hosted a bilateral \"Capstone Lessons Learned Conference" 
September 7 to review the bilateral response to events 
surrounding the July 5 DPRK missile launches. The Conference 
was held at the government of Japan\'s Mita Conference 

Facility in Tokyo and included about 50 officials from each 

side. 


Participation 


3. (S) Attendees from the U.S. side included representatives 
from the working to senior flag/Deputy Assistant Secretary 
Level from the Departments of State and Defense 

of Staff (JCS) 

National Intelligence (DNI) 

Fleet 

Tokyo 

participants included representatives up to the 
Director-General Level from MOFA 
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(JSO) 
the Cabinet Secretariat. 


4. (S) The conference opened with a plenary session 
co-chaired by EAP Principal Deputy Assistant Secretary (PDAS) 
Stephens and Defense Department Senior Director for Northeast 
Asia Hill on the U.S. side 

(DDG) for Foreign Policy Nagamine and JDA DDG for Defense 
Policy Kanazawa on the Japanese side 

policy context for the meeting. Attendees proceeded into 
break-out sessions focused on four areas: Bilateral and 
Interagency Coordination 

Operational Coordination 

group reviewed the events before and after July 5 and 

identified take away lessons for future contingencies. The 
reports of each group were presented to a Senior Level 
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Session 

Commander MGEN Larsen and MOFA North American Affairs DG 
Kawai and JDA Defense Policy DDG Kanazawa. The Conference 
culminated in two Executive Sessions attended by the Foreign 

and Defense Ministers and the Ambassador 

LtGen Wright 

Tokyo 5177). 


Outcome Document 


5. (S) The Conference produced a classified bilateral 

\"Outcome Document\" incorporating general lessons learned from 
the July 5 events and specific recommendations from each 
working group (full text in para 6). The two sides will use 

the Outcome Document to prioritize action items in each of 

the four issue areas. Progress on agenda items is to be 
reviewed in existing fora 

Missions 

of the year. The two sides may also use the Outcome Document 
to periodically reconvene the ad hoc inter-agency 

coordination group established before the July 5 missile 
launches to review both policy and process issues related to 
current and future developments on the Korean Peninsula. 

This group 

Foreign Minister 

CIRO 


Column 3 
6. (S/Rel Japan) Begin text of Outcome Document: 


SECRET/REL U.S./JAPAN 
SIPDIS 
Capstone Lessons Learned Seminar Outcome Document 


The U.S.-Japan policy 

operational responses to the July 5 launch of North Korean 
missiles validated the progress made in enhancing our 
alliance over the past decade. At the same time 

experience exposed areas for even closer cooperation in the 
future 

Expanded Japanese military and intelligence capabilities 
require greater attention to bilateral coordination issues. 
Policy guidance will be necessary to facilitate enhanced data 
sharing 

diplomatic and public affairs strategies. Reflecting the 
events following the launch 

Seminar (LLS) identified the following lessons for future 
similar security challenges. Progress on the agenda 
specified in this document should be reviewed by the end of 
this year in existing fora. 


1. Intelligence Cooperation 


Bilateral information sharing during the time and events 
surrounding the July 5 missile launches was excellent. As 
the number of bilateral channels for information sharing 
expands 

timely and secure internal distribution of policy-relevant 
intelligence within both governments. The Capstone 
conference recommended that the two sides should: 


-- Further enhance information and intelligence sharing 
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including the release of indications and warning information; 


-- Explore more effective procedures to ensure that relevant 
information can continue to reach policy makers in a timely 
manner so as to ensure close policy coordination; and 


-- Study measures to strengthen information and intelligence 
security 
intelligence. 


2. Bilateral and Interagency Policy Coordination 


Column 3 


The success of the U.S.-Japan alliance in formulating a 
common public message in response to the July 5 missile 
launches sent an important message to the U.S. and Japanese 
publics as well as the international community. Early senior 
political and military level consultations were a key factor. 
Bilateral interagency meetings were extremely effective in 
coordinating views on operations 

responses. This approach will be critical during the next 
possible event. It is important to establish procedures in 
advance to convene political 

consultation in the event of another provocation. 


In order to prepare for an effective response to future 
similar provocations 
sides should: 


-- Develop general policies and detailed procedures for 
convening consultations at the political 

levels to coordinate public diplomacy and policy responses 
during various levels of crisis and pre-crisis situations; 


-- Convene periodic coordination meetings similar to those 
held during the North Korean missile launch period to discuss 
bilateral cooperation in response to similar developments; 


-- Enhance Mil-Mil contingency planning as directed by the 

SDC (Sub-committee for Defense Cooperation) and ensure that 
policy levels are regularly briefed on military options 

available in response to various scenarios; 


- Dispatch appropriate policy liaisons to interface with 
operation/intelligence counterparts; 


-- Discuss contingency public affairs strategies (including 
reference to the deterrent capabilities of the U.S.-Japan 
alliance) in response to possible minimal warning scenarios; 


-- Review coordination for assessments of Armed Attack 
Situation 

(SWAAA) 

Surrounding Japan (SIASJ); 


-- Develop a strategy to engage third countries (especially 
China 
countries) 


-- Ensure flexibility of our bilateral mechanisms; 


-- Consider additional measures 
induce North Korea to comply with its international 
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obligations 
19 


-- Discuss common messages to North Korea and to the publics 
in the United States and Japan on our policies and 
preparations. 


3. Operational Coordination 


The Self-Defense Forces (SDF) played a critical role in 
responding to recent threats from North Korea. As Japan\'s 
capabilities continue to expand 

related areas 

to ensure enhanced bilateral coordination between U.S. and 
Japanese forces. The exceptional day-to-day relationships 
between U.S. components and their JSDF counterparts provided 
great dividends that facilitated a seamless transition to a 
heightened response status. These relationships should 
continue to be advanced. Additionally 

capabilities 

BJOCC (Bilateral Joint Operations Coordination Center) 
JSDF liaison officers 

information sharing and operational coordination during the 
North Korean missile launches. In order to further enhance 
bilateral operational coordination and to ensure robust 
defense postures 

deterrence and capabilities 

the two sides should: 


-- Develop a common understanding on respective C2 structures; 


-- Enhance data sharing arrangements 
information such as BADGE and ballistic missile data 
collected from U.S. and Japanese assets; 


-- Expand capabilities of U.S. and Japanese Aegis vessels to 
operate together; 


-- Examine the joint C4l network with the assets actually 
used in response to the launches and increase opportunities 
for training on data links; 


-- Maintain close coordination between the two sides to gain 
common recognition of threats and each other's operational 
procedures based on this recognition; 


-- Deepen the study 
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of joint responses and conclude necessary procedures to 
implement joint responses including shared CAL/VAL; 


-- Convene Operational Working Group meetings more 
frequently 

mentioned above and refer the results of the study to the 
policy levels in a speedy and smooth manner. Participation 
from PACOM will be also expected in those meetings; 


-- Accelerate bilateral contingency planning and related 
discussions at the policy level to V'consider 

use of forces providing additional strike power" (The 
Guidelines for Japan-U.S. Defense Cooperation) in response to 
ballistic missile attacks on Japan; 
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-- Continue to advance the capabilities and functions of the 
BJOCC in accordance with SCC (Security Consultative 
Committee) direction; and 


-- Develop mutual understanding of U.S. Rules of Engagement 
and Japanese operational procedures for use in similar 
situations. 


4. BMD Measures 

Strengthened U.S. and Japanese ballistic missile defenses is 
one important capability contributing to deterrence against 
ballistic missile threats from North Korea. 

In this context 

-- Welcomed the U.S. plan to modify additional Aegis ships in 
the Forward-Deployed Naval Forces in the Western Pacific area 
with SM-3 capabilities by the end of this year in addition to 

USS Shiloh; 


-- Requested further cooperation for additional deployment of 
PAC-3 and other U.S. BMD assets to Japan; and 


-- Requested U.S. support to accelerate deployment of Japan\'s 
own BMD capabilities. 


In response 


-- Facilitate the modification of additional U.S. Navy ships 
in the Pacific area of operations to be Aegis-BMD capable; 
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-- Continue to consult with Japan on measures to accelerate 
deployment of Japan\'s own BMD capabilities; 


-- Consider Japan\'s request for the acceleration of BMD 
procurement 
Japan through FMS during JFY2007; 


-- Discuss with Japan the desirability of conducting 
dialogues with countries in the region on BMD issues. 


The Capstone conference recommended that the two sides should: 


-- Maintain the exchange of information and ideas at existing 
venues such as Staff Talks to ensure smooth deployment of 
U.S. BMD capabilities to Japan; and 


-- Continue to give high priority to cooperative development 
of SM-3 Block IIA. 


End text. 
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approaches was needed. He assessed the possibility of a DPRK 
nuclear test at 50-50 and urged the USG to offer the DPRK a 
face-saving way to return to the Six-Party Talks 

unfreezing some BDA accounts. END SUMMARY 


RATIONALE FOR OPCON TRANSFER IN 2009 vs 2012 


2. In each of his meetings with ROK officials on September 
11-12 in Seoul 

to the ROK for the long-term and is prepared to keep forces 

in the ROK as long as they are needed and welcomed. He said 
the U.S. proposed target year of 2009 for ROK assumption of 
wartime OPCON of ROK forces reflects agreement among U.S. 
military commanders and civilian defense leadership that such 
assumption can be accomplished by 2009 at low risk. In his 
discussions 

the U.S. has abiding interests in the security of northeast 

Asia and the security of the ROK that go include 

well beyond the U.S.-ROK treaty relationship; (2) the U.S. is 
prepared to maintain forces in the ROK as long as we are 
welcomed and needed; (3) U.S. commanders assess that the 
OPCON transfer can be completed by 2009 with low risk and 
recommend that year on military capability grounds; (4) the 
ROK public and political leadership aspire to have ROK OPCON 
over ROK forces and the U.S. considers it important to 

reflect those aspirations in our command relationships; (5) 
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deterrence and the alliance will be strengthened by 
establishing command relationships that reflect actual ROK 
military capabilities and public aspirations; (6) the same 

U.S. commanders who recommend 2009 as the target year would 
also be responsible for the U.S. personnel fighting alongside 
the ROK military in a contingency 

OPCON transfer date that they thought would put those U.S. 
personnel at undue risk; (7) the U.S. does not envision 
significant force reductions in connection with the OPCON 
transfer; (8) just as Kim Jong-il quickly recognized how 
force reductions and consolidations associated with global 
posture realignment produced a stronger U.S.-ROK alliance 
posture 

reflected both the strength of the ROK military and the 
strength of U.S.-ROK political commitment to the alliance 
and thus a strengthened alliance posture; (9) the U.S. and 
ROK should work together to address significant public 


misunderstanding about the meaning of these changes in 
command relationships and how the result will be an alliance 
structure that strengthens deterrence. 


3. ROK officials raised several reasons in arguing their 
strong preference for transfer of OPCON in 2012 


-- Concern the divisive politics of the issue will further 

damage the Alliance. 

-- Worry that earlier transfer would have a negative effect 

on stability on the Peninsula. 

-- Suspicion the United States plans to abandon the ROK. 

-- Distrust of Roh Administration handling of ROK national 
security affairs. 

-- Doubts the ROK military has the needed capabilities. 

-- Time required to transform existing ROK command structures 
into a ROK war fighting HQ. 

-- Dependence upon National Assembly approval of annual nine 
percent increases in defense spending (2007-201 1) plan. 

-- Clarification needed regarding U.S.-supplied \"bridging 
capabilities. V 

-- Related \"transfer\" of Armistice maintenance authority 
issues. 

-- Need to better educate the public and develop an effective 
public relations strategy. 


FURTHER INSIGHT ON MND\'S PREFERENCE FOR 2012 


4. (C) During a September 12 meeting with Assistant Minister 
of Defense for Policy LTG(R) Kwon An-Do 

alliance issues needed to be addressed on a macroscopic level 
as allies working toward a common goal. He attributed ROK 
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public concern over the OPCON issue to the misperception that 
transferring OPCON equated to dissolving the CFC without 
establishing an equivalent ROK entity that could seamlessly 
maintain defense of the ROK. He added that fundamental 
misunderstanding had led many Koreans to believe that 
transfer of OPCON was the first step in a U.S. plan to 
withdraw from the Korean Peninsula. Hill stressed the 
importance of keeping deterrence strong and not letting 
differences over technical issues lead to false perceptions 
that the U.S. and ROK lack commitment to the larger 
objectives of the alliance. He said that setting 2009 as the 
target date for OPCON transfer and working diligently 
together toward that goal would convey the strength of our 
commitment and enhance deterrence. 


5. (С) In a separate meeting with Colonel Kim Byung Gi 
director of MNDYs ROK-US Alliance Transformation Team 
Colonel Kim provided a more detailed explanation of three of 
MND\'s major concerns regarding an early transfer of OPCON. 
He said that aside from public perceptions that the U.S. is 
\"abandoning\" its ally 

task of assuming wartime OPCON by 2009 

ROK could not accept OPCON before 2012 is that it lacks the 
organizational components needed to assume that important 
responsibility. Kim argued that the ROK needed to transform 
its existing organization into a real war fighting 

headquarters. He said the ROK could establish the new 
military command by 2008 

years to adequately train the command through military 
exercises. Kim further continued that while subordinate 
service commands could be completed by 2010 

require at least two years of training and exercises to 

become fully functional. 


6. (C) Alliance Transformation Team member Colonel Lee Jong 
Sup joined in to explain that MND budgetary constraints were 

a second major concern contributing to the ROKVs preference 
for setting the X year at 2012. He said that a 2012 transfer 

is dependent upon MND\'s 2007-2011 procurement plan 

called for annual nine percent increases in the ROK military 
budget to develop the capacity needed to independently 
exercise wartime OPCON. Lee noted that the National Assembly 
had not yet approved this budget. MND U.S. Policy Division 
Director Colonel Chun In-Bum 

expressed doubt that the ROK military could acquire the 
necessary capabilities even with the anticipated increase in 


the budget. Responding to Hill's question whether adoption 
of the 2009 date might give MND greater justification to 
argue for larger 

claimed the ROK had not even considered the far greater 
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budgetary increases that would be necessary for the ROK to 
accept wartime OPCON by 2009. 


7. (C) Colonel Lee said the ROK was unclear about the U.S. 
pledge to provide necessary \"bridging capabilities 

exact nature and duration of those bridging capabilities. 
VWe don\'t know what specific capabilities you will offer 
Director Chun explained 

clarification on the type and anticipated duration of those 
capabilities." Hill assured Colonels Kim 

those discussions would be held between appropriate military 
experts. He also explained 

capabilities would be intended to fill a temporary gap in ROK 
capabilities 

capabilities would endure as long as the ROK welcomed and 
needed US military support. 


ARMISTICE MAINTENANCE 


8. (C) On the related issue of responsibility for Armistice 
maintenance 

voiced his concern with the fact that the DPRK does not 
recognize South Korea as a legitimate military counterpart 

and is therefore unlikely to engage with ROK generals in the 
context of the United Nations Command. Dismantlement of the 
Combined Forces Command (CFC) structure would destroy the UNC 
channel for communication with North Korea 

is first reached on an adequate replacement mechanism 

warned. He suggested the United States and ROK work to reach 
an agreement regarding the future UNC role before the next 
round of the Security Consultative Meeting (SCM) in October. 


9. (C) The OPCON transfer issue similarly dominated OSD 
Hill's discussions with MOFAT and MOU officials on September 
11. According to Kim Hong-kyun 

ROK - US Security Cooperation 

uninformed or misinformed about OPCON transfer. Kim 
commented that while the wartime OPCON transfer signifies a 
natural evolution of a V'matured alliance 

oppose OPCON transfer because they lack sound information. 
Kim shared his concerns about negative reports in the 
Vconservative medial" on the upcoming Presidential summit. 
While a successful summit \"will put OPCON to rest 

the need for both countries to think about V'how we can better 
sellV the eventual OPCON decision to the Korean public. Kim 
proposed the United States and ROK work together to develop 
common talking points or even a press release. 
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10. (C) Senior Coordinator Kim opined that there are two 
groups opposing OPCON transfer. The first group is against 
it in principle and will be unhappy no matter what timeline 

is decided. This group spoke out against the OPCON transfer 
earlier than any other opposition groups. The second group 
however 

disagrees on the timeline. According to this group 

transfer would \"eventually\" become feasible 

However 

they firmly believe transfer should be postponed. Lee 
Jeong-kyu 

joined in the meeting 

transfer are gaining more influence with the public 

remain poorly informed about the issue. Lee accused these 
uninformed groups of V'negatively affecting stability of the 
peninsula and contributing to the weakening of the alliance. V 
Sighting a concurrent shift of opinion in the National 
Assembly 

the timing of the OPCON transfer 


11. (C) Senior Coordinator Kim argued to Mr. Hill that a 
greater emphasis should be placed on setting a \"target year 
rather than a \"fixed year.\" Kim stated that the 


implementation of the target year should also be incremental 
and conditional 

among the public and win the support of the former generals 
who have openly opposed an early transfer of wartime 
operational control. Otherwise 

groups will V'hang around the issue forever 

elevating OPCON transfer as the main focus of next year's ROK 
presidential election. Echoing MND views 

2009 is simply V'too early." He noted that diplomats and 
politicians should not have a final say in the OPCON transfer 
date 

only discussions. V'It is dangerous to politicize this 

issue 


12. (C) MOU Director for International Cooperation J.R. Kim 
accepted OSD Hill's message that the transfer of OPCON was 
prudent and appropriate based on ROK military capabilities 
and acknowledged that the crafting of an effective message to 
the public would be key to the successful transfer of OPCON. 
However 

alliance and feared that the United States was pushing an 
early transfer of wartime OPCON out of a deep negative 
emotional reaction to ROK President Roh Moo-Hyun. 


13. (C) In a separate meeting on September 11 with Lee 
Yong-joon 
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Affairs 

concerns regarding early transfer of wartime OPCON and urged 
the USG to \"listen to the Korean public 

Korean government." When Hill asked which voice is the 
single voice of the Korean people 

there are many Korean voices. Lee agreed with Hill that the 
best way to approach the numerous difficult issues between 
the ROK and the U.S. was as partners focused on a long-term 
friendship and alliance 

difficulties. 


ROK VIEW OF THE DPRK 


14. (C) Turning to North Korea 

summary of the ROK position on the DPRK nuclear issue. He 
said the ROK has two priorities with respect to the DPRK -- 
maintaining peace and security on the Korean Peninsula and 
peaceful resolution of the nuclear issue. V'These can 

conflict. And when they do the ROK public might choose 
number one 

aspects of the DPRK issue: 1) The need for the DPRK to 
return to 6PT 

ROK positions; 2) Implementation of UNSCR 1695 

ROKG fully supported implementation; 3) Reaction to a 
possible DPRK nuclear test 

discussion internally 

be totally different from its response to the missile tests. 

That is because the ROKG considered a possible DPRK nuclear 
test as a serious threat to the region as well as an affront 

to the Nonproliferation Treaty 

was still working on the issue with relevant ministries 
(which could imply that resistance from the Ministry of 
Unification remains). 


15. (C) Later that morning 

Cooperation 

approaches to the DPRK differed because the ROK wanted to 
work on improving the DPRK \"from the inside!" -- to gradually 
build up the DPRK\'s dependency on the ROK -- while the U.S. 
worked on the DPRK \"from the outside. Hence 

coordination between the V'good cop and bad cop" approaches 
was needed. Kim noted 

missile launches the ROKVs efforts to engage the DPRK had 
stalled as the DPRK refused government-to-government contact 
even to the point that the DPRK refused to grant MOU 

officials access to the Kaesong Industrial Complex. Kim 
emphasized that despite the lack of official contact 

hoped that growing inter-Korean trade and ROK humanitarian 
aide to the DPRK would encourage the DPRK to restart dialogue 
in non-political areas such as family reunions and cultural 
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exchanges. 


16. (C) Regarding the possibility of a DPRK Nuclear Test 

Kim assessed there was a 50-50 chance that the DPRK would 
conduct one 

prevent such a test. Kim thought a China-DPRK summit meeting 
would likely follow the ROK-U.S. summit meeting and 
emphasized that it was important to work with China and the 
international community to resolve the issue. Kim urged the 

U.S. to offer the DPRK a face-saving way to return to the 

ePT 


OTHER ALLIANCE ISSUES 


17. (C) JIKDO: Although Mr. Hill\'s Korean interlocutors 
focused their discussions primarily on the OPCON issue 
views on other Alliance matters -- specifically the Jikdo 
training range and the burdensharing negotiation (SMA) were 
raised during a candid lunch with MND America Policy Division 
Director 

intended to inform the U.S. officially that construction of 

the replacement air-to-surface training range at Jikdo would 
take six months 

cushion for weather delays and another for testing of the 
weapons scoring system that could 

in a functional range within four months time. OSD Hill said 
four months would be better than six 

must do everything possible to meet the USFK Commander\'s 
early January deadline for completion of the range. 


18. (C) SMA: OSD Hill also strongly urged his ROK 
interlocutors to come back to the SMA negotiations with a 
meaningful proposal to meet the 50-50 goal we have set. In 
their response 

negotiations 

Blue House. MND Asia Policy Director Chun hinted over lunch 
that the ROK side would bring a better offer to the next 

round of negotiations (October 10-11) but declined to 
elaborate on the details. 


19. (U) This message has been cleared by OSD Hill 
VERSHBOW 
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Deuba clarified that he agreed with the Ambassador 
Maoists would begin with large demonstrations in the street 
and then turn to violence. 


7. (C) The Ambassador reported to MK Nepal and Dueba that the 
PM had asked the Ambassador to promote unity among the 
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Parties (Ref C). Clarifying that he had no intention of 

getting involved in reunification discussions between the NC 
and NC-D 

and felt unity among the alliance 

major parties 

survival during the next few months. He stated that he was 
disappointed that the parties pointed fingers at each other 
instead of jointly criticizing the Maoists for abandoning 

their commitment to cantonment. Deuba agreed and suggested he 
might meet with MK Nepal to discuss the way forward for the 
alliance. 


AGREEMENT ON MAJOR ISSUES HOLDS STRONG 


8. (C) Both Deuba and Nepal expressed their agreement on the 
most crucial point 

behavior had to be dealt with before the Maoists could enter 
the government. MK Nepal criticized Maoist attempts to obtain 
the people\'s support through intimidation 

that the Maoists would continue to push for concessions from 
the GON without holding up their part of the bargain. 


9. (C) Without downplaying the threat the Maoists posed in 
the near-term 

eventual democratic transition. He hoped that the GON and 
the Maoists would soon agree on an interim constitution 

the Maoists separating from arms 

government 

governing institutions. He predicted elections for the 
Constituent Assembly could take place in May 2007 
debatable issues settled first in the Interim Constitution. 

He also planned to propose to the Prime Minister the creation 
of a Ministry of Peace and Reconciliation to handle the peace 
process. Nepal stated that the government needed to remain 
aware of the danger the Maoists pose 

Maoists space to enter the government and transform into a 
legitimate political party. 


10. (C) The Ambassador cautioned MK Nepal to focus on the 
short term and continue to urge arms management. He stated 
that the Maoists know that the government wants peaceful 
Constituent Assembly elections and will use the GONVs 
eagerness on the democratic transition issue as a bargaining 
chip on arms management. 


TROUBLING LACK OF ENTHUSIASM FOR ALLIANCE UNITY 


11. (C) Both leaders expressed their dismay that the PM had 
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not consulted with them on any major initiatives. The 
Ambassador suggested that Deuba invite Koirala for a visit to 
discuss the PartiesY future and how to handle the Maoists 

but Deuba said he would expect a a rebuff. MK Nepal also 
complained that the CPN-UML was not satisfied with GP 
Koirala\'s independent 

habits. Nepal suggested that Koirala wanted to become the 
Vnew king.\" He then described to the Ambassador the game of 
cat and mouse he was currently playing with the PM. When the 
PM sent Home Minster Situala to MK NepalVs residence on 
September 15 with an apology for not responding to his call 

MK Nepal told Situala that if Koirala began to act like the 

King and refused to meet with the CPN-UML 

respond in kind and ignore Koirala. 


12. (C) Anju Deuba also lamented that potential NC and NC-D 
party reunification 

causing tension among the seven parties. She did not agree 
that reunification was necessarily the right path nor the 

most important issue at the moment. The Ambassador agreed 
that the Indians were more confident than he that Nepal would 
reach Constituent Assembly elections. If Maoist violence 
erupted 


COMMENT 


13. (C) The Ambassador sent a clear message to the NC-D and 
CPN-UML: for the next three months 

would either hang together or hang separately. If they chose 

to hang together 

break the government and to spoil the democratic transition. 

If instead 

Maoists would be convinced that they could grab power through 
massive demonstrations and a short period of violence in 
Kathmandu. 


14. (C) While both leaders expressed commitment to keeping 
armed Maoists out of the government 

enthused about working together with the NC. Post will 
continue to urge party leaders to overcome their hesitation 

to work together and will continue to urge the parties to 
communicate. The longer the three parties put personal 
interests above alliance unity 

Maoists will be that they can successfully topple the 
government in their own October Revolution. 

MORIARTY 
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document" with the Embassy. Emboff asked Shrestha 
contact of the Embassy\'s 


Column 3 

presented two documents to Emboff. Shrestha claimed to 
Political/Economic Chief to have received the documents that 
day from Sujata 

contacts. Shrestha told P/E Chief that he had not informed 
Sujata he was sharing the documents with the Embassy but 
planned to inform her upon returning to his office. 


Documents Describe Maoist Plan 


3. (C/NF) The first document 

Context of CPN Maoist 

over the coming weeks. The plan calls for a V'city-centered 
people\'s revolution" starting in the third week of the Nepal 
month of Kartik (November 1-7). The main strategy appears to 
be to create dissent in the ranks of the security forces so 

the Maoists can take power in the city of Kathmandu. 
According to the document 

confined to temporary cantonments 

document 

central power\" by mobilizing Wall revolutionary fronts V" to 
attack the Royal Palace 

Minister 

Army Headquarters. The document goes on to say that the 
PeopleVs Liberation Army is to be deployed after thousands of 
people have been killed. Although the document mentions 
\"confronting\" American and Indian interests 

direct threat against Americans. 


4. (C/NF) Post is currently in the process of translating the 
second 10-page document and will report on it septel. 


Comment 


5. (C/NF) Embassy has no means to confirm the documents 
credibility 

is consistent with what post has been hearing from other 
sources. We are reporting on the documents to provide 
additional context on Maoist thinking. On closer inspection 
the first document appears to be the work of a non-Maoist 
observer at the recent Maoist Central Committee meeting in 
Kavre 

only days after the Government of Nepal-Maoist cease-fire is 
scheduled to expire on October 27. 


Text of Maoist Document 


6. (C/NF) Post\'s unofficial translation of the document 
follows: 
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BEGIN TEXT 


In the context of CPN Maoist 


The meeting of the CPN-MaoistVs Central Committee in Kavre 
Kamidhada decided to stage a city-centric peopleVs revolution 
from 3rd week of Kartik; 


Concluding that as long as no revolution takes place in the 
Army or Police 

regard 

the Nepal Police to facilitate the process of capturing 
central power; 


Canceling the previous plan to remain in temporary camps 
CPN-MaoistVs Central Committees meeting has issued an order 
directing cadre to concentrate on stirring up urban 

revolution; 


In order to prepare for urban-concentrated revolution 
people-based organizations have been directed to initiate 
trainings; 


In the course of the Maoist-prepared urban revolution in the 
form of an V April Thesis\" 

short strategy note. Lenin has prepared a similar note 
before February revolution; 


The details of the V'April Thesis\" have been kept with central 
members of the party. It has been classified as highly 
confidential; 


SIPDIS 


A six-point action plan is drawn under the V'April Thesis\" in 
which various action plans and trainings are mentioned 
regarding urban revolution. The bottom line of the plan is 
to incite revolution in Police and Army so that central power 
can be grasped; 


In accordance with the action plan laid down in the V'April 
Thesis" to capture central power 

will be mobilized in a consolidated form to attack the Royal 
Palace 

army will come in for retaliation only after hundreds 
thousands are killed; 


Maoist leaders have issued directions to their people-based 
organizations 
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revolution is the final and decisive action and that they all 

are asked to be ready to become martyrs if needed. Moreover 
they have been instructed not to bow to American imperialism 
and Indian expansionism but to confront them; 


A special training will be provided to the Maoist army to 
fight against government side 

power if they come to suppress their action 

has been started; 


The CPN-Maoist\'s Central Committee members have decided to 
keep the People\'s Army intact and not to join the interim 
government in the current situation; 


The CPN-Maoists have drawn up important conclusion saying 
election for constituent assembly is impossible in the 
current environment; 


A strategy has been prepared to confront the army and 
non-army after the urban revolution turns to escalation; 


Looking at the recent policy adopted by Maoists at their 
central committee meeting in Kavre 

Thesis" 

training for the PLA and issues of ammunition supplies 
including collection of funds etc. 

be in the preparation to sever their understanding with Seven 
Party Alliance to wage an urban warfare to seize power at the 
center; 


According to their plans 
their second strategic offensive move. This is in the last 
phase of their offensive move. 


Points of the V'April Thesis\" prepared by Prachanda 


Intensify and spread out the revolt against the King with the 
cooperation from all like-minded forces by raising slogans of 
constituent assembly; 


Improve the regional republic government; 


Prepare policies and values for the betterment of the 
proletariat and ensure effective enforcement of such policies; 


Intensify ideological struggle of the party by increasing 
international initiatives; 
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Try to increase political 
preparations for grabbing at any opportunity for mass 
revolution; 


Military Target: 


Train and specialize the PeopleVs Liberation Army (PLA) for 
taking suitable actions in the capital and urban areas; 


Add divisions to the PLA; 


Develop armed revolution through centralized and forceful 
activities; 


Take planned initiatives to increase the role of PLA; 


5-point workplan: 


Mobilize the masses in favor of CPN-Maoist\'s political and 
action plan (from central to district); 


Prepare work plan for \"proletariatization\" of the party; 


Leadership should take complete responsibility for making 
policies 


Prepare a work plan against imperialism and expansionism 
through the international department of the party; 


Prepare a solid work plan for the military targets of the 
urban revolution. 


END TEXT 
MORIARTY 
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the President at the APEC summit as well as a possible 
Presidential visit to New Zealand after next year's APEC 
meetings in Sydney. McKinnon said that since Embassy 
Wellington\'s 2005 calls for renewed attention to the 
relationship and especially after A/S Hill's March visit to 
Wellington 

level of trust to the relationship that will enable us to 

build on areas of common interest and more easily deal with 
disagreements. New Zealand is looking to next year\'s 
Antarctic anniversary celebrations as a good opportunity to 
demonstrate our cooperation. They hope that last June\'s 
Trade and Investment Framework Agreement (TIFA) will pave the 
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way for increased economic cooperation even if NZVs desire 
for a bilateral free trade agreement must remain unrealized 
over the shorter term. 


3. (C) McGann said that in addition to leaders\' meetings 
senior working level visits are also crucial to articulate 
support for the broadening relationship and create the 

impetus for substantive leaders meetings. He said both sides 
need to ensure our contacts are not defined by good meetings 
in closed rooms and bad sound bites outside. McGann said he 
was in Wellington to help begin to identify concrete 

bilateral actions both sides can take to implement the draft 
matrix they drew up after informal talks in Bangkok last 

July. He pointed to his previous days talks with GNZ about 
ways to cooperate around the Pacific Island Forum (septel) as 
a good example of the work that could be done. McKinnon said 
he is conscious of the need to move the process forward at 

all levels 


4. (C) McGann reviewed the Bangkok draft matrix during a 
session chaired by NZ Ambassador for Counterterrorism Dell 
Higgie that included representatives from the Office of the 
Prime Minister 

NZ Defence Force (NZDF) 

Intelligence Service (SIS) 

The following is the U.S. side\'s understanding of matrix 
issues discussed and next steps. Embassy Wellington will 
work with MFAT to incorporate the agreed actions into an 
updated matrix which we will aim to submit to Washington for 
interagency clearance by September 22. 


-- Detail of NZ Police official Don Allen to Joint 

Interagency Task Force-West 

already in Honolulu. Both sides will examine how they might 
publicize Allen\'s assignment as an example of effective 
bilateral cooperation. Next step: NZ Police to consider how 
it might publicize the assignment. 


-- Signing of MOU to exchange terrorist screening information 
as part of HSPD-6: During July discussions in Washington 
States Consular Affairs provided SIS and NZ Emboffs with an 
initial response to technical issues raised by GNZ. SIS told 
McGann that the draft MOU provided by the U.S. side is a 
government-to-government agreement rather than a 
Service-to-service agreement contained in a similar 
US-Australia arrangement. A government-to-government 
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agreement creates complications for the NZ side 
it raises privacy issues that an agreement between services 
would not (SIS is the only GNZ agency exempt from the 
country\'s privacy laws) and because a bi-government agreement 
would require a more complex GNZ approval process. As it 
works through MOU issues 
soon to determine which ministry will house the data gateway 
after which they will request allocations in next yearVs 
budget to fund the project. The Kiwis told McGann that both 
the MOU and bureaucratic issues can move in tandem 

which should make it possible to sign the agreement by 
early next year if not by the 
January 1 notional target date. GNZ also asked whether GNZ 
would be able to get substantiating information about any 
hits made after the gateway was in place. SIS said that 
their understanding was that the Terrorist Screening Center 
(TSC) would make a request for background information with 
the originating USG agency 
with its GNZ counterpart. McGann said US officials were 
still working through whether this would be the case. Higgie 
said that the agreement will not work for the GNZ side 
without such exchanges. 


Next Steps: U.S. to clarify if MOU must be 
government-to-government 

consult with NZ counterparts to provide substantiating 
information if the Terrorist Screening Center confirms an NZ 
hit in the system. NZ to identify a host ministry and budget 
for the gateway 

the agreement. 


-- U.S. Expansion of \"working holiday exchange visas for NZ 
and Australian Students from 4 to 12 months: Next steps: GNZ 
will coordinate with Australia to provide ECA with needed 
information in time for an announcement of the program\'s 
expansion during the World Youth and Student Travel 
Conference in Melbourne between October 10-15. 


-- U.S. Expansion of exchange visa program for primary and 
secondary school teachers: Next Steps: ECA to provide draft 
letters of agreement to New Zealand and Australia. 


-- NZ participation in DPRK \"5 plus 5\" framework on DPRK 
issues. GNZ confirmed to McGann that Foreign Minister Peters 
will attend the 5 plus 5 meeting on the margins of UNGA if it 
goes forward. Next steps: MFAT to confirm other GNZ attendees. 


-- NZ Joins the IMO \"Alameda Group\": Amb. Higgie and Russell 
Kilvington of Maritime New Zealand said they thought GNZ 

would be able to attend the Alameda Group Meeting in Kuala 
Lumpur the week of September 18. (NB: MFAT has since 
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confirmed that NZ\'s Deputy High Commissioner in Kuala Lumpur 
Felicity Bloor 

Streefkerk 

not yet received the regional assistance matrix GNZ would 

need to fill out before the meeting. Next Steps: U.S. side 

to provide assistance matrix to Maritime New Zealand and 
MFAT. 


-- Staff Level Discussions on 50th Anniversary of U.S.-New 
Zealand Antarctic Cooperation: At a follow-on meeting on 
September 14 after Director McGann had left New Zealand 
(reported septel) 

Alisa Wong that GNZ tentatively agreed to talks in Washington 
October 11-12. The NZ delegation will probably include Lou 
Sanson 

MFAT\'s Trevor Hughes; апа NZ Ambassador Roy Ferguson. Next 
Steps: US and NZ to confirm Oct.11-12 Washington meeting. 


-- Coordination prior to October 27-28 Pacific Island ForumVs 
Post-Forum Dialogue (PFD): McGann noted he had begun 
discussions about US-NZ PFD coordination during a September 
12 with MFATVs Pacific Division Director Heather Riddell 
(septel). Deputy Director of MFAT America\'s Division 

Gabrielle Rush 


to travel to Washington shortly after the PFD. Next Steps: 

USG and GNZ to continue to coordinate in lead up to PFD. 
Both sides to exchange information after the PIF/PFD meetings 
during Alan Williams! trip to Washington. 


-- Enhanced information exchange on wider Asia/Pacific 
strategic issues. Next Steps: Both sides agreed to try to 
arrange senior officialsV bilaterals on margins of 
multilateral fora 


-- Increased informal consultations between U.S. and NZ 
Embassies in the Asia Pacific Region: Next steps: US and NZ 
to draft messages to their missions in the region asking them 
to consult on transnational threats affecting the Pacific 

Island Countries and other issues of mutual concern. 


-- Informal 

defense officials: lan Hill 

McGann that during during the recent trip to Washington of 
Vice Chair of the Defence Force David Bamfield 

Secretary of Defense Peter Rodman had endorsed the idea of 


SIPDIS 
informal US-NZ exchanges. As a first step 
for New Zealand Liz Phu had asked NZ to provide her with a 
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matrix of current and planned NZDF activities. Wayne Higgins 
and Group Captain Gore 

told McGann that they had already provided a master list of 
NZDF activities to Embassy Wellington DATT Martinez which can 
be used as a basis for the matrix. They will also add to 

this list planned equipment upgrades and major exercises. 
Higgins said discussions about these activities could provide 

a useful way to identify possible areas for cooperation. He 
added that it would be helpful for New Zealand to know in 
advance what kinds of joint excercises (including in support 

of peacekeeping operations) were likely to cause difficulty 

for DoD 

case-by-case basis. McGann noted that any U.S. decisions on 
this issue would be made by the Office of the Secretary of 
Defense (OSD). Next Steps: NZDF and MoD to complete lists of 
current and future activities and provide to OSD 

to EAP/ANP Director McGann and Embassy Wellington. GNZ will 
also provide a proposal for advance coordination between U.S. 
and New Zealand officials regarding planned and projected 

joint peacekeeping and stability operations. 


-- Expanded bilateral engagement during V'QuadrilateralV 
(U.S. 

develop and provide to US side points they would want to see 
discussed if NZ participates in next year's Quad meeting. 


-- Expansion of existing relationships into a broader 
counter-terrorism framework with Australia 

UK: The Kiwi side told McGann that NZ has robust bilateral 
intelligence relationships with all four parties 

would make sense to participate (as opposed to observe) in 
5-І(5 assessment meetings. Ambassador Higgie said GNZ 
believes the V'ball is in the U.S. court\" on this. Next 

Steps: GNZ will provide its proposal on 5-iVs participation 

to Dan Coulter at the National Counter-terrorism Center. 


-- Extended engagement between the U.S. and New Zealand on 
Maritime Security 

Search and Rescue operations: McGann noted that during 
meetings in Hawaii the previous week 

proposals with Admmiral Bryce Ov Hara of the Coast Guard and 
JIATF-W. OSD would need to issue separate waivers for each 
of three proposals. Next Steps: OSD has invited the Coast 
Guard to submit waivers for these three proposals. 


-- Coordination of South Pacific/Southern Ocean air and 
maritime patrols and information sharing: During the 
discussions 

already be covered by the items on the Quadrilateral meeting 
and informal mil-mil consultations. Next Step: GNZ to 
reapproach USG after taking stock of how this would fit into 
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the proposals for Quadrilateral and informal military 
discussions. 


5. (C) McGann and Higgie agreed that both sides will consider 
a VBangkok 2\" meeting between both ministries to take stock 
of progress. They said this should take place no later than 


March 2007 

margins of other multilateral meetings could also provide 
opportunities to assess where things are headed as well as to 
identify other possible areas of cooperation. The Pacific 
Island Forum meetings in October will probably provide the 
next opportunity for senior official discussions. Depending 

on the agenda 

A/S Hill and other USG counterparts. 

McCormick 
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stern message\" to Taiwan officials. McGann said that \"China 
and Taiwan need to participate in a framework approved by 
regional partners and the PICs themselves.\" 


3. (C) Niels Holm 

Affairs 

regarding responsible development 

when it comes 

Taiwan. He added that although most Chinese migration and 
transnational crime are beyond the Chinese governments 
oversight 

the PICs. GNZVs message to Pacific Island leaders is that 
they need to ensure their countries are not the weak links in 
regional law enforcement and security. McGann agreed 

that it was not ethnic Fijians that introduced 
methamphetamine to Fiji 

Mainland China. Holm said GNZ is drafting a strategy paper on 
countering PRC negative influence in the region 

through approaches to senior leaders. They are also trying 
to work with PRC think tanks 

says this has not been effective as the PRC central 
government tends to control the think tanksY work. Riddell 
reemphasized NZVs desire to work with us to deliver 
consistant messages to China and Taiwan. 


4. (C) McGann was pleasantly surprised to learn that GNZ was 
the originator of PIF Secretary General Greg Urwin\'s proposal 
to hold a special U.S session on the final day of PIF Leaders 
meeting in Nadi 
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McGann agreed this could be a more constructive meeting than 
the Post Forum Dialogue (PFD) and NZ and US officials should 
work together to quickly develop an agenda. McGann 
suggested one goal should be to get China to take more 
responsibility for Chinese-originated crime in the PICs. 

Riddell suggested that regional research and development into 
identifying feasible fossil fuel alternatives might be 

another area for discussion. Speaking of the PFD 

that for years partners had not gotten enough from the 

session 

attention to dialogue with major players such as the United 
States in order to ensure that senior respresentatives from 
dialogue partners continue to attend the PIF. Leaders will 
hopefully decide at this year's PIF on a more substantive 
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process to engage third country partners. 


5. (C) Riddell and McGann next reviewed the situation in 
Papua New Guinea 

suggested that the Expanded Cooperation Program (ECP) is 
helping to push back the state of emergency in the Southern 
Highlands but can do no more than preserve the long-standing 
dysfunctional society. Riddell said the commission of 

inquiry into the cause of the Solomon Island riots was having 
some V push back" effect on the Regional Assistance Mission to 
the Solomon Islands (RAMSI). She agreed to provide the DCM 
with a more detailed GNZ assessment of Taiwan\'s role in the 
inquiry before his September 19 lunch with TaiwanVs trade rep 
in Wellington. Riddell said New Zealand believes the new 
government in Fiji has contributed to a more stable 
environment 

a potential cause of political instability. 

McCormick 


78873 

quickly enough 

the Hague Convention in the meantime. He estimated that 
ratification would take about six months. The government still 
intends to present the adoption law 

The law is currently nearing the end of a review to ensure 
conformity with Cambodian civil law by the Ministry of Justice 
MOSAVY 

law would be sent for interministerial discussion by the end of 
2006. It would then go to the legislature and hopefully be passed 
by the end of 2007. 


8. (SBU) MOSAVY is also working in advance on \"frameworks\" for 
adoption that would conform to the Hague Convention and ensure 
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adoptions are conducted in a transparent manner. The Ministry is 
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strengthening the capacity of officials to determine the identity of 
children who are in orphanages and will set a legal fee schedule to 
prevent illegal payments being made in the adoption process. Heng 
also plans to establish an \"inter-country adoption center" which 

will oversee the transfer and adoption of children. However 

center would not be the country's Hague Central Authority. MOSAVY 
wants that role since it has the legal authority to issue the final 
certificates of adoption 

be made by the government at the highest level. Heng asked for 
technical help and said he planned send a team to the United States 
to study adoption soon. He noted he had previously been to China 
was impressed with its system and the many American adoptive parents 
he met while there 

Cambodia. 


9. (SBU) A/S Harty assured Heng that in anticipation of significant 
progress she would try to return in November 2007 

the offer made to the MFA for the RGC to come to the United States 
for consultations on Hague implementation. She termed MOSAVY\'s 
three-part strategy terrific. The Ambassador told Heng that he 

would push the Council of Ministers to act on the legislation as 

soon as MOSAVY could get it to them. 


Resumption of IVs - Press Event 


10. (SBU) A/S Harty also informed her interlocutors that CA has 
approved the return of immigrant visa processing to Phnom Penh in 
the near future 

postponed due to a case of malfeasance in the office. Officials 
agreed this was a positive sign of the developing relationship 
between the U.S. and Cambodia. She later made a similar 
announcement at a well attended press conference at the Embassy 
which was covered by all the major Cambodian news outlets. 


11. (SBU) Comment: The visit of a high-ranking senior consular 
official has pushed the RGC to find a faster way to improve its 
adoption system. We welcome the news that the RGC is working on a 
framework and hopes to send experts to the U.S. We foresee a turf 
conflict between MOSAVY and the MFA over the Hague Central 
Authority. However 

transparency 

adoptive parent 

capacity. Embassy Phnom Penh will work to ensure that any upcoming 
delegation includes representatives from the MFA 

Ministry of Justice. The Ambassador plans to engage RGC officials 
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regularly on adoptions. End comment. 
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refrained from detailing the torture/abuse 

on one recent allegation. Mohammed alleged that a man from 
Suleimaniya was arrested by PUK Asayish and died two days 
later while in custody. The Asayish allegedly gave the body 
back to the family but threatened the family to prevent them 
from opening the coffin. Muhammed further alleged that the 
Asayish often stray from their legal jurisdiction of 

Kurdistan into Kirkuk surrounding areas to detain an 

individual without even an arrest warrant (Ref B and C). 


5. (C) In an unrelated August 26 meeting with several 
residents of Suleimaniya 

when his cousin was released from the Asayish detention 
facility (described as a small facility or house structure) 

in August 

bed-ridden and unable to talk about his experiences in the 
facility. Another Suleimaniya resident claimed that the 
Asayish arrested his family members without a warrant 
provided the family no information about their location or 
release date while they were in custody. 


6. (C) KRG Minister of Human Rights Yousif Mohammed Azziz 
confirmed the existence of Asayish secret detention 

facilities in a meeting August 29 (ref A). He indicated that 

while the KRG Human Rights Ministry had inspection powers to 
all other detention facilities in Kurdistan 

facilities were strictly off-limits. In a separate meeting 
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August 29 

bemoaned the inability of her organization (Asuda) to visit 
Asayish detention facilities. Asuda runs a women\'s shelter 
and visits other detention facilities across Kurdistan to 
provide legal and other services to women in need. Rahim 
said she recently learned about the existence of these 
facilities through a friend working in the KDP Asayish. 
According to Rahim 

total of seven female detainees held in KDP Asayish detention 
facilities 

locations of these facilities 
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detainees. 


7. (C) Muhammed is a religious leader in Kirkuk and member of 
the Kurdistan Islamic Group (KIG) party 

Kurdish Alliance. He is also a graduate of the al-Imam 

Aladam College which is associated with the Holy Shrine in 
Baghdad\'s Qadamiya district. It is possible that Muhammed\'s 
followers are targeted because of KRG suspicions that his 

party is associated with Ansar al-Islam (a Kurdish Sunni 
extremist group known to employ terrorist tactics). The 

founder of KIG 

Coalition forces. Despite this checkered reputation 
Muhammed\'s account of abusive \"secret prisons\" and extralegal 
detention by Asayish are supported by numerous other 
complaints we have received throughout the year from 
unrelated sources. 


8. (C) Interestingly 

time as recent passage of KRG\'s new anti-terrorism 
legislation (Law # 3 of 2006) 

suspects the right to a lawyer and the right not to be 
tortured into confession (Articles 18 and 14). It is unclear 
how these rights will be guaranteed without a watchdog 
organization to visit the undisclosed detention facilities. 
Post will continue to look into reports of abuses at Asayish 
detention facilities. 
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his comments has been met with varying reactions in Egypt 
with some al Azhar preachers rejecting the Pope\'s apology 
but the Grand Shaykh of al Azhar stating that he will not 
comment on the Pope\'s apology until he has read the entire 
statement. Muslim Brotherhood Supreme Guide Mahdi Akef 
reportedly has said that the PopeVs apologetic statement was 
\"sufficient 

parliamentary committee meetings to further discuss the 
issue. END SUMMARY. 


2. (SBU) According to press reports 
Mohamed Sayyed Tantawi issued a September 15 statement 
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\"denouncing\" the comments \"attributed to Pope Benedict XVI 
noting that they reflect V'egregious ignorance of Islam ... 

the statements 

around the world 

among religions 

Pope\'s reported September 17 statement noting that he is 
\"deeply sorry\" about the reaction in some countries to his 
comments 

emperor Manuel II Palaeologus does not reflect his personal 
views 

would not comment on the Pope\'s apology until after carefully 
reading his comments in full. However 

September 18 press reports 

declared a rejection of the PopeVs apology. 


3. (SBU) At a September 17 press conference 

Shenouda ПІ said that Vthe teachings of Jesus Christ are 
against insulting others 

\"error\" \"would not undermine the distinguished ties between 
Islam and Christianity that date back more than 14 

centuries." Shenouda called on Egyptians to stand united 
against Vforeign schemes to sow the seeds of discord between 
Muslims and Christians.\" Coptic Church spokesman Bishop 
Murcos told AI-Wafd daily newspaper on September 16 that 
Vthe Church categorically rejects the comments of the Vatican 
pope. We must respect the Muslim faithful and their prophet 
as we respect the followers of Jesus Christ and it is 
unacceptable to offend their religious beliefs.\" The deputy 
patriarch of Egypt\'s Catholics 

comments to the IslamOnline website on September 16 
attributed Pope Benedict\'s comments to his poor knowledge of 
Islam and Muslims 

could play into the hands of extremists. Qalta said 

pontiff\'s words have surprised the Catholics in Egypt and the 
whole East.\" 


4. (SBU) MFA spokesman Ala al-Hadidi on September 15 quoted 
Egyptian FM Ahmed Aboul Gheit as expressing fear that the 
Pope\'s statements might instigate calls for a clash between 
cultures and weaken efforts to bring \"the West and East 
closer." Aboul Gheit called for \"urgent clarifications\" of 

the comments. In a September 15 statement 

speaker of the Egyptian Shura Council (upper parliamentary 
house) expressed 

statements 

Prophet 

tolerance promoted by the various heavenly religions and the 
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values of dialogue between civilizations." The Shura 
Council called on the Pope to \"clarify the truth about what 
was attributed to him and set matters right by declaring the 
truth about these statements in order to put an end to the 
wide resentment which dominated the Egyptian 

Islamic street over these statements. According to press 
reports 

a statement on September 15 asserting that V'the latest attack 
on Islam is a continuation of anti-Islamic campaigns ... this 
recalls the Catholic Church\'s antagonistic attitude towards 
the Islamic faith since the 8th century ...\" Dr. Ahmed 
Omar Hashem 

Committee 

apologize and to vow not to repeat V'such an act." Following 
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the Pope\'s September 17 apology 
his committee would convene on September 18 to discuss a 
\"reply.\" 


5. (SBU) Muslim Brotherhood (MB) Supreme Guide Mohamed Mahdi 
Akef \"expressed his anger\" in a September 15 statement 
published on the MB\'s website and widely reported in the 
Egyptian press. Akef called on the Pope to apologize for his 
statements and to begin an \"in-depth and fair\" study of 
Islam. In subsequent September 18 press reports 

quoted as stating that the Pope\'s September 17 apologetic 
statement is \"sufficient.\" However 

MB parliamentary bloc 

17 called for a joint emergency meeting of the parliamentary 
Religious Affairs and Foreign Relations Committees 

discuss \"the ramifications of the grave offense of the Pope 
of Rome against Islam ... it has become well known that 
although he regretted his statements 

by the Pope reveal an acute fanaticism and extreme ignorance 
not only of Islam 

also of the history of mankind 

of Islamic civilization in helping Europe exit from the Dark 
Ages ....\" Other MB parliamentarians have reportedly called 
for a \"massive\" September 22 conference at al Azhar to 
discuss ways of confronting \"the worldwide anti-Islamic 
campaign 

until the Pope has retracted his statement. Others have 
allegedly criticized the Grand Shaykh of al Azhar for his 
Vfeeble position\" on the issue. 
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6. (SBU) While mass protests have not materialized as some 
had predicted 

nonetheless running high 

leaders. With memories of the Danish cartoon controversy and 
Lebanon crisis clearly in mind 

religious leaders are anxious to act as vigilant defenders of 
Islam 

opinion during this latest controversy; so far 

been successful. 


RICCIARDONE 
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to the Embassy of the United States of America and has the honour to 
refer to the Embassy\'s Note No. 53-06 of 23 August 2006 informing 
the Ministry that the United States has nominated Michael Matheson 
for re-election to the International Law Commission at the elections 

to be held during the 61st United Nations General Assembly. 


The Ministry of Foreign Affairs and Trade wishes to assure the 
Embassy of the United States of America that New Zealand will give 
careful consideration to this candidature. 


The Ministry of Foreign Affairs and Trade takes this opportunity to 
renew to the Embassy of the United States of America the assurances 
of its highest consideration. V 


McCormick 
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Vietnam 

For example 

the Mennonites 

the Vietnam Christian Fellowship 

Baptists and the Grace Baptist Church. Protestant adherents are 
present in 16 provinces 

Many Protestant adherents were converted by \"Voice of America 
broadcasts in the ethnic Hmong and Dzao languages." (Note: 
Ambassadors Hanford and Marine later corrected Phuoc 

private religious groups operate these radio broadcasts. End Note.) 
Because so many branches exist in one locality 

some overlap in Protestant religious groups\' registration 
applications. 


9. (SBU) Furthermore 
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a nomadic lifestyle and move between provinces or over the border 
between Vietnam and Laos 

VVang Chu 

they hope for the restoration of the ancient 'Hmong Empire\" under 
the flag of Vang Hao 

often clashes within one family or a single community between those 
who have different religions. Prior to Protestantism\'s arrival in 

the Northwest Highlands in 1985 

followed traditional customs. With the French colonists came 
Catholicism. It is thus possible that within one family 

generations can follow three different religious beliefs: 

polytheism or traditional ancestor worship 

Protestantism. This situation can lead to clashes 


10. (SBU) Even some Protestant leaders do not fully understand their 
own religion 

Phuoc said. For example 

they are not allowed to drink alcohol 

the army or pay taxes. They argue that because everything was 
created by God 

anything they want. In some extreme cases 

even gather his followers together to commit mass suicide. All of 
these things explain why local authorities often have a hard time 
dealing with Protestantism and certain groupsY applications to 
register 


What a Congregation Must Do 


11. (SBU) The GVN''s policy is to give guidance to provincial 
authorities on facilitating normal Protestant activities 

Minister continued. Under this guidance 

register in order to practice their faith. In the case of 

Protestantism 

belong to 

Protestant 

Fatherland Front representative and commune leadership should assist 
the congregation in electing a pastor-in-charge. Phuoc pledged to 
work closely with the ECVN to introduce the pastor-in-charge to the 
provincial authorities. The congregation must also organize a local 
congress and invite Protestant leaders (Note: presumably from Hanoi 
or elsewhere) to hold training sessions on true Protestant 

teachings. Where necessary 

providing land to set up places of worship. 


12. (SBU) One possibly difficult area is in the selection of the 
congregation\'s leadership 

followers about who should become pastor-in-charge 

In fact 

resolve disputes when it became clear that people were abusing 
Protestantism to gain personal benefits. In any event 
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congregation is not yet recognized or registered 
allowed to gather to worship 


13. (SBU) Repeating the steps a congregation must take to normalize 
its operations 

it must hold a congress to select its leadership and then it will be 
recognized by the State. At that point 

will have the legal status to work with local authorities to address 

his followersY needs. In some cases 
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groups 

sought the creation of a separate ethnic minority homeland in the 
Central Highlands. End Note.) 


8. (SBU) The GVN will successfully carry out all the items mentioned 
by Ambassador Hanford 

the GVN is to serve the interests of the Vietnamese people. After 

the end of thirty years of war 

country were poverty and hunger and the V'consequences of war\" still 
faced by over 100 

consequences of war is GVN shorthand for Agent Orange/dioxin. End 
Note.) The Vietnamese people had recovered through their own 
efforts 

In order to have better bilateral relations 

Vietnam need to look at the overall situation. As living conditions 
improve 

pace of development is fast 

areas learning from the Kinh majority in the deltas and cities. 


9. (SBU) According to VM Huong 

prevent tribal groups from practicing their religions. Since 2000 

the GVN has successfully separated \"normal\" religious groups from 
FULRO-related groups. The USG does not support anti-GVN activity in 
the Central Highlands 

officials are required to allow freedom of religious practices 

in 2004 

Belief. Statistics demonstrate the development of Protestant 
activities in the north and the south. Currently 

thousands of people engaged in Protestant activities. In Dak Lak 
Province 

separate VnormalV churches from other groups. But VM Huong 
expressed his optimism about implementing the law on religion. In 
June 

check on the registration of Protestant groups and urged them to 
work faster. However 
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preventing people from registering and even threatening leaders 
Huong said. 


... but faces challenges in Northwest Highlands 


10. (SBU) In the Northwest Highlands 

which groups are actually Protestant. Compared to the situation in 
the Central Highlands 

Highlands is small 

factors have contributed to the slower progress on registrations in 
the Northwest Highlands. Because the definition of Protestant" is 
not clear among these people 

their status. Officials have problems with communication since many 
local people speak their own dialects and registration efforts 
require interpreters. Moreover 

requiring more than a day to reach. Consideration must be given to 
the issue of conflict within families 

of the need to allow family members to follow their own beliefs. At 
the same time 

Some religious groups create a financial burden for their members. 
Also 

of a leader 

these problems 

knows the Northwest region well. During the past six months 
registrations were issued to eight groups as an experiment 

which were doing well. The GVN respected people's beliefs and 
facilitated their religious activities as part of overall GVN policy 

to improve living conditions. VM Huong recognized the contribution 
of Christian and Buddhist groups to social activities such as 
orphanages 

such activities. 


11. (SBU) Regarding a roadmap of future GVN actions to promote 
religious freedom 

integrated into plans such as poverty alleviation 

fighting hunger 

electricity 

teach them about their beliefs. The GVN has a five-year 
comprehensive plan for the Northwest Highlands to provide roads and 
electricity to all villages in the region. Cultural and religious 

activities would be a part of this plan. 


GVN would cooperate on implementing suggested actions 
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12. (SBU) Responding directly to the ten actions proposed by 


Column 3 

Ambassador Hanford 

cooperation. It should not be a problem to register even more than 
100 churches in the Northwest Highlands by the end of the year. On 
August 24 

public security and direct them to expedite registration procedures. 
The purpose of registration is to locate religious groups and to 

know how many churches there are. The process has been slow for two 
reasons. First 

but do not completely understand the new policy on religion. 

Second 

Protestant groups. Some Protestants have complained outsiders 
arrived and laughed at their unfamiliar form of worship. In some 
cases 

properly with local authorities 

the churches were doing something wrong. Local officials have been 
concerned about persons coming from the Mekong Delta to conduct drug 
trafficking. That was the origin of the term V'illegal preacher.\" 
Regarding the amnesty of Ma Van Bay 

promise 

he could not be specific 

prisoners of conscience by the U.S. would be released. 


13. (SBU) The Vice Minister closed by saying Vietnam is a 
peace-loving country that respects the interests of its people. The 
development of Vietnamese society 

the U.S.-Vietnam bilateral relationship 

problem of religious freedom. The Vietnamese do not want others to 
do their work for them. VM Huong expressed his hope that every 
Vietnamese person would have the right to follow his/her own belief 
and wants the United States to view the GVN as respecting people\'s 
freedom. 


14. (U) Ambassador Hanford cleared this message. 
MARINE 
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10) Time 

stories 


11) Aso may stay on as foreign minister if \"prime minister" Abe so 
wishes 


12) Minshuto\'s (Democratic Party of Japan) Ozawa 
to witness the birth of Abe administration will fly to Iwo Jima 
tomorrow 


13) Major Japanese banks to constrain transactions with Iran 
following US lead 
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14) Finance Minister Tanigaki discusses ChinaVs currency 
sanctions with US Treasury Secretary 


15) JDA to create a \"strategic planning office\" in anticipation of 
it being raised to ministry status 


16) Futenma relocation site: New wrinkle with plan for unannounced 
land reclamation in waters near Schwab to secure work area 


17) JDA to establish office in US that would be separate from the 
Japanese Embassy 


18) US unhappy with JDAVs report on North Korea\'s missile launch 


Articles: 
1) TOP HEADLINES 


Asahi: Mainichi: Yomiuri: Nihon Keizai: 

Average land prices in three major cities rise for first time in 16 
years; Residential and commercial land prices drop in 90 percent of 
outlying areas 
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Sankei: 
Russia orders suspension of two Sakhalin projects; Japan\'s natural 
gas procurement bound to be affected 


Tokyo Shimbun: 

Transfer of Futenma functions; Previous plan included unannounced 
coastal reclamation plan to secure working site; Such a site still 
needed 


Akahata: 

Chairman Shii meets with Pakistani prime minister; Agrees on need to 
maintain peace and order in the world and eliminate terrorism and 
nuclear weapons 


2) EDITORIALS 


Asahi: 

(1)Loopholes remain in money-lending regulation 

(2)New Komeito: Party head Kanzaki to step down without leaving a 
policy imprint 


Mainichi: 
(1)Taking a second look at amakudrai will heighten public distrust 
(2)Return of postal rebels to LDP is too opportunistic 
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Yomiuri: 

(1)Re-creation of Nihonbashi Bridge a model for urban renewal 

(2)Mixi listed on Tokyo Stock Exchanges Mothers section; Emergence 
of new champion in IT industry? 


Nihon Keizai: 

(1)Questions on policy in 2006 LDP presidential election: Seriously 
tackle decentralization issue 

system 


Sankei: 

(1)Social divide and LDP presidential election: It is regrettable 
that discussion remains shallow 

(2)Children\'s morality: Parents behind problem children 


Tokyo Shimbun: 

(1)North Korea\'s nuclear arms will only protract sanctions 
(2)Conference on biodiversity expected to serve as occasion to take 
second look at value of life 


Akahata: 

(1)Conference of Heads of States and Chiefs of Non-Aligned Nations 
confirms effort to strengthen activities to create peaceful and fair 
world 


3) Prime Minister's daily schedule: None 
holiday 


4) Gyudon returns to menu at Yoshinoya 


ASAHI (Page 34) (Slightly abridged) 
September 19 


Fast-food chain Yoshinoya D&D Co. resumed serving its popular gyudon 
(beef bowl) using US beef for the first time in two years and seven 
months yesterday. Since imports of US beef remain low 
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has no plans to serve the dish on any other day this month. Most of 
the one million orders prepared at 1 

out before the evening. While many welcomed the resumption 

still voiced concerns about the safety of US beef. 


Just before 11:00 a.m. in front of the Yoshinoya restaurant in 
Yurakucho 

its shops 

applauded. 
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Takanori Umeki 

waited for nearly 12 hours 

380 yen 

beef imports: \"The amount is just right 
Yoshinoya\'s gyudon is the best. V" 


Misuzu Nakano 
VI came here at my family members request.\" At this shop 
2 


Meanwhile 

Ward 

information saying that US beef is safe. | have no intention of 
eating it until its safety is guaranteed." 


Yoshinoya plans a limited sale of one million orders of gyudon a day 
on October 1-5 and November 1-5. 


US Ambassador Schieffer 
\"Today is a day of celebration. V 


United States Ambassador to Japan Thomas Schieffer and his wife 
Susanne visited a Yoshinoya restaurant in Toranomon 

the US Embassy in Tokyo 

yesterday. While eating a large order of gyudon 

sign. 


The ambassador said with satisfaction: V Today is a day of 
celebration for the return of US beef to Japan. It was worth waiting 
more than two years 

sides successfully dealt with differences is wonderful for both 

Japan and the US." He also emphatically said: VUS beef is safe and 
healthy food.\" 


5) Net polling on LDP race: Abe keeps pole position with 36 percent 
support 


NIHON KEIZAI (Page 2) (Abridged) 
September 19 


The Nihon Keizai Shimbun conducted its third Internet-based public 
opinion survey on Sept. 15-17 about the ruling Liberal Democratic 
Party\'s presidential election. In the survey 

to name an appropriate person to be the next prime minister 
Shinzo Abe maintained a substantial lead at 36 percent over all 
other candidates 

survey. Taro Aso ranked second at 20 percent 

last survey. Sadakazu Tanigaki leveled off at 13 percent. 


Among LDP supporters 
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percent 
Aso stood at 19 percent 
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2 points. Aso and Tanigaki 
Abe. 


6) Abe has 70 percent of votes locked up in LDP presidential 
election that occurs tomorrow; Aso in second place 


TOKYO (Page 1) (Excerpt) 
September 19 


Voting will take place in the Liberal Democratic Party (LDP) 
presidential election on Sept. 20 

tally of the votes of party members and lawmakers. This newspaper 
has confirmed through news gathering and analyzing the votes in each 
camp that Chief Cabinet Secretary Shinzo Abe will receive 
approximately 500 votes or 70 percent of the combined votes of the 
party members and lawmakers. Continuing to vie for second place is 
Foreign Minister Taro Aso and Finance Minister Sadakazu Tanigaki 
with Aso having a slight lead in the regional party votes. 


7) Noticeable difference in views of history between Abe 


YOMIURI (Page 4) (Excerpts) 
September 19 


During debates in the Liberal Democratic Party (LDP) presidential 
campaign 

have locked horns over their historical views of World War ΙΙ. Abe 
is trying to avoid making historical views a point at issue in the 
presidential campaign 

the hands of historians 

give consideration to Japan\'s neighbors in talking about war 
responsibility. 


In a public speech in Tokyo yesterday 

audience: \"It\'s a fact that Japan sent troops to China and that many 
Chinese people died. We must respect the sentiments of our 
neighbors." With Asia diplomacy now a campaign issue 

trying to win votes of those not committed to Abe by differentiating 
his stance from Abe\'s. 


At the panel discussion on Sept. 11 hosted by the Japan National 
Press Club 

government's position that the war was caused by Japan's militarists 
and that the Japanese public as well were the victims. Tanigaki 

tried to stir up controversy with Abe over the issue. Abe rebutted: 
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V'There was no such a document (of agreement) left (at the time of 
the normalization of diplomatic relations between Japan and China). 
Dividing the Japanese people into two groups is a notion stemming 
from the class-conscious awareness of history." 


Abe stressed on a TV-Asahi program on Sept. 17: \"It\'s true that 
China came up with the perception of separating militarists from the 
general public 

making clear who were responsible for the war 

instead: \"Do you think | as a politician can judge this person was 
guilty and that person was not guilty as if | were a sort of god?" 


When asked about Prime Minister Murayama\'s statement released іп 
1995 in which Murayama expressed remorse and apology over (JapanVs) 
past colonial rule and invasion 

inherit its spirit 
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8) DPJVs Kan implies that Abe\'s historical views would affect 
Japan-US relations 


TOKYO SHIMBUN (Page 2) (Full) 
September 19 


In a public speech in Ibaraki City 

Democratic Party of Japan (Minshuto) Acting President Naoto Kan 
referred to the Liberal Democratic Party (LDP) presidential campaign 
and stated: VIf a person who has the same view as that of Yasukuni 
ShrineVs history museum 

relations will worsen.\" This is an implicit criticism of Chief 

Cabinet Secretary Abe 

minister shortly. 


Kan expressed concern that Abe\'s historical views would affect 
diplomatic ties with the US 

crossroads in terms of whether issues will be moving toward 
resolution or heading toward danger after (Mr. Abe) has been in 
power for three to five years. V 


The way Yushukan displays war-related items has now come under 
criticism in the US 

have called for revisions to a caption that describes the former 
Imperial Japanese Army as \"liberators\" in the Asia-Pacific region. 


Later in the day 

doubts on Abe\'s campaign slogan 

arguing: When a politician plans to rebuild a country into a 
beautiful one 


Column 3 
this on) his own sense of aesthetics and his way of life?" 


9) Abe described by US media as nationalist 


SANKEI (Page 2) (Full) 
September 19 


Takashi Arimoto 


With the Liberal Democratic Party presidential election coming up on 
Sept. 20 

might succeed Prime Minister Junichiro Koizumi 

honeymoon-like personal ties with President George W. Bush. At the 
same time 

to link JapanVs growing nationalism to Koizumi\'s successor 
describing Chief Cabinet Secretary Shinzo Abe as a nationalist. But 
some experts have faulted the media for shedding the same light on 
Abe as prewar nationalism. In addition to the New York Times 
Washington Post and the Los Angeles Times have referred to Abe as 
\"nationalist.\" 


The New York Times has introduced Abe as \"right-wing nationalist\" 
and a \"hawkish leader of the younger generation\" since it first 
labeled him \"conservative nationalist\" in May 2005. 


In a Sept. 14 public hearing on Japan and neighboring countries 
held by the US House International Relations Committee 
witnesses ascribed strained Japan-China relations to growing 
nationalism in Japan. However 

Council Senior Asian Director Green Michael Green testified: \"An 
argument that Japan would return to its prewar bellicose attitude is 
irrelevant.\" 
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Georgetown University Department of East Asian Languages and 
Cultures Chair Prof. Kevin Doak also took this view about comparing 
Japan\'s rising nationalism today to its prewar period: 


\"There is no tendency for Japan to return to the ethnic nationalism 
ofthe 1930s. Mr. Abe has clearly rejected such a nationalism. 
Rather 

public\'s awareness and their sense of participation in the 
country.\" 


10) Foreign media paying close attention to \"hawkish Abe\" 


MAINICHI (Page 2) (Full) 
September 19 


Column 3 


The overseas media 

paying close attention to Chief Cabinet Secretary Shinzo Abe 

certain to be elected the new LDP president on Sept. 20. Abe made 
the covers of the Asian versions of Newsweek and Time that went on 
sale last week. All in all 

expressing concern over strained relations with China and South 
Korea 

hawkish overtones and raising questions about the continuation of 
KoizumiVs economic and fiscal reform policy line. 


Newsweek portrayed Abe as a mysterious person 

he has a short track record 

countries on alert 

country's pacifist Constitution; and (2) rivalry with China. Time 
critically described Abe as a dangerous nationalist on one hand and 
introduced him as a potential strong leader on the other 

watchful eye on whether or not he would continue visiting Yasukuni 
Shrine after becoming prime minister. 


Abe\'s perception of history has also drawn fire from other foreign 
media. For instance 

President Ahmadi-Nejad 

Straits Times reported: \"Abe is more conservative than Prime 
Minister Koizumi and has rejected the legitimacy of the 
International Military Tribunal for the Far East. V 


Many articles expressed concern over Abe\'s \"lack of experience as a 
successor to Koizumi 

overseas. The September issue of the US publication Far Eastern 
Economic Review wrote: V'Unlike Koizumi 

people in the private sector 

and lawmakers. Japan will depart from the reform line. V 


11) Aso willing to serve as foreign minister under Abe 


MAINICHI (Page 2) (Full) 
September 19 


Foreign Minister Taro Aso 

indicated that if Chief Cabinet Secretary Shinzo Abe becomes the 
next prime minister and asks him to stay on 

offer. Asked 

Abe?" Aso said 


12) Minshuto\'s Ozawa 
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MAINICHI (Page 2) (Full) 
September 19 


Minshuto (Democratic Party of Japan) President Ichiro Ozawa and 
Deputy Director General Naoto Kan will visit lwo Jima 

site of a fierce battle in WWII 

firsthand look at places from which remains were collected and the 
ruins of air-raid shelters. 


The aim is to demonstrate their eagerness to tackle the issue of war 
responsibility 

indicate a lack of interest in the Liberal Democratic Party 
presidential election on Sept. 20. 


On Iwo Jima 
1945 
total 


Kan decided to independently visit the island out of the idea that 
Vpeople have forgotten the tragedy of war.\" But Ozawa 

reelected as party head on Sept. 12 

a desire to V'hide himself until (the extraordinary party convention) 
on Sept. 25 in order to avoid an expected uproar over personnel 
appointments in the party. V 


13) Leading Japanese banks to voluntarily refrain from business 
transactions with Iran\'s national bank; Mitsubishi-Tokyo-UFJ 
Sumitomo-Mitsui to fall in step with US measure 


NIHON KEIZAI (Page 1) (Full) 
Evening 


Leading Japanese banks 

Sumitomo-Mitsui Banking Corp. have revealed plans to voluntarily 
refrain from business transactions with Bank Saderat 

state-run bank. The US government has imposed a complete ban on 
business transactions with that bank for sending money to 

terrorists. These Japanese banks have decided to withhold trade with 
Saderat in line with the US governmentVs policy. 


Tokyo-Mitsubishi UFJ and Sumitomo-Mitsui will refrain from 
transferring dollars to Saderat from their domestic and overseas 
branches. Mizuho Corporate Bank intends to follow suit. As Japan and 
Iran have crude-oil business 

with Bank Saderat to pay for crude oil. It is concerned that if the 
settlement of trade accounts were suspended 

companies and leading trading houses would be affected. 


This is not the first time for JapanVs leading banks to refrain from 
trading with foreign banks based on a political decision. The 
voluntary restraint this time is presumably based on the judgment 
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that if they continue business with that bank against Washington Vs 
wishes 


14) Japanese 
during meeting to discuss sanctions on Iran 


NIHON KEIZAI (Page 1) (Excerpts) 
Evening 


Finance Minister Sadakazu Tanigaki and US Secretary of the Treasury 
Henry Paulson on the morning of Sept. 16 met in Singapore ahead of a 
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meeting of the Group of Seven (G-7) finance ministers and central 
bankers. They agreed that further efforts would be needed to reform 
China\'s yuan. With possible financial sanctions on Iran 

continuing its nuclear development program 

on Japan to work out concrete cooperative measures. 


This is the first time for them to meet since Paulson took office in 
July. 


15) Defense Agency to set up strategic planning office 


YOMIURI (Page 4) (Full) 
September 19 


The Defense Agency will launch a strategic planning office next 
fiscal year to study mid- to long-term defense policies. The new 
office will be set up in the Defense Policy Division of the Defense 
Policy Bureau. The Defense Agency wants the Diet to pass bills 
within the year in connection with its bid to upgrade its status to 
a ministry. Along with this 

policy planning functions in order for Japan to respond flexibly on 
its own to international terrorism 

nuclear ambitions and missiles 


For the time being 

deterrence in the new security environment; 2) international peace 
cooperation activities and exchange programs for the Self-Defense 
Forces with various countries; 3) maritime policy regarding natural 
resources in the East China Sea and teamwork with the Japan Coast 
Guard for territorial defense; and 4) space policy and Japan\'s 
national defense. 


16) Unannounced landfill planned for Futenma relocation 


TOKYO SHIMBUN (Top play) (Abridged) 
September 19 
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The central government and the Okinawa prefectural government once 
agreed in 2002 to relocate the heliport functions of the US Marine 
Corps\' Futenma Air Station in Okinawa Prefecture to a site in waters 
off the Henoko district of the island prefectureVs northern coastal 

city of Nago. On this issue 

on-site landfill-covering a total area of approximately 34 

hectares-in the city\'s Oura Bay to build a concrete foundation 
consisting of pontoon-type caissons needed to reclaim land from the 
sea 

United States wound up their intergovernmental talks over the 
realignment of US forces in Japan 

relocate Futenma airfield to a coastal area of Camp Schwab. However 
there is no change in the fact that an on-site scaffolding landfill 

is needed. The government will likely be saddled another issue of 

land reclamation 


The government has so far remained mum about the necessity of such a 
landfill. 


The Henoko offshore heliport plan was to reclaim land from the sea 
and install a facility of 184 hectares within the offing of Nago\'s 
Henoko district. The government conducted a geological survey of the 
seabed and then had to stop the survey as it faced local 

opposition. 
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According to Defense Facilities Administration Agency officials 
government had planned to sink a number of gigantic caissons-about 
20 meters long and wide each-in the sea to build a foundation for 

the offshore facility. In this connection 

planned to construct a caisson-manufacturing yard and a 
land-stockpiling site at sea. 


The government initially listed three candidate sites 

Kushi Bay and Oura Bay 

candidate location was Nakagusuku Bay. At the time 

developer had a plan to reclaim land from the sea in the northern 
part of Oura Bay to create a yacht harbor. This project became a 
decisive factor for the government to decide informally on its 

initial blueprint to lay down the Futenma alternative in Oura Bay. 
The DFAA planned to create an on-site landfill covering a total area 
of about 34 hectares and to offer it to local communities for 

nothing after the Futenma alternative is completed. The DFAA sounded 
out only a handful of Nago City officials on those plans so as not 

to spill the beans. \"We didn\'t go so far as to reclaim land from the 
sea 
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17) JDA to establish office in US 
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September 17 


Yoso Furumoto 


The Defense Agency (JDA) has decided to establish in Washington 
an intelligence liaison office 

the Japanese Embassy in the United States. The objective is to step 
up cooperation with US intelligence agencies. In order to prepare 
for the establishment of the office 

send a senior official from its Defense Policy Bureau to Washington 
and aim to put the office into full operation from early next year. 


In the past 

intelligence agencies. For instance 

ballistic missiles in July 

satellite photos and records of communications. 


But America\'s analytical methods are highly specialized 

the government have pointed out that simply sharing intelligence as 
part of crisis management when something happens is insufficient. 
Also 

Japanese Embassy in the US 

cases where it has been difficult for Japan to work together with 
the US. So the JDA deemed it necessary to have a liaison office of 
military intelligence experts on a regular basis. 


The JDA has assumed the US Defense Departments Defense Intelligence 
Agency (DIA) to be its liaison office\'s counterpart. DIA specializes 

in physical and chemical analysis 

and is tasked with coordinating intelligence offices under the 

Pentagon\'s control. In addition 

National Security Agency (NSA) 

intelligence 

which is in charge of photographic intelligence. 


18) US reluctant to reveal analysis of North Korean missiles 
MAINICHI (Page 2) (Full) 
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September 19 


The United States\' reluctance to allow the Defense Agency to release 
a detailed report on the test-launches of ballistic missiles on July 

5 by North Korea has forced defense chief Fukushiro Nukaga to 
announce the results of the analysis only orally in a press 
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conference. The Defense Agency released a report in the wake of the 
NorthVs firing of a Taepodong-1 missile in 1998. Although a senior 
defense official had expressed eagerness to \"fulfill the agency\'s 
accountability 

large part of the data necessary for the analysis came from the 
United States. 


SCHIEFFER 
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Continue\" The moderate Tokyo Shimbun editorialized 
(9/19): \"...It has been one year since North Korea 
pledged in a joint statement at the six-party talks to 
abandon its nuclear program. However 

refused to even attend the talks 

nuclear issue more elusive than ever. During their summit 
in Washington 

Roh agreed on the need for a peaceful solution to the 
DPRKs nuclear and missile issues and to cooperate toward 
a quick resumption of the six-party talks.... 


2. V The biggest reason for the standstill is 

the US financial sanctions imposed on North Korea one 
year ago.... These sanctions have dealt a major blow to 
an economy that was already on the brink of collapse... 
Citing the sanctions 

to the talks and also shot off seven ballistic missiles 

in early July 

2. The response from the international community was 
reflected in a UNSC resolution condemning the launches 
that was passed unanimously.... North Korea\'s saber- 
rattling diplomacy no longer works.... Pyongyang needs to 
realize that returning to the six-party talks is the only 
way out of the current impasse. V 


SCHIEFFER 
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unbalanced television coverage on the state-owned Zambia National 
Broadcasting Company (ZNBC) has been an ongoing problem. Justice 
Mambilima recently spoke with ZNBC management to tell them that 
their coverage of the elections was V'totally unacceptable V" and that 
it could not continue. The Justice said that she also called other 
media leaders to explain the law and their obligation under the 
electoral code of conduct to provide fair and balanced coverage. To 
allow the ECZ to evaluate compliance with the law 

asked the media outlets to maintain records of their news items and 
programming. 


6. (SBU) Justice Mambilima noted that the Ministry of Information 
and Broadcasting (MIB) exerts considerable influence over ZNBC and 
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speculated that problems with unfair coverage at ZNBC might be 
originating at the MIB. The Justice said that she expressed her 
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concerns about unfair media coverage to senior officials at the 
Ministry 

did not begin providing more equitable coverage 

for limits to be placed on the time the station could devote to 
covering the ruling Movement for Multi-party Democracy (MMD). She 
noted that ZNBC has the equipment it needs to cover all of the 
political parties and has no excuses for not doing so. The ECZ will 
monitor media coverage to ensure compliance with the law 
Justice emphasized. She admitted that the ECZ did not have the 
ability to monitor all community radio station programs 

using community radio as part of its efforts to educate voters in 
remote areas. 


Comment 


7. (SBU) Cooperating partners were uniform in their praise for 

Justice Mambilima and her staff at the ECZ 

lengths to ensure that the ECZ is prepared for the vote and does not 
repeat the mistakes of the 2001 election. Even though the ECZ has 
done good work 

CommissionVs effectiveness has been limited by the weak electoral 
reform bill signed by the president in May 2006 (Refs A-C). In its 

final report submitted to government in August 2005 

Reform Technical Committee (ERTC) anticipated many of the problems 
acknowledged by Justice Mambilima. The government has not complied 
with the ERTC recommendations that it fully implement the 
Independent Broadcast Authority (IBA) Act and the Zambia National 
Broadcasting Corporation Act to ensure equitable access to the media 
by all political parties. In the case of the IBA 

appealing a court order holding it in contempt for its refusal to 

submit to parliament a list of independent board members compiled by 
media bodies in accordance with the IBA Act. The government has 
also failed to act on the ERTC recommendation that it amend other 
election-related legislation to provide law enforcement agencies 

such as the Anti-Corruption Commission (ACC) 

regarding their role in the electoral process. 
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against Brash 


everyone goes off on holiday." 


Stakes rise as PM\'s private life now under scrutiny 
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5. (SBU) Meanwhile 

pointedly asking a journalist over the weekend how Brash could now 
speak of integrity in Parliament. But mud is sticking to her as 

well: Investigate magazine 

beliefs 

Peter Davis. Photos of Davis being hugged and kissed by an openly 
gay close family friend have graced the magazineVs pages as well as 
that of the popular Sunday Star Time Star newspaper. A furious Clark 
blames National for the smear campaign 

refuted. 


Comment: End Game for Brash Approaching? 
6. (SBU) By Kiwi standards 
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defined by unprecedented levels of tit-for-tat personal mudslinging 
and vitriol. While the personal intensity has increased 

relative standing of the players remains about what it has been. The 
only apparent change is the readiness of BrashVs colleagues in the 
National Caucus to find a new leader at the first opportune moment. 
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where both Christian and Buddhists reside. These are 

actually informers who are responsible to report on Christian 
activities in the villages 

churches or parsonages. Rev. Thang Ngai Om (PROTECT) from 
Myoma Baptist Church in Mindat said he had to negotiate with 
the District Peace and Development Council after informers 
reported on construction and renovation of religious 

structures. 


4. (C) Father Joseph Hmon (PROTECT) of St. Michael Catholic 
Church in Kanpetlet 

obtain permission from the Ministry of Religious Affairs 
Immigration Department 

Committee 

and National Races (NaTaLa) before his church could construct 
or repair Christian-related buildings. In most cases 

permission was never granted. Hmon managed to build a 
residence for Catholic nuns without permission by working 
through a construction contractor who knew how to bribe the 
authorities. However 

the area 

torn down. 
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5. (SBU) In Kanpetlet NaTaLa opened a school that accepts 
only Buddhist students and then guarantees them government 
jobs after graduation. Christian children must agree to 
convert to Buddhism if they want to attend this school. 


Christian Churches Persevere 


6. (C) Despite official repression of Christian activities 
the Catholic priest in Mindat operates a free boarding 
school 

feeds about 200 people daily despite a chronic budget 
deficit. He also supervises seventy young people he 
recruited to work as volunteers in village schools. In 
addition 

Churches Fellowship to promote awareness of the environment 
forest conservation 

people under 30 years old are illiterate in their mother 
tongue 
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to reprint a basic Chin language primer that was originally 
printed in 1935. 


UN and INGO Development Projects 


7. (SBU) UNDP area coordinator 

the only UN agency working in the region. Its Community 
Development for Remote Township (CDRT) program has a budget 
of $1.5 million. CARE Myanmar 

implements an Improved Food and Livelihood Security project 
funded by the EU and AusAID. EU Humanitarian Assistance also 
implements a one-year emergency water supply project. 

Project manager Zaw Pe Than said poor communications and 
severe weather are serious constraints and so far 

been able to complete work in only five of 35 villages. UNDP 
said inefficiency of the government banking system frequently 
cause long delays in project implementation. 


8. (SBU) UNDP Deputy Director 

southern Chin State in late August and told us that her visit 
confirmed UNDP\'s view that Chin State has the highest 
percentage of people living in poverty. She said that 

villagers in this area suffer from food insecurity for three 

to nine months of the year 

just before the monsoon rice harvest in July and August. She 
discussed possible alternatives to the common practice of 
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slash-and-burn agriculture 
and educational deficiencies created significant obstacles. 


9. (SBU) Both Thein Ohn and Shein Gay Ngai 
Natmataung National Park 

culture\" florist laboratory in Mindat or Kanpetlet 

relatively costly investment. This would enable local 
villagers to use transplants from the lab to grow orchids on 
their own farms for later export to China. Both contacts 
said commercial production of orchids would be a viable 
income generation project for the local population 
marketing 

difficult challenges. 


10. (C) Comment: Southern Chin State is one of the more 
difficult parts of the country to reach; diplomats cannot 

visit there without a travel permit issued by the Ministry of 
Foreign Affairs. The regime does not like outsiders to see 

the severe neglect and discrimination it metes on its ethnic 
minorities. Unfortunately 

amount of development assistance that reaches the most needy. 
The lack of access by UN agencies and INGOs perpetuates the 
religious discrimination 

that keeps this region at the bottom of the regime\'s barrel. 

End Comment. 
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truly sorry for the reactions caused by a brief passage of my 

speech. These were quotations from a medieval text that do not 
express in any way my personal opinion 

papers say the Pope has expressed regret 

apologizing for his statement. Turkish Religious Directorate 

(Diyanet) head Ali Bardakoglu rejected the Pope\'s remarks 

them а V'third-rate apology. Radikal says instead of apologizing 

the Pope merely said his remarks were a quotation. The 
Islamist-oriented Yeni Safak says the Pope will apologize on 
Wednesday in a detailed statement issued by the Vatican. Cumhuriyet 
claims the PopeVs statement was a \"provocation\" designed to spark a 
clash of civilizations 

East Project. 


The Greek Orthodox Patriarch Bartholomew | said he expected Turkish 
nationalists and Islamic activists to continue pushing for the trip 

the Pope is scheduled to make to Istanbul in late November to be 
cancelled. However 

Sunday before heading to New York to attend the annual UN General 
Assembly 

change in the visit.' Sunday papers reported that Gul had written 

to Benedict XVI urging him not to cancel his visit to Turkey 

it was an important opportunity to foster dialog between different 
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cultures. 


Columnist Mehmet Barlas 

Pope\'s remarks reflect his \"intolerance\" and \"lack of comprehension" 
of world affairs: Pope BenedictVs recent remarks deserve more pity 
than anger because they reflect his lack of comprehension of world 
affairs and his intolerance. It is a pathetic situation because he 
became the Pope at a time when the entire world is in most immediate 
need of consensus between civilizations and different cultures. 
However he seems even unaware of the most recent Danish cartoon 
crisis. Therefore his attempt to express \'regret\' does not change 
anything. The whole thing can be summed up by the slogan: as long 
as the Pope lives in Rome 


Writing in the mass appeal Hurriyet 

the Pope\'s remarks should not be surprising 

Vhappy news\" for President Bush: V'The recent incident and growing 
reaction against the Pope proved once again that the Islamic world 
is very vulnerable to provocations. LetVs not forget that the Pope 

is the leader of Catholic Christians and it does not require 

research to learn his basic approach to Islam. In fact whatever 
Muslim religious figures think of Christians 

the Pope about Muslims. In other words there is nothing to be 
surprised about here. At this point transferring a theological 
argument to the political arena will harm everybody. Meanwhile the 
growing reaction against the Pope in the Islamic world must be happy 
news for President Bush. President Bush\'s strategy to reshape the 
world is melded into the conflict of civilizations argument 

recent controversy only serves this purpose. V 


Ralston Meets Barzani 

Cumhuriyet 

Joseph Ralston 

Massoud Barzani 

president of the Kurdish Regional Government in northern Iraq 
express US uneasiness over the PKK activities in northern Iraq. 
Papers said Ankara had been discomfited by BarzaniVs offer of 
intermediation to Ralston for resolving the problems with the PKK. 

The main opposition CHP said the Barzani remarks marked the start of 
negotiations with the terror organization. 
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Rusen Cakir 

Erdogan may come to regret his upcoming trip to Washington if he 
Vfails to get something tangible\" from President Bush in the fight 
against the PKK: \"The US has not taken any concrete step to 
eliminate the PKK presence in northern Iraq despite the ongoing 
never-ending terrorist acts in Turkey. This has caused a serious 
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and growing anti-Americanism as it comes with three preconceived 
arguments. First 

resolve the PKK issue and its main focus is to work for an 
independent Kurdish state in Iraqd. Second 

intention of making the PKK give up violence by using military 
force. It is believed that the US wants to achieve this goal by 
forcing the PKK through the political system which 

come to Ankara in the form of some unacceptable demands from 
Washington 

Finally 

more radical reforms with the pretext of solving the Kurdish issue 
-- which may lead to a crack in territorial integrity. If PM 

Erdogan fails to get something tangible from President Bush in the 
fight against PKK 

It is no secret that there are many anti-AKP figures in the US 
capital and they seem to be close to the President. V" 


Sezer Stresses Secularism on First Day in School 

All papers report President Ahmet Necdet Sezer stressed in a message 
in connection with the opening of the new education year the 
importance of honoring AtaturkVs principles and secularism in 
education. Sezer called for the closure of illegal Koran courses in 
Turkey 

beliefs." Some 14 million primary and secondary school children go 
back to school today 


TV News: 
(NTV 


Domestic News 


- Turkish Land Forces Commander llker Basbug expressed determination 
to eradicate the PKK at a funeral in Van for security officials 
killed in clashes with the terrorist organization. 


- Osman Baydemir 

rejected charges that the wireless devices used in early last 
weekVs deadly Diyarbakir bombings had been similar to the devices 
found in the car of his brother two years ago. 


- TUSIAD chairman Omer Sabanci said current deficit and inflation 
levels were very critical indicators for the Turkish economy. 


- Guler Sabanci 
that the West has the wrong perception about her country - that 
women have always been highly regarded in Turkey. 


International News 


- The Knesset has authorized a war inquiry into the way the Israeli 
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government and military handled the Lebanon war. 


- Coalition talks between Palestinian President Abbas and the Hamas 
party have stalled over Hamas! refusal to recognize Israel. 


- Six bomb attacks across the oil-rich northern Iraqi city of Kirkuk 
killed 25 and wounded another 70. 


- Greek Foreign Minister Dora Bakoyannis said Turkey\'s EU membership 
will be possible only after the recognition of Cyprus. 


- Some 7 
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\"Operation Mountain Fury 
eastern Afghanistan. 


- The summit meeting of 118 Nonaligned Movement nations in Havana 
urged unconditional talks with Iran to solve the nuclear dispute and 
condemned the Israeli offensive on Lebanon. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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state. He rejects the notion that Salafists are Wahabbists 
calling this a \"common misconception\" by the ill-informed. 
Salafism 

of orthodox Sunni Islam and should not be associated with 
Wahabbism 

Qaeda \"hypocrisy\" which \"violates the sanctity of Islam.\" An 
articulate spokesman for his community 

it was especially important for Salafism in Azerbaijan to be 
apolitical given society and government\'s sensitivity toward 
Islamic radicalism. He added that because true Salafism is 
non-violent and inward-looking 

increased religious observance 

having a beard. This in turn contributes to the social 

perception that Salafists are different 

therefore more threatening. Gurbanov himself has hosted many 
television specials on religion 

the attention of the head of the Caucasus Muslim Board Sheikh 
Pashazade 


BAKU\'S ABU BAKR MOSQUE 
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7. (C) Gurbanov\'s comments square with the observations of 
most scholars we talked to about the central role of the Abu 
Bakr mosque community to Sunni Islam in Azerbaijan. Abu Bakr 
is perhaps the most visible sign of the growth of the Sunni 
community. Salafist supporters 

tell us that attendance at Friday prayers regularly reaches 
5000 - 7000 participants. During 2005 religious holidays 

over 10 

services resulting in the closure of several blocks around 

the mosque in central Baku. (Even if these figures are 
exaggerated 

largest in Baku.) Abu Bakr was built in 1997 by the 
Azerbaijani branch of a Kuwaiti charity. The mosque is run by 
Imam Gamet Suleymanov 

like Gurbanov 

Suleymanov 

authorities 

a Wahabbite\" and went on to explain that the large number of 
attendees at his sermons indicated a rediscovery of 
faithfulness and nothing more. 


8. (C) Local experts report that the Abu Bakr community is 
comprised of two basic groups 

elite 

Abu Bakr do so for the spiritual guidance of an educated 
Sunni leader 

these persons are often professionals 

beards and dress according to conventional dress codes but 
they have found the simplicity and piety of SuleymanovVs 
message appealing in a society overwhelmed by corruption. The 
second group 

Azerbaijani population presently disenfranchised from the 
country's oil wealth 

hopefulness. Yet the message remains reportedly apolitical 
according to sources who have heard his lectures 
Suleymanov reportedly stays away from overt criticism of the 
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Azerbaijani political leadership and the West. However 
scholars and human rights activists who follow Islam tell us 
that criticism of the U.S. and the Aliyev regime is growing 
in other 


9. (C) Beyond Baku\'s growing Sunni community 
communities are strong in northern Azerbaijan along the 
Dagestani border. Gurbanov told us that the north central 
city of Zagatala (his hometown) is today a center of Sunni 
Islam. Travelling in the regions 
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are active Sunni Salafist communities in Azerbaijan\'s 
northeastern towns 

periodically shuts down Sunni mosques and madrassas in this 
region 

Noting the increase in the size of the Sunni community 
Gurbanov claimed that Azerbaijan was nearing a 50-50 
Shia-Sunni split 

officials report. 


IRANIAN IMPACT ON SHIAS UNCLEAR 


10. (C) According to conventional wisdom 

influences the development of Shiite Islam in Azerbaijan. 
However 

religious life is less clear cut. A Shiite majority country 

most Azerbaijanis who attend religious services do so at 
state-controlled mosques falling under the jurisdiction of 
Sheikh Allahshukur Pashazade. Pashazade 

Caucasus Muslim Board and Azerbaijan\'s leading cleric 
also a long-standing GOAJ loyalist going back to the Soviet 
period 

successfully bought off. (There are widespread allegations of 
kickback schemes within the Sheikh\'s apparatus.) GOAJ 
officials also tell us that they write the sermons for many 

of Pashazade\'s mosques 

pro-government line. 


11. (S/NF) Iranian influence is believed to be strongest in 

the network of unofficial mosques and Shiite religious 
communities that are outside of Pashazade\'s control. We do 
not know how many \"underground\" mosques exist or the size of 
these communities 

(in contrast with Abu Bakr) but growing network of Shiite 
communities 

also are believed to receive funding and support from a range 
of Iranian Government and charitable organizations. Most 
prominent among these is the Juma mosque community led by 
Imam ligar Ibrahimoglu. The GOAJ evicted Ibrahimoglu\'s 
community from its Baku mosque in 2004 ostensibly because of 
its lack of legal registration. Ibrahimoglu 

leader who studied in Iran for several years 

his anti-corruption 

community of several hundred worshippers. 


12. (C) Ibrahimoglu 

society because he is an outspoken human rights and democracy 
advocate - making him something of an anomaly in the ease 

with which he moves between conservative Shiite religiosity 

and Western democracy rhetoric. Ibrahimoglu openly campaigned 
on behalf of opposition party political candidates in 
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Azerbaijan\'s 2005 parliamentary elections drawing the GOAJVs 
attention and ire. (Shortly after the parliamentary 

elections 

amend the Law on Religious Freedoms to prohibit political 
activities by religious leaders.) Credible human rights 
activists who know Ibrahimoglu well also quietly tell us that 
he receives financial support from Iranian sources. Scholars 
claim that Ibrahimoglu only emerged as a high profile leader 
of the unofficial Shiite community when the Iranian Cultural 
Attach in Baku 

Iran\'s supreme council) stepped aside from his leadership 
role in the community. 


13. (C) Iranian influence is also widely felt in the village 

of Nardaran 

an independent-minded 

viewed as out of step with mainstream society. Construction 
of Nardaran\'s principal mosque is believed to have been 
financed by an Iranian charity. The Nardaran community was 
also among the only to protest the publication of the Danish 
caricatures of the Prophet Mohammed earlier this year 

more recently the Israeli-Hizbullah conflict in Lebanon 
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burning Israeli and American flags. 


14. (C) Religious scholars also report that Iranian religious 
proselytizing is quite active in southern Azerbaijan 

experts tell us Iranian charities sponsor unofficial 
communities and religious festivals. GOAJ officials by 
contrast claim that they have successfully arrested Iranian 
influence in the south by expelling mullahs 
Iranian-sponsored madrassas over the past five years. The 
Government may be having some success at curbing Iran\'s 
religious influence. The leading Shiite official Imam in the 
southern city of Lenkoran states that his goal was to protect 
the community from Iranian religious incroachment. As proof 
of his success 

leader appointed by Sheikh Pashazade 

madrassah he operates where students study a modified liberal 
arts curriculum alongside Shiite theology courses. Later on 
visiting the ImamVs three primary mosques in Lenkoran 
apparent that this young 

popular with the community 

public on the street. 


THE STATE COMMITTEE: AZERBAIJANVS DIYANET 
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15. (C) In addition to the state control licensed through 
Sheikh Ul-Islam Pashazade 

Committee for Work with Religious Associations (SCWRA) in 
2001 

Affairs. The Committee\'s first chairman 

his authority to regulate the registration 

operations of any religious group operating in the country. 
Aliyev 

micromanage the Sheikh\'s officially sanctioned Shiite 
community 

long-standing presidential aide 

started a public rapprochement with the Sheikh. Orujov also 
publicly reaffirmed the GOAJ line on radicalism telling 
reporters August 28 that the mission of the State Committee 
was to prevent the spread of religious extremism and stop 
groups from \"destabilizing Azerbaijan.\" 


COMMENT 


16. (C) Religion clearly is taking on an increasingly 
important role in Azerbaijan. The political impact of 

religious observance in Azerbaijan is less clear. Public 
expectations of Ilham Aliyev\'s ability to deliver on his 
promise of a Westernized 

society are very high. Over the long term 

as a political and social force will depend in large measure 
on the Governments ability to deliver on these promises. The 
GOAJ is acutely aware of religion\'s potential in society; the 
real question is whether the GOAJ can balance legitimate 
religious freedom issues with what it perceives as a growing 
security threat. 

DERSE 
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of 10 children in Diyarbakir. Basbug condemned the bomb attack 
and expressed his strong desire to track down the perpetrators. 


EVRENSEL / OZGUR GUNDEM: One week after the Diyarbakir 
bombing 

bombing\'s perpetrators were being pursued or not. The daily 
pointed out that during a period when the DTP and civil society 

were calling for the PKK to cease fire 

preparing to respond positively to the call 

ignored the PKKVs recent condemnation of the bombing and had not 
paid any attention to the Turkish Revenge Brigade 

responsibility for the attack on its website. The authorities 

have reportedly also turned a deaf ear to allegations that the 
\"Atabeyler gang!" and former retired JITEM members were allegedly 
summoned back for duty in the region a while ago. According to 
Ozgur Gundem daily 
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TIT (Turkish Revenge Brigade) 
the bomb attack 

under the auspices of the military. 


EVRENSEL: Mass organizations and political parties held a 
demonstration in Tunceli to condemn the Diyarbakir bomb attack. 
DTPVs Adiyaman chapter also held a silent demonstration and made 
a press announcement in the province. 


BOLGE: PKK supporters in Mersin carried out unauthorized 
demonstrations in some parts of the province to protest the 
Diyarbakir bombing. When demonstrators hurled stones and 
Molotov cocktails at the police 

armored police vehicles. 


OZGUR GUNDEM: Representatives of political parties in 

Batman 

announcement to condemn the Diyarbakir bombing and expressed 
messages of solidarity. 


OZGUR GUNDEM: The coffins of six PKK terrorists who were 
killed in an operation in a village in VanVs Ercis district (see 

the press summary for September 17) have been brought to the 
Ercis State Hospital. Some families came to the hospital to see 
whether their family members were among the dead. 


OZGUR GUNDEM: Southeastern Journalists\' Association held its 
annual journalism awards ceremony. Kurdish author Mehmet Uzun 
was given the special jury award during the ceremony. 


OZGUR GUNDEM: Human Rights Associations Diyarbakir Chapter 
established the European Human Rights Center under a joint 

project with the IFIAS (Institute for International Assistance 

and Solidarity) in order to expand its capabilities for sharing 
information and dialogue. 


OZGUR GUNDEM: A CHP deputy asked the parliament whether the 
government had signed an agreement with the U.S. guaranteeing 
that it would never carry out a cross-border operation targeting 

the Qandil Mountain іп the northern Iraq. 


OZGUR GUNDEM: Members of the Human Rights Sub-Committee of 
the European Parliament will come to Turkey to meet with human 
rights representatives in Istanbul and in southeastern Turkey. 


BOLGE: AKP Adana Provincial Chairman Mustafa Attaroglu told 
journalists that he was a peaceful man who dealt with issues 
calmly. Attaroglu 

investments in Adana province 

challenges in the province and to overcome difficulties was to 
foster cooperation and solidarity. 
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BOLGE: Six kilograms of hashish 
YTL 
coach in Hatay\'s Iskenderun district during an anti-drug 
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trafficking search operation. 


HURRIYET ONLINE: A fire broke out yesterday at around 11 p.m. 
in a wooded area in Hatay\'s Samandag district. Firefighters 

were not able to reach the fire because of the rough and 

elevated terrain in the area. 


EKSPRES: This daily reported alleged irregularities carried 
out with computer and medicine purchases made by the Provincial 
Health Directorate of Adana. 


SABAH (GUNEY): Turk Harb-Is (Defense Industry and Allied 
Workers Union) held a number of protests against the recent 
laying off of 17 workers who were employed at VBR (Vinnel-Brown 
And Root Co.) and AAFES (Army and Air Force Exchange Service) 
companies at the 39th Wing Air Base in Adana\'s Incirlik 

district. 


EVRENSEL: As the new school year starts today for millions of 
students in Turkey 

Union) drew attention to education-related issues in the 
southeastern province. According to the union 

violent environment has serious adverse effects on education. 
YIBOs (Boarding Schools for Primary School Children) had 
reportedly been employed also as barracks for soldiers. 
Moreover 

of the districts of the region had reached serious levels. The 
schools also lacked facilities such as libraries and 
recreational areas. 


SABAH (GUNEY): The seventh International Mersin Festival has 
ended. 


SABAH (GUNEY): American soldiers working at the Incirlik 
Airbase played a friendship basketball game with one of Adana\'s 
local teams. 


OZGUR GUNDEM: The first snow of the year fell in the Ararat 
Mountain in Agri. 
GREEN 
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AFP would continue its ongoing operation to capture or kill 

the senior Abu Sayyaf Group and Jemaah Islamiyah leadership 
on the island of Jolo through the month of Ramadan. Esperon 
emphasized respect for the chain of command 

endorsed Philippine Defense Reform 

a long-term effort. Defense Secretary Cruz 

for Defense Reform Carolina 

AFP and Philippine National Police attended the event in a 
clear sign of support. END SUMMARY. 


2. (U) On September 11 

Chief of Staff of the AFP delivered major policy speech to 
the Manila Overseas Press Club 

vision for the AFP. Esperon covered a broad range of topics 
including counterterrorism strategy 

chain of command 

Philippine Defense Reform. 


3. (U) Esperon said the AFP will pursue a three pronged 
approach to defeating terrorism: (1) to deter; (2) to 

defend; and 

of deterrence is building the capacity of government forces 
engaged in the fight against terrorists. Esperon pointed to 
the importance of bilateral and multilateral initiatives and 

to strengthening linkages among various domestic agencies 
including the AFP 

Bureau of Investigation 

Esperon advocated stationing troops in and around vital 
infrastructure 

facility on Palawan and the Subic-Clark Expressway. Esperon 
said to destroy terrorist groups 

off critical terrorist nodes 

funds and equipment." He stated that this strategy had 
worked against Jemaah Islamiyah 

sustain and intensify its ongoing campaign against the Abu 
Sayyaf Group in southern Mindanao 

question and answer session that the AFP would continue its 
ongoing operation to capture or kill senior Abu Sayyaf and 
Jemaah Islamiyah leaders on the island of Jolo through the 
Muslim month of Ramadan. Esperon cautioned against 
complacency and assured his audience that V'your AFP is firmly 
resolved to pursue terrorists." He urged them to support the 
Anti-Terrorism bill 

Senate. 


4. (U) Esperon strongly endorsed Philippine Defense Reform 
(PDR) 

overnight. He noted that because of PDR V'by 2010 

will be stronger than (it is) today. V 


5. (U) When asked about military adventurism and past 
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military involvement in coup attempts 

rejected any effort to change government through violence. 
He said he supported prosecution of Brigadier General Danilo 
Lim 

the February 2006 alleged coup plot. 


6. (U) The following quotes provide some flavor for Esperon\'s 
thinking:: 


-- \"The entire AFP is a CT (counterterrorism) unit. V" 
-- “Тһе best antidote to terrorism is development. V 


-- VAny self-respecting military man respects the chain of 
command. 


-- VWe respect the CPPVs (Communist Party of the 
Philippines) right to free speech; As long as they are not 
involved in (military) engagements 

benefit of the doubt. V 


7. (U) COMMENT: The Overseas Press Club address was a major 
event for Esperon 

engage the press. His remarks demonstrated that he has a 

clear sense of where һе wants to take the AFP. Couching his 
speech to a domestic audience 


words V'your AFP\" on numerous occasions to demonstrate the 
militaryVs links to the Philippine people. Secretary of 

Defense Avelino Cruz 

Ernesto Carolina 

Philippine National Police attended the event in a clear sign 

of support. At one point Secretary Cruz was invited to say a 
few words 

limelight to the Chief of Staff. END COMMENT. 
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even limited air pollution monitoring and emissions data. In some 
cases 

the provincial and municipal governments should more actively 
promote data sharing 

Should the academics and researchers push the point on air quality 
they find that their opinions are either ignored 

strongly 

altogether. 


Need for More Resources and Better Coordination 
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4. (SBU) A large-scale intensive field study 

Quality Research Experiment (CARE) 

summer. In July 2006 

particulate matter (PM) 

data were monitored. More than 20 municipal Environmental 
Protection Bureau (EPB) monitoring sites in the PRD participated in 
this study in an effort to improve their understanding of the 

regional formation and transport of PM and ozone. The CARE team 
leader said that he would like to conduct a year-round study 

lack of resources and coordination difficulties prevent this. The 
team hopes that the PRD authorities and the USG will sponsor such 
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studies in the future. 


Desire to Learn More from EPA 


5. (U) Researchers and even a number of South China Environmental 
Protection Bureau (EPB) officials have expressed strong interest in 
learning more about U.S. EPAVs experience and its air quality 
research and management technologies 

Quality Modeling System 

Air Quality Forecasting and Notification System 

trading system 

project in Beijing. 


Enthusiasm for Possible TDA Study 


6. (U) Chinese officials and scientists welcomed the idea of a U.S. 
Trade and Development Agency (TDA) feasibility study on expanding 
the PRDVs monitoring network. They also indicated that they plan to 
purchase at least some environmental monitoring equipment from U.S. 
companies. 


Comment: Things Are Changing 


7. (SBU) While the public environmental rhetoric is moving in the 

right direction (see refs A through C for PRD authorities public 
recognition of the severity of the air pollution problem) 

bureaucratic wrangling remains an obstacle as local leaders balance 
environmental concerns with the need for continued economic growth. 
Despite potential retaliation 

willing to continue to speak their minds and put some public 

pressure on the authorities. While progress towards pollutant 
emission reduction is possible 
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MANPADS. As reported in ref-emails 

approximately 54 Strela 2M (SA-7) MANPADS in its inventory 
all of which it is prepared to destroy. That would leave the 
GOM with an active inventory of eight Strela 10M (SA-13) and 
five Igla (SA-16) systems for its air defense. 


3. (SBU) Unedited English-language text of the letter follows: 


Ministry of Defense 
Republic of Macedonia 


Skopje 
Your Excellency: 


Allow me on behalf of the Ministry of Defense of the Republic 
of Macedonia and my personal behalf to express my 
satisfaction with the fruitful cooperation between our two 
countries 

support that the United States of America has been giving to 
the Republic of Macedonia 

Army of the Republic of Macedonia in the Euro-Atlantic 
integration process. 


| would like to use this opportunity to inform you that we 

are pleased to accept your assistance in the process of 
destroying the portable air defense systems \"Strela - 2M.\" | 
personally believe that this activity is of mutual interest 

and will be another confirmation of our successful 
cooperation. 


| sincerely hope that our cooperation will continue to expand. 
Respectfully 


Lazar Elenovski 
Defense Minister of the Republic of Macedonia 


H.E. Gillian Milovanovic 
Ambassador 
U.S. Embassy to the Republic of Macedonia 


End text of MOD letter. 
4. (SBU) Guidance Request: Embassy requests Department 


provide information on next steps required to secure USG 
funding to support the destruction of Macedonia\'s MANPADS. 
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support given and sacrifices made so far and to explain why 

it is critical that we sustain and even increase our efforts. 

Key messages should be that Afghans are allies in the GWOT 
that our engagement will ward off another 9/11 

embrace a moderate version of Islam that does not pose a 
threat to the West 

up its effort to ensure that continued security and 
reconstruction aid will succeed in securing this vision. 


On Corruption: 


12. (S) It will be easier for Karzai to say thank you for 
support than to accept what he will see as criticism. He 
nevertheless needs to hear in Washington what he is hearing 
in Kabul -- as advice from a friend and partner -- that he 
must do more to fight corruption and encourage good 
governance. Partly in response to the weakness of his 
government and as an attempt to balance out competing 
political interests 

stronger candidates who would like to serve to appoint weak 
and corrupt individuals to key positions. He needs to demand 
that the new Attorney General 

Supreme Court deliver high-profile prosecutions and 
convictions of corrupt officials 

when they act. 


13. (S) Karzai must not only remove corrupt governors and 
officials and vigorously pursue prosecutions of high-profile 
narcotics trafficking and corruption cases 

insist that local officials charged with corruption be held 
accountable. We need Karzai to keep moving ahead on 
replacing the 14 bad police chiefs identified by the 

probation board. He needs to understand that 

evidence might not stand up in court 

among his staff 

as corrosive to the credibility of his government and 
leadership as proven crimes. One of the most symbolically 
important things Karzai could do would be to persuade his 
brother Ahmed Wali Karzai 

and a narcotics trafficker 

must understand that failure to move in this area undermines 
his leadership at home but also invites questions from 
Congress and the American People. Afghanistan should ratify 
the UN Convention against corruption. 
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On Counternarcotics: 


14. (S) Karzai has been advised that American audiences 
especially on the hill 

is willing to take to fight narcotics and the terrorism it 
finances. He needs to avoid complaining that the West has 
not provided enough alternative livelihood support 

rather acknowledge the situation is critical and say 
unequivocally that his government -- including its 
centrally-appointed governors -- are prepared to go after 
poppy production. Karzai should acknowledge 

privately 

alternative to ground based spraying in provinces at or near 
the tipping point. 


On Financing Provincial and Local Government: 


15. (S) Karzai and the legislative branch need to rethink 

how to fund and structure provincial and local government. 
The current provincial system has an extremely limited budget 
that lacks transparency and fiscal sustainability. Governors 
now rely on ad hoc methods and budgets to carry out their 
responsibilities -- an open invitation to corruption. The 

GOA needs to raise revenue in a transparent manner 
through with customs reform 

people that they cannot expect to receive services from a 
government they are not willing to pay for. The Ministry of 
Interior must follow through on rank-and-pay police reform as 
its highest priority 

nationally-trained police into every province at the earliest 
possible date. 


On Pakistan: 


16. (S) The two leaders say they are committed to moving 
ahead Vas friends" on a process to address cross-border 
issues 

Karzai will need results to convince the Afghan public he was 
not hoodwinked by Musharraf 

his subordinates to avoid public remarks that criticize 
Pakistan. We should ask him to make clear to Musharraf that 
he is open to pursuing confidence-building measures 

it easier for the top GOP leadership to deliver on its part 

of the bargin. 


On Leadership: 
17. (S) In the end 


down to leadership. We must encourage continued positive 
momentum while impressing on Karzai the need to invest his 
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political capital to build his national stature 

continue to ebb away. That means taking some tough decisions 
and actions -- on sustaining and nurturing political 

engagement with Pakistan 

trafficking 

demonstrate he is the President of and for all Afghans 

on sharing responsibility with ISAF and Coalition Forces for 
improving security. We 

strong enough and Afghanistan not stable enough for him to do 
these things without our encouragement 

pressure 

NEUMANN 
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of underage soldiers 

means to verify SPDC claims. The military continues to 
refuse UNICEFVs request to make regular 

to military induction centers. 


3. (C) Thein Sein claimed that the SPDC is following its 2004 
Plan of Action to eliminate the recruitment of child soldiers 

and had briefed all recruitment centers on proper recruitment 
protocols. The latest report from the Ministry of Defense to 
UNICEF claims that in the period from February to May 2006 

the Burmese army discharged 55 new recruits 

were deemed to be underage and 12 others who were released in 
response to appeals by their families. The rest were 

declared unfit for military service due to unspecified 

reasons. 


4. (C) UNICEF has requested that the SPDC identify a 
technical point-of-contact with whom UN agencies could work 
on child soldier issues. UNICEF also offered to assist to 
rehabilitate and reintegrate child soldiers released by the 
military and to conduct awareness workshops for the 

military\'s recruitment personnel. The GOB has yet to respond. 


5. (C) UNICEF believes that recent NGO claims that the 
Burmese army has as many as 70 

exaggerated. They note that this figure would represent 

almost 20 percent of Burmese armed forces 

impossible to keep so many child soldiers out of public view. 
UNICEF claimed that a human rights organization extrapolated 
this figure based on a very small sample. Absent free access 
to military camps and recruitment centers 

that it is difficult to accurately estimate the number of 

child soldiers. 


6. (C) On August 30 
EconOff he received credible information that child 
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recruitment continues 

pressure to meet the regime\'s target of a total military 
force of 400 

to trick and that recruiters focus on street children 
children in transit 

without identity cards. He said that if families claim their 
children before the army sends them to induction and 
training 


CHILDREN IN ETHNIC ARMIES 


7. (C) UNICEF confirmed there are also child soldiers among 
Burma\'s ethnic armies 

UNICEF field workers reported seeing significant numbers of 
soldiers in the United Wa State Army (UWSA) who clearly were 
underage. Wa officials freely admitted to Charg that at age 

16 males must join the UWSA (reftel). UNICEF and UNHCR in 
Thailand have held talks on child soldiers with the Karen 
National Union (KNU) and the Shan State Army - South. Both 
groups responded to the UN in writing 

not and would not recruit child soldiers. The KNU\'s letter 
stated the KNU was committed to not accepting underage 
volunteers in its army 

law. The KNU vowed to take action against anyone who 
recruited child soldiers. Dufay said the KNU is eager to be 
removed from the UNSYG\'s list of armed groups that recruit 
child soldiers. 


8. (C) COMMENT: Absent any means of independent verification 
both the regime\'s and armed ethnic groups" denials that they 
recruit any child soldiers are impossible to access. 
International attention to the issues has forced the regime 
and the KNU to address the issue 

SPDC and the KNU are condemning the practice publicly. 
However 

recruiters to fill ranks 

insurgent groups will find it hard to resist recruiting child 
soldiers until the strategic costs truly outweigh the 

tactical benefits. END COMMENT. 
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the election in 2007. Loughnane believes that with the good 
economy and a high level of public trust in Howard 
Government is the favorite going into the 2007 elections -- 
as long as the economy continues to do well. Loughnane 
dismissed the fact that most national polls in the last six 
months show the ALP with a slight lead 
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also occurred a year before the last two elections (both won 
by Howard). 


3. (C/NF) On Iraq 

popular 

in general supported the wider fight of the Western 
democracies against terrorism. The Australian military 
presence in Iraq would not be a serious political issue for 
the Government as long as there were no casualties 


4. (C/NF) Asked to comment on the phenomenon that the 
Coalition governed nationally but the ALP controlled all the 
states and territories in Australia 

control of the states was cyclical. The ALP had won power in 
a number of states in the 1980s 

in government 

come back. The Labor victories in some of the key states 
since then had been very close. The Coalition had believed 

at the time that they would be able to win back control after 
one term but the ALP had used the power of incumbency wisely 
and its governments had won reelection with bigger margins of 
victory. Loughnane noted that the Liberals had some good 
young politicians in the state parties and he maintained that 
the PartyVs fortunes in the states would turn around. 


5. (C/NF) COMMENT: Loughnane\'s comments on the election and 
Iraq echo what we have heard elsewhere from government 
sources. He seemed quite confident on the prospects for the 
elections but stressed several times that the economy was the 
key. Other commentators have also argued that ALP control of 
the states is just a cyclical phenomenon 

strategist for Premier Peter Beattie 

resounding reelection in Queensland (Ref C) 

ALP in states like New South Wales and Victoria learned the 
lessons of their defeats 20 years ago and have taken control 

of the political center by proving they can be conservative 
managers of the economy 

agreed that ALP control at the state level made grassroots 
organizing more difficult for the Coalition but still 

expressed confidence in the Coalition\'s prospects. 
MCCALLUM 
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directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3 

the airport terminal. The train fare is 2 

Twenty-four hour currency exchange facilities are available 
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in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal 

may enter the Embassy. Absolutely no laptop 

owned 

TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop 

special pre-approval 

If you would like to bring a US government owned and 
provided laptop computer into the Embassy 

RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. The events of September 11 at the 
World Trade Center 

serve as a cruel reminder of the continuing threat from 
terrorists and extremist groups to Americans and American 
interests worldwide. This situation remains fluid and 
American citizens should be aware of the potential risks and 
take these into consideration when making travel plans. The 
Department will continue to develop information about 
potential threats to Americans overseas and to share credible 
threat information through its consular information program 
documents available on the internet at the Bureau of Consular 
Affairs home page: http://www.travel.state.gov. 


8. (SBU) The general threat from crime in Tokyo and 


throughout Japan is low. Crime is at levels well below the 
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U.S. national average. Violent crime is rare 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low 
common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (U) As the U.S. Government has reported in public 
announcements over the last several months 

interests abroad may be at increased risk of terrorist 

actions from extremist groups 

include suicide operations. Most recently 

we had unconfirmed information that terrorist actions may be 
taken against U.S. Military facilities and/or establishments 
frequented by U.S. military personnel in Korea and Japan. 
Americans should increase their security awareness and avoid 
locations where Americans are generally known to congregate. 


10. (U) In addition 

information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past 

official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile 

times for all required travel 

from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious 

objects 

authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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a mere product of ISI machinations.\" For Indian observers 
Singh\'s ability to restart the composite dialogue 

bringing along hardliner National Security Advisor NK 
Narayanan 

Foreign Secretary-designate Shiv Shankar Menon\'s immediate 
addition as a negotiator is also seen as a significant move 

for PM Singh 

ally in the MEA who shares his interest in pushing talks 
forward. 


Terrorism Committee to Placate Critics 
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(S) 3. Hindustan Times Foreign Editor Pramit Pal Chaudhuri 
known for his inside perspective in the Prime Minister's 
office 

terrorism is unlikely to be much more than a token committee 
\"with heads of Indias Research and Analysis Wing and 
Pakistan\'s Inter-Services Intelligence Directorate sitting 

and staring at one another suspiciously and getting nothing 
accomplished." That said 

the Prime Minister to answer to his critics by adding a 

formal piece to the composite dialogue process that 
specifically addresses terrorism. This allows Singh to 

revive stalled talks over Siachen and Sir Creek 

Chaudhuri further commented were very close to resolution. 


Opposition Growing 


(S) 4. Opposition Bharatiya Janata Party (BJP) President 
Rajnath Singh held an unusual Sunday conference on September 
17th 

accusing Singh of giving the impression that the GOI had 
forgotten the terror victims in Mumbai. Hindustan Times 

Foreign Editor Chaudhuri further said one BJP official had 
threatened in an email to hold a sarcastic candle light vigil 

for Pakistan in response to PM Singh\'s statement that 
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\"Pakistan too suffers from terrorism.\" Chaudhuri also said 
B. Raman 

desk and often represents the hardline in India Vs 

intelligence community 

condemning the meeting. Chaudhuri further commented that 
despite the Prime Minister\'s greatest efforts 

Siachen and Sir Creek would be \"dead\" if there was another 
major attack on Indian soil in the next year. 


(S) 5. Comment: PM Singh has once again put his reputation 
on the line to push forward with peace talks with Pakistan. 
Thus far there is public and private support for Singh\'s 
actions 

does not come through with concrete efforts against 
terrorism. PM Singh\'s meeting with Musharraf also drew 
attention away from the fact that he was at a meeting with 
leaders of Cuba 

Minister and other members of India\'s delegation to the 
Non-Alligned Movement meeting are scheduled to return to New 
Delhi on September 19th. Post will follow up with Indian 
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officials in the coming days to monitor their reactions to 
the Singh-Musharraf meeting. 

MULFORD 
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Albanian negotiators has also put on a more than credible 
showing in Vienna 

repeated requests for more concessions on decentralization 
and community rights with flexibility and seriousness of 
purpose. For this 

direct political hit -- President Sejdiu and his LDK 

compatriots have been accused of \"selling out\" to the Kosovo 
Serbs without any corresponding concessions from Belgrade 
while opposition UT members Surroi and Thaci have seen their 
parties grow restive in an enforced and unnatural (though 
necessary) alliance with the governing coalition. Further 
though the political atmosphere is highly charged in this 
pre-status timeframe 

of the landscape 

south and north of the Ibar River at an all-time low. 


3. (C) That any of this is the case is not by accident. 
Progress on standards 

rivals 

factions of Kosovar society has been predicated on the 
prospect of a clear resolution this year to the status 
question. Using the leverage of the status process 

kept this house in order and -- more to the point -- we have 
empowered Kosovo\'s moderate leadership to seize the 
initiative and propel Kosovo firmly in the direction of 
inter-ethnic cooperation and democratic institution-building. 
We obviously have a long way to go 

remains the engine for positive change. 


4. (C) Take away the prospect for a settlement of status by 
the end of 2006 

dangerous forces to seize the political stage in Kosovo. 
Delay will almost certainly fracture the Unity Team itself 
beyond repair. What tenous control members of the Team have 
over voices within their own parties arguing against 
decentralization (and indeed any concessions to the Serbs) 
will also diminish precipitously. Most worrying 

significant extremist Albanian elements -- whose activities 
have thus far been kept in check -- will find fertile ground 
for an expanded base of support. Even random acts of 
violence 

status process 
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lead to a downward spiral of conflict and destruction. What 
chance we have now to navigate through an admittedly 
difficult patch and find a productive modus operandi with 
Serbia post-status 

out 

violence and mutual recrimination. 


5. (C) The imperative of moving resolutely towards a status 
decision is further underscored by the economic difficulties 
facing Kosovo this winter and beyond. Credible reports from 
the World Bank and our own assessments point to the 
possibility of a far bleaker winter season -- with regular 
power outages and energy infrastructure failures -- than even 
those of the last few years; combined with growing 
unemployment as a consequence of UNMIKVs departure and any 
delay in the status determination 

storm" of events leading to social unrest 

exploited by irresponsible elements of Kosovo\'s political 
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spectrum. Nor would Kosovo\'s long term prospects for 
stability be served by its continuing inability to attract 
private investment or financial support from the IFIs under 
current legal arrangements. 


6. (C) The immediate period ahead of us will be difficult 

all around 

where increasing fire is being levelled at Kosovar 

negotiators and where even parliamentary members from 
Kosovo\'s governing parties have taken potshots at their 
political leaders for appearing too \"generous\" to the Serbs. 
With our unceasing support 

of a status decision by year\'s end 

leadership can and will weather the storm and emerge stronger 
at the other end. Under any other circumstances 

cannot be sure what the future will hold here. We would urge 
that the status determination timeline proceed forward as 
planned 

will do everything possible to bring the process to a 

positive conclusion. 


7. (U) U.S. Office Pristina does not/not clear this cable 
for release to U.N. Special Envoy for Kosovo Martti Ahtisaari. 
KAIDANOW 
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disputes 

clashes between border forces 
negotiations 
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(Bangladesh\'s only other extradition treaty is with 
Thailand). END SUMMARY 


2. (C) The atmospherics in recent visiting PolCouns/Dhaka 
and poloff meetings with MEA 

Commission 

Indo-Bangladesh Home Secretary-level meetings that took place 
on the 24-27 August were more a reaffirmation of joint 
interest and the need to cooperate more closely in bilateral 
affairs than a hard-hitting discussion on critical issues. 

Mr. Sanjiv Kohli 

that the GOI presented the Government of Bangladesh (GOB) 
with substantive evidence that terrorist elements involved in 
the Mumbai bombings had infiltrated India from Bangladesh. 
He did not divulge the specifics. Conversely 

queried Ms. Mushfee Bintu Shams 

the High Commission of Bangladesh 

as V'the same old thing 

have evidence but it is never concrete. The Political 
Minister did admit 

elements occupying both sides of the border with designs to 
destabilize both countries. She noted that \"terrorism is not 
a one way street\". Both sides agreed that the only way to 
curb transborder terrorism was to continue to talk and 
engage. 


3. (C) Regarding the recent Indian Border Security Force 
(BSF) and Bangladeshi Rifles (BDR) clashes in Assam in early 
August 

in Chittagong 

for all border aggressions and violations. MEA\'s Mr. Kohli 
was more restrained in his analysis and stressed that the 

both sides needed to communicate more closely on the 
governmental 

and avert further skirmishes. He also pointed out that 
progress was made on the resolution of longstanding boundary 
and fencing disputes with the Joint Boundary Working Group\'s 
(JBWG) upcoming initial \"joint visit\". The Bangladeshi 
Political Minister said that the border clashes were 

regrettable but also noted that they happen frequently. She 
added that in areas absent of fencing along the 4 

kilometer shared border it was impossible to distinguish 
boundaries which leads to actual and perceived incursions and 
arise in border tensions. She also alluded to part of the 

1974 exchange of land between India and Bangladesh and 
claimed that India never turned over land to the GOB as 
specified in the agreement. While less than optimistic 
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regarding the finalization of the 1974 Land Boundary 
Agreement 

negotiations were the only solution and must continue. 
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= The vehemence of India\'s \"Best and Brightest\" 


4. (C) Meetings with Indian think tankers left one 

over-arching impression: The Indians believe that Bangladesh 
bears all the responsibility for the current bilateral 

problems and some of India\'s internal woes. Poloffs met with 
a panel of four research officers and fellows from the 

Institute of Conflict Management and Peace Studies and were 
struck by the intensity of their conviction that illegal 
Bangladeshi immigration was de-stabilizing their country 

that it was undeniable that cross border terrorism was 
originating from Bangladesh 

responsible for all outbreaks of violence between border 
forces. The same sentiments were communicated by Dr. Ajai 
Sahni 

Management. He echoed the stance of Institute for Conflict 
Management and Peace Studies more forcefully and said that he 
would send poloffs concrete evidence that Indian insurgent 
groups and terrorists were using Bangladesh as a haven for 
their operations against India. NOTE: Poloff will follow up 

to obtain the \"evidence\" offered by Dr. Sahni 

expected to go beyond press reports. END NOTE 


5. (C) Ms. Sham\'s discussions regarding Indo/Bangla 
negotiations for waterway rights (negotiations on one of 
fifty-three rivers have been successfully concluded) 

borders 

consistent undercurrent: While the Bangladeshis appreciate 
India\'s assistance in BangladeshVs 1971 independence 
Bangladeshi perception is that India lords it over them and 
expects concessionary terms in all negotiations for support 
extended over thirty years ago. 


6. (C) COMMENT: It is clear that negotiations regarding 
border disputes 

drag on. It appears that one of the major obstacles in any 
Indo-Bangla negotiations is the overriding perception by the 
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Bangladeshis that India acts as the disciplined father with 

an ungrateful child 

areas of the bilateral relationship. However 

lot of restraint during the recent BDR borders incursions and 
continues to work toward tempering its medias periodic 
condemnation of Bangladesh concerning illegal immigration and 
cross-border terrorism. END COMMENT 

MULFORD 
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the Challenge of September 11 

Amato chaired the event 

160 and a variety of media. Amato moderated a Q&A session 
from the audience that engaged Bellinger on the legal and 
policy aspects of fighting terrorism. Bellinger and the 
Ambassador also conducted a series of interviews following 
the conference 

various news outlets. 


3. (C) The Ambassador hosted a luncheon that included Justice 
Minister Mastella 

Carabinieri 

diplomatic adviser 

of Foreign Affairs Astraldi. National Police Chief De 

Gennaro noted that home-grown terrorism requires a new legal 
framework that can facilitate prosecution and the transfer of 
suspects between states. Italy 

fighting home-grown terrorism (such as the Red Brigades and a 
variety of anarchist movements) 

terrorist suspects with multiple nationalities complicates 

the law enforcement work to bring them to justice. 


4. (C) Stefano Sannino 

welcomed the transparency in President Bush\'s recent series 
of speeches on terrorism. It is helpful to acknowledge past 
mistakes 

look toward the future. He praised the way the US 
Administration was handling very sensitive intelligence and 
legal issues. MFA Deputy Chief of Diplomatic Litigation and 
Treatises (Deputy Legal-adviser equivalent) agreed 

that Italy is trying to forge a common EU position on 

fighting terrorism and find ways at the EU level to bring the 
Union and the U.S. closer. One key problem 

is the general lack of sensitivity--especially among 
Europeans--toward countries who seek to extradite individuals 
in high-profile cases. Often 

turned over and therefore cannot be tried in the countries 
where they have committed crimes. 


Column 3 

5. (C//NF) Bellinger met with U/S Enrico Micheli 

office 

Micheli was unexpectedly joined by Sannino and U/S for the 
cabinet Enrico Letta. Bellinger described the PresidentVs 
September 6 remarks in detail and urged senior Italian 
officials to acknowledge it as a step forward. Micheli said 
that Italy was proud of its close ties to the U.S. and that 

we need to look no further than the mutually beneficial 
intelligence cooperation we have maintained over the years. 
He said that the GOI had closely followed the Presidents 
remarks and welcomed the change in direction. Letta echoed 
MicheliVs praise for the President's remarks 

Italy has been a strong partner on counterterrorism and will 
continue to be under a center left government. Letta 
emphasized that the change in government brought some changes 
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in policy 

not a change in strategy and Italy\'s response to Lebanon is 
one such example 

deepen bilateral discussions with the USG along the lines of 
issues Bellinger raised during his visit adding that the 
Presidents remarks struck a tone that the GOI shares. 


6. (C) Bellinger noted that the September 11 commemoration 
event at the Italian Senate (immediately prior to the meeting 
at the PM\'s office) had touched him personally both for the 
words that President Marini chose to deliver as well as by 
the high-level attendance. (Note: Marini 

the speech himself 

friendship unquote between the Italy and the U.S. 
characterizing the bonds between the two countries quote as 
strong as steel end quote. PM Prodi and a large number 
cabinet ministers 

center-left and center-right 

attended. End Note.) Letta said the Senate event was 
deliberately bipartisan and remarked that even all of the top 
labor union officials chose to attend. 


7. (C) Comment: The outpouring of goodwill and high-level 
gestures during 9/11 commemoration events were meant to 
signal that five years on and with a change in government 
the GOI remains committed to a strong partnership with the 
U.S. in fighting terrorism. Italian contacts told us that 
Bellinger\'s visit so soon after the Presidents speeches 
demonstrated to them the USG\'s seriousness to talk about 
sensitive intelligence and legal issues. 

SPOGLI 


Column 3 

78908 

78909 

78910 

78911 

appointed to be secretary general 

post?" This question has been raised not only in government and 
ruling party circles but also among market players. The governments 
Council on Economic Fiscal Policy once had the lead in mapping out 
guidelines for economic management 

fiscal year. But Nakagawa took back that leadership from the Koizumi 
government and demonstrated his own influence as the party\'s Policy 
Research Council chairman. The possibility is now surfacing that 
Nakagawa might be appointed secretary general 

Policy Research Council chairman is likely to retain its importance 

in the new administration. 


Both the political administration and the ruling parties are 

responsible for managing economic affairs in Japan 

suggested that the one who holds the post of Policy Research Council 
chairman should also assume an economic portfolio in the cabinet. 
The aim is to avoid a struggle between the Kantei and the LDP over 
policymaking. Abe proposed allowing vice ministers in each 
government agency take the chairmanships of departments in the LDP 
Policy Research Council. 


Under such a situation 

the economic ministers in the new administration 
minister 

and the economy 


Heizo Takenaka 
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Minister Junichiro Koizumi as the control power for economic 
management. But there is no such person around Abe. State Minister 

in Charge of Economic 

was at loggerheads with Takenaka 

Commission Hakuo Yanagisawa have been named as candidates for such 
economic posts. 


Yosano is now in charge of the Council on Economic and Fiscal Policy 
in place of Takenaka. He has often clashed head-on with Takenaka 
who has criticized Yosano\'s stance as tilting toward the Finance 
Ministry. Yanagisawa 

for Abe 

hard landing for the disposal of financial institutionsV 

non-performing loans. As a result 

financial services minister 
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Some persons attribute Takenaka\'s sudden resignation as a Diet 
member to the emergence of the possibility that Yosano and 
Yanagisawa were likely to become economic ministers in the next 
administration. 


Vice Foreign Minister Yasuhisa Shiozaki 

used to be a Bank of Japan official 

economic portfolio. In the Diet session in 1998 

of deliberations was on banking issues 

of drafting bills as one of the new breed of lawmakers specialized 
in making financial policy. He is well versed in both banking 
regulations and policies. Since he is also an expert on judicial 
affairs 

nation's economy 


Some observers anticipate that Minister of Economy 

Industry Toshihiro Nikai may stay on. He contributed to underscoring 
the revival of METI 

ministry 

push up the economy. Many ministry officials expect Nikai to retain 
the current post. 


LDP Research Commission on Highways Chairman Nobuteru Ishihara 
whose name has been cited as a candidate for the post of chief 

cabinet secretary 

are also among candidates for economic ministerships. Some observers 
think that a person who is named as a candidate for the post of 

chief cabinet secretary but fails to fill the post may be appointed 

as an economic minister. 


Besides 

Chairman Toshiaki Amari 

in the presidential race 

the lineup of economic ministers is likely to continue until the 
last moment. 


(8) Abe eyes having five prime ministerial assistants 


MAINICHI (Page 5) (Abridged) 
September 16 


The National Congress on 21st Century Japan composed of experts 
(chaired by former University of Tokyo President Takeshi Sasaki) 
held a forum yesterday at a Tokyo hotel to promote a policy-oriented 
LDP presidential race 

Finance Minister Sadakazu Tanigaki 

attending. 
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In the session 

assistants 

each one responsible for a separate area such as foreign and 
security affairs 

increase the number of deputy chief cabinet secretaries for 
parliamentary affairs 

establishing a Japan-style National Security Council. 


With strong local opposition in mind 

a decentralization promotion bill to the extraordinary Diet session 
scheduled to open on Sept. 26 

expressed eagerness to revise the Public Offices Election Law to 
meet the needs of the times by allowing candidates running in local 
elections to distribute policy manifestos and use the Internet as 
part of their campaigning. 


He also revealed a plan to let senior vice ministers double as heads 
of party policy research council departments to realize decision 
making at the initiative of politicians. 


(4) Japan will come up with own proposal for developing countriesV 
CO2 reductions at upcoming UNCCC-Nairobi 


MAINICHI (Page 3) (Full) 
September 19 


Takeshi Yamamoto 


The second meeting of the Conference of the Parties (COP) to the 
Kyoto Protocol (COP/MOP2) are due to take place in Kenya in 
November. The meeting is likely to focus on future targets for 
emission reductions in 2013 and later 

Kyoto Protocol. Ahead of this meeting 

decided to propose that the upper limits of carbon dioxide emissions 
be changed in proportion to the population of a country and the 
gross domestic product (GDP). By setting a rule that is easy for 
developing countries to accept 

growing economy 

take part in the framework for greenhouse gas emissions control. 


The proposal is likely to make a pitch for several countries that 
are already willing to participate in the framework in 2013 or later 
to become more positive about it. But negotiations are likely to run 
into difficulties 

developing countries are highly wary of the proposal 

will disturb economic growth.\" 


There is a prediction that 62 percent of carbon dioxide emitted by 
countries on the globe by 2050 will be countries other than 
industrialized ones (or nonmembers of the Organization for Economic 
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Cooperation and Development (OECD). But most of the countries 
obligated to reduce emissions at present are industrialized 
countries. 


Given this situation 

written statement submitted late last month to the secretariat of 

the COP/MOP2: V'It is necessary for developing countries to address 
emission reductions." In the statement 

addition to the current framework that sets the country-by-country 
upper limit of the total carbon dioxide emissions 

controlling the efficiency of energy use as well as restricting the 

per capita emission of carbon dioxide or emissions based on GDP 
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should be taken in order to reduce emissions. 


A senior official at the Environment Ministry said: V'If those 
measures were taken 

dioxide may increase 

improving the energy efficiency would become possible. Countries 
whose population or GDP tends to rise would find it easy to join the 
protocol. V 


The statement also calls for extending the first commitment period 
(2008-2012) requiring each member country to reduce their emissions 
of carbon dioxide from the current five years to a longer period so 

that measures should be implemented from a longer point of view. The 
statement also pointed out the need for punishments if the 

obligation for emission cuts was not observed. 


(b) Underground storage of CO2: Master card for greenhouse gas 
emission reduction 


MAINICHI (Page 3) (Excerpts) 
September 19 


Two trillion tons of CO2 can be stored across the world; Hopes 
pinned on arresting global warming 


The Environment Ministry has begun looking into the possibility of 
introducing a carbon dioxide capture and storage (CCS) system 
meaning containing carbon dioxide (CO2) 

underground 

pinned on this system as the master card for extensively reducing 
CO2. 


This technology is drawing attention 
this purpose are abundant in the world. According to a special 
report of the United Nations Intergovernmental Panel on Climate 
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Change (IPCC) 

Kyoto Protocol late last year 

trillion tons of CO2 in the world under this system. This is the 
amount of emissions equivalent 70 to 80 years worth of emissions in 
terms of the current emission level (approximately 24 billion tons a 
year). Some NGO-related sources even said 

to prevent global warming without applying this method. V" 


The Ministry of Economy 

Japan has the capability of storing 5.2 to 150 billion tons of CO2. 
CO2 emissions in Japan in fiscal 2004 were about 1.355 billion 
tons. 


The Kyoto Protocol designed to prevent global warming mandates 
parties to the pact to cut CO2 emissions 

consideration to how to store it. With calls for acknowledging the 
CCS as a portion of CO2 emissions reduced by the international 
community gaining grounds 

become a trend. 


Impact on environment unclear; concern about leakage 


The concern about the CCS system is whether there is the possibility 
of contained CO2 leaking. 


The IPCC report does not assure that there is no possibility of 
leakage 
controlled underground at properly selected locations not leaking in 
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100 years\' time is 90-99 percent. Even if a leakage probability were 
1 percent 

would reach 20 billion tons. Atsushi Ishii 

of science 

contained CO2 will leak. V" 


Environment Minister Yuriko Koike inquired the Central Environment 
Council of the propriety of dumping CO2 in the sub-seafloor 
structure. Ishii pointed out the difficulty of assessing such a 

risk: "We do not know the eco-system of the deep sea-floor itself. 
There is concern that if CO2 contained there should leak 

seawater containing melted CO2 

level of CO2 in seawater might have a grave impact on the 
environment.\" 


There is also concern about possible earthquakes in Japan. The 
authentication test being carried out in Niigata Prefecture showed 
no problem about leakage even after the Chuetsu Earthquake in 
October 2004. However 


Column 3 
will require caution. 


Enormous costs: Energy conservation is royal road to reduce CO2. 


Another issue is the cost. Realizing the CCS requires the costs of 
constructing related facilities and transporting the material. METI 
has estimated that such a cost would be 5 

yen per ton 

nearly seven times higher than the cost needed by foreign countries. 
METI said that in order to disseminate the CCS system 

necessary to lower the cost to around 3 


There is also concern that if a large amount of funds is injected in 
the CCS 
slashed. 


The advantage of the CCS is that in oil fields 
natural gas reserves are decreasing 
injecting CO2. The development of this technology is now under way. 


The US is one of the countries that are most enthusiastic about 
developing this technology. It has vast stretches of strata that can 
store CO2 

has networks of pipelines to transport CO2 

of the CCS system at low costs. Some sources involved in the process 
of mapping out measures to arrest global warming said: V'If the Kyoto 
Protocol acknowledges the portion of CO2 stored underground as 
amounts reduced and grants the carbon emissions trading right to the 
countries that have contained CO2 in such a way so that they can buy 
and gain or trade emission rights to offset reduction costs 

might join the pact. V" 


SCHIEFFER 
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are no difficult war crimes issues with Montenegro. He 
gave each an overview of the USGVs new initiative to bring 
closure to the war crimes issues in the Balkans. First was 

a new focus on regional cooperation in domestic war crimes 
trials. He noted with approval recent agreement between 
Croatia and Montenegro to allow prosecution in Montenegro 
of its citizens suspected of war crimes in Croatia in 1992. 
He explained that a series of meetings and seminars will be 
held in the region to increase cooperation among 
governments 

services 

play a key role in those meetings. This will be the 

primary focus for Montenegro 

effort to conclude the ICTY trials by arresting six 

fugitives 


Column 3 
Meetings with President and Prime Minister 


3. (U) Prime Minister Djukanovic 

requested to meet with Ambassador Williamson 

strong assurance that the GoM would continue to give its 
full support to the ICTY. He warmly welcomed the USG 
initiatives to increase regional cooperation on domestic 
war crimes trials 

could use its example and influence to advance the 
initiative. President Vujanovic gave similar support to 
the plan. Ambassador Williamson stated that the USG would 
look to Montenegro to take a leading role in cooperation 
between security services in the hunt for the ICTY 
fugitives. They also discussed the political climate in 
Serbia relating to the apprehension of these fugitives. 
Speaking specifically about President Boris Tadic 
Vujanovic noted that leaders should shape public opinion 
not the other way around. 


Meeting with Security Service 


4. (SBU) Dusko Markovic 

Agency 

continue to support efforts to locate PIFWCs and support 
the prosecution of war criminals 

his extant program of cooperation with the USG. 


Meeting with State Prosecutor 


5. (U) Vesna Medenica 

Williamson of her offices continued support to ICTY 

that it was ready to handle domestic war crimes trials. 

She noted that her office was \"actively\" pursuing the 1992 
deportations to Bosnia and Herzegovina (reftel) 

the courts were slow to implement investigative procedures. 
She added that the prosecutor in the case (also attending 
the meeting) had filed motions to accelerate the cases. On 
regional cooperation 

the prosecutors in Croatia 

differences in the legal systems created problems 

she had no contact with the courts of states in the region. 


Meeting With Lawyer Dragan Prelevic 


6. (U) Dragan Prelevic families of 36 victims 
Six survivors 
Republika Srpska in April-May 1992. Prelevic estimated a 
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total of 85 to 100 persons 

Bosnia 

security forces. The cases were filed in Montenegro at the 
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end of 2004 (reftel) seeking monetary compensation (Euros 
300 

stalling tactics by the Chief Prosecutor\'s Office 

charged with defending the state of Montenegro in cases 
like these 

misconduct. Prelevic clarified that the victims are most 
interested in the Government admitting its errors and 

fault 

only one case has reached a verdict 

mother and sister awarded a total of Euros 45 

Local media reported on September 16 that a local judge had 
dismissed the judgment 

late. Information available to post indicates that the 

request for compensation was filed correctly and on time. 
End note.) Williamson underscored his ongoing interest in 
the cases 


7. (U) This cable was cleared by Ambassador Williamson 
after his departure. 


POLT 
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component at provincial and district levels. (Note: The 
Embassy recently completed a grant agreement with the ABA to 
provide TOT TIP awareness training to law enforcement and 
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immigration officers. The ABA developed the curriculum in 
active consultation with the Kenya Police Service and 

Ministry for Immigration. End Note.) The Deputy Secretary in 
the Office of the President 

Human Trafficking Unit (HTU) has been inactive and said that 
he would try to invigorate it. 


7. (SBU) The Permanent Secretary for Immigration 

Kisombe 

the lack of coordination between GOK agencies and with civil 
society. He also lamented that his Ministry was never 
consulted regarding its efforts for inclusion in the State 
Department\'s Annual TIP Report. (Note: The need for greater 
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coordination and communication is clearly a lesson to be 
drawn from his own Ministry 

immigration officials to discuss their efforts to combat 
trafficking 

Officer. The Permanent Secretary was either unaware of these 
meetings or was being disingenuous. End Note.) 


8. (SBU) The Children\'s Department of the Ministry of Home 
Affairs recently designated an officer to cover all 

TIP-related issues. Human trafficking is now included in the 
Departments work plan. Also 

explained that there is a National Steering Committee 
responsible for childrens matters and that there is a TIP 
sub-portfolio under the committee. Officials expressed 
concern over the growing reports of boys aged 15-18 being 
trafficked to the Middle East. Officials from the ChildrenVs 
Department expressed strong support for improved networking 
between the GOK 

organizations. 


9. (SBU) Minister of Culture and Wildlife Morris Dzoro and 
Tourism Director Wanjiru Makanga Munene said they were forced 
to carry out a raid on a hotel on the Coast because the local 
police were compromised and refused to respond to reports of 
a woman selling her teen-age daughters to tourists. Dzoro 
assured Yousey and Emboffs that the hotels and other 
hospitality sector firms that had not yet signed the ECPAT 
Code of Conduct to fight child sex tourism would sign up. He 
said he would use the recently revived Hotel and Restaurant 
Authority 

and guest houses 


10. (SBU) However 

complained that while they are involved in vetting and 
counseling Kenyan workers going abroad 

idea of what are the conditions for these workers in foreign 
countries 

there are no foreign labor attaches in Kenyan missions 
abroad. They also complained that the civil society-drafted 
anti- ПР legislation was not developed in sufficient 
consultation with the Ministry. 


Challenged on the Coast 


11. (SBU) On August 3 

to the Coast 

human trafficking in Kenya 

A team of Coastal administrators 
Commissioner 
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Tourism Officer 

readily admitted to Yousey that child prostitution is rampant 
and that the governments ability to combat the vice is 
limited. Despite posting legal notices prohibiting underage 
children from admission to bars and other establishments 
rarely is anyone ever held to account. Legal loopholes 
explained 

prosecutions. The Provincial Commissioner suggested that the 
judiciary should be sensitized on child trafficking and 

sexual exploitation cases. The Immigration Officer opined 
that the difficulties are due to Kenya\'s porous borders 
which are exploited by traffickers. The Assistant 
Commissioner of Police explained that his officers worked in 
close cooperation with their Tanzanian counterparts and by 
using road blocks have identified illegal aliens and 
smuggling routes. However 

System has consistently failed to successfully prosecute 
those arrested. It was apparent from the meeting that the 
Human Trafficking Unit of the Kenya Police Service has yet to 
become active on the Coast. 


12. (SBU) During a meeting with the Malindi District 
Commissioner (DC) 
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notorious for marriages between young Kenyan men and women 
and older Europeans. The DC described incidents 

making clear whether any force was involved in the initial 
marriage contract 

Kenya with horror stories of abuse at the hands of their 

foreign spouses. 


13. (SBU) A local reporter who has closely followed TIP and 
the growth of sex tourism in Malindi 

10 years 

local women 

foreigners who provide houses 

that many of the businesses in Malindi 

are owned by Europeans through their Kenyan wives or 
girlfriends. He believed child prostitution and sex tourism 
had exploded in the last year 

seeking out European tourists and going to their walled-off 
villas 

videos. He worried that European residents and visitors to 
Malindi have developed a sense of impunity because local 
officials prevent police from \"harassing\" them to keep the 
tourism industry growing. 


Comment 


Column 3 


14. (SBU) The release of the Annual TIP Report and Kenya\'s 
downgrading to Tier Two Watchlist have helped focus attention 
on human trafficking. However 

government officials decry the lack of better coordination on 
TIP issues indicating there is serious room for improvement 
and underscoring the difficulties in harnessing the good will 

to combat TIP for effective action. Thus 

strides have been made in raising awareness 

cooperation is sorely needed given the complexity of TIP 
issues and the necessary involvement of numerous government 
agencies. We will strive to capitalize on this new attention 

and push all parties for improved communication and the 
development of a GOK line ministry network. As demonstrated 
in Yousey\'s various meetings 

find numerous willing allies. 


15. (U) This cable was cleared by G/TIP\'s Rachel Yousey. 
RANNEBERGER 
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singer Gillian Chung has sparked a public debate in Hong Kong 
over the proper balance between right to privacy and freedom 
of the press. Womenvs rights activists and some politicians 
are vociferously calling for the government to restrict media 
Vat odds with the public interest 

concerned that the incident might provoke an over-reaction by 
media regulators and the legislature. Government officials 
including the Chief Executive and the Legislative Council 
(Legco) 

controversial legal nexus between privacy 

covert surveillance. Comment: Following intense criticism of 
its handling of the covert surveillance legislation passed by 
Legco in early August 

dilemna: endure renewed public scrutiny on the details of the 
government 

from public interest over the privacy debate. End summary 
and comment. 


Chung Photos Take Center Stage 


2. (SBU) Peephole-style photos of popular Hong Kong singer 
Gillian Chung 

published August 23 in the Hong Kong weekly V'Easy Finder 
have sparked debate among local media and women 
activists 

traction. The photos of Chung adjusting her bra and naked 
from the shoulders up were apparently taken through a 
peephole and published on the cover of V'Easy Finder 
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publication of Next Group which is known for its aggressive 
and sometimes salacious journalism. Statements by Jimmy Lai 
owner of Next Group as well as the independent V'Apple Daily 
Hong Kong\'s most popular Chinese-language newspaper 
pivotal in public debate. Serenade Woo Lai-Wan 

chairperson of the Hong Kong Journalists Association 

that Lai \"could affect the whole media by pushing the 
government to act.\" According to press reports on August 30 
Woo also cautioned that rushing into the debate would be 
counterproductive 

\"intense controversy. Jimmy Lai has not yet commented on 
publication of the photos; however 

Daily" published criticism of V'Easy Finder\" only to later 
publish three opinion articles that defend V'Easy FinderVs V 
refusal to apologize. 


3. (SBU) The two points of contention are 

risque photographs were taken without Chung 

consent 

the photographs were taken in Malaysia 

beyond the jurisdiction of Hong Kong authorities or courts. 
On the second point 

Kong 

seeking an injunction against further publication and an 
order for \"Easy Finder" to surrender all existing copies of 
the photos. Although most journalists roundly blasted \"Easy 
Finder 

from calls for government intervention. On August 31 
VSouth China Morning Post\" editorial cautioned that 
\"legislating would involve striking a balance between two 
fundamental rights ) privacy and press freedom...which poses 
bigger problems than the recent passing of covert 
surveillance laws.\" 


The Government Drawn to React 


4. (C) In the days since the flap 

including the Chief Executive and legislators 

for fresh discussions on the legal nexus between privacy 
press freedom and covert surveillance 

commercial. Chief Executive Donald Tsang 

distancing himself from the issue 

agree with the criticism of the photo...there is a need to 
strike a balance between press freedom and privacy 

CE has not yet voiced a firm commitment to propose 
legislation. Recent passage of the Interception of 
Communications and Surveillance Ordinance (see ref) and 
public criticism of the government 

Television Hong Kong underscore the government 
involvement in press freedom 
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Andy Ho 
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in concert with Sai Leung Lau 

Unit 

interested in getting concrete proposals for laws addressing 

the issue than in fostering political grandstanding by anyone 

using privacy or press freedom as rallying cries. Both Ho 

and Lau also emphasized the Law Reform Commission\'s mandate 
to hammer out the details on this issue. 


5. (SBU) Joseph Wong 

Technology 

Artistes Guild on September 1 that a review of penalties 
under the Control of Indecent and Obscene Articles Ordinance 
was underway 

the Legislative Council within a few months. Legislators on 
the Panel for Information Technology and Broadcasting 
reacting to calls from the HK Performing Artistes Guild 
Women 

Light 

11 

of penalties on V'Easy Finder.\" Local media quickly cited the 
\"unusual lines V" that divided legislators on the complex issue 
of press freedom and privacy. On September 6 several 
Democratic Party legislators called on the government to plug 
\"loopholes\" in current laws and to impose fines and penalties 
more commensurate with the profits earned by publishers of 
\"indecent\" material. Finally 

Secretary for Home Affairs 


SIPDIS 
resisted rush calls for legislation amid the controversy. 
Cunningham 
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Lipumba\'s remarks should also be seen 

President Kikwete to take promised action on the political 
impasse before it is too late. 


2. (C) With the possibility of striking oil off the coast 

of Zanzibar 

Zanzibar and the mainland 

midst of seeking an oil sharing agreement and resolving other 
Vunion matters" such as taxation at the ports and fishing 
rights. He emphasized the unique nature of the union and his 
optimism that these issues would be V'sorted out" before 2010 
elections. Mwinyi is clearly a rising star within the ruling 

party and rumored favorite of Kikwete to succeed Karume as 
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President of Zanzibar in 2010. While it is too early to 

place bets 

refreshingly moderate and conciliatory approach to Zanzibari 
politics 

future. END SUMMARY. 


CUF Starting Trouble or Saving Face? 

3. (C) The DCM asked Minister Mwinyi about the provocative 
if not incendiary 

(CUF) party Chairman 

rally on Pemba on September 9. According to numerous press 
articles 

newspaper on September 10 

nothing was done to normalize Zanzibar\'s political climate 
before the Muslim holy month of Ramadhan 

matter back to the people (\"wananchi\" in Swahili). He 
praised Lebanon\'s Hezbollah as a model to deal with the 
situation if the government failed to defuse tensions on the 
isles. While not dismissing the inflammatory nature of the 
remarks 

statements were primarily an attempt by CUF leadership to 
save face with supporters 

In past reporting we have suggested CUF youth may be losing 
patience with old guard CUF leadership. See refs A and B). 


4. (C) Mwinyi explained that after the 2005 elections in 
Zanzibar 

would not be accepted since the elections were not fair and 
that the leaders would seek to resolve the problem by October 
2006. Since October is nearing 

answers: V'To save face 

deal with a frustrated cadre of CUF youth 

added that the \"real cry\" was to President Kikwete to take 
action on the promise he made during in inaugural December 
2005 inaugural speech to Parliament to solve Zanzibar\'s 
political impasse. Emphasizing that the Minister of State 
under the PresidentVs Office 

the lead on political affairs within Zanzibar 

that Mwiru had already started to sort out difficult issues 

on Zanzibar. 


5. (C) Commenting on the extent of President KikweteVs 

influence over Zanzibar 

the power to V'get some results V' because he was the CCM\'s 

party Chair. He noted that when former President Benjamin 

Mkapa was CCM party Chair he had managed to reach compromise 
agreements in Zanzibar between CCM and CUF; namely Mufuaka I 
and Il. While confirming that indeed CCM has factions in 

Zanzibar between \"CCM Bilal\" and VCCM Amani Karume\" (ref A) 
Mwinyi highlighted President Kikwete\'s strong support within 
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the party and the fact that ZanzibarVs president depends оп 
the Union government for a party nomination. 


A Unique Union 
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6. (SBU) Mwinyi elaborated on what he called the V'unique 
nature\" of the union between the mainland and Zanzibar. The 
Union is not a federation 

Mwinyi confirmed that there was underlying resentment about 
the Union on both sides 

government or three governments but not two. CUF 
explained 

three governments 

Union government with representatives from each. Some people 
on the Mainland would prefer only one government 

that Zanzibar receives undue attention and representation. 
Mwinyi stated 

supports two governments in union and that if a CCM member 
does not support the Union 


7. (C) Mwinyi explained that the Articles of the Union 
established when Tanganyika and Zanzibar united to become 
Tanzania in 1964 

foreign affairs. Mwinyi said that in 1964 there were 11 

Articles of Union and currently 

issue to become an Article of the Union 

two-thirds support from Mainland representatives of the 
National Assembly and two-thirds support from representatives 
of Zanzibar in the National Assembly). Mwinyi said that 

there continue to be certain issues where the GOT and the GOZ 
do not see eye-to-eye 

of Union Affairs is to address these sometimes contentious 

but primarily 


Ironing out Differences: Resources 

8. (C) Minister Mwinyi explained that the Kikwete 
administration had established quarterly meetings between 
Prime Minister 

Zanzibar 

matters" pertaining to the Union. The first meeting in May 
2006 had four agenda items: (i) deep sea fishing rights; (ii) 

the mandate of the Mainland\'s Commission for Human Rights on 
Zanzibar; (iii) petroleum exploration; and (iv) taxation at 

the ports. Mwinyi said that the first two agenda items \"were 
sorted out." The GOZ had agreed with the GOT to establish a 
single authority for sharing revenue from deep sea fishing 
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and that the Human Rights Commission (established on the 
Mainland) would conduct its work through the Ministry of Good 
Governance on Zanzibar since Human Rights was not a V'Union 
Matter." Mwinyi expressed his confidence that the remaining 
issues facing the Union would be resolved within a reasonable 
timeframe: ҮІ am optimistic that these agenda items will be 
sorted out within three to five years.\" However 

stressed 

complicated of all. 


Oil: A Huge Potential Wrinkle 

9. (C) Mwinyi noted that experts believed oil could be found 

in territorial waters off Pemba and that oil-sharing between 

the GOT and GOZ would be contentious. \"Already 

has been discovered 

prospect of sharing 

not see any return from Mainland resources 

asking why the GOZ should share revenue from oil resources. 
Mwinyi said the fact is that in the Articles of the Union 

Voil and gas resources\" are listed as a union matter" while 
mineral resources are not. Poloff highlighted that 

Zanzibaris did benefit from the Mainland\'s mineral resources 
since the resources were taxed by the GOT and then a portion 
of the GOT budget was allocated to the GOZ each year. Mwinyi 
responded that this was exactly right and that the Union 
government would need to make this point more clear. 

10. (C) Mwinyi mentioned one of the oil sharing agreements 
already proposed by the GOZ which was for the GOZ to retain 
60 percent should oil be discovered off Zanzibar and 40 
percent should oil to be discovered off the Mainland. He 
explained while this was an interesting proposal 

difficulty would be in convincing districts on the Mainland 

to give 40 percent of their revenue to the GOZ. Mwinyi noted 
that his Ministry had decided to hire a consultant to find a 
solution and make recommendations regarding a revenue sharing 
agreement for oil. He did clarify that exploration of oil 

off Pemba would not begin off until an agreement was reached 
and even suggested that if the issue was too difficult 

could be put on hold. \"Sometimes 

difficult 
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told the DCM. 


Economic Stagnation Widespread on Pemba and Unguja 


11. (C) Mwinyi also stressed the stagnation of ZanzibarVs 
economy. \"Although Pembans are highly vocal about economic 
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distress because they do not support the ruling party 

poverty and lack of employment is widespread on both 

islands 

official statistics reporting five percent growth rates in 

Zanzibar sounded unrealistic 

how they get to a five percent growth rate." Mwinyi 

expressed his optimism about the Millennium Challenge Account 
(MCA) Compact proposal which included projects on both Unguja 
and Pemba. He also raised the fact that while tourism was 
Unguja island\'s mainstay 

enough from the industry's growth because many of the travel 
agencies bringing in charter flights and tourists to resorts 

were based abroad. Also 

employees were not from Zanzibar. The DCM and Mwinyi agreed 
to explore ways that donors might be able to assist Zanzibar 

to leverage tourism as a catalyst for more broad-based 
sustainable growth. 


Comment: Minister Mwinyi: Future President of Zanzibar? 

12. (C) Rumors on both the street and within government here 
suggest President Kikwete may be grooming Minister Mwinyi as 
the ruling party\'s presidential candidate for Zanzibar\'s 2010 
elections. Rumors began with Mwinyi\'s appointment as 
Minister for Union Affairs 

rumors a further measure of credence. Born on Zanzibar 

is a well-respected leader on both mainland and the isles. 

In a sign that he may be looking ahead to 2010 elections 
switched constituencies in 2005 from the mainland to 
Zanzibar\'s Koani constituency near Stone Town. Moreover 
father 

seen as a close advisor to President Kikwete and as CCM party 
spokesman. GOT officials have also drawn the father-son 
parallel with Zanzibar\'s current President 

became President some 20 years after his father. 


13. (C) While it is too early to place bets on candidates for 
the 2010 elections 

indication he would be a positive force in Zanzibari 
politics. Asked for his policy prescription for Zanzibar\'s 
political woes 

leader who is ready to compromise 

support a coalition government.\" Those are political 
sentiments that clearly distinguish the younger Mwinyi from 
the younger President Karume 

breaking the impasse to Zanzibar\'s bitter political divide in 
2010. END COMMENT. 
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ethnic groups that denounced the NC process as a sham 
support for NLD leader Aung San Suu Kyi and the NDF 
called for a federal system of government. 


7. (U) In January 2005 

claimed traded KNLP arms to Chin and Naga rebels in western 
Burma. The evidence was weak. Shwe Aye died in August 2006 
and a new KNLP leader has not been named 

Chairman Than Soe Naing remains active. 

VILLAROSA 
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regulations\" and permitting made the U.S. option less 
attractive. He also expressed worries about exposure to 
hurricanes. The Ambassador explained that the USG could 
offer some assistance to facilitate the permitting process. 
When the Ambassador asked about the DOE\'s invitation for 
Hussain to discuss the matter in Washington 

welcomed the opportunity but would prefer to wait until his 
team completes the economic analysis. He said he would be on 
vacation during the early part of October and left open the 
possibility of conducting the meeting in late October or 

early November. 


Project Kuwait Stalled due to Domestic Politics 


3. (C/NF) Turning to Project Kuwait 

proposed $8.5 billion project to partner with international 

oil companies to develop four of KuwaitVs northern oil fields 
(ref B) 

in the near term. He explained that the new Energy Minister 
Shaykh Ali Jarrah Sabah Al-Sabah 

situation due to populist resistance to Project Kuwait by a 
bloc of Opposition MPs as well as public outrage over 
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unprecedented power outages and water shortages (ref A). 
Some of these MPs 

Speaker of the Parliament 

associated with the project should be individually ratified 

by the full Parliament. Given the current political 
vulnerability of Shaykh Ali 

resignation over the electricity and water shortages 
thought it unlikely that the Government would renew its 
efforts to approve Project Kuwait in the near future. When 
asked if he thought the Minister would survive the political 
crisis 

Shaykh Ali would be meeting with Opposition MPs to discuss 
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their concerns after Ramadan (which ends o/a 24 October). 


Electricity and Water Shortages Will Persist 


4. (C/NF) Regarding electricity and water shortages 
Hussain blamed the problems on V'tremendous overusage 
inefficiencies in the distribution system 

management at the Energy Ministry\'s Electricity and Water 
Division. He said power and water problems would continue at 
least through 2007 due to the lead time required to bring 
additional generating capacity online. Hussain said the 
Minister was V'very upset" with some of the managers at 
Electricity and Water 

suspended pending the outcome of the MinistryVs internal 
investigation into the shortages. He did not know if any of 
these individuals would be fired since there might not be any 
qualified candidates to replace them. 


Gas Discovery Looks Promising 


5. (C/NF) In speaking about power generation 

that new capacity could be brought online more quickly and 
more economically if Kuwait switched from fuel oil/steam 
turbine generation to natural gas/gas turbine generation. He 
said that in November 

report its assessment of the 35-trillion cu.ft (est.) 
non-associated gas field discovery announced in February (ref 
E). Hussain said that preliminary reports indicated that 
production of 1 million cu.ft/day could start as early as 

2007 

said KOC was very optimistic about this field which could 
allow Kuwait to convert all of its power plants to gas 

freeing up more oil for export. 


Neutral Zone Refinery Controversial but Necessary 


6. (C/NF) When the Ambassador asked about KPC\'s plans to 
build its fourth and largest refinery at a controversial site 

in the partitioned neutral zone between Kuwait and Saudi 
Arabia (ref C) 

Arabian Texaco\'s (SAT) objection to the proposed site. He 
explained that he had visited the site three weeks earlier 

and did not believe the refinery construction would have any 
impact on SATVs operations 

had become a V'big political issue\" since the GOK received a 
letter from Prince Saud Al-Faisal stating the KSAVs objection 
to the plans. Nevertheless 

moving forward since Kuwait could \"not afford to delay. V" 


Column 3 

Bidding for the projectVs contracts will close within the 

next month. He added that KPC had good relations with 
Chevron (the parent company of SAT) in other areas 
especially Chevron\'s technical assistance to KOC in 
processing heavy crude. The Ambassador offered to talk with 
SAT to ensure that they clearly communicate their specific 
objections to the project. 


Diesel Deliveries to Lebanon 


7. (C/NF) On fuel deliveries to Lebanon 

diesel shipments which had been en route to Lebanon in July 
had to be diverted once the conflict between Israel and 
Hizballah erupted and the blockade was imposed. He said 
these shipments were now due to arrive in Lebanon by the end 
of September. Contradicting previous reports (ref D) 
Hussain said that Kuwaiti fuel was not sold to Lebanon at a 
discount but that under the contract 

unusually long term for payment. He said Kuwait offered 
similar terms to a number of developing countries. He added 
that even though there was no discount 

still significantly cheaper than anything Lebanon would have 
been able to obtain from the Mediterranean. 


KUWAIT 00003751 003 OF 003 


Providing Fuel to Iraq 


8. (C/NF) Hussain said Kuwait was fulfilling all of its 
contractual obligations in providing fuel to Iraq. He added 
that he was surprised that the GOI had not requested an 
increase in the volume of Kuwaiti fuel delivered. He 
admitted that some of this fuel was \"lost\" en route due to 
problems with transportation but said that per their existing 
contract 

and manage the fuel carriers. 


Brain Drain in Kuwaiti Oil Sector 


9. (C/NF) Hussain said that he and several senior managers 
within the Kuwaiti oil sector would be retiring within the 

next one to two years. He said that he would have retired 
this year 

Minister in July and the MinisterVs current political 

difficulties 

In addition to the departure of retirees 
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suffering from an exodus of many of its most qualified 
managers and engineers who 

and growth of the petroleum industry 

better salaries with private companies or in some cases to 
start companies of their own. 


Regional Threats from Iran and Iraq 


10. (C/NF) Hussain was eager to talk with the Ambassador 
about regional threats and said that Iran and Iraq were the 
biggest areas of concern for Kuwait and the other Gulf 
countries. Hussain said a number of friends and colleagues 
who traveled to Iran remarked on the difficulty of the 
domestic economy and the increasing reluctance of the Iranian 
public to make sacrifices domestically in order to fund the 
Vexporting of the revolution.\" Conversely 

the Iranian governments position on nuclear technology was 
the one issue that all Iranians supported and rallied around. 
He said that Iran clearly aspired to regional superiority 

as this ambition was inherent in the V'Persian character. On 
Iraq 

political instability and sectarian violence. Iraq\'s 

division into three quasi-independent entities was an 
increasingly likely outcome 

significantly undermine regional stability. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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having you in the discussions is a good idea.\" Terzi reported 
that Italy remained disappointed that there had not been a 
breakthrough for Italian inclusion in the EU-3 

that if Italy were included there would be problems with 
China and Japan. He noted that Italy was not giving up on 
getting more directly involved in the talks 

substantive issues at stake 

standing within the EU. 


4. (C/NF) Terzi said that FM D\'Alema supported preparing for 
a UNSCR 

keeping an emphasis on the negotiating track. Prodi\'s Sept. 
7 meeting with Larijani had been less negative than the 
Italians had expected (see ref d) 
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would remain cohesive at the Sept. 15 GAERC. He said it had 
been a major achievement to get the EU and the U.S. on the 
same wavelength concerning Iran 

should not be watered down. As a next step 

Italians that we need motion in the UNSC or progress will be 
eroded 

have Russian support in the UNSC. Terzi had gotten the same 
sense in Berlin 

the Russians 
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not sanctionable 

arms sales to Iran will fall outside of any sanctions regime. 
Terzi said he had asked DVAlema to give instructions on 
whether Italy could support moving on financial controls for 
proliferators like Iran 

believed that made sense. He then said that if the EU could 
remain credible on the Iran non-proliferation issue 

be more credible as it seeks to engage in the next phases of 
the Middle East peace process after Lebanon. He said the 
focus was already shifting to Israeli-Palestinian issues as 
Abu Mazen and Hamas work out a common platform and appoint 
new ministers. 


5. (C/NF) LEBANON/SYRIA: Volker said the U.S. 
Secretary 


SIPDIS 

played on Lebanon both in the diplomacy and on contributing 
ground forces. Bisogniero replied that the path of 

cooperation embarked on by the Secretary and FM DVAlema іп 
June in Washington had continued and been enhanced by the 
Lebanon crisis and the Rome conference. Italy had proved 
that it could play an important role in the EU while 

maintaining its strong links with the U.S. This was the 
fundamental basis of Italian foreign policy. Italy 

was grateful for America\'s appreciation. Terzi added that 

our constant consultations had achieved excellent results. 
Volker focused on implementation of UNSCR 1701 

if care was not taken 

us all back where the conflict began. The U.S. remains 
skeptical of SyriaVs role and worries that Damascus is 

feeling diplomatically empowered due to recent visits and 
invitations. We don\'t want Syria to believe they can have a 
role in Lebanon. The U.S. 
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Italy must have some contact with Syria because of its troops 
in UNIFIL 

Italy should not suggest to Syria that they have a role to 

play in Lebanon. 


6. (C/NF) Terzi responded that FM D\'Alema had been clear with 
the Syrians that their bad behavior was unacceptable and that 
absent a change they would remain isolated. The Italian 
conversations with Syria had 

leave the Syrians thinking they had gained credibility. 

Italy had 

support deployment of a civilian EU technical mission to the 
Syrian side of the Syrian border to V'assistV" (but really to 
monitor) the Syrians along the border with Lebanon. However 
the French had strong reservations. Terzi stressed that 
ItalyYs post-1701 contacts with Syria were aimed at fixing a 
porous border 

When Volker asked if there was the will in the EU to fix the 
border from the Lebanese side using UNIFIL 

that he would know more on Friday after the GAERC 
expected there to be French reservation on this as well. 


7. (C/NF) Terzi said that UNIFIL was coming together well 
and cited excellent help from the U.S. in defining the 
strategy cell in New York. The French were pleased to see a 
professional commander in charge of the operation there. 
Terzi said the deal reached with the UN Administration 
concerning the cell was better than Italy had expected. 
Bisogniero cautioned that these are relatively easy times 

and that when things in Lebanon get more difficult 

will need our close consultation and support. Terzi added 
that Iran was already passing messages that almost sounded 
like they came from Mafiosi. Finally 

was interested in an eventual NATO contribution in Lebanon 
but that it would be very sensitive and could generate 
unpleasant reactions from some of the regional states. 
However 

intelligence 

role. But the one he thought had most promise was NATO 


ROME 00002637 003.2 OF 003 


training for the Lebanese army 

requests it. Volker told him that the US would be open to 
and flexible about a NATO role in Lebanon 

could be done via a clearing house or trust fund. Any NATO 
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military contribution would probably have to be done as a 
contribution to the UN/blue helmet mission. We\'re not trying 
to have NATO take over from the UN. 


8. (C/NF) Gentilini\’s message was similar to the MFAVs 
noting that Italy was pleased to be part of the solution in 
Lebanon and there appeared to be strong political will in 
Italy to continue to play a role. Gentilini noted that the 

GOI was being extremely cautious with the Syrians 

their compliance with UNSCR 1701 as atest. The 
international community needed to encourage the SARG to 
understand that Syria had lost Lebanon. Carnelos compared 
the situation to the Balkans 

the loss of Kosovo before moving on. Gentilini added that 
Italy insisted that the SARG could not end its isolation 

until it recognized this fact. Gentilini speculated that 

this could be easier than imagined. MFA DG for the Middle 
East Sessa\'s recent trip to the region revealed that 
Hezbollah had been severely weakened by the conflict. 
Carnelos added that Nasrallah\'s comment that Hezbollah would 
not have embarked on their course of destruction had the 
consequences been clear indicated to the Italians that 
Hezbollah was essentially admitting that they had been 
compelled to attack Israel on Tehran\'s orders. Finally 
noted that in Italy\'s view 

was absolutely critical to ultimate success in the region. 


9. (U) PDAS Volker has cleared this message. 
SPOGLI 
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People First Party (PFP) Chairman James Soong still harbors 
designs to oppose this measure 

complicated relationship with Ma to force the KMT to block 
passage. Because the DPP and KMT together can pass the 
defense budget 

and in particular Chairman Ma. Soong is not strong enough to 
blackmail Ma 

as an excuse for not allowing the arms procurement package to 
pass. Clearly 

ignore Soong\'s machinations. Su urged the DIR to keep 
pressing Ma to correctly handle this question and pass the 
defense bill. 


5. (S) The Director asked whether there is a back-up plan if 
the pan-Blue began to pick away at the current USD 9.5 
billion budget 

GDP target for defense spending in calendar year 2007. Su 
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made it clear that he and Defense Minister Lee are committed 
to maintaining this figure 

if there are opposition cuts. However 

cannot even hint there may be a fallback plan at this stage 
because the pan-Blue would try to manipulate such an opening 
for their own advantage. Therefore 

committed to strongly pushing the current proposal. That 
said 

importance 

Washington 
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6. (S) Su hinted that 

was reduced by the opposition-controlled LY 

fallback position would be to introduce a new supplemental 
budget proposal that reprogrammed monies cut from specific 
line items in the regular defense bill 

maintaining the 2.8596 spending level. Su was told the 
Director would be meeting Defense Minister Lee Jye to follow 
up on this issue 

together with Minister Lee to ensure a full court press on 
explaining and defending the budget request when the LY 
convenes on September 19. 


7. (S) Su asked the Director to clarify press reports here 
suggesting that the USG will not approve the sale of 66 
F-16C/D\'s until the defense budget is passed. The Director 
confirmed that Washington wants the Taiwan side to commit to 
a comprehensive defense modernization as a necessary 
prerequisite to formally considering the F-16 request. The 
Director underscored that it is not a foregone conclusion 

that the White House will approve the F-16Vs even then. But 
without the budget passed 

part to begin the complex determination of whether this sale 
made sense 

of the difficulties it would certainly create for U.S. 

relations with Beijing. 


Premier Su on Internal Politics 


8. (S) Asked to analyze the volatile political situation in 

light of efforts to force President Chen to step down 

began by noting two major concerns as we entered into the 
fall. The first was his anxiety that rival pro and anti-Chen 
demonstrations over the weekend might erupt into violence. 
Su was particularly worried that pro-Chen demonstrators 
pouring into Taipei might cross paths with Shih\'s crowd 
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particularly at the Taipei Train Station where ShihVs 
demonstration had been shunted to clear Ketagalan Boulevard 
for the pro-Chen rally. Su suggested police forces would be 
up to the challenge 

clashes would only deepen the divide at a time when tempers 
needed to cool down. While grousing about Mayor Ma 
Ying-jeouVs supposedly feckless management of security in the 
city 

exacerbating the situation by provoking the opposition. 

(Note: Per reftel 

be relatively peaceful 

Note.) 


9. (S) Su then went on to lay out the second concern he has 
about Taiwan\'s stability. He suggested that Chen might face 
a new crisis when the prosecutor pursuing allegations of 
malfeasance or corruption against Chen himself or his wife Wu 
Shu-chen completes his investigation 

cannot be brought to court because he enjoys presidential 
immunity. Su declined to elaborate or reveal whether he 
already had some inside knowledge of the investigation. Nor 
did he give any timeline for the process 

that this was in the hands of the prosecutor. 


10. (S) Su volunteered that he disagreed with the DPP 
decision to mobilize the party to support the September 16 
pro-Chen rally 

the party to mobilize to respond to the ongoing campaign to 
force him from office. Su said he believed this would merely 
fuel the anger and resolve of Shih and his largely pan-Blue 
fellow demonstrators 

passions to cool so that the anti-Chen demonstrators would 
tire out. 


11. (S) Su recalled that he had served as DPP Secretary 
General under the former DPP Chairman Shih Ming-te. Shih is 
very smart 

political career. The anti-Chen movement gives him an 
unexpected opportunity and a platform 

continue his campaign. However 

organization himself 

him that provide the organizational force. Su suggested that 
internal divisions would appear in the movement if care was 
taken not to provoke Shih and his supporters. 
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Economic Issues 
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12. (S) Asked about his own plans 

initiatives to energize the economy in the coming weeks. He 
specifically mentioned recent internal discussions within the 
cabinet over a plan to bolster industrial growth and resume 
financial restructuring this fall. The Director mentioned 
efforts by Mainland Affairs Council Chairman Joseph Wu to 
liberalize cross-strait economic ties 

Taiwan business community both support. Su gave the 
impression that he is trying to quietly support this 

very carefully to avoid arousing deep Green opposition. 
Progress has to be made step by step 

also urged Su to support the proposal to set up a 
consultative council on agriculture and invite a high-level 
U.S. agricultural official to visit Taiwan in the first part 

of next year. 


Comment: Arms Procurement 


13. (S) On the budget 

cabinet 

chief Ma exercises leadership over his fractious caucus in 
the LY. In particular 

James Soong to hold this budget hostage to his political 
ambitions. Su makes perfect sense in saying his strategy 
going into the fall is to obtain full passage of the budget 

as submitted. But he clearly understands the importance of a 
concrete back-up plan to salvage the 2.85 percent 
pan-Blues chip away at individual systems like the PAC-III or 
F-16\'s 

continue to drive home this point in our meetings with senior 
officials. 


Comment Continued: Domestic Politics 


14. (S) Though widely rumored in the frenetic Taiwan press 

this is the first time Su has shown any distance from 

President Chen in our private discussions. We can only 
assume the frustration level has risen sharply in recent 

weeks 

demonstrating more autonomy in managing the government. Su 
maintained his composure through the discussion 

words made clear how unhappy he is with the way all of this 
complicates future prospects both for the DPP and him 
personally. When we mentioned in passing the premier\'s 

likely candidacy for the presidency in 2008 

ever-cautious Su merely raised his eyebrows and moved on. He 
has clearly set on a policy of seeking to quietly prove his 

ability to run the government through these troubled days. 
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That includes eschewing any hint of political ambitions at a 
time when they would only loose a barrage of attacks from the 
same pan-Blue crowd now so intent on destroying Chen 
Shui-bian as part of their mission to restore the Kuomintang 
to power. 


YOUNG 
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Times 

page four that read V'Red Plans Besiege the Presidential Office On 
Double Ten Day; Green to Counterattack by Expanding Support for 
Nativism.\" 


2. In terms of editorials and commentaries 

pro-status quo \"China Times\" discussed the possibility of whether 
elites in the Green camp will join the campaign to oust President 

Chen in the wake of the high-profile \"Oust Bian\" parade on September 
15. An analysis in the pro-unification \"United Daily News\" 

speculated on a possible alliance between former President Lee 
Teng-hui 

Wang Jin-pyng to confront President Chen. An editorial in the 
limited-circulation 

News 

International Religious Freedom Report 

be Asia\'s common language. An opinion piece by DPP Chairman Yu 
Shyi-kun in the limited-circulation 

English-language \"Taipei Times\" urged the international community to 
consider Taiwan \"an asset for democratic enlargement and give it 

firm support against China\'s threats.\" End summary. 


3. Campaign to Oust President Chen Shui-bian 


A) \"From Siege of the City to Siege of the Presidential Office 
is Intensifying Pressure; Can Bian Stand it?\" 


Journalist Lo Ju-lan noted in an analysis in the pro-status quo 
\"China Times\" [circulation: 400 


\"... When it comes to the [mounting] public sentiments as evidenced 
on the [mass movement] on September 15 

will be the key for political elites in the Green camp to decide 
whether they want to oust Bian. The Presidential Office and some 
pro-independence seniors 

in public that Bian should not step down even if [First Lady] Wu 
Shu-chen is indicted. The Presidential Office is hoping to use such 
a modus operandi to block the channels that those Green elites may 
adopt to oust Bian. It is noteworthy 

operandi is constantly to change and revise his stories about the 
SOGO Department Store gift certificates case and the special account 
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for affairs of state case 

completely lost public support. If he changes his remarks about 
whether he should step down again as the case develops 

perhaps trigger more outrage from the public and therefore 
accumulate stronger energy for mass movements. In addition 

Bian 

mistakes such as ordering the Green camp to mobilize more crowds 
he did on September 16 

line between themselves and him. ... 


VRight now 

voting issue 

the 2008 presidential election has to pay attention. The DPPVs 
survival is of essential importance to these persons future 
political careers 

mass protest march on September 15. ...\" 


B) \"Bian\'s Powerful Manipulation Makes it Difficult for Lee 
Wang to Form Alliance\" 


Journalist Ho Ming-kuo said in an analysis in the pro-unification 
\"United Daily News\" [circulation: 400 


VPresident Chen Shui-bian insists on staying on in his position 

while the campaign to oust Bian is gaining more and more momentum. 
The direction of the three heavyweights 

and Wang Jin-pyng 

political developments. There are even people constantly 

speculating on the possibility of joining these three powers in 

forming a new political partnership and opening up a new political 
situation. But under the powerful manipulation of Bian 

slim for these powers to join forces at this moment. ... 


VWhen it comes to political manipulation 

keep a certain space for mobilizing possible threats against Bian in 

order to create more favorable conditions for their political 

futures. This explains why 

ChenVs team kept on releasing messages about appointing Wang as the 
next premier and showing extraordinary courtesy to Lu. The 

movements to oust Bian and to support him are both in high gear now; 
neither has showed any sign of stopping 


trains that are ready to crash into each other. In the meantime 

they are accumulating energy for the future. What is most important 
is that heavyweights in both the ruling and opposition parties are 
seizing this opportunity to try to press Bian. But Bian\'s recent 
remarks show he has no intention to give up so early. As a result 

at present there seems to be no resolution to the prevailing 
sentiments of confrontation.\" 


4. DOS International Religious Freedom Report 
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VHuman Rights Should Be Asia\'s Common Language" 


The pro-independence 
20 


V'In its just-released 2006 Report on International Religious 
Freedom 

of the countries with the worst records 

Republic of China among Vcountries of particular concern 

with Burma 

Vietnam. ... In recent years 

flexible in its use of international politics and market 

opportunities as cards to play with the U.S. and other international 
players. In apparent consideration of China\'s market opportunities 
and BeijingVs strategic role in helping the George W. Bush 
administration fight its Vwar on terror 

from sufficiently pushing the PRC to improve human rights 
conditions. ... 


VAs PRC leaders promote the Beijing Olympics as a showcase of the 
country's social and economic progress апа a symbol of China\'s 
greater international recognition 

the international community will seriously scrutinize the PRC 
regimeVs actions in relation to basic rights protection. So far 
Beijing\'s progress 

annual reports on human rights and on the September 15 report on 
religious freedom 

report related that TaiwanVs constitution provides for freedom of 
religion and 

Vauthorities generally respected this right in practiceV and that 
Vauthorities at all levels sought to protect this right in full and 

did not tolerate its abuse 

We believe that Taiwan should take a more proactive stance in 
pointing out China\'s notorious records on human rights and the 
similarities of Beijing\'s move to suppress the human rights of 
TaiwanVs people by attempting to impose its Vone China\' principle 
and by its blocking our rightful participation in the international 
community 

Organization. ...\" 


5. Cross-Strait Relations 

VChina Sans Democracy Is a China Sans Peace\" 

DPP Chairman Yu Shyi-kun opined in an opinion piece in the 
pro-independence 
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\"The question of whether Chinal's rise represents an opportunity or a 
threat to the world has been a topic of heated debate. ... If the 
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KMT wins the 2008 presidential election 

the influence of Chinese nationalism will cause the KMT leadership 
to move toward a more centered position between China and the US 
and weaken the relationship between Taiwan and Japan. This would 
not only mean that Taiwan will move toward China politically 

also and more importantly that democracy in Taiwan would regress in 
the same way it has regressed in Hong Kong 

doubting their faith in democracy. ... 


\"Taiwan\'s experience shows that a growing 

authoritarian China will wield economic power to damage the 
democratic system of another country. If it can hurt Taiwan 

of course do the same to other nations. | believe that China is 
working to gradually erode the foundations of the alliance of 
democratic nations established by the US. ... The international 
community should therefore consider Taiwan as an asset for 
democratic enlargement and give it firm support against China\'s 
threats and the crisis China is creating in Taiwan.\" 


YOUNG 
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understand\" the Vietnamese representatives points. 
MARINE 
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the DPRK (full text in para 6). Japan\'s new sanctions will 
block the property of designated entities within Japan 
prohibit Japanese firms from conducting transactions with 
targeted proliferators. Japan\'s announcement (full text in 
para 5): 


-- Notes that Japan has designated 15 entities plus 1 
individual that are recognized as being involved in 
activities related to DPRK missile and WMD programs; 


-- Indicates that Japan will prevent financial transactions 
with those entities and the one individual based on Japan\'s 
Foreign Exchange and Foreign Trade Law (FOREX); 


-- Recognizes the steps that the U.S. and ROK have already 
taken to halt the North\'s missile and WMD programs; 


-- Encourages other countries to take measures to implement 
UNSCR 1695; and 


-- Calls on the DPRK to suspend its missile program 
re-establish the missile moratorium described in the 2002 
Pyongyang Declaration 

steps to implement the September 19 
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End summary. 


2. (S) On September 19 

Shinzo Abe issued an announcement of new V'measures 
sanctions 

\"measures\" text in para 6.) . The measures track with 
similar steps outlined under U.S. Executive Order 13382. The 
15 designated entities identified in Japan\'s new measures 
include the 12 entities noted in the U.S. Executive Order 

plus three additional entities that the Japanese identified 

on their own. The three additional firms are: 


-- Korea Tonghae Shipping Company (located in Pyongyang) 
-- Pyongyang Informatics Center (aka: Pyongyang Information 
Center) 

-- Ponghwa Hospital (aka: Bonghwa; located in Pyongyang) 


Ministry of Finance contacts indicated that these three 
entities were the final destination of WMD-related materials 
illegally exported from Japan. The contacts further 
indicated that the exporters 

currently are under investigation.) 


3. (U) In addition to designating the 15 entities 

request that financial institutions verify the identity of 
customers and report \"suspicious transactions." Authorities 
will also investigate financial institutions to ensure they 

have mechanisms in place to check the legality of financial 
transactions. 


4. (C) Japan had asked the U.S. and Australia to announce new 
sanctions on September 19 as well. The Australian government 
issued its own statement later on September 19. The 
Australian announcement designated 12 entities plus 1 
individual 


5. (U) Text of the Japanese announcement: 
Begin text 


V Chief Cabinet Secretary\'s Announcement (On Measures to 
Prevent Transfer of Financial Resources in Relation to North 
Korea\'s Missile or WMD Programs)" 


On July 16 
the resolution 1695 on the launch of ballistic missiles by 
the DPRK. The Government of Japan 
export control which is required by the resolution 
considered other measures necessary to implement the 
resolution. Today 
\"Measures to Prevent Transfer of Financial Resources in 
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Relation to DPRKVs Missile ог WMD Programs. To be more 
specific: 


- The GOJ has designated fifteen entities and one 

individual that are recognized as related to DPRKVs missile 

or WMD programs 

- The GOJ has invoked regulation based on the Foreign 
Exchange and Foreign Trade Law for the purpose of preventing 
financial transfer to these entities/individual. 

Along with such measures 

such as conducting special investigation on financial 

institutions which deal with foreign remittance for the 

purpose of ensuring implementation of the above measures. 


International coordination is important for the 
implementation of the Resolution and we have been conducting 
close coordination with the relevant countries. We 
understand that the governments of the US and ROK have 
already taken necessary measures and that the Government of 
Australia plans to announce new measures. The GOJ intends to 
encourage other countries to take necessary measures for the 
implementation of the resolution. 


Taking this opportunity 
DPRK to suspend activities related to its ballistic missile 
programme 
moratorium on missile launching 
Six-Part Talks without precondition 
expeditious implementation of 19 September 2005 Joint 
Statement. 


End text 

6. (U) Text of new sanctions measures: 

Begin text 

VMeasures to Prevent the Transfer of Financial Resources in 


relation to DPRKVs missile or WMD programs!" 


The GOJ has decided to take the following measures to prevent 
the transfer of financial resources in relation to DPRKVs 

missile or WMD programs 

required by the UNSCR 1695. 


1. To designate the following entities/individuals and 
financial flow to these entities/individuals in accordance 
with the Foreign Exchange and Foreign Trade Law. 


(1) Kohas AG 
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Korea International Chemical Joint Venture Company 
Korea Kwangsong Trading Corporation 

Korea Complex Equipment Import Corporation 

Korea Tonghae Shipping Company 

Korea Pugang Trading Corporation 

Korea Mining Development Trading Company (KOMID) 
Korea Ryonha Machinery Joint Venture Corporation 
Korea Ryonbong General Corporation (KRGC) 

) Korea Ryongwang Trading Corporation 

) Tanchon Commercial Bank 

) Tosong Technology Trading Corporation 

) Pyongyang Informatics Centre 
) 

) 

) 


N 


Hesong Trading Corporation 
Ponghwa Hospital 
Jakob Steiger 


PPS 
ACTU OO NO οι G 
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2. To request financial institutions to conduct more 
vigorous implementation of (i) verifying identification of 
customers and (ii) reporting of V'suspicious transactions.\" 


3. To examine intensively all financial institutions 
engaging in cross-border remittance business in order to 
ensure that they have effective internal central system for 
complying with the legal obligation of checking the legality 
of each transaction. 


End text 
SCHIEFFER 
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discussions. The returnees in general appeared to be with their 
families and reintegrating well into their communities. To date 
UNHCR has met at least once with 70 percent of the total of 196 
volunteer returnees and deportees. 


Access to Detained Returnee a \"Positive Step\" 


3. (SBU) In Gia Lai 

who was arrested in September 2005 and recently sentenced to 4.5 
years in prison for people smuggling. He is currently in a 

detention center in Pleiku 

elsewhere in the province. He appeared in good shape and admitted 
to the UNHCR representatives that he received USD 50/person to 
smuggle ethnic minorities to Cambodia. He had no complaints to 
report and had been able to meet with family members 

said. 


4. (SBU) During a separate meeting with Chu Se district officials 
the UNHCR representatives learned of another arrested returnee: 
Kpuih Thu (MTN-276) 
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charged with people smuggling and \"trying to mobilize Dega 
separatists\" in the district. The local authorities pledged to 

allow UNHCR access to this individual (assuming he is indeed found 
guilty and sentenced). Di Vincentis described the access to Cuen 
and the promise to have access to Thu as \"very positive steps\" and 
Vsignificant gestures\" on the part of the Vietnamese authorities 


Local Official Welcomes USG-funded Micro-Project 


5. (SBU) The Chu Se District People's Committee Chairman described 
for the UNHCR team the economic difficulties facing local ethnic 
minorities and said that these are the primary factors leading 
individuals to cross into Cambodia for what they think will be a 

better life. Education is another key concern 

minorities only receiving education up to grade five. The chairman 
expressed his hope that 

will be raised to grade eight. The district chairman described the 
USG-funded school in his district as V'very welcome and expressed 
his hope for additional projects. Gia Lai Province\'s People\'s 
Committee Chairman also endorsed the micro-projects and said he 
would welcome V'more foreign assistance. (Note: The EU is 
reportedly looking at funding one or two schools in Gia Lai. End 
Note.) 


6. (SBU) In spite of local officials! warm embrace of the school and 
additional micro-projects 

leading to official approval was not an easy one. \"It was difficult 

to convince the authorities to allow the project to go forward 

said. The UNHCR officials were allowed to visit the school and 
reported that it is functioning 

daily sessions. The district is funding the construction of a 
playground and additional classroom space 
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two months 


Cambodia 


7. (SBU) Turning to recent arrivals in Cambodia 

that 16 ethnic minorities from Vietnam arrived in Cambodia two weeks 
ago and are now under UNHCR\'s care in Phnom Penh. Some 15 other 
individuals also recently arrived directly in Phnom Penh 

requested 

to Mondolkiri Province to look for an additional suspected 15-20 
individuals who may still be there (Ref В). UNHCR suspects that 

these individuals 

Lak Province. If this is the case 
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to Dak Lak to investigate what may be driving this new outflow of 
ethnic minorities 


MARINE 
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each of the ten factions. Party rules dictate that the 

election must take place during the 10-day window before the 
expiration of KoizumiVs term (September 30) and the party 
must announce the election date at least 10 days before the 
poll. In early July 

and diplomatic schedules into consideration 

decided to officially announce the election on September 8 
and set the election date for September 20. 


Political Allies Count 


4. (SBU) Candidates for the LDP presidency must be Diet 
members and must be nominated by at least 20 LDP Diet 
colleagues. The \"electorate\" is small; there are only 703 
votes. The 403 LDP Diet members will each cast one vote. In 
addition 

LDP\'s chapters in JapanVs 47 prefectures. Each LDP 
prefectural chapter received a minimum of three votes 

the remaining difference divided proportionally among the 47 
chapters based on the number of registered LDP members in 
their prefectures (see para 9 for more detail). To be 

eligible to vote 

registered for the past two years and must be up-to-date on 
dues. LDP Headquarters estimates the number of eligible 
party members to be around 1.2 million; they expect about 1 
million members to participate in the election. If 8 

candidate wins over 50 percent of the 703 votes (352 votes) 
he will become the next LDP president and Prime Minister. If 
no candidate wins a simple majority 

between the top two candidates. Only the 403 LDP Diet 
members 


Local-level \"Primary\" 


5. (SBU) Each local chapter will hold a chapter-level poll 
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before Election Day. The number of votes allotted by the LDP 
to the chapter will then be divvied up between the candidates 
on aproportional basis. For example 

district 
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eligible voters and Candidate A won 60 

won 30 

get six of TokyoVs 10 votes 

Candidate C would get one. Representatives from the 
prefectural chapters will hand-carry their chapterVs votes to 
an LDP meeting in Tokyo. The local chapter votes and the 
Diet members! votes will be tabulated at the same time. 


Freedom of Choice 


6. (SBU) The vote will be conducted by secret ballot. The 
breakdown of votes for each prefecture will be publicly 
available after KoizumiVs successor is chosen. On the other 
hand 

Diet member votes cast for each candidate but will not reveal 
how each member voted. 


Money Not an Issue 


7. (SBU) In contrast to parliamentary elections 

funding has played an insignificant role in the LDP 
presidential election. There are no formal rules about how 
much money a candidate may spend 

spend much. The LDP provided each candidate with a campaign 
room in Tokyo and covered their phone bills. Some of the 
Diet members who endorsed a candidate seconded their 
assistants to work in the campaign offices and the party 
financed the nationwide candidate debates. Prefectural 
chapters and support groups (koenkai) invited candidates to 
speak at meetings 

with the visits. In fact 

us that candidates actively avoid spending too much on their 
campaigns 

trying to buy a victory. In previous elections 

did pay for policy pamphlets and fashion consultants 
majority of the costs of the election were borne by the party 
infrastructure. 


After the Election 


8. (SBU) After the election on September 20 

convene an extraordinary session. Prime Minister Koizumi 
will open the session on September 26 and the entire Cabinet 
will immediately resign en masse 

elect the next Prime Minister. With a coalition majority in 
both houses 

next premier. The Prime Minister will name the new Cabinet 
that same day. There are no term limits for Japan\'s Prime 
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Minister. The LDP 

limit on its President thus effectively limiting the next 
Prime MinisterVs tenure. 


Prefectural Chapter Votes 


9. (U) The 300 chapter votes will be divided as follows: 


Hokkaido (9) 
Yamagata (5) 
(7) 

Niigata (7) 

(4) 

Shiga (5) 
Wakayama (4) 
Hiroshima (9) 
Ehime (9) 
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Kumamoto (6) 


(3). 
SCHIEFFER 
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progress in tackling Al over the past eight to twelve weeks 
and its focus on animal health and behavior change 
communications. He noted that the Participatory Disease 
Surveillance and Response (PDS/R) program is making 
significant progress at the local level in identifying and 
controlling animal outbreaks. Through USAID and other donor 
support 

pilot districts to over 60 high-risk districts and will roll- 

out to 159 districts by early 2007. Nabarro stressed 
however 

significant additional work to bring Al under control in 
Indonesia. As a result 

additional funds for Indonesia from the international donor 
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community. 


Meeting with Coordinating Minister Bakrie 


4. (SBU) Following the Al partners\' meeting 
Minister for PeoplesY Welfare Aburizal Bakrie met with 
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Nabarro 

Director of USAIDVs AI Unit Dennis Carroll and 
representatives from the Mission and AusAID to discuss Al 
control in Indonesia. A press conference followed the 
meeting. For the first time 

million in support international donors have provided 
Indonesia to fight Al and publicly thanked the US 

and the World Bank for their assistance. He also announced 
that the GOI budget for Al has not decreased 

previously reported. The GOI allocated some funds (such as 
the budget for the National Al Committee) to sectors and 
ministries that were not included in the earlier accounting 
Bakrie said. 


5. (SBU) Minister Bakrie also announced two additional 
sources of funds (exact amounts to be determined) for Al: a 
$300 million reserve fund for disasters 

remains unspent 

reduction 

culled birds. In addition 

date 

earmarked in the current budget for culled bird 

compensation 

Nabarro and others again acknowledged Indonesia\'s excellent 
progress on animal health 

disappointed by the Ministry of Agriculture\'s (MOA) poor 
representation at the morning meeting. Nabarro also pointed 
out the lack of central leadership within the MOA on AI 

control. The meeting ended with participants agreeing to 
BakrieVs suggestion that the GOI and donors develop a \"check 
list\" for priority Al control actions and budget lines 

within the next two months. 


Bayu\'s Views on GOI Efforts to Control Al 


6. (SBU) During a September 11 meeting with the Ambassador 
Bayu described Indonesian efforts to refocus its Al control 
campaign on three key strategies: risk communications 
information and public awareness; epidemiological 

surveillance of animals and humans; and highly pathogenic 
avian influenza control in animals. Bayu explained that 
Indonesia has been making good progress on the human side of 
Al partially due to stronger infrastructure and the presence 

of puskesmas (provincial health centers) 

throughout Indonesia. Bayu noted that the animal side of AI 
has no equivalent to puskesmas. He suggested that the GOI 
must make a long-term commitment to restructure animal 
health in Indonesia to include more infrastructure and 
resources. Al is only one of many animal diseases prevalent 
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in Indonesia; the county also struggles with anthrax 
rabies 
issues. 


7. (SBU) Director Bayu stressed the need for an effective 
public awareness campaign focused on villagers who own free 
ranging chickens. He explained that the GOI had introduced 
the concept of backyard chickens fifteen years ago in an 

effort to promote more protein in Indonesian diets and that 
chicken and eggs account for approximately 60 percent most 
Indonesian\'s diet. The Ambassador offered to assist 
Indonesia with additional proposals that may help GOI better 
control Al. 


Tangerang Trilateral Project Update 


8. (SBU) On September 13 

Huai in a meeting with Dr. Nyoman Kandun 

for the Tangerang trilateral project 

actions taken since the August 18 trilateral planning 

meeting in Singapore. Lim provided a Gant Chart listing 
project implementation over a three-year span and requested 
GOI and USG comments. He reported that the Singaporean 
Ministry of Foreign Affairs has almost completed review of 
the Singaporean-Indonesian Letter of Intent. Singapore is 
interested in engaging in any Tangerang soft launch 
activities. We reported USAID has initiated a Knowledge 
Attitudes 

ready to participate in planned working committees. 


9. (SBU) The group reached consensus that the National Al 
Committee should take a stronger role in coordinating the 
Tangerang project. Dr. Nyoman agreed to convene a large 
meeting on the Tangerang trilateral for the week of 
September 18 including representatives from the Singaporean 
and US Embassies 

the Ministries of Health 

Affairs. 


NAMRU-2 Human Al Case Profile 


10. (SBU) NAMRU-2 data indicates the following Al-related 
case profile as of September 18: 


-- Number of laboratory confirmed (positive PCR and/or 
serology) human Al cases: 65 
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(case fatality rate of 75 percent). 


-- Number of probable Al cases 2 
rate of 50 percent). 


-- Number of cases awaiting sequencing at the U.S. CDC: 0. 


-- Number of possible untested Al cases under investigation 
(last 30 days): approximately 30. 
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Note: NAMRU-2 data corresponds with MOH data but may vary at 
times with Al case figures presented on the official World 

Health Organization (WHO) website 

2 data by one week. The WHO website 

September 8 

deaths. WHO figures can be accessed at 
www.who.int/csr/disease/avian influenza. 
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takeover would be bad for Nepal. He explained that World 
Bank President Wolfowitz planned to deliver a tough message 
to Finance Minister Mahat during a scheduled September 17 
meeting in Singapore. The World Bank rep mentioned that the 
WB was close to approving USD 25 million in funding over 
three years for NepalVs Poverty Alleviation Fund. He added 
that the WB continued to withhold the USD 100 million Poverty 
Reduction Strategy Credit (PRSC Il) until the GON dealt with 
loan defaulters and three other key issues (reftel). 


MAOISTS HAVE ECONOMIC ADVISORY COMMITTEE; BUT SHORT ON POL 


2. (C) Long-time World Bank (WB) Country Representative Ken 
Ohashi told Emboff on September 15 that he had recently met 
with the top Maoist leadership and had learned that the 

Maoists have a 20-member economic advisory committee. He 
noted that the chair of the committee was a university 
professor and that it included an employee of Nepal Rastra 
Bank (Nepal\'s Central Bank). Ohashi said he had requested a 
meeting with the advisory committee in the hopes of 

influencing their economic policies 

was told committee members were wary of being identified with 
the Maoists at this point. He was not impressed by 
Prachanda\'s and Bhattarai\'s command of economics during his 
recent meetings with them. Ohashi told Emboff that when he 
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had asked the V'top two leaders" which industries they would 
like to nationalize 

had not thought the matter through. 


WORKING WITH MAOISTS NOT SO BAD 


3. (C) Noting that the Health Ministry was not functioning 

well 

control of a few ministries to see if they could get things 

done better than the GON. (Note: The Health Ministry is run 
by Deputy Prime Minister Amik Sherchan 

the far-left Peoples Front Nepal (PFN). USAID noted that 
Sherchan had already appointed many Maoists to the Health 
Ministry and that Maoists had been observing hospital 
operations at Teaching Hospital in Kathmandu a month ago. 
End Note) The WB representative said that a Maoist takeover 
was \"probable\" and that there was a growing group of people 
in Kathmandu who thought the Maoists would take over and 
therefore it was better to try and work with them. Ohashi 
explained that European donors worried that too much support 
for the GON might upset the Maoists and damage the peace 
process. When pushed 

takeover would not be good for Nepal. 


WOLFOWITZ TO DELIVER TOUGH MESSAGE TO FINANCE MINISTER 


4. (C) Ohashi mentioned that WB President Paul Wolfowitz 
planned to meet Finance Minister Ram Sharan Mahat on 
September 17 in Singapore on the sidelines of the WB and 
International Monetary Fund\'s annual meeting. He stressed 
that Wolfowitz would give Mahat a V'tough message\" about the 
Government of Nepal\'s (GON) need to take action. Ohashi 
noted that the GON had been unable to pass a procurement act 
which he said could seem like a weak GON indicator to 
Wolfowitz. Ohashi expressed frustration and said the GON was 
\"myopic\" and unable to get anything done. He explained that 
the WB had withheld the USD 100 million PRSC II until the GON 
took tough action against loan defaulters and resolved three 
other outstanding issues. (reftel). (The PRSC Il aims to 

help the GON prioritize future policy reform areas and 

provide funds for operations in the education 

health sectors.) 


INCREASED FUNDING FOR POVERTY ALLEVIATION FUND LIKELY 


5. (C) Ohashi mentioned that a proposal to provide USD 25 
million over three years to the poverty alleviation fund for 
Nepal would be sent to the Board soon and could be approved 
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as soon as October. The poverty alleviation fund aims to 
improve access to income-generation activities and community 
infrastructure to marginalized groups of society. He noted 

this was a significant increase above the 15 million funded 
over the past three years. Ohashi enthusiastically talked 

about a USD 60 million project for higher education to 

develop academic programs to attract fee paying students. He 
noted the success of Kathmandu Engineering college 

been given funding ten years ago to develop its academic 
programs and now had students seeking admission from India. 
Ohashi said the WB felt that poverty alleviation was the more 
immediate need 

become a reality in the coming year. 


COMMENT 


6. (C) The DCM had previously told Ohashi that his all too 

public meetings with top-level Maoists were perhaps 

ill-advised and were helping to create an aura of legitimacy 

for an organization cynically engaged in extortion 

kidnapping and murder. (The WB representative had been seen 
eating lunch with Prachanda on at least two occasions at one 

of Kathmandu\'s five-star hotels.) Ohashi 

WB Country Director for five years 

with the GON and some of his comments could have been made in 
this vein. However 

he seemed almost enthusiastic about the prospect of a Maoist 
takeover and appeared to think it wise to try and influence 

the Maoists now before they come into power. That others in 
the international community might share OhashiVs sentiments 

is a worrying trend. While we believe a Maoist takeover is a 
possibility 

for the international community to write off the GON -- a 

move that would make a Maoist victory much more likely. 
MORIARTY 
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BANGLADESH - JOINT SECRETARY KUMAR 


Classified By: PolCouns Ted Osius for Reasons 1.4 (B 


1. (C) Summary. In a September 18 courtesy call 
External Affairs (MEA) Joint Secretary Mohan Kumar told 
PolCouns: 


-- India and the U.S. have a V'broad convergence" of interests 
on Sri Lanka; 

-- India continues to tell the GSL that there can be no 

military solution to the conflict 
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the GSL to use statesmanship and an advantageous bargaining 
position to advance the peace process; 

-- Were it not for U.S. and Indian persistence 

no longer support Norway as head of the Co-Chairs; 

-- Domestic Indian politics have less influence in GOI policy 
toward Sri Lanka than in the past; and 

-- The U.S. underestimates the terror threat stemming from 
Bangladesh 

toward Bangladesh are similar. 


End Summary. 


COORDINATED 


2. (C) In a September 18 courtesy call 

India\'s assessment of recent developments in Sri Lanka and 
prospects for successful elections in Bangladesh with 
Ministry of External Affairs (MEA) Joint Secretary for 
Bangladesh 

Kumar. PolCouns noted the close coordination between senior 
officials in the USG and GOI taking place in Colombo and 
elsewhere 

similar close coordination in New Delhi. Kumar agreed 
adding he appreciated his meetings with U/S Burns and A/S 
Boucher on all of the issues in his portfolio. 


3. (C) Offering his assessment on Sri Lanka 

felt there was a V'broad convergence" of interests between the 
U.S. and India. India continues to support the Co-Chairs 
group 

fact 

that Norway continues to have ColomboVs support 

explained 

Norway" due to GSL perception that Oslo has been an apologist 
for LTTE transgressions. Due to Colombo\'s mistrust for 
Norway 

not to take place in Oslo. In terms of other \"convergence 
Kumar confirmed India will participate in the September 27 
Contact Group meeting in Washington 

expert supplied from its Embassy. Additionally 

\"doing everything possible" to coordinate its position with 

the U.S. in order to keep the peace process moving forward. 
While the GSL appears to have made significant military gains 
in recent weeks 

there will be no military solution to the peace process 

that the GSL must behave in a statesmanlike fashion and lead 
to a negotiated settlement. \"We need to stop the government 
from taking the attitude 

do we need to talk?" Kumar said. 
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INTERNAL POLITICS LESS OF A FACTOR 


4. (C) Internal Indian politics play less of a role in 

India\'s policy toward Sri Lanka than in the past 

citing Tamil Nadu Governor BarnalaVs recent endorsement of 
the GOIVs policy toward Sri Lanka. \"There is a tremendous 
difference from the 1980s and 1990s 

many people who live in Tamil Nadu and used to sympathize 
toward the LTTE now say they want nothing to do with the 
group 

However 

Citing exit interviews the GOI does with refugees entering 
Tamil Nadu 
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crossing the Palk Strait to avoid being caught in fighting 
today many are fleeing to avoid being forced into the LTTE 
military -- often as child soldiers. 


5. (C) Saying U.S. and Indian positions \"don\'t entirely 
converge" on Bangladesh due to under-appreciation by the USG 
of the terrorist threat stemming from India\'s eastern 
neighbor 

interests were very close. The top issue from IndiaVs 
perspective 

denialV that terrorists are organizing within and transiting 
through Bangladesh\'s borders. In terms of where the U.S. and 
India can work together 

the next parliamentary election being V'credible 

the international community must be united in promoting free 
and fair elections 

mission or some other body 

or through credible international NGOs. The integrity of the 
election process is threatened by: 1) a corrupt election 
commission; 2) non-credible voter lists; and 3) the \"fixed\" 
promotion of the Chief Justice 

the next caretaker government. The election is the Awami 
Leagues to lose 

of the three above cannot be resolved in time 

choice but to boycott the election 

tactical choice that may seem to be. 
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will be described to local officials from throughout the north as 
positive examples of acceptance of religion at a large CRA-organized 
meeting in September. According to Chairman Thi 

process in the north will likely speed up following this meeting 
happened in the Central Highlands in 2006. He cited local 
officialsV ignorance about religion and the failure of northern 
Protestant leaders to engage with officials and believers at the 
local level for the need for this step-by-step approach. Thi stated 
that northern Protestant leaders did not have direct contact with 
even the 150 \"mature\" congregations on a list presented to 
government officials. He blamed municipal authorities for the lack 
of progress in opening a Bible school in Hanoi. We will raise the 
issue of the Hanoi land-use certificate with the appropriate city 
authorities. 


2. (SBU) Summary and Comment 

established a central point of contact for Protestants to raise 

their problems with the GVN 

that a back channel point of contact for Protestants may have been 
created within the Ministry of Public Security. The news that CRA 
is moving ahead with 18 pilot registrations is welcome and would 
constitute more than a doubling of registered northern churches 
true 

the news. They will to attempt to confirm these registrations 
directly with the respective house church leaders. For their part 
the Protestants report that they recently acquired a copy of CRA\'s 
policy on northern Protestantism 

faith (a step forward) though it instructs local officials to 

encourage some ethnic minority believers to return to traditional 
beliefs. Nevertheless 

north are able to gather for worship regularly and do not report any 
official harassment. End Summary and Comment. 


Protestant Registrations 


3. (SBU) The DCM met with CRA Chairman Ngo Yen Thi on September 15 
to follow up on Vice Foreign Minister Le Van Bang\'s recent letter to 
U.S. Ambassador-at-Large for International Religious Freedom John 
Hanford detailing religious freedom developments in Vietnam. Thi 
noted that the CRA had received the list of 150 \"mature\" (and hence 
easily registered) HYMong house church congregations in nine 
Northwest provinces identified by the Evangelical Church of Vietnam 
North (ECVN) (Ref A - Paragraph 3). The CRA has been seeking to 
verify the existence of these congregations with the respective 
provincial authorities. This is proving difficult because of the 
remoteness of most of the congregations 

confusion over which organizations the Protestants are actually 
affiliated with 

Adventists 

on. The provincial officials are also attempting to gather 
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information from each of the identified congregations confirming 
their leadership and number of adherents 


4. (SBU) Thi explained that the CRA decided to move ahead with 
eighteen pilot registrations in five provinces in the north (Ref A). 
Even these proved labor-intensive and time-consuming 

Thi 

order to familiarize local officials and local Protestants with the 
registration procedures for each registration. The CRA plans to 
highlight these registrations to V'prove to northern officials that 
Protestantism is purely a religious phenomenon" (rather than a 
separatist movement). The CRA will convene a meeting in late 
September with officials from all of the northern provinces. 
Representatives of the five provinces with pilot registrations will 
present reports on their successes in registering Protestant groups 
so that \"the others will understand and will build\" on the pilot 
experiences to help their own Protestant residents to register. Thi 
also noted that the CRA is using radio and pamphlets to educate 
local Protestants (and local officials) about the registration 
process 

receive radio broadcasts. 


5. (SBU) Thi stated that the CRA\'s plan for northern Vietnam is 
designed to replicate its successful experience in the Central 
Highlands last year. During 2005 

local officials (provincial 

\"though there are bad people among the believers 
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good and should be allowed to register.\" Once this was achieved 
the Central Highlands registration process sped up significantly. 
Today 

full-blown congregations in the Central Highlands 

built or under construction 

that though the CRA expects that after the September meeting of 
provincial officials there will be a strong increase in 

registrations in the north 

than occurred in the Central Highlands. 


6. (SBU) Thi asserted that the main reason the CRA expects slower 
registration is that the ECVN V'is currently not as involved" with 

local congregations and local officials as the SECV was in the 

Central Highlands last year. The ECVN executive board members do 
not go to the provinces to train house church leaders; they just 

stay in Hanoi 

before that they repeatedly have requested 

permission to travel to the provinces to engage local leaders and 
local Protestants in discussion about registration and other matters 
concerning the local house churches. In general 
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would be granted by provincial officials 
based in Hanoi. End Note.) 


Seminaries 


7. (SBU) The DCM noted that ECVN complains that the CRA cites lack 
of trained pastors and poor penetration of ECVN into the mountains 

of the north 

Bible school in Hanoi on the ECVN Hanoi Church property to train 
church leaders. Thi replied by noting that the SECV recently 
convened three training courses for pastors in Ho Chi Minh City and 
also recently received a piece of land for a new bible school (Ref 

C). When pressed 

success with the ECVN in Hanoi 

new Bible school has been slow because: (a) the ECVN does not have 
enough trained pastors to teach new church leaders 

because: (b) the Hanoi authorities have been slow to approve the 

land use certificate for the church property. 


Point of Contact for Protestants with Problems 


8. (SBU) The DCM asked if CRA has established a single point of 
contact for Protestants who have problems with registration to 
inform the GVN about their concerns over registration. Thi replied 
that in each province there is a provincial CRA which should be the 
main point of contact for Protestants who run into trouble with 
their applications. (Note: On September 15 

Doan Trung Tin 

Mission. Steven 

the north 

of Public Security (MPS) invited him to a meeting at which they 
informed him that they had been assigned as troubleshooters for 
Protestants across Vietnam. The MPS officers said that if Steven 
and other ECVN representatives come to them with ProtestantsV 
problems 

MPS. However 

leaders report problems to foreigners 

to assist them 


Official Responses to ECVN\'s Petitions to GVN Leadership 


9. (SBU) The DCM asked if the GVN contemplates responding to the 
ECVN\'s petitions to GVN leaders for redress of a host of issues 
including registration of churches 

school 

acknowledged that the CRA has received several petitions from the 
ECVN throughout the last year 

those petitions to the appropriate ministries 
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provincial officials for comment. He reiterated that issuance of 
the Hanoi land-use certificate (which is also delaying the 
establishment of the ECVNVs proposed Bible school) is under the 
responsibility of the Hanoi Peoples Committee which 

is \"difficult to work with.\" 


Other Developments 


10. (SBU) Thi noted that on September 15 

registered a United World Mission Church (Ref B). The Ho Chi Minh 
City CRA also recently recognized Baptist 

organizations and a new Buddhist organization. This shows that 
Vietnam is open to permitting new religions to develop. Any delay 

in Protestant registration in northern Vietnam should be seen as the 
result of local ignorance 

added. 
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Details on Pilot Registrations 


11. (SBU) The CRA provided the following breakdown of the list of 
eighteen pilot registrations by province as follows (note: the six 

Lai Chau and Lao Cai registrations are the same six previously 
reported by the CRA - Ref D): 


| - Lai Chau Province 


-- 1) Cung Mu Phin village 
district; 
-- 2) Than Chi Ho village 


Il - Lao Cai Province 


-- 3 
4 
- 5 
-- 6 


Khe Den I village 
Khe Pen II village 
Ai Nam village 
Xin Chai village 


were a a 


Ш - Bac Can Province 


-- 7) Phja Deng village 
-- 8) Na Phai village 
-- 9) Khuoi O village 


Column 3 
-- 10) Nam Nha village 


IV - Yen Bai Province 


--11) Go Xoan village 
-- 12) Khe San village 
-- 13) Lien Son village 


V - Thai Nguyen Province 


--14) Choi Hong village 

-- 15) Lung Hoai village 

-- 16) Dong Tam village 

-- 17) Tan Linh village 

-- 18) Hoang Van Thu precinct 


— 2 2 ah 


Protestant Reaction 


12. (SBU) On September 19 

Poloff that the ECVN has not heard any confirmation from the 18 
congregations that the CRA says were included in its pilot 
registration. He is sending requests for full reports from the 

leaders of the respective house church leaders of the congregations 
on the list 

end of September. (Note: All messages back and forth from these 
congregations are hand carried and require at least several days 
travel one way. End Note.) 


13. (SBU) Vinh noted that the ECVN has not been contacted by the CRA 
on any issue since Ambassador Hanford\'s August 16-18 visit to Hanoi 
nor have they received any written response to their past petitions. 

Poloff informed Vinh of the CRA\'s complaint that ECVN leaders have 
not been engaged at the local level in the north. Vinh stated that 

the ECVN board will formally request permission from CRA and 
provincial officials to visit local communities across the north 

over the next two weeks. The ECVN will inform post of any 

response. 


14. (SBU) Vinh also stated that he recently acquired a copy of the 
internal CRA policy manual on northern Protestantism 

2006\". ECVN leaders believe that this document is a step forward as 

it explicitly recognizes the existence and importance of 

Protestantism amidst the HYmong and Dzao ethnic minority communities 
of the Northwest Highlands 

officials to force believers to renounce their faiths. That said 

the document still instructs local officials to encourage ethnic 

minority believers to return to their traditional beliefs. (Note: 

Post is not certain of the provenance of this document and will 
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continue to investigate with CRA. End Note). Nevertheless 
stated that he is pleased with the current situation in the north 

for ECVN followers and noted that all of the 1 

minority congregations are able to gather for worship regularly and 
do not report any harassment from police or other local officials. 


Comment 
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15. (SBU) Thi was at pains to demonstrate progress in line with VFM 
Bang\'s recent letter to Ambassador Hanford 

sought to manage our expectations for immediate results over the 
next few weeks. The news that the CRA is moving ahead with 18 pilot 
registrations is welcome and would constitute more than a doubling 
of the number of registered ECVN churches 

continue to seek ECVN confirmation of these registrations directly 
from the respective house church leaders. Pastor Stevens claims 
that several of the 18 were issued registration certificates by 
provincial authorities 

refuse to pass the certificates to congregations until they 
Vdemonstrate good behavior." We also plan to raise the issue of 
ECVNVs Hanoi land use certificate with the appropriate Hanoi 
officials as soon as possible. End Comment. 


16. (SBU) Begin text of VFM Le Van Bang\'s Letter to Ambassador 
Hanford: 
September 13 


H.E. John Hanford Ш 
Ambassador at-large for 
International Religious Freedom 
U.S. Department of State 
Washington DC 


Dear Mr. Ambassador 


| am pleased with the outcome of your visit to Vietnam last August. 

| believe that you may have a clear picture of the current 

situation of religions in Vietnam through your meetings with various 
Vietnamese agencies 

you have seen by your own eyes. In order to further enhance mutual 
understanding between Vietnam and the United States 

update you with current developments in this regard 

since the coming into effect of the Ordinance on Religions and 
Beliefs 

Instruction No. 1 on Protestantism. 
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Since the promulgation of Prime Minister's Instruction 

Protestant denominations in the Ho Chi Minh City area (Seven Day 
Adventist Church 

new one in Danang (United World Mission) have been registered. In 
the Central Highlands 

Evangelical Church (South) have been recognized 

from Protestant denominations registered 

Local authorities have granted the use of land and facilitated the 
construction of 9 new churches in the region. 


In Northern mountainous provinces 

part of local authorities to implement the new legislations on 
religions. Within only two months from July to September 
Protestant groups have been registered in Lai Chau 

Can 

consideration. The Commission on Religious Affairs has held a 
number of training courses on new legislations for local officials. 


Buddhism and Catholicism have witnessed a number of significant 
activities since late 2005 

Vatican\'s Minister Cardinal C. Sepe who oversaw the ordainment 
ceremony for 57 priests in Hanoi Cathedral. Buddhist community 
nationwide has just celebrated the 25th Anniversary of its 
unification and the 2550th Vesak (Buddha\'s Birthday) this June. 


On occasion of the National Day of September 2nd 
inmates were granted amnesty 
such as Pham Hong Son and Ma Van Bay. 


| know that the Vietnamese Government Commission for Religious 
Affairs regularly updates you with new developments. By citing the 
above-mentioned figures 

progress has been made just within nearly two years since the 
religious legal documents came into life. 


In the time to come 

the implementation of the Government policy on religions from 
central to local levels with more attention paid to remote areas. 

In this respect 

by you and the US Embassy in Hanoi recently. We will update you 
with information relating to those issues as soon as we can. With 
what we have done and experience gained over the last nearly 2 years 
of implementing the legislations on religions 

much more progress will be made. At the same time 

confirm our willingness to conduct dialogues with the United States 
on issues of concern 

on the basis of mutual respect with an aim to further enhance our 
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mutual understanding as well as to look for the best solutions to 
these issues. 


In that spirit and in keeping with the current relations between 
Vietnam and the United States 
Secretary of State to remove Vietnam from the CPC list 


SIPDIS 

belief 

in Vietnam. As President Bush stated in his recent letter to 
President Nguyen Minh Triet 

friendship between our two countries. We should work closely 
together to take our relationship in that direction. 


Please accept 
consideration. 


Yours sincerely 


Le Van Bang 
Vice Minister for 
Foreign Affairs 


CC: H.E. Christopher Hill 
Assistant Secretary for 

East Asia and Pacific Affairs 
U.S. Department of State 
Washington DC 


Ambassador Michael Marine 
U.S. Embassy Hanoi 
Hanoi 


End text of letter. 
MARINE 
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conference. Signing the UN Protocol would seem particularly 
critical to a nation hosting a UN-based conference on the 
issue. The ECSSR Director General said at the outset of the 
September 4 session 

focused on V'the conference 

nor international TIP expertise. As such 

meetings with the UAE Ministers of Justice and Interior for 
the visiting experts to discuss UAE positions directly 
(conversations reported ref A). 


3. (SBU) Organizers in Abu Dhabi were adamant in the 
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September 4 planning meeting that the goal of the conference 
is a unified stand against trafficking in persons agreed to 

by \"all 192 members of the UN 

ministerial level in Abu Dhabi. They cited the goal of a 
strongly-worded V'Abu Dhabi declaration V' to bolster 
international resolve and distributed a draft text 

(extensively edited since the draft noted ref B). 


4. (C) Notable attendees at the meeting -- notable as 

experts in the field of trafficking in persons invited to 

lend substance to the conference -- included G/TIP Mark 
Taylor and UNODC Chief of anti-trafficking Kristina 
Kangaspunta 

ambitions of a V'global conference which sought to produce а 
formal document agreed to by all parties. G/TIP cited the 
merits of a more tightly focused regional gathering 

UNODC noted the inherent logistics and protocol issues raised 
by an event of this magnitude. After some discussion 
organizers agreed that verbal acclamation of an V'Abu Dhabi 
declaration V" would be preferable to an effort to gain 
signatures on the document 

question of keeping the conference global in scope by 

inviting V'all 192\" countries to participate. Being the 
substantive experts 

opportunity to submit comments on the nature of invitees 
substantive agenda for the conference 

redrafts of the declaration. 


5. (C) USG participants on September 4 made clear to the 
organizers that U.S. interests in the event would largely be 
defined by the U.S. perception of the practical benefits to 
accrue from the conference in the TIP arena. As such 

could not commit to securing attendance of all UN member 
states (that would be the organizers job) 

to encourage those we deemed appropriate to attend. 
Similarly 

(government and NGO) to focus on participation by key experts 
and agreed to share comments on a substantive agenda and 
declaration. 


6. (SBU) Comment: In spite of the logistics challenge posed 
by an undertaking of this magnitude 

(and commissioned by Abu Dhabi Crown Prince Sheikh Mohammed 
bin Zayed) to make the conference a success. It has reserved 
the prestigious Emirates Palace Hotel for the duration of the 
March 26-28 event and will reportedly block rooms in other 
hotels to accommodate the 1 

UAEG backing 

ground transportation costs for attendees. (ECSSR is not 
however 

transportation costs of participants other than the 
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conference speakers; instead ECSSR hopes to enlist the help 
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of unspecified donors to assist in funding the air travel of 
resource-challenged participants.) It is also engaging the 
Services of an international public relations firm to 
advertise the event and ensure broad media coverage. If 
successful 

which Abu Dhabi seeks recognition as a capable host. 


7. (C) Comment continued: The substance of the issue under 
discussion 

focus of the organizers has been on staging a successful 
event in Abu Dhabi; the actual substance of the event appears 
secondary. As \"experts\" on TIP are only now asked to engage 
in drafting a meaningful agenda 

basically clean slate on which to build a productive event -- 
although somewhat inhibited by the requirement of global 
participation and the nebulous title assigned to the 
conference: \"Promoting Holistic Policies Against Trafficking 

in Persons.\" It is too early to tell how welcome USG input 

will be as the organizers move forward 

a meaningful agenda would benefit from a regional focus 
(possibly in break-out sessions) and a final declaration more 
firmly grounded in the 2000 UN Protocol. If the UAE remains 
committed to the success of this event and recognizes the 
need to enhance its own record on TIP in order to appear a 
more credible host 

that commitment towards real progress on G/TIP\'s action plan 
for the UAE including the establishment of a victimVs shelter 
and the passing of anti-TIP legislation. End comment. 

SISON 
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Rotterdam\" energy hub 

and multiple pipeline terminuses (ref b). The biggest component of 
the wished-for energy 

electricity sector: the newly launched electricity distribution 
privatization 

imminent shortfall in supply 

power program. The World Bank is financing an underground natural 
gas storage facility that will be key to Turkey\'s plans to transit 
Central Asian gas to Europe and upgrading of a huge coal-fired power 
plant (Afsin-Elbistan) in Central Turkey. Virginia-based AES is 

very interested in the electricity distribution privatization 

U.S. firms are not visible in the other projects. End Summary. 


ELECTRICITY DISTRIBUTION TENDER FINALLY LAUNCHED 
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2. (SBU) On August 30 

long-awaited electricity distribution privatization. The three 

areas tendered were: Baskent (Central-North Anatolia 

Ankara 

Kastamonu); Ayedas (Anatolian side of Istanbul); and Sakarya (Thrace 
region 

tendered is the first of four batches of tenders the GOT is planning 
to conduct for a total of 20 distribution regions. Interested 
companies are expected to make their prequalification applications 
in October. The bidding deadline for the tenders is December 15. 
Under the privatization\'s \"Transfer of Operating Rights (TOR)V 
mechanism 

will retain legal ownership of the physical assets of the 

distribution networks 

responsibilities to the private investors. 


3. (SBU) Alexandria 

interested in the regional electricity privatization and would 
aggressively pursue all of the three regions in the first tender 

batch 

AES\'s main concern has been the lack of a clause that would allow 
international arbitration for dispute-resolution. In this regard 

they are particularly concerned about the rights TEDAS will retain 
to terminate the TOR contracts 

equitably resolved. 


4. (SBU) Privatization Agency (PA) President Metin Kilci told the 
press that financial adequacy would be the main criterion in 
evaluating the prequalification applications. This is likely 
intended to give local companies a chance 

electricity distribution experience. Although the GOT did not set 
foreign partnership limits for this specific tender 

ambiguous 50 percent limit for total foreign investor share in 
electricity distribution. Over the longer term 

to privatize TurkeyVs state electricity production company (EUAS) 
excluding large hydroelectric facilities. 


5. (SBU) On August 23 

start of the tender process for Afsin-Elbistan 

Vbiggest energy project in the history of the Turkish Republic. V" 

Guler said a V' Turkish style investment model" would be implemented 
in this project 

the area to private investors. Instead of paying cash to the 
Government 

new power plants (Afsin-Elbistan C and D). The GOT will transfer 
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operating rights of the two plants to the private sector for 30 
years 


6. (SBU) The project will require $5 billion in private sector 
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investment. Several foreign and domestic companies are reportedly 
interested in various phases of the project. According to our energy 
sector contacts 

kind of project in Turkey. 


7. (SBU) Meanwhile 

to increase the efficiency of the existing Afsin-Elbistan A 
coal-fired plant. The loan required some waivers beause the 
environmental standards do not met the levels expected for a new 
plant. According to Guler 

Afsin-Elbistan complex will generate 30 billion KWH of electricity 
annually 


8. (SBU) After receiving private companies proposals on nuclear 
power investment in May 

participation of the Ministry of Energy and Natural Resources 
(MENR) 

Regulatory Authority (EMRA) 

commission evaluated proposals 

Serve as a road map for developing nuclear power. Based on the 
report 

Nuclear Power Plants 

in the new legislative session that begins in late September. The 
draft reportedly sets minimum state guarantees as the main criterion 
for the interested companies. 


9. (SBU) Energy Minister Guler told the press the GOT wanted to 
see the private sector developing nuclear projects. Guler stated 
that rather than selecting the contractor through a tender process 
the GOT would choose the company offering the minimum cost 
(including least state guarantee) 

greatest domestic input. In line with the draft legislation 

will be the lead agency in this project. 


10. (SBU) As described in ref B 
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BTC and Kirkuk-Ceyhan terminus and oil storage 

reinvigorating the near moribund Iraq oil pipeline 

potentially adding natural gas egress and processing to this right 

of way. Turkey has licensed a prospective Samsun-Ceyhan oil 

pipeline and has urged Russia to support this route both for oil and 
natural gas pipelines to feed oil and gas processing at Ceyhan. 
Calik/Indian Oil and Petrol Ofisi/OMV have applied for refinery 

licenses for Ceyhan and Prime Minister Erdogan has encouraged Lukoil 
to shift its interest from Zonguldak to either Samsun or Ceyhan. 


11. (SBU) Natural gas storage is a key requirement for satisfying 
domestic seasonal requirements 

Iran and concerns about Russia 

Europe. Rehabilitation of a 1.2 BCM TPAO Thrace-Marmara gas storage 
is close to completion and a tender is underway for construction of 

a natural gas storage under the Salt Lake south of Ankara in an 

amount of 0.7 BCM - with potential to expand to 2-3 BCM under a 

World Bank loan for $300 million. 


12. (SBU) Despite the relatively new electricity and natural gas 
laws\' focus on market liberalization and private investment 

Turkish Government has been frustrated by the dearth of private 
energy investment garnered to date. Over the years 

system has struck down a number of privatizations and privatization 
models (BOT\'s 

While the government is expressing enthusiasm 

vision for partnering with private investors 

successful it will be with its energy ambitions. Meanwhile 
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has sought to bring greater market forces to grapple with a looming 
electricity shortfall (Ref C) 

player and the energy regulator still struggles to stake out its 

role and maintain independence. End Comment. 

WILSON 
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that UN forces will not enter Sudan 

never invaded a country that was a UN member" He said that 
the only solution to the stalemate with the international 
community is for the West to understand that SudanVs position 
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is unyielding and that it will not Vbargain away its 
sovereignty. V" 


3. (U) Taha called on African leaders to firmly reject UN 
Security Council Resolution (UNSCR) 1706 and warned that 
international forces would lead to chaos because the people 
of Darfur would rise up against them 

Iraq.\" He questioned opposition partiesY support for UN 
intervention in Darfur 

in contrast to their previous rejection of international 

forces in Southern Sudan after the Comprehensive Peace 
Agreement (CPA). When asked by one journalist why the 
Sudanese government opposed UN action in Darfur but had 
accepted a UN presence in Southern Sudan 

the UN mandate in the South is a monitoring mission while the 
one described in UNSCR 1706 would concentrate on 
peacekeeping 

undermine Sudanese sovereignty. He also accused the 
international community of being run by the VZionist lobby. V 


4. (0) Taha condemned US interference in the conflict and its 
demands for UN re-hatting 

realized. It is not a god that has to be obeyed.\" Taha 

railed against unfulfilled USG promises to normalize 

relations 

terrorism 

by then-Special Envoy John Danforth 

Robert Zoellick 

officials still have difficulty obtaining visas to the US and 

are limited to a 25-mile radius of Washington and New York 
City. According to Taha 

requested that sanctions be lifted on Southern Sudan in order 
to solidify the CPA. USG rejection of this proposal 

combined with the fact that the international community has 
met only a fraction of its donor pledges in support of the 

CPA 

He also objected to the Departments recently-released 
International Religious Freedom Report and said that the USG 
had ignored the tremendous progress Sudan had made in the 
last year. 


5. (SBU) Despite numerous public announcements about the 
press conference beforehand 
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Sudanese radio or television. Al Jazeera began coverage 

the feed was cut after two minutes 

government\'s request. Sudan television later broadcast the 
press conference in its entirety on the evening of September 
18. Press coverage of the event varied on September 19. 
Several Arabic-language papers praised Taha for his hard line 
against UN forces and his criticism of previous USG promises 
as a V mirage." The English-language newspapers and the 
official Sudanese news agency 
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inflammatory remarks and emphasized the governments desire 
to find a political solution. A common refrain quoted Taha 

as saying that \"the government does not stand against the 
international community or the UN.\" Only one newspaper 
pro-DUP \"Al Khabr 

interim authority in its headline 

the body of most articles with few substantive details. 

HUME 
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electronics producer PT Panggung had the right to register 
the Intel mark in Indonesia. 


12. (SBU) Intel subsequently filed six separate complaints 
with the Jakarta Commercial Court 

never used its registered Intel mark in five instances 

had not used it for at least three years in a sixth 

instance. Under Indonesia law 

three years is grounds for its deletion. Last week the 
Jakarta Commercial Court ruled that while Intel proved that 
PT Panggung was failing to use its mark in all six 
instances 

past date PT Panggung stopped using the Intel mark 
including the five instances in which PT Panggung had never 
used it. Intel is appealing the case to the Supreme Court. 


Other Notable Developments 


13. (SBU) In recent months 

Ministry of Justice Directorate General for IPR have 
collaborated with the EU 

of IPR public awareness and training sessions for GOI 
officials and the broader IP community. The GOI lists many 
of these seminars 

OCR submission. The Ministry of Justice also recently 
appointed a new Director of Copyrights Ansori Sinungan who 
is well informed 
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Previously 

Surabaya 

organize the Surabaya policeVs recent impressive crackdown 
on OD piracy. 


Comment: Time is Right for Watch List 


14. (SBU) We have leveraged significant progress on IPR 
enforcement in 2006 through two OCRs and the regular Special 
301 review 

pleased with recent GOI efforts. While the GOI has not 

fully satisfied all our OCR proposals 

far exceeded our requests 

enforcement activities. This shows increasing GOI ownership 
over the IPR issue 

interests. It would be unfortunate to fail to reward this 
ownership and lose current momentum 

Mission 

GOl in the coming year on difficult issues such as effective 
factory monitoring and prosecutions. Another consideration 
is that our GOI IPR contacts 


well 

efforts are producing positive results. Given these 
factors 

be the most effective way forward. 


HEFFERN 
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Turkey\'s EU accession process appear well-founded 
apparent disconnect between cautiously optimistic Turkish 
officials and less sanguine EU contacts. In recent 
conversations 

suspend negotiations on two or three chapters 

contacts put the figure at over ten 

suspension. The GOT\'s previous track record of overcoming 
eleventh hour hurdles may be giving the Turks false 
confidence. At the same time 

that technical talks and screening are progressing well and 
more EC monies are flowing than ever before. Unfortunately 
the lack of an active public relations policy appears to be 
preventing the good news part of the message from reaching 
the ever more euro-skeptic Turkish public. End summary. 


2. (U) The Turkish Parliament will meet in a special session 
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on September 19 to consider EU harmonization legislation 

prior to the European Commission\'s annual progress report 
due out October 24. According to EU and Turkish officials 

with whom we have spoken 

for incorporating new laws and events into the report is 
September 30 

October may still be considered. Parliament has put seven 
laws from the so-called 9th EU harmonization package on the 
agenda for the session (ref a). Two of these -- the 

Ombudsman Law and the Law on Private Education -- are out of 
committee and ready for the general assembly. Passage of the 
Ombudsman Law would bring Turkey into line with EU countries 
by creating a body to analyze and make recommendations 
regarding the functioning of the government. The Private 
Education law would change currently existing language that 
bars those not of \"Turkish origin\" from serving as Deputy 
Directors at private schools. Currently 

be of non-Turkish origin. 


3. (U) The other draft laws remain in committee 


- The Law on Amending the Settlement Law: Currently in the 
Settlements and Transportation Committee 

alter a long-standing law on settling in Turkey 

language that excludes Roma; 


-- The Foundations Law: The draft 

various restrictions faced by religious minorities regarding 
training 

in the Justice Committee; 


- The Law Amending the Law on the Court of Audits: This 
law 

expenditures 

Committee; 


-- Both the Law on the Ratification of the Amendments in the 
European Social Charter and The Law on the Ratification of 
the Revised European Social Charter are currently in the 
Foreign Relations Committee. 


4. (C) GOT officials remain cautiously optimistic regarding 
Turkey\'s accession progress 

international press reports that suggest a \"train wreck\" may 
be imminent. In a meeting on September 13 

polished Justice and Development Party (AKP) Parliamentarian 
and Justice Committee Chairman Koksal Toptan told us that in 
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the lead up to the October 2005 start of negotiations 

GOT put forth an extraordinary effort 

is not necessary now. Toptan stated 

and Turkish officials 

there is no problem." Toptan acknowledged some problems 
however 

stand to benefit from seeing the talks collapse. He noted 
that things would proceed more rapidly and smoothly if Ali 
Babacan were not stretched thin by maintaining the dual 
portfolio of Economic Minister and Chief EU Negotiator. 
Toptan was not aware of any potential change in Babacan\'s 
portfolio. 
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5. (C) Other GOT officials echoed Toptan\'s assessment that an 
impasse is not imminent. Ahmet Aydin Dogan 

Head at Turkey\'s EU Secretariat 

EU harmonization effort 

session 

agenda. Dogan told us that he expected the opposition to 
challenge the Foundations Law and several other laws 

because \"most of the majority find the drafts acceptable 

all laws would be passed. (Comment: The opposition may 
bluster 


6. (C) Our MFA contacts 

problems 

EU Directorate General Department Head Muhsin Kilicaslan 
dismissed the European Parliament\'s recent highly critical 
report as exaggerated and the result of various EU 

countries 

and fellow MFA Department Head Emre Yunt 

hard at work 

the various laws of the 9th Reform Package. Kilicaslan said 
he believes that the EU Commission\'s annual report 

in October 

recognizes that Turkish and European public sentiment toward 
Turkey\'s accession has been souring 

issues as \"bumps in the road\" that Turkey will surmount just 
as it did during past critical moments. 


7. (C) GOT officials continue to note that even though the 
government can 


paper 
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societal attitude that will not happen quickly. Regarding 
controversial Turkish Penal Code 301 

free speech 

from a procedural standpoint 

rather easily 

transformation. Toptan went on to describe Turkey\'s internal 
struggle to achieve a balance between free expression and law 
enforcement \"to prevent anarchy.\" Toptan would not comment 
on whether Article 301 would be added to the September 19 
session agenda. 


8. (C) Ahmet Aydin Dogan brought up women's issues to make 
his point that the EU cannot expect Turkey to turn on a dime. 
Dogan pointed out that honor killings 

are carried out in some European countries as part of old but 
misguided traditions. In Dogan\'s view 

harmonization laws related to women\'s rights is a positive 
step 

to be able to end honor killings and other human rights 
violations. When asked his views on a realistic timeline for 
substantive change on such issues 

take a generation. 


9. (C) Cyprus is uniformly seen by our contacts as an issue 

on which the GOT will not budge. Justice Committee Chairman 
Toptan reiterated the familiar line that the GOT is waiting 

for the EU to fulfill promises made prior to the 2005 

referendum on the Annan Plan 

is lifted 

working level 

Secretariat Political Head Dogan insisted that \"Turkey is 100 


SIPDIS 

per cent right on this issue! The EU violated its own 
principles by accepting a divided island.\" Although Dogan 
believes the EU will suspend the three or four chapters that 
most involve Cyprus 

was adamant that the GOT will not change its stance. 


10. (C) Several European contacts expressed to us that the 
GOT\'s confidence that Parliament will pass the necessary 
group of laws this month reflects Turkey\'s failure to embrace 
true reform. Dutch poloff van Haaften summarized the 
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prevailing view: While Turkey has made impressive progress 
and come far 

for the EU process on a high political level." French poloff 
Roquefeuil told us that even though Turkey\'s committing 
troops to UNIFIL sent a positive message to Europe 

French will push the EU to send a V'strong message" to Turkey 
that its slow pace of reform since negotiations opened is not 
acceptable. Roquefeuil said that it is critical for Turkey 
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to pass all of the 9th Reform package to avoid a \"very 
negative\" Commission report. 


11. (C) EU contacts blame part of the recent drop-off in 
Turkish and European public support on poor public relations 
strategy. Neither side has adroitly publicized the positive 
developments. Citing the GOTVs recent anger over the release 
of a Trafficking in Persons documentary critical of Turkey 
(ref c) 

opportunity to turn a negative situation to its advantage by 
publicizing the great progress Turkey has made on trafficking 
issues. At the same time 

tendency to focus on high-profile cases 

Orhan Pamuk 

relations campaign in Europe that spotlights areas of 
progress. 


12. (C) European Commission officer Dawson echoed the lament 
that a poor public relations strategy is preventing the good 

news angle from getting out. There is a clear difference 

between perception and reality. The Euro 400 million in 

grants for 2006 is the highest amount the Commission has ever 
disbursed 

largest anywhere in the world. Both on screening and on a 
technical level 

said 

more intense. It is 


13. (C) GOT and EU contacts appear to agree that suspension 
of negotiation on several Chapters is the likeliest outcome 

of the Cyprus controversy. But a disconnect exists over the 
severity of the steps the EU may pursue. Both Justice 
Committee Chairman Toptan and Turkey\'s EU Secretariat 
Political Chief Dogan told us that the EU will probably 

suspend three or four chapters related to Cyprus 
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allow progress on many other chapters to progress at 
full-speed. EU contacts 

perhaps as many as 12 to 15 chapters will be suspended. 
German DCM Prueger told us that while he does not believe de 
jure suspension is on the agenda 

go as far as de facto suspension 

and a halt to screening. Each successive presidency would 
then examine the situation to see if sufficient progress had 
been made to warrant resuming work. Prueger added 

that even in that case 

cooperation would continue 

progress. According to van Haaften 

find the balance between suspending enough chapters to push 
the Turks and maintain credibility for its own internal 

purposes 

the EU ParliamentVs seriously critical Eurling Report 

Turkey\'s rather defiant response to it 

disconnect and may signal more serious problems to come. 


14. (C) The disconnect is real. Turkey and the EU have made 
it over previous hurdles by dint of last minute negotiations 

and perseverance. The near miss on the opening and closing 
of the supposedly uncontroversial Science and Research 
Chapter at the EU\'s June ministerial is just the latest 
example. These past eleventh hour deals may have given the 
Turks false confidence that they can make it over this next 
hurde as well without offering some form of compromise on 
opening ports and airports to the ROC. We will continue to 
give the Turks the message that 

drawn their lines in the sand 

need to prepare themselves for a different reality. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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past 27 years 

helped on democracy.\" Ibrahim said 

the U.S. would support democracy 

believed that the summer 2006 Israeli incursion into Lebanon 
marked a turning point because V'Israel was threatened by 
Lebanon as a new democracy in the region.\" Ibrahim bitterly 
concluded that the U.S. appeared \"willing to sacrifice 
democracy in Lebanon.\" 
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3. (C) Emboffs assured Ibrahim that the USG remains fully 
committed to supporting democratic reform in Egypt 

is concern that Ibrahim\'s apparent openness to cooperation 
with the Muslim Brotherhood has led to questions about his 
methods. Ibrahim assured us that he has no desire to see the 
MB empowered any more than they already are. He argued 
specifically that the new democracy project IKC plans to 
implement with USAID funding is designed to build support in 
Egypt for a secular democratic alternative to both the 
GOE/NDP and the MB. He said he would have no objection to 
certifying in writing (through the grant document or other 
agreement) that the Ibn Khaldun Center will work only with 
legal organizations. Ibrahim argued strongly that Egypt 

needs more secular parties like Ayman Nour\'s Ghad Party and 
Osama Ghazali Harb\'s proposed Democratic Front Party to 
counter the appeal of the MB message. 


4. (C) Regarding his view on the MB 

are a Vfact of lifeW in contemporary Egyptian politics (\"you 
can\'t will them away and you can\'t exterminate them V). He 
opined that the best way to thwart the MB is for the GOE to 
require them to compete freely and fairly in the democratic 
arena 

ultimate democratic direction of the Egyptian state 

Turkish fashion. Ibrahim said he thinks that the GOE should 
legalize an Islamist party (to give legal voice to the MB\'s 
political aspirations) and at the same time amend the 
constitution to make the military the ultimate guarantor and 
protector of Egypt's secular democracy. Ibrahim noted that 
although the USG did not provide any direct democracy 
assistance to the MB in the 2005 elections 

the MB that benefitted the most from the increased 
transparency and accountability that USG democracy assistance 
created. 


5. (C) On the looming matter of constitutional reform 
Ibrahim said that he thinks the GOE must focus on four areas 
of constitutional reform: 


1) amending article 77 to establish presidential term limits; 
2) establishing the military as the guardian of EgyptVs 

civil state; 

3) ensuring the full independence of the judiciary (vice the 
half-measure of the recently passed law); 

4) ensuring full judicial supervision of elections (vice the 
NDP\'s proposal to establish an election commission that 
answers to the Supreme Judicial Council 

the executive branch). 


6. (C) Comment: Ibrahim is angry at what he terms a 
\"betrayal\" by the USG of the democracy movement in Egypt. We 
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believe that Ibrahim will not provide any direct benefit to 
the banned MB with his present or future USG democracy 
funding. 

RICCIARDONE 
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official moaned. 


4. (SBU) PM Blair\'s last address to the TUC was the mostly 
widely covered event at the Congress 

groundbreaking. The handful of protestors 

the hard left National Union of Rail 

Workers (RMT) led by their firebrand General Secretary Bob 
Crow 

responded as he always has: a Labour Government is better 
for the unions than a Tory one. \"! simply say to people who 
make the protest 

realize that those hostile to a Labour government - you are 
doing precisely what (the Tories) want. Not very sensible 

he said. The moderate members of the movement acknowledge 
the great strides workers have made under Blair - there are 

no longer \"jobs marches\" for example - but concede that 
Gordon BrownVs union background will always make him more 
appealing to the rank and file. 


5. (SBU) On the international front 

their most leftist 

of Cuba and Venezuela 

to replace the Trident nuclear deterrent. The vote on the 
Trident was more divided because of the union jobs at stake 
in the defense industries 

vision warring with the narrow interests. An observer from 
the AFL-CIO (protect) explained that Barber tends to allow 
the left-wing to dominate the international agenda 

it is of little consequence to the unions. 


6. (SBU) Despite the anti-American flavor of many of the 
motions 

union invited to address the congress every year. This 
year\'s representative was William Lucy 

Secretary Treasurer of the American Federation of State 
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County and Municipal Employees and Founder-President of the 
Coalition of Black Trade Unionists. Lucy was also a 
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featured speaker at a \"fringe\" session with Barber and TUC 
President Gloria Mills 
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Tackling Racism in the Workplace. British unions are 
alarmed by the rise of the extreme right wing 

British National Party. Lucy pointed out that it is usually 
not the tiny percentage of overt racist who are the problem 
but the many who remain indifferent in the face of racism. 


7. (SBU) Comment: The British Labor movement is very much 
alive 

Membership had declined slowly in a decade 

the workforce in 1995 to about 26% today. Ironically 

more union demands are written into national law 

minimum wage 

union-specific protections weaken. The struggle to absorb 
hundreds of thousands of workers from Eastern Europe without 
depressing wages 

move to streamline the public sector mean that there will 
continue to be scope for the unions to pursue both their 

broad and narrow agendas. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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upgrading of 25 UAE PUMA SA 330s with Cubic Defense systems 
of San Diego 

the contract 

documents related to the commodities in question. Following 
the paper review 

facilities where IAR was building 

upgrading airframes and avionics for several military 

and Rescue 

were individually identified by client 

EUROFOR. Government of South Africa 

and the Romanian Ministries of Defense. POLMILOFF also 
toured the blade assembly and repair area 

and aluminum press and construction areas. 


When was IAR Brasov established and who are its principals? 


2. Industria Aeronautica Romana (IAR) S.A. Brasov was founded 
in 1925 

including the critically acclaimed IAR-80 combat plane which 
saw action from 1942 until Allied bombing hit the first IAR 
assembly plant in 1944. After WWII 

decided to use the former factory site to manufacture 

tractors 

1950s 

single engine planes 

industry in Brasov. By 1965 
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including experimental gliders 

of the city of Brasov proper (where the tractor factory still 

exists) 

kilometers out of the city but in the county of the same name 
(\"Judetul Brasov\"). Since 1968 

concentrated on the rotary-wing aircraft market and is 

currently partnered with EADS subsidiary Eurocopter. In 
December 2000 

Eurocopter Romania S.A. IAR S.A. claims it holds exclusive 
Eurocopter contracts for the upgrade 

of Puma and Alouette helicopters. IAR also is the exclusive 
designer and provider of the upgraded PUMA \"SOCAT\" combat 
helicopters to the Romanian MOD. IAR and Eurocopter Romania 
are collocated. The President and General Director of IAR is 
Gen. lon Gerogescu (ret.). Andrei Lorincz is listed as the 
Development and Production Executive and lon Dumitrescu is 
the Commercial Financial Executive. They claim 925 

employees 

privately. 


Who are IAR Brasov\'s typical customers and where are they 
located? 


3. Domestic customers are the Romanian MOD/Air Force 
Interior (including the Romanian Intelligence Service) 
Romanian Utility Aviation. Primary foreign customers are 
Eurocopter (France) 

United Arab Emirates Ministry of Defense 

of Defense. A sample of their importers include Eurocopter 
Sagem Avionics 


Does IAR Brasov have adequate on-site security? 


4. |AR said it uses picture identification cards with 
electronic key access for its employees. From the main 
office entrance 

no sign of a security guard. Throughout the compound 
POLMILOFF did not observe any uniformed security nor any 
electronic or video security measures. The main gate to the 
assembly area had a guard booth but POLMILOFF could not see 
any guards in the vicinity. That said 

S.A. Brasov is off a remote road 

the Brasov to Ghimbav road. The firm is not easy to locate 
and in fact 

driver tried two Ghimbav locals without success. The third 
time 


Does IAR Brasov understand the restriction on UML articles? 


5. POLMILOFF reviewed in the meeting both the End-Use 
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monitoring policy 

limitations. IAR explained the Romanian government\'s own 
export controls and procedures. 


What is the nature of IAR Brasow\'s dealing with UAE? 


6. IAR delivered 10 rotary wing aircraft to UAE in 1994 as 
part of a contract signed in 1992. IAR is contracted to 

begin upgrades to those original 10 

provide 25 second-hand PUMA helicopters 

maintenance and spare parts. The first aircraft of this new 
contract was delivered in 2005 and is to be concluded in 2007. 


What is the nature of Brasov\'s dealings with Rockwell Collins 
France (RCF)? 


7. RCF is one of the primary suppliers to IAR S.A. Brasov. 
Conclusion 


8. IAR S.A. Brasov is a serious company 

security needs improvement. IAR S.A. Brasov officials 
appeared unsettled by the visit 

be responsive to POLMILOFF\'s inquiries. They seemed 
surprised when POLMILOFF requested a tour of their assembly 
plant. One of the executives said they were not prepared for 
that 

permission. POLMILOFF noticed only a a few Pumas equipped 
with machine gun turrets and rocket pods. Of the 12 Pumas in 
various stages of upgrade in the main assembly area 

were getting new motors 

The paper documentation 

GOR were all in order 

numbers on the export documents 

and order forms for each shipment. Most of the activity 
appeared to be in the manufacturing area 

were being cut and welded 

Taubman 
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Milinda Moragoda and Malik Samarawickreme are said to 
genuinely favor an SLFP-UNP pact while Ravi Karunanayake is 
not optimistic about the outcome. 


4. (C) In a September 18 meeting with the Ambassador 
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UNP\'s Peiris said the impetus for the talks was the 

Vpolitical paralysis\" caused by the SLFP\'s failure to command 
a majority in parliament. According to Peiris 

routine finance bill did not pass because there was no 
legislative cooperation 

parties needed to find a path forward. Peiris observed that 
parliament had been inactive and expressed hope that since 
the SLFP-UNP talks included MPs on the proposed committees 
parliament might become more relevant. When the Ambassador 
noted the bad blood between the party leaders 

that UNP leader Ranil Wickremesinghe has a better working 
relationship with President Rajapksa than he did with former 
president Kumaratunga 

parties can collaborate productively. Peiris also assessed 

that President Rajapaksa is a consensus-builder with strong 
political capital 

agreement on the peace process 

national support for it. 


5. (C) Wickremesinghe met the Ambassador separately on 
September 18 and noted that the government's invitation to 
the UNP had come while he was away 

the SLFP\'s sincerity. Nevertheless 

UNP was amenable to the president\'s stated wish to work 
together in parliament. He was most hopeful about 
cooperation on the peace process and good governance. In 
response to the Ambassadors question about whether joining 
cross-party talks was a risky political move for the UNP 
Wickremesinghe said the process will test whether the 
president really is a hard-liner on peace. He said the UNP 
and SLFP are seeking to reach agreement by the end of 
October 


6. (C) Both the SLFP and UNP deserve credit for taking steps 
to work together in the national interest. However 

good intentions on both sides 

challenge. The government has appointed a high-level group 
comprised solely of ministers 

work of hammering out a draft settlement more difficult. In 
addition 

cloud the discussions on the peace process 

potential for significant agreement in party positions. That 
said 

the areas of governance and peace 
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suggested 

results. For now 

SLFP and UNP on returning to talks with the LTTE offers hope 
of forward movement in the peace process. With UNP support 
the President would be less hostage to the JVPVs hardline 
views. 


7. (C) Politically 

shrewd initiative. Either the SLFP-UNP talks succeed and the 
president receives a more politically sustainable mandate to 
truly negotiate. Or 

use the opportunity to persuade UNP supporters to cross over 
to the SLFP. End comment. 


8. (U) The Ambassador used the occasion of his first press 
conference on September 19 to V'applaud the recent initiative 
by the SLFP and UNP to come together to develop a consensus 
on the way forward in the peace process and other issues of 
national importance.\" 

BLAKE 
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incident of security forces harassing a civilian at a check 
point is tallied the same as the LTTE blowing up a civilian 
bus - one violation 

not useful to concentrate on the numbers.\" Essentially 
30-member mission is inadequate in the current situation 
explained. Asked about prospects for plussing up the SLMM 
Solvberg replied that the main obstacle is that the CFA would 
have to be amended to allow new countries to contribute to 
the monitors. If the parties were to agree 

to amend the CFA in a number of other less helpful ways. The 
SLMM is still thinking about how to proceed. 


Limited Mandate 


4. (C) WA deficiency" in the SLMM\'s operational ability 
Solveberg told the Ambassador 

limited to make the parties transparent." The SLMM can 
inquire into violations but not run independent 
investigations. He explained that the SLMM is limited to 
Vpublic information and what the parties tell us. We lack 
objective knowledge and intelligence." Solvberg lamented 
VNothing ever comes of our rulings. The CFA is useful to 
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both parties because it gives them the opportunity to rearm 
and regroup. But they haven't forgotten their causes." 


Deteriorating Relationship With GSL 


5. (C) General Solvberg noted that the relationship between 
the SLMM and the GSL has deteriorated over the last month 
Vfor understandable reasons;\" in other words 

outraged by outgoing SLMM chief Swedish General UIf 
Henricsson\'s public implication of GSL security forces in the 
August murders of 17 Tamil staff members of a French NGO in 
the eastern town of Muttur (reftel). Solvberg added 
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thinking about how to utilize the most significant players - 
India and the US 
functioning and image of the SLMM. 


6. (C) Comment: Despite the SLMMVs limited mandate and 
reduced presence 

parties to the conflict is an essential one. Solvberg is 

still thinking about how to structure and operate the SLMM. 
The Ambassador pledged the USG\'s strong support and told 
Solvberg we would welcome ideas of how the US might help. 
End Comment. 

BLAKE 
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fees 

academic year. (Note: Motivation fees are monthly payments that 
parents make to teachers to supplement salaries. End note.) In 
2005 

after the strikes began causing civil disorder and the GDRC agreed 
to effectively double salaries through December 2005 (reftel). 
However 

original 


4. (U) This year's strike never gained much momentum; the unions 
apparently realized that the transitional government lacks the funds 
and the political will to meet the teachers\' requests. Publicly 

unions demanded that the GDRC raise salaries to at least USD 208 
the minimum civil servant salary agreed on between Vice President 
ZVahidi Ngoma and all labor unions in 2004 in the so-called Mbudi 
Accord. (Note: The GDRC never ratified this agreement 

GDRC and the IMF have repeatedly said that the DRC budget would not 
support Mbudi\'s salary increases. End note.) Privately 

unions admitted even at the outset that they were willing to accept 

a smaller salary increase. Teachers in Kinshasa currently earn about 
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USD 50 to USD 73 per month 
average USD 34 to USD 41. 


5. (U) Given the probable failure of the strike 

almost immediately ignored it 

willing to pay the motivation fees 

them. In Western and Eastern Kasai and South Kivu 

suspended the strike after just one week. The strike never even 
began in some eastern and central Congo areas 

Equateur province; Lubumbashi and Kalemie in Katanga province; 
Bukavu 

province. According to Congolese media sources 

refused to strike because they believed that only Kinshasa teachers 
would receive any salary increases or other benefits as a result. In 
Kisangani 

opening date to September 18 in an effort to avoid a strike. 


6. (U) Students are already slowly returning to public schools 
nationwide. In Kinshasa at least some schools are back in session as 
of September 18 

school but are waiting for their teachers to return. In Kananga 

school inspector told Econ LES that about one half of the public 
schools are in session. 


7. (U) Comment. The quickly terminated strike is yet another example 
of the holding pattern in which the DRC finds itself until the 
installation of a new government. However 

persons who are waiting to lodge requests for salary increases and 
governmental support is growing steadily longer. Many in this queue 
will be disappointed that in the short-term 

any greater resources to meet these needs than it currently has. 

End comment. 

MEECE 
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3 (U) Key economic and financial officials elected include: 
-Francois Mwamba 

-Delly Sessanga 

-Salomon Banamuhere 

-Ingele Ifoto 

-Celestin Vunabandi Kanamihigo 
-Mukendi Tshiambula 
Enterprises 

-Athanase Matenda Kielu 
-Constant Ndom Nda Ombel 
-Louis Muderwa 

-Denis Kashoba 

-Tresor Kapuku 

-Jean Pierre Tshimanga Buana 
authority) 
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-Modeste Bahati Lukuebo 

monopoly insurance parastatal) 

(Note: The Ministers of Defense 

leaders who may rresign to take Assembly seats. End note.)(reftel 
A). 


4. (SBU) The impact of the provisional announcement is already 
visible. Many high-level officials in economic and financial 

ministries (EcoFin) 

not 

conducting business from their homes or other locations. (Comment: 
Many officials were already difficult to find before elections. End 
comment.) 


5. (SBU) Comment: Although in theory the GDRC will replace any 
officials who resign 

(septel) 

eventual installation of a new government 

end of this year. Further 

the October 29 provincial elections 

away from their duties. Hence 

activities of many parastatals and EcoFin ministries and agencies 
may be capable of undertaking little or no significant 
decision-making or financial and economic control. End comment. 
MEECE 
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deadlines 

the GOE is focused on V'our own brand of democracy 

pace. Aboul Dahab reiterated that the GOE finds the USG 
effort to negotiate benchmarks for political reform 
Vunacceptable 

Dialogue is the best venue for discussion and negotiation 

about Egyptian progress towards political reform. He did 
however 

answer on the proposed agreement on ESF. (Note: Aboul Dahab 
was accompanied by MFA Director for International NGO Issues 
Mahmoud Nayel. Nayel\'s detailed comments on the pending 
registrations of IRI 

note). 


3. (C) On human rights issues 

concern for Ayman Nour\'s condition was raised 

\"that file is closed.\" He made it clear that political 

levels only were dealing with the case. In response to 
presentation of U.S. positions on the upcoming second session 
of the UN Human Rights Council (UNHRC) and concerns about 
Egypt\'s role in lopsided resolutions to date 

took on board the point 

Egypt\'s mission in Geneva was playing. (Note: We do not 
believe this will lead to a change in the GOEV's stance 
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does give us the opportunity to raise these issues again at 
higher levels as needed. End Note.) 


4. (C) State Security Investigations Service (SSIS) 

Director and Deputy Interior Minister General Hassan Abdul 
Rahman thanked the DASes and Charge for V'excellent 
cooperation" with the USG on security matters. DAS 
Barks-Ruggles noted USG appreciation for GOE cooperation on 
counter-terrorism issues 

on promoting democracy 

Abdul Rahman said the GOE takes a hard 

against any extremists who plan or attempt violence. He 
argued that the GOE had led the way in re-education of 
detained Islamic Group and Islamic Jihad extremists in the 
1990s. Abdul Rahman asserted that GOE efforts had led IG and 
ElJ to repudiate past violence 

websites linked to reformed IG and EIJ which assist in the 
ongoing struggle against extremism. 


5. (C) Barks-Ruggles pressed Abdul Rahman on the SSIS 
response to multiple complaints from a wide range of Egyptian 
human rights organizations 

complaints come from \"legitimate entities 

Rahman 

performance." Abdul Rahman asserted 

complaints against SSIS come from \"illegal entities" linked 

to leftist circles opposing USG-GOE links. Abdul Rahman said 
that many of these activists receive EU funding 

specific examples. Warming to this theme 

\"leftist NGOs\" play a leading role in stirring up the 

Egyptian street against the GOE. 


6. (C) Turning to the issue of IRI and NDI 

Abdul Rahman the USG believes that it is important to expand 
the political space\" to allow the rise of political forces 

other than the NDP and the MB. Abdul Rahman said the GOEVs 
greater concern is with unofficial 

from U.S. sources for V'illegal organizations" in Egypt. Не 
asserted that the MB is V'the source of all extremist groups 

in Egypt 

if taken at face value 

democracy." The MB 

internal democratic practices; it has no belief in a 

multi-party system 

non-Muslims. 


7. (C) Abdul Rahman opined that the MB electoral success 
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was not a reflection of real MB influence in Egypt. The 
Egyptian people 

immature 

campaigning on the theme that Islam is under attack around 
the world. Abdul Rahman said U.S. military operations in 
Afghanistan and lraq 

the Palestinians 

Egypt 

the solution.\" The MB success in the 2005 parliamentary 
elections 

it a reflection of their real influence." Abdul Rahman 
asserted the GOE does not use the Emergency Laws against the 
MB. The ordinary penal and criminal code is sufficient 

said. The GOE only resorts to the EL in the case of violent 
extremists. 


8. (C) In a meeting with NHCR Secretary General Ambassador 
Mokhles Qutb and other members of the NCHR executive 
committee 

efforts 

Egypt 

the GOE on specific complaints against the GOE submitted to 
the NCHR. Qutb and his colleagues said the Council had 
repeatedly pushed the GOE to improve its human rights 
efforts 

Emergency Law 

worship 

removal of the religion category from the national ID cards. 
Qutb said the GOEVs response rate to NCHR complaints had 
risen from 10 percent in 2004 to 48 percent in 2005 

many of the replies continued to be either pro forma or 
inadequate. The NCHR is forwarding about 6 

complaints per year to the GOE 

establishment of an ombudsman\'s office to streamline the 
complaint process. 


9. (C) Two leading members of the NDP reform wing linked to 
presidential son Gamal Mubarak said the September 19-21 NDP 
conference would help clarify the party\'s reform program for 

the coming year 

general subjects (vice specific constitutional amendments). 
Cairo University political scientist Mohammad Kamal said the 
NDP-led government is working under considerable time 
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pressure to stick to the reform agenda laid out by Mubarak in 
summer 2005. The challenge will be to develop the general 
reform concepts into specific legislation by the time 
parliament reconvenes in November 

parliament to pass the new laws by the close of the session 
in May 2006 

must be ratified by a popular referendum. 


10. (C) Hossam Badrawy 

2000-2005 who now plays a key role on the NDP Policies 
Committee along with Kamal 

make meaningful reform in education 

politics 

threatens the relationship of the NDP with the Egyptian 
populace. V'There is a huge mistrust of the NDP by the 
public 

the party is hard-pressed to compete with the ideology of the 
Muslim Brotherhood 

was bereft of ideas that could win the support of the people. 
Echoing points also made by Kamal 

88 MB-affiliated independent members of parliament as \"first 
class politicians\" whose disciplined presence in the PeopleVs 


Assembly has forced the NDP bloc to improve its parliamentary 
operations. 


11. (C) Kassem told Barks-Ruggles and Carpenter that his 
disillusionment at the GOE\'s treatment of Ayman Nour\'s Ghad 
Party 

relations 

activities. The Ghad Party 

not allow himself to be nominated for re-appointment to its 
leadership. Kassem said \"I\'ve come to accept that | can only 
be part of a transition\" to democracy 

participating in a democratic process. Kassem said his 
success with his newspaper 

convinced him the most meaningful contribution he can make to 
reform in Egypt 

strengthen and expand the newspaper. He noted that the 
paper 

profitable. Circulation has risen from 12 

mostly in Cairo. Kassem is now focused on making AMAY a 
national independent paper of record 

printing and setting up nationwide distribution facilities. 


12. (C) Kassem said the new press law was \"basically 


Column 3 

negative 

issues 

press. Kassem said he calculates the Egyptian market can 
provide approximately LE 600 million ($105m) in advertising 
revenue annually. Al-Ahram 

has an annual overhead of LE 1.7 billion ($298m). According 
to Kassem 

cut 90 percent of their staff if they lost their subsidies. 


13. (C) Among civil society activists who met with 
Barks-Ruggles and Carpenter were Hafez Abou Seada of the 
Egyptian Organization for Human Rights 

Shayfeencom 

Personal Rights 

Center. The detailed observations of Saad Eddin Ibrahim and 
Hassan Sawaf of the Ibn Khaldun Center are representative of 
views held by many Egyptian civil society activists. 

Reprising the themes of his recent publications 

Ibrahim said the 2005 V'boom year for democracy" in Egypt had 
given way to a host of setbacks in late 2005 and 2006. 
Beginning with the GOEVs harsh reaction to the initial 
parliamentary electoral success of the MB independents 
continuing with the conviction of opposition leader Ayman 
Nour on politically-motivated forgery charges 

taken a number of decisions that led Ibrahim to question its 
commitment to democracy. In particular 

the postponement of the local elections until 2008 

extension of the state of emergency also until 2008 

evidence of the GOE\'s diminished commitment to pursuing 
political reform. Ibrahim harshly criticized what he termed 

the USG\'s tacit approval of the GOEVs reform \"charade.\" 


14. (C) Carpenter 

Wall Street Journal interview 

strategic shift in USG democracy promotion 

tactical adjustment in light of recent regional developments. 

IKC board member Hassan Sawaf said USG pressure had led to 
concrete results in 2005 

now?\" Ibrahim said that USG pressure on the GOE is currently 
\"too subtle to be felt" Sawaf warned that without public 

USG support 

region are at risk of becoming like lraq\'s Kurds (і.е. 
encouraged by USG policy to challenge the status quo 

then oppressed when USG policies shifted). Sawaf said the 
USG is making a mistake by thinking that it can support 
authentic reform in Egypt by working with the GOE: \"They 

will always try to fool you 
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best way to press the GOE on political reform was to use the 
leverage of U.S. Foreign Military Financing--noting that only 
this would get the GOENs attention. He dismissed recent GOE 
warnings about using conditionality as V'bluffing. You must 
call their bluff 

argument that USG pressure for reform was \"foreign 
interference\" in Egyptian affairs. V'You are already 

interfering in our internal affairs by subsidizing and 

supporting a corrupt and brutal regime. You are mistaken if 
you think you are already doing enough to pressure the GOE.\" 


15. (C) Sawaf downplayed fears of a Muslim Brotherhood 
takeover of Egypt via the ballot box as both \"not feasible 

and manageable even if it were to happen.\" He said the MB\'s 
2005 parliamentary success was the result of its wide-scale 
mobilization in the face of a fractured NDP and a decimated 
opposition. According to Sawaf 

gains in 2005 precisely because it competed effectively when 
the NDP and the opposition were either divided or weak. 
Moreover 

electoral success in the future 

hope to undo the pluralistic basis of Egyptian society. 

Sawaf and Ibrahim said the USG needs to continue to press the 
GOE for a timetable and require benchmarks for political 
reform. Finally 

to civil society to send a clear signal about USG commitment 
to reform. 


16. (C) Gameela Ismail 

leader Ayman Nour 

reschedule his postponed heart surgery (ref B) for late 
October (after Ramadan)--ensuring this time that he is able 
to have the pre-surgical examinations he needs to ensure 
complications due to his diabetes and other health issues are 
addressed. She is not optimistic about Nour being released 
under either a presidential amnesty order 

pardon. 


17. (C) Throughout conversations with government 

society and others a common thread emerged pointing to the 
skepticism of Egyptians about the USG 

Secretary 


SIPDIS 
the visit did much to dispel the idea that the U.S. was 
trading cooperation on security for any real movement on 
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reform 

the coming weeks and months. This will include following up 
quickly on any promises made or set aside at the NDP 
convention 

accountable in bilateral and multilateral discussions about 
Egyptian and regional political reform. End Comment. 


18. (U) DAS Carpenter and Barks-Ruggles have cleared on this 
message. 
RICCIARDONE 
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just and comprehensive peace in the region. Dr. Bilal called 
upon the international community to support all peace efforts 
that guarantee the restoration of all occupied Arab territories 
including the Golan and the Palestinian territories. The 
Minister praised the policies of Latin American countries which 
reject single-polar policy and US political 

cultural pressure. Bilal also confirmed strong Syrian-Spanish 
relations. He praised the Non-Allied Movement and the role that 
it can play as a representative of the interests of third world 
peoples. 


On EU-Syrian relations 

the visiting European Union Mission in Damascus. The Vice- 
President of the European Parliament Socialist Group 

Napoletano 

framework of resumption of relations between Syria and the 
European Parliament. Ms. Napoletano said that \"talks between the 
delegation and Syrian officials came at an ideal time 

considering the imminent discussion at the European parliament on 
a proposed decision on Syria in October.' The statement said 
that the members of the EU delegation stressed their wish to 
accelerate signing of the EU-Syria Association Agreement. 


On Lebanon 

moving the Blue Line toward the Lebanese border 

of the UNIFIL forces. Papers reported a statement by the Board 

of Arkoub and ShebaVa Farms Citizens condemning this act and 
demanding an immediate and serious Lebanese move to prevent these 
violations of LebanonVs sovereignty. The Board demanded that UN 
SecGem Annan publish his report about ShebaVa Farms and Kfar 
Shouba Hills 

mandate 

restoration to Lebanese sovereignty. 


On Iraq 

Countries Neighboring Iraq 

Major General Bassam Abdel-Majeed represented Syria at the 
meeting. 
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End of summary. 


2. Selected Headlines: 


\"Growing Lebanese anger at the Lebanese government's positions 
and calls to change the Lebanese government. Lebanese figures 
and MPs: We will not allow US custody.... UNSC Resolution 1701 
did not dictate UNIFIL deployment at airports and harbors Y 
(Government-owned Tishreen 


\"Hassoun receives a message from the Vatican which includes the 
Pope\'s regret. Hassoun: Islam and Christianity are being 

exposed to a war by hegemonic powers seeking to enslave peoples 
of all religions" (Government-owned Tishreen 


\"Information Minister Bilal to Lebanese weekly \'Al-Shams\': Syria 
seeks a just and comprehensive peace!" (Government-owned Tishreen 
9/19) 


\"The EU Parliamentarian delegation concludes visit to Damascus: 
We wish to accelerate signing of the EU-Syria Association 
Agreement" (Government-owned Tishreen 


VInterior Ministers of Countries Neighboring Iraq sign a protocol 
for security cooperation. Syrian Interior Minister Abdel-Majeed: 
Syria supports a unified Iraq and is exerting maximum efforts to 
achieve stability in Iraq" (Government-owned Tishreen 

V New clashes hinder a session of the Palestinian Legislative 
Council. Israel links the destiny of Dueik and his comrades to 
the destiny of Shalit and extends period of their arrest\" 
(Government-owned Tishreen 


3. Editorial Block Quotes: 


Muhammad Khayr al-Jammali 

Al-Thawra 

Middle East and the stability of the entire world.... Many world 
leaders have come to realize this fact and to call for a just 
and comprehensive solution to the Arab-Israeli conflict. 


V'The lack of peace in the region is caused by IsraelVs hostile 
expansionist tendency and by American neoconservatives\' desire 
to redraw the Middle East map in accordance with their narrow 
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strategic interests... 


\"In the final analysis 

solution capable of ensuring the regionVs stability and world 
peace begins and ends with Israel abandoning its hostile role 
and occupation of Arab territories 

tensions and explosions. It also means that the 
neoconservatives must abandon their imperial plan 

the region to a state of tension that threatens the gravest and 
most disastrous consequences. There must also be a return to 
the implementation 

resolutions relevant to the conflict 

causes of the conflict 

territories 

toward Israel 

standards pursued by the neoconservatives....\" 


Dr. Khalaf al-Jarrad 

wrote (9/19): \"Israel has utterly failed to achieve any of the 
declared objectives of its destructive barbaric war against 
Lebanon and its valiant resistance. The United States 
consequently 

plan. This 

eliminate the Resistance as a policy 

culture 


V'Naturally 

and those who encouraged OlmertVs government and supplied it 
with highly destructive weapons 

results of the war against Lebanon and its heroic Resistance 
would constitute a serious strategic leap toward the creation of 
the New Middle East 

They will not keep silent or lose hope. They will continue to 
mobilize their forces and elaborately reread what happened to 
draw conclusions and learn the reasons of the setback and how to 
turn the defeat into success. They will also benefit from some 
local parties that are working to turn the victory of the 

Lebanese people and their Resistance into a domestic defeat... 


\"To confront this situation 
of the Resistance and the entire nationalist movement in 
Lebanon 


hegemonic plans 
proceedings 
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war in order to benefit from its achievements and positive 
results 

to the popular awakening that supports the Resistance and its 
policy 

victory of the Resistance in Lebanon will turn into a strong 
lever 

victories against modern 

hegemony.\" 


Ibrahim Shugayr 

wrote (9/19): \"Forming a Palestinian national unity government 
remains a pressing need to break the political and economic 
siege 

prisoners 

international level.... 


\"Formation of this government faces European reservations 
American rejection 

position is identical to IsraelVs.... US officials have warned 

Fatah that it will be isolated if it joins a government that 

does not accept Western conditions. Perhaps this was the reason 
behind suspension of consultations on forming this 
government....\" 


AsVad Abbud 

wrote (9/19): \"There is increasing intervention in politics by 
religious leaders worldwide after the collapse of the Soviet 
Union.... Religious influence received another boost from the 
current US Administration 

fundamentalism in a secularist cloak or political fundamentalism 
in a religious cloak... 


\"This resulted in a real conflict among religious ideologies 

with people trying to ease the destructive impact of the 
conflict... The US Administration placed the world between two 
extremisms: Zionist extremism 

their alliance with Christian fundamentalism in the United 
States 

extremism 
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Some parties are fanning the flames of this conflict.... 


VInvolvement of clergymen in politics 

Pope and other Sheikhs 

political work back and leads to burial of the struggles of 
humanity 

civil society... 


\"Responding to the Pope is not the duty of Muslims alone. It is 
also the duty of Christians and secularists 

schools of thought. It is also the duty of humanity 

thinkers must offer a new vision of a world full of human 

culture 


Jamal al-Zu\bi 
(9/19): \"The United States seeks to control the huge resources 
of Sudan through international intervention in Darfur.... 


V Regardless of support for or opposition to the deployment of 
international forces in Darfur 

one of WashingtonVs instruments to pursue its policies and 
achieve its objectives in Sudan. Their mission definitely does 
not include protecting the Sudanese 


Corbin 


3. (C) Wu 

expressed Beijing\'s V'extreme disappointment" at U.S. 
sanctions against Chinese entities under Executive Order 
13382. The United States and China should not only be 
responsible stakeholders but constructive strategic partners 
on nonproliferation and counterterrorism. Beijing is 
carefully considering bilateral interactions on these issues 
given \"гесет U.S. measures." Insisting that China\'s past 
cooperation with the United States has helped not only the 
bilateral relationship but also international 

nonproliferation efforts 

the United States has taken the actions it has. \"China is 
hurt 

nonproliferation 
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Chinese Concerns About Testimony 


4. (C) Beijing is examining carefully the recent testimony of 

U.S. officials before the U.S.-China Economic Security Review 
Commission and is carefully reconsidering how China will work 
with the United States in the future 

claimed Beijing took particular exception to the way the word 
\"proliferator\" was used in the testimony 

we cannot accept." Claims that Beijing is not fully meeting 

its commitments under the Biological Weapons Convention (BWC) 
and the Chemical Weapons Convention (CWC) are \"пої true V 
stated the DDG. 


U.S. Response: China Should Do More 


5. (C) Polmincouns said the testimony reflects USG views. 
Beijing should do more to enforce its nonproliferation 
commitments with regard to the actions by the Chinese 

entities that have been designated under Executive Order 

13382. USG views on China\'s record on BW and CW issues are 
the views outlined in the September 14 testimony 

affirmed. 


Separate Matters 


6. (C) Wu again stressed as the meeting concluded that his 
concerns about the USG testimony and the USG\'s designation of 
Chinese entities are separate from the matter of how China 


will respond to the USG proposal for a reinvigorated 
U.S.-China Security Dialogue. 
RANDT 
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GCC consensus. To the best of our knowledge 

never co-sponsored anyone for inclusion in the UN 1267 
Committee list. In this case 

potential designees are Kuwaitis 

highly unlikely that the UAEG will agree to co-sponsor. End 
Comment. 

SISON 
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organization.\" 


OZGUR GUNDEM: Protests continued in Sirnak\'s Cizre district 
in Istanbul 
Diyarbakir. The mayor of Cizre 
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Chairperson 

of Municipality Workers 

Public Employees\' Unions) in Sirnak 

attending the press announcement made (in Kurdish) in front of 
Cizre\'s DTP party headquarters. A group of young people waved 
PKK flags and demonstrated in the Sakirpasa quarter of Adana. 
The group briefly blockaded a road 

hurled Molotov cocktails at the police 

police intervened. 


OZGUR GUNDEM: The army is reportedly escalating the fight 
against the PKK and is launching a series of measures 

include establishing new military units and special teams made 
up of sergeants 

army will also take over jurisdiction of some formerly 
police-controlled special teams. 


OZGUR GUNDEM: The family members of a PKK terrorist who was 
killed with five others in a village in VanVs Ercis district 

(see press summary for September 17) 

from the Ercis Hospital and brought it to Batman for his 

funeral. Meanwhile 

bodies of the other terrorists in а \"hole\" in an Ercis village. 


HURRIYET (CUKUROVA) / OZGUR GUNDEM: Fire broke out in a mined 
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area located around the border with Syria in Sirnak\'s Cizre 
district. Since firefighters were not able to take immediate 
action because of the explosion risk 

countriesY watch towers located on either side of the border 
where guards regularly stand duty. The fire lasted ten hours 
and affected 24.7 acres of land on Turkish territory. 


HURRIYET (CUKUROVA) / OZGUR GUNDEM: The police detained a 
seventy-eight year old woman on grounds that she was carrying a 

bag with 6.5 kilograms of hashish in a passenger car in 

Diyarbakir\'s Lice district. The woman told the police that the 

bag was given to her by her grandsons and that she was not 

familiar with its contents. Police conducting searches of a 

passenger car destined for Mersin in Mardin also found 14 

kilograms of heroin in a car. 


BOLGE: Mersin Police conducted a countersmuggling operation 
in the port of Mersin 
container shipped from China. 


EVERNSEL / OZGUR GUNDEM: The deputy governor of 
Diyarbakir\'s Kulp district allegedly required that men of the 
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village of Uzunova enroll as village guards in response to 
demands made by villagers to the subgovernor\'s office about 
drilling wells to find potable water. 


OZGUR GUNDEM: Specialists from the Education Foundation 
from the Diyarbakir Municipality 

topics such as decision-making and providing social services. 
Diyarbakir Mayor Osman Baydemir 

disadvantaged people expected their pressing social demands be 
addressed soon 

seminars will contribute a great deal in efforts to meet those 
demands. 


HURRIYET (CUKUROVA): Eight English instructors and one 
administrator from the Center for Teaching Foreign Languages at 
the Cukurova University returned from a trip to Dundee 

University in Scotland. The group went to Scotland under the 
auspices of the European UnionVs Leonardo Da Vinci Program for 
Vocational Training. 


EVRENSEL: During the opening ceremony for the new academic 
year at Gaziantep University Erhan Ekinci 
university 


staff at the university hospital. 


HURRIYET / OZGUR GUNDEM: The Diyarbakir Chamber of Commerce 
and Industry will be holding the Fifth International Middle East 

Industry Fair between September 20 and 24. The offices of the 

Diyarbakir Governor and the Mayor 

the Dicle University 

event. A 1000-person commercial delegation 

protocol members from government officials 

to Diyarbakir from northern Iraq on September 19 to participate. 


SABAH (GUNEY): Two men accused of kidnapping an Istanbul 
businessmen a week ago and bringing the businessman to Adana 
have reportedly been identified as former members of the 
intelligence offices of the Adana police. 


SABAH (GUNEY): Azim Ozturk 

will attend a 19-22 September mayors\' workshop in Rotterdam 
Holland 

district and the mayor of Ankara\'s Altindag district. 


SABAH (GUNEY) / BOLGE: Azim Ozturk announced that the Seyhan 
Municipality will support Adanaspor 

clubs 

of ten months. 


SABAH (GUNEY): Aytac Durak 
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Chairperson of Adana Demirspor 

Adanaspor\'s players at Adana Demirspor. Durak and Ozturk showed 
their support for Adanaspor by attending one of its games this 

past Saturday. 

GREEN 
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explained 

what lessons had been learned during the last election 
Al-Bousairi said future campaigns will be marked by greater 
use of television 

professional 

modern election technology. Still 

to predict what new technologies or communications channels 
will emerge as critical factors 

messaging emerged in this past round. 


3. (C/NF) Al-Bousairi said Kuwaitis V'need to relax" after a 
tumultuous year marked by the death of the Amir 

dissolution of the National Assembly 

that included women as voters and candidates for the first 
time. He said the Assembly needs to work with the Government 
іп a quiet way" to solve problems pragmatically. However 
he acknowledged the possibility of tensions between the 
Government and the Assembly over reform legislation. (Note: 
in a separate conversation with PolChief 

Bader al-Nashi said he expects the new session to be \"hot\" 
and said neither the Islamists nor other opposition MPs would 
pull their punches with the Government. End Note.) 


4. (C/NF) Opposition MPs in Parliament 

are still working on formulating an agenda for the next 
session. Liberals and Islamists V'compete for leadership" in 
setting reform priorities. Al-Bousairi said he believes 
opposition elements can work together focusing on specific 
issues 

for the start of the next session. As for ICM priorities 
al-Bousairi listed corruption (including public funds 
protection legislation) 

privatization 

al-Bousairi cited a Reagan-era USG report 

Danger 

education today. 
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5. (C/NF) On Iraq 

\"gate\" for Iranian interests in Kuwait and Saudi Arabia. He 
said Kuwaitis worry that the U.S. could \"lose interest\" in 
Iraq and its future 

in Iraq would spill over into Kuwait. Ambassador stressed 
the U.S. commmittment to a united Iraq 

reconciliation process being pursued by PM Maliki. He cited 
the need for Kuwait and the GCC to take a more active role in 
supporting the Iraqi government 

visible economic presence there. Al-Bousairi said Kuwait 
also supports the reconciliation process. He noted the 
recent visit of Iraqi Sunni politician Mohsen Abd al-Hamid to 
Kuwait where al-Hamid was urged to pursue cross-sectarian 
bridge-building. 


6. (C/NF) Al-Bousairi warned that sectarian tensions are 
growing in Kuwait as well 
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flags at recent demonstrations against the war in Lebanon. 
He warned that Iran \"is active in Kuwait 
challenge throughout the region. 


7. (C/NF) Al-Bousairi was re-elected in June 2006 with 3 
votes 

in 1999. Al-Bousairi is from the Ajman tribe 

six ICM MPs in Parliament. He is also part of the 18-member 
Islamic Bloc. Al-Bousairi was elected Deputy Speaker in July 
2006 

four-year parliamentary term. In January 2006 

Nasser Al-Sane 

voluntary step of disclosing their personal financial records 
as an example to other parliamentarians 

followed their lead. Like other Islamist MPs 

opposed womenvs suffrage legislation 

actively courted women\'s votes in the recent elections; he 
received 1 

Master\'s degree in Mechanical Engineering from a U.S. 
university in 1988. He also holds a PhD in the same field. 

He speaks English 

A full bio is available on our siprnet website. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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police \"are not trusted by the residents.\" 


3. (SBU) While pleased with the recent decline in violence 
due to BSP security operations 

asserted that the improved security will be impossible to 
sustain without the continued presence of the CF. These 
officials said they expect violence to rise after the CF 
disengage. A police station commander in Al Mansour District 
said the calm will only \"last as long as the CF and Iraqi 

Army are present. V 


IP Leaders: Officers Lack Training 

4. (SBU) Police leaders also complained that most of their 
officers 

experience 

complained that they themselves had received little formal 

and on-the-job training. A police station commander in Al 
Rasheed District surmised that \"approximately seventy percent 
of his officers\" were inadequately trained 

work in such a difficult security environment. 


Bureaucratic Blockages Between Mol and Local IPs 

5. (SBU) IP officials also stated that lack of Mol support 

for equipment 

tracking prevent them from patrolling areas and conducting 
proper investigations. Most of the facilities we saw need 
general maintenance and additional supplies 

equipment and vehicles require repair. Few have adequate 
facilities for detainees. 


IPs on Militia Infiltration 

6. (SBU) According to several recent police station monthly 
reports from the stations visited 

their ranks to be infiltrated by sectarian militias in spite 

of CF presence at the stations. Investigative IPs from Al 
Rasheed claimed that militia members among the police ranks 
are responsible for many of the killings in the area. The 
officials feel powerless to investigate because of lack of 
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internal police and national Mol support. 


Comment 

7. (SBU) The observations above are not official IP 
assessments. We will try to obtain information confirming or 
refuting the claims that the IP local station officials in 

BSP focus areas have been inadequately trained and are 
without sufficient resources to perform regular area patrols 
and to conduct proper investigations. Such a situation would 
be cause for concern. END COMMENT. 

SPECKHARD 
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ultimatums 

emphasis on the Kosovo resolution as a precedent for other 
frozen conflicts. Amb. Botsan-Kharchenko 

Group representative 

September 15 conversation with us before departing for the CG 
Ministerial on the margins of UNGA. Confirming that FM 
Lavrov will participate in the talks 

underlined that Moscow had strong concerns about issuing a 
statement following the ministerial because of differences 
among CG members. Moscow does not like the current draft of 
UN Special Envoy Martti Ahtisaari\'s nonpaper providing 
preliminary recommendations on Kosovo\'s future status. A 
statement might be viewed as an endorsement of the nonpaper; 
Lavrov will flag Russian concerns in a meeting with Ahtissari 
immediately before the CG meeting. 


3. (C) Foreshadowing a possibly contentious meeting in New 
York 

the Ministerial would finally provide an opportunity for a 
serious discussion of next steps. Russia recognized the 
importance of CG unity 

on the priority of finding a negotiated solution on status. 
Reviewing Belgrade\'s and Pristina\'s positions in the talks to 
date 

Serbia had been more flexible) 

needed for a compromise. He claimed that no one thought that 
such a compromise would be possible by yearVs end and that 
the CG should not insist on it. He would not be drawn out on 
when he thought the process could be completed 

was more important that the results be mutually acceptable 
than they be reached by a certain date 

Vyears.V Russia remained more comfortable with substantial 
autonomy than independence 

was opposed to KosovoYs membership in international 
organizations. He said that assistance from international 
financial institutions could be made available to Kosovo 
regardless of its status. 
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4. (C) Pointing to September 17 Transnistrian independence 
referendum 

on independence was already having an effect on other frozen 
conflicts. On Kosovo\'s value as a precedent in other 

conflicts 

change in status came about as the result of negotiations or 
was imposed on a state. 


SERBIAN CHARGE KURJAK: HANDWRITING ON THE WALL? 


5. (C) While Amb. Botsan-Kharchenko seemed intent on 
demonstrating Russia\'s unwillingness to accept a \"rush to 
judgment 

skeptical about GOR support for Serbia as the Kosovo end game 
drew near. She told us she was not optimistic about SerbiaVs 
chances to retain Kosovo and did not believe that Moscow 
would endanger its relations with the U.S. and Europe to 
block consensus on Kosovo\'s final status. According to 
Kurjak 

Serbia\'s prospects for retaining Kosovo 

in seeking independence by year\'s end. Russia 

would maneuver for space 
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the West over timing and highlight the potentially dangerous 
political repercussions for Serbia of an independent Kosovo. 
While it was possible that Russia might balk at an imposed 
solution (Kurjak cited the 2004 Russian veto in the Security 
Council of the Cyprus resolution as an example) 

relationship between Belgrade and Moscow had steadily eroded; 
the GOR\'s support could not be counted on. 


6. (C) Kurjak discounted the value of support from the 
Duma 

While they would all object to Kosovar independence 

end 

decision not to block a status decision. It was hard to live 
on V'old myths and stereotypes" of Slav unity when the two 
states had grown apart. Serbia 

victim to the GORVs embrace of a pragmatic foreign policy 
line. (Biographical Note: Kurjak 

herself a personal friend of the Serbian President and is 
well-connected in Moscow. Kurjak alluded to GOR 
dissatisfaction with her policy line toward Russia 
culminated in its refusal to grant agrement this summer when 
the GOS put forward Kurjak as the replacement for the 
outgoing Ambassador. End Note.) 
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SHIFT IN PRIORITIES 


7. (C) Many of the experts we spoke to agreed that while 
Russia might seek to slow the process leading to Kosovo\'s 
independence 

regardless of domestic public opinion. While Amb. 
Botsan-Kharchenko claimed that Kosovo remained a potent 
emotional symbol for the Russian public and was now back on 
the domestic agenda 

Kandel 

that Russian policy toward Serbia had significantly evolved 
since the 1999 conflict; Moscow is no longer the \"pro-Serb 
fortressV of western imagination. He acknowledged that the 
Russian public -- which is largely oblivious to most foreign 
policy issues -- paid attention to Serbia 

public opinion would not play a role in decision making. To 
the extent Russia had a Balkans policy 

region\'s role in the transit and consumption of oil and gas 
not on imperial nostalgia. Russia\'s relations with the U.S. 
and the West 

quickly Russia accepted the inevitability of Kosovo becoming 
independent. 


NO GUNS OF AUGUST 


8. (C) Even if Russia wanted to help Serbia retain Kosovo 

it lacked the ability to do so 

Bogaturov 

Institute of International Relations (MGIMO) 

affiliated with the MFA. The 1999 dash by Russian 
peacekeepers for the Kosovo airport was the high-water mark 
of support for Serbia. That turned out to be an ill-planned 

and pathetic gesture. It felt good at home 

that Russia wanted to help 

embarrassment. It highlighted how little Russia could really 
do 

region 

Russia had a history of giving moral support to Serbia but 
little else. \"We gave them real support in August 1914 

it had a disastrous result on Russia 

Bogaturov underlined 

emotional chord with some Russians 

energized about Serbia as it was in 1999 

of the NATO air campaign against Milosovic\'s regime. Russia 
could help the Serbs after Kosovo gains independence 
Bogaturov explained. If there is a move among Kosovar Serbs 
to separate from Kosovo and rejoin Serbia 

a political hand. Russia could also keep international 
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pressure on the Kosovar Albanians to protect Serb religious 
sites in Kosovo 


ORTHODOX CHURCH: A PUBLIC STAND 


9. (C) While interest in the plight of the Serb minority in 
Kosovo might no longer evoke the same emotional reaction it 
did in 1999 

publicly to a status process that leads to Kosovo\'s 
independence. According to Father Vsevolod Chaplin 
spokesperson for the Russian Orthodox Church\'s (ROC) Moscow 
Patriarchate 

society planned to draw renewed public attention to the issue 
of Serbian and Orthodox rights in Kosovo. He singled out 
Russian Railways CEO Vladimir Yakunin -- a close Putin friend 
who is sometimes touted as a fall-back presidential candidate 
in 2008 -- as a leader of opposition to an \"illegal\" division 
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of Serbia. (Yakunin has hinted at such a stance on Kosovo in 
recent conversations with the Ambassador.) Chaplin also said 
that a block of Duma members would raise questions about the 
status process with FM Lavrov and others. He predicted that 
October would see public rallies led by ROC and visiting 
Serbian Orthodox Church officials as well as extensive and 
positive media coverage from figures like Aleksey Pushkov 
Kremlin-friendly talk-show host with Moscow\'s TV Tsentr. 


10. (C) Chaplin said the Church was focused on the 
protection of the Serb minority\'s rights and Orthodox 
religious and cultural monuments in Kosovo. In his view 
West was ignoring what was taking place to the Serbs in 
Kosovo. He said Patriarch Aleksey II believed that the views 
of all of Serbia needed to be taken into account in 
determining Kosovo\'s status 

Kosovo. \"Kosovo is for the Serbs like Jerusalem is for the 
Jews 

the Orthodox community in Kosovo would only lead to further 
bloodshed. Chaplin said that the decentralization proposals 
made so far were insufficient. While the weight of opinion 

in the ROC was flatly opposed to any form of Kosovar 
independence because of the lack of protection for Serbs 
Chaplin conceded that some saw a split as inevitable and 
would support the retention of Serb areas of northern Kosovo 
within Serbia while the remainder of Kosovo was subject to 
continued international oversight. 


TRENIN: ODD MAN OUT 
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11. (C) Unlike our other interlocutors 

Centers Dmitriy Trenin did not see Russia grudgingly going 
along with Kosovo independence. In his view 

likely to invoke its Security Council veto on a Kosovo 
resolution 

its Cyprus veto in 2004. While Putin has yet to make a 
decision 

by Serbia. If Serbia arrived at a consensus with the 
Kosovars 

independence; however 

approve the imposition of independence. Like the others 
Trenin was skeptical about domestic considerations as an 
important variable in this foreign policy issue: the Duma and 
Church \"will make noise and pretend that they are 
representatives of the people 

understand the Kremlin 

Trenin thought it was unlikely that the Kremlin would abstain 
on an issue as important as Kosovo 

unseemly for a \"power\" to behave in this matter on an issue 
of international import. 


WHAT KIND OF PRECEDENT? 


12. (C) Since President Putin\'s January 31 press conference 
remark asking rhetorically why South Ossetia and 

Abkhazia could not be independent if Kosovo was given 
independence 

effect Putin's comment would have on Russia\'s Kosovo policy 
as well as on its treatment of other frozen conflicts. The 

MFA has told us multiple times that it was difficult to argue 
that Kosovo was unique and that as a factual matter the 
Kosovo decision would affect how leaders in other separatist 
regions viewed their own futures. While some Russian 
observers have been vague in explaining precisely what 
precedent they would draw from Kosovo independence 
(including Amb. Botsan-Kharchenko) use the \"precedent\" 
argument to underline that a negotiated settlement of Kosovo 
between the parties would be a positive precedent for 
resolving other frozen conflicts. The obverse -- that a 

solution \"imposed\" on Serbia would in some fashion allow 
other separatist regions to become independent -- does not 
receive as much attention from the MFA. 


13. (C) Experts we have talked to take very different views 

on the \"precedent\" argument. MGIMOVs Bogaturov said the GOR 
might use the Kosovo issue as an opportunity to try to 

legitimize the pro-Russian statelets of Abkhazia 

Ossetia and Transnistria. Russia could take advantage of the 
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Kosovo issue to press the case of independence for these 
regions 

could start to change the way it talks about these areas. 
\"In the past 

integrity of Georgia and Moldova 

\"After Kosovo leaves Serbia 

have de-facto independence. It will be slow and deliberate 
but our position will change and we won't talk about 
territorial integrity of Georgia and Moldova anymore.\" In 
contrast 

seize upon Kosovo as a model for the frozen conflicts in 
post-Soviet space. While Putin believed that Kosovo would 
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become a precedent 

Trenin emphasized. Any change to the post-Soviet borders 
even in a territory as remote and insignificant as South 
Ossetia 

The prospect of instability was substantial. The GOR also 
was concerned with future applications of a Kosovo model 
against Russian territorial integrity. 


COMMENT 


14. (C) We expect the GOR to make every effort to slow down 
the status process beyond the end of the year. The 
\"precedent\" argument will continue to do double duty -- by 
bolstering the Serbian case against independence and by 
raising doubts about the broader implications of Kosovo 
independence among members of the Contact Group and other 
concerned states like Ukraine. This strategy has its own 
limitations in the face of a determined push in the CG and 

in the end 

whether to try to block Kosovo independence in the Security 
Council. If RussiaVs 2004 veto of the Cyprus resolution 

serves as a model 

to reveal its intentions. With the 2007-2008 Russian 

political season looming just ahead 

underestimate the temptation to veto in the Kremlin. 

BURNS 
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mention of any new venture related to this proven 
money-maker. At the same time 

attracted the aggressive Chinese interest manifest in the oil 
exploration sector. Therefore 

supportive of Northwestern\'s efforts 

efforts to clear bureaucratic roadblocks from the company\'s 
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path. END COMMENT 
ALLEN 
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an unfair application of the law. The Charge stressed the 
GOI needs to build a more transparent system that highlights 
the non-sectarian impartiality They can begin by prosecuting 
senior officials across sectarian lines. Dr. Tarik agreed 
stating sectarianism is a problem and the PM is trying to 
show hiring is not based on sectarianism. 


6. (С) In June 

Chairman Dr. Adel Muhsin Abdullah 

become the PM\'s Anti-Corruption Coordinator. Although we 
agree a position to coordinate the three institutions is not 

a bad idea 

role. The coordinator position should be held by someone who 
is independent from the three institutions to limit the 
appearance of bias. Dr. Adel's appointment was made in a 
non-transparent manner 

Supreme Audit (BSA) 

tension between Dr. Adel 


anti-corruption institutions 

Commissioner Judge Rhadhi al-Rhadhi and Dr. Adel have opened 
up corruption investigations on each other in an effort to 

have the other removed from office and/or jailed. 


7. (C) The State IG informed Dr. Tarik that the Embassy is 
planning to create advisor positions to each of the three 

main GOI anti-corruption institutions (an advisor to the CPI 
already exists) 

IG asked if the GOI would consider creating a similar 

structure 

coordinator 

organizations. The PM\'s COS replied Dr. Adel was selected to 
be the overarching anti-corruption coordinator 

MOH IG for two years 

the IGs. (Note: The letter appointing Dr. Adel on July 20 as 

the Anti-Corruption Coordinator was signed by Dr. Tarik 

the Prime Minister himself. EmbOffs learned in a September 16 
meeting with Judge Rhadhi that Dr. Adel got Dr. Tarik his job 
as PM COS. End Note) 


8. (C) In a separate September 14 meeting 
the BSA President Dr. Abdul Basit his thoughts of the role of 
IGs in Iraq. Dr. Basit remarked that a few days ago he 
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received a letter from Dr. Adel not to send a copy of a BSA 
audit report on the MOH and its activities. Dr. Basit 
continued \"As long as they exist 

| do not think they are effective. V 


9. (SBU) The State IG inquired about two issues previously 
raised by Iraqi IGs: 1) Iraqi IG staff receiving hazardous 

pay equitable to what is already offered to the CPI and BSA 
and 2) the establishment of a Transparency and Public Ethics 
Training Istitute that will provide standardized training in 
courses such as investigative producers and auditing. The 
PM\'s COS stated these issues were being discussed. 


10. (C) Since Dr. Adel 

him regularly engage with the PM and PM\'s office 

we do not see from the CPI. This may be affecting the way 
the PM and his office view anti-corruption efforts in Iraq. 

Dr. Adel and the PM are both from the Shia Dawa Party; we 
have been hearing in the past couple of months that they have 
been trying to replace others in anti-corruption positions 
because of their political or sectarian affiliations. One 
anecdotal example is from the former Ministry of Construction 
and Housing IG Mr. Qutaiba who was removed from his position 
in April due to De-Baathification allegations although he had 
substantial documentation showing he was not a Baath party 
member. IG Qutaiba said the IGs for the Ministries of Human 
Rights and Higher Education were also targeted because they 
were Sunni. 


11 (C) We are stuck with a system whereby those who have 
protection from their Ministers have immunity or at least 
favorable treatment awaiting trial and everyone else can be 
jailed for allegations of relatively minor offenses. This 

issue lies not only with the CPI 

who have been forwarding cases that lack sufficient evidence 
to be tried in the Central Criminal Court of Iraq (CCCI). 
Unlike the U.S. where probable cause is needed for any 
detention 

statement accusing someone of wrongdoing is enough to throw 
someone in jail 

а judge. The encouraging news is that the anti-corruption 
institutions recognize this issue and have recently formed a 
committee to include the CPI 
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Ministries of Justice and Interior 

Committee to review and de-conflict the legislation that 
created each of the anti-corruption institutions. They plan 
to work together to improve investigation standards 

they are at least trying to resolve these issues. 
SPECKHARD 
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to the Taliban\" paper. These comments are in addition to 
those forwarded to SCA/PB in Ref. B. 


2. (S/NF) In \"Introduction\": Office of the Defense 
Representative Pakistan (ODRP) requests the removal of the 
term \"tactical\" 

apparently intended in this context. 


3. (S/NF) Under \"Taliban financing sources and streams": 
RAO and ODRP both question the accuracy of the statement 
\"Intelligence reports 

particular government interlocutors 

support from Pakistani Intelligence (ISID) 

and amount of this support and the degree to which it 
reflects official GOP policy 

notes there is a difference between individuals associated 
with ISID and \"Pakistani Intelligence. Additionally 

would be interested in more information on which specific 
\"government interlocutors\" have recently made these 
accusations. 


4. (S/NF) ECON notes that 

government programs to combat terror financing 

mention PakistanVs draft Anti-Money Laundering bill 

could pass later this autumn 

Charities Registration Act that would prevent charities from 
conducting cash to terrorist organizations. Additionally 

the GOP is studying ways to regulate hawalas and cash 
couriers. 


5. (S/NF) Diplomatic and public diplmacy elements of this 
policy: This is a difficult public diplomacy environment 
ample time to prepare for any new USG policies will be 
crucial. Public diplomacy should specifically target the 
financial services sector. 


6. (S/NF) (Diplomatic elements continued): Post has worked 
hard in recent years to encourage AML and charity 
registration regulations. The problems encountered in 
enacting AML and other legisltation center on the Legislative 
Assembly\'s difficulty in passing meaningful 

most topics 

legislation will eventually pass 
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train civil servants and regulators who will have the 
necessary skills to enforce the regulations once they take 
effect. 


7. (U) Post appreciates the opportunity to comment on this 
draft. 
CROCKER 
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at the U.S. Embassy" or V'Official Business" as the purpose of 
your visit. If your visa does not contain this language 

your visa cannot be extended or renewed while in Pakistan and 
you will have to physically leave the country to renew or 

extend it. 


7. Electronic Equipment: Official travelers on temporary 
duty 

transport of any USG provided electronic or photographic 
equipment (to include laptops/electronic notebooks) 

receive RSO authorization prior to introducing the equipment 
into the Chancery. No connectivity is allowed to StateVs 
unclassified or classified networks. Personal electronic or 


SIPDIS 
photographic equipment as well as camera/video capable cell 
phones are not permitted in the Chancery. 


8. Security: Islamabad and the three constituent consulates 
in Karachi 

Employees assigned to Pakistan are unaccompanied and receive 
danger pay. The Department of State Travel Warning for 
Pakistan asks U.S. citizens to defer non-essential travel to 
Pakistan because of the continued high security concerns 
about terrorists in Pakistan. The Embassy approves only 
essential official travel to Pakistan. All official visitors 

to Islamabad must adhere to Embassy security standards and 
procedures 

a security briefing held every Tuesday at 10 a.m. TDY travel 
outside of Islamabad requires RSO clearance. Travelers to 
the consulates must follow RSO consulate security procedures. 
The potential for continued threats to Americans in Pakistan 
from Al-Qaida and other extremist elements remains real. A 
suicide bomber killed two Consulate employees at the U.S. 
Consulate in Karachi in March 2006. A grenade attack against 
the Pr 

otestant International Church in Islamabad killed two Embassy 
members and injured several others in March 2002. American 
Western 

attacked. Anti-Americanism remains strong among certain 
elements of the population. For further information about 
travel to Pakistan 


F PLIVA, LEAVING NJ-BASED BARR AS THE ONLY BIDDER FOR THE CROATIAN PHARMACEU 


aled February 2006 convictions under Belgium\'s antiterrorism law, have received sentences ranging ' 
JEN - OCTOBER 10 - 18, 2006 REF: STATE 152885 1. Country clearnce is granted for Ron L. Cut 
JEN - OCTOBER 10 - 18, 2006 REF: STATE 152885 1. Country clearnce is granted for Ron L. Cut 
try clearance is granted for September 19-22, 2006 visit to the Netherlands of Diane Maloney, Associ 
E 152895 1. Country clearance is granted for the National Aeronautic and Space Administration Am: 
zountry clearance is granted for William E. Hart, from the National Nuclear Security Administration\'s 

BER 28-OCTOBER 2, 2006 REF: STATE 154596 1. Country clearance is granted for September 2 
3039 1. Country clearance is granted for Rajat Sapra, from the National Nuclear Security Administre 
By: CDA Katherine Dhanani. Reason: 1.4 (b). 1. (U) Gabonese Minister of State for the Interior And 
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Department of State\'s Consular Information Sheet for 
Pakistan 

http://travel.state.gov. 


All DOD military and civilian personnel on TDY 

orders to Pakistan are required to notify the Force 
Protection Detachment (FPD) 

travel plan/itinerary. Notifications must be made well in 
advance prior to arrival in country 

support is needed. Upon arrival into country 

are required to check in with the FPD to receive a current 
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threat briefing 

force protection countermeasures. Failure to comply with 

this requirement may result in either denial of current or 

future country clearances. FPD e-mail addresses are as 

follows: FPDPakistan@state.sgov.gov and FPDPakistan@state.gov 


9. Hotel Security: Security at major hotels in Pakistan has 
been generally good. However 

westerners stay in and congregate at these hotels as evinced 
by the May 2002 car bomb attack outside the Sheraton hotel in 
Karachi that killed nearly a dozen French engineers. As 

well 

Marriott injured a number of people 


A. Post uses the Serena and Marriott Hotels for TDY 
visitors. Based on our continuing review of the security 
programs at both hotels 

house short-term (seven days or less) TDY visitors. All 
agencies and sections that sponsor long-term TDY personnel 
(eight days or longer) should consider 

use of guest houses 

TDY employees of their agency or section 

expressly for the use of long-term TDY personnel. 

B. The guidelines below must be followed by all short-term 
TDY personnel (seven days or less): 

-- ΤΟΥ personnel should minimize the time they spend in the 
hotel lobby and adjoining areas. 

-- TDY personnel should establish a transportation schedule 
and adhere to it. They should not congregate in the lobby 
area waiting for transportation 

lobby for pick-up approximately one minute before scheduled 
departure. 

- The Marriott Hotel has a private dining room for Embassy 
visitor use. Buffet breakfast service will be available 

there. TDY personnel are also encouraged to take lunch or 
dinner there 


clearance is granted for October 2-6, 2006 visit to the Netherlands of Marcos Rivera, Federal Aviatio 
-U SUBJECT: AMBASSADOR, UNDP NIGERIA CHIEF VIEW ELECTIONS, Al Classified By: Politica 
3 1. SUMMARY: The Office of Agricultural Affairs hosted a ?Best International Practices for Develop 


DEVELOPMENT EFFORTS 1. (U) On September 18, 2006 Ambassador W. Stuart Symington pres 
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located in the hotel. There is no extra charge for this 
service. Room service is also available at no extra charge. 
-- ΤΟΥ personnel should report any security concerns 
directly and immediately to the Regional Security Office. 


C. The Serena and the Marriott have been instructed to house 
Embassy personnel in the back 

run adjacent to the front/main entrances of the hotels. 

Also 

recommends that TDY personnel stay on lower floors in the 
hotels and familiarize themselves with the emergency exits on 
their floors immediately after check-in. Valuables such as 
money or jewelry should also not be left behind or hidden in 
the room. 


10. Public Transportation: for safety reasons 
prohibited from using taxis and all public transportation. 
The Embassy requires that official visitors use its motor 
pool. 

Emergency telephone numbers: 


American Embassy Islamabad 92-51-208-0000 
Marine Security Guard (24 hrs) 92-51-208-2338 
Regional Security Office 92-51-208-2203/2204 
American Consulate Karachi 92-021-520-4200 
American Consulate Lahore 92-042-603-4000 
American Consulate Peshawar 92-091-526-8800 


11. Embassy Motor Pool Services: Post maintains a 24-hour 
motor pool. However 

increased considerably since September 2001 and motor pool 
services may not be immediately available when you need them. 
Accordingly 

provide a fund cite in their travel orders or come with 
sufficient resources in hand for the purpose of renting a 
vehicle and driver (if necessary). The Procurement Section 
at Post can assist TDYers with vehicle rentals. Motor Pool 
cars and drivers are available for airport pick up and 
drop-offs. An International Driver's License is not valid in 
Pakistan. 


12. Health: The Embassy Health Unit has provided the 
following information to aid visitors and temporary duty 
employees in Pakistan: 


A. Facilities: There are health units at the embassy and 
each of the three consulates. The Islamabad Health unit is 
staffed by a Regional Medical Officer 

Nurse Practitioner and two RNs. It provides routine medical 
care and basic laboratory services during the workweek. It 
does not supply medications for chronic medical conditions; 


3, Ambassador signed a USD 1.73 million agreement with the Republic of Yemen Government (ROY 


lugo Llorens for reasons 1.4 (b) апа (d) 1. (SBU)  Poloff delivered reftel A and B demarche points to 
lassified By: Ambassador Douglas L. McElhaney. Reasons 1.4(b) and (d) . 1. (SBU) The final pre-el 


‘ica cable. It was not cleared by Embassy Belgrade. Summary ------- 1. (SBU) Your visit comes as tl 


effrey D. Feltman, Ambassador. Reason: 1.4 (d) 1. (S) We were told today by Milos Strugar, UNIFIL 
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these must be brought with you. The facilities in Lahore 
Karachi and Peshawar are extremely limited in the services 
they provide and are staffed by part-time local medical 
providers. Official visitors traveling to or working at 

those locations should bring all personal medicines with them 
including over-the-counter drugs. 


B. Access: Access to the Health Units at all Mission Pakistan 
posts other than Vgood samaritan\' care is limited to American 
citizen employees and contractors who are eligible for Health 
Unit services. Good samaritan care is emergency care 
designed to stabilize a patient until s/he can reach or be 
reached by local medical practitioners. 


The following American citizen employees and contractors are 
ineligible/ineligible for Health Unit services: 


NON-PERSONAL SERVICES (COMMERCIAL) CONTRACTORS 


DIRECT HIRE EMPLOYEES PERMANENTLY ASSIGNED TO PAKISTAN 
without a current medical clearance from the Department of 
StateVs Office of Medical Services (MED). 


TDY DIRECT HIRE EMPLOYEES ABROAD FOR MORE THAN 60 DAYS IN A 
CALENDAR YEAR without a current MED clearance. 


PERSONAL SERVICES CONTRACTORS (PSCs) unless all of the 
following conditions have been met: 


-- The PSC has a current MED clearance. 


- The PSC\'s contract stipulates that s/he is eligible for 
MED services and requires the individual to have health 
insurance coverage overseas. 


-- The employing agency is paying for medical services under 
ICASS and guarantees funding for the direct charge of local 
hospitalization and medical evacuation. 


Agencies should review personal services contracts BEFORE the 
arrival of PSCs to determine the status of Health Unit access 

and must inform the Health Unit of eligible PSCs before they 
arrive. PSCs must submit documentation proving eligibility 

for services to the Health Unit. 


The Health Unit can provide a copy of the Health Unit 
Handbook to employees and contractors who are ineligible for 
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services. The Handbook contains a list of physicians to whom 
the Health Unit refers patients and a list of acceptable 

hospital facilities and pharmacies in Islamabad 

Peshawar 


C. Food and Water-borne Illnesses: Visitors to Pakistan are 
at high risk for water-borne and gastrointestinal illnesses. 
Careful attention to the choice of food and beverages helps 
to reduce the risks. Avoid salad bars and buffets while 
eating at local restaurants; a la carte items are your safest 
bet. Meat 

cooked or steamed. Safe foods include steaming hot dishes 
rice 

products. Foods that are moist and served at room 
temperature 

egg-based foods 

are risky. Avoid ice cream as well. 


D. Drinks: Safe drinks include hot tea 

carbonated beverages. Assume all tap water is contaminated 
contrary to notices occasionally posted in some hotels or 
elsewhere. The only exception to this rule is the tap water 

on the embassy compound. Commercially available water 
bottled in Pakistan has been found to be inconsistently safe 
for consumption. Bottled water sold in our commissary has 
been judged safe. Be sure the seals have not been broken. 
Remember that freezing does not make water safe 

cubes unless you know they have been made from potable water. 
Personal portable water purification systems are available 
commercially at nominal cost and can easily be transported in 
luggage as they are no larger than a tall mug. These devices 
protect against bacteria as well as viruses and protozoa. 


E. Malaria: Malaria is endemic to various regions in 

Pakistan 

location 

visitors are advised to take prophylaxis 

traveling outside the major metropolitan centers or who make 
frequent trips between the consulates and Embassy. 
Mefloquine is the preferred prophylaxis and should be brought 
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with you during travel as it is unavailable in country except 
at the mission health units. Doxycycline is an alternative 
and is available in country. In conjunction with medication 
visitors must also take measures to reduce contact with 
mosquitoes 

body and using an insect repellent containing DEET. 
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F. Immunizations: Visitor immunization records should be 
reviewed by the Department\'s Immunization Clinic prior to 
departure. For short-term visitors the following 
immunizations are recommended: hepatitis a 

typhoid 

immunizations. The rabies series is also recommended for 
Pakistan and should be completed before arriving in country. 
The Health Unit in Islamabad can provide most vaccinations 
except smallpox 

consulate health units can provide a limited number of 
vaccinations depending on type needed and health unit 
staffing. 


G. All TDY travelers are urged to take annual flu 
vaccination before international travel. Vaccine will not be 
available after the current vaccination program is complete 
in November. Tamiflu 

available in country. If travelers wish to obtain supplies 

for travel 

the U.S. for a supply prior to travel to Pakistan. 


H. Emergency Medical Services: Emergency medical care is 
extremely limited in Pakistan even in major cities. The 
health units keep up-to-date lists of available facilities in 
cities in which the embassy and consulates are located. 
Travelers should arrange for medical evacuation insurance 
either personally or through their sponsoring agency prior to 
their arrival in country. 


|. Automobile and Pedestrian Safety: Overseas automobile 
accidents remain a major cause of death of expatriates abroad 
and Pakistan is no exception. Further 

are driven on the left side of the road 

dimension to automobile and pedestrian safety if you are not 
used to this traffic pattern. Avoid driving at night if at 

all possible. Use seat belts in both rear and front seats 

and insist that your driver maintains a safe speed. Stay 
alert crossing streets and intersections 

dark. 

CROCKER 
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with the Pope\'s apology. A columnist in \"Al-Ittinad\" considers the 
Pope\'s statements as a gift to Al-Qaeda. A columnist in 
VAI-KhaleejV suggests that the PopeVs \"offense\" is done on purpose 
and was timed with other attacks against Islam. End Summary. 


2. AUAE columnist 
Daily \"Emaratalyoum 


VWe have been always accused of refusing Western values because of 


3 INITIAL OIL EXPLORATION LICENSE REF: BANJUL 492 AND PREVIOUS Classified By: AMBAS 
sident Mahmoud Ahmedinejad in Dakar on September 13 and offered peacekeepers for the UN force 
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our belief in conspiracy theories. It seems now that our belief was 
correct. The Pope in his speech did not only offend Muslims but 
used a prehistoric dialogue between two Vnobodies' to prove that 
Islam is a doctrine that is not based on reason. There are several 
points to deduce from his speech; first was the timing of his speech 
and how it coincided with the 5th memorial period for Sept 11 
came right after Bush had called Muslims Fascists. This timing came 
as part of an explicit political Western agenda whose motives are 
Islamophobia crusade-based and whose objectives are to intensify 
enmity between the East and the West. Second 

the citing of an idea in a speech is usually prepared in advance in 
order to deliver the idea in a way tailored to the reader or 

listener. Therefore it is stupid to believe that the Pope did not 
mean 

contradict reason or exhort terror. Third 

with the use of swords and killings contradicts the historical 

facts. Islam had spread through the force of logic... while 
Christianity in Europe spread through the atrocities caused by 
Catholics who killed non-Catholic Christians... Muslims should 
demand an apology from the entire Catholic Church 

the Church has previously apologized to the Jews for laying the 
fault on them for Jesus\' crucifixion. But will a verbal apology be 
enough? Shouldn\'t we call for a real apology to let us live in 
peace a nations without someone offending our firm beliefs V" 


3. Under the headline V'From Bush to the Pope... Gifts to Al-Qaeda\" 
a columnist 

semi-official Arabic-language daily \"Al-Ittinad\" 09/19 (circulation 

65 


\"Not a long time ago President Bush used the term Islamic fascism. 
Now there is the statement from the head of the Catholic Church on 
Jihad... What was not considered well in the PopeVs V' mistake" is 

the damage done to V'moderate Islam V" and the vast majority of Muslims 
who suffer the biggest loss from the Pope\'s opinions. The 

frustration [of Muslims] is so bad. One sarcastically predicted 

that Ayman Al-Zawahiri will send the Pope a thank you letter for the 

gift which he has presented to Al-Qaeda by confirming what Al-Qaeda 
promotes of Western Christian attitudes towards Islam and Muslims. V' 


4. Under headline “Тһе Pope and the V'cartoons V 
Mohammed Ahmed 
\"Al-Khaleej\" (circulation 90 


\"It is a mistake to think that the Pope\'s anti Islamic statement is 

just a slip of the tongue. It is not 

statement which came at a time when the Muslims angry reaction to 
the offensive Danish cartoons is not quiet yet. The West shocks us 
again with a fresh offense against the Prophet Mohammed 


SIPDIS for USG support for Secretary of Public Health Dr. Julio FrenkVs candidacy as Director Gene 
Bolivian National Police headquarters and a La Paz storage site September 19 to confirm continued 
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from the Pope. What is shocking is the fact that the PopeVs 
statement came at the same period of time when Islam was described 
as fascist and Muslims as terrorists. These descriptions came from 
Western media and politicians. These are not purely coincidental.\" 


SISON 
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welcomed the decline in polemics with Ukraine. On U.S. 
relations 

\"punishment\" for GOR arms sales to Venezuela and Syria 
said that U.S. allegations were without basis. Ivanov 
repudiated his Deputy\'s interjection that a Boeing commercial 
aircraft sale would be tied to resolution of the sanctions. 

He noted his intent to call NSA Hadley to discuss Iran and 
other bilateral issues. End Summary 


2. (C) In an hour-plus meeting on September 18 

Security Council Secretary Igor Ivanov briefed the Ambassador 
on his holiday diplomacy in Madrid 

session with Iranian Security Council Secretary Larijani and 
UNSYG Annan 

Spanish President Gonzales 

(unspecified) consultations with Iranians and Iranian 
watchers. Ivanov\'s notetaker was newly appointed Security 
Council Deputy Secretary Vladimir Pavlovich Nazarov 
comes to the Security Council via a long tenure in the 
security services. 


3. (C) Ivanov opened the meeting by noting his concern over 
the competing and not always coordinated voices reaching the 
Iranian government. He was puzzled by GonzalesY decision to 
travel to Iran on a \"personal\" initiative 

reflect a policy consensus of the Spanish government. It was 
critical 

High Representative Solana; this was a key factor in Ivanov\'s 
decision to abstain from meeting Larijani one-on-one 

than with UNSYG Annan. The Italians and Spanish were 
searching for a role 

IvanowW's message to Gonzales was that this was a V'dangerous 
and delicate game\" that did not require outside players 

rather subtlety and a consistent message. Citing the 
confusion of the Spanish Ambassador (in Madrid for LarijaniVs 
meeting) over the international community\'s approach to the 
suspension of uranium enrichment activity 

the Iranians would profit from discrepancies within the 
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international community. 


4. (C) One factor contributing to Larijani\'s wavering in 

the negotiations 

understanding over who Solana represented and the extent of 
his mandate. A second factor was internal differences within 
the Iranian government 

reason behind the postponement of the September 14 meeting. 
The virtue of drawing out the dialogue with the Iranians 
Ivanov maintained 

ruling circles in Iran and a better understanding of the 
international community\'s position. Larijani understood 
better than those he represented what were the possible 
consequences of Iranian inaction; prolonged dialogue helped 
Larijani bring others around within the government 
simultaneously revealing publicly the differences between 
competing actors. Ivanov\'s assessment was that Larijani was 
not resisting a solution: \"he is ready.\" The sequencing and 
setting were critical; \"we have to help\" the Iranians square 
our demand for a halt to enrichment activity beforehand with 
their offer to suspend during the negotiations. Larijani was 

a good interlocutor 

political standing at home and had direct connections to the 
Supreme Leader. 


5. (C) Ivanov agreed with the Ambassador that it was IranVs 
turn to be responsive 

assessment that some forward movement had been achieved. 
Ivanov repeated that it would be difficult for Iran to change 

its position 
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line. In the event there was movement 

possibility of a UNSYG-chaired informal session on the 
margins of UNGA modeled on the six-plus-two process for 
Afghanistan 

U.S.-Iranian engagement. The Ambassador reiterated that a 
suspension of enrichment remained a necessary precondition 
for moving to direct engagement 

Iranians. He also repeated that 

Iranian decision to suspend 

a sanctions resolution in New York 

agreed. 


6. (C) Ivanov underscored that the GOR would not move 
toward support for military action against Iran 

committed to the negotiating process 

economic sanctions 

voice. He repeated GOR concerns that preparation for 
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sanctions developed its own logic and rhythm and incited the 
worst in the Iranian government 

conflicting signals from ad hoc actors and had drawn its own 
conclusions about U.S. engagement in Afghanistan and Iraq. 
Sanctions were the easiest approach 

lacked an endgame 

the negotiating table. While Ivanov planned to call Larijani 
soon to underscore EU 3 disappointment with the Iranian 
response and to underscore that Russia is prepared to move to 
sanctions 

carefully. This was not 

economic interests. Italy 

would suffer more from economic sanctions than Russia 
Ivanov describing any losses from Bushehr as \"minimal.\" 
RussiaVs policy was not driven primarily by economic 
concerns 

effect of sanctions 

against Iran 

East 

stage 

context 

missile attack 

Iranian reprisal. 


7. (C) Ivanov noted differences between GOR and U.S. 
assessments over the time frame within which Iran could 
acquire nuclear weapons 

Iran had faced with the cascade technology. He accepted the 
Ambassador''s point that it was difficult to ascertain whether 
technical difficulties 

decision to V'go slow" were at play 

was not going to have nuclear weapons \"tomorrow.\" 


8. (C) Ivanov made a final pitch for sustained U.S. 
engagement 

frustrating 

itself out. Characterizing the last UNSC resolution as 
\"transitional 

remove the question of Iran from the IAEA entirely. The 
Ambassador stressed that it was incumbent on the Iranians to 
do something on suspension 

further talks 

in reaffirming that message. Ivanov accepted the 
Ambassador\'s point that success with Iran was important to 
U.S.-Russian relations and agreed that the U.S. had 
demonstrated significant restraint in responding to Iranian 
statements and acts. Ivanov reiterated that V'on principle 
there is no disagreement; there are differences of prognosis 
and timing.\" Russia will continue with the U.S. \"until it 
can\'t.\" What was important was that when LarijaniVs aide 
Hossein-i Tosh came to Moscow he heard a coordinated message: 


Fficials and with donor countries in preparation for Executive Board review of the next $71 Million trar 
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Russia was speaking with one voice to Iran 
to Larijani that Solana was the voice of the EU 3. 


9. (C) Ivanov warned that Larijani\'s negotiating posture 
reflected the general consensus within Iran that the U.S. and 
Israel were weakened by the wars in Iraq and Lebanon. This 
played into the hands of the extremists 

absence of any successful peace process in the Middle East. 
Noting FM Lavrov\'s visit to the Middle East (reftel) 
underscored the GOR\'s conclusion that PM Olmert needed a 
negotiating process to offset the damage inflicted upon him 
domestically by the war in Lebanon. Olmert had told Lavrov 
that he was serious about negotiations with the Palestinians 
but only after the Israeli soldier was returned. The 
Ambassador agreed that Lebanon appeared to foreclose 
least for now 

but noted the constraints on Abbas dictated by disarray 
within Palestinian circles. Ivanov argued that the Arab 
League-driven ministerial at UNGA could politically 
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jump-start serious discussions 
within the Arab world over the stalemate 
Iranian ascendancy. 


10. (C) After a deep breath and long pause 

was offended by Georgian government behavior and saw little 
reason to be optimistic about prospects for success in the 
bilateral relationship or over South Ossetia and Abkhazia. 

To the contrary 

escalation. Ivanov conceded that Russia had made its share 
of mistakes 

relations. While Ivanov counseled pragmatism and 
face-to-face negotiations 

Saakashvili's quest for any diplomatic route that avoided 
Russia. Ivanov judged inclusion of the frozen conflicts on 

the UNGA agenda by a 16-15 vote a mistake that reflected GUAM 
naivet over the significance of internationalizing an 

internal dispute. Russia sat at the negotiating table with 
Georgia and tried to proceed methodically 

always looking over its shoulder for someone else with whom 
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to talk. GOG assertions that they had no negotiating 
partners were contradicted by repeated offers from the 
parties to engage. GeorgiaVs search for alternate 
negotiating partners took it away from the realities of the 
negotiating table. 


11. (C) Ivanov questioned the value of introducing 
\"Congolese or Bangladeshi troops" into the fray as 
international peackeepers in the separatist regions. 
\"Georgia cannot impose a final status 

with the parties involved." The GOR increasingly was 
convinced that the GOG was preparing for war 

scare tactic 

to this option.\" Such an action 

\"profitable\" -- \"Georgia cannot win militarily.\" Ivanov 
predicted further complications introduced by the November 12 
referendum in South Ossetia 

stop. It would take place at a \"difficult moment 

JCC presently was stalled. There needed to be a long-term 
solution built on the basis of trust. 


12. (C) Ivanov complained that all positive Russian steps 
were pocketed 

bases 

return 

Tbilisi 

was ignored. What Russia was not prepared to do was to 
\"smother\" Abkhazia or South Ossetia: these were Georgian 
problems 

military action 

our territory" from becoming involved in the fighting. The 
atmosphere 

even trivial 

\"That\'s why we need the JCC.\" Ivanov said that no matter how 
difficult 

provinces. 


13. (C) The Ambassador responded that an outbreak of 
hostilities would be a disaster for all parties concerned and 
urged Russia to intervene with its South Ossetian 
interlocutors to underscore the danger of firing upon 
Georgian helicopters 

had been on a similar helicopter on the same basic flight 
path a week before the latest firing incident. Ivanov agreed 
that these actions were unacceptable 

responsibility to urge the South Ossetians to use their heads. 
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14. (C) Ivanov stated that he did not understand the 
attraction of NATO for Georgia 

matters and compound the lack of trust. At the same time 
Ivanov warned mildly 

Dialogue 

difficult. Accepting Georgia was purely political 

strategic in nature 

Europe -- could hardly be justified by geography. While NATO 
announced that it would not establish bases in Georgia 

fact of the NATO relationship would reduce Russia's abilities 
in the region. The Caucasus factored squarely in the Kremlin 
calculations over security 

stability in the North Caucasus and interconnections to the 
Middle East. 


15. (C) Just as a Socialist-led Spain joined NATO in order 
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to preclude a return to Francoism 

was designed to provide a military shield against Russia. 
Was it really in NATO\'s interest to get involved 

asked 

Georgian regime. By bringing NATO and Russia into conflict 
the ability of the international community to fight terrorism 
would be negatively affected. While 9/11 precipitated 
unparalleled cooperation 

this relationship. Putting Georgia on a membership track in 
NATO would hasten this process. The Ambassador responded 
that the Alliance would move deliberately and transparently: 
it sought to deepen relations with both Georgia and Russia 
on their own terms. 


16. (C) Whether or not the referendum in Transnistria was 
legal 

recognize the referendum 

to Moldova that it needed to negotiate with someone 
Smirnov. Ivanov ridiculed the notion of Transnistria being 
absorbed into Russia. Maybe it could become a part of 
Ukraine 

Russia-Transnistria union was akin to Yugoslavia grafting on 
to Belarus. The referendum was effective in measuring the 
mood of the population and demonstrating that the breakaway 
enclave did not share the political view of Chisinau. Ivanov 
urged Moldova to use the referendum to inform its own 
negotiating position with the Transnistrian leadership 
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not just the OSCE 

President Voronov brought nothing new to his meeting with 
Putin. \"He came 

posed. If the Kozak plan was unacceptable 

put forward other proposals. In contrast to South Ossetia 
where plans were a dime a dozen 

initiatives in Chisinau and Tiraspol. Ivanov welcomed the 
subsiding of tensions over the customs union. 


17. (C) Ivanov noted that the GOR is ready to meet at a 
high level with Ukraine 

Intergovernmental Commissions to commence 

Presidents Putin and Yushchenko. The Security Council was to 
serve as the Secretariat 

would be working on the Ukrainian side. There would be an 
array of working groups 

with PM Fradkov chairing economic cooperation. Both 
governments were avoiding sharp polemics 

create a better atmosphere for discussions. Yanukovich 
predicted 

month hiatus of governing in Kiev. On gas 

continued 

Ukraine would confront a price hike. 


18. (C) Ivanov raised Boeing 

titanium deal 

commercial aircraft negotiations. The Ambassador noted that 
Boeing would likely soon be compelled by the press of other 
prospective buyers to sell the 787Vs that it had reserved for 
Russia 

2012. He urged the GOR to keep the door open. In a 
whispered aside 

the sanctions imposed on Sukhoi and Rosoboron export 
Ivanov responding that he was not aware of any direct linkage 
between the commercial aircraft deal and the resolution of 
the sanctions. 


19. (C) The Ambassador briefed Ivanov on his meeting with 
Sukhoi 

sanctions if there were new GOR information and assurances 
and noting that a Sukhoi executive had accompanied Deputy FM 
Kislyak to his meeting with U/S Joseph. Nazarov interjected 
that the GOR believed the U.S. should review the case 
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unilaterally; it was inappropriate for Sukhoi to provide the 
USG with assurances 


20. (C) Ivanov noted Vin all frankness 

assessment was that sanctions were imposed as retribution for 
Russian sales to Venezuela and Syria 

and warning" to Sukhoi over its contracts with Thailand 
Malaysia 

U.S. non-paper and the actions of Rosoboron and Sukhoi. 
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There was nothing to the U.S. allegations. In the past 

there were instances of leakage to the Iran 

Russian export laws; however 

instance. Rosoboron had no dealings with Iran: it was a 
government organ and the GOR knew with precision what was the 
scope of its activities. We know what it did and did not do 
and there were no violations 

he said 

not partner-like and had a bearing on other aspects of the 
U.S.-Russia strategic relationship. It was difficult for 

Russia to build a relationship with the United States and to 
adopt a long-term perspective to strategic cooperation when 
at any moment 


21. (C) The Ambassador denied any political calculation to 

the sanctions and reaffirmed that the U.S. wanted good 
relations with Sukhoi. The U.S. was prepared to review any 
new GOR information and assurances. Navarov characterized 
the exchange between Deputy FM Kislyak and U/S Joseph as 
unproductive: the U.S. expected a written GOR submission 
GOR believed the onus was on the U.S. to correct the mistaken 
application of sanctions. 


22. (C) Ivanov noted that he planned to call NSA Hadley 
later this week to touch bases on lran and discuss the status 
of relations more broadly. 

BURNS 


78967 

a slight modification to keep the dialogue going. He said 

the Turkish response attempted to \"give some teeth" to how 
the joint commissions might be created 

Armenian proposal as V'too vague.\" The counter-proposal was 
conveyed in a V'very friendly tone\" and he emphasized that 
Turkey wants to continue talks on the historical commission. 


2. (C) The next step might be another non-paper response from 
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Armenia 

face-to-face meeting in the coming month or two. He noted 
that because he and Turkish MFA Deputy Under Secretary for 
Bilateral Political Affairs for the Middle East 

Asia 

by the end of the year 

introduce their successors and familiarize them with the 
ongoing dialogue. 


3. (C) Karslioglu stated that 

V bold steps" would be taken vis--vis Armenia until after 
Turkish parliamentary elections that must be held by November 
2007. He characterized the current effort as laying the 
groundwork -- getting to a 'manageable and politically 
swallowable\" point for a possible move by the next 
government. He noted Armenian elections are also not too far 
away and may affect Yerevan\'s ability to take any politically 
risky moves. 


4. (C) COMMENT: We have pressed MFA regularly over the past 
five months to accept the ArmeniansY positive 

hesitant 

asking them to take V'yesV for an answer. Karslioglu 
however 

election cycle 

negotiations as long as possible. They don\'t want to shut 
the process down. However 

themselves obliged to take any steps they percive as 
politically risky on the domestic front. They have kept this 
quiet and intend to continue to do so until they believe the 
time is ripe. 


Visit Ankara\'s Classified Web Site at 
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1. (SBU) Summary: Austria\'s October 1 elections take place 
in the context of a political shift that followed this year\'s 
revelations of fraud in the trade union-affiliated bank 

BAWAG. This established a new political reality in which 
Chancellor Wolfgang Schussel\'s conservative PeopleVs Party 
(OVP) has consistently polled ahead of the Social Democratic 
Party (SPO) by two to four percentage points. This shift 
combined with Schuessel\'s personal popularity 


ffairs Section (PAS) projects that directly promote access to, and use of, the internet in Ghana. All of 
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in the driverVs seat to lead the next Austrian government. 

The campaign so far has been rather formulaic 

appealing to trust in Schuessel 

calls for greater Vfairness.V The political theater has come 
from the xenophobic leader of the Freedom Party (FPO) -- not 
Joerg Haider 

fade as a political force 


2. (SBU) Summary continued: The uncertainty surrounding 
this campaign is less one of vote numbers than of 
post-election coalition negotiations. Even OVP loyalists 
discount the possibility of the OVP winning an absolute 
majority. One key question is whether the OVP will have 
options beyond forming a Grand Coalition with the SPO. The 
other is whether the SPO and Greens will together garner 
enough seats to form a government 

Schuessel of the Chancellorship even if the OVP comes in 
first. Even if Schuessel remains Chancellor 

coalition government could well include a non-OVP Foreign 
Minister. Foreign policy would likely be subject to even 
stricter constraints in a coalition agreement between the OVP 
and a left-leaning party. That said 

come only incrementally. End Summary. 


3. (SBU) With less than two weeks to go before Austria\'s 
national parliamentary elections on October 1 

seems to be the lack of news. If it seems that the major 
campaign themes are the same as they would have been six 
months ago 

campaign season occurred six months ago. That was when it 
became public that the Austrian Trade Union Federation (OGB) 
bank 

involved itself in massive fraud. What is more 

bailed out BAWAG with funds from its workersY strike fund. 
Although the OGB and the Social Democratic Party of Austria 
(SPO) are separate entities 

had been almost organic. SPO party leader Alfred Gusenbauer 
did what he could to stop the bleeding. Among other things 

he declared that the SPO would no longer grant slots on its 
parliamentary election list to union officials. Naturally 

this carried its own backlash. Union workers 

traditionally undertaken a significant share of the SPOVs 
electioneering work 


4. (SBU) Chancellor Wolfgang Schuessel and his party 
conservative Austrian PeopleVs Party (OVP) 
affair about as well as one could imagine. Schuessel stayed 
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on the high road 

government in granting a bailout of the OGB V'in the interests 

of the workers." What is more 

letters \"BAWAG\" in OVP campaign material. The result is that 
no one is sick of hearing about it 

as yesterday\'s story. It remains the 800-pound gorilla in 

the next room 

became public last week that the former BAWAG head had paid a 
70 

Fritz Vranitzky 


5. (SBU) Thanks to BAWAG 

election has shifted. For the past six years 

led the OVP in opinion polls by some two to four points. The 
OVP strategy had been to stress SchuesselVs personal 
popularity over Gusenbauer. This had paid off in the 2002 
elections 

its polling numbers and well ahead of the SPO. Now 
parties standings in the polls have reversed themselves. It 
is the OVP that is garnering support in the range of 38-39 
percent 

Schuessel again delivers an electoral \"bump 

well approach its 2002 vote share. 


6. (SBU) Both the Greens and the Freedom Party of Austria 
(FPO) are flirting with double digit poll numbers. The 
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Greens tend to do worse in elections than their polling 
numbers indicate. This may be because those who are Green at 
heart tend to decide not to \"waste\" their vote. The FPOVs 
situation is the opposite. It seems that FPO sympathizers 

feel embarassed to express their true preference to a 

pollster 

The \"Alliance-Future-Austria\" (BZO) party 

splintered off of the FPO 

current status as the junior governing coalition party. The 

BZO is finding it hard to reach the four percent threshold 

for entry into parliament. Most observers believe that the 

BZO will have to win a seat outright in order to enter 
parliament. This is a tall order even in the putative BZO 
\"stronghold\" of Haider\'s Carinthia. An out-and-out protest 
party which formed around the person of former SPO legislator 
Hans-Peter Martin is also hovering around the three-to-four 
percent mark in polls. As in many mature democracies 
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wild card is the \"undecided\" bloc. Almost a third of poll 
respondents is in that category. With so much riding on the 
results at the margins 


7. (SBU) Schuessel\'s OVP is running almost exclusively on 
its record and on the person of Schuessel. Typical is one of 
the party's posters that features the rather oxymoronic 
slogan 

SchuesselVs smiling face with the slogan 

it.\" Outside of Vienna 

more popular members of the current governing team. On the 
strength of solid if unspectacular economic growth and job 
creation 

are among the EUVs best 

content-neutral message of V'staying the course.\" 


8. (SBU) If the OVP campaign effort seems to lack 
inspiration 

mechanical. SPO campaign material calls for \"а new fairness V 
in the distribution of wealth and jobs. For a party that has 
been in opposition for almost six years 

identified remarkably little substance upon which to 
campaign. Part of this is because Schuessel has managed to 
coopt key SPO issues. The OVP is against nuclear power 
against genetically-modified organisms (GMO) in agriculture 
and in favor of neutrality. Even more frustratingly for the 

SPO 

such as pension reform and corporate tax cuts 

worked. Also unhelpful to the SPO cause is the figure of 
Gusenbauer 

campaigner. Posters showing him interacting with groups of 
(presumably) concerned citizens are supposed to show his 
human side 

instead. 


9. (SBU) The Greens are usually good for campaign spice. 
The current publicity strategy seems to focus on solidifying 
the Green base. Posters highlighting the preferences of 
Vreal people\" range from the assertive (a supposedly Turkish 
man saying 

pouty (a young woman saying 

Elisabeth) Gehrer has saved enough on my education.V) A 
newer effort highlights popular party figures. For instance 
party leader Alexander van der Bellen 

who is among Austria\'s most popular politicians 

\"it can be done without corruption. V 
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10. (SBU) The days when the Greens were the wild cards are 
long over. Instead 

party are vying for the protest vote. BZO standard-bearer 
Peter Westenthaler has been unable to draw significant 
numbers of the FPO base to his side 

political landscape seems disposed to jump on his rattletrap 
of a bandwagon. Haider has been virtually invisible to date. 
BZO election themes are hard to identify -- the BZO is 
against crime and illegal immigration 

stronger economy 


11. (SBU) There\'s no problem identifying the policy stance 

of the \"original\" FPO. Under party leader Heinz-Christian 
Strache 

Haider has faded into the Carinthian hills for the moment. 

The xenophobic firebrand is Strache 

be the FPO\'s anti-everything is what drove Haider out of the 
party. A typical FPO campaign slogan is 'Daham statt Islam\" 
-- roughly 

statt Nix Versteh\'n\" -- a nasty swipe at immigrants roughly 

on the level of \"No espeak ze English." The latest 
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installment from the FPO brain trust shows a bright-blue eyed 
Strache (who clearly thinks his own image is a major selling 
point) with titles such as “Тһе Patriot" and V'Austria First. V" 


12. (SBU) Hans-Peter Martin\'s party is a final 

entrant into the Austrian electoral mix. Martin is a 
quintessential \"anti-\" politican. A former SPO member of the 
European Parliament 

the excessive benefits European parliamentarians receive. 
During the last European Parliament campaign 

significant backing from AustriaVs largest newspaper 
Kronenzeitung. This has fallen off during the current 
national campaign. Nevertheless 

headway by is banking on the fact that V'none of the above\" 
will always do well in any democratic election. 


13. (SBU) Observers do not expect huge swings in opinion in 
the last two weeks of the campaign. The real question is 
what the parties make of the final result. One or two 

percent of the vote will determine whether two parties -- the 
BZO and Hans-Pater MartinVs party -- enter parliament at all. 
If they do not 


fense Force (JDF) who have been nominated for training in the U.S., pursuant to the Leahy Act and F 
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\"wasted.\" Whether these two make it or not 

coalitions reflecting current vote predictions include a 
\"Grand\" Coalition (OVP-SPO) 

SPO-Green coalition. The OVP and SPO have said that they 
rule out coalitions with the FPO or with Hans-Peter Martin. 
However 

and alliance shift like liaisons in the operetta V'Wiener 

Blut 


14. (SBU) OVP sages tell us they hope the OVP and the FPO 
together win over half the seats in parliament. That is 

not/not to say they would cooperate in government. Instead 
the calculation is that this would make it impossible for the 
SPO to form a government without the OVP. 


15. (SBU) The prospect of an OVP-Green (or \"Black-Green\") 
coalition 

in the state government of Upper Austria. Van der Bellen is 

a reasonable and experienced figure who could well serve 
successfully as Foreign Minister. The Greens have some depth 
for staffing ministerial slots 

the first level. In fact 

relatively weak partner. In his governing alliance with the 

FPO 

objection to a Black-Green government is less likely to come 
from the OVP than from the Greens. The Greens\' Vienna 
branch 

represents a \"fundamentalist\" wing that demonizes Schuessel 
and the OVP. In the rest of Austria 

from a more conservative 

der Bellen has toyed with the question of entering government 
with the OVP in the past 

of stirring a hornets\' nest on the substantial left-wing of 

the party. 


16. (SBU) Most Austrians like Grand Coalitions. They are 
comfortable with the idea of broad consensus 

expense of effectiveness. For all the water that has gone 
under the bridge since 2000 

Black-Red as a \"natural\" government. Some observers question 
whether Gusenbauer could stand playing second fiddle to 
Schuessel. Others point out that Gusenbauer spent most of 
his political career under Grand Coalitions. It is not so 
much Gusenbauer as Schuessel who would chafe at this 
configuration. Schuessel values his freedom of action 
especially on foreign policy. He would not relish having to 
share significant executive power with a major party. 
Erhardt Busek 

told us recently that the problem with Grand Coalitions in 
Austria is that it is hard to make progress except at the 

level of the lowest common denominator. 
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17. (SBU) Interestingly for Schuessel 

Minister who takes personal charge of the foreign affairs 
portfolio 

during the current campaign. Iraq 

terrorism 

of these issues has made it to any party's campaign material. 
Of course 
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entry into the EU (with posters showing St. StephenVs 
Cathedral replaced by Hagia Sophia). He has also taken a 
swipe at the EU 

and Brussels. But there is no depth beyond fear-mongering 
and the other parties have practically ignored the issue. 


18. (SBU) Unless a foreign policy issue arises in the next 
two weeks -- always a possibility 

the upcoming election on Austrian foreign policy will be 
largely a matter of personalities. Even if Schuessel retains 
the Chancellorship -- and he is the odds-on favorite -- it is 
hard to see how he could avoid turning the Foreign Ministry 
over to a Green or SPO coalition partner. (Naturally 

BZO manages to enter parliament and the OVP does well enough 
to form a coalition with its current partner 

continue much as they are. But even Vice Chancellor Hubert 
Gorbach 

up a private sector job -- or so we hear.) With van der 

Bellen or Gusenbauer as Foreign Minister 

policy would probably hew even more closely to the narrow 
constraints of the coalition agreement establishing the 
government. This would make it even less likely than it is 
now that Austria would join bold new initiatives in the 

world. Nevertheless 

officials with SPO affiliations in government service 

including in the Foreign 

(Austrian Ambassador to Washington Eva Nowotny is one.) We 
have worked well with such officials in the fields of law 
enforcement cooperation 

areas. These individuals further increase the likelihood 

that continuity will be the watchword in foreign policy 
regardless of who leads the next Austrian government. 
McCaw 
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hold Kosovo has on the Serb national psyche. Nonetheless 
Asan agreed that this should not delay a final status 

decision. In his view 

approach that includes appropriate EU and NATO incentives and 
gestures 

Presevo. Asan opined that Turkey\'s powerful military 
establishment would be comfortable with independence for 
Kosovo. He described Turkey\'s current diplomatic relations 

with Serbia as V'correct 


4. (C) Turkish National Security Council Secretary General 
Yigit Alpogan told House International Relations Committee 
staffer Alan Makovsky earlier this summer that Turkey is well 
aware that the U.S. seeks a final status decision this year. 
He said the international community should take care that an 
independent Kosovo rest on solid foundations -- with strong 
emphasis on meeting standards 

and guaranteeing human and minority rights -- to avoid 
further problems in the region. 


5. (C) Ankara-based Center for Eurasian Strategic Studies 
(ASAM) Kosovo watcher (and ethnic Kosovar Turk) Erhan 
Turbedar described to us how the official GOT attitude 
towards Kosovo had changed since the Balkan crises of the 
1990s. At that time 

Belgrade 

Dealing with a virulent Kurdish insurgency in the southeast 
the GOT feared that support for ethnic Turkish rights in 
Kosovo could have a boomerang effect and encouraged Kosovo\'s 
Turks to deal directly with Belgrade. Kosovar Albanian 

leader Ibrahim Rugova asked the GOT to recognize Kosovo\'s 
independence during a meeting with then-Turkish President 
Ozal in 1990. With the Kurdish insurgency in mind 

refused. The result 

friction between Kosovar Albanians and Kosovar Turks as the 
Kosovar Albanians pursued their parallel structures and 
eventually an insurgency. 


6. (С) The GOT''s attitude changed after NATOVs 1999 entry 
into Kosovo 

policy has been closely aligned with that of the U.S. and EU. 
He noted that FM Gul stopped first in Pristina before making 
an official visit to Belgrade in October 2005. He 
characterized the ethnic Turk minority in Kosovo as well 
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integrated with the majority Albanians. Political parties 


representing the Turk minority seek the restoration of 
linguistic rights embodied in the Federal Republic of 


vian Influenza (Al) Committee met on September 7 with GOC agencies responsible for monitoring ar 
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Yugoslavia\'s 1974 constitution 
their efforts as uncoordinated and amateurish. 


7. (C) Turbedar said that 

have Balkan roots 

interest in the area. Turkish politicians are sensitive to 

the fact that several million Turks of Albanian descent are 

in Turkey -- a sizable voting bloc. The Albanian ambassador 
here speculated that the pro-Islam Justice and Development 
Party (AKP) government is warm to Kosovar independence in 
large measure to gain the support of traditionally secular 
Turks of Albanian descent in upcoming elections. 


8. (C) That political sensitivity aside 

Technical University Balkans Studies professor Mustafa Turkes 
acknowledged a lack of Turkish public interest or debate 
concerning Kosovo. He saw little official GOT concern 

any particular strategy 

and its possible effect on the Turk minority there 

expected Turkish policy to be largely reactive. He was less 
sanguine about the Turk minority\'s prospects in an 
independent Kosovo and suspected they would increasingly fall 
prey to ethnic Albanian pressure. While acknowledging 
independence as the likely outcome 

statehood would solve Kosovo\'s inherent problems and lead to 
long-term stability for the region. He opined that the 

political influence of Balkan-origin ethnic groups in Turkey 

had been strong under the Ecevit government pre-2002 but had 
less impact over the AKP government currently in power. 


9. (C) Comment. Despite concern for Serbia\'s stability and 
residual interest in the welfare of ethnic Turks in Kosovo 

the GOT does not appear to see an independence outcome for 
Kosovo as worrisome 

possibly politically useful. Turkish officials have told us 

they are concerned by Russian arguments that Kosovo 
independence will set a precedent for Caucasus and other 
conflicts. Despite an uptick in Kurdish violence in Turkey 

and enduring Turkish fears of an independent Kurdistan 
emerging from northern Iraq 

to compare the Kosovo and Kurdish situations. When pressed 
Turks are just as likely to quip that Kosovar independence 
might be a useful precedent for northern Cyprus should 
comprehensive settlement negotiations there suffer a 
catastrophic failure. End Comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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friend.\" The Ministry of Infrastructure has recommended to 
the Ministry of Foreign Affairs to support Mr. LettVs 
candidacy for IMSO Director. 


3. (SBU) Kowero also volunteered to contact his associates in 
other East African countries to drum up support for Steven 
Lett. Referring to the two Nigerian candidates 

that Tanzania anticipates little support for these candidates 
due to their \"lack of experience and competence. V" 
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environment for serious investors who are committed to the 
growth of the state. The UPA government is committed to give a 
friendly investment policy." 


3. (U) On unemployment 

steps to eradicate poverty 

Jharkhand\'s population lived below the poverty line. Social 
security would also be provided to all sections of society. He 

said the government would also set up institutions of higher 
educations so that students did not have to go out for pursuing 
studies. Koda added that the new government would churn out Wa 
more lucrative surrender policy\" to bring Maoists back into the 
mainstream. 


4. (U) Koda\'s immediate problem is the formation of his 
ministry. His failure to get a single minister from within major 
UPA coalition partners to join the cabinet indicates that there 

is intense lobbying for ministerial berths within the UPA 
coalition. Koda appears non-plussed saying that the ministry 
would be expanded only after he proves his majority on the floor 
of the Assembly on September 20. 


5. (U) The now opposition BJP was quick to predict trouble ahead 
for the new regime. Why 

negotiations 

decide on the names of other members of the new council of 
ministers even four days after MundaWs fall? asked senior BJP 
leader Sarayu Roy. Roy told Post that that the Koda-led UPA 
government \"would not last long.\" 


6. (U) Bio of Madhu Koda follows: 


At 35 

Jharkhand. Koda ran as an Independent MLA in the 2005 elections 
after failing to get on the Bharatiya Janata Party (BJP) ticket. 

The BJP did not expect that the short 

curly-haired Koda 


violence in Kinshasa clearly impacted the DRC\'s economy, although the full extent of the damage is 
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dress code 
the 18-month-old Arjun Munda government. 


Hailing from a tribal farming community 

as a social activist and participated in politics before he 

completed his matriculation. Joining the RSS in 1990 

entered the assembly as a BJP member in 2000 from the 
Jagannathpur constituency and became the Panchayati Raj minister 
in the Babulal Marandi government 

the bifurcation of Bihar. He has remained a minister since then. 


Born on January 6 

faced several hurdles in his political career 

failure of his marriage during his tenure in the Arjun Munda 
cabinet. The soft-spoken Koda continued his balancing act 
deftly 

career. V'This post is not a bed of roses but a crown of thorns 
observed Koda soon after staking claim to form the government. 
VIf | become the chief minister 

blessings of god 
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away from Iran.\" Israeli MFA CT officials urged increased 

U.S. pressure on Syria to ensure compliance with UNSCR 1559 
and UNSCR 1373\'s provisions on terrorist safe haven 

offered no concrete suggestions for how to do so. They 
acknowledged that efforts to have Europeans designate 
Hizballah as a terrorist organization would probably be 
unsuccessful \"at least through 2007.\" They agreed that S/CT 
would host the next (CT) Joint Working Group in February 
2007. END SUMMARY. 


2. (S) In a September 13 meeting with German 

U.S. CT coordinators 

Director General (ret.) Danny Arditi said his office dealt 
with interagency CT coordination 

technology 

border and crossing point security; terrorist finance; 
international cooperation and national regulation; and 
protection of critical infrastructure. The office focuses on 
Palestinian terrorism -- what Arditi termed the greatest 
day-to-day threat to Israel -- but is increasingly concerned 
about the growing \"convergence\" of Palestinian 
international terrorist groups. Arditi\'s Shin Bet advisor -- 
introduced only as Shimon -- said fragmentation of 


| observers contacted by post universally agreed that voting was conducted in a generally peaceful ar 
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longstanding Palestinian military organizations had offered 
greater entree for global jihadists. HizballahVs military 

wing in Gaza is \"huge 

organization and even medals remarkably similar to those of 
Hamas. Shimon hypothesized that the Hizballah kidnappings -- 
which sparked the war -- were calculated to pressure Hamas 
not to return the Israeli soldier they had kidnapped 

than to respond to Iranian instructions. Such a provocation 
served lranVs interests 

probably did not. Shimon predicted that Hizballah will 
Vdouble and triple efforts to operate in Gaza and the West 
Bank now that the Lebanon front is closed.V In the near 
term 

support and training of Palestinian fighters in Lebanon. 
Asked what Hamas view of Iran was 

Iranian finance but is more loyal to its Muslim Brotherhood 
roots and is \"not a client of Iran. V" 


3. (S) In a separate one-on-one with Palmer 

was still too soon to assess the effects of the 

spin: VSiniora is stronger 

Hizballah 

Forces lack equipment 

with Hizballah if they receive the necessary political 
support.\" Nasrallah\'s failure to deliver on promised 
reconstruction assistance would also strengthen Siniora\'s 
hand 

provided promised financial support to 200 of 12 

Hizballah supporters. Arditi then became more candid 
that despite some pressure to focus on reconstruction and 
domestic problems 

listening to Iran and its external wing\" and remains 
committed to focusing on the struggle against Israel. Arditi 
said he was personally very concerned that Siniora would be 
killed. On the positive side 

that Israel had eliminated 500 of an estimated 1500 Hizballah 
fighters 

4 

missile launchers. 


4. (S) Arditi said the GOI estimates that Hizballah receives 
USD 200-300 million a year from Iran 

percent of its total funding. Arditi said it was too soon to 
know how Syria could be pulled out of IranVs orbit. Without 
prompting 

table 

Assad is a risk-taker by personality. He is not familiar with 
the facts. He is... 

word 
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CHANGE OF EUROPEAN DIPLOMATIC STRATEGY ON HIZBALLAH 
5. (C) On September 14 

Director Miriam Ziv 

Non-Proliferation Yehuda Yaacov and his Deputy Joseph 
Moustaki. (NOTE: Yaacov and Moustaki recently switched 
portfolios; Moustaki will now have primary responsibility for 
CT 

the Israeli interagency. END NOTE.) Ziv and her staff had 
little to say how the war had affected IsraelVs overall CT 
strategy or how Syrian support for Hizballah could be 
curtailed. They remain focused on developing a public and 
diplomatic strategy to produce a call for action against Iran 
and Hizballah and demand enforcement of UNSCR 1559. Ziv 
acknowledged 

to convince EU members to designate Hizballah as a terrorist 
organization Vat least through 2007.\" Ziv noted that some 
Europeans already regretted designating Hamas because doing 
so had limited their maneuverability after Hamas won PA 
elections. With Europeans sending troops to staff an 
enhanced UNIFIL in southern Lebanon 

reluctant to designate Hizballah 


6. (C) Yaacov said he had canceled plans to tour Europe to 
urge designation 

bolster European enforcement of FATF regulations. Instead 
the MFA is putting together a full-court public diplomacy 
press on Hizballah aimed at European parliaments. In 
particular 

Iran transferred sophisticated Russian-made weaponry to 
Hizballah through Syria 

be useful to encourage a December 2006 meeting of NATO 
and OSCE parliamentarians to pass a non-binding resolution on 
Hizballah and the situation in Lebanon. Moustaki also noted 
that 

Treasury 

transfer money from Iran to banks in Lebanon. 


7. (S) On Al-Manar television 

France to urge Egypt and Saudi Arabia to prevent their 
nationals from broadcasting Al-Manar into France 

violation of French law. Over the longer term 

push the EU to ban Al-Manar broadcasts because they are 
inciting violence and are anti-Semitic and intolerant. 

Palmer encouraged Ziv to share the information Israel has on 
the frequencies that are being used 

use it in talks with the EU Troika. 
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8. (S) Yaacov said that Iran invested in Hizballah as an 
\"asymmetrical arm 

(NOTE: He did not elaborate. END NOTE.) in the recent 
conflict had convinced the MFA that Iran will increasingly 
rely on its own capabilities 

region to choose between Iran and the West 

its weapons programs. Yaacov lamented that even with 
widespread international recognition that Iran is running a 
nuclear weapons program 

terrorism 

threats. Iran 

responsive to pressure 

consistently that it will pay a price for its behavior." Ziv 
added that Hizballah has increasingly been making public 
statements suggesting that it is taking a greater interest in 
Iran\'s nuclear program. 


9. (S) Ziv expressed concern about the challenge smuggling in 
the Sinai Peninsula poses in the areas of counterterrorism 
and arms control. She indicated that Israel would welcome 
efforts to bolster EgyptVs will to address illicit transfers 

of arms and strengthen the capabilities of Egypt\'s Border 
Guard force. Moustaki noted that rumors abound about an 
Al-Qaida presence in the Sinai. He claimed that the 
Egyptians V'close their eyes\" to couriers carrying money 
through the Rafah border crossing into the Gaza Strip. 
Yaacov allowed that the Egyptians recognize the threat 
terrorists in the Sinai pose to them 

good start. 


10. (S) Ziv said that she hopes to strengthen 

counterterrorism contacts with the U.S. She agreed with the 
proposal that S/CT will host the next Joint Counterterrorism 
Group (JCG) meeting in early 2007 

level follow up on CT finance issues and multilateral 

cooperation. Yaacov expressed frustration with what he 

termed diminishing momentum within the international 

community on the subject of safe havens. Palmer encouraged 
the MFA to propose concrete ideas for UN CTC and CTED action. 
Ziv and Palmer both expressed pleasure that plans for 
cooperation between the Department of Homeland Security (DHS) 
and the appropriate GOI bodies seemed back on track. 


11. (U) This cable was cleared by Deputy Counterterrorism 
Coordinator Virginia Palmer. 


T: BRV: 61ST UN GENERAL ASSEMBLY: HIGH-LEVEL ATTENDANCE REF: A. CARACAS 2132 


1t membership on the United Nations Security Council for the period of 2008-09, with elections to be | 
| to the U.S. for the UNGA and must decline the PresidentVs invitation. FM Garcia Belaunde will lead 


sident Bharrat Jadgeo has decided to travel to New York following his attendance at IMF/World Bank 


iity, and staff member Mauricio Pastora visited Panama on August 23 and 24. Director Werner delive 
of State and Sarah Ladislaw from the Department of Energy (DoE), accompanied by Matthew Golde! 
eting to the Ethanol Forum on September 5 in Brasilia. Five delegations attended including India, Sc 


Column 3 

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 
Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


JONES 


78974 

Given the tribal culture 

and history 

together the Afghan peoples. The Ambassador emphasized the 
need for more NATO troops in Afghanistan emphasized that 
establishing a secure environment is critical to success. 


3. (SBU) Discussion on Iraq was significantly less unified. 
With parliamentary elections next year 

that extending the Iraq Mission Mandate (which expires at 
the end of 2006) will be more difficult than it has been in 
the past. The debate in Parliament is likely to take place 
in November 

yet started 

corridors" on this issue. All of the MPs asserted that it 
will be impossible for Parliament to approve an extension 
without a new UN mandate. 


4. (SBU) Seppik (Center) voiced his support for the Iraq 
mission 

their concern that coalition efforts in Iraq lacked a 

finite timeline. V What is the exit strategy?" Laur asked 
several times. V'The [Estonian] Government hasn't given us 
any indication what our long term plans are in Iraq. V 
Seppik also noted the sensitivity of the term l'occupation" 
in Estonia and said that he did not think the optics 
concerning coalition forces sit well with the average 
Estonian. Laur added that the lack of a UN mandate at the 
start of the war continues to have a negative effect on 
public opinion in Estonia. 


5. (SBU) Comment. Although three out of four of these MPs 
(all but Laur) voted for extension of the Iraq mandate last 
year 

opposed. How the vote plays out in Parliament will depend 
significantly on how the issue is presented by the GOE. 

The Prime Minister has told us on several occasions that he 
is confident the mandate will be extended 

three parties in the governing coalition are lukewarm at 
best about the Estonian commitment in Iraq. In the coming 
weeks we will liaise closely with the GOE on its strategy 

for winning the vote in Parliament. 
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for adding to tensions between the West and the Islamic 
world. Post contacts have been surprised at the Omani 
reaction given the country\'s tendency to avoid or downplay 
controversial religious topics. End Summary. 


2. (SBU) In an uncharacteristically swift response to 

remarks recently delivered by Pope Benedict XVI regarding 
Islam 

outlet generally reflects officially approved opinion - 

carried a front-page editorial on September 15 entitled "When 
Wisdom is Lost." In contrast to V'wise people" who seek to 
promote religious understanding 

in his comments \"added more fuel to the fire\" igniting 
tensions between Western and Islamic cultures. The editorial 
warned that \"these types of comments might generate 
extremist reactions from both Christians and Muslims 
Vprovoke a chain reaction that may lead into catastrophe." 
An article in the September 18 edition of \"Oman\" (equally 
strongly worded 

professor at Sultan Qaboos University asserted that 

need to understand that the recent comments made by the Pope 
against Islam and the Prophet are part of the campaign 
against Islam and are not an isolated incident. V" 


3. (C) Apart from editorials 

extensive coverage of the reaction to the Pope\'s remarks 
around the world (ref A). The English language daily \"Times 
of Oman 

to news agency reports on the fallout from the papal address 
as well as the VaticanVs official clarification of the Pope\'s 
speech. This concentration of coverage on a single topic is 
extremely rare 

even at the height of the Danish cartoon controversy. 


4. (SBU) On the Internet 

Pope has sparked considerable activity in popular Omani 
Arabic-language web forum \"Al Sablah\" (www.omania.net) with 
several separate message threads. Most participants 
denounced the Pope\'s statements concerning Islam; some 
speculated that President Bush or V'Jewish influence was 
behind the remarks. Posters to the site\'s English-language 
sister (englishsabla.com) were equally taken up by the topic 
with Christian posters from outside Oman trying 

vain 

stream of denunciations of the Pope. 


5. (C) A few post contacts have privately expressed their 
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surprise over the extent and degree of reaction in Oman to 
the papal comments. Haider al-Lawati 

Oman Journalist Association 

17 that he had not anticipated the press attention devoted to 
the subject. V'Usually we try not to dwell on these types of 
things too much 

controversy was a major source of conversation among Omanis. 
His surprise - at the public nature 

of the negative response - has been echoed by participants in 
one of this week\'s Public Affairs programs 

jokingly congratulated the PAO for being V'out of the line of 
fire on this one.\" 


6. (C) Comment: Omani authorities are keen to promote 
moderate Islam and to cultivate an image of religious 
toleration. Controversial religious topics are generally 
avoided in the press 

official circles so as not to fan potentially extremist 
feelings. The media attention given to the Pope\'s remarks 
including editorials at least informally sanctioned by the 
government 

cautiousness. Some theorize that this may be in response to 
lingering public discontent over a perceived lack of official 
reaction to the Danish cartoons deemed insulting to Islam 
(ref B). End Comment. 
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Islam. Al-Hashemi 

11 commemoration (ref C) focused on tolerance and unity among 
mankind 

intent to non-Muslims. He gave an eloquent speech to about 
25 gathered guests on the merits of understanding and 
tolerance. He cited the good treatment of Muslim prisoners 
in U.S. prisons prior to September 11 

things had changed since events of that fateful day. The 
troublesome comments of the Pope simply reinforced for 
Al-Hashemi and his guests the serious lack of understanding 
in the west for Islam. Guests called for an explanation more 
than an apology 

would verify Islam\'s peaceful nature and discredit those who 
offered the quotes cited by the Pope in his September 12 


Gonzalez signed a Letter of Agreement (LOA) September 12 to provide USG assistance to support t 
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speech. 


2. (C) Joining the discussion later in the evening 

cleric Ali Al Jufri asked pointedly whether the Pope feared 
that Christianity might become a minority religion in Europe. 
He surmised that the Pope was trying to stem the growth of 
Islam. Others lamented the V'weak voice!" of Muslims in the 
western political scene 

Britain 

Muslims but that the smaller minority had the larger 

political voice. They made similar complaints about 

political dynamics in the U.S. PolChief\'s attempts to move 
the dialogue in a more productive direction seemed to fall on 
deaf ears 

terms 

and the west\'s lack of sensitivity. A statement was 
circulated bearing the name of the V'council of scholars 
which condemned the Popes selection of a V' malicious V 
historian to cite in his remarks in Germany 

as to suggest that references to Islam as being spread by the 
sword constituted a V'new terrorism\" against Islam and Muslims. 


3. (SBU) As the Pope\'s remarks continue to resonate 
negatively in the local press and private discourse 

English daily Al-Khaleej is echoing the call of cleric 

Youssef Al-Qaradawi in Qatar for a V'sit inV' at Friday mosque 
services to protest the PopeVs remarks. (See ref A for media 
reaction.) 


4. (C) In a meeting on unrelated topics September 19 
Director of Asian and African Affairs Ambassador Ahmed 
Abdulla Al-Musally commented to PolChief that the Pope\'s 
remarks needlessly gave ammunition to ΑΙ Qaeda and other 
extremist groups 

Muslims to their cause. He lamented that V'each time things 
seem to be stabilizing 

square one.\" 


5. (C) Comment: Reactions to the Danish cartoons earlier 
this year resulted in peaceful boycotts 

the UAE 

controlled. As the Vatican offers no products to V'boycott 
Public frustration over the Pope\'s comments will likely 
continue to be characterized by personal angst and ongoing 
press coverage of the debate. In the somewhat closed circle 
of dialogue in which local groups operate 

see a Papal statement calming the furor short of what the 
Muslim population might consider an outright apology and 
convincing explanation of the remarks (\"convincing\" being 
defined 

End comment. 
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reassuring\" and cited as particularly \"to the point\" 
BenedictVs assurances that he did not share the opinion cited 
in the quote. Ditib issued a press statement criticizing the 
speech as showing a lack of understanding of Islam 

the thesis that Islam grew through violence 

for mutual respect. 


3. (U) A representative of a conservative Muslim group in 
Hamburg 

potentially extremist 

their adherents not to react with protests 

unhappiness. An Imam in Bavaria told us that the Pope\'s 
remarks were a disappointment rather than an outrage and was 
asking his community for patience and openness to dialog. 
Outside religious organizations 

of the Bundestag 

should not be used to create misunderstanding or 

polarization. Green European Parliament member Cem Oezdemir 
said on Sept. 15 that 

demands for an apology V'were exaggerated." A contact in 
Saxony told ConGen Leipzig that his organization found the 
Pope\'s statement confusing and did not plan to issue a 
statement. Post is unaware of any demonstrations or violent 
incidents related to the PopeVs remarks. 


4. (U) Our contacts were of different views on the impact of 
the controversy on Muslim-Christian dialogue in Germany. 
Some saw no danger 

at the community level more difficult. Our contacts agreed 
however 

Islam Dialogue (Ref B). Interior Minister Schaeuble 

will host the Dialog 

that the incident demonstrated how necessary such a 
conference was. Our Ditib contacts also emphasized the 
Turkish decision to go ahead with the PopeVs planned visit 
there. (Comment: The views of the Turkish government are 
particularly influential with the roughly 2 million Muslims 

of Turkish origin in Germany. End Comment) The Central 
Council of Muslims in Germany \"greeted the Pope\'s 
clarificationV in a statement that also called on \"Muslims 
scholars 

contribute to a further calming of the situation given the 
Popes clarifying words." 


5. (U) German media covered the story intensively 
editorial opinion generally took the line that the Pope\'s 
remarks were ill-advised and had been misunderstood or 
perhaps deliberately distorted by Muslims. The press has 
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been increasingly critical of the reaction in the Muslim 

world 

the image of Islam as a violent and aggressive threat to 

western values 

has not issued any official statement on the controversy; the 
Chancellor\'s spokesman told the V'Frankfurter Rundschau" that 
the affair was V'an issue between religions 

shouldn't mingle.\" 


6. (U) Politicians have largely sought to avoid on the record 
comment 

significant reserve of support. Chancellor Merkel sought to 
shift the focus away from the text quoted by Benedict 
emphasizing the Pope\'s V'decisive and uncompromising 
renunciation of all forms of violence in the name of 

religion 

between religions. In his Spiegel interview 

Minister Schaeuble begged off commenting 

he V'belonged to those bad people who 

had fallen away from the holy Roman church\" but added that 
there should be a way to cite an ancient text if one doesn\'t 
identify with it. 

TIMKEN JR 
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messages and concepts." There is \"too much mudslinging 
enough objective (discussion of) policies 


Elsner in Hospital 


2. Former bank Bawag director General Helmut Elsner has been taken 
to hospital in Marseille after he reportedly suffered a heart attack 
in a prison in southern France. Austrian officials are \"rolling 

their eyes\" at Elsner\'s alleged illness 

According to a report in semi-official daily Wiener Zeitung 
Wolfgang Schubert 

\"deteriorated dramatically" since his arrest at his villa in 
southern France last week. Schubert claims the former bank 
director\'s \"heart troubles forced his transfer from a Marseille jail 
to a local hospital. V" Justice officials in Austria 

Elsner is feigning illness to avoid being put on trial on charges of 
fraud and corruption. Extradition hearings in the case are going to 
be held on Wednesday. 


Austrian Islamic Leader Understands Muslim Anger Over PopeVs 
Remarks 


ars of the MFA responsible for NAM issues are already in Cuba, post also emailed reftel A talking poir 
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3. In an interview Anas Schakfeh 

community 

Pope Benedict\'s quotation of a Byzantine emperor that has been 
interpreted as an insult to Islam. 

In an interview with centrist daily Die Presse 

\"Of 1.5 billion Muslims in the world 

demonstrating." He adds 

street protests 

the community is feeling. The popular mood is running hot.\" Asked 
if the Pope had made a mistake in making the remarks 

he believed the Pontiff meant to make the point that \"violence is 
contrary to God\'s nature\" and it would have been \"sufficient\" if he 
had said only that. In response to a question about a call by the 
head of an international Muslim clericsY association for next Friday 
to be a \"Day of Peaceful Anger" over the Pope\'s remarks 

said he didn\'t support such a measure. ҮІ am in favor of quiet 
dialog between Christians and Muslims. We have common problems that 
we need to talk about. V" 


Escalation in Budapest 


4. Violent protests broke out in Budapest last night 

demonstrators demanded the resignation of Prime Minister Ferenc 
Gyurcsany. Comments from Gyurcsany that his government had 
repeatedly lied to win the general elections last April sparked the 
unrests 


Annan Not Optimistic on Iraq 


5. UN Secretary General Kofi Annan has warned that Iraq is in danger 
of sliding into full-scale civil war and called for urgent action 

from Iraqi leaders and the international community 

radio. 


Bush 


6. World leaders convene in New York today for the UN General 
Assembly. President Bush is to address the Assembly 

leaders of France 

Mahmoud Ahmadinejad will also address the Assembly later this 

evening. 

Washington correspondent Joerg Winter comments on ORF radio early 
morning news Morgenjournal: "Mahmoud Ahmadinejad is not welcome in 


ber 16 to September 25, 2006. The purpose of the trip is to present at the 18th International Worksh 
6 to September 22, 2006. The purpose of the trip is to attend and participate in the workshop for the 
o Barcelona, Spain from September 23 to October 9, 2006. The purpose of the trip is to lead the inte 
) to September 30, 2006. The purpose of the trip is to attend and present at the European Society foi 
purpose of the trip is to present and chair a workshop at the Fourth Recombinant Protein Production 
t, NIH to travel to Barcelona, Spain from September 22 to October 2 (Valencia), September 22 - 29 (F 


er 23, 2006. The purpose of the trip is to attend and present at the 10th European Conference on Re: 
ant, NIH, to travel to Sant Feliu de Guixols, Spain from September 24 to September 28, 2006. The pi 
r 25, 2006. The purpose of the trip is to meet with a collaborator and pick up DNA material. 2. Post 
itember 16 to September 28, 2006. The purpose of the trip is to speak and meet with collaborators a 
3, 2006. The purpose of the trip is to attend and present at the 8th Eilat Conference on New Antiepile 
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the US: The visa issued to the Iranian President only authorizes him 
to stay in New York and attend the UN General Assembly. He is not 
allowed to travel in the US. Iranian politicians are routinely 

denied US visas 

organizations. The Iranian President would have loved to have his 
\'showdown\' with George Bush in a debate before the General Assembly. 
It is hardly surprising that such a confrontation is not going to 

take place. There\'s still ample room for conflict 

quarrel over the Iranian atomic program remains a key issue. In his 
speech 

unless Iran comes around in the nuclear dispute and suspends its 
controversial uranium enrichment activities. But the front against 
Tehran is crumbling: Russia and China were never likely to support 
sanctions in the UN Security Council. Now 

France has also opposed the US. Prior to his departure for New York 
French President Chirac said it would be better to do without the UN 
Security Council in the Iranian nuclear conflict. The suspension of 
uranium enrichment was not a requirement for launching direct 
negotiations with Tehran 

European representative 

this proposal at the Assembly. Thus 

be unavoidable. After all 

opposite just a few days ago.\" 


Stirring up the Masses 


7. Political and religious Islamists are having \"a field day\" in 

Arab countries 

drawing on the suppressed peoples! frustration. 

Whether it is a speech by the Pope 

newspaper or the debate over headscarves - again and again 

is Vtaken by surprise by vehement reactions from the Muslim world 
independent provincial daily Salzburger Nachrichten says in an 
analysis. The \"radical ranting of extremist mullahs is falling on 
fertile ground in the Arab world 

suffering from inferiority complexes 

reason \"for the often violent reactions is a feeling of 
powerlessness in the face of an almighty Western world 

perceived as arrogant 

Nachrichten argues. Thus 

can so easily instigate must be seen as a revolt against decades of 
suppression and disadvantage on the part of the people 
persistence of which may be blamed on the Western allies of Arab 
potentates.\" After all 

offering the people the alleged explanations for the people\'s plight 
(the West and the Zionists) on a silver platter.\" 

McCaw 


immon position, but added the Czechs do not support the establishment of a permanent forum becau 
<hartoum and the attack on AmEmbassy Damascus and its ramifications for Embassy Khartoum. En 


L STORM Mel is CURRENTLY TRACKING TOWARD Lahore Pakistan and he\'s angry! Crocker 

‚ STORM Mel is CURRENTLY TRACKING TOWARD Lahore Pakistan and he\'s angry! Crocker 

tel: Project Name: Sri Lanka Peace Support Project Recipient: Info-Share Project Description: Usir 
(FRAA) for Sri Lanka: (A) Claimant A (B) 2004 (C) Claimant had been contracted in June 2000 to p 


pace Administration Johnson Space Center officials Jennifer Comella and George Norris to travel to t 


ty theft in Dakar. The EAC deemed the current security posture appropriate in Dakar. In light of recer 
tional Mobile Satellite Organization. Subsequent to that exchange, and in response to a diplomatic πι 
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of the government 

government" Sahni and Phuyal believe that the Maoists will not 
change their behavior 

the past. They believe that 

the Maoists are planning a takeover and aren\'t prepared to 
cooperate. \"Even if the Maoists accept an agreement now 
doesn\'t mean they won\' go to war later 

Maoists will continue to be stubborn 

and will refuse to disarm before the election 


Split Also On Worst-Case Scenario 
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4. (C) The two camps also divide on how India would respond 
to a worst-case scenario of disintegration into civil war. 

Gen. Mehta referred to an Indian contingency plan for that 
event and was absolutely convinced that India would intervene 
militarily 

that India did not intervene during previous breakdowns in 
Nepal 

never involve boots on the ground.\" His view is that India 

will accept the Maoists as \"just another government." Mehta 
offered that the Maoists don\'t have the capacity for a 
sustained take-over 

could win a war 

less optimistic 

act in a long 

experts agree that the worst-case scenario to be avoided 
would be a civil war in which the U.S. and India are forced 

to choose sides. \"It is important for the U.S. and India to 
develop contingency plans in the event the situation 
deteriorates into just such a scenario 

K.V. Rajan said. 


5. (C) On the disarmament issue 

Bhushan pointed out that language is of paramount importance 
suggesting that phrases such as \"managing arms" and \"joint 
custody" could be swallowed more easily by the Maoists. Не 
laid out a 4-step plan for stabilization: 


D) 1. (C) PolOff delivered Ref A demarche on September 12 to MEA\'s West Asia and North Africa 


cable requests the Department pass an action request to Embassy Luxembourg; please see paragra| 
ink intervenes to raise interest rates, parliament decreases stamp taxes and considers a single Treas 
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-- 1) Allow the interim government to take the first 
step and dissolve the Parliament. They will keep passing 
laws and legislating with no authority otherwise. 


-- 2) At the same time 
between the Maoists and the UN and have the government send 
the army to its barracks. 


-- 9) Replace Parliament with a nominated interim 
legislature or expand the existing Parliament. The important 
thing is to give the Maoists a stake in the process 
with the SPA and civil society. 


-- 4) Create a para-military force and absorb and 
disperse the Maoists into various places in the army. Keep 
them apart and give them tasks like tree-planting and border 
patrol. This would be a kind of V'golden handshake\" of 
gainful employment to the Maoists. V'If you give them a 
lump-sum they will waste it 
food and a salary will prevent them from returning to the 
mountains." 


6. (C) Realists and pragmatists agree that both the U.S. and 
India carry a lot of weight in Nepal 

a lot of difference to the Nepalese to see no divergence 
between the U.S. and the GOl. They stressed that Nepal (and 
the Maoists) heed what the international community says 

India and the U.S. should come out \"loud and strong." Public 
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statements should be coordinated between the two countries 
Rajan suggested 

situation on the ground 

losing hope. V" 


7. (C) While being influential is one thing 

intevene another our interlocutors pointed out. Former 
Ambassador Muni sharply criticized the U.S. for appearing to 
side with the Nepalese Army through an ambassadorial visit to 
the barracks 


1 and Follow-up Ambassador Khalid al-Muqamis. Al-Muqamis expressed support for UNSC non-proli 
NGA. Palace spokesman Ershad Ahmadi confirmed to us on September 14 that President Karzai wil 
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the U.S. was interfering with the peace process. Koirala felt 
that V'as a matter of strategy 


8. (C) Our interlocutors are New DelhiVs most influential 

private sector figures on Nepal. Reflecting the complexity of 

the situation in Nepal 

the peace process will play out from here. While GOI contacts 
continuously reassure us that the U.S. and India V'see eye-to-eye\" 
on Nepal 

policymakers are watching the process unfold and will adjust to 
contingencies. Keeping a pulse on their read-out of the current 
situation in Nepal will help us coordinate with India. We will 
seek further engagement with GOI officials and look for 
opportunities to leverage our collective influence as appropriate. 
END COMMENT. 

MULFORD 
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We have advised the government to declare victory 
regardless. 


4. (C) Since taking office a little more than a year ago 
government Kalfin represents has said \"yes\" to us on 

virtually every major foreign-policy issue (ref A). The 

signing of the Defense Cooperation Agreement by the Secretary 
in April 

this government of our strategic partnership. They would 

like to build on this momentum 

bilateral trade and investment. Prime Minister Stanishev 

would also like (and we would strongly support) a White House 
meeting 


5. (C) The one area where Bulgaria has traditionally lagged 
is in the fight against organized crime and corruption 

even here there are some recent positive signs. Since 
replacing his notoriously corrupt predecessor in February 
Chief Prosecutor Boris Velchev has begun removing or 
side-lining his predecessor\'s cronies in the Prosecution 
Service. This internal housecleaning is a slow process due 
to the constitutional protections enjoyed by members of the 
judiciary 

through. The next step must be putting a rejuvenated Service 
to work against crime bosses and corrupt politicians 

that will perforce put him at odds with some powerful 
political and economic interests. Not coincidentally 
Velchev 

Office of the President. Kalfin may therefore have some 
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useful insights into the thinking of his former colleague. 


6. (C) Bulgarian officials also expect that this week will 

see the final hearing in the re-trail of the five Bulgarian 
nurses accused of spreading the HIV virus in Libya (ref B). 

A verdict is expected roughly three weeks later 

the convergence of \"hot-button\" domestic and foreign-policy 
issues faced by the GOB this fall. Kalfin will appreciate 

your private reiteration of our support and willingness to 
continue holding Libya\'s feet to the fire. 


7. (C) Finally 

security 

segue. Bulgaria gets about 85 percent of its energy from 
Russia. Atthe risk of oversimplifying a complex web of 
sometimes competing 

struggle in Bulgaria seems to be between those who would 
guarantee BulgariaWs energy security by diversifying its 
sources of supply and those who would do so by strengthening 
the \"special relationship" with Russia in the energy sector. 
The latter camp is personified by Energy and Economy Minister 
Rumen Ovcharov 
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our own. While the upcoming tender for a new nuclear plant 
at Belene seems to be tilting in Moscow\'s favor 

Bulgarians can \"diversify\" the choice by selecting 
Westinghouse for the instrumentation and control part of the 
project 


BEYRLE 
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Turkishness\" did not make the AKP government move. EU officials 
have earlier warned that the upcoming EU Turkey progress report 
would contain strong warnings with regard to free speech. 


Meanwhile 

to the government 

change Article 301 would negatively affect Turkey\'s ties with the 

EU 

Turkish intellectuals under Article 301. Renowned author Elif Safak 
goes on trial on September 21 for \"insulting Turkishness\" in her new 
novel 

progress report 


Baghdad Bans PKK Activities in Iraq 
Milliyet 
Iraqi Government has decided to close the PKK offices in Iraq 


)ver-the-fold, inside articles and letters to the editor by members of the general Kenyan public were a 
ftel A. Moreover, Consolidated Consular Database checks reveal no adverse information about the E 
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banning all of its activities. Prime Minister Nuri al-MalikiVs 

Office said in a statement many countries consider the PKK a 
terrorist organization 

allow terrorist organizations on Iraqi territory. Vatan says that 
Vconcrete steps" were taken after the US Special Envoy for 
Countering the PKK 

the regional Kurdistan government president Barzani and al-Maliki 
during a visit to Iraq over the weekend. 


Gul Meets the Press in New York 

All papers: Foreign Minister Abdullah Gul said at a breakfast 
meeting with press in New York that Turkey has excellent relations 
with Israel and Palestine. \"Israel\'s security will be established 

once the Palestinian problem is resolved 

two-state formula to that end. Gul said the issue of Iran\'s nuclear 
program should be resolved through diplomacy. Gul maintained 
regarding Iraq \"the Iraqi people will hold the coalition powers 
responsible if their country disintegrates; in this framework 

United States supports the territorial integrity and political unity 

of lraq.\" Responding to a question concerning the lawsuits filed 
against Turks commenting on Armenian matters 

Turkish government has broken many taboos 

discussed in the country. \"The legal process with regard to Article 
3010f the Turkish Penal Code has not been completed yet. We are for 
the expression of all ideas as long as they do not support 

violence 

talks with the European Union would take a long time. \"At the end of 
negotiations 

then 


Erdogan Addresses Turkic States Congress 

All papers report Prime Minister Tayyip Erdogan said the Turkic 
states cannot afford to remain as passive observers to global 

change 

Turkic States Brotherhood and Cooperation Congress in the 
Mediterranean city of Antalya yesterday 

organization to represent the worldYs Turkish-speaking states 

citing the British Commonwealth as an example. Erdogan expressed 
Turkey\'s support to Turkish Cyprus as well as Crimean 

Iraqi and Gagauz Turks. Trade between Turkey and Turkic republics 
is increasing 

pipeline was open 
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be open soon 
will kick off next year.\" Erdogan also suggested the establishment 


of a V Turkish Speaking States Community. V" 


Azerbaijani President Ilham Aliyev told the gathering that his 


‘ana. Lind said that it is unlikely that Estonia will send a representative to the summit. WOS 
ninister in the MFA Directorate General for Political Affairs, will be in Cuba for several days, beginning 
y of Foreign Affairs: Begin text: The Ministry of Foreign Affairs of the Republic of Estonia presents tt 


nocracies and will make another nominal contribution to the UN Democracy Fund this year. He was ' 
: МА TAGS: EAID PREF PGOV PHUM SOCI SU SUBJECT: DARFUR - WEST DARFUR SITUATIC 
ere has been little assistance in the region surrounding Ri-Kwangba outside of Nbanga in Western Ec 
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country would not allow an Armenia to be established on Azerbaijani 
territory. He said Armenians also demand land from Turkey. Aliyev 
also met with Turkish Cypriot leader Mehmet Ali Talat. 


Al-Kadi Court Case 

Sabah 

by the Prime Ministry in the controversial court case for Saudi 
businessman Al-Kadi may not be accepted by the Danistay 

to Danistay sources. So far 

at the same time with the Prime Ministry 

their request. Earlier 

the government freezing Al-Kadi\'s assets and recognizing him as a 
sponsor of terror. The Prime Ministry\'s Legal Affairs Office then 
submitted an appeal of the decision without the Prime MinisterVs 
knowledge. On Friday when the PM learned about the appeal 
ordered it withdrawn and fired the Legal Office Director. 


Editorial Commentary on PM Erdogan\'s Upcoming Visit to the US 
Fehmi Koru 

writing from Washington in the mass appeal Yeni Safak sees a motive 
behind the recent goodwill gestures from Washington to Ankara: \"The 
US has been making some favorable gestures to Turkey and they have 
all coincided on the eve of PM Erdoganvs visit. Most significant 

was the visit of General Ralston to Ankara to discuss the fight 

against the PKK. With this visit Washington was giving a message 
that it respects TurkeyVs top priority issue. In addition 

White House announcement of Erdogan\'s visit mentioned the PKK issue 
-- another gesture of the US administration. The US has so far not 
been willing to discuss the PKK issue at the White House level. 

There is a reason for all of this: President Bush wants to be closer 

to Turkey especially as part of his expanded strategy in the fight 
against terror. He is planning new tactics against Iran and in the 

eyes of Washington 

part of the plan 

anti-Iran frontline. Therefore ErdoganVs visit to Washington is 
becoming a highly risky thing for Turkey. In the midst of such 

tough issues it will be a challenge to leave the White House in a 
win-win situation." 


Asli Aydintasbas 

speculation that Erdogan\'s ambition to become President is one of 
his motivations for the trip: \"PM Erdogan\'s upcoming visit to 
Washington has brought up the speculations that he will try to get a 
VUS visaY for his goal to become a president in the next term. 
Defenders of this argument believe that Erdogan will use every 
positive image during his meeting at the White House in order to 
demonstrate his leadership qualities as part of a domestic political 
campaign. In fact this argument is not meaningful because a visit 
to the White House always presents a warm and cordial image 
regardless of the visitor. Besides there is no single voice in 
Washington circles regarding ErdoganVs goal for presidency. Some 
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believe that his being president might lead to more tension in 
Turkey. Some others 

presidency issue has nothing to do with the US 

internal matter for Turkey. The fact of the matter is that in the 
end 

parliament of Turkey. V 


Rich-Poor Gap Growing in Turkey 

Radikal reports on its front page that official data exposed a 
yawning gap between the richest and poorest in Turkey. The richest 
spend 17 times more than their poorest compatriots on education 
times more on health 

entertainment. The richest 20 percent of Turks account for 40.8 
percent on health and 57.1 on education spending while the poorest 
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20 percent spend 9.2 and 3.2 respectively 
Household Spending Survey commissioned by Turkey Statistics 
Institution. 


TV Highlights 
NTV (8 A.M.) 


Domestic News 


- Turkey will send a delegation to New York next week to discuss the 
details of the Turkish peacekeeping mission in Lebanon. 


- Opposition parties UBP and DP have decided to veto parliamentary 
meetings in Turkish Cyprus in reaction to the political crisis 

sparked by the collapse of the CTP-DP coalition government 
allegedly through intervention by Turkey\'s ruling AK Party. 


- UN Development Program (UNDP) head Kemal Dervis said Turkey had 
pursued the right borrowing policies and managed to improve its debt 
structure 

current deficit. 


- World Bank Regional Vice President for Europe and Central Asia 
Shigeo Katsu 
to market turmoil. 


International News 


- TIME magazine claims the United States might be preparing for war 
against lran. 


- European Commission spokesman Johannes Laitenberger criticized 


t, Lebanon points with desk officer for Lebanon Remy Bouallegue, Israel-Palestinian points with DAS 
Madrid, Spain on September 10 to September 15. The purpose of this visit is to meet with staff at tł 
Sheung, Stephen Edberg, Robert Mitchell, NASAVs Jet Propulsion Laboratory delegates to travel to V 
a Minnifield-Cheeks, NASA\'s Goddard Space Flight Center to travel to Valencia, Spain from Septem 
‘sonnel, Jaime Marian to travel to Madrid, Spain on September 23 to September 29, 2006. The purpx 
ce to National Nuclear Security AdministrationVs office personnel, Neil Pundit, Richard Graham, Rolf 
stration\'s office to travel to Madrid, Spain on September 15 to September 24. The purpose of this vis 
2006. The purpose of the trip is to present at the US Green Purchasing Activities. 2. Post understar 
‚ to travel to Madrid, Spain from October 18 to October 23, 2006. The purpose of the trip is to speak 
mber 23 to September 29, 2006. The purpose of the trip is to attend the International Standards Org 
October 20, 2006. The purpose of the trip is to speak at an International Symposium AIDS Conferen 


avel to Lanzarote, Spain on September 18 to September 25. The purpose of this visit is to meet with 
‘lear Security Administration\'s office to travel to Lanzarote, Spain on September 16 to September 25. 
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Vdisproportionate reactions V" to Pope Benedict XVI\'s controversial 
remarks on Islam as anger and protests in the Muslim world continue. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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concerted message from the international community must be 
given to the Serbs. In this connection 

importance that the EU and NATO continue to give consistent 
signals to Belgrade. Since the EU has made it clear that 
Mladic is the condition for the re-opening of the SAA talks 
there is no choice but NATO continuing to say that Mladic is 
the condition for PFP. 


V'The Prosecutor is not so confident that the Vconfluence of 
recent and anticipated events may make Serbia more willing 
to deliver Mladic this fall. It would be useful if you could 
provide us with more details on this rather optimistic 
assessment. Kosovo is obviously a major uncertainty which 
may bear significantly on future developments in the 
cooperation provided by Serbia to the ICTY also. In this 
context 

by President Tadic this week 

Washington that the delivery of Mladic would have an impact 
on the outcome of the Kosovo issue - at least as far as the 
timing is concerned. Was this idea truly flagged when Tadic 
was in the USA? 


V'The Prosecutor is grateful that you are as well encouraging 
the EU and neighbouring governments to press Belgrade for 
concrete results as soon as possible. We are obviously 
sending the same signals. This was very much the conclusion 
drawn by the most important EU partners following the 
briefing | delivered to the EU Balkans experts on 6 
September. V" 


End text. 

- GONL concerned U.S. stance is a retreat from full compliance 
3. (C) Poloff and Deputy Legal Counselor delivered the 

demarche as well to Dutch MFA Balkans desk officers September 


8. The desk officers said that they had heard from the 
British recently 


on reftel points on August 22 and 28. Asst MFA for EU and NATO Member States Neven Pelicaric tc 
underlined that Bulgaria is attending the Summit as an observer and therefore cannot raise issues, bi 
idersecretary for Coordination and Follow Up Shaikh Abdul Aziz Bin Mubarak Al Khalifa urging Bahrai 
‚паки Abdul Aziz Bin Mubarak Al Khalifa concerning the efforts of the international community to assi 


amber 24, 2006. The purpose of the trip is to attend the International Research Council on Biomecha 
ber 28, 2006. The purpose of the trip is to attend the Eurocontrol Safety Symposium and the FAA/EL 
2) 1. (С) Summary: Kenya views U.S. support as crucial to the success of its imminent plan to securt 
Vs UN Directorate, Counsellor Abdulkadir Risku, and to UN Directorate officer Eyob Tekalegn. Ethio[ 
Citing the binding nature of UN Security Council resolutions on UN member states, Risku said that St 


ention to the financial cost of French support for Operation Licorne in Cote dVlvoire in upcoming UN г 


alvadoran candidates for participation in the Cadet Troop Leader Course (Inf) at the Western Hemisp 
h officially kicked off the 200-day plan (septel), James Wani Igga focused more on the legislative age 
nith the parties to the talks and assess ways that the UN could further support the peace process. Eç 
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exploring the possibility of softening its position. The UK 
had subsequently determined that it would continue to insist 
on full compliance. The Dutch 

queried emboffs about whether our approach to PFP would 
weaken our demands for full compliance. 


4. (C) EUR PDAS Volker met separately with Dutch MFA 
officials September 12. MFA Deputy Director General for 
Political Affairs Wim Geerts stressed that the GONL would \"be 
among the hardlinersV' on ICTY cooperation and said that U.S. 
support of an action plan for ICTY compliance \"looked somehow 
like a step back from unconditionality.\" 

ARNALL 
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It has become a truism of late 

migrants to Spain is now from Africa (usually from Morocco 

but increasingly from West Africa as well). After centuries 

in which Spain was almost one hundred percent Roman Catholic 
the Muslim population has grown significantly in recent 

years. Migration is the most important issue to Spaniards 
according to recent polling. Unlike neighboring France 

however 

integrating and employing migrant populations. 


//COLONIAL HISTORY IN AFRICA// 


4.(SBU) For millennia 

have traded with West African countries as far south as Mali 
and have also fished West African waters. SpainVs colonial 
involvement in Africa was limited to a prolonged and futile 
military campaign in Morocco 

the Canary Islands and what is now Equatorial Guinea. Spain 
which still maintains high-level interest in Equatorial 

Guinea 

Malabo 

Gulf of Guinea. Its coverage throughout the rest of 
Sub-Saharan Africa is thinner. Spain still holds Ceuta and 
Melilla 

seen increased migrant activity. Preoccupied with European 
integration and economic modernization 

bombings of March 2004 and the recent migrant waves have 
awakened Spain to their southern neighbors. 


//PLAN AFRICA - ASSISTANCE INCREASES// 
5. (SBU) In an attempt to confront what the GOS has termed 
its Vfinal frontier" in foreign policy 


Africa in August 2006. The plan calls for significant 
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ла! they describe as the first significant Janjaweed attack since the signing of the Darfur Peace Agree 


aid that he was already aware of the lunch and it was on his agenda for the trip. 2. (SBU) On the sub 
regarding the candidacy of Steven Lett for the position of head of the International Mobile Satellite Or 


iues to blur and shift with reports of fracturing, changing alliances and continued NRF attacks against 
unity of Democracies Ministerial at the UNGA September 20. Shaikh Abdul Aziz said he would pass 


i. 2. Embassy Khartoum notes that the September 30 end of the mandate of the African Union Missi 
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increases in foreign assistance to West African countries 

the opening of several new embassies in Sub-Saharan Africa 
and a large increase in diplomatic representation in the 
region. Spain\'s 2006 development assistance budget for 
Africa totals 380 million euros - 230 million in direct 
assistance and 150 million in development loans and credits. 
Additionally 

has accepted the G-8 Gleneagles agreement and will have 
canceled approximately 800 million euros in African debt by 
2008. Spain has also already budgeted significant increases 
for African assistance for at least the next two years. 


6. (SBU) Skeptics have called the effort window dressing 

and an attempt to look tough on immigration. The GOS has 
stayed on message - they acknowledge that migration is the 
backdrop of their initiative 

initiative is a long-term commitment that will not fix the 
short-term problem. For help with the immediate-term problem 
of boats overwhelming the Canary Islands 

assistance and found that the European Union has been 
disinclined to treat the issue as a European crisis. 


7.(U) Spanish assistance targets the full range of 
development programs - health 

assistance 

Canary Islands 

center that will focus on Spanish-African relations 
and business opportunities 


//MILITARY PRESENCE IN AFRICA// 


8.(C) While the Zapatero government is providing a 
peacekeeping contingent for the elections in Congo 

be hard pressed to come up with further troop contributions 
for Darfur due to its other commitments in Lebanon 

and Afghanistan. Nevertheless 

concerned about Darfur and Spain fully supports the U.S. 
position calling for rehatting and a more robust peacekeeping 
force in the region. 


//BILATERAL RELATIONSHIP// 


9.(C) After the Zapatero governmentVs decision to hastily 
pull Spanish forces from Iraq 

soured for a time. However 

has made repeated efforts at improving trans-Atlantic 
relations 

Afghanistan. The U.S. and Spain share excellent cooperation 
on counter-terrorism 


tember 13. Ms. Gopaul replied that they appreciated the message, but that contacting their delegatio 


inistry of Foreign Affairs, Poloff urged Moroccan action to thwart any potential or implicit support for Ir 
iens and Nicosia. 2. (C) Summary: We are seeing increasing signs that Turkey may indeed be head 
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U.S. operates two military bases in Spain. We work closely 
together in Latin America as well 

Bolivia 

Rice and Foreign Minister Moratinos agreed that Africa might 
represent another area in which both countries could 
cooperate productively. 


//AGENDA// 


10. (С) Iranzo has suggested the following regions as 
topics for your meeting: Sudan 

Angola 

counter-migration. He will also certainly mention Plan 
Africa and their problems in West Africa 

clear that the most pressing items for the USG are Darfur 
the Horn 

fairly limited 

advice of our more seasoned development operations. We 
believe this is an opportunity for Spain to contribute to the 
U.S. global agenda and for us to improve bilateral relations 
with an important European partner. You may wish to suggest 
that Spain target some of its assistance packages to 
complement our own in West Africa and elsewhere - perhaps in 
the areas of health 

specifically 

for increased joint efforts in democracy building 

law 

North Africa with respect to counter-terrorism and is 
interested in CT cooperation in West Africa as well (Spain 
recently hosted a West and North African ministerial on 
counter-terrorism and has called on African nations to ratify 
relevant terror conventions). 


11. (SBU) Iranzo will also extend to you an invitation to 
attend the opening of SpainVs Casa Africa\" in Las Palmas 
Canary Islands this November (Date TBD) and to address 
Spain\'s African Chiefs of Mission Annual Meeting at that 
time. If the date can be worked out 
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heartily welcome such a visit as an opportunity to follow up. 


12. (SBU) At UNGA 
Western Sahara and the Middle East. 


Visit Embassy MadridVs Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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the end of the month 
Why not?\" 


Timing: TSC and beyond 

4. (U) Semfuko said that October was not a good time for 

the TSC due in part to the visit of General Ward near the end 
of the month. Semfuko said he would consult his bosses 
regarding a November TSC and get back to DATT Varhola on that 
point. Semfuko inquired about the time frame of the ACOTA 
program in general. Sevold replied that the goal of training 
three battalions could be achieved 

one year 

months. Sevold added that ACOTA offers sustainment training 
thereafter 

packages. 


The Bill: Who pays for what 

5. (U) Regarding the cost of the TSC 

TPDF would be expected to provide transportation to the venue 
and any accommodation for non-local participants. Sevold 


said ACOTA can pay for the conference venue and daytime 
meals 

customarily held at a military facility in order to provide 

access to officials who can answer any questions of the STAP 
drafters. Beyond the TSC 

requires the TPDF to provide classroom-style infrastructure 
and field training requires field rations for TPDF soldiers 

and the use of some TPDF vehicles 

individuals\' weapons. Sevold added that the TPDF is asked to 
use its own ammunition for any live-fire exercises undertaken 
but that ACOTA can reimburse the TPDF for the cost of that 
ammunition. 


SOFA 

6. (C) All officials were receptive to negotiating a SOFA 
and requested draft language regarding the legal and 
procedural framework as soon as possible. DATT Varhola 
recommended moving forward on this 

agreement in time for General Ward to participate in its 
announcement during his visit in late October. TPDF 
officials suggested the SOFA be discussed in the TSC but 
recognized that it is not ACOTA-specific. 


1, Michael McDowell. (In Ireland, the leader of the minority party in a coalition government, such as tl 


table discussion on democracy on the margins of UNGA, September 19 (ref B). Morocco will be repr 
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Beyond-the-box thinking 

7. (C) Semfuko noted that the syllabus should be compatible 
with the United Nations Department of Peacekeeping 
Operations\' (UNDPKO) program and instructions and Sevold 
confirmed that it was. TPDF officials pressed for APCs 

at least training in their operation and suggested combining 
ACOTA training with the next Natural Fire exercise 

for 2008. 


Interlocutors 
8. (U) Sevold met with the following TPDF officials at 
their headquarters: 


Major General Hamis R. Semfuko 
Training; 

Brigadier General E.S. Mwakisunga 
Colonel F.K. lleti 

of Defence; 

Colonel Y.H Lyellu 

Center; 

Lieutenant Colonel Narsis Lubamba 
Officer; 

Major J.J. Fulla 

Lieutenant S.M. Mangure 
Representative. 


Sevold also outbriefed Ambassador Pastor Ngaiza 

the Ministry of Foreign Affairs (MFA) Department of Europe 
and the Americas 

of the MFAVs Multilateral Department. DATT and PolMilOff 
attended meetings for the Embassy. 


COMMENT 

9. (C) GOT officials are ready to begin the technical work 
of being an ACOTA partner. GOT officials did not balk at the 
financial and in-kind expectations of them and their 
questions conveyed thoughtful consideration of the program 
and led to new ideas. Semfuko\'s allusion to participation in 
Lebanon builds on comments by President Kikwete and MFA 
officials (reftels A-C). Defense Minister Juma Kapuya 
repeated this interest with greater clarity and urgency in a 
meeting with DATT on September 18 

timetable for ACOTA training in order to allow a deployment 
to Lebanon. President Kikwete earlier had signaled 
Tanzania\'s interest in participating in a U.N. peacekeeping 
mission in Darfur (reftel D). In short 

interest here in moving forward not only on training 

actual deployment to a peacekeeping operation. 


‚апа 3. 2. Action request: Embassy requests the Department assist in conducting a Leahy Amendn 


uties pending the outcome of a criminal investigation in a domestic spying scandal. The President jus 


zle that characterizes the political crisis. The cycle is composed essentially of four stages. First, the | 


Column 3 
10. (U) John Sevold has cleared this cable. 
DELLY 
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likely demand removal of the export regime before they join 
the talks. Nesterushkin preferred the EU\'s proposal--two 
separate Five Plus One meetings 

Transnistria meet separately with the outside partners 
instead of a hasty resumption of the Five Plus Two. 
Nesterushkin warned that the Five Plus Two is not meant to be 
a show and a failure -- Transnistria\'s V'no show\" -- will 
jeopardize the existing frame of negotiation. Regarding the 
export regime 

document 

its own external market. He blamed his \"partners\" in 
negotiation for having \"dismantled\" these previously agreed 
principles. 


Bandit or not 


3. (C) Nesterushkin expected to consult with Transnistrian 
officials 

plan to visit Moscow soon. Whether some people call Smirnov a 
bandit 

Transnistria has expressed itself. We are simply going to 

have to deal with it. He added 

with Noriega although it was clear to everyone else that he 

was a bandit. V 


What Next? 


4. (C) Once again 

on how Russia will proceed vis-a-vis Transnistria in the long 
run. He said that all parties should come to the table with 

no emotion or wishful thinking. If the OSCE proposal works 
he would be happy but he cannot be so optimistic. 
Nesterushkin did not directly comment on Transnistrian plans 
for integration with Russia 

U.S. would want the Marshall Islands to become part of the 
U.S. 


5. (C) Comment: Nesterushkin\'s comments do not fully track 
with Russian Security Council Secretary Igor Ivanov\'s point 
to the Ambassador that the partners need to sit down and talk 
(Ref C). 


BURNS 


Secretariat of Foreign SIPDIS Relations\' (SRE) Directorate of Multilateral Affairs and Human Rights. 
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that his quick statement of regret was а V'positive step. V" 
Joudeh said the Pope\'s attempt to clarify his statement 
showed there was no \"ill-intention 

is Vawaiting more steps." 


3. (SBU) The Chamber of Deputies passed a resolution 
September 17 calling for individuals and organizations to 
denounce the Pope\'s comments. The statement read in part 
“These comments only serve to fuel sentiments and insult the 
feelings of hundreds of millions of Muslims worldwide." 
Separately 

calling on the Pope to apologize. 


4. (SBU) Christian notables were front and center at a 

sit-in organized by the professional associations on 

September 18. Christian MP Ra\'ed Qaqish organized the MPsY 
petition. A few Christian contacts have defended the Pope 

but only in private conversations with Emboffs. 


5. (SBU) The Islamic Action Front requested authorization 
from the Governor of Amman to hold a demonstration in the 
vicinity of the Papal Nunciature 


6. (SBU) There has been extensive media coverage of the 
Pope\'s statements. Commentary has been universally critical 
and in some cases suggested that the Vatican is aligning 

itself with supposedly anti-Islamic statements emanating from 
elsewhere in the Western world (septel). 


Visit AmmanVs Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
Rubinstein 
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therefore 

approval in order to expand its scope or subject to the 
QuartetVs formal three-month review of the TIM. End comment. 
DUFFY 
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Crimes Against Humanity Article 


2. (C) Rizk told Michel that Article 3 of the draft statute 

entitled V'Crimes Against Humanity 

Lebanon as it seemed too broad and threatened the Lebanese 
consensus 


st: Embassy requests the Department assist in conducting a Leahy Amendment Human Rights revie 
па! Party MPs insist they will stand by embattled leader Don Brash amidst controversy over his priva 


American neighbors and negotiated trade agreements with the Dominican Republic, Chile, Mexico, P: 
r. We have continued to invest in the canine program by purchasing training aids and sending instruc 


»fs of Mission Conference on HIV/AIDS. 2. Per reftel, Embassy understands assistance is not requir 


//AIDS. 2. Per reftel, Embassy understands assistance is not required. 3. Entry/departure requirem 
ensus with the large number of countries attending the NAM. While the GOB does not have an offici; 
E. KONG/LANGLAND E-MAIL OF 8/17/2006 1. On September 11, post received a diplomatic note 
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of the tribunal. Michel wants the V'crimes against humanity" 
language in the document in order to preclude presidential 
immunity; however Rizk fears it may prevent Council of 
Ministers acceptance of the statute 

the heading V'crimes against humanity" and appending the 
Article 3 text to the end of Article 1 

Special Tribunal.\" 


3. (C) Rizk consulted Brammertz on the statute language over 
the last weekend. Brammertz suggested deleting the entire 
Article 3 and adding language to Article 2 

Lebanese Law\" to the effect that any crimes uncovered and 
proven during the investigation and trial that fall under 
provisions of international law will be tried under 

international law 

automatically eliminates presidential immunity. 


Brammertz to Stay On? 


4. (C) According to Rizk 

attentive to the text of the statute 

his behavior that he might succeed in convincing Brammertz to 
stay on after the launch of a special tribunal to be its 

Chief Prosecutor. Brammertz stressed to us how important 
this would be; he noted that bringing a new prosecutor up to 
speed on the case would require months of additional waiting. 
Rizk felt that with an appropriate statute for the tribunal 

V'a good salary\" and prospects for career advancement 
Brammertz might be persuaded to stay on. 


Obtaining International Consensus 


5. (C) Rizk gave us a readout of his meeting with Russian 
Ambassador Boukin in which the latter expressed a strong 
interest in the case. Rizk took this as a sign that the 

Russians were monitoring tribunal developments on Damascus 
behalf and that they may be in a position to give assent. He 
asked us to consult closely with the Russians and other 
permanent Security Council members as soon as the Council of 
Ministers approves the draft to ensure there are no UNSC 

holds on the tribunal. The Ambassador assured Rizk that we 
will consult but that no further Security Council resolution 

or action is required to launch the tribunal. 

FELTMAN 
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Oscar Raul Cardoso 

writes (09/16) \"... US President Bush wants to obtain Congressional 
support for using torture in interrogating terrorism suspects and 

for secretly trying them at military courts 
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the defendants and their lawyers from accessing the evidence against 
them. 


\"According to Bush 
methods... 


V Bush is concerned about protecting those interrogators and this is 
why he wants the US Congress to legalize torture. 


V Perhaps 
increasing resistance both at the US Congress and the US Supreme 
Court of Justice in his attempt to broaden his power." 


- VBush is troubled due to an unexpected Republican revolt\" 


Leonardo Mindez 

\"Clarin 

broke out less than two months away from legislative elections. On 
the one hand 

legislation granting special powers to fight terrorism. On the other 
hand 

said legislation but they are attempting to subject the USG\'s 
actions to international standards on human rights. 


\"During a press conference 

of communication espionage 

techniques for interrogatories that are being used by the CIA are 
VvitalV to make progress on the global war on terrorism.\" 


- VNon Aligned Countries make a wink to Iran and Evo 
Bush\" 


Leading \"Clarin\" reports (09/17) V'Some of the conclusions of the Non 
Aligned Countries\' Summit in Havana were: support for the Bolivian 
Government vis- -vis foreign pressure against the Morales 
administration 

development for peaceful purposes\' 

Vunilateral position. 


VOther issues were India and Pakistan\'s commitment to resuming peace 
negotiations over Kashmir 

Israel agrees to tackle a lasting peace program for the Middle East 

and supports the NPT.\" 


- VA new anti-US axis is being promoted" 


Daily-of-record V'La Nacion\" reports (09/16) V'Without Fidel CastroVs 
expected participation 

yesterday through a speech from Cuban interim president Raul Castro 
who called member countries to face US Vaspirations to domain the 
world.V 


USAID Almaty in response to reftel request, represents existing programs that support Internet freedi 
3 1. (SBU) Summary: This is an action request. The Government of Kazakhstan has agreed to rece 
ster Tzipi LivniVs close confidant, had just returned from a visit to Abu Dhabi, where he discussed the 


151212 1. (SBU) Acting Political Counselor raised reftel points September 14 with Department of F 


Qubaisy, chief advisor to FM Zebary. Al Qubaisy said he relayed the message to both FM Zebary arx 
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Y... The forum 

118 countries 

evil and have a tense relationship with the White House 
Cuba 


VUN Secretary General Kofi Annan said that he NAM Vis a symbol of a 
new and powerful South\' based on the fact that its countries hold 
more than 80% of the world population. VV" 


- VKirchner 


Martin Rodriguez Yebra 

daily-of-record V'La Nacion 

Argentine Government official said VPresident Kirchner is not going 
to the US 

spirit of President Nestor Kirchner\'s one-week mission at the world 
financial power hub. 


VNow that the US-Argentine relationship is at its coolest point 
Kirchner\'s agenda will not include any meeting with authorities from 
the USG 

businessmen from the largest US corporations. 


VAccording to the text drafted by the Argentine Government to 
promote Kirchner\'s visit to the New York Stock Exchange 
official purpose of Kirchner\'s trip is \promoting greater direct 
investment from US corporations in Argentina. VV 


- VPressures and criticism jeopardize Argentine exports to the US\" 


Hugo Alconada Mon 

daily-of-record V'La Nacion 

within the GSP was subject to crossed pressures in favor and against 
the Argentine Government. 


\"The USTR received a request from the Argentine Government to 
maintain the benefit but it also received some claims that it should 
cancel the benefit. 


\"\'What do these four guys have in common?V 
ad submitted by the USA for Innovation Center of Studies to the Roll 
Call newspaper... 


\"In tabloid format 

Vlive or dead\' requests for capture 
from Lula (VIP ThiefV) 

(VSerial defaulterV) 


ierine B. Hadda, for reasons 1.4 (b) and (d) 1. (C) Summary: GNZ plans to announce soon a year-lı 
| summit attendees. Ms. Phuong had no substantive response but pledged to transmit the points to F 


anish government is in complete agreement with the U.S. position. Also September 13, Polcouns rais 


placed by Ousmane Kane. The brief official announcement did not mention the reason for his depart 
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VKirchner will arrive today in New York 

opening ceremony of the 61st UN General Assembly 

Street and meet with US businessmen in order to promote investment 
to the country. 


\"However 
Robert Shapiro 
Secretary under the Clinton administration 


SIPDIS 
Vquantify the loss suffered by US and global investors with the 2005 
Argentine debt restructuring procedure.V 


V... Based on their economic volume 

of the thirteen countries that could be excluded from the GSP. 
Nonetheless 

relationship could trouble the position of Argentina. V" 


- VThe IMF asks Latin America not to fall on populism 
criticizes Kirchner 


Jorge Velazquez 
\"Clarin 
Kirchner 


\"Anoop Singh 
three leaders on the same level by asking them to make a gesture to 
provide potential private investments with V(judicial) security.V 


\"... Previously 
American governments to avoid falling on populism. 


In this framework 
the two countries of the region that are Vgrowing fastV and that 
Vthey are recovering from the difficulties of previous years.V 


VHowever 

continue on the growth road. And he highlighted the need for higher 
levels of private investment in VcrucialY sectors such as the energy 
sector. V 


- VAccording to the US 


Leading \"Clarin\'s\" Washington-based correspondent writes (09/16) 
\"The US believes there is an energy crisis in Argentina. According 
to the USG 

production 

exploration 

the short run. 
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VOn the eve of his visit to New York... 

Kirchner insisted yesterday that there is no energy crisis at all. 
However 

indicate that there is an important gap between demand growth and 
supply growth in oil 


V... According to a US Government official consulted by \'Clarin\' 

Vthe negative trend has not been reversed yet and \'corporations are 
not investing what they should be investing in the event public 

rates were liberalized to allow for production increase. VV 


- VStrong official response to the US over the (Argentine) energy 
crisis V" 


Leading \"Clarin\" reports (09/17) V'The Argentine Government toughly 
rebutted the report from the US Energy Department 


that Argentina is going through an energy crisis. 


VCabinet Chief Alberto Fernandez was the first to rebut the US 
report 

system between gas supply and demand... VWe have forecasted 12 
billion pesos in public works and 6 billion pesos in improving 
demand... 


\"The Argentine Assistant Secretary for Oil 
out that the US report Vlacks seriousness and a realistic 
approach." 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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DESPAIR AND (JUST A LITTLE) HYSTERIA 


REF: A. DAKAR 2245 (NOTAL) 
B. DAKAR 1427 (NOTAL) 


Classified By: Political Counselor Roy L. Whitaker for reasons 1.4 (b) 
and (d). 


SUMMARY 


1. (C) Senegalese are returning from vacation to warnings 
that social equilibrium is in peril. President Wade\'s 
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fiercest critics slander him in turn as a ruthless 

tyrant or vainglorious doddering relic. The opposition is 
wallowing in hapless self-pity 

them predict crisis before the February 25 elections. Even 
as rumors of reviving the charges against former Prime 
Minister Idrissa Seck appear in the press 

been released 

Dakar. Dakarois are irritated by energy blackouts 
shortages and the traffic mess around Wadevs prestige 
construction projects. Urban youth seem either 
intellectually anaesthetized by hip hop or set to hitch a 
midnight pirogue to emigration in Spain. Coming as the peace 
process in the southern Casamance is breaking down 

the gloomiest 

END SUMMARY. 


A TRULY BUMMER END OF SUMMER 

2. (SBU) September is the month of slow return from summers 
in Europe or home villages 

heavy 

enemies exchange heartfelt or hypocritical best wishes for 
the coming year. This year 

who read the lively “уа! Fadjri\" daily -- and everybody reads 
its headlines -- joined its editor in asking \"But where is 
Senegal going? 

crisis of education 

industry is on its knees ... desperate youth flee our shores 

... justice is turned upside down ... education is in 

turbulence ... and social equilibrium is in peril.\" Those 

who read the competing \"Sud 

that Vthe true Senegal is collapsing.\" 


THE MUSEUM PIECE PRESIDENT 

3. (C) Over lunch 

prestige news/opinion journal V'Nouvel Horizon 

20-cent street rag VLe Temoin\" agreed that President 
Abdoulaye Wade and perhaps the entire political elite are on 
a collision course with a dissatisfied population. They 
believe Wade is increasingly incapable of governing 
effectively or even rationally 

to leave office with honor will not allow him either to drop 
out of the presidential race or accept a loss. 


4. (C) One of our most judicious interlocutors 

2000-2004 Labor Minister Yero De 

only the best for his country. He fears 

has shown as willingness to act illegally 

of preparations for election. Even graver 

Wade\'s ruling Senegalese Democratic Party (PDS) has \"no real 


' 15, Malaysian officials confirmed that the Prime Minister\'s delegation, currently in Havana for the N, 
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conception of what constitutes the state. V' Socialists in 
power occasionally \"aggressed\" the functioning of the state 
but never for long or irreversibly. Wade 

violated commonly accepted V'rules of the game 

his own legitimacy. Wade\'s personalization of power and 
weakening of government institutions 

managerial incompetence at a time of rising social demands 
threatens V'destabilization of the entire political class and 
the system on which it is built." The octogenarian Wade\'s 
core problem 

long-term consequences of his actions since 

future is now.V De said an example is WadeVs \"unnecessary\" 
recent authorization of military force in the Casamance. 


5. (C) Landing Savane 

representative in WadeVs government 

will run for president. His number two 

asserted to us over lunch that Landing\'s candidacy is a kind 
of \"insurance policy" for the ruling coalition 

alternative in case the aged and mercurial Wade dies in 
office 

fails to win a spot in the run-off. 


THE POKER PLAYER PRESIDENT 

6. (C) In contrast to the image of Wade as senescent and 
myopic 

senior civil servant Marcel Mendy 

carefully calculating the balance of political forces before 
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deciding whether to go ahead with elections or postpone them 
for two years. Mendy (strictly protect) says Wade is leaving 
nothing to chance 

election and therefore authorized the military to vote for 

the first time 

Ministry to slow voter registration in opposition areas. 

Mendy says Wade and Senior Minister of Justice Cheikh Tidjane 
Sy are serious about bringing corruption charges of 
opposition leaders Tanor Dieng and Moustapha Niasse 

Wade would not hesitate to arrest them even during the 
campaign. However 

Dias 

from distant and hot Tambacounda. 


7. (U) On September 14 

Wadevs draft law to increase the number of deputies from 120 
to 140 

parliamentary seats where his party is strong. There are new 


MOFA Human Rights Division Principal Deputy Director Yoriko Suzuki. Suzuki said that Japan had n 
Jivision Principal Deputy Director Daiji Yamaguchi. Yamaguchi said MOFA would not know who would 
fcoord spoke to MFA contact and received confirmation that the RTG had approved the processing o: 


IENT REF:A. TAIPEI 2376 B. TAIPEI 2991 С. TAIPEI 3147 CLASSIFIED BY: AIT ECONOMI 
will announce its steps to implement UNSCR 1695 during the Koizumi Administration,s last Cabinet 
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rumors the Council is once again considering eliminating the 
second election round in favor of a \"first-past-the-post\" 
election which Wade true believers and opposition cynics 
agree he can win or rig easily. In recent weeks 

the forfeiture fees which parties must pony up to run for 
office. While this will have little effect on the leading 
opposition parties 

coalition leaders from following Landing Savane\'s lead and 
running an independent presidential campaign. 


WADEVS CLEVEREST ENEMY 

8. (C) The political elite agree that to win elections in 

2007 

neutralize former Prime Minister and declared presidential 
candidate Idrissa Seck. Wade and Sy are allegedly preparing 
to revive the embezzlement and illicit enrichment charges 

that kept Seck in jail from July 2005 until February 2006. 

The only disagreement is over how many in the ruling party 
will either vote for Seck (estimates range from five percent 

to a majority) 

from three weeks with Seck in Paris 

convince us with copious detail that the Interior Ministry 

has engaged a hit squad of non-Senegalese Africans to take 
Seck out. Sarr then said Seck would return to Senegal \"by 
and possibly even before" the start of Ramadan September 24. 
Seck would campaign by showing his deep interest in the most 
voter-rich areas 

week in Sarr\'s hometown and Mouride religious center Touba. 
Sarr said the opposition recognized Seck\'s considerable 
appeal 

Vreached an understanding." Indeed 

opposition leader still unwilling to join Seck was Moustapha 
Niasse. 


9. (C) The opposition was showing some scrappiness a few 
months ago 

vacation. Socialist spokesman Elimane Kane and key organizer 
Gueorgui Cisse were hard-pressed to lay out for us even a 
strategy for an effective campaign 

victory. They complained that Wade controls election 
mechanisms 

campaign apparatus 

his favor 

postponement over their heads 

off balance 

hooligans. Tanor and Niasse 

succumb to Wade\'s threats of arrest and prosecution. 
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10. (C) Independent Labor Party activist and labor leader 
Ibrahima Sene 

coffee. The donor community 

abandon the \"unfair\" new electoral rolls 

tight hold on national media 

leaders and other critics. If things go on as they are 
shook his head 

will have to intervene 


GETTING AROUND 

11. (SBU) Senegalese are generally pretty laid-back for the 
first few weeks of the rentree 

unusually irascible. Last May 

impressive patience to Wade\'s closure of yet another of the 
capitals primary roads for construction of a prestige 
project. Now 

rain have worn away alternate side routes; commuters are 
coping daily with delay 

bulldozers 

police charged with keeping traffic in order. To top it off 
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the Government seized diesel fuel without advance notice or 
explanation 

filling stations 

seemingly unable to provide electricity 

smoothly functioning schools or other essential services. 


12. (SBU) While the working class is complaining 
perception that urban youth are simply tuned out of politics. 
More seriously 

showing less and less commitment to the democratic system. A 
riot erupted over the governments failure to pick up the 
garbage in Colobane 

Hip hop is allegedly a culprit: although some singers have 
political messages 

reflect alienation or willingness to use violence. For those 
not into music 

seat on a nighttime fishing boat to the Canaries and the 
dream of work and security in Spain. 


CASAMANCE IN THE BACKGROUND 

13. (SBU) Violence in the Casamance is an exception and an 
affront to the Senegalese sense that theirs is a consensual 
and non-confrontational society. While recent fighting 

laying of mines and banditry in the city of Bignona may be 
distant 


<P, CH SUBJECT: ASIA PACIFIC PARTNERSHIP ON CLEAN DEVELOPMENT AND CLIMATE: CEG 


sador again emphasized USG support for Guatemala\'s UNSC candidacy using talking points from Re 
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government's approach to reestablishing peace. Wade 
often said 

wage peace in the Casamance 

years. Some question whether it was wise for Wade and the 
military to seek 

recalcitrant rebels. 


COMMENT 

14. (C) This cable depicts current social and political 
atmospherics in Dakar. The intensifying cynicism about 
Wade\'s style of governing may be even worse in parts of the 
countryside 

or even well-founded. The widely-respected Director General 
of Elections 

has undermined the state and is rigging electoral 

registration. Gueye told visiting Public Diplomacy speaker 
Sheldon Gellar emphatically that elections are being prepared 
by rofessionals who owe loyalty only to the state 

to Wade or the ruling party. Similarly 

electoral maneuvers are illegal emain unproven. Our 
impression is that Wade strves both to show his formal 
respect for nationalinstitutions and to stay just within the 
boundares of the law 

approval of a political amnesty law or the eightmonth delay 

in parliamentary elections. 


15. C) Areal danger is that an unfortunate \"conjunctue\" 
or combination of events including energy shortages 

at high schools and universities 

the judiciary 

lines 

young people to Spain 

violence in the Casamance 

inability to provide either social services or stability. 
Doubts about his competence are increasingly joined by 
suspicions that he will hold onto power at all cost and rig 
the coming elections. Before long 

questions will be raised about his legitimacy as president 
and these 

legitimacy of the democratic system. END COMMENT. 
JACOBS 
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The Turkish hope is that the Finnish presidency will come up 
with a face-saving package. Although the French MFA does not 
disagree with the above analysis 

external affairs was considerably more pessimistic about the 
prospects for avoiding a crisis 

Turks will not make any unilateral gesture and that 

absence of political reform and some implementation of 
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Turkey\'s Ankara Protocol obligations 
Vimmediate consequences. End Summary. 


2. (SBU) Deputy Polcouns met September 15 with Turkish 
PolCouns Baskan Oz 

for EU external relations Caroline Ferrari to discuss Turkish 
FM Abdullah Gul\'s September 13-14 visit to Paris. Gul was 
here officially to participate in the cultural dialogue with 

the Mediterranean and Gulf states sponsored by President 
Chirac. (Note: The Armenian patriarch also attended 

whom Oz said the Turks had excellent relations.) Gul also 
met with Foreign Minister Douste-Blazy 

conference and a late dinner 

format with Minister-Delegate for European Affairs Catherine 
Colonna. The Turks had assumed that Colonna wanted the small 
meeting in order to pass an important message 

event that turned out not to be the case. (Note: Oz was 
relieved to hear that Colonna often prefers small meetings 
with her interlocutors.) Gul met as well with National 
Assembly International Affairs Commission Chairman Edouard 
Balladur (known for his family\'s Turkish origins) and a 

number of deputies and senators who deal with Turkey\'s EU 
candidacy. 


Gul V'gets it" on EU membership 

3. (C) Oz said that Gul delivered the same message in all 

his meetings on Turkey\'s EU candidacy 

important not to close the door entirely on eventual 

membership so has not to discourage ongoing reform in Turkey. 
The important thing was for Turkey to remain engaged in a 
process aimed at achieving European standards legally 
politically and economically; only when Turkey reached that 
point 

the EU and Turkey each to decide whether EU membership was in 
their mutual interest. Since the EU itself had the key to 

the membership door 

only impede Turkey\'s development. Somewhat to the TurksV 
surprise 

were interested primarily in Turkey\'s assessments of the 
situation in the Middle East 

to discern increasing understanding for Turkey\'s growing 
strategic importance 

the center-right daily Le Figaro which he described as more 
valuable than any amount of paid advertising. 


4. (C) Ferrari complimented Gul on the skill with which he 

had \"integrated\" the message intended by the EU in agreeing 
to open accession talks and taking account of growing unease 
with EU enlargement 

to a long process without a foregone conclusion. She added 
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that Gul had managed the visit well by including meetings 
with Deputies 

She agreed 

participate in UNIFIL in Lebanon and in light of growing 
instability in the Middle East generally 

strategic importance was growing. At the same time 
explicit that this would not be enough to offset a Turkish 
failure to follow through on its Ankara Protocol obligations. 
Nor did she think that eventual Turkish accession would 
necessarily become any easier 

pointed questioning of Bulgarian and Romanian accession. 
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But no give on Cyprus 

5. (C) On Cyprus and ratification of the Ankara Protocol 
reiterated the Turkish position that the protocol is being 
implemented even absent its ratification. He claimed that 
Gul\'s presentation convinced interlocutors that Turkey was 
doing what it could 

open its ports to Cypriot vessels in the absence of EU 
fulfillment of its 2004 assistance pledges. Oz claimed that 
Gul\'s interlocutors 

on how to escape the impasse 

Turkey to make a gesture 

a fig leaf for the October report on Ankara Protocol 
implementation. In that regard 

perceived pro-Turkish tendencies and the approaching end of 
his presidency 

wanted to avoid a crisis. 


6. (C) Ferrari agreed that France would like to avoid a 

crisis 

possible. She said that France had earlier thought that 
Turkey might be prepared to make some sort of unilateral 
gesture on opening its ports to Cypriot vessels 

had made clear that this would not be the case. She stated 
explicitly that Turkey\'s obligations on the Ankara Protocol 
were neither commensurate with 

formal linkage with 

Cypriots. She criticized the Turks for attempting to make a 
quid-pro-quo linkage. She argued that opening northern ports 
for trade was a question for the UN 

related to questions of Cypriot sovereignty. She expressed 
the hope that the Finnish presidency would succeed in coming 
up with a package on both issues 

between them 

she was not optimistic. She was also explicit that Turkish 


2. On September 15, LaforetVs office indicated that France would be represented by IO Assistant Se 


er 14, Post contacted the Procurator General\'s Office for an update on the investigation into the repc 
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failure to fulfill its Ankara Protocol obligations would lead 
to V'immediate consequences.V It would not be possible 
insisted 


Armenian genocide 

7. (C) Asked about the Armenian genocide 

repeated the Turkish proposal to set up a commission of 
historians to examine the issue 

endorsed by parliament. The Turks he said 

the Socialist Party might attempt to resuscitate last years 
draft legislation criminalizing denial of the Genocide. 

(Note: France officially recognized the Armenian Genoicide 
in 2001.) While this was the year of Armenia in France 
said that Douste-Blazy had exercised care during his public 
remarks and told Gul that he had taken certain risks in doing 
so 

careful during his end-September visitto Yerevan. Ferrari 
stated merely that there was a good risk that new draft 
legislation would be tabled in the Fall. 


Little on PKK 

8. (C) There was no discussion of the PKK in France 
according to Oz 

discussions of Iraq. Ferrari had no knowledge of the issue. 


French base on Cyprus? 

9. (C) Without prompting 

President Papadopoulos\' proposal that France lease a base on 
the island was in suspension. He recalled that the base in 
question nearly caused a crisis years earlier when the 
Cypriots had shown an interest in purchasing Russian 
anti-aircraft missiles. Subsequently it was offered to the 
Greeks 

offer it to France. Oz commented that a French decision to 
lease the base would cause a crisis with Turkey 

France could use the British base on the island. He said Gul 
had addressed the issue indirectly by explaining to the 
French that Turkey was willing to make its facilities 

available to French troops and/or equipment on their way to 
Lebanon. 


Comment 

10. (C) Oz\'s judgment that Turkey\'s value may be increasing 
in European eyes as the result of increased instability in 

the Middle East is corroborated at least in part by a 
corresponding German assessment (ref B). Oz had a very high 
personal opinion of Gul 


ie Ministry of Foreign Affairs on September 14. Any substantive response will be reported septel. BF 


nent, Bozidar Kalmeta, to raise the issue of Open Skies. Noting that we were yet to receive the GOC 
pment on September 19. 2. (SBU) Ambassador raised the GOC\'s newly-approved housing progran 
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French interlocutors shared 
that Gul\'s eloquence and arguments had reduced his critics to 
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silence. Ferrari confirmed that Gul had made a good 
impression. 


11. (C) We also subscribe to Gul\'s judgment that France 
ideally would like to avoid an EU crisis in October as Chirac 
heads into the last months of his presidency and the French 
electorate begins to focus on the upcoming presidential 
elections. It is not an argument that Chirac needs now 

does he want to allow it to be exploited by leading 

center-right contender Sarkozy 

his opposition to Turkish membership and who would seize on 
any Chirac defense of Turkey to demonstrate yet again how he 
is different from Chirac. 


12. (C) Our current understanding is that France and Cyprus 
largely at the instigation of the latter (we defer to Embassy 
Nicosia for an analysis of Cypriot motivations) 

process of negotiating an agreement for permanent access to 
Cypriot airfields and ports in the wake of the Lebanon 

crisis. As Oz also conceded 

Cyprus as a natural location from which to stage operations 
due to its short distance from Lebanon and strategic location 
in the Mediterranean. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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requests for and offers of assistance in such areas as 
national implementation 

measures (CBMs 


-- Maintaining a collection of existing national implementing 
legislation as a reference tool; 


-- Collecting and circulating to States Parties annual CBMs 
transmitting reminders for CBM submissions 
basic advice on CBM preparation and submission; and 


-- Continuing to support the intercessional process. 


4. (C) Wormgoor said the GONL has drafted a proposal to 
augment the Secretariat; he argued the above tasks could be 


an Kara on September 15 to update information previously reported on Czech high-level attendance ‹ 


fied By: Charge d\'Affaires, a.i., Eric T. Schultz under Section 1 .5 b/d -------------------------- Summary 


mountains of Tajikistan, the most water-rich country in Central Asia. Yet people lack clean drinking w 
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organized within the current structure with the addition of 
possibly two UN-based persons in Geneva. He stressed that 
the GONL was not wedded to a staff increase -- agreement on 
the concept was more important. Blum 

now an open BWC internet site run by the Secretariat 
suggested it might be more useful if it were 
password-protected. 


5. (C) On intercessional work 

to improve the code of conduct for scientists. He 
acknowledged that he had not seen any new proposals or 
elements 

be a topic for further conversation. Asked on EU thinking 
regarding the intercessional work program between 2007 and 
2011 

was unaware of specifics. 


U.S.-India Nuclear Cooperation Agreement 


6. (C) Blum asked for an updated Dutch view on the U.S.-India 
Nuclear Cooperative Agreement. Van der Kwast reiterated 


Dutch concerns that the agreement might serve to undermine 
the Nuclear Non-Proliferation Treaty (NPT) regime. On the 
one hand 

of loopholes that have been exploited by Iran 

North Korea. On the other hand 

Dutch remain concerned that this new agreement might lead to 
others with countries with unproven non-proliferation track 
records 


7. (C) Van der Kwast said the GONL suspected the agreement 
will pass through the U.S. Congress; the next step will be to 
gain unanimous NSG support. He suggested not enough was 
being down in the NSG to lay the ground work to support the 
agreement 

implement it. He said India must do more to convince others 
but thus far 


North Korea 


8. (C) Pointing to significant Dutch contributions through 
the Cato Institute 

be more involved with efforts to resolve the North Korean 
nuclear impasse. He said this might include a role on the 
margins of the 6-Party talks -- pressure from outside those 
countries involved in theQs miQuseQ 


Q(U) VanQast noQd QQQnds to travel to Washington 
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on November 15 

able to provide in obtaining appointments. 
ARNALL 
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commented publicly 

forward to the results of an investigation. Thomas Luhaka 
the MLC 

emphasized this same theme 

VWe do not know the causes of the fire at this time. We are 
awaiting the results of the investigation. V 


8. (SBU) However 

deliberate act of sabotage. Several dozen groups of MLC 
supporters and homeless youths (\"shegues\" in local 
terminology) gathered around the building on the morning of 
September 19. Others threw stones at passing vehicles at a 
traffic circle close by the Embassy JAO and shouted slogans 
against the international community. Still others set tires 
afire at the nearby Avenue du 30 Juin 

boulevard. The Ambassador spoke in the morning with Bemba 
who told him he was taking steps to calm the situation. The 
press is now reporting MLC members 

on the streets calling for the crowds to disperse. 


9. (SBU) By the afternoon of September 19 

remaining disturbances were principally due to the unemployed 
\"shegues\" who were engaged in a cat-and-mouse action with the 
police seeking to disperse them. MONUC and EUFOR units were 
on stations 

We have received no/no reports of FARDC soldiers from either 
Kabila 

further injuries. 


10. (SBU) The Embassy EAC is following the situation closely 
and we will report any new developments. 
MEECE 
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re-affirmation of roadmap principles without being too 

specific. Besancenot assessed that the mutual weakness of 
Fatah and Hamas makes a Palestinian national unity government 
(NUG) likely despite this weekendVs setbacks in internal 
Palestinian talks. Displaying some squishiness on the 
suspension of international aid to the Palestinian Authority 

and the isolation of Hamas 

between the U.S. and French approaches as: \"We\'re betting on 


September 13. Post expects no substantive response. WHITAKER 


ction request in paragraph five. 2. (C) Global Affairs officer discussed the October 2-6 Missile Technc 
SSD), which came in second in the election behind the Civic Democrats (ODS) arguably took the bes 
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HamasY evolution 

piecemeal approach to restoring confidence between Israel and 
the Palestinians 

forth in the roadmap. He also provided a quick summary of 
French thinking on Lebanon. End summary. 


Symbolic Quartet Meeting 


2. (C) During a September 18 introductory call by poloff 
DAS-equivalent Herve Besancenot said that President Chirac\'s 
repeated calls for a Quartet meeting on the margins of the UN 
General Assembly were intended to provide an alternative to 
the UNSC ministerial meeting on the Middle East proposed by 
the Arab League. \"It\'s a way of telling the Arab League not 

to dream 

France intended the meeting to be a V'symbolic gesture.\" He 
envisioned that the final product of such a meeting would be 

a general reaffirmation of the roadmap principles; given the 
complexities at the moment 

precise\" about next steps. (Comment: The idea that a Quartet 
meeting would provide an alternative to the Arab League\'s 
proposed UNSC ministerial may simply have been for USG 
consumption. Hitherto 

amenable to the AL proposal. End comment.) 


Douste-Blazy Trip to Ramallah 


3. (C) Turning to the Sept. 14 visit of Foreign Minister 
Douste-Blazy to Ramallah 

cut his trip short after meeting with Palestinian Authority 
(PA) President Mahmoud Abbas as his intended Israeli 
interlocutors (FM Tzipi Livni 

PM Shmon Peres 

unavailable. V'Nothing worked 

(Note: FM Douste-Blazy\'s failure to meet with any Israeli 
interlocutor caught the attention of the French press and was 
raised at an MFA daily press briefing 

Besancenot volunteered an explanation. End note.) 


4. (C) Douste-Blazy\'s intent 

Pres. Abbas at a time when V'neither the Israeli nor 
Palestinian governments have the political courage necessary 
to make any courageous initiatives." Besancenot -- 
acknowledging that the USG has a different perspective -- 
said the French see an opportunity for progress on the 
Israeli-Palestinian track in the wake of the recent conflict 
between Israel and Hizballah. V'We think the lesson that the 
Israeli public drew from the war is that Iran is now their 


inli relayed that Gul looks forward to the opportunity to continue the discussion from Sofia. Visit Anka 
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number one enemy 

necessary to make some sort of gesture (toward the 
Palestinians) 

weakness of Fatah and Hamas makes a Palestinian national 
unity government likely 

talks over the weekend. Expounding on Hamas\'s problems 
noted the continuing dichotomy between the terrorist group\'s 
Syrian-based leadership and its Gaza rank and file 
membership. Khalid Mishal remains ideological and 
Vdisconnected from the local reality" of Gaza 

officials take a more realistic line 

willingness to endorse the Prisoner\'s Agreement. 
Notwithstanding this internal discord 

continues to support Hamas and blames the international 
community 

occasioned by the end of international assistance to the 
Palestinian Authority. Besancenot predicted that V'if there 
were new elections tomorrow 

seats\" in the Palestinian Legislative Authority. 
Consequently 

rather than its collapse. Assuming that Hamas does join a 
NUG and implicitly recognizes Israel 

international community will need to \"reflect about when to 
renew low-level contact with Hamas representatives." He 
displayed a similar squishiness on the suspension of 
international aid to the Hamas-led government 

\"cutting aid only radicalizes the population. V" 


The Quai Spots an Opening 


5. (C) Besancenot credited President Chirac with persuading 
President Abbas to travel to New York for the UNGA. He said 
that courageous initiatives require strong governments. 

Given that President Abbas and PM Olmert are both in 
difficult situations 

French perspective) to press for movement on the 
Israeli-Palestinian front at this time 

that the EU has an unusual degree of latitude at the moment 
to encourage the parties to make \"partial progress." "We are 
not so naive as to expect that we can solve all of the big 
problems 

France sees an opportunity to help the parties progressively 
restore trust. Saying that the chief problem with the 
Quartet-endorsed roadmap was its insistence on sequencing 
insistence that allows Israel to dodge its obligations while 
waiting in vain for absolute security 

an approach based on piecemeal cooperation on questions of 
security 

cooperation could help to restore confidence where previous 
efforts focused solely on Palestinian security performance 


eptember 14 to Serhan Yigit, Head of Section, Department of Arms Control and Disarmament, MFA. 
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have failed. \"What we donVt want is for the Israelis to fall 
into the temptation of believing that the status quo can 
continue -- that they can manage low-intensity conflicts 
indefinitely 


Lebanon 


6. (C) Turning to the situation in Lebanon 

that a recent conference of French ambassadors included much 
discussion of the regional consequences of the 

Israel-Hizballah conflict. The conference attendees 

generally agreed that Israel is not eager for another round 

of combat (although none doubted that Israel would respond 
given sufficient Hizballah provocation). By the same token 

they assessed that Hizballah has been weakened militarily and 
is thus unlikely to re-initiate hostilities in the near 

future. The ambassadors opined that Tehran would prolong the 
lull both to help defuse internal Lebanese criticism of 
Hizballah\'s recklessness 

Hizballah\'s battered military structure despite the 

international arms embargo. However 

possibility of conflict re-emerging in the medium term as the 
core disputes remain unresolved. Besancenot therefore 
advocated exploiting the momentary calm to push for progress 
on the issues of Sheba Farms 

the demarcation of the Syrian-Lebanese border. He noted that 
France wants to preserve Lebanese National Assembly Speaker 
Nabih Berri as an alternative to Hizballah for Lebanon\'s 

Shia 

believes this must be managed subtly to avoid provoking 
violence 

machinations of Michel Aoun. With respect to Syria 
Besancenot said that UNIIIC head Serge Brammertz is V'our only 
strong leverage\" and noted that France finds itself very much 

in the minority in trying to discourage other EU states from 
maintaining high-level contact with Damascus. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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Sudanese political forces were gradually coming around to the 
same position 

President Saddiq Al Mahdi qualifying his earlier support for 
UN peace-keeping. (Taha ignored contrary positions taken by 
Vice President Salva Kiir 

He recalled the threat by Usama Bin Laden earlier in the year 
warning of jihad should UN peace-keepers go to Darfur 


Hotel reservations for Istanbul have been confirmed at the Ritz Carlton Istanbul, Suzer Plaza, Elmade 


se reports are mainstream Turkish press services, such as the Anatolian News Agency, and internati 


o MFA Deputy Director General for Political Affairs Wim Geerts. Volker stressed that we do not belie’ 
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was sure that Al Qaeda would attack UN peace-keepers if they 
were deployed. He was confident that the Sudanese 
governments own plan was the best for Darfur. 


5. CDA Hume said that the USG was equally firm in its own 
support of transition from AU peace-keeping to a UN 
operation. As the Secretary had said to FM Lam Akol a week 
earlier 

a UN peace-keeping mission in Darfur; should it reject such a 
mission there could be no development of the bilateral 
relationship 

explained that the USG position was hardening on this point 
as was likely to be soon evident. Despite this direct 
disagreement 

Darfur. 


6. Hume said that after the DPA was signed 

problems were the decision by Abdul Wahid and others not to 
sign the agreement and the weakness of the AU peace-keeping 
operation. The USG had worked 

to get additional adherants to the DPA 

active in this direction. The need for broader support for 

the DPA was something that the USG and the Sudanese 
government agreed on 

peace-keeping. Without ignoring their deadlock on the 
peace-keeping question 

work on securing support from DPA non-signatories. As for 
peace-keeping 

offensive military operations 

DPA and any active peacekeeping 

Moreover 

kind recommended in the UN SYG\'s report to bolster AMIS (e.g. 
better communications 

extending AMIS would not solve those problems. 


7. Noting that Ramadan would soon start 

might be possible for President Bashir to declare a 
moritorium on any offensive military action 

opportunity for renewed effort to secure support in Darfur 
for the DPA. Some non-signatory groups were interested in 
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supporting the DPA 

by an offensive. The Sudanese military might well suffer 
setbacks 

provide an opportunity for the USG and other international 
partners to encourage broader support for the DPA. Should 
this effort be successful 

favorable for solving the disagreement over UN peace-keeping. 


nendment, of the personnel listed below that will be participating in the MCC Threshold Country Progi 
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8. Taha said this idea was attractive and that he would 
raise it with President Bashir as soon as he returned from 
New York. CDA Hume suggested that 

upcoming speech to the UNGA and meetings in New York 
Taha could raise it with Bashir before his return. 


9. Comment: Taha is worried about the state of 

U.S /Sudanese relations 

want to be used as a conduit for messages challenging 
Bashir\'s rejection of UN peace-keeping. He wants a way out 
of the impasse 

raise with Bashir the merits of declaring a Ramadan 
moritorium as a means to challenge the international 
community to address the problems raised by DPA 
non-signatories. End comment. 

HUME 
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as chief correspondent with daily \"La Region 

shot eight times while idling in his car. Flores\'s murder 

has been condemned by no fewer than four international 
organizations. The Interamerican Press Society (SIP) 
released a statement August 30 condemning the murders of 
Flores and a Colombian journalist killed one day before 
Flores. SIP reports that Flores dedicated forty years to 
journalism 

administration of the day. Flores was known to print op-ed 
pieces twice weekly in the newspapers V'La Region!" and \"EI 
Mundo Oiental\" in which he attributed to public officials 
possible acts of corruption. 


3. (U) While SP implied but did not unequivocally state a 
connetion between Flores\'s critical writings and his muder 
Reporters Without Borders (RSF) did not equvocate and 
appealed to the BRV to act so as not o allow this climate of 
insecurity for the press to become embedded in Venezuelan 
popular culture. UNESCO Director-General Koichiro Matsuura 
added his organization\'s name to the list of those condemning 
the Flores murder September 1. 


4. (U) The Office of the Special Rapporteur for Freedom of 
Expression of the Inter-American Commission on Human Rights 
(IACHR) of the OAS issued a press release August 31 also 
condemning the Flores murder. The IACHR noted that Flors 
wrote on subjects that included denunciations f corruption 

in the local public administration. OAS Special Rapporteur 

for Freedom of Expressio Ignacio Alvarez said that when 
investigating crmes against journalists 

importnt to investigate not only the direct perpetrators 

but also (those) whose collaboration and tacit cceptance 


Jst 9 to 11 on his first official visit to Brazil. The trip received wide press coverage and aimed to estat 
2D) Ministerial and discussed plans for Portugal\'s upcoming CD Presidency. In response to the refte 
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made these crimes possible. Alvarez dded that it is 
incumbent upon OAS members to no only investigate and 
sanction those responsible or such crimes 

said incidents re directly related to the free exercise of 
jouralism. 


. (U) The National Telecommunications Commission 

sent a team of inspectors September 4 t Globovision 
independent all-news mediaoutlet. The inspectors were 
investigating GlobovisionVs role in the transmission of a 
public announcement from the state of Zulia allegedly 
containing subliminal messages in favor of opposition 
presidential candidate Manuel Rosales. ConatelVs surprise 
visit to Globovision sparked questions about both the 
entity\'s legal authority to inspect its offices and its 

methods of doing so. 


6. (U) Globovision\'s director 
took issue first with the investigatorsY tactics. Ravell 
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claims the investigators approached the facility under the 
guise of conducting a routine inspection 

Globovision\'s facilities to look into the content of a 
specific transmission. Additionally 

lawyers argued 

electoral violations; the National Election Commission (CNE) 
is. CNE President Tibisay Lucena quickly entered the fray 
indicating that Conatel was completely within its rights to 
investigate an alleged violation of the Telecommunications 
Law. Lucena indicated that subliminal messages in public 
announcements are not only against Venezuelan law 

be against the law in any other part of the world 


7. (U) For his part 

accusation of subliminal messages as a V'smokescreen 
that the governments claim is an effort to shift the public 
discussion away from issues that plague the country 
which the government cannot not offer a solution. 


8. (U) Mercosur\'s members collectively rejected Venezuela\'s 


Charge told Torrente that the US deeply appreciates the hospitality and use of Spanish bases, as we 
nber 24, 2006 through October 5, 2006. The purpose of this trip is to attend the seminar on impleme 
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proposal to include controls on media content in the human 
rights agenda for the region. Venezuela\'s delegate to a 
Mercosur human rights conference held in Brasilia August 29 - 
September 1 acknowledged the BRV wished to include in the 
meeting\'s final document a proposal to address media content 
fashioned after the BRVVs controversial Ley Resorte (Law of 
Social Responsibility in Radio and Television) 

written law governing broadcasting schedules for radio and 
television programming and advertising with a seemingly 
arbitrary system of fines and penalties (ref b). Each of the 
BRVVs Mercosur mates was quick to champion the right to 
information as fundamental 

confidence in the extant national legal structures to 

preserve that right. 


9. (U) Providers of a basic municipal service in Libertador 
engaged in blatantly harassing behavior on August 15. A 
trash truck properly collected its trash in this Metropolitan 
Caracas municipality 

its destination 

the front door of major independent news outlet RCTV. Mayor 
Freddy Bernal offered a weak statement 

municipality will investigate 

that those who are entrusted with cleaning the city would 

soil it. V" 


10. (C) Two of the incidents included in this update could 
be random incidents 

explicitly attacked journalists and media outlets daring to 
challenge the government. The Flores murder is certainly not 
the first of its kind we have seen 

likely another example of the BRV\'s employing government 
means (whether they be federal 

target outspoken media. The actions against Globovision 
could signify a real fear of losing votes to Rosales; 

likewise 

a push to export repressive tendencies beyond Venezuelan 
borders is a positive step. Nevertheless 

incidents underscore the BRV\'s efforts to systematically and 
continually grind down a free 
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WASHINGTON VISIT 


1. (SBU) Summary: Vice President Alvaro Garcia Linera told a 
leading La Paz businessman September 16 that he was 
Vcautiously optimistic" after his September 11-13 trip to 
Washington 

on Bolivia\'s push for an extension of the Andean Trade 
Promotion and Drug Eradication Act. Garcia Linera reportedly 
pressed Iberkleid and other private sector representatives to 
immediately schedule follow-up meetings but later accepted 
recommendations to delay a trip until after U.S. 

congressional elections. End summary. 


2. (SBU) Vice President Alvaro Garcia Linera told a leading 
La Paz businessman September 16 that he was V'cautiously 
optimistic V" after his September 11-13 trip to Washington. 
According to Marcos Iberkleid 

GOB\'s trade policy debates and Bolivia\'s largest private 
employer 

U.S. executive and legislative branch officials as 

V productive" and said he believed some might be willing to 
support BoliviaVs push for an extension of the Andean Trade 
Promotion and Drug Eradication Act (ATPDEA) 

December 31. While the vice president reportedly understood 
that securing an extension would be difficult 

successfully presented Bolivia\'s case to Department of State 
and other officials. 


3. (SBU) Iberkleid told Econoff September 18 that Garcia 
Linera pressed private sector representatives to immediately 
schedule follow-up meetings but later accepted Iberkleid\'s 
recommendation that businessmen delay their trip until after 
U.S. congressional elections 

willing to turn their attention to trade issues. Iberkleid 

said he planned to spend several weeks in Washington in 
November to lobby key members of Congress. 


4. (SBU) Comment: Garcia Linera may consider his trip a 
success 

discussions of a long-term trade arrangement 

instead to focus on a less than certain ATPDEA extension. 
End comment. 
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ready 
developed and the people are behind it" The underlying 


tt for Reason 1.4 (D) 1. (C) SUMMARY: PDVSAVs books continue to be in complete disarray due to 


‚ 1.4(b) and (d). 1. (C) Summary: Ambassador Kramer and Dominica Foreign Minister Savarin exch: 
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motivation for UICYs support for federalism 

repeated throughout the conversation 

there will be V'no more dictatorship 

Taqi said that SCIRI was flexible on the exact provisions of 
the law 

passport to federalism 

three 

revision of the draft law had been changed from the UICVs 
original draft (reftel) to reflect this flexibility 

both Al-Attiya and Taqi confirmed that there had been no 
substantial changes. 


3. (C) Noting that federalism was a potentially divisive 
issue from the Sunni point of view 

Al-Attiya and Taqi that it was important to move forward in a 
way that supported lraqvs unity and asked why it was 
essential that the first reading take place on September 19 
more than one month before the constitutional deadline. 
Acknowledging the need to support Iraq\'s unity 

said that the UIC was determined to have a first reading on 
September 19 but that 

the legislative process could be delayed as long as the 
constitution was respected. Taqi argued that V'the Sunnis 
would like us to delay now 

again 

delaying the first reading until Vice President Tarek 
Al-Hashemi and President Jalal Talabani returned to Iraq 
the interests of avoiding a divisive showdown with Tawafuq. 


4. (C) Al-Attiya volunteered 

UIC was willing have the constitutional review process go 
forward concurrently with movement on the regions law. We 
are ready to name a constitutional review committee this 
week 

itself as enshrined in Article 1 was not up for review 

basing his interpretation on Article 126 of the constitution 
which mandates a grace period of two electoral terms before 
certain sections of the constitution can be amended. (Note: 
Article 142 

suspends Article 126 during the review process. PolCouns 
pointed out this provision to Al-Attiya but decided not to 
pursue the matter further. End note.) Al-Attiya also 
cautioned that it would be very hard to make a deal with 
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Sunnis on the issue of federalism. \"The Baathists and 
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extremists are the most powerful voices among Sunni 
politicians now 

federalism with dividing Iraq. They cannot accept the new 
System. V 


5. (C) In describing UIC\'s position 

made reference to a September 17 meeting of UIC leaders. 
Taqi said that during the meeting \"five of the seven" UIC 
constituents supported the plan to move forward with the 
legislative process on the regions law 

Fadhila and the Sadrists. He said that Fadhila had been 
Vholding out\" and subsequently came around to the majority 
viewpoint 

support the majority UIC viewpoint in the CoR on September 
19. However Hassan Al-Shammari 

PoIFSN that Fadhila did not support reading the current 
version of the law on September 19; would not attend a 
meeting of CoR bloc leaders on the afternoon of September 18 
to discuss proceeding with the law; and indeed had submitted 
an alternative version to the Speaker. 


6. (C) Taqi declared that Abd al-Aziz Al-Hakim\'s position on 
federalism had recently moderated 

insisting on a nine-province region and that he agreed that 
regions should not be formed until the environment was right. 
Vice President Adil Abd al-Mehdi had a long conversation 
with Al-Hakim after his return from the U.S. 

which lead Al-Hakim to moderate his views. In response to a 
question from PolCouns about his recent trip to Najaf 
Al-Attiya said that Ayatollah Sistani had expressed his 
Vsupport for the principle of federalism\" but also had stated 
that \"this was not the right time. V 


7. (C) The first reading of the regions formation law did 
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not occur during the September 19 CoR session (septel). 
Given the objections of Tawafuq (septel) 

potentially Fadhila 

even if supported by the Kurds 

quorum for a CoR session with the region formation law on the 
agenda. Some UIC leaders seem determined to begin the 
legislative process 

the region formation law. However 

been changed: there is no limit placed on the number of 
governorates in a region 

language on delaying implementation or to incorporate Sunni 
concerns. End comment. 

SPECKHARD 
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Theo Van Lingen in its “Economy and Business\" Supplement. 


Other international stories include French President Chirac\'s 

proposal that powerful countries should not resort to the UN 

Security Council to seek sanctions against Iran; the meeting between 
US Treasury Secretary Henry Paulson and Argentine Economy Minister 
Felisa Miceli; Argentine First Lady Cristina Kirchner\'s criticism of 

IMF policies; 

and the impact of Venezuela\'s entry into Mercosur. 


2. OPINION PIECES 


- \"Chirac\'s turning point on Iran on the eve of the UN General 
Assembly" 


Daily-of-record V'La Nacion\" reports (09/19) V'On the eve of the 61st 
UN General Assembly in New York 

crisis unleashed by the Iranian nuclear program 

Jacques Chirac proposed yesterday that powerful nations should not 
resort to the UN Security Council to seek sanctions against Tehran 
but they should make progress on negotiations. 


\"In this why 

Iranian nuclear program... With regards to Iran 

president said that powerful countries in charge of the issue should 
not resort to said institution to impose sanctions on Iran. 


VAt the same time 

Vshould relinquish uranium enrichment activitiesV for the sake of 
negotiations. Chirac proposed the suspension take place VduringY and 
not VbeforeY negotiations. It is the first time a European leader 

clearly states that the suspension of Iran\'s uranium 
enrichment-related activities should not constitute a Vprior 

condition\' for opening of negotiations on the sensitive Iranian 

nuclear issue. 


--------- 2. (U) As of 2002, Mozambique\'s overall access to water supply was 39% (40% in urban are 
aphone: 258-21-492797 extension 3422 facsimile: 258-21-493574 email: WilliamsBL@state.gov Т 


Column 3 

V'This strategy goes against that promoted by the US 

consensus during the UN General Assembly to impose sanctions on 
Iran. Washington is calling for a suspension of Iranian nuclear 
activities as a prior condition for negotiations. V" 


- \"Argentina\'s conciliatory gestures with the US\" 


Alejandro Rebossio 

daily-of-record \"La Nacion\'s\" \"Economic & Business\" supplement 
writes (09/19) \"Yesterday 

lack of support on loans to the country by some multilateral lending 
agencies 


\"While President Nestor Kirchner is in New York to meet with US 
investors 

Treasury Secretary Henry Paulson in Singapore 

agreed to improve communication in order to avoid new conflicts. 


\"Miceli asked Paulson why 
some IDB loans while rejecting others - among them one satellite 
development project in cooperation with NASA. 


\"Secretary Paulson 

was better to speak about the future and he downplayed the issue by 
pointing out that the loans had been approved by the IDB all the 
same. 


\"Finally 

Argentina is brought to the consideration of the board of 
multinational lending agencies 

strengthened so that projects are better explained. 


\"Miceli expects that dialogue will be strengthened when the new US 
Ambassador Earl Wayne arrives in Buenos Aires. 


\"Miceli emphasized the companies\' investment plans including those 
of US corporations 

Economy Ministry source 

growth rate.V 


\"According to the same source 
meeting of Argentina\'s economy 
with Venezuela and Bolivia 


reform.\" 


- VThe US asks the country for anti-terrorist financing 
legislation\" 


Martin Kanenguiser 
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\"Economy and Business" supplement makes an interview with Theo Van 
Lingen 

Department 

terrorist financing in order to avoid measures that could isolate it 

from the international financial system. He also said that the 

Financial Information Unit should be independent from the political 

power in order to work properly. 


V... Asked about the fight on money laundering and terrorist 
financing in Argentina 

obstacles do appear; however 

Action Task Force (FATF) 

legislation to be approved faster. The US finds it very important 

for the country to approve legislation against terrorist financing 

and this is why we support Argentina in every possible way. The US 
is trying to prevent the use of the financial system to transfer 
money to terrorist groups all over the world.V 


VOn the consequences of a FATF sanction on Argentina 
said Vthe effect of an international sanction could be financial 
isolation. V" 


- VThe Argentine Government defines its anti-money laundering 
strategy 


Natasha Niebieskikwiat 

(09/19) V'Argentine Justice Minister Alberto Iribarne asserted 
yesterday that within the next days 

agenda against money laundering and terrorist financing to President 
Nestor Kirchner. According to the minister 

coordinated strategy for all governmental institutions involved in 

this issue. 


\"Iribarne gave an address along with the US DCM Michael Matera at 
the opening ceremony of the Regional Forum on International Security 
and Organized Crime at the Buenos Aires Stock Exchange. The forum 
was coordinated by Argentine-American Dialogue 

Department of State. 


V'The forum is another place where Washington stamps its message on 
issues that it believes are top priority issues 

fight on terrorism and money laundering activities at the 

Tri-Border. 


V... Theo J. Van Lingen 

at the US Treasury Department 

cooperation shall we become highly effective in the fight against 
money laundering and the accounting practices that serve terrorist 
financing. The young but decisive Van Lingen was one of the invited 
panelists along with other government officials from Brazil 

Paraguay and Argentina. 
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\"Van Lingen said yesterday that \'we are facing a new era in which 
finance ministries 
detect risks in order Vto isolate threats. VV" 


- VMoney laundering and terrorism 
security" 


Natalia Labruna 

VInfoBae 

on International Security and Organized Crime 

Buenos Aries Stock Exchange auditorium and was organized by the 
Public Affairs Section of the US Embassy 

Foundation and Fundar-Justice and Security Foundation 

experts tackled diverse issues related to international security. 


VOne of the main topics of the encounter was money laundering and 
its close ties to terrorist financing. 


VOn this issue 

Department 

fundamental role in the fight against money laundering and terrorist 
financing... 


V According to Van Lingen 

transactions provide terrorists with opportunities to launder money 
from their crimes. However 

institutions can prevent these procedures 

importance of involving the private sector in this fight. V 


- VThe US considers Argentine cooperation \'excellent\\" 


Business-financial 

Deputy Chief of Mission 

cooperation in the fight on the organized crime as Vexcellent 
he called to promote greater work on the border. 


V Matera recalled that the VFBI is cooperating in a very productive 
way with law enforcement agencies on Vissues related to criminal 
investigation and terrorism 

initiatives.V 


VIn the framework of the Regional Forum on International Security 
and Organized Crime 

we face today in the area of security and law enforcement... have 
two things in common - they are interrelated and have no borders." 


- VA new promise to fight money laundering\" 


dor approved one project worth USD 30,000, which is the entire amount of the FY2006 DHRF allocat 
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Business-financial V'Ambito Financiero" reports (09/19) \"Argentine 
Justice Minister Alberto Iribarne asserted yesterday that VArgentina 
will have a strategy against money laundering and terrorist 
financing 

institutions. The relevant document will be finished in the next 

days and submitted to the President. 


\"The minister made this announcement in the framework of the Forum 
on International Security and Organized Crime 

with the US Deputy Chief of Mission 

Aires Stock Exchange. 


VDuring the meeting 
US Embassy until the arrival of Anthony Wayne 
the fight on organized crime Vexcellent.V V" 


- VCristina defends capitalism and questions the IMF role once 
again\" 


Ana Baron 

writes (09/19) \"... VI do not care if we are called Vpopulist.V 

After the class she gave to students from the University in Columbia 
in New York 

other side of capitalism and how Kirchner and his administration 
favor capitalism. 


\"\'What is capitalism? One of the things that made the Berlin wall 
fall was not the US power but the fact that capitalism is a better 
idea than communism and what makes capitalism differ from other 
doctrines is consumption.V 


\"However 
adjustment 


\"... The First Lady also criticized privatized corporations because 
they ask for an increase in public service rates 
according to her 


\"\'Whenever a government defends its resources 
system 

the citizens\' interests 

and not be subordinated to the world 

Vpopulist. VV" 


- VWith VenezuelaWs entry into Mercosur 
limited" 


Leading \"Clarin\" carries an op-ed story by Fabian Calle 

of International Relations at Di Tella University and the Catholic 
University 

entry into Mercosur as a full member 


st supported by USAID. The Korean project conducted training in a wide range of skills. Classes wert 
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the need for making progress not only on economic integration but 
also on the military one. 


V... Argentina and Brazil have showed their willingness to increase 
financial 

defense relations 

Western powers 


V... Mercosur has little to obtain from including military and 
security issues on its agenda of cooperation with the Chavez 
administration. V 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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agreements" and he questioned the inclusion of V'small countries 
like Kits and Nevis\" in the U.S. Draft Biofuels Strategy. 


6. (U) Wondering whether the U.S. is ready to implement a vertically 
and horizontally integrated policy on bio-fuels 

he called \"different positions from different parts of the U.S.\" 
referring to recent visits to Brazil by the Florida FTAA group which 
expressed certain policy stances 

bio-fuelsYW specialists who proposed other policies. He asked if 

the Ambassador was V'not afraid in the U.S. of a big fight in these 
areas?\" 


7. (U) The Ambassador responded that in the U.S. 
are different political and commercial interests that need to be 
worked out before a national policy is implemented 


BRASILIA 00001992 002 OF 002 


recognized the U.S. has two different feed stocks for ethanol 
production 

require coordination amongst our government agencies - both at the 
state level as well as the federal level - but despite all the 
differences we are close to an inter-agency agreement. 


8. (SBU) The Ambassador mentioned the need to keep environmental 
concerns in the development of a bio-fuels policy 
to keep our eye on the environment.\" Teixeira vigorously responded 


3) JEDDAH 452 Classified By: Ambassador James C. Oberwetter for reasons 1.4 (b) and (d). 1. (C) 
the DCM\'s recent meeting with French, German and UK counterparts (ref A), LEGATT discussed P 


A) Vice President for Policies and International Cooperation Dr. Offat Abd El Monsef to seek GoE sup 
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that we need more than just one eye on it" He said he is tired of 
hearing stories about V'our NGOs\" (referring to supposed Brazilian 
NGOs) adding 

organizations\". He added 

talking about.\" He said that Rousseff is pushing for a \"strong - 
but not tight - environmental regulatory regime for bio-fuels.\" 


9. (SBU) In other areas of mutual interest the Ambassador and 
Teixeira discussed the need for Brazil to attract DFI as well as to 
have modern equity fund and venture capital markets. Teixeira 
complained agencies that evaluate countries for risk consitently 
rate China and India better for markets for foreign investment. He 
said he was familiar with both countries and could not believe that 
they are rated higher than Brazil. Teixeira also expressed interest 
in the U.S.Vs leadership in the area of venture capital funds and 
the private equity market. Teixeira will be speaking in New York 
City at the Brazilian Venture Capital and Private Equity Day 
luncheon to he held in New York City on September 25. 


10. (U) On the topic of competitiveness 

negotiating MOUS with the U.S. Council on Competitiveness and the 
Brazilian Competitiveness Movement. Teixeira will be visiting with 
Deborah Wince-Smith on September 28 when he is in the U.S. 


11. (U) Teixeira asked why there is not more direct investment and 
the Ambassador said there are agreements like and F.T.A and a tax 
treaty which we have with many other countries that would support 
more American direct investment. Teixeira said Brazil opposes these 
agreements today because there is not yet a sound analysis as to 
what the impact would be in particular industries. Teixeira went on 

to say; until we are able to estimate the effects the GOB cannot 
begin to discuss the Free Trade Agreement. 


12. (U) Teixeira is very interested in meeting with USG and private 
sector interlocutors on biofuels and other issues 

interest in the Ambassador\'s offer to assist in scheduling such 
meetings with at the National Renewable Energy Labs and/or the 
University of California-Berkley. He will be in the U.S for one 
week from September 24 through 30 and would like to visit one of 
these labs the day of September 29. 


Chicola 


79023 

Faithful" as a means of HIV prevention 

prostitution 

living with AIDS 

marketing and other mutually agreeable components. Ambassador Sobel 
indicated that he would take this message to Washington 


URITY UNIT E.O. 12958: DECL: 09/19/2016 TAGS: BEXP, CH, ETRD, ETTC, PREL SUBJECT: PRI 
‘ied By: Econoff TLManlowe for Reason 1.4 (b,d) 1. (SBU) Summary: Seven months after the GOB i: 
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specifically raise it with Mark Dybul 
Global AIDS Coordination. 


4. Ambassador Sobel and Minister Alvares also discussed a broader 
agenda of cooperation. The Minister indicated his strong interest 

in support for Avian Influenza 

CDC and participation in a global early warning network being 
established by the Department of Health and Human Services (DHHS). 
He also indicated a strong interest in collaboration related to 

malaria in the Amazon 

mentioned the highly developed training capacity in Brazil for 
auxiliary health workers 

from other countries 

technical expertise in health 

other countries 


5. Ambassador Sobel informed the Minister about the imminent arrival 
of a health fellow. It was agreed that the health fellow would work 
with Ministry representatives to devise a longer-term agenda for 
collaboration 

promote greaterunderstanding of how each country's health system is 
structured and operates. Ambassador Sobel noted his personal 
interest in corporate social responsibility and his hope that such 
efforts could be expanded in the future in support of US/Brazilian 
health projects. 


6. Minister Alvares told the Ambassador that he would travel to 
Washington (September 25-27) for meetings at PAHO. The Ambassador 
offered to facilitate a meeting with DHHS Secretary Leavitt. 


7. On September 15 

USAID Directors 

Program. Dr. Simao outlined the history of the national program 
highlighting some specific circumstances 

response that included an emphasis on treatment 

the program. In response to the Ambassador\'s question 
reiterated that limited assistance in addressing mother to child 
transmission 

activities in research and social marketing would be her priorities 
for USAID assistance. Dr. Simao concluded that any future program 
would be assured of a \"relationship of mutual respect." 
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8. Comment. Despite the tensions between USG and GOB policies on 
HIV/AIDS in the past 

months that the Ministry of Health has expressed its interest in 
expanding cooperation with the USG in areas of mutual interest 
(reftel). We take this as a very positive sign and will coordinate 


interventions with MFA and Ministry of Communications over the past several weeks, officials of bott 
lazarbayev\'s upcoming visit to the U.S. as an opportunity to highlight its record on economic reform = 
3OE will share information on developments within EU fora in regards to Syria with us in the future. V 


ле would circulate it to relevant agencies and offices ahead of a September 20 interagency meeting it 
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with USAID and DHHS on steps for moving forward. End Comment. 
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my candidacy\" for UN Secretary-General. She candidly noted 
that it was a difficult decision to enter the race 

impossible to judge the prospects for success 

remained a distinct possibility that Russia and China could 
Vnip it in the bud\". She hoped her candidacy would broaden 
the field of possibilities and would lure more new names into 
the field. (Following her meeting with Ambassador Bolton 
Vike-Freiberga told a press conference that while her 
candidacy was a long shot 

break into the Secretary-GeneralVs \"all boys club.\") 


2. (C) Vike-Freiberga said she would take full advantage of 

her few days in New York for the UNGA to press her candidacy 
with world leaders 

fulfill a long-standing commitment to travel to Canada on 
September 20 on a state visit. After her visit to Canada 

she would stop at the Summit of the Organization of 
Francophone Countries in Romania 

opportunity to make a speech in French and present Latvia Vs 
application for observer status. She remarked that she had 

a V'good conversation" with the Chinese Prime Minister during 
a recent Europe-Asian Summit in Helsinki and French President 
Chirac had 

Latvia\'s candidacy to Russian President Putin. The Greek 
Prime Minister had 

that it was Asia\'s turn 

not be the only criteria. 


3. (C) Ambassador Bolton noted that the U.S. welcomed her 
entry into the race 

for the broadest possible field of candidates and rejection 
of the principle of regional rotation. Her entry 

possibility of others in the coming days 

discussion during this year's UNGA. While the Security 
Council continued to believe that it was important to make a 
selection early enough to provide adequate transition time 
for the incoming SYG 

that the process was over. 

BOLTON 
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to NZDFVs C-130 upgrades. Sanson said he has been discussing the 
problem with NSF Director for Polar Programs Karl Erb. New Zealand 
government ministers have now approved Sanson take a team of NZ 
defense and foreign affairs officials to Washington October 11-12 to 
discuss icebreakers and other logistics needs over the next 5-10 
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years. Said Sanson 

can.V Hughes said once the NZ team returned to Wellington a paper 
would be submitted to Cabinet asking they approve funding for NZVs 
logistical commitments. 
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Talavera -- who is also the President of the Nicaraguan 
Resistance Party (PRN) -- and Ortega signed their accord on 

the cloth of a Nicaraguan flag 

criticism. Talavera\'s betrayal reflects his lack of scruples 

on the one hand 

him and the ALN\'s unfocused leadership on the other. Other 
ALN and Resistance members had warned Montealegre that 
placing Talavera so high on the ALN\'s deputy list was unwise; 

his campaign manager\'s refusal to give Talavera the time of 

day compounded the problem. Talavera\'s departure has shocked 
Montealegre and may be the wake up call he needed. 
Montealegre told DCM on September 17 that he will convene an 
emergency session on September 18 to address the problem and 
rally his supporters. END SUMMARY. 


2. (C) As part of FSLN candidate Daniel Ortega\'s concerted 
efforts to discredit the political prowess of his 
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competitors 

Assembly candidate Salvador Talavera (ranks third on the 
ΑΙ ΝΝς list of national candidates) and Maria Elena Rizo 
sister of PLC candidate Jose Rizo. Both \"converts\" were 
featured during one of Ortega\'s TV marathons 

his V'debates with the Nicaraguan people.\" Talavera 

-- who is also the president of the Nicaraguan Resistance 
Party (PRN) -- and Ortega signed their accord on the cloth of 
a Nicaraguan flag 

number of quarters 

the flag violates Nicaraguan laws. (NOTE: According to 
Article 25 of Nicaragua\'s Electoral Law 

anything on the flag is prohibited 

control of the CSE and the courts 

is likely to be effective.) 


3. (C) Accompanying Talavera were several members of the 
PRN\'s leadership -- Julio Cesar Blandon 

Benito Bravo ("Comandante Mack") 

seven PRN department presidents (NOTE: Responding to the 
concerns of two Resistance leaders (Oscar Sobalvarro and Luis 
Angel Fley 

Montealegre\'s decision to include Jose Benito Bravo Centeno 
("Comandante Mack") on his list of Parlacen candidates 
Embassy addressed the matter with Montealegre and his chief 
of staff Edmundo Leal in early June (Bravo Centeno ranked 
third on the ALN\'s Parlacen list). After we provided 
information that Bravo Centeno was involved in murder 

torture and other human rights abuses during the 1980s and 
was associated at one point with the FSLN 

removed Bravo Centeno from the slate 

Talavera\'s brother Jose Angel. END NOTE). 


4. (C) The ALN issued a press release on September 16 
condemning Talavera\'s treachery and calling for him to 
renounce his position on the ALN Assembly slate. A number of 
PRN members supporting Montealegre also denounced Talavera 
including Oscar Sobalvarro (Comandante Ruben) and Luis Angel 
Fley (Comandante Johnson). Despite the ALN\'s calls for his 
resignation -- including by his brother/ALN candidate for 
PARLACEN Jose Angel -- Talavera insists that he will remain 

on the slate. CSE magistrate Emmet Lang informed the press 
on September 17 that it is too late to make changes in 

Assembly deputy slates 

manager Adolfo Arguello argued on Channel 2 that a precedent 
exists to substitute names 

candidate who resigned ten days before tne November 2001 
election and was replaced by another candidate. 


5. (C) NOTE: The electoral law allows for the resignation or 
substitution of presidential and vice presidential candidates 


PROCURING ARMS AND SEEKING HAVEN Classified By: DCM Robert P. Jackson for reasons 1.4 
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in cases of force majeure 

resignation of legislative candidates. Further 
ballots are at the printers 

the question -- unless 

suit their interests. END NOTE. 


6. (C) According to ALN contacts 
on the ALN\'s national list of Assembly candidates 
disgruntled with the ALN\'s \"lack of attention V" 


faces serious financial problems. Montealegre\'s personal 
secretary Edmundo Leal told polcouns on September 16 that 


SIPDIS 

Talavera had requested to meet with ALN campaign manager 
Adolfo Arguello on numerous occasions 

Ortega probably is paying Talavera well for his loyalty and 
stroking his ego 

Eugenia Sequeira. 


7. (C) COMMENT: In addition to his financial woes 

Talavera\'s former wife has filed a claim against him for 

alleged domestic abuse (he recently remarried). Possibly 

the FSLN is holding the outcome of this case over Talavera\'s 
head. Talavera\'s betrayal reflects his lack of scruples on 

the one hand 

him and the ALN\'s unfocused leadership on the other. ALN 
supporters 

warned Montealegre that placing Talavera so high on the ALNVs 
deputy list was unwise. The campaign manager\'s refusal to 
give Talavera (whose ego knows no bounds) the time of day 
compounded the problem. Talavera\'s departure has shocked 
Montealegre and may be the wake up call he needed. 
Montealegre told DCM on September 17 that he will convene an 
emergency session on September 18 to address the problem and 
rally his supporters. END COMMENT. 
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and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 
of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 
United States are advised to ensure that their yellow fever 
vaccination is up to date 

with them to prove it. If you require a yellow fever vaccination 
and it is for the first time 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


;omment ----------------------------------- 1. (C) Operation MTN Thrust began in Southern Afghanistan (k 
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4. The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
flight cancellations due to the airlineVs financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio 

Although the airline has been purchased by a new buyer 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


U.S. citizens should keep this in mind when making travel plans. 
5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required. Embassy point of contact for this visit is: 


-- Science Counselor Patricia Norman 
(55)(61) 3312-7646 (Science Section) 
9965-1439 


7. Please find below information needed for the cities to be 
visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes 

011+(55)(61) 3312-7000 

3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo 

U.S.) 011+(55)(21) 3823-2000 

011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney 

U.S.) 011+(55)(11) 5186-7000 

5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
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US-VISIT program 

and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 
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9. MEDICAL EVACUATION 


Direct Hire employees (not contractors) of the Department of State 
USAID 

employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name 

provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor 

fiscal data to pay for direct costs of the visit. Each agency 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include 

not limited to: 


-- American and LES overtime (for such services as airport 
expediting 
representational event support); 


3 of negotiations, unions and garment manufacturers have managed to reduce the gap between their 
Jht of September 16, wounding at least sixty people and killing four--including а Canadian-American. 
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Travel and per diem costs incurred by post personnel in support of 
visitorVs field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days 

ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module 
per-capita-basis 

TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post 

document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2 

Where travel is urgent 

with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia 

Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous 

been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition 

extremist groups operate in the tri-border area between Brazil 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 
the Embassy before doing so 

Embassy Buenos Aires if they plan to cross into Paraguay and/or 


3 STATE 34981 - GUIDANCE 1. (U) This is an action request for human rights verification requirec 


ind reduced sentences for nearly 10,000 prisoners across Ethiopia. This is the largest pardon ever gi 
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Argentina. 
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13. Visitors should practice common sense preventative security 
techniques 

of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store 


-- Do not physically resist any robbery attempt. While this is a 
personal decision 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


CHICOLA 


4. (C) Feeley sounded out the Archbishop\'s assessment of 
how Ortega would fare in the elections when local polls 

have consistently indicated that 6096 of the population 

reject him. Brenes replied that the FSLN could indeed pull 
off a win given that the party maintains a solid base of 
between 31-34%. Brenes commented that the polls can be 
unreliable and that November 5 will provide the most 
accurate assessment of whom Nicaraguans favor. 
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Aleman and Ortega Addicted to Power 


5. (C) Brenes likened Ortega and Aleman to drug or alcohol 
addicts 

personal power as possible. Continuing with the metaphor 
Brenes said that the two caudillos react the same way as 
other addicts when the subject of their dependency is taken 
away -- they attempt to seize more of it. When confronted 
by disenchanted party members 

their grips and lash out at those who seek to limit their 
authority. Brenes noted that despite PLC attempts to play 
down the fact 

party lacks strong leaders capable of forcing him out. 


Urging Church to Remain Above the Fray 


6. (C) Brenes wants the Church to be seen as a neutral 
entity but recognizes that the competitive political 
environment challenges this objective. Brenes said he had 
recently told La Prensa (one of the leading dailies) that 
neither bishiops nor local priests should demonstrate their 
partisan leanings. To demonstrate the ChurchVs apolitical 
stance 

celebrating the political process and all the parties on 

the Thursday before the election (29 October). The Church 
will host the traditional mass celebrating the victor of 

the election only after the CSE issues the final results. 
Brenes said he has instructed the country's bishops to 
follow suit to avoid the image of the church favoring a 
particular candidate. Nevertheless 

the FSLN is likely to continue professing close ties to the 
church. He noted that FSLN-controlled municipalities had 
donated a great deal to local parishes 

sympathies of many local priests. (Comment: Ortega 
himself has orchestrated several well-publicized 
appearances with former Archbishop Miguel Obando y Bravo in 
an effort to tout his ties to the Church.) 


7. (C) While Brenes attempted to avoid the perception of 
favoring a particular party 

to renounce political involvement altogether. When queried 
about his stance on observers 

observers -- as long as they are independent -- would be an 
asset as they would help to ensure the credibility of the 
process. He added that the church planned to field 1 

of their own observers. He noted that these people will be 
uncompensated volunteers 

be issued for identification purposes. 
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8. (C) Comment: Brenes\'s determination to keep the Church 
from supporting any one candidate will hold at the national 
level 

Church officials are unlikely to be sufficient. Further 

Obando y Bravo continues his open support for Ortega 

the Vatican looks the other way. Nor is Ortega limiting 

his religious outreach efforts to the Catholic Church. He 
recently attended a meeting of over 500 figures from the 
evangelical movement during which he garnered praise for 
taking an anti-abortion stance and signed an accord 
promisiong his opposition to abortion -- even though his 
National Assembly deputies have openly endorsed maintaining 
therapeutic abortion in accordance with Nicaragua\'s current 
criminal code. 


9. (U) Atmospherics: Brenes was a gracious host. He was 
softspoken and informal -- wearing his trademark blue jeans 
under his official robes. 
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mafiosos.\" 


Keep Up the Good Fight 


7. (C) The politicians concluded the meeting by 

reaffirming their committment to pushing for a freer PLC 
and sought clarification on what the Embassy could to to 
support them. Citing their tough political situations 

several sought help with visa assistance 

expressed interest in receiving financial aid to assist 

with campaign and organizational expenses. The Ambassador 
praised the officials for their steadfastness to their 

cause 

promoting healthier democracy in Nicaragua. He redirected 
visa inquiries to the consular section 

the Embassy will continue to strongly support the mayors\' 
efforts to clean the PLC of its corrupt elements. He also 
promised to explore the possibility of providing limited 
monetary support for small projects in specific 
municipalities. 


8. (C) Comment: The mayorsY committment to clean up the 
PLC\'s act is commendable 

by its size and lack of focus. The mayors indicated that 

they had formed an association called Alcaldes Patrioticos 
(Patriotic Mayors) 

members of which only a few are willing to take a more 
active role. They are further constrained by a lack of an 


ad reduced sentences for nearly 10,000 prisoners across Ethiopia. This is the largest pardon ever gr 


Greens, both of which took just over 13 percent of the vote. Either coalition will have only a one-vote 
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overarching agreement over whether it is best to leave the 
PLC or reform it from within. Many seem hesitant to break 
with the party -- one mayor was late in arriving for the 
meeting as he had first decided to stop by PLC 
headquarters. The mayors have requested a follow up 
meeting with the Ambassador to include additional 


politicians who are dissaffected with Aleman\'s control of 
the party. End Comment. 
TRIVELLI 
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of September 11 with a grand opening October 12. 


5. (SBU) The September 13 Cabinet meeting also failed to act 
on MeritVs application 

week. Merit executive told Econoff that Vallarino did not 
show at the meeting purportedly due to an unrelated fall out 
between Vallarino and Torrijos. According to Merit\'s 
attorney and close friend of Torrijos 

claims he needs to make up to Vallarino but is not yet ready 
to do so and doesn't want to exacerbate the alleged conflict 
by ruling on Merit\'s application in Vallarino\'s absence. 

With Torrijos scheduled to be out of the country at the UN 
General Assembly opening 

be reconsidered is September 27th. (Note: Torrijos is 
scheduled to meet with various USG officials on the margins 
of UNGA. End Note.) 


6. (C) Representatives from Panamanian company Royal Games 
Jose Ventura 

application for a bingo establishment before the Pleno in 

April 2005. The evening of the Pleno meeting (April 18) 

they received a phone call from Cortizo advising them that 

their application had been approved. When no resolution was 
received 

recorded this conversation. This attorney at the Gaming 

Board reportedly stated Director Cortizo received an irate 

phone call from President Torrijos on Tuesday April 19 who 
demanded this license be \"unapproved\" and said he didn\'t want 
any more such establishments approved for 5 years. 


7. (C) Royal Games! source at the Gaming Board further 
alleged former Panamanian President Ernesto Perez Balladares 
expected Torrijos to preserve the existing oligopoly in 
Panama\'s gaming industry comprised of Thunderbird (Canada) 
Codere (Spain) 


in Program on AIDS Control in Vulnerable Populations Recipient: Republican AIDS Center and the | 
c Note was also mailed on this date. 2. Post will report any response. KRAMER 
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Panama was privatized during the Perez Balladares 
administration and the source stated Perez Balladares is a 
major shareholder in Cirsa. Royal Games was directed to 
approach the incumbent gaming companies and not the GOP to 
move their license forward. 


8. (C) Instead 

from the Supreme Court that the Pleno publish its resolution 
from the April 18th meeting. On May 30 

later) 

Dani Kuzniecky 

the April 2005 meeting) and Assembly president Elias Castillo. 


9. (U) Press accounts of Gaming Board statistics report 
Panama has officially licensed 13 full casinos and 26 gaming 
rooms. Between slot machines and table games 

USD was wagered in 2005 

impact of gambling on Panama\'s poor families 

Assembly Deputy Jorge Hernan Rubio (Partido Popular) proposed 
modifications to PanamaYs Gaming Law 22 to limit casino 
entrance to non-resident foreigners and \"certified\" 
Panamanians/Panamanian residents with a monthly income of 
$1000 USD or more. The legislation faced opposition from the 
Gaming Industry and appeared to have died in committee. 


10. (U) NOTE: According to media accounts 

tribal gaming operations in California ceased operations in 
1998 amid scandal and litigation. Leading Codere 
shareholder 

Francisco Franco) was arrested in Arizona in 2004 for 
allegedly skimming gambling proceeds 

attempting to bribe a gaming official. END NOTE. 


11. (SBU) The explanations of the continued delay of MeritVs 
license application raise questions about transparency. In 
conjunction with Royal GamesY allegations 

suggests that powerful GOP and gaming industry interests may 
be actively preventing other 

into their lucrative games. 
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clarity.V' He opined 

many U.S. victims of border crime have in fact been involved 
in illicit activities. Later that evening 

brief public statement questioning some of the Embassy\'s 
facts 

responsibility to combat transnational crime and violence. 
Without providing us advance notice 

September 21 meeting on violence between senior law 
enforcement officials from both countries. (Comment: a 
Diplomatic Note passed to Embassy officials the same evening 
makes the same points and calls for a September 21 meeting in 
Laredo 

meeting. End Comment) 


3. (C) Privately 

that the statements would have the desired impact. When 
contacted by the Ambassador shortly before release 

Derbez asked that we not go public and said he was 
disappointed that we had not consulted him before deciding to 
do so. The Ambassador responded that given the scope of 
recent violence 

September 12 in which 25 H visa applicants and an LPR had 
been kidnapped shortly after leaving our consulate in Nuevo 
Laredo 

bound to raise our concerns. This quieted Derbez initially 
who then asked that we not belabor the point in repeated 
public messages. By Monday 

news calling the Ambassadors statements \"unfortunate.\" When 
told of our intention to voice our concerns 

Public Security Medina Mora 

position 

consequences in the political arena. Another SRE contact 
expressed similar concerns although agreed the situation had 
deteriorated and understood our desire to respond. A CISEN 
official told MCCA that he agreed entirely with the 

statements 

drugs. V" 


4. (U) Both print and broadcast coverage was prompt and 
straightforward. Most broadcasters included Ambassador 
Garza\'s statement among their lead stories beginning 
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mid-evening on September 14. The following day 

noted the statement on their front pages and gave it ample 
treatment on inside pages. Left-of-center La Jornada and 

several broadcast outlets noted without comment that the 
consular announcement and statement came on the same day the 
House of Representatives border fence vote and as MexicoVs 


16/215 The Ministry of Foreign Affairs and Foreign Trade of Barbados presents its compliments to the 
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Foreign Minister was speaking at the UN on migration issues. 
In a radio commentary 

Casteneda said the Ambassadors statement was detailed 
correctly focussed on violence in states beyond the border 
areas 

Mexican security forces. Over the weekend 

carried statements and commentary somewhat more critical of 
our public posture 

problem. Televisa anchor Joaqin Lopez-Doriga 

audience: V'The fact is 

Garza is telling us this 

He\'s talking about anarchy in some border areas 

murders and kidnappings of Mexican citizens -- and now 
Americans -- have increased. He said this has impacted the 
bilateral relationship and that he has pointed this out to 
president Fox. While the president has done something about 
it 

18 

features linking rising violence to the impunity with which 
narcotics traffickers are able to operate in Mexico. 


5. (U) Despite concerns over the timing 

week were on the Zocalo 

Ambassadors statement came at a time when most Mexicans were 
nervously wondering how the drama between President Fox and 
ex-presidential contender Lopez Obrador would play out. In 
addition 

occasion for the Ambassador to highlight common ground and 
laud president Fox\'s commitment to combating major 
traffickers. Most media played up the contrast between the 
Thursday and Sunday statements. A few 

Financiero 

generally 

discussion of violence here and the inability of local 

officials to come to grips with its root causes. 


6. (SBU) Comment: So far 

climate of violence has been successful 

raising the profile of this issue. We have been able to 
articulate our concerns 

among Mexican officials and public. Most important 
message has not been lost in an angry reaction by officials 
pundits and public. In coming weeks 

opportunity to address the issue systematically with 
president-elect Calderon\'s transition team and in law 
enforcement fora. End Comment. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 


VS Hillen with MbZ) B) STATE 148157 (maintaining momentum on Leb) C) STATE 147838 (country- 


1. The GOA announced that GDP grew 7.9 percent yoy in the second 
quarter of 2006 -- slightly above the central bank (BCRA) consensus 
forecast of 7.8 percent -- and 8.3 percent yoy in the first half of 

2006. Growth derived primarily from strong domestic demand - 
primarily increased investment and higher private and public 
consumption - boosted by a 3.1 percent increase in exports. During 
the second quarter 

of 23.2 percent yoy in construction and 11 percent yoy in plant and 
machinery investment. Private consumption rose 8.2 percent yoy 
public consumption was up 6.5 percent yoy. Goods and services 
production increased 8.2 percent and 7.5 percent yoy 

The BCRA forecast for GDP growth stand at 7.8 percent for 2006 and 6 
percent for 2007. 


2. On August 8 

a GoA plan for selective pension increases that favored low income 
earners 

pensioner purchasing power. The GoA modified its plan accordingly 
and 

retirees will increase from ARP 470 to ARP 560. Pensions above the 
minimum will be increased 13 percent. This will be the second 
across the board increase in pension payments since an 11 percent 
increase in May 2002. The GOA estimates this policyVs fiscal cost 
at approximately ARP 4.1 billion in 2007 

GDP. 


3. Local media reported preliminary macroeconomic projections that 
the GOA will likely include in the 2007 budget -- which is expected 

to be sent to Congress on September 15. Reportedly 

may include: 4 percent GDP growth 

(with a 9 percent average) and primary fiscal surplus totaling 3.2 
percent of GDP. Previous reports indicated that the GOA could 
project GDP growth as high as 4.5 percent. This downward trend is 
in line with GOAVs practice of underestimating growth 
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recognize \"unexpected\" revenues to spend out of the budget (BCRAVs 
consensus survey forecasts a 6 percent GDP growth for 2007). 


4. Argentina\'s General Inspection of Justice approved the 
establishment of a joint venture between Venezuela\'s state-owned oil 
company PDVSA and GOA-owned Enarsa 

of ARP 2 billion. PDVSA will hold a 60 percent stake in the joint 
venture and Enarsa 40 percent. The company will be established 
under the Energy Cooperation Agreement framework and will be 
responsible for the production 

and international hydrocarbons. 


5. Argentine provinces are setting up contingency plans to deal 
with possible power shortages during the coming austral summer: 
Misiones is exploring the potential to purchase energy from 
Paraguay; Catamarca is considering a declaration of a provincial 
energy emergency in order to permit the provincial government to 
acquire back-up power generators; Entre Rios is considering 
extending daylight saving time to save energy; and more industrially 
developed Cordoba and Santa Fe are following the federal 
governmentVs policy of imposing administrative controls on 
industrial power consumption. Only Tucuman\'s governor Jose 
Alperovich is considering electricity tariffs increases 

a long term solution to Argentinas energy shortage will require 
appropriate pricing to incent new investment by wholesale 
electricity suppliers. 


6. On September 13 

power production from renewable resources via tax reimbursements. 
The GoA\'s goal is to have renewable resources (wind power 

and geothermic power) contribute 8 percent of electric power 
consumption by the year 2015. 


August. 


7. The BCRA\'s multilateral real exchange rate index -- which 
measures the real exchange against a trade-weighted basket of 
currencies -- depreciated 0.3 percent m-o-m in August. This 
weighted real depreciation is largely explained by the depreciation 


2006 to participate in a special session of the conference of African Ministers of Health on sexual ant 
f Foreign Affairs Human Rights Department Head Hasan Ulusoy. We delivered a hard copy to Ulusoy 
Democracies Ministerial. He told us he would check with relevant GOT officials and get back to us. 
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of the peso against the Brazilian real (35.3 percent weight) and the 
Euro (19.2 percent weight) 

against the dollar (14.5 percent weight). The index is 3.8 percent 
above its level twelve months ago and 106.1 percent above its 
average value during convertibility. 


Argentine and Chilean presidents push for further economic 
integration. 


8. On September 12 

Kirchner and Michelle Bachelet agreed to reopen 

a cross-Andes cargo and passenger train route that has been idle 
since 1984. Both presidents called the initiative a move to further 
economic integration and to better manage growing cross-border 
trade. 


9. The presidents also discussed gas pricing 

bilateral friction. Local media reported that President Kirchner 
denied President BacheletVs request to maintain the cost of gas 
exports to Chile below levels Argentina currently pays for Bolivia 
gas. Following a re-negotiation of gas supply prices in June 2006 
Argentina currently pays Bolivia in the $5/million BTU range 
roughly 55 percent above the $3.20 /MBTU price Argentina had 
previously paid. Current Bolivian deliveries to Argentina are in 

the 4.5 million cubic meters/day range 

imports to as high as 20 million cubic meters a day following 
planned construction of additional pipeline capacity. For its part 
Argentina currently supplies Chile roughly three times the amount 
Argentina imports from Bolivia - in the range of 15 million cubic 
meters/day of natural gas per day. The price of Argentine natural 
gas exports to Chile rose to the $4.80/million BTU range - roughly 
equivalent to Argentina\'s current cost of gas imports from Bolivia - 
following an increase in Argentinas gas export tax this past summer 
(austral winter) from 20 percent to 45 percent. 


10. Economic Minister Felisa Miceli 
Mercosur colleagues at the IMF\'s International Monetary and 
Financial Committee meeting September 18. 


National public sector debt decreased 0.1 percent between December 
2005 and March 2006. 


d International Election Assistance Team officials (IEAT) are concerned about the draft law to form a | 
3 REASONS 1.4 (B) and (D) 1. (C) SUMMARY: According to their representative in N\'Djamena, foll 
ivera will visit Kuwait between September 19-28 for meetings and a due diligence review of Kuwait Gi 
, DIFFA, MARADI, MADAOUA, AND ZINDER. THE FIRST CASES WERE REPORTED ON SEPTEN 


5 to the Dutch mission in NY. He had no immediate comments. ARNALL 
within the EU. He promised to deliver points to the Dutch mission in NY and to discuss further withir 
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11. According to Argentine Secretariat of Finance 

sectors stock of debt totaled USD 152 billion in March 2006 
approximately 80.4 percent of GDP (including debt owed to holdout 
investors). Public debt decreased USD 157 million between December 
2005 and March 2006. With valuation adjustments due to exchange 
rate changes 

excluded 


Banco Nacion holds 24.6 percent of outstanding BCRA debt 
instruments. 


12. State-owned Banco Nacion remains the primary holder of BCRA 
debt instruments 

Nobac stock. BBVA Banco Frances is second 

stock. 


Petrobras and YPF announce participation in GOA\'s oil exploration 
program. 


13. A unit of Brazil\'s state energy company Petrobras will team up 
with Repsol unit in Argentina YPF and GOA-owned energy company 
Enarsa 

This consortium will search for hydrocarbons in waters about 155 
miles off Mar del Plata. Petrobras and YPF will finance all 
exploration efforts 

the total investment if commercially viable resources are found. 
[Enarsa owns all exploration permits and production concessions for 
offshore areas that were not under license when it was created by 
law on November 2 


14. On September 14 

loan access 

expected 

credit line 

and a maximum amount of between ARP 200 
Private banks offered more conservative programs 
ranging from 9.05 percent to 9.75 percent. 


BCRA president Redrado on importance of independent monetary and 
financial institutions. 


irt the candidacy of Mrs. Julie Napier Zoller to the International Telecommunication Union (ITU) Radio 
out reftel request for support of Mr. Steven Lett as Director of International Mobile Satellite Organizal 


August 28 to newly-arrived MFA Disarmament Affairs Deputy Director General Ignacio Sanchez, requ 
o move the process forward. The plan includes meeting with all rebel parties, initiating a cessation ol 


2006, we met with MFAYs Kamen Velichkov, Head of the MFAYs UN and Global Issues Department, t 
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15. On September 13 

Manila 

maintaining independent monetary and financial institutions to guard 
against Vfiscal domination V" by the state. Redrado praised 
Argentina\'s \"strength\" in confronting global financial \"turbulence\" 
via a combination of fiscal solvency 

cautious monetary policy. 


16. The BCRA received ARP 1.1 billion in bids at its September 12 
Lebac and Nobac auction 

this week. BCRA accepted ARP 625 million in Lebac bids and ARP 255 
million in Nobac bids. The yields on the 175-day Lebac and 224-day 
Lebac were 8.41 percent and 10.30 percent. The yields on the 
357-day Lebac and on the longest term instrument 

decreased from 11.55 percent to 11.54 percent and from 12.25 percent 
to 12.20 percent 

because of the BCRAVs decision not to validate the yield proposed by 
the market. The spread on the one-year Nobac increased from 1.18 
percent to 1.19 percent and for the two-year Nobac decreased from 
2.84 percent to 2.76 percent. The Badlar rate (the base rate for 
Nobacs) is currently at 9.4 percent. Rates fell in most segments 

but not as much as in recent weeks 

instruments remained strong. 


17. The peso depreciated slightly vs. the USD September 12 and 
remained at 3.12 ARP/USD for the rest of the week. Recent peso 
fluctuations are a function of active BCRA intervention in the 

dollar market. The peso exchange rate has depreciated 2.3 percent 
since the beginning of the calendar year. BCRAVs reserves stood at 
USD 27.6 billion as of September 13 

billion 

January 2 


Commentary of the week: \"Disrupted Energy" 
informal translation of an article published September 7 in El 
Cronista Comercial. 


18. The government dislikes rumors about an energy crisis. It says 


ILAR OFFICER JITU SARDAR FOR REASONS 1.4 (B) and (D) 1. (C) SUMMARY: UNHCR is con: 
VAL PUZZLE REF: A. SAN SALVADOR 2250 B. TEGUCIGALPA 1649 C. TEGUCIGALPA 137 


ormed a new cabinet, replacing the former Ministers of Transport and Environment, dividing the Minis 


Takoradi 2 power plant. He indicated that costs remain a major concern but he was hopeful that negt 
t Morocco had agreed to host the initial meeting of the Global Initiative. We were subsequently told E 


| Politics Vladimir Franco told POLOFFS September 8. Franco was less enthusiastic about USG viev 
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that 

Argentina 

productive sectors are growing and investing strongly. The 
government adds that it is adopting measures to increase energy 


supply. 


19. This is true. What is unclear 
Executive Branch is dismantling 
sector structure that was working very well. 


20. In 1993 

electricity market reforms. With legislation approved by Congress 
electricity production 

separated 

whenever possible. The system served the economy\'s energy needs 
very well. 


21. Once the 2001-2002 crisis passed 
could have been justified in order to adjust the system to the new 
economic realities. Sadly 


- The Government fixed tariffs via political criteria; current low 

tariffs neither promote proper rationing of demand nor stimulate 
supply. There was no move to create a \"social tariff\" to 
accommodate low income consumers 

remainder to market rates. 

- Even though the Government criticized Argentine energy sector 
regulatory agencies because of their alleged inefficacy 

nothing to improve them. By the end of 2003 

vacant posts on ENRE and Enargas boards by merit according to law 
the government filled vacancies by decree using political criteria. 


- The Government became an energy sector investor given that 
without proper tariffs nor credit access 

invest to expand the system. Therefore 

expand 

how they are paid 

inefficiency and lack of transparency. 

- The Government created a State Energy Company 

though resource poor 


26. All these steps have shifted the organization of the energy 
sector 

state-private sector model is going. Are we going back to a 
desirable private and competitive energy market or 

recreate 

failed in the past? Numerous current and potential investors want 
to know the answer to this question. According to the Spanish Royal 
Academy 

with profound consequences. In this sense 

System is in crisis. (Note: We reproduce selected articles by local 
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experts for the benefit of our readers. The opinions expressed are 
those of the authors 
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current global terrorist threat and said that the Alliance 
through increased global dialogue 

eradication of social and economic inequalities 

to find these answers. 


2. (U) Announced by the UN Secretary-General in 2005 and 
co-sponsored by Spain and Turkey 

developed to V'bridge divides and overcome prejudice 
misconceptions 

potentially threaten world peace.\" The Alliance is expected 
to deliver to the Secretary-General a report with 
recommendations and a plan of action later this year. 


3. (U) Post would appreciate any relevant guidance from the 
Department on the Alliance of Civilizations initiative 

well as USG participation (if any) in the September 24-25 
meeting. 

JEWELL 
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ex-presidential candidate and Social Christian Party (PSC) 
stalwart Xavier Neira a V'thieving dog. The PSC is believed 
to control the Guayaquil courts. Borbua appealed the 
sentence of two years in prison and five million dollars in 
damages. He claimed immunity as a congressional deputy and 
that the newspaper publishing the defamatory remark hadn\'t 
certified the quote as required by Ecuadorian law. Arturo 
Donoso 

adviser to Jaime Velasco 

for time with his corruption accusation because if the appeal 
isn\'t resolved by November 7th 

prescription. 


Improving Supreme Court and Judicial System Hit Hard 


4. (SBU) The scandal comes as the Supreme Court is 
struggling to gain legitimacy as a democratic institution. 

Before the Gutierrez administration 

allocated by Congress according to political party. 

Gutierrez and his allies attempted unconstitutionally to pack 
the Supreme Court in December 

resulting PSC domination. Protests against his Supreme Court 
meddling 
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unconstitutionally 

In November 

that 

de-politicized and well-regarded court thanks to active OAS 
oversight. 


5. (U) Since November 

gain the trust of the Ecuadorian people. Its president 

Jaime Velasco 

nationally televised speech highlighting his justices\' hard 
work to clear the backlog of cases accumulated after almost a 
year of the CourtVs absence. Velasco ordered the previous 
Supreme Court President 

corruption charges. He also recently announced he will open 
all his bank accounts to the public. 


6. (SBU) In spite of the positive direction of the new 
Supreme Court 

corrupt justice system that is regularly pilloried in the 

press. In addition to the current scandal 

drawn public ire for dismissing the corruption case against 
despised former president Jamil Mahuad -- albeit that may 
well have been the correct legal decision. The Zambrano 
scandal has provoked demonstrations and protests in front of 
the Supreme Court building. 


Insiders Worry 


7. (C) Donoso told PolOff yesterday the situation with the 
Court was precarious and in the hands of public opinion. 
Defending Zambrano had already become close to impossible 
given the media perception 

\"throwing in the towel" and resigning. He claimed Leon 
Roldos would be the only President capable of preventing the 
Court\'s downfall. He vaguely alluded to lingering 

interference in the Court by the PSC. 


Comment 


8. (C) Ecuador has made some progress in legitimizing 
de-politicizing and strengthening the Supreme Court. This 
scandal threatened to be a major setback. President Palacio 
has 

perhaps preferring to leave the mess for the next 

administration. Under immense pressure 

criticized for merely opening an investigation and suspending 
the justices for 15 days rather than taking stronger action 

in view of the video evidence. Today's action by the Supreme 
Court removing Zambrano on its own unanimous initiative sends 


lent welcomes news that the GOK has agreed to accept the return of three of its citizens from Guant: 
orted in Ref C, the Ministry of Foreign Affairs has notified Post that President Jadgeo\'s travel plans t 
3UA 1079 1. (U) Summary: For the past four weeks the power sector in Nicaragua has been locked 
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the signal that it may be serious about fighting corruption. 
It will definitely help quell the public outcry that 

seriously threatened the institution. 

JEWELL 
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Abroad for Families and Employees" (SAFE) 

certify to the Department of States Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 
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is a daily occurrence in these cities. Common sense precautions 
should be taken 
opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 
Ecstasy 
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New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State DepartmentVs 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 
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skilled professionals in the banking industry. End Summary. 


Ready for RMB Business 


2. (SBU) Bank of America's Guangzhou Branch Manager Julia Yu said 
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seven foreign banks in Guangzhou had received licenses to conduct 
RMB business 

regulators. Citibank\'s Guangzhou Branch Manager Milson Lau said 
CBRC will require that any foreign bank branch register as a PRC 
company prior to conducting RMB business; he pointed out that this 
would adversely affect the branch\'s credit rating. All of the 
representatives (which also included those from Deutsche Bank and 
Bank of Montreal) complained that the RMB 1 million minimum deposit 
requirement for domestic clients is too high 

that most banks would likely select only upper-tier client during 

the initial stages. 


Lending Caps/Regulation Overload 


3. (SBU) The bankers also complained that their lending volume was 
restricted by China\'s foreign bank quotas 

that are based on letters of credit from the parent bank abroad 

(this is the case for most loans). Bank of America has raised the 

issue directly with regulators but has seen no significant change. 
Deutsche Bank\'s Guangzhou Branch Manager Myron Shi estimated that 
national and local regulators have issued 200 banking-related rules 

and regulations during the past year. The bankers said many of 

these documents include significant overlap 

rule to follow can be difficult. 


SAFE Finally Puts It in Writing 


4. (SBU) Citibank\'s Lau 

Bank Liaison Committee which represents the interests of foreign 

banks in Guangdong 

a question regarding the interpretation of a banking regulation. 

This was the first time in his experience that SAFE had been willing 

to clarify an interpretation in writing instead of verbally. The 

bankers mentioned that communication between them and CBRC and the 
PeopleVs Bank of China had also improved somewhat this year. 


Help Wanted 


6. (SBU) The banks all agreed that Guangzhou faces a significant 

shortage of skilled professionals in the banking industry. 

CitibankVs Lau said this is particularly true for marketing 

positions. Bank of Montreal\'s Guangzhou Branch Manager Brendan Wong 
estimated employee turnover at his office to be between 33 and 50 

percent annually. Deutsche Bank and Bank of America estimated their 
turnover to be approximately 20 percent. 


Citibank on Guangdong Development Bank 
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7. (SBU) Citibank\'s Lau insisted that the bid by Citibank and its 
partners for Guangdong Development Bank had not been approved 
despite press reports stating it had been. Though he is not 
involved in the negotiations 

management control in the deal. He characterized the lengthy 
approval process as an example of the disconnect between local 
regulators (who allowed it to move forward) and national regulators 
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(who decided it had gone too far). He added that buying a domestic 
bank with its branches already established is the most efficient way 
to enter the China market. 


Comment 


8. (SBU) These issues have been around for many years 

unlikely to disappear by the end of the year. Deutsche BankVs Shi 
characterized Chinas banking policy as V'two steps forward 
back.\" The representatives were not openly critical of the central 
government's overall approach to banking regulation and seemed 
content to deal with difficulties as long as they continue to earn a 
profit. 


GOLDBERG 
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turned a significant majority of the population against the 
Sandinista Front (FSLN) 

national elections. Recognizing demographic realities 
Sandinistas have consistently promoted divisions on the right 
and worked to maximize their voting strength by building a 
large and disciplined party structure. 


9. (U) Nicaragua\'s opposition forces came together under the 
United National Opposition (UNO) to win the 1990 elections 
but soon splintered apart. The Liberal Constitutional Party 
(PLC) emerged as the dominant Liberal force 

due to the energetic and charismatic leadership of party 
president Arnoldo Aleman. The rest of UNO broke away into an 
alphabet soup of minor Liberal parties: the traditional 
Conservative Party (PC) 

minority except in a few areas 

(PRN) formed by ex-Contra fighters 

represent the evangelical population 

Christian Path Party (CCN) 

(AC). 


3 ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR CANCEL KABUL 4247 AND DELETE ALL COPIES F 
Aarch 3, 2006, via diplomatic note no. 252. Following internal Malaysian government consultations in 


| Task Force Head Wally Su reported on September 18 that Taiwan welcomes the Ref C proposal foi 


Column 3 


10. (U) Discontent also grew within the FSLN after the 1990 
VpinataV of FSLN leader Daniel Ortega and Ortega\'s continued 
electoral defeats during that decade. Some leftist elements 
broke away from the FSLN during this period 

Sandinista Renovation Movement (MRS) under the leadership of 
revolutionary activist Dora Maria Tellez. The FSLN was 

better able to maintain its integrity 

threats 

repeated defeats 

residual Sandinista influence in governmental institutions 

such as the police 


11. (U) The PLC and Arnoldo Aleman emerged victorious in the 
1996 national elections 

supermajority (56 votes) in the National Assembly 

would have allowed the party to name Supreme Electoral 
Council (CSE) and Supreme Court (CSJ) magistrates without 
Sandinista votes. This situation led to a political pact 
between the PLC and FSLN to divide control of the 
institutions of government between the two parties 

continued to the present time. Hence 

employees of governmental institutions that are controlled by 
appointments by the National Assembly are affiliated with the 
PLC or FSLN and serve the interests of those parties. 


12. (U) Before the 2001 election 

most of the smaller democratic parties into an alliance. 

Aleman personally selected Enrique Bolanos as the allianceVs 
presidential candidate as well as many of the National 
Assembly and Central American Parliament deputy candidates. 
This process is known as the \"dedazo\" (finger). Bolanos won 
the election and instituted an anti-corruption campaign. 


13. (U) In 2003 

dollars from state coffers 

laundering 

enjoyed as an ex-President) and sentenced to 20 years in 
prison. This process caused a great upheaval in the Liberal 
ranks. When the dust settled 

Conservative deputies broke from the PLC alliance to form a 
new political caucus to support Bolanos 

majority remained loyal to Aleman (owing their power to 
Aleman\'s \"dedazo\") and condemned the President as a traitor. 
The Conservatives and Liberals 

continued influence in the PLC 

Republic (APRE) 

Bolanos administration. 


14. (U) Aleman and Ortega manipulated the pact and 
Sandinista control of the judiciary to allow greater degrees 
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of freedom for Aleman (he began his sentence in a prison 

cell 

is allowed to move freely about Managua under V'medical 
parole\") in exchange for concessions to the FSLN in the CSE 
and CSJ. (Comment: The pact has provided obvious benefits to 
Aleman and Ortega 

disgusted with their leadersY concessions to the enemy and 
anti-democratic and corrupt manipulation of the powers of 
state. End Comment.) The pact has consistently attacked and 
undermined the Bolanos administration 

the stability of the country. 


15. (U) Having won comfortable majorities since 1990 
Liberals lost badly in the 2004 municipal elections. The 
Sandinistas won 88 of 152 municipalities 

five 

a plurality of the vote in most of their 88 municipalities 
with the PLC 

anti-Sandinista vote. The abstention rate was also slightly 
higher than normal 

unhappiness with the pact. 


The 2006 Elections 


16. (U) Three candidates emerged in 2005 to challenge the 
Aleman-Ortega pact. Excluded from the majority parties by 
the two caudillos 

from the FSLN to head the MRS ticket 

Eduardo Montealegre formed the Nicaraguan Liberal Alliance 
(ALN) out of PLC dissidents 

democratic parties. PLC outcast and prominent Bolanos 
Administration official Jose Antonio Alvarado ran as the APRE 
candidate. Daniel Ortega was once again the pre-ordained 
candidate of the FSLN 

was chosen as the PLC candidate in April 2006. 


17. (U) The CSE deadline to register party candidates at the 
end of May 2006 drove both a consolidation and division 
amongst the political parties. The Christian Alternative 

(AC) party left Lewites\' alliance 

Alternative for Change (same initials) and chose the erratic 
Eden Pastora as its presidential candidate. Jose Antonio 
Alvarado became Jose RizoVs running mate in the PLC 
joined the ALN. Arnoldo Aleman again imposed several 
unpopular PLC deputy candidates by V'dedazo 

Rizo to threaten to resign his candidacy (he backed down). 


18. (U) The political upheaval did not end in May -- MRS 
candidate Lewites died from heart complications in early 
July. LewitesY running mate Edmundo Jarquin assumed the 
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candidacy and MRS leadership convinced popular Sandinista 
revolutionary songwriter Carlos Mejia Godoy to accept the 

vice presidential nomination. Despite predictions among some 
pundits that MRS votes would migrate to the FSLN 

the ALN 

However 

between the PLC and ALN 

personal benefit 


19. (U) Since the beginning of the official campaign in 
mid-August 

to deteriorate. The PLC has accused Montealegre of bilking 
the Nicaraguan people out of hundreds of millions of dollars 
by undervaluing the assets of failed banks 

Central Bank to make up the difference in Negotiable 
Indemnization Certificates (CENIs 

completely fabricated 

story had been hurting MontealegreQ 

doubts among independent voters and diverting his attention 
from the campaign. However 

PLC insider have exposed the CENI scandal as nothing more 
than a plot to discredit Montealegre and have implicated 
senior PLC officials including Presidential candidate Jose 
Rizo. 


20. (U) The bad blood caused by the PLCQ 

and RizoQ 

make a union of the liberal parties increasingly unlikely. 
With the Sandinistas also divided into two parties 
appears there will be five candidates on November 5. 


21. (U) The latest CID-Gallup-sponsored official poll 
released at the end of August showed the following results 
for the parties: 


FSLN: 2996 
ALN: 2396 
PLC: 1496 
MRS: 1496 
AC: 196 
None: 1996 


22. (U) As with earlier polls 

that the FSLN would lose in a second round and the ALN would 
be the likely winner. Thus the FSLN is focusing all its 

efforts on a first round victory by leveraging a 

pact-inspired change in the Electoral Law that enables a 
front-running candidate to win the election in the first 

round with only 35 percent if there is a five percent lead 

over the next most popular contender. 


icial Reconstruction Team and possible investment/reconstruction projects. The team will provide its 
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23. (U) Results of an M and R poll released September 11 
(poll conducted on September 7-8 

3.5% error) showed Montealegre as the candidate most widely 
perceived to be the next President. Interestingly 

Center representatives dismissed the poll results 

small sample size and the fact that it did not include truly 

rural voters (M&R reached out only to people with phones.). 


Q: Who do you think will be the next President? 
Montealegre: 35.296 


Ortega: 22.396 
Uknown/no answer: 18.6% 
Jarquin: 12.596 

Rizo: 11.196 
Pastora 0.196 


Q: Who do you intend to vote for? 
Montealegre: 36.296 


Jarquin: 19.296 
Ortega: 16.796 
Uknown/no answer: 16.2% 
Rizo: 11.196 
Pastora 0.196 


24. (U) On September 13 

presidential debate featuring Montealegre 

Pastora. Daniel Ortega did not participate 

debate format \"artificial.\" According to M and R 

households in Managua watched the debate and Jarquin was 
perceived as the winner 

about whom there were initial doubts because he lacks 
LewitesQ 

from both the FSLN and ALN. 


U.S./CEPPS and Civil Society Election Support 


25. (U) The Consortium for Elections and Political Processes 
Strengthening (CEPPS) partners IFES 

local affiliates are now fully engaged in helping Nicaraguans 
prepare for their November 5 national elections. Although 
the election program activities are exerting a significant 
positive impact on the electoral environment 

challenges remain. Ortega remains outspoken against 
international observers 

voter ID distribution process and IRI has recently come under 
fire for the production of dated political party poll watcher 
training manuals. Despite these difficulties 

partners continue to forge ahead. A summary of CEPPS efforts: 


-- The final electoral regulation governing electoral 


EAID PREF PGOV PHUM SOCI KFLU SU SUBJECT: SUDAN - AVIAN INFLUENZA UPDATE 11 R 
: Al Anbar Governor Ma\'moun Sami Rasheed Al- Awani told MNF-W Deputy Commanding General | 
tember 12 to mark the launch of Project FALCON (Fostering Awareness of Labor Conditions) (ref E). 
Jtorial Training and Development (OPDAT) at the US Department of Justice. This is the same propo: 


Jnauthorized disclosure of the information provided below is prohibited by Section 12C of the Export / 
d disclosure of the information provided below is prohibited by Section 12C of the Export Administrati 
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challenges or \"impugnaciones\" was released on September 7. 
Domestic observation groups Ethics and Transparency (ET) and 
the Institute for Development and Democracy (IPADE) have come 
out strongly criticizing the regulation 

increased potential for manipulation of the process by 

nullifying entire voting stations. The new electoral 

challenge regulations lower the burden of proof required to 
justify nullification of entire voting centers 

door open for cases such as Granada. With NDI support 

held an international conference on the challenges process 
September 12. Electoral experts from the US 

Costa Rica analyzed the regulation and implications for the 
upcoming elections. IPADE is preparing a conference paper 
highlighting concerns over the legal challenge regulation and 
proposing best practices for the upcoming election. 


-- Voter List Audit and Voter ID Study: NDI 
ET 
(padron) and a three-month study of the process to acquire a 
voter ID (cedula). According to the voter roll audit 
roughly 25% of the voting population is incorrectly listed on 
the padron 
Further 
possessing a national/voter ID) is not included in the 
padron. The voter identification study revealed the need for 
effective distribution of voter IDs. Of the 537 individuals 
who applied for national identification cards at the 
beginning of the study 
cards in the 90 day period prescribed by law. The study will 
be extended through the election to ensure the CSE is 
implementing the recommendations proposed by ET to expedite 
the delivery of voter IDs in the run-up to the elections. 
NDI has offered to provide training to all the political 
parties on how to use the findings of the voter roll audit 
and the voter ID study to ensure their constituents are 
registered to vote and have the necessary documentation to 
participate in the election. 


-- IFES Support to the CSE: Based on an assessment of 
technical deficiencies within the CSE and lessons learned 
from the Atlantic Coast election 
train-the-trainer sessions for national 
municipal CSE officials involved in the electoral process. 
Additionally 
voter IDs. IFES estimates roughly 200 
be produced and distributed prior to the election. 
Additionally 
years have not been distributed. This information has been 
included in the CSE hotline and website 
and CDs distributed throughout the country. With IFES 
support 


U) On September 12, Export Control Officer (ECO) Philip Ankel discussed Hong KongQs successful 
iedia during the presidential campaign, establishing polling stations and forming a working group to d 
:9/2005 Hong Kong 01626 1. Unauthorized disclosure of the information provided below is prohibitec 
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be used to provide election information and distribute voter 
IDs throughout the 17 Departments. Three motorcycles have 
been purchased to access remote communities. 


-- Voter Education and Awareness: IRI is providing 
grassroots voter education and awareness projects with four 
Nicaraguan civil society organizations. Youth Vanguard 
distributed flyers promoting voting and obtaining voter ID 
cards at university campuses from April through July. 
Movement for Nicaragua (MpN) placed both radio and television 
ads encouraging citizens to obtain their voter IDs prior to 
the August 6 deadline. MpN and IPADE canvassed secondary 
schools encouraging 16-18 year olds to participate in the 
electoral process and obtain a voter ID. Youth organization 
JUDENIC initiated a \"Rock the Vote\" campaign on August 14. 
The campaign 
electoral process 
concerts throughout the country. 


-- Political Party Poll Watchers: To defend the minority 
party vote 
watchers for the MRS and 18 
poll watcher manuals 
months ago 
by the CSE for the use of outdated electoral information. 
The manuals are currently being updated with the latest 
electoral regulations. 


Codel Burton Activities and Meetings 


26. (U) Meeting with ALN Representatives: The Codel will 
have breakfast with Eduardo Montealegre 

candidate of the Nicaraguan Liberal Alliance 

officials to discuss the upcoming national elections. 
Montealegre has promised to destroy the PLC-FSLN pact 
poverty 

and DR-CAFTA. Although he is seen as the most viable rival 
to the FSLN 

unity 


27. (U) Meeting with Vice Minister of Foreign Affairs: The 
Codel will meet with Javier Williams-Slate 

Affairs. Williams-Slate 

about the current political situation on the Atlantic Coast 
one of the regions where electoral fraud is of greatest 
concern. 


28. (U) Meeting with OAS Representatives: The Codel will 
lunch with the President of the OAS Election Observer Mission 
(EOM) 
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ate to head the IMSO. Post will report any substantive response septel. 
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and special envoy to facilitate dialogue in Nicaragua 

Caputo (former Argentinean Foreign Minister). The OAS EOM is 
engaged with the CSE (and others in the GON) to ensure the 
November elections are transparent and fair. In August 

OAS issued an interim report on NicaraguaQ 

process and there is discussion about an October update. The 
OAS 

repeatedly and harshly criticized by Daniel Ortega 

claims the OAS is seeking to discredit the election results 

in case of an FSLN victory. 


29. (U) USAID Fenix Foundation: Launched in 1997 

runs a small farm on the outskirts of Managua that provides 
employment and training (including AlDs awareness and 
prevention) to former gang members between the ages of 16-21 
seeking to reintegrate into society. Rep. Burton will 

participate in a short hand-over ceremony of a vehicle. 
Ceremony will include the Fenix Director and a police 
representative with extensive gang-related experience. This 
will be a press event. 


30. (U) Meeting with MRS Representatives: In the afternoon 
the Codel will meet with MRS senior staff (Jarquin will be 
campaigning in the northern departments Sept 21-24). Jarquin 
spent the last several years outside of Nicaragua working at 
various international institutions. He was the MRS vice 
presidential candidate prior to the unexpected death of Herty 
Lewites in early July. Jarquin has promised to uphold 

LewitesV legacy and fight the PLC-FSLN pact 

he offers Nicaraguan voters a \"responsible Left\" option. 
(Comment: The Codel may wish to ask JarquinQ 

MRS administration would handle relations with Venezuela and 
Cuba and inquire about his views on CAFTA. End Comment.) 
TRIVELLI 
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monitor (Barco MPRD 9651; P/N: V9507823). The RSN 
representative explained that the Navy owned many Barco 
monitors and that the continued high demand for this product 
including required replacement parts 

age-prolonged use. 


3. ST Electronics confirmed the RSNVs order for monitor 
parts. ST Electronics is the electronics and communications 
division of ST Engineering 

which Temasek 

owns a majority interest. In addition to its other 

businesses 

Singapore Armed Forces procurement contracts. Post is not 
aware of any ties to embargoed parties 

ST Electronics is a responsible party in this transaction. 


ancelled when it became apparent that the funds were likely to be improperly used. ---------------------- 
lirector, Division of Unintentional Injury Prevention, NCIPC, HH?S/CDC to travel to the Netherlands fr 
nce Service Officer, NCHSTP, CDC, HHS to lay over in Amsterdam on her way to Harare, Zimbabwe 


‚ 1. (SBU) Summary. The Cambodian government (RGC) granted permission for a joint UNHCR e» 
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WAZ media group. He also serves as WAZ\'s general director 
for Southeast Europe. He is affiliated with the Liberal 

Party 

an active member of the party. 


2. (U) Kerim was born in Skopje in December 1948. He 
received a PhD in economics in Belgrade in 1982 

an active member of the Socialist Youth of Yugoslavia. Kerim 
worked as a professor of economics in Belgrade 

in New York from 1972-1991 

relations. From 1986-1989 

Economic Relations in the government of the Republic of 
Macedonia 

became Vice Minister and Spokesman at the Yugoslav Federal 
Ministry of Foreign Affairs. 


3. (U) From 1992-1994 Kerim worked for a private company in 
France. He resumed his diplomatic career in 1994 

was appointed as the newly-independent Republic of 
Macedonia\'s Ambassador to Germany 

in Switzerland and Liechtenstein concurrently. Kerim served 
in Berlin until 2000 

Special Envoy for the Stability Pact Coordinator for 
Southeastern Europe. Returning to Macedonia in 2000 
appointed Minister of Foreign Affairs 

until 2001 

PermRep. Upon his return from New York in 2003 

working at V'Media Print Macedonia. V" 


4. (SBU) Urbane and sophisticated 

English 

Bulgarian 

Turkish 

pro-U.S. 

Kerim is viewed as hard-working 

Local Macedonian contacts consider him the best foreign 
minister Macedonia has had in its 15-year history. Kerim is 
married and has three sons. His father 

successful businessman and politician in Yugoslavia 

close to former Macedonian President Kiro Gligorov. Kerim 
plays tennis and enjoys fine whiskey. 

MILOVANOVIC 
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But to Tighten Pressure on North Korea The top- 
circulation 

DPRK has been steadfastly refusing to return to the six- 


1 (DFAB) and Nago City Board of Education officials entered Camp Schwab to begin a cultural assets 
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party talks on its nuclear development and has not shown 
any intention to agree to a moratorium on its missile 
launches. In light of this 

increase pressure on the country. The GOJ imposed 
financial sanctions on North Korea on Tuesday. 


2. V The sanctions effectively ban 15 North Korea-related 
organizations and trading firms 

individual 

also prevent them from withdrawing funds from financial 
institutions in Japan. The measures were decided in line 
with a UNSC resolution unanimously adopted on July 15 
condemning North Korea\'s July 5 firing of missiles.\" 


3. VResumption of Talks Necessary to Resolve North Korean 
Nuclear Issue\" An editorial in the liberal Asahi 

commented (9/20): \"The UNSC unanimously adopted a 
resolution condemning North Korea\'s July 5 firing of 

ballistic missiles. The resolution also urges all member 
nations to suspend the flow of missile materials and 
technology 

financial sanctions on Pyongyang in line with the UNSC 
resolution. The Australian government has also announced 
the imposition of similar sanctions on the North. 


4. \"The imposition of sanctions appears to be unavoidable 
as long as Pyongyang defies the UNSC resolution. North 
Korea should accept the resolution and commit to a 
peaceful solution of its nuclear development issue 

called for at the six-party talks 

Not to be forgotten at the same time is the fact that as 
long as pressure is being applied to drive the North into 

a corner 


5. \"Tighten International Iron Ring around DPRK!" The 
business daily Nihon Keizai editorialized (9/20): The 
GOJ imposed financial sanctions on North Korea on 
Tuesday 

condemned the North Korean firing of ballistic missiles 

in early July. It is only natural that Japan should 

tighten pressure on the North as long as Pyongyang does 
not show any sincerity in resolving its nuclear and 
abduction issues. 


6. V'It is now time for the US and Japan to join hands and 
tighten an international iron ring around Pyongyang and 
force it to alter policy.... The GOJ financial sanctions 
imposed yesterday 

a limited number of organizations and an individual 
affiliated with North Korea. The imposition of financial 
sanctions will be gradually strengthened 


ПРУ AT TIMIKA TRIAL) 1. (U) On September 19, the Central Jakarta court was scheduled to hear te 
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how the North reacts to these punitive measures. V 


SCHIEFFER 


79046 

79047 

the knowledge and capabilities for stabilization operations V" 
worldwide. He feared that there was still not enough 
substance on the agenda for Riga 

obstructionism - which he termed worse than at any other time 
in recent memory - was largely to blame. He argued for 
including the EU and UN on the margins 

discouraged. MOD\'s Siccama suggested that the NATO Response 
Force (NRF) be declared fully operational at Riga 

not all the requirements had actually been met. 


Georgia Intensified Dialogue and Enlargement 


4. (C) France 

Georgian volatility 

second-guess themselves on the Intensified Dialogue. But ID 
for Georgia would 

The U.S. would prefer 

Council (NAC) meet prior to the September 21 Ministerial in 
New York 

afterward. De Groot said the Dutch could go either way. 


5. (C) De Groot and Geerts repeated Dutch concerns that 
Ukrainian membership apirations were moving in the wrong 
direction and that now was not the time to discuss expansion. 
Volker urged the Dutch to support at least mentioning the 
aspirations of Ukraine and Georgia. He recommended the 
summit document say that enlargement has historically been a 
success and that it set a date certain for Balkans decisions. 
He said we needed to hear from Ukraine how it wanted to 
proceed with NATO 

prepared to go at this time. 


Global Partnership 


6. (C) NATO needs to develop its ability to work together 

with partners around the world 

said Volker. We need one toolbox 

firewalls. He acknowledged that Japan and Korea have shown 
only lukewarm interest in open-ended consultations 

Geerts replied the Dutch are keen to try 

other countries 

suggested the Germans might be useful in this 

needed to be discrete and done outside the NATO conference 
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rooms. Volker said he would be interested in helping shape 
any Dutch ideas on the subject discreetly in advance 
should in any case see how the discussions go in New York 
this will be an issue we expect Ministers to discuss. 


Afghanistan 
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7. (C) The Dutch repeated their frustration with Karzai (ref 

c) and hoped we would press him while he was in Washington. 
The army and police needed to be adequately paid 

needed uniforms and resources. Geerts said he had traveled 
with PM Balkenende in August to Afghanistan 

distinct impression that Karzai says all the right things but 
delivers nothing. Karzai has no policy 

program in the South 

win with this.\" Geerts suggested the need for increased 
consultation in Kabul among allied representatives 

more pressure on Karzai. He echoed the U.S. suggestion (ref 
c) that NATO senior civilian representative 

Daan Everts 

that Afghan Coordinators from NATO allies might also get 
together prior to Riga. 


8. (C) Geerts said that ISAF must make progress on the ground 
before the onset of winter. Volker noted that NATO must also 
resolve the ISAF troop shortfall 

expressed support for Dutch and UK efforts on that. If 
Afghanistan is in bad shape when leaders gather at Riga 

could overshadow the summit. But if we do our job well be 

fore Riga 

NATO is fulfilling global responsibilities. 


UNSC GRULAC race: Dutch still playing it close 


9. (C) Volker urged the Dutch to support Guatemala\'s lobbying 
effort 

race will be decided. He asked the Dutch to consider the 
credibility of the UN 

Venezuela were to gain a seat. Chavez would use the UNSC 
said 

South America 

rogue states. 


10. (C) Guatemala 
tremendous human rights gains 


; warning last week, just as Prime Minister Singh was leaving for his meeting with Pakistani President 
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peacekeeping operations (including the DRC 

eight troops). V'We are not seeing strong views 

the EU 

a neighboring country of the Kingdom of The Netherlands. We 
will act discreetly.V In a separate meeting with MFA 
Director General for Political Affairs Pieter de Gooijer 
Ambassador Arnall and Volker again raised the issue. De 
Gooijer quietly affirmed that he expected The Netherlands to 
support Guatemala. 

Lebanon 


11. (C) The GONL is still considering the possibility of 
sending a frigate 

under NATO auspices. The cabinet will look into it 

but not if the Lebanese maintain their insistence on a 6 mile 
barrier. Geerts then turned to Lebanon reconstruction 
expressing interest in the results of the joint U.S.-UK 
assessment mission. Volker expressed our concern that the 
money get to the right people 

trust fund 

not have sufficient personnel to place on the ground. The 
Dutch 

expressed interest. 


OSCE: Dutch support Kazakh bid 


12. (C) Volker acknowledged continuing Russian efforts to 
constrain OSCE democracy promotion efforts 

were hopeful of closing out the reform package. We are 

trying to shine the spotlight 

and increase attention to proper treatment of NGOs. He added 
that we absolutely will not consider raising our contribution 
when the budget is reviewed under the Spanish chairmanship. 


13. (C) Volker said the Kazakhs were receiving mixed messages 
on their bid for Chairman in Office 

German support. Geerts said that FM Bot 

informed the Kazakhs that the GONL would support their bid. 
Volker replied that a Kazakh presidency now would not be 
credible 

progress on democracy. An OSCE Chairman on Office needs to 
represent fulfillment of OSCE principles. We have told them 
that we would be willing to support them later 

provided their actions reflect OSCE principles on democracy. 
Volker said that to unravel this 
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travel to Barcelona, Spain from September 19 to September 26, 2006. The purpose of the trip is to r 


drid, Spain from September 29 to October 11, 2006. The purpose of this visit is to attend and presen 
iis visit is to support the Deep Space Network meeting. 2. Post understands no assistance is require 
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for 2009 
for 2011. 


Arms Trade Treaty 


14. (C) Geerts said that The Netherlands supports giving a 
group of experts a mandate to explore the possibilities of 
such a treaty. The Dutch are remaining quiet in their 
support 

\"western\" idea. He hoped that the U.S. would not vote 
against the measure 


Joint Strike Fighter 


15. (C) Geerts and de Groot believed the prosepcts of a JSF 
MOU prior to the November 22 elections looked increasingly 
unlikely. Labor (PvdA) 

against JSF 

exist to gain approval prior to Parliament\'s November 1 
pre-election recess. Geerts added that the issue had become 
extremely sensitive. Volker urged the Dutch to make the case 
for JSF. 


Energy security 


16. (C) The Netherlands 

becoming overly dependent on Russian energy. They needed to 
secure alternate sources 

options to make life difficult for the Russians. Some EU 
countries would 

their relations with Russia. He liked the language developed 

for the Energy Security Conference 

but cancelled. He suggested we continue a dialogue on this. 


Detainee issues: Dutch criticism remains heated 


17. (C) MFA Director General for Political Affairs Pieter de 
Gooijer dedicated his entire 30 minute meeting with Volker to 
detainee issues. De Gooijer was focused exclusively on the 
delicate situation in which Foreign Minister Bot has found 
himself (refs a and d) 

to this in our public statements and meetings with 
parliamentarians. 


18. (C) Parliamentarians Bert Koenders and Hans van Baalen 
foreign policy spokesmen for the Labor Party (PvdA) and the 
conservative Liberals (VVD) 
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largely on detainee issues. Koenders 

the transatlantic relationship 

the parliamentary debate on secret prisons (ref a). As van 
Baalen explained 

speech September 6 provided the ideal opportunity for the 
left to attack the credibility of Bot and his governing 
Christian Democrats. Van Baalen 

coalition partners 

party 

from shared transatlantic values. He said that he shared 
concern over lack of due process in secret prisons 
promised that Liberal criticism would remain well-reasoned as 
long as he was around. 


19. (U) In talks with de Gooijer 

as well as in remarks to the Netherlands Atlantic Association 
and interviews with journalists 

the PresidentVs decisions on removing all detainees from CIA 
detention facilities 

guanranteeing appropriate treatment under Common Article 3 of 
the Geneva Conventions 

newly issued Army Field Manual. Questions dealt almost 
exclusively with detainee issues and Dutch concern that U.S. 
detainee policy had strayed from a commitment to rule of law 
and due process. Volker emphasized repeatedly that this was 
not the case 

to comprehensively address the legal issues 

issues 

to many Europeans. Volker explained that the President had 
now gone to Congress and was asking it to consider 
legislation that would provide a comprehensive legal solution 
to the problems encountered in the war on terror 

with the recent Supreme Court ruling. 


20. (U) Despite Volker\'s repeated focus on the positive 
decisions taken by the President 
coverage of his visit on the fact that 
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had been removed from CIA detention 

remained in place. These stories 

Dutch parliamentary hearings on the subject on September 13 
and prompted several prominent politicians (including FM Bot 
Koenders 

the U.S. position. 


21. (U) PDAS Volker cleared on this cable. 
ARNALL 
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budget money. The unstated implication being that perhaps 
even more TAVs could be conducted if voluntary contributions 
were used. Makhubalo said that ICA would continue to support 
Article VII implementation. He noted that the Assistance and 
Protection budget had been increased by 4.796 

National Authorities by 4.896 

the Associates program by 2.5%. 


3. (U)The Netherlands asked why the two temporary P-2 
positions envisaged to help with Article VII implementation 
were placed in ICA given that the positions would report to 

the Legal Advisor. The Dutch delegate also asked if any 
provision for the staffing of a temporary office in Africa 

had been made. Makhubalo said that the two P-2 positions 
were placed in ICA as ICA is responsible for supporting the 
implementation of Article VII. He said that no decision had 
been made on the possible V'Office in Africa ' as consultations 
were ongoing. 


4. (U)South Africa asked if it would be possible to 

consider increased funding for the peaceful uses of chemistry 
program. South Africa also observed that according to chart 
5 on page 69 

Makhubalo said that both funding and manpower were limiting 
factors so simply increasing the funding levels would not be 
enough unless a commensurate increase in staffing was 
approved as well. 


5. (U) Germany asked about the increase in the number of 
TAVs and where the TAVs would take place. Makhubalo said 
that the budget would be changed to reflect the increase and 
that where the TAVs would occur would depend on the requests 
received by the TS. 


6. (U) Sudan said that ICA was a V'very dear program for 
Sudan and that many developing countries had benefited from 
its programs; ten people who had taken part in the Associates 
Program 


7. (Ч) Iran asserted that the overall .3% increase in the 
ICA budget was really a reduction if one removed the 159 
euros budgeted for the two P-2 positions to work on Article 
VII. Germany observed that part of the reduction in the ICA 
budget was due to the fact that furniture and capital costs 
had been reduced by 100%. The Director of the Budget and 
Finance Branch 

operational core parts of the budget 

had increased between 2.5% and 4.8% depending on the program. 
Austria claimed that 1596 of the ICA budget was not even 
spent last year and that the significant amount of voluntary 
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contributions should be considered by delegations. 


8. (U)lran asked that almost all references to Article 

VII in the budget including paragraphs 3.45 

all references to Article VII in table 9 be deleted. Most 
delegations including NAM delegations seemed annoyed by 
Iran\'s proposal and no delegation supported Iran. Austria 
asked that Iran provide a national paper 

something in writing to outline such extensive editorial 
changes to the budget. The facilitator then intervened and 
said he would note Iran\'s suggestions 

be addressed at a future consultation. The Iranian delegate 
was not pleased with the facilitators\' proposal 


realizing that he was isolated he did not push back. 


9. (U)The Director of PMO 

the PMO budget. He said there were few changes from the 2006 
budget other than a significant decrease in the amount 

budgeted for rental equipment. There were no questions. 


10. (U) The second day of the budget consultations began 

with an examination of the External Relations Division. Rick 
Martin (BFB) noted that the 3.8% increase in ERD\'s budget was 
almost exclusively due to a an increase in the training 

budget (largely a result of the devolution of funding for 

training TS-wide) and an increase in staff costs attributable 

to the larger size of new ERD staff members families and the 
resulting increase in allowances paid to them. 


11. (U) The Netherlands and Switzerland began the 
discussion by lamenting that the OPCW had very little 
visibility on the international stage and asked what ERD 
planned to do to raise the organizationVs profile. The 
Director of ERD 

commemoration of the tenth anniversary of the OPCW would 
serve to raise the profile of the organization. He also 
pointed out that the TS had released over 80 press releases 
in 2005 and hoped to significantly update and improve the 
OPCW website by significantly increasing the amount of 
foreign language content available on the website. 


12. (U) South Africa asked in reference to paragraph 4.52 
what the TS was doing to maintain and improved the OPCW\'s 
relationship with the host country and what the goal of the 
eight assistance visits to be carried out by ERD would be. 

Liu said that the Host Country Committee and the Legal 
Advisors Office would both continue their respective 

dialogues with The Netherlands on a wide range of host 
country issues. He said the eight assistance visits 

envisaged would primarily be visits to non-SP\'s to encourage 
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them to accede to the CWC. 


13. (U) Iran praised the success that the OPCW has had in 
its universality efforts but questioned the wisdom of 

focusing efforts in the Middle East where the prospects for 
success were bleak given the current situation -- at least 
according to Iran. Iran also said that the TS needed to 
inform SPs before making contacts with other international 
organizations. Iran asked what \"other\" travel costs 
constituted. Liu pushed back and said that he believed it 
was important to continue to focus TS universality efforts in 
the Middle East. He also said that the TS would continue to 
have contacts with the UN 

the 1540 Committee 

organizations working in the area of non-proliferation and 
WMD. Liu said that \"other\" travel costs were related to visa 
fees. He added that \"other\" contractual costs covered 
publications costs such as the quarterly publication 
VChemical Disarmament\" and that \"other\" workshops covered 
universality workshops. 


14. (U) Germany objected to the reference to soliciting of 
voluntary contributions found in paragraph 4.43 of the budget 
and suggested that any references to voluntary contributions 
should clearly state that they would be used for specific 
tasks to be designated by the donor. Germany also asked 
rhetorically if simply releasing large numbers of press 
releases had any real impact and ifthere were any plans to 
revamp the quarterly Chemical Disarmament\" publication. The 
Netherlands proposed that the TS press office work with the 
Dutch MFAVs press office to come up with ideas on how to 
increase the visibility of the organization. Iran suggested 
that for clarity\'s sake a word other than \"other\" be used to 
describe miscellaneous budget items in table 28. 


15. (U) The UK asked what training ERD planned on receiving 
with their increased training budget. Surprisingly 
responded that there was not training plan in place for 2007. 


16. (U) Mohamed Louati 
Internal Oversight 
would decrease by 3.5% from the 2006 budget. He also pointed 


out that for the first time in quite awhile OIO was fully 

staffed and that the amount budgeted for training was largely 
realized through steep reductions in the travel budget for 
OIO. 


17. (U) Mexico said it was concerned by the reduction in 
the OIO budget and asked why in table 12 the goal for the 
acceptance or approval of OIO recommendations was not 10096 as 


TICAL COMPANY AT $140 (820 KUNA) PER SHARE. BARR\'S OFFER, WHICH EXPIRES OCT. 11, 
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opposed to 90% as is currently proposed. South Africa asked 
the same question and if the current staffing levels were 
adequate for OIO to carry out its work. Austria suggested 
that the language proposed for key outcomes should be more 
positive in tone. Japan asked what type of training OIO 
would be requesting. 


18. (U) Louati responded that he believed that 9096 was a 
reasonable goal 

the acceptance or approval of OIO recommendations 

one of the highest figures amongst international 
organizations. He opined that some times 

divisions in the TS do reject OIO recommendations as too 
cumbersome or unworkable 

probably not be attainable. He said OIO would be seeking 
training in risk management and specialized audit training. 
On staffing 

full-time staff and that he believed that number to be 
adequate. 


19. (U) Santiago Onate 

Office 

continue to support Article VII implementation in 2007. He 
also said that there might be an increased need for legal 
support for Article X support. LAO would also continue its 
work on privileges and immunities and the drafting and 
amending of procurement rules and regulations. In addition 
LAO would also provide legal support to all of the divisions 
and branches in the TS. Onate highlighted the fact that the 
LAO budget request had decreased by 4% and that this was 
largely due to a reduction in the fees paid to the 
International Labor Organization (ILO) for trying personnel 
cases. 


20. (U) Mexico said that they found the placement of 
Article VII activities in the LAO budget subprogram to be an 
\"anomaly.\" Iran said they did not see any benefit in placing 
Article VII activities in the LAO budget and asked why the 
two P-2 legal officer positions were not being put in LAO as 
opposed to ICA. Austria asked why there was a decrease in 
the amount to be paid to the ILO. 


21. (U) Onate responded that while the mandate for working 
on full implementation of Article VII and the budget for that 
goal were in ICA 

reviewing and drafting national legislation existed only in 
LAO; therefore the decision was made to place the two P-2 
positions in ICA but under the supervision of LAO. He said 
he was not sure if this was the best arrangement 

clear to him that if the positions and funding were placed in 
LAO he would need additional administrative staffing to 
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ented his credentials to President Ismail Omar Guelleh of the Republic of Djibouti. Attendees include 
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manage the positions and resources. 


22. (U) On the amount budgeted for the ILO 

the TS pays a base amount each year to the ILO to have the 
right for the ILO to hear cases. The TS must also pay an 
additional fee to the ILO for each case heard. Onate 
conceded that it was difficult to accurately budget for this 

as there is no way to know how many cases will go to the ILO 
so the amount budgeted is just a best guess taking into 
consideration that the tenure issue has been resolved in 

front of the ILO and there are likely to be few if any tenure 
cases. 


23. (U) The Netherlands asked for reassurance that LAO will 
have access to adequate resources to carry out its work in 
support of Article VII and that ICA will not have a veto or 

the ability to hinder LAOVs work in support of TAVs to work 
on legislation. The UK said that they saw a clear link 
between Article VII implementation and support for Article XI 
activities. 


24. (U) Onate made it clear that ICA would not have a veto 
over LAO support for Article VII implementation. He said the 
bigger problem for LAO in supporting Article VII outreach was 
staffing. He said 

down an ICA request to support Article VII outreach for Yemen 
because the trip was scheduled for the same dates as the 
Executive Council when LAO would be required to provide 
extensive legal support for the TS and the EC. 


25. (U) The review of the Office of Special Projects budget 
was deferred at the request of Iran 
available. 


26. (U)Brian Davey 

Branch (HSB) 

budget request 1.5% lower than the 2006 budget. He said that 
most of the savings was realized by significantly reducing 

the cost of physical exams for new employees. Davey 
cautioned that the amount of turnover and the resultant 
physicals could significantly impact on the expenditures of 

the branch as could the need to deal with any complex medical 
cases. There were no questions from delegates. 


27. (U) The Head of Physical Security 

introduced the Office of Confidentiality and Security (OCS) 
budget. He said that in 2006 

the physical security of the TS. Continued progress was also 
made with the VIS. Hogan said no staffing changes were 
proposed for the 2007 budget. There were no questions. 


G) for anti-corruption programming. Minister of Planning and International Cooperation (MOPIC) Abc 
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28. (U) The next budget consultations will take place on 
October 5. In the meantime 

delegations to report to their capitals and seek guidance for 
the next round of consultations. 


29. (U) Del rep (Larry Denyer) 

and Hung Ly of BISVs Treaty Compliance Division 

Runn 

Branch and successfully finalized the language of the 

facility agreement for plant site Sched2/125. The agreed 
language has gone back to Washington for final review under a 
cover letter from Verification director Horst Reeps to Robert 
Mikulak (L/VER/PRB/116444/06 

Treaty Compliance Division has the task to carry out one last 
confirmation of the agreed language with plant site 

personnel. In their cover letter 

formally to them by September 29 

facility agreement to be considered at EC-47 (November 7-10). 


30. (U) Facilitator Maarten Lak (Netherlands) moderated a 
September 12 informal consultation to consider the status of 
Article VII implementation. Legal Advisor Santiago Onate 
updated the information (summary faxed back to ISN/CB) 
included in the draft progress report (date of information as 
of August 15) 

have yet to establish National Authorities (NA). Of these 
ten 

(Note: Algeria has kept del reps updated on its efforts 
noting that prior to implementing the CWC 

first stabilize its governmental institutions. It informed 
Algeria that Mauritania intends to fully implement its 

Article VII obligations as soon as its government is in a 
position to do so.) 


31. (U) Onate also advised delegations that it is possible 

that Honduras and Liberia may establish NAs before the 11th 
Conference of States Parties. Onate then advised delegations 
that as of September 15 (when Comoros becomes a SP) 

179 SPs had yet to inform the TS of the status of its 
implementing legislation. However 


communication with the TS 


Spanish EU Correspondent Carlos Fernandez-Arias on September 13. Fernandez-Arias said that Sj 
ection session of the State-level House of Representatives (HoR) took place on September 18. The | 


ле Montenegrins celebrate their newly regained independence following a successful referendum in ^ 
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comment or requested models for use in drafting. This leaves 
about 25 that have not communicated what legislation is in 
place or what efforts are being made to implement Article VII 
obligations. Onate indicated that he expected at most one 
state to finalize and enact its legislation before the CSP 

and perhaps four or five might submit legislation to 
Parliaments. 


32. (U) Mexico 

progress report set a very good tone and established that the 
encouragement/cooperative approach was working. China also 
welcomed the steady progress 

cut-off date of August 15 and eventual final versionVs 

cut-off date of September 30 was too early: the EC is in 
November 

cut-off date would be late October 

time to edit and translate the report into all official 

languages and distribute it in time for delegations to send 

it back to capital for analysis and guidance. Instead the TS 
intends to distribute individual sheets with updates as 
progress is made. 


33. (U) Australia (also speaking on behalf of New Zealand) 
welcomed the significant progress in the Pacific Island Forum 
(PIF) states 

report was the result of contributions from SPs who have 
participated in regional meetings 

sessions 

capitals. Australia emphasized that in the two states 
opinions 

rely on the TS to inform states where their efforts and 
contributions can be best put to use. 


34. (U) Germany took the floor 

which nothing is known included the ten without NAs. Did 
this mean that the TS has not received any information from 
22 states? Onate responded that there are various 
communications. For instance 

be received by the Afghan consulate in Amsterdam. At this 
meeting 

but now is not the right moment. It also would be necessary 
to carefully consider the venue 

The Hague or in Kabul. 


35. (U) Status reports: The newly arrived Turkish rep 
informed delegations that beginning in 2004 

drafter of Article VII implementing legislation. The Turkish 
legislation now is in Parliament 

the end of 2006. Belgium noted that at the next 
consultation 

legislation. Sierra Leone 
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NA 

Belgium noted that it would assist the TS efforts to receive 
information from the DROC. 


36. (U) SPs outreach and assistance to implementing states: 
France gave an impassioned summary of its biannual training 
courses in Paris 

participate in any TAVs to capitals. The UK announced that 

it would be holding a follow-up training session for NAs that 
would focus on declarations and industry inspections. Canada 
announced that it would be providing logistical support for 

the upcoming TAV to Haiti. Netherlands announced its support 
for the upcoming meeting for NAs of South African states 
noting that it would be hands-on training vice TS 
presentations. Netherlands also supported the recent TS/U.S. 
TAV to Paramaribo. 


37. (U) Australia 

contribution of 10 

member Keith Wilson\'s PIF TAVs. Wilson\'s efforts to date 
include PNG 

participation in TAVs to PNG and Cambodia 

Australian translation of model legislation into Khmer. 
Australia also noted that Tuvalu 

which little is known 

NZ/Australia-supported TAVs. Both NZ and Australia are 
considering additional voluntary contributions to support 


future TAVs in their region. The U.S. noted its national 
assistance paper (July 2006) 
who had not received them in July. 


38. (U) At a September 11 facilitation on Article X issues 
Hans Schramml (Austria) began with a briefing on the 
activities of the Assistance and Protection Branch in 2006. 
APB chief Gennadi Lutay provided two documents: a six-page 
briefing 

that participated in the courses and events in 2006 (both 
documents were FAXed to ISN/CB). As for the key points: 


-- Lutay made the pitch for one more regional course focused 
on Asia in 2007. 

-- On Africa 

East Africa. 

-- On Central Asia 

Tashkent in about a month to review the efforts 

Norway 


3SADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 1. (SBU) Local media have announced а S 
зіп Lebanon (UNIFIL) on September 14. Following the Iranian President,s visit, Senegalese Preside! 
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focus of the Tashkent meeting is also to determine how 
they can continue efforts independent of TS assistance 
guidance provided by instructors from Switzerland. In 
response to a request from The Netherlands 

APB will provide a report of the Tashkent discussions. 

-- Lutay added that a similar assistance arrangement is being 
considered for African states 

indicated a willingness to help in Africa as well. 

-- The APB budget for 2007 

unchanged. 

-- In response to a question from the Dutch 

some equipment storage is done at the OPCW lab 

also done with the Dutch government. There are discussions 
under way to see if more storage (at reduced costs) might be 
arranged. 

-- In response to a question from Poland 

various types of equipment are needed by the TS 

effective way to proceed is to have offers from SPs listed in 
the new format. That will then generate 

more accurate requests from the TS. 

-- Lutay specifically said that the TS assessment of the 
offers that have been provided so far indicate that there is 
a specific shortfall concerning equipment suitable to 
assisting children. 

-- There is also a problem of limited offers of 
transportation. Recognizing that this is a tall order 

noted that for short-notice requests 

needed. 

-- Lutay also noted that the voluntary fund does not have 
enough money. There currently is enough to handle about 
three days of operations. 


39. (U) The next issue was a briefing on follow-up actions 
concerning Joint Assistance Exercise 2005. Renato Carvalho 
of the Inspectorate provided a two-page summary of follow-up 
actions (FAXed to ISN/CB). The key points: 


-- The training plan for inspectors in 2007 is being 

formulated. He specifically cited the effort to double the 
number of inspectors certified on the X-ray machine as well 
as more live agent training. 

-- In response to a question from the Germans 

reported that the funds allocated for training in 2006 as a 
follow-on to JAE had been spent by mid-year. Additional 
funds were then provided by transferring unused allocations 
from within the Inspectorate. Some of this came from vacant 
posts. 

- The key problem area was communicators for inspectors. In 
response to a question from The Netherlands 

that sub-teams are working at some distance from each other 
so repeaters are needed. 


yral of the World Health Organization (WHO). The election of the next Director General will take plac 
possession of hand grenades exported September 2, 2005 to the Bolivian Ministry of Government. I 


Column 3 

- The team leaders need guidance on how to handle public 
affairs. The recommendation is for training to be approved 

by the end of the year. 

-- The bottom line is that 80-90% of the tasks recommended by 
the Working Group are completed. 


-- A shortened version of the Working Group report will be 
distributed soon. 


40. (U) Iran asked about the composition of the assessment 
team. Carvalho confirmed that it was five TS personnel 
from the U.S. and two from the UK. Iran asked how that 
composition came about 

and UK had offered people. When Iran asked if all SPs had 
been given a notification that they could offer assessors 
Carvalho confirmed this had not been done. Instead 

had been given a chance to send observers 

were over 90. Iran said that this was not the same as 
providing an assessor 

atthis time. (Note: At this point 

what the Ігапіапѕ could actually do to halt any follow-on 
actions. They can certainly complain at the November EC 
the actions being taken are all internal TS decisions.) 


41. (U) Finally 

Vienna on October 1 so the search should begin for a new 
facilitator. He offered to continue in that role from Vienna 

if a new facilitator could not be found and return to The 

Hague as needed. Del rep spoke to Schramml about this after 
the meeting and noted that it was pretty clear that effective 
consultations were hard to do when facilitators are not 

present in The Hague 

advantages in finding a capable 

handle Article X. 


42. (U) Javits sends. 
ARNALL 
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Joint Peacekeeping Forces (JPKF) commander Kulakhmetov noting 
a big increase in incidents 

South Ossetians 

reportedly involving the positioning of artillery aimed in 

the direction of Tskhinvali. (Note: Embassy DAO is 

attempting to confirm this last report. End Note.) End 

Summary. 


Stopped En Route 


2. (SBU) As Reeve explained to us September 16 
round of talks began with an informal meeting September 14 to 


juan officials on August 25: Ministry of Agricultural and Forestry Director General for Animal and Plar 
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discuss the agenda for the formal meeting. At first 
appeared that even this pre-meeting would be a failure 

the Georgians and the other co-chairs -- Russia 

Ossetia 

about the format. Then the Georgians unexpectedly switched 
gears and agreed to an agenda. With the other sides at the 
table for the start of the meeting September 15 

State Minister for Conflict Resolution Merab Antadze called 
to say that Bedniashvili was being refused entry at the 
\"immigration post\" that marks the entry into South 
Ossetian-controlled territory. The South Ossetians claimed 
that they could not guarantee the security of Bedniashvili 
whom they accuse of crimes for his alleged role in the 2004 
hostilities and a September 2005 mortar firing incident. The 
Georgians then traveled back to Gori and consulted with the 
others by phone. Eventually all sides decided the meeting 
would have to be abandoned. 


3. (SBU) Reeve said Bedniashvili had taken part in the last 
JCC round in Moscow 

co-chair Chochiev\'s statement during this latest controversy 
that he would not sit at the same table with him. Reeve said 
the Georgians had included BedniashviliWs name in the 
delegation list given to the South Ossetians a week before 
the meeting 

to them again in passing September 14. Reeve said that 
although the South OssetiansY sensitivities about 
Bedniashvili were well-known 

had never clearly said he would be refused entry 

being warned he would attend. Reeve said the Russian and 
North Ossetian co-chairs told Chochiev at the aborted meeting 
that refusing entry was a \"stupid\" step. That said 

Reeve told us he suspected the Georgians had foreseen this 
turn of events -- and that was likely why they agreed to an 
agenda. He thought they wanted to use the failure of the 
talks to highlight the ineffectiveness of the JCC format. 


4. (SBU) The remaining co-chairs and Reeve agreed to hold 
another round September 27-28 in Vladikavkaz. Antadze also 
agreed to a meeting in Vladikavkaz V'soon 

was not definitively agreed before Antadze departed for the 
UNGA in New York. (Note: The Georgians subsequently told us 
that due to scheduling conflicts they were likely to propose 
October 12-13 for the meeting. End Note.) Russian co-chair 
Popov indicated that the border crossing at Kemo Lars could 
be temporarily opened for the delegations. (Note: This 
suggests there is no real reason for keeping the crossing 
closed. End Note.) Popov there should be \"no problem" with 
the membership of the delegations 

Bedniashvili could attend 


ated press reports about Prosecutor General Iguaran\'s weak leadership and management, damagin 
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Worrying Signs 

5. (C) Reeve stressed the importance of keeping a channel of 
communication open 

perception that the JCC process had permanently broken down 

could have dangerous consequences. He said Joint 

Peacekeeping Forces (JPKF) commander Kulakhmetov had prepared 
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a report -- which was supposed to have been delivered at the 
aborted JCC meeting -- identifying 367 violations of existing 
agreements in the conflict in July and August 

increase over earlier months. The bulk of the violations 
Reeve added 

ominously 

were reporting that there were a number of so-called 
\"Cossacks\" on the ground in South Ossetia. Reeve said there 
was a strong sense that South Ossetian defense and militia 
structures \"can\'t wait\" for the expected onslaught from 
Georgia 

would be for small groups to blow up Georgian gas 

electricity lines that run near South Ossetia. As for the 
Georgians 

indicating that on two occasions in the previous week 
Georgian military had conducted nighttime exercises involving 
the movement of artillery to face Tskhinvali. He said it was 
possible these were regular training exercises 

worrying at the very least because word of such maneuvers 
could not be kept from Tskhinvali for long. (Note: Embassy 
DAO is currently working on sending an observer to the 
reported area -- which is outside the zone of conflict but 

close to Tskhinvali -- to try to confirm these reports of 
Georgian exercises. End Note.) Add in the deadly September 
8 shootout between Georgian and South Ossetian forces 

said 

conflict is headed. 

TEFFT 


79050 
conducted in the U.S. 


3. (U) The U.S. team consisted of Rick D\'Andrea (DOS) 
Scott and Hung Ly (DOC) 

headed the TS side with 12 others from the Policy Review 
Branch 

Branch and the Inspection Division. Following introductions 
on both sides Rick DVAndrea began the discussions by 
outlining the U.S. goal and objectives for these talks and 
handed over an informal outline (that had served as the basis 


y CENTCOM) and civilian political representatives from Coalition partners and prospective partners. 
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for a prior STATE/COMMERCE planning meeting) that included 
topics to be discussed and elements of the V'cooperative 
arrangement.V He stated the U.S. position (per paragraph 5 
reftel) that S&A be conducted in a realistic manner 

into account appropriate Convention provisions and U.S. 
regulations. Next 

presentation on the evolution of S&A in the Secretariat (U.S. 
team has hard copy). Bill stated that in 1997 

entered into force 

the TS announced that they were prepared to do S&A and 
planned an 18 month trial during which S&A would be done at 
about 13 subsequent Schedule 2 inspections in 13 different 
States Parties. The balance of the presentation detailed how 
the TS arrived at this decision. Mr. Sokolowski 

of the OPCW Laboratory 

and the Role of the Lab in Analytical Verification Activities 

of the Secretariat" (U.S. team has hard copy). The U.S. team 
was mainly in listening mode. Further discussion would later 
occur during the visit to the laboratory (see paragraph 5). 


4. (U) Details 
of details the U.S. learned during the discussions and an 
outline of several unresolved issues: 


A. Concerning the basis for S&A 

S&A provides a unique set of information that directly gets 

at whether there are undeclared scheduled chemicals present. 
This unique data can then be combined with the information 
from previous inspection(s) at the declared facility to get a 
clearer picture of inspection-relevant features of the 

facility. The U.S. team reiterated its desire to have a 

rationale for the sampling request as part of the written 
request from the inspection team. 


B. Inspection team size will be five inspectors vice the 
three inspectors normally used for subsequent Schedule 2 
inspections 

vice two. 


C. Concerning the increased time required for the Technical 


Equipment Inspection (TEI) of the S&A equipment and the 
impact that will have on meeting the CWC requirement to get 
the inspection team to the inspection site within 12 hours of 
arrival 

as the inspection mandate was handed over 

\"inspection team\" mean all of the inspectors and not their 
equipment 

reasonable effort to get the V'inspection team\" to the site 
and it took longer than 12 hours 


iche under the Poverty Reduction and Growth Facility (PRGF). The tone of the IMF team\'s meeting 
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documented in the inspection report and have no practical 
consequence. Unresolved was whether the pre-inspection 
briefing and beginning the period of inspection could occur 
prior to arrival of the S&A equipment. The TS strongly 
prefers that these events wait until after equipment arrival. 


D. S&A will be included in the inspection mandate as a work 
instruction. 


E. If the inspection team is unable to do S&A because of 
equipment malfunction 

methods (e.g. 

the trial period. 


F. Concerning support the inspection team will need from the 
U.S. 

2006 and explained that the space they needed for the S&A 
equipment was about five meters of counter space and room for 
a fume hood. Mr. D\'Andrea asked whether the inspection team 
could set up on a loading dock or in a truck? The response 
was yes 

water 

is needed is access to lab bench space with a fume hood. 


G. The Fume Hood. The TS is working toward getting a fume 
hood that meets U.S. technical and safety specifications 

prior to S&A in the U.S. Should they fail to do so 

would have to be willing to provide a fume hood in order for 
S&A to occur. Strong preferences were expressed on both 
sides that the fume hood issue be resolved before S&A takes 
place in the U.S. 


H. Securing the S&A equipment: In the event that a separate 
lockable room is not available at the site 

discussed several possible methods of securing the S&A 
equipment and did not reach a useful conclusion. The TS 
agreed to work on this issue further with the aim of having a 
workable method prior to S&A in the U.S. 


|. The TS estimates that it will take them two to four hours 
to set up the S&A equipment and another four to six hours to 
have it operational. 


J. Get itin writing. The U.S. team pointed out that 22 CFR 
Part 103 sets a number of conditions that must be met for S&A 
to occur 

in writing. The team handed over a copy of this regulation. 


K. Costs: The TS estimates that doing S&A will add roughly 
$15K to the cost of a Schedule 2 inspection. The TS agreed 
to reimburse the U.S. for \"billable\" expenses. Privately 
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Commerce team members expressed concerns that their office 
would expend funds for shipping 

would not be reimbursed because the TS money would go to the 
U.S. general fund. (This reimbursement mechanism is the same 
as at present 

Consequently 

S&A inspection in 2007. 


5. (U) Analysis Mode: The U.S. team visited the OPCW 
Laboratory and was shown sample analyses by two gas 
chromatograph/mass spectrophotometer (GC/MS) instruments 
operating in OPEN mode and one operating in BLINDED mode. 
The controlling software in both cases is AMDIS (Automated 
Mass Spectra Deconvolution Identification System). Both 
modes display the same analytical result 

mode the analyst has a number of additional data access 
options available upon request. Use of one or more of these 
options would be needed to resolve an ambiguous analysis. If 


AMDIS BLINDED mode is selected the GC/MS wipes the OPEN mode 
additional analytical options off the hard drive. Resolution 

of ambiguous analysis results would then require installation 

of a replacement hard drive containing the other software 
configuration 

The TS strongly favors operating in OPEN mode. This issue 

remains unresolved. 


6. (U) Overall 

productive in terms of understanding operational details. 
Issues remain 

experience in S&A at Schedule 2 inspections during the trial 
period. 


7. (U) Javits sends. 
ARNALL 
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1. (U) On September 11 tribal 
in Dhi Qar province signed an Honorable Covenant in support of 
the non-violent resolution of disputes. Governor Aziz Kadhum 
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al-Ugali convened the conference that brought the participants 
together to sign the Honorable Covenant. There were 
approximately 200 participants 

cooperation and tolerance in the province 

Coalition Forces. 


2. (U) As provided to REO Basrah from the Dhi Qar government 
the main points of the Honorable Covenant include adherence to 
the following principles (informal translation follows): 


- Achieving full independence for our country through realizing 
the desire to rid the country of foreign powers as soon as 
possible. 

- Working earnestly towards the reconstruction of Iraq and 
achieving a long-lasting peace in the country. 

- Using Islamic principles that forbid the spilling of blood 

and money and to protect the sanctity of Islam. 

- Forbidding use of arms during conflicts between religious 
political and tribal parties. 

- Keeping weapons only in the hands of the Iraqi security and 
military forces. 

- Respecting the rule of law and working within the judicial 
framework when seeking resolution of disputes. 

- Making illegal trespassing in public places for personal use. 
- Spreading the spirit of tolerance and understanding and 
rejecting racism and sectarianism. 

- Using religious institutions only as places of worship and 
culture for all people. 

- Boycotting and severing relations with any religious 

political 

that do not adhere to the points of this covenant. 

- Assuring that government and security officials not abuse 
their power and do not encroach on peoples rights. It is the 
responsibility of the security forces to ensure enforcement of 
this. 

- Affirming the right of citizens to present complaints to the 
provincial council if they are subjected to any injustices by a 
state institution. 

- Calling on women to carry out their active roles as mothers 
wives and daughters in order to educate those around them to 
cooperate with the security forces. 


The agreement was drawn up by the Dhi Qar provincial council 
chairman 

representatives from most political parties 

clerics and other local leaders. 


3. (C) Comment: The undertaking is a positive sign that the 
governor and provincial council are taking steps to promote 
cooperation and tolerance not only among the citizens of Dhi Qar 
but with Coalition Forces as well. The impending turnover of 
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security control from Coalition Forces to the Iragi Government 
prompted the Dhi Qar government to present the Honorable 
Covenant for signature to prominent members of the community. 
As a precursor to Provincial Iraqi Control (PIC) on September 
21 

rights and security statement is a major public relations coup 
for the governor. Whether the transition to PIC in Dhi Qar will 
happen smoothly will not be known for some time 

agreement establishes the framework needed for PIC to be 
successful. End comment. 


GROSS 


79052 
Niigata Prefecture. 


Talks have repeatedly been conducted in the postwar period to 
discuss returning the Yokota airspace 

straddling over Tokyo and eight neighboring prefectures. Under the 
airspace sit the Yokota 

airspace is restricted to US military aircraft 

that wants to enter the space must obtain permission from US forces 
in advance. 


The ongoing talks were prompted by the project to expand Haneda 
Airport to meet growing passenger demand. The number of annual 
flights to and from Haneda Airport will increase from the current 
296 

fiscal 2009. 


An additional 2 

to be operational in the spring of 2010 

annual flights to and from the airport from the current 200 
220 


The Land 

the US in close cooperation with the Foreign Ministry and the 
Defense Agency 

initially. As a result 

force realignment final report specifying that: (1) air traffic 

control over the Yokota airspace shall be partially returned to 

Japan by September 2008; and (2) airspace subject to reversion shall 
be determined by October 2006. 


The two countries decided to continue discussing a total return of 
the airspace 
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for a deep cut in the Yokota airspace 


at risk of losing approximately $50 million of Global Fund monies due to poor program management : 
iring Deputy Assistant Secretary of Commerce Holly Vineyard\'s September 16 meetings SIPDIS in ^ 
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civilian aviation industry is also watching attentively to what 
extent the US will reduce its Yokota airspace. 


Even a partial return of the airspace is expected to increase flight 
safety 
consumption 


The challenges of reversion of airspace control involve the Yokota 
base in Tokyo 

Okinawa. Of them 

returned to Japan by the end of fiscal 2007. Japanese air traffic 
controllers are undergoing training. 


The question of returning airspace is closely associates with 
security. Special airspace must be dissolved. The government must 
work harder to regain sovereignty over skies once and for all. 


Sept. 20 falls on Air Day 

designated in 1940 in commemoration of Japan\'s first powered flight. 
Japan\'s defeat in WWII disrupted the tradition. The tradition came 
back to life in the new name in 1992 

resumed civilian aviation. Let us resolve the longstanding airspace 
issue so that we can celebrate the anniversary wholeheartedly. 


(2) Itokazu decides to run in Okinawa gubernatorial election; US 
force realignment to be top issue in campaign 


OKINAWA TIMES (Page 2) (Excerpts) 
September 20 


(Commentary) 


Six opposition parties have decided to jointly field House of 
Councillors member Keiko Itokazu 

election. In a press briefing to announce her candidacy yesterday 
Itokazu stressed her opposition to constructing new facilities 
including one to relocate the US Marine Corp\'s Futenma Air Station 
to a coastal area of Camp Schwab. In the Nov. 19 election 
candidates backed by the ruling and opposition camps will engage in 
one-on-one fight 

forces in Japan. Although the campaign period is extremely short 
the work to lay down basic policies for Itokazu has yet to start. In 
the opposition camp 

Japan-United States security arrangements 

(SDF) 

coordinate views quickly. 


Asked about why she decided to accept the request 
emphatically said in a press conference: 


VIf a person who tolerates plans to build new bases in the 


the programs mentioned have been completed, except the Last Mile Initiative and the PAS program. 
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realignment of US forces in Japan is elected as Okinawa governor 

the prefectureVs future will be in danger. ... | am opposed to all 

decisions that could lead to war. | am determined to convey to the 
governments of Japan and the United States Okinawan residentsV views 
on the base issue that will be affected by the governorVs stance. V" 


The six opposition parties share basic views 

to constructing new military bases in the process of realigning US 
forces in Japan. For Itokazu 

movement and later became a politician 

issue is a nonnegotiable political item. In order to obtain support 
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from Tokunobu (?) Yamauchi 
she cannot allow herself to compromise in that policy stance. 


Even so 
Minshuto (Democratic Party of Japan) may step back from her. 


Following ItokazuVs decision to run in the election 

fielding its president 

member said: V'Now that President Shimoji has dropped his candidacy 
all six parties can back Itokazu.\" 


(3) Itokazu to officially declare candidacy on Sept. 23 in Okinawa 
gubernatorial election in response to request from six parties 
opposition to Futenma coastal relocation plan 


OKINAWA Times (Page 1) (Full) 
September 20 


House of Councillors member Keiko Itokazu 

candidacy yesterday as a contender jointly backed by six opposition 
parties in the Okinawa gubernatorial election set for Nov. 19. The 

six parties are the Social Democratic Party; Okinawa Shakai Taishuto 
(Okinawa Social Mass Party); the Japanese Communist Party; Minshuto 
(Democratic Party of Japan); the Liberal League; and Sozo 
(Imagination). Itokazu 

(Okinawa Social Mass Party) 

of my role 

stride toward victory and regain the helm of the prefectural 
administration from the ruling camp." She expects to officially 
announce her candidacy on Sept. 23. 


With the slogan of V' pursuing a peaceful prefectural administration 
Itokazu takes the stance of opposing the controversial plan to 
relocate the US Marine Corp\'s Futenma Air Station to a coastal area 
of Camp Schwab. This plan is included in the final report on the 
realignment of US forces in Japan. She will try to win support from 


travel to the Netherlands from September 30 - October 8, 2006 to discuss and compare geology of t 
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the prefectureVs residents by setting forth the debate over the 
coastal plan as the central issue in the campaign. 


Upon expressing her opposition to the coastal plan 

VIf a person who tolerates the plan is elected as Okinawa governor 
the future of Okinawa will be exposed to risk. In order to defend 
our lives and livelihood 

feelings to both the Japanese and United States governments. V 


Asked why she decided to run in the election while in office as a 
member of the House of Councillors 

over the past elections 

together 

request from the six opposition parties to field a unified 
candidate 

that arrangements will be made for the parties to take joint steps 
and make utmost efforts. V" 


After the political party Sozo 

support Itokazu 

explain in the general meeting planned for Sept. 22 about why our 
party also support the candidate fielded jointly by other five 
parties. V' But he added: \"Ms. Itokazu has not presented her policy 
stance. It is necessary to take time to look into how we should 
support her. V 


Prior to presenting the request to Itokazu 
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parties confirmed that they would remain unwavering in their basic 
stance 

decision was made for Okinawa Shakai Taishuto to take charge of 
making arrangements for joint struggle. The chairman of the 
supporters\' group for Itokazu said: \"Since this is a quick campaign 
each day is important. We would like to form a united front to 
regain the helm of the prefectural political power.\" 


(4) Revision to Money Lending Control Law reveals foreign companies 
are eating into Japan\'s consumer financing 


SHUKAN SHINCHO (Page 38) 
September 28 


The issue of revising the Money Lending Control Law has drawn public 
attention in various ways due in part to lawmaker Masazumi Gotoda\'s 
resignation as Cabinet Office parliamentary secretary. After much 
furor 

special-exception interest rate from 28 PERCENT to 25.5 PERCENT 
and cut short a period in which interest rates topping the level are 


3 PHNOM PENH 00001723 001.2 OF 003 1. (SBU) Summary. The Cambodian government (RGC 


Jirector General for European Affairs and International Relations at the Ministry of Finance. Portugal f 


to the Netherlands from September 30 - October 9, 2006 to wgork on collaborative projects at the U 


ngton, to layover in the Netherlands on his way to Johannesburg to conduct a workshop on modeling 
'gets near the eastern coast of Batticaloa, Defense spokesman Keheliya Rambukwella told the press 
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allowed under the Interest Rate Limit Law from the original nine 

years to five years. A political news section reporter of this 

weekly magazine noted: \"With an eye on the Lower House by-elections 
in October and next year\'s Upper House election 

Council Chairman Hidenao Nakagawa managed to reach a settlement. 
However 

The settlement was like a cross between intra-party arguments for 

and against the existence of interest rates topping the level 

allowed under the law.\" 


Will this legislation really settle the multiple debts issue? The 
venue of deliberations on thorny issues 

suicides of borrowers insured by lenders and the cause of such 
suicides 


The extended furor has revealed clearly the existence of pressure 
from foreign companies. 


A financial journalist said: V'Several organizations representing US 
financial institutions have applied pressure on the Financial 
Services Agency (FSA). For instance 

(FSF) formed by 20 US leading financial institutions sent a letter 

to FSA Director General Kaoru Yosano 

on interest rates 

sharks. The letter also noted that they also sent copies to a US 
under secretary and assistant secretary at the Treasury Department. 


They did this because US companies now have become a formidable 
presence in JapanVs consumer financing market. The same journalist 
added: 


\"Of the seven leading consumer financing companies in Japan 
Citigroup-affiliated CFJ ranks fifth 

two companies are members of the FSF. Unlike the saturated credit 
industry 

Furthermore 

financing companies 

this business. As such 

affair for them. V 


It is not unusual to see blue-eyed loan sharks in Japan these days. 
(b) Kagefumi Ueno named ambassador to Vatican 
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Jant to section 508 of the Foreign Operations Appropriations Act in response to the September 19th c 


ies, Environment, and Water Resources, and Petroleum Development Oman (PDO), concluded a su 


Service Operation Team SD 07-44 R58 to travel to The Netherlands from October 16 - November 13 
acurity Officer Major Adil Abdul Wahab met with ARC Officer on September 16 to discuss the purpose 
He thought the session had gone well (see septel for details; | doubt most of the Western diplomats, 
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The government decided at a cabinet meeting on Sept. 12 to appoint 
Kagefumi Ueno 

Training Cooperation Organization (JITCO) 

Vatican 

announced the same day. 


Shinichi Kitaoka 
representative of Japan to the United Nations in April 2004 
return to the University of Tokyo as of Sept. 13. 


Ambassador to Vatican Kagefumi Ueno: Graduated from the University 
of Tokyo; entered the Ministry of Foreign Affairs (MOFA) in 1972; 
served as managing director of the JITC since February 2004 

having served as ambassador to Guatemala; age 58; born in Tokyo. 


Ambassador to Tanzania Makoto Ito: Graduated from Nagoya University; 
entered MOFA in 1972; served as consul general at Detroit since 

March 2003 

Affairs (the name of which was changed to protocol chief in August 
2003) of the Metropolitan government; age 57; born in Aichi 

Prefecture. 


Ambassador to Jamaica and to Bahamas and Belize Masahiro Obata: 
Graduated from Chuo University; entered MOFA in 1968; served as 
consul general at Kota Kinabalu since March 2004 

deputy chief of protocol; age 60; born in Niigata Prefecture. 
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ran a front-page banner headline that read "То Communicate with Bian 
over Exit Mechanism 

to Help Resolve Political Chaos.V The pro-unification \"United Daily 
News also ran a banner headline on page six that said: Watching 
Political Developments 

of Ousting Bian.\" The pro-independence \"Liberty Times 

biggest daily 

that read \"Shih Ming-teh Calls for Negotiation 

Remains Unmoved.\" 


2. In terms of editorials and commentaries 

editorial calls for tolerance in dealing with the clashes between 

the people who oppose President Chen and those who support him. A 
\"United Daily News\" editorial urged the Legislative Yuan to consider 
launching a presidential recall motion for the second time. An 

editorial in the limited-circulation 

English-language V'Taiwan News\" said Taiwan needs a cease-fire and an 
end to political confrontations between the ruling and opposition 

parties. End summary. 


A) VBe Tolerant and Sympathetic toward the Various Anxieties of the 


-oreign Assistance Act. Post has no derogatory information. 2. (U) The names of the proposed cand 
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Red-Shirted and Pro-Green Groups" 


The pro-status quo \"China Times" [circulation: 400 
editorialized (9/20): 


\"The confrontation between the red-shirted people who want to oust 
Bian and the Green pro-Chen supporters seems to be spreading to 
every part of the island. Regardless of the question of whether 
such clashes will escalate 

being directed to become battles among the Taiwan people. ... For 
Taiwan 

inside the island 

sovereignty. Instead 

System that has been trampled on and torn down 

significance of right and wrong 

for the operation of Taiwan\'s democracy. It is fortunate that the 
VOust Bian\' movement this time has risen beyond the traditional 
labels that distinguish different political parties 

and unification and independence. The enthusiastic participation of 
women and youth in the campaign also manifested a new 

genuinely honest power 

grief. Taiwan has found its future in this power; and it\'s up to 

the Blue and the Green camps each to decide if they also view it the 
same way. V 


B) VLegislative Yuan May Consider Launching Recall Motion for the 
Second Time 


The pro-unification \"United Daily News\" [circulation: 400 
(9/20): 


VOn the night of September 15 

the streets of Taipei City like red lava. In the face of such a 
situation 

Presidential Office but is also unable to manage the country 
effectively. Even when he left the capital and went to other 
cities 

he has lost all his dignity. Should this situation continue 
national affairs will be left unattended 

function and be stuck in stagnation for the next 20 months. Now is 
the time for the Legislative Yuan to consider launching a 
presidential recall motion for the second time! The timing for 
launching such a motion should be at the moment when the 
investigation report on the special account for affairs of state 
case is made public. ... 


V'The purpose of launching a second recall motion is to use key 
issues 

affairs of state 

Taiwan Solidarity Union (TSU). The TSU 

for the first recall motion 


dian Ambassador Mukherjee told the Ambassador that he had heard that the recent meeting betweer 
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now. The DPP will also have to cope seriously with the second 
recall motion in the face of [the investigation report] which may 
possibly say VWu Shu-chen is indicted on the charges 
involvement in the case is sealed for the time being and will be 
charged after he leaves office.V ...V" 


C) \"Time for Dialogue 


The pro-independence 

20 

Y... Taiwan needs a cease-fire and an end of political confrontation 
between the governing ruling and opposition political forces and for 
all sides to step back from short-term partisan interests or 

personal resentments to engage in dialogue on TaiwanVs needs in a 
broader perspective. The recent campaign 

campaign and the VFormosa Sunshine\' rally 

growing public eagerness for cleaner government 

stability 

governance and rule of law through democratic political institutions 
and an independent judiciary. Taiwan\'s democracy may not be 
perfect 

Any resource to extremist measures that contravene the principle of 
democratic change under a constitutional order will constitute not a 
progressive VrevolutionY but a regressive Ycounter-revolutionV that 
will annihilate our difficult but considerable democratic progress. 
Only by ending political confrontation and restarting dialogue can 
Taiwan enter the next stage of democratic deepening and 
consolidation. V 
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United States. This would allow the RTG to demonstrate that 
it was adhering to its immigration law. Winai acknowledged 
that the RTG had discussed a case-by-case approach with the 
USG 

issue. 


8. (C) Turning to the Petchaboon Hmong 

that the USG was concerned that the RTG not take actions 
including deportation 

safety. The USG was also concerned about a possible food 
shortage among this group. Winai replied that the RTG hoped 
over the long term to address the Petchaboon Hmong with the 
Lao government. The issue was difficult 

governments help 

said he had discussed the food situation with the UN country 
team and hoped that a recent UN assessment would help solve 
the problem. The RTG did not want to make a contribution 
because that would send the wrong signal to the Hmong 
including those in Laos 
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able to stay in Thailand over the long term. 


9. (C) Winai said that the RTG would try to move the 
Petchaboon group to another 

Lao border in the hope that they would be encouraged to 

return to Laos. Most of the group were from Laos 

some who entered Thailand after the announcement of the Wat 
Tham Krabok resettlement program. Some were Hmong from 
northern Thailand who had highlander status 

Petchaboon seeking U.S. resettlement. Winai said that the 
group was free to leave Petchaboon and return home. However 
they did not seem to want to do this. If resettlement was 

not possible 

noted that the budget situation was tight 

to see if there might be USG funding available to alleviate 

any food shortage. 


10. (C) A/S Sauerbrey noted that Thailand had large labor 
needs and asked why the RTG could not issue work perQts for 
Burma border camp refugees. Work was important for refugees 
especially for young persons 

situations. Winai replied that the RTG was concerned about 
this issue. During a visit to a refugee camp 

Minister had said that additional refugee vocational training 
would prepare Burmese refugees for resettlement or 
repatriation. Some Thai investors were interested in 
employing refugees as factory workers in locations distant 
from the refugee camps and close to cities. The RTG was not 
comfortable with this. The refugees might decide not to 

return to the camps when their Qployment ended. It would be 
better to establish factories close to the refugee camps and 
have the refugees leave and return to the camps on a daily 
basis. Winai concluded that the RTG agreed that the status 
quo could not continue and all would benefit by increased 
training 

camp refugees. 


11. (C) Winai said that IOM had asked him to encourage the 
USG to consider the Wat Tham Krabok site as a transit center 
for future resettlement processing. The sites owners had 
agreed to the sites use for this purpose and the RTG was 
prepared to help. Refcoord responded that PRM was aware of 
this idea 

the uncertainty until now about future refugee resettlement 
flows from Thailand. With the progress on material support 

it might be possible to think about this concept. 


Meeting with Ministry of Interior 


12. (C) In an August 28 meeting 


dispatching DS agent Aylward who is serving a critical function supporting RSO at Embassy Damasc 


за first response to a potential Al outbreak. While the GOC\'s AI policy planning and monitoring regim 
ABLE TO ARRIVE, GOC PRESSES ON WITH RENEGOTIATIONS REF: NDJAMENA 1137 1. (SB 
adoran candidates for participation in the Legal Aspects of Counter Terrorism MET at the Salvadoran 
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Permanent Secretary Chairerk Distha-Amnaj welcomed A/S 
Sauerbrey\'s news about the material support waiver extension. 
In response to a question regarding RTG policy about work 
opportunities for camp refugees 

to relocate those Tham Hin refugees who remained after the 
completion of the U.S. resettlement program. The RTG would 
need some assistance with funding 

ten times the size of Tham Hin. The provincial governor 
would have the authority to invite companies to locate close 

to the site to provide work opportunities for the refugees. 


13. (С) A/S Sauerbrey noted the importance of family unity in 
the U.S. refugee resettlement program and asked that the RTG 
develop special procedures that would allow timely 
resettlement processing and exit permits for immediate family 
members who joined a case late in the process or were P3 or 
visas 93 beneficiaries. Chairerk responded that persons in 
these categories would have to be approved first by the 
Provincial Admissions Boards 

procedures to facilitate this process. A/S Sauerbrey also 

urged Chairerk to issue individual identification cards to 
refugees 

responded that the RTG expected to issue the cards before the 
end of the year. 


14. (C) In response to a question about the Petchaboon Hmong 
Chairerk stated that the RTG wanted to return them to Laos 
over the long-term 

stay for awhile." The RTG was unsure how to deal with this 
problem. It would not send the group back to Laos 

involuntarily 

safe. Chairerk said that some of the group were Thai-Hmong 
and the RTG did not want them to disperse from Petchaboon. 


Meeting with Ministry of Foreign Affairs Permanent Secretary 


15. (C) During an August 28 meeting with Ministry of Foreign 
Affairs (MFA) Permanent Secretary Krit Garnjana-Goonchorn 
A/S Sauerbrey announced the extension of the material support 
waiver and said she was also hopeful that there would be a 
change in U.S. law that would help those refugees not covered 
by the waiver. Krit welcomed the news on material support 

and expressed gratitude for U.S.-Thai cooperation on refugee 
matters. Resettlement of Karen was a good solution for a 
protracted refugee situation. 


16. (C) A/S Sauerbrey said the USG was concerned about the 
Petchaboon Hmong situation. A/S Sauerbrey asked if the RTG 
had heard anything from the Lao about the 26 Hmong minors. 
Krit lauded U.S.-RTG cooperation on the Wat Tham Krabok 


{USALEM 1286 Classified By: Acting Principal Officer Thomas Duffy, Reasons 1.4 (b) a nd (а). 1. (t 
> Futa of the Alliance for the Presidential Majority (AMP) said the alliance now counts over 270 of 500 
M, XA, XH, XB, XF, FR SUBJECT: PARIS CLUB - SEPTEMBER 2006 TOUR D'HORIZON SENSIT 


alvadoran candidate for participation in the Advance Language Instructor Course at the Defense Lanç 


ca Laura Mircea. Mircea noted that there was no solution to the Lebanese situation without Syria, anc 
jram (SMP) until the end of 2006, due mainly to the ongoing electoral process, security concerns, an 
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resettlement program 

was the Petchaboon Hmong situation. The RTG was trying to 
handle the Petchaboon group in a manner consistent with its 
humanitarian tradition 

pull factor. The RTG did not envision further resettlement. 
The RTG had had little success in discussing this issue with 
the Lao government 

Laos. Krit said the Lao government was still saying it could 
not locate the Hmong minors. 


17. (С) A/S Sauerbrey said the USG had great interest in 

North Korean refugees and understood Thai sensitivities. 
There were now 28 North Koreans in Thailand who were seeking 
U.S. resettlement. A/S Sauerbrey said that the USG wanted to 
quietly process the group for resettlement. She suggested 

the \"deportation\" idea previously mentioned to General Winai. 
Noting that Under Secretary Dobriansky had called him about 
the North Koreans 

the pull factor. The Thai National Intelligence Agency 
estimated there were 20 

Thaiand. There had to be an end in sight to any U.S. 
resettlement to provide a sufficient comfort level. The 
emergence of smuggling rings related to the North Koreans 
while not yet sinister 

applying a draconian policy and was not acting in a manner 
inconsistent with its humanitarian tradition. South Korea 

was a clear alternative destination. A/S Sauerbrey responded 
that the USG did not envisage a massive flow of North Koreans 
going to Thailand. More were moving to Mongolia. (Note: 
Following the departure of A/S Sauerbrey 

Ambassador that there might be some progress soon on some of 
the pending North Korean processing requests. We 
consequently received RTG permission to resettle 16 North 
Koreans in Thailand to the U.S. See Reftel. End note.) 


Meetings with IOM and USAID 


18. (U) A/S Sauerbrey told IOM Representative for Southeast 
Asia Irena Vojackova-Sollorano about the extended Karen 
waiver and the likelihood of a Chin ethnic group waiver in 
coming months. Vojackova-Sollorano responded that IOM had 
still not received Malaysian government permission to open an 
office in Kuala Lumpur but was cooperating well with UNHCR 
and could handle increased Chin resettlement by sending staff 
from Bangkok. She urged A/S Sauerbrey to consider opening a 
refugee resettlement transit center at Wat Tham Krabok given 
the expanded Karen waiver. Such a center would require $2.5 
million in start-up costs for a facility able to handle 

2 

be repaid within two years by the operational savings of 
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having a transit center. Camp resettlement programs 

Tham Hin 

efficient to have a residual IOM operation in Tham Hin at the 
same time that IOM was setting up operations elsewhere to 
support U.S. resettlement efforts in other camps. IOM staff 
also provided a overview of their migration and 
anti-trafficking activities. 


19. (C) In August 30 and 31 meetings 

a USAID briefing on its assistance activities for migrant 
workers and camp refugees in Thailand and internally 
displaced persons in eastern Burma. ARC and IRC 
representatives provided information about their PRM-funded 
refugee camp activities and their need for additional funding 
to conduct income generation and sex and gender based 
violence assistance activities. The USCIS District Director 
provided a briefing on his officeVs refugee interviews in the 
region and his views on the Chin and Montagnard caseloads. 
The head of the Thailand-Burma Border Consortium discussed 
recent changes in RTG refugee policy and the background of 
the current Burma border refugee situation. 


20. (U) This message was cleared by A/S Sauerbrey. 
BOYCE 
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Will work to achieve international support for the movement 
protect the rights of ethnic Azeris in Iran 

information and support to the movement. End Summary. 


2. (C) Opening the National Movement of South AzerbaijanVs 
12 September conference 

Etibar Mammadov stated that the May 2006 demonstrations by 
Iran\'s ethnic Azeri community had catalyzed Azeris everywhere 
and spawned a \"national movement" seeking to guarantee their 
rights. Citing the increased national awareness of Iran\'s 

ethnic Azeris and their demands for greater national 

cultural 

support of the international community. He made numerous 
references to the conflict in Nagorno-Karabakh 

treatment of ethnic Azeris in Iran is no different from that 
experienced by Nagorno-Karabakh\'s former Azerbaijani 
community. Concluding 

to support the V'national reawakening\" of Iran\'s ethnic Azeris 
by consolidating their efforts and helping to better 

communicate the demands of ethnic Azeris to the international 
community. 


not clear. Both in the informal and formal economies businesses suffered losses due to both closure 
candidates for participation i the Strategy and Defense Policy Course at the Cnter for Hemipheric De 


1d orderly manner. There were no reports of widespread violence and unconfirmed reports of isolate: 
e protect accordingly. 2. (SBU) On September 20, following a brief pre-meeting, Polcouns and Russ 
to Article 19 of the UN charter. Exemptions to Article 19 (loss of vote) are considered in light of reque 
of performing routine maintenance of Aerological Soundings equipment. 2. Per reftel, Embassy und 
ing operations. Annex One contains current amounts payable by the U.S. Government as follows: O 
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3. (C) Following Mammadov's call-to-action 

another Azerbaijani advocate of Iran\'s ethnic Azeris 
provided an extensive overview of the oppressive measures 
undertaken against the ethnic Azeri movement by Iranian 
authorities. Drawing upon an extensive array of video and 
photographic evidence 

Islamic RepublicVs \"ruthless suppression" of its ethnic 
Azeris. The final speaker to address the conference was 
Ahmad Obali 

GunAz Television (a Chicago-based satellite television 
station that broadcasts to Iran\'s ethnic Azeri population). 
Obali\'s speech provided participants with detailed insights 
into the nature and scope of the May 2006 protests 

details of IranVs efforts to weaken its ethnic Azeri 
population through assimilation 

everywhere to become more self reliant and start working 
together to better support their ethnic brethren in Iran. 


4. (C) Participants in the conference represented a wide 
range of political parties 

and media outlets. Notable participants from the Azerbaijani 
political opposition included Members of Parliament Asim 
Mollazade and Panah Huseynli 

chairman of the Azerbaijan Democratic Party 

Elchibay 

in attendance were opposition politicians and Members of 
Parliament with allegedly close ties to the government 
locally referred to as the V'pocket opposition." One 
conference participant noted their presence 

that this was a clear indication that the government was 
sensitive to ongoing opposition criticism of the GOAJVs 
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position on the status and treatment of ethnic Azeris living 
in Iran (the GOAJ having taken an extremely low-key public 
stance on the May 2006 protests). 


5. (C) A number of human rights activists and 
representatives from international Azeri organizations also 
participated. Advocates for ethnic Azeris included Murad 
Saddadinov 

and Tunzala Rustamkhanli 

Armenian and Iranian Azeri populations. A variety of 
Georgian Azeri organizations participated as did 


Id also attend the U.S.-EU ministerial meeting following. New Political Director Gerard Araud would r 


ıtion on the success of the UN Democracy Fund (UNDEF) and highlighted the need to show support 
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representatives from international political organizations 
Seeking greater independence for Iran\'s ethnic Azeris. These 
included Ajdar Taghizade and Ali Nicat of the World 
Azerbaijani Congress (DAK) 

Federation of Sweden 

Azerbaijan National Awakening Movement (GAMOH) Agri 
Qaradagli 

Independence Party (GAIP). Later in the conference 

five representatives along with the three keynote speakers 
were selected to form the movementVs \"coordination council. V 
Tasked with achieving international recognition of and 

support for the movement 

head the new council. 


6. (C) Local journalists participated in the conference and 
media coverage was extensive. In addition to local media 
coverage 

the event. Mrs. Zahra Sayyadi 

Islamic Republic News Agency (IRNA) 

also attended. 


7. (C) Comment: The day-long conference at the four-star 
Europe Hotel was surprisingly well organized and funded (it 
is not clear who provided funding for this event or who is 
backing the movement financially). Following the keynote 
addresses 

sessions were held 

meet and share their views. Despite numerous references to 
the Nagorno-Karabakh conflict and attempts by some 
participants to draw parallels and connect the two issues 
these efforts did not distract participants from the task at 
hand. Also noteworthy was the near total absence of any 
criticism of the GOAJ or international community for failing 
to act in support of Iran\'s ethnic Azeris. However 

days later in a local newspaper article 

accused the U.S. of having \"supported the mullah regime in 
гап\" by remaining silent and not speaking out in support of 
ethnic Azeris during the May protests. End comment. 
DERSE 
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the torch of reform 


3. (U) Diet members began voting at 1400 local time 
according to an Embassy Tokyo contact in the LDP\'s election 
office. The prefectural chapters began counting their 

ballots earlier in the day; timing the entry of the results 


da #1235) on September 13, 2006. The original Diplomatic Notes were also mailed on this date. 2. 
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into a database maintained at the national headquarters 
office in Tokyo to coincide with the Diet member voting. A 
general meeting of party members later in the afternoon 
accepted the resignations of Koizumi and other party 
executives from their party posts. The other outgoing 
executive members were Secretary General Tsutomu Takebe 
General Affairs Council Chairman Fumio Kyuma 

Affairs Research Council Chairman Hidenao Nakagawa. 


4. (U) The candidates competed for a total of 703 votes; 403 
from LDP Diet members and 300 allocated to the LDPVs 
prefectural chapters on a proportional basis (reftel). One 
Diet member vote was invalidated during the counting. The 
voting breakdown followed recent polling trends fairly 
closely: 


Diet Prefectures Total Percent 


Abe 267 197 464 66.1 
Aso 69 67 136 19.4 
Tanigaki 66 36 102 14.5 
Total 402 300 702 100.0 


5. (SBU) Comment. Aso and Tanigaki had been neck-and-neck 
in polls over the past few months 

finish slightly stronger. According to NHK News 

campaign to deny Abe an even more lopsided victory seems to 
have gained some traction in recent weeks 

Tanigaki to garner more votes than originally anticipated. 

Of the two 

more vocal opponent of Abe\'s policy line 

showing might have been seen as a bell-weather of opposition 
to Abe within the party. His third place finish gives Abe a 

much clearer mandate. Voter turnout among LDP members in the 
prefectural chapters was 61.5 percent 

from the last LDP election three years ago 

Abe\'s insurmountable lead. 
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process. The U.S. goal was that the U.S.-ROK alliance and 
combined military capability stay as strong after the 

transfer as they are now 


SEPTEMBER 14 SUMMIT - DISCUSSION OF OPCON 


6. (C) The Ambassador said the September 14 summit proceeded 
from the assumption that the transfer of OPCON was a common 
goal. He said President Roh acknowledged the controversy 
regarding transfer of wartime OPCON in Korea. The conclusion 

at the September 14 summit was that the issue not be 


| broadcast scenes from Bembavs political rally on July 27 that had resulted in looting and police deat 
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politicized 

for consulatations to determine the most suitable timing of 
the transfer. The final decision could be made by Defense 
Ministers after military experts agreed on a roadmap 


outlining steps to transfer wartime OPCON adn the timing. 

One of President BushVs goals at the September 14 U.S.-ROK 
summit was to reassure the Korean people that despite changes 
in the structure of the alliance 

strong commitment to Korea. In addition 

reduction in U.S. troops stationed in Korea from 37 

25 

lethal today as it was when there were more troops stationed 
here. 


7. (C) On the issue of timing 

that at each stage of implementation of the roadmap 
would be evaluations of progress and adjustments 
necessary. This process should reassure those who have 
doubts about the transfer 


QUESTIONS ON SUMMIT 


8. (C) Foreign Affairs and Unification Committee member Park 
Jin asked the Ambassador about the statement Presidents Bush 
and Roh made pledging OPCON would not politicized 
President RohVs frequent description of the issue as a 
recovery of Korean sovereignty. The Ambassador said it was 
not appropriate to define OPCON as an issue of sovereignty 
since Korea already shared sovereignty. The U.S. position 
was that the goal of OPCON transfer had been agreed upon 
now military experts should handle the consultations 

regarding the roadmap and timing of the transfer. The 
discussion should focus on what measures and processes 
ensured effective deterrence rather than political issues. 


9. (C) Park also asked about the V'common and broad" approach 
to North Korea and its nuclear program. The Ambassador 
explained that there were wide discussions on this important 

issue during the meeting between Secretary Rice and NSA 
Hadley and their Korean counterparts FM Ban and NSA Song. He 
said during the summit meeting the two leaders did not 

discuss specifics of the 'common and broad" approach but that 
VFM Chun Young-woo would discuss ways to bring North Korea 
back to the Six Party Talks when he meets EAP A/S Hill on 
September 20. The comprehensive approach wreferred to the 
September 19 Beijing declaration - the challenge now was to 
formulate an implementation strategy. 


10. (C) GNP Supreme Council member Chun Yu-ok said she 


held during the 62nd UN General Assembly in September 2007. Post assumes that the Department : 
the Peruvian delegation at the UNGA. STRUBLE 


meetings in Singapore September 17-20. Specific arrival and departure arrangements in New York ai 


red the keynote address at the 10th Hemispheric Conference on Money Laundering and Terrorist Fir 
n and Morgan Perkins from Mission Brazil, met with the MFAVs U/S Patriota and Minister Antonio Sir 
uth Africa, China, the EU, the U.S. and Brazil. The USG delegation was headed by State\'s Greg Ma 
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believed the process leading to OPCON transfer should be 
reversed - instead of a summit and then military experts 
working out the details 

support should be obtained 

decide on OPCON transfer. Deciding now 

Koreans were threatening to conduct a nuclear test 
inappropriate. The Ambassador said again that the roadmap 
would ensure that the alliance would remain strong after the 
transfer 

He said Secretary of Defense Rumsfeld had a very high 
estimation of the ROK military and that was why he supported 
the transfer of OPCON. 


OPCON TRANSFER - TIMING 


11. (C) Vice Speaker Lee said he agreed the U.S. and ROK 
should plan the transfer of OPCON 

about the timing of the actual transfer. Defense officials 
should decide on the right time for the transfer and not 
politicians like President Roh. Roh was pushing the 

transfer 

future of the security situation in Korea. Lee said 2009 and 
2012 were both dates produced for political reasons in the 
U.S. and the ROK; a new date should be decided upon based on 
defense and security concerns 

Korean threat. The Ambassador said the most desirable 
outcome was one that the majority of Korean people could 
understand and support. 


12. (C) There was one month left before the Defense 
MinistersY meeting 

Washington was a timely opportunity to contribute to the 
discussion of OPCON transfer. He added there was value in 
people in Washington hearing the GNP\'s concerns directly. 
Lee asked again for support in arranging appropriate meetings 


with counterparts in the State and Defense Departments. 
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down more 

short-term opportunity to buy cheap Thai stocks at a further 
discount." Most expect tomorrow to bring a decline in the 
value of the baht and Thai equities to be quickly followed by 
a rally back up 

noted that following the February 1991 coup 

Exchange index fell 8 percent on day one following the event 
but gained 19.5 percent in the following three weeks. The 
Exchange reports that they plan on operating normally 
tomorrow. 


Amcit Kathleen Rutledge, country director in Sri Lanka for World Concern, told the Embassy that the ‹ 
m leader for World Concern,s water sanitation activities north of Trincomalee. Amcit Kathleen Rutled 
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2. (SBU) We spoke to the Governor of the Bank of Thailand by 
cell phone as he was returning to Bangkok from the Bank/Fund 
meetings in Singapore. He said that the baht had depreciated 
from 37.30/$ to 37.95/$ as news of the coup spread 

quickly strengthened to 37.60-37.70 as Thai exporters took 
advantage of the situation to convert dollars. He said the 
BoT had not intervened in the currency markets and 
prepared to do so 

necessary. He also advised that the Bank stood ready to add 
liquidity to the banking system if such action were 

necessary. In a subsequent conversation 

Governor for Financial Institutions said that in his survey 

of banks there was no indication of any expected increase in 
cash withdrawals or demand for foreign currency and expects 
banks to reopen tomorrow. At foreign exchange kiosks open 
today business has been slow 

in arriving tourists and an expectation among consumers that 
the baht will be low 

er tomorrow. The price on Credit Default Swaps which 
increased from US$35 

reportedly back below US$40 


3. (SBU) An official from the Federation of Thai Industries 
explained that the coup was V'good news for business" because 
\"everyone is tired of all the political fighting.\" He added 

that he expects a caretaker government to be named soon that 
will be comprised of highly qualified technocrats \"who could 
make decisions." Dr. Pichit Likitkijsomboon 

professor at Thammasat University 

well informed on economic issues and did not expect them to 
make any radical changes that would affect the long-term 
investment environment. The Deputy Director General of the 
Fiscal Policy Office of the Finance Ministry echoed this 

view 

government pushed through regulations that had long been 
bottled up in the parliament of the bureaucracy. The 

Executive Director of the American Chamber of Commerce in 
Bangkok advised us that some foreign companies had not opened 
today due to uncertainty as to how martial law would be 
implemented but that they 

had no particular concerns about business conditions going 
forward. Thai exporters with whom we spoke were positive on 
the political developments 

export business and looked forward to greater economic 
stability. They were concerned about the short-term impact 

on the domestic market 

minimized if the military executed a quick transition to 

civilian leadership. 


4. (SBU) The biggest caveat in this rosy scenario is if 


he anti-trafficking in persons (TIP) efforts of the Philippine National Bureau of Investigation (NBI). Wi 
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violence breaks out between Thaksin supporters and 
coup-backers - a possibility that seems unlikely but cannot 
be dismissed. Such an event would likely depress confidence 
for a far longer period and negate the relief felt by many 

that the political battles of the past year are now over and 
everyone can focus on their jobs 

bureaucrats. Violence would also seriously impact the 
important Thai tourism industry 

percent of total Thai GDP. Barring the outbreak in violence 
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however 

uncertainty is reduced because of the coup 

uncertainty is better for business. While all the key credit 
rating agencies now have their rating on Thailand under 
review 


5. (SBU) Comment: The optimism of the business community 
even in the face of martial law 

brokerage has actually recommended a double-weighting for 
Thai assets in the wake of the coup. Most expect a knee-jerk 
decline in markets tomorrow morning followed by a rapid 
recovery. The real question is how the economy reacts over 
the next year. Will the apparent approval of the coup among 
consumers and business result in increases in domestic 
consumption and private investment? Will an interim 
government be able to make some of the infrastructure 
investments that have been on hold for the past year? The 
answers to these questions will determine whether Thai 
economic growth remains sluggish over the short-medium term. 
BOYCE 
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against Thai Prime Minister Thaksin Shinawatra 

the matter to be resolved peacefully 

Xiangyang told poloff September 20. Beijing expects the coup 
to have little impact on Thai foreign policy 

toward China 

for ASEAN in the short term. The MFA Spokesman has not yet 
publicly commented on the coup but is expected to do so soon 
emphasizing ChinaVs policy of non-interference in the 

internal affairs of other countries. End Summary. 


2. (C) China was V'somewhat surprised" by the military coup 
that deposed Prime Minister Thaksin while the Thai leader was 
in New York to attend the UNGA 

Asia Deputy Director Sun Xiangyang told poloff September 20. 
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China understands that the opposition has strong support from 
the King 

sparked the coup as clearly acting on the KingVs behalf. As 
such 

new 

to depose Thaksin while he was abroad. 


3. (C) As Thailand\'s \"friendly\" neighbor 

a stable 

current political turmoil is resolved 

relative calm in the hours since the coup 

significant foreign policy change or impact on bilateral 
relations 

already fled to Singapore 

the far north of the country 

in the north seek to cross out of Thailand and transit to 
China 

told poloff. 


Short-Term Complications For ASEAN 


4. (C) The coup could have some impact on ASEAN but it is too 
early to tell about the extent or nature of the impact 

said. It will certainly be a topic of discussion 

possibly contention 

Thaksin\'s wife and ministers to Singapore. If any money seen 
as belonging to the Thai Government is shifted to Singapore 
(where Thaksin reportedly has business dealings) 

cause more controversy 

Thailand will still send a high-ranking representative to the 
Prime Minister-level 15-year commemoration of China-ASEAN 
relations to be held in late October in China's Guangxi 
Province 


Foreign Ministry Spokesman\'s Statement Likely 


5. (C) The MFA spokesman has not yet made any public 
statement on the Thai situation 

in the works and he expects it will be issued in the next day 
ortwo. The statement 

China\'s traditional policy of non-interference in the 

internal affairs of other nations. Sun said China had taken 
note of the NSC spokesman\'s comments that the Thai people 
should resolve the matter peacefully and consistent with the 
rule of law. 

RANDT 
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Kaohsiung City 

ruling Democratic Progressive Party (DPP). Up to 2 
supporters of President Chen thronged to the site after 
watching TV news reports of a standoff that had developed 
between the protesters and ruling party supporters. Some DPP 
supporters clashed with police and broke through police 
barricades at 11:30 PM 

Anti-riot police 

out the remaining anti-Chen protesters and restored order by 
midnight. Police said a total of six separate altercations 

had taken place that evening; three instigators were arrested 
and later released. 


3. (C) The next evening 

occurred in Tainan City 

growing crowd of Chen supporters confronted a small group of 
anti-Chen protesters staging an authorized sit-in. During 

the ensuing shouting match 

rocks and bottles 

Police reinforcements 

dispatched to restore order. By midnight 

used special police buses to transport all anti-Chen 
demonstrators to safety. Leaving the site 

subjected to a hail of plastic bottles and rocks. 

Subsequently 

incident. Three pro-Chen protesters suspected of violence 
were arrested. The whole confrontation received very heavy 
local television coverage 

pro-Chen supporters smashed the windows of a red car being 
driven by an anti-Chen demonstrator leaving the protest site. 
No police were visible during the car incident. 


Authorities Call For Calm 


4. (C) Ruling party and opposition leaders are calling for 
calm after the clashes in Kaohsiung and Tainan. Premier Su 
Tseng-chang urged leaders from all parties to end the 


SIPDIS 

protests as soon as possible to prevent further incidents and 
injuries. Legislative Speaker Wang Jin-pyng (KMT) urged 
people to remain coolheaded and show tolerance 

law enforcement officials to take the clashes as a \"lesson\" 
to prevent future incidents. National Police Administration 
Director Hou You-yi has called a meeting of city and county 
police chiefs on September 21 to review security plans. Hou 
who apologized to the public for failing to maintain order 
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exhorted all police units to strictly enforce the law and 

issued strong reprimands to the Kaohsiung and Tainan police 
chiefs for failing to keep control. The Tainan police chief 
promptly submitted his resignation for failing to keep order 

in the city 


Upcoming Protest Activities and Rallies 


5. (C) Anti-Chen and pro-Chen groups are now planning their 
next round of activities 

next few weeks. Organizers of the WDepose Chen\" campaign 
announced earlier this week they intend to surround the 
Presidential Office and disrupt National Day celebrations on 
October 10. Soochow University Professor Emile Sheng 
international spokesman for the campaign 

September 20 that plans remain \"fluid 

organizing both a team of 5 

order and 

rush the police barricades and storm the Presidential Office. 
Nevertheless 

Shih Ming-te would continue to stress non-violent protest. 
Taipei Mayor and opposition KMT Chairman Ma Ying-jeou 

to now has accommodated requests to continue the 'Depose 
Chenv' sit-in 

would V'not tolerate" any violent demonstrations on National 
Day. (Comment: If demonstrators go through with these plans 
which seem to change from day to day 

committing their first act of civil disobedience. End Comment) 


6. (C) Following is a list of upcoming demonstrations: 


-- September 20 

setting up for a rally at the train station plaza. Police 

have announced they will deal resolutely if there is 
violence. Sit-in organizers in Tainan county told AIT/K they 
will continue their protests until Sept 24. More than 1 
police are deployed to maintain order. 


-- September 21 (early morning 

Anti-Chen sit-in campaign in Taipei organized by Shih Ming-te 
\"strolls\" from the train station back to Ketagalan Boulevard 
in front of the Presidential Office. 


-- September 21-26 
sit-in on Ketagalan Blvd. 


-- September 27-October 12 
once again change venues or temporarily suspend activities. 
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Taipei authorities are not approving any requests to hold 
activities on Ketagalan during this time in order to prepare 
for National Day celebrations on October 10. 


-- September 30 

organized by the DPP 

in Kaohsiung to respond to anti-Chen activities and drum up 
support for candidates in the year end elections. 


-- October 10 
Presidential Office and disrupt National Day celebrations. 


-- October 17 or 25 

group that organized its 55 

rally in Taipei last Saturday 

celebration of its founding anniversary in Kaohsiung. 


7. (SBU) AIT\'s current warden message 

cautions all US citizens in Taiwan to avoid large political 
gatherings. While there has been no indication to date that 
Americans (official or unofficial) or any other foreigners 

are likely to be targets of political protests or violence 

AIT continues to monitor developments closely and will update 
the warden message if conditions change. 


Comment 
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8. (C) According to our contacts 

Taiwan are furious with the anti-Chen movement and the 
pan-Blue media 

the anti-Chen movement. This passion 

leaders have stoked 

recent violence. Emotions continue to run high among 
hard-core ruling party supporters in the south 

see the anti-Chen campaign as the latest effort by the 
Mainlander-led opposition camp to undermine the Taiwanese 
party and its leader. By wearing highly visible red 

clothing 

to attack by pro-Green demonstrators 

majority areas in southern Taiwan. Further rival 
demonstrations over the next several weeks will test the 
capacity of government 

maintain order and keep contending forces relatively calm and 
physically separated. 


9. (C) The Kaohsiung and Tainan confrontations were heavily 


search and Advanced Technology for Digital Libraries. 2. Post understands that no assistance is req 
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televised by an increasingly partisan media 

police who did not appear to be fully in control. National 
police chief Hou was especially irate that the police force 

in Tainan appeared unprepared despite having just witnessed 
the confrontation in Kaohsiung the previous evening and also 
that they had failed to arrest larger numbers of violent 
demonstrators. We expect police throughout Taiwan to be 
under strong pressure to step up their performance if there 
are further clashes. Despite the latest confrontations in 
Kaohsiung and Tainan and earlier isolated incidents in 

Taipei 

generally calm and normal. On the streets of Taipei 
example 

ordinary beyond the immediate proximity of the anti-Chen 
demonstration site. 


10. (C) This cable includes information provided by AIT/K. 
YOUNG 
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residence of Representative Zainab al-Jibouri.\" (Note: 
Jibouri is a Sadrist MP from Sadr City. Additionally 

was not conducted on her home; but a routine Iraqi Police 
Patrol in the city 

the site and conduct a search since they found illegal 
armament outside her home in a vehicle. End note.) 
Mashadani then permitted Sadrist bloc leader Falah Hassen 
Shenshel to read his own statement from the podium. In his 
statement 

are normally limited to five minutes) 

Coalition/American Forces of violating Iraqi sovereignty and 
targeting Sadrists of late because of the movements calls 
for a return of \"sovereignty\" to Iraq. “Тһе Americans are 
no different than Saddam if they can detain a mother and 
child in broad daylight 

incident in the al-Jihad neighborhood of Baghdad. 


2. (U) In the ensuing discussion 

another hour 

impassioned condemnation of alleged MNF-I violations and 
calls to regulate the coalition forces. After the Speaker 
finally ended the discussion to move forward on the agenda 
which included second readings of four laws 

walked off the floor. The CoR finished the second reading of 
one law before adjourning for the day. 


3. (C) Comment: The Sadrists 

Tayfour put it to PolCouns later in the afternoon 

speaking their familiar rhetoric to the Iraqi street. (Note: 

The session was broadcast live on local Iraqi television.) 
They also may be maneuvering in anticipation of a crackdown 
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by MNF-I and Iraqi forces on Sadrist-affiliated militias in 
Baghdad and/or previewing their campaign platform for 
provincial elections. End comment. 

SPECKHARD 
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further unrealized potential 

contribution to bilateral relations. Post would support 
another interagency visit. It is even possible (we are not 
as confident as Guven) that the Justice Ministry could be 
convinced 

case files. It could also be useful for U.S. law enforcement 
officials assigned to embassies in Europe to attend sucha 
meeting in order to share their insights with the Turks. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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terms of finalizing a draft. She also noted that MITI is 

working more closely with Parliament given its increasing 
attention to the FTA process. She suggested such engagement 
would be beneficial over the long run 

bureaucratic process to a certain extent. 


3. (C) Econ Counselor underscored the importance of 
inter-sessional work to ensure a productive third round 
noted in particular the U.S desire to exchange market access 
offers. Rebecca said that Malaysia understood that 
inter-sessional work was important 

to be constrained until after cabinet approval of the draft 
paper granting negotiating authority. Econ Counselor 
suggested that there might be non-controversial areas that 
could be discussed in advance of the Cabinet approval 

as currently stalled efforts to hold a DVC on biotechnology 
regulatory systems. Rebecca took the idea on board 
appeared visibly uncomfortable with the idea of talking in 
advance of the Cabinet ruling. (Comment: MITI officials 
clearly want to avoid activities that might be construed as 
presuming on the Cabinet 


4. (C) Econ Counselor stressed that TPA expiration is a 
genuine deadline that would necessitate a lot of work on both 
sides in order to reach an agreement by early 2007. Rebecca 
responded that the GOM recognizes the tight negotiating 
schedule that TPA imposes 

Malaysia to accelerate its consideration of many issues that 

it would prefer to deliberate over time. She added that some 
Malaysian negotiators were taken aback by the urgent tone in 
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some earlier negotiating sessions 

Malaysian feelings. She underscored the Malaysian preference 
for seeking mutual agreement through gradual persuasion 
which of course is a time-consuming process. 


5. (C) Rebecca provided her personal view on several FTA 
issues from the perspective of an official who is relatively 

new to the process (though she said she has been involved 
behind the scenes in developing the Malaysian position on the 
investment chapter). She speculated that both sides would be 
able to reach agreement on goods market access issues with 
relative ease 

approach to most goods. She also suggested that Malaysia 
would accept a negative list approach in the investment 
chapter. However 

acceptable approach to negotiating a services chapter would 
continue to pose a challenge. 


6. (C) Comment: Rebecca emphasized the depth and 
extensiveness of the Malaysian inter-agency consultations 
and the pains MITI officials are taking to ensure that all 
parties are on board with the paper that will be submitted to 
the Cabinet. Our sense is that this process has proved more 
difficult than expected 

the recent turnover in leadership at MITI. However 

made clear that MITI expects a smooth passage through Cabinet 
once inter-agency differences are ironed out. This 

reinforces the message that we have been hearing from other 
corners 

the press in New York 

the negotiations remains firm. 

LAFLEUR 
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be sent back to prison 

activists who believed they went to prison for a just cause 
and now are told they did something \"bad\" by those close to 
them. Many of their old friends seem to have forgotten them 
and no one wanted to discuss politics with them. Every 
prisoner with whom emboffs spoke still holds tightly to the 
beliefs that sent him or her to prison in the first place. 

Myat San (PROTECT) 

now focuses on social welfare projects 

friends 

the reason | went to prison.\" 


4. (C) Although prison life in Burma is extremely harsh 
several former political prisoners said that outside world 
pressure felt even more intense. After three or four months 
almost everyone wants to go back to prison 

among activist colleagues and had a status in prison society 


iferation efforts related to North Korea and said the GOK will carefully study the recommendations. * 
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above criminal prisoners. Some drew on their prior 
experience as political activists to negotiate with prison 
authorities and demand rights on behalf of all prisoners. Ko 
Jimmy (PROTECT) 

active in politics 

microcosm of Burmese society; learning how to deal with 
prison authorities taught him new strategies to oppose the 
regime. Many developed close connections with other 
activists in prison 

and moral support. 


5. (C) Those prisoners who best adapted to prison life used 
the opportunity to learn from others. For example 

prisoners used their long sentences to master English 
clandestinely by fellow inmates. Younger activists housed 
with older politicians learned more about the history of the 
democracy movement in Burma and the experiences of earlier 
activists. One woman sent to prison while in the 9th grade 
taught herself how to make greeting cards from dried beans 
and seeds 

business on the outside. 


6. (C) The Embassy\'s American Center offers a safe place for 
activists to meet one another 

make new connections 

said that they met fellow activists whom they had not seen 


RANGOON 00001375 002 OF 004 


for years at the American Center. Student activists also use 
social occasions 
mutual acquaintances 


Mental Health Care Needed 

7. (C) An informal network of former political prisoners 
reach out to their colleagues three to four months after 
release 

Those who do not receive emotional support in this phase 
usually drop out of social contact and do not return to 
school or activities beneficial to themselves or society. 
According to Dr. Ma Thida 

those who expected in advance to go to prison because of 
their political activities were mentally prepared for the 
ordeal and have the easiest adjustment period after prison. 
Others suffer from illnesses and injuries sustained in prison 
and battle serious depression. A few former prisoners have 
committed suicide. When a case is extremely serious 
network of former prisoners refer their colleague to the only 
psychologist in Burma willing to treat political prisoners 


Unauthorized disclosure of the information provided below is prohibited by Section 12(c) of the Expc 
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but only in secret. 


8. (C) Moral support is not enough; many need professional 
help. Former political prisoners said mental health is a 

bigger obstacle in their return to normal life than physical 
ailments 

is a serious concern. The Embassy provided some assistance in 
February 2006 when Dr. J.F. Brodlie visited Burma for two 
weeks as a U.S. Speaker. He offered group therapy and 
individual counseling sessions to former political prisoners 

at the American Center 

professionals at the Muslim Free Clinic. Former prisoners who 
attended the group therapy and individual counseling sessions 
requested more programs of that nature 

one-on-one sessions with mental health professionals 

could help evaluate their current mental conditions and 
organize programs that would include family members. 


Limited Access to Other Healthcare 

9. (C) Most prisoners immediately seek a medical check-up 
but they have few resources and many doctors feel pressure 
not to treat political prisoners. One eye specialist 

quietly treated former prisoners free of charge 

leave by the owner of the clinic where he worked after his 
volunteer services were discovered. The Muslim Free 
Hospital 

Dr. Ma Thida volunteer 

most former political prisoners can receive healthcare. 
According to former prisoners 

handles non-complicated health problems and does not offer 
any dental or eye care 

expensive) problems former political prisoners face. Many 
including student leader Min Ko Naing 

neurological problems 

not available at the Muslim Free Hospital 

expensive medications. As a result 

herbal remedies. Many of the former prisoners expressed 
apprehension that if regime officials pressured the Hospital 
administrators to stop treating former political prisoners 
most would be left without any access to healthcare. The 
fear is not unfounded. The Director of the Hospital 
regularly gets questioned by police and military officials. 


Studying for the Future 

10. (C) The biggest obstacles preventing former political 
prisoners from returning to academic studies interrupted by 
their imprisonment are tuition costs and the V'generation gap" 
between former prisoners 
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informal study of English or computers rather than return to 
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Burma\'s state-controlled university system. As almost all 
private schools are too expensive for them 

in Rangoon are the Embassy\'s American Center and the British 
Council. As word of the programs spread 

prisoners enrolled. Several former political prisoners said 

that they only went back to class when they learned that 

their friends were as well. In so doing they hope to prevent 

the \"generation gap\" between them and younger students from 
becoming too wide to bridge. 


11. (C) The American Center offers more than just English 
classes. We also teach about the fundamental concepts of 
democracy and human rights 

thinking and debating skills. The former prisoners would 
like to form a network of activists to document and address 
human rights abuses inside Burma. At their request 

will use visiting U.S. Speaker Richard Claude 

human rights training 

studies that can be used for continuing training on human 
rights at the American Center and by the activists in their 
communities. 


12. (C) Several former prisoners attend classes at the 
American Center taking advantage of scholarship programs for 
former prisoners. Former political prisoner and student 

leader Min Ko Naing told emboffs that political prisoners get 
little respect from others in society 

their low self-esteem. One woman who was imprisoned for seven 
years said her scholarship from the American Center gave her 
confidence and the feeling that her sacrifices were 

recognized in a way they had not been by her friends and 
family. As word has spread of the scholarships 

received allegations that the scholarships have been awarded 
to those closely connected to prominent student or NLD 
leaders rather than the most in need. Many current American 
Center students encourage us to expand the scholarship 
program 

out regime informers. 


13. (C) Of the fifteen former prisoners emboffs interviewed 
only Myat San (PROTECT) decided to return to his university 
and complete his degree studies interrupted in 1988. He said 
that a military intelligence officer follows him to and from 

class every day. On the first day of classes 

professor and many younger students asked why he had been 
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away from school for so long 

When they realized he had been a political prisoner 

asked him if he had ever worked with Bo Aung Kyaw 

famous student activist in the 1920s. In his view 

question was a telling sign about the level of ignorance 
young Burmese have of their own history today. In Myat San\'s 
opinion 

because they feel confident that the older student activists 
have no influence over the younger generation. All four of 
the four former political prisoners with whom we had in-depth 
discussions about education agreed that the regime would 
allow them to return to Burmese universities if they wished 
an indication the regime confidently believes it has the 

upper hand over the students. 


\"Lost\" Activists 

14. (C) An important segment of former political prisoners 
have been overlooked: the low income workers 

street vendors and tri-shaw drivers 

role in the pro-democracy uprising in 1988. Daily wage 
workers 

movement and were included in almost every political trial in 
the late 1980\'s and early 1990\'s. While the low-income 
workers did not have leadership roles 

information 

student activities. The former prisoners estimated that at 
least 20 percent of political prisoners came from this 
low-income group; students and opposition politicians made up 
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60 percent of political prisoners; middle class professionals 
comprised about 5-10 percent; and the balance were monks. 
These low-income workers/political prisoners have not 
received the support that the political activists. While 

most still hold true to their political beliefs 

concern is survival. According to former prisoners 
low-income former prisoners leave the country soon after 
release to become migrant workers in Thailand. 


The Former Prisoner\'s Role in Society 

15. (C) Most former political prisoners through inner 

strength and the support of their fellow political prisoners 

have successfully handled the pressures of life after prison. 
Several prisoners attributed this to V'good luck 

friends and associates who encouraged them and informed them 
about new educational opportunities. Some have returned to 
opposition politics; others focus on helping others through 
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apolitical social welfare projects; a few combine both. 
Those who avoid direct involvement in politics at this time 
explained that their involvement in community development 
projects 

patients 

spread the message of democracy in a more low-key way. Many 
maintain ties with activists directly involved with political 
issues and said they would be willing to join them if the 
timing were right. While they did not want to go back to 
prison for something V'small 

their activities had a good chance of bringing democratic 
change to Burma. 


16. (C) Former prisoners provided several examples of the 
types of programs that would benefit themselves and society. 
They are interested in learning more about computers 

as programs on NGO management 

organizing 

human rights program be developed for a broader audience. 
The students said that one problem in getting people in Burma 
to stand up and defend their rights is that many do not know 
what their rights are or how to ask. In prison 

some student prisoners studied the jailers\ manual to learn 
their rights 

respect them. One former prisoner said that she was recently 
riding on a Rangoon city bus that was traveling too fast. No 
other passengers were willing to act 

or ignoring the dangerous situation. The former prisoner was 
angry and told the driver to slow down or she would report 
him to his superiors; he promptly did. V'The laughing 
passengers 

Burma. People are not afraid when they should be 

are afraid when they shouldn\'t be. On the bus 

a real danger 

person in a position of authority than of getting in an 
accident. V" 


15. (C) COMMENT: Many political activists in Burma emerge 
from prison ready pick up where they left off 

returned to the front-lines in the battle for democracy. The 
regime\'s intimidation tactics keep most Burmese fearful and 
reluctant to get anywhere near politics or political 

activists. Yet there are many who lost everything once 
endured torture in prison 

bring about peaceful change. Our programs at the American 
Center have provided some low-key training and opportunities 
to network. The regime watches the American Center closely 
yet permits our programs to continue. We should do more: 
bring in psychiatric experts; bring in more speakers on their 
priority topics; provide medicine to those in need; and 

develop broader-based programs on human rights that activists 
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Steering Committee 

principle of V'centralized democracy 


...but at Least One Official Begs to Differ 
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5. (C) Office of the National Assembly (ONA) Deputy Director 
Dr. Nguyen Sy Dzung told us that the Steering Committees 
organization is \"wrong in concept." \"It is disappointing to 
many people that officials of the judiciary and procuracy 
(prosecQor''s office) are included on the Steering 

Committee 

serve as an institution of the executive branch 

speeding up investigation of corruption cases. The judicial 
branch should remain separate and unfettered to make their 
own judgments regarding prosecutions 

current make-up of the membership of the Steering Committee 
will eventually turn it into a consensus-based institution 

upon which the Prime Minister 

exercise his influence over other members. Former Prime 
Minister Vo Van Kiet said publicly that he did not support 

the idea of having leaders of the People\'s Procuracy and the 
Supreme Court on the Steering Committee 

voice has not been heard 


6. (C) However 

Chairman of the Vietnam Lawyers Association and former 
Director of the President\'s Office 

establishment of the Steering Committee is а Vlogical and 
inevitable step. While corruption has become an extremely 
serious problem that could threaten the existence of the 
regime 

to deal with corrupt officials and corruption cases appears 
to be impossible given the country's current political 
structure of Party organizations and GVN offices. He noted 
however 

have the status of a ministry. Tran Quoc Vuong 

deputy director of the Office of the CPV (with the rank of 
vice minister) 

member of the Steering Committee 


7. (C) According to Anh 
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here Institute for Security Cooperation (WHINSEC), Ft. Benning, GA, scheduled to take place Octob: 
nda. The SSLA will now work to pass over 20 key laws, covering investment, business, civil service, 
jeland also strongly encouraged donor nations to do more. Emphasizing that the negotiations shoulc 
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Committee will have an extremely important role to play in 
coordinating multi-agency efforts against corruption 

the fact that all other Standing Committee members apparently 
will not do Standing Committee work on a full-time basis. He 
described Deputy Director Vuong as a V'capable guy 

Chairman Trong a V'clean and quite decisive figure despite his 
relatively low academic background\" and claimed that these 
two officials may help speed up overall anti-corruption 

efforts. 


Anti-Corruption Resolution 


8. (C) Earlier in August 

a resolution of the Third Plenum on anti-corruption work (Ref 
B). The resolution allows law enforcement agencies to 
investigate and prosecute any official allegedly involved in 
corruption. Law enforcement agencies will not need approval 
in advance from the Party committee that supervises the 
official. According to Le Van Lan 

director from the Party\'s Internal Affairs Commission 
enforcement agencies will be more active in pursuing corrupt 
officials 

committeeVs \"go-ahead.\" Concerning other possible specific 
measures to promote inspections 

prosecutions of corrupt officials 

has set guidelines to synchronize the Party\'s oversight of 
ranking officials and the GovernmentVs inspections against 
corruption 

effective" in China 


9. (C) Both Dzung and Anh believe this \"leeway\" granted to 
law enforcement agencies may be significant in the fight 
against corruption. However 

resolution 

Committee 

suggested that these actions should only be seen as public 
gestures 

leadership. While some V'clean faces" have appeared in the 
top leadership 

Secretariat Truong Tan Sang and State President Nguyen Minh 
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Triet 

the recent PMU-18 scandal -- Ref C) 

position in the CPV. Not much change is expected among the 
mid-level positions 


10. (C) In late August 
draft Government decree to prohibit the use of money from the 
State budget to buy gifts for high-ranking officials. The 


: Sudanese Armed Forces (SAF) targets of opportunity. The Government offensive switches directior 
the information along to the Bahraini delegation attending the General Assembly. He remarked that 


on in Sudan (AMIS), the ongoing military engagement in North Darfur State, decreasing humanitariar 


in to the Non-Aligned Movement summit was proving difficult. She stated that the MFA would try to p: 
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draft decree also bans Government employees from giving and 
accepting gifts worth over VND 500 
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value. However 

Party\'s Internal Commission 

effective mechanism to control the giving and accepting of 
gifts by GVN employees. On September 13 

Inspectorate conducted a conference to gather comments on a 
draft decree that would require the declaration of assets and 
property by a wide-range of elected and appointed officials. 
\"Assets and property\" include: real estate; precious metals 
and stones; money and other assets worth more than VND 50 
million (roughly USD 3 

abroad. Following further comment by officials from the 
provinces and ministries/branches 

submitted to the National Assembly during its upcoming 
session. 


PM Accelerates Investigations of Key Corruption Cases 


11. (SBU) On August 30 

on the Ministry of Public Security (MPS) to quickly finalize 
the ongoing PMU-18 (Refs D and E) investigation involving 
high-ranking MPS official General Oanh 

as “оп track V" to become а vice minister of public security 
and Central Committee member. The Prime Minister also asked 
MPS to speed up an investigation of misconduct by the chief 
government inspector and his deputy involving a prominent 
corruption case at the Vietnam Oil and Gas Corporation. On 
September 11 

MPS officials revealed some information concerning their 
investigations. They also pledged to make public their 
conclusion concerning General Oanh\'s involvement in the 
PMU-18 case soon. 


12. (SBU) On September 1 

official letter to the General Procurator 

PeopleVs Court Presiding Judge and Deputy Prime Minister 
Trong asking them to consider re-trying three former ranking 
officials from the town of Do Son who were allegedly involved 
in a well-known 

Earlier 

ruled that the three officials would be administratively 
\"reprimanded\" and fined VND 50 

decision that aroused extreme public disapproval. Local 
newspapers reported that the Chairman of the Haiphong 
People\'s Committee had separately sent official letters to 


an\'s nuclear development program at the NAM summit in Havana. Drawing on the points in ref A, po 
ed for a train wreck in its relations with the EU late this fall. Derailment would endanger Turkey\'s EU 
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leaders of the Supreme PeopleVs Procuracy and MPS\'s 
Investigation Office for a pardon for the three officials. 

Local media also reported that before the trial took place 

the Secretary of the Haiphong Municipal Party Committee met 
with procurators and judges of the municipal People\'s Court 
and instructed them to come up with sentences that were lower 
than what is prescribed in the Criminal Code. On September 
5 

public indignation and jointly announced that a new 
investigation would be conducted 

new trial. 


\"The Press Could Play an Important Role\" 


13. (C) Both Dzung and Anh spoke highly of the role of the 
Vietnamese press at present. Dzung said the press and media 
have become even more courageous and independent in their 
coverage of corruption-related issues. They have learned how 
to protect themselves against the influence of and 
counter-attacks by the Ministry of Culture and Information 

and the CPV\'s Commission for Ideological and Cultural 
Affairs. Given the current high level of public attention 

no ranking officials 

positions 

to Dzung 

corruption would be to offer an \"amnesty\" to officials that 
would cover all activities prior to a certain date. But 

since such an amnesty is not possible due to the political 
sensitivity of such a move 

to detect and fight against corruption at the moment is to 

help maintain a strong role for the press and media. 


14. (C) The media remains far from immune to official 
pressure. At the time public attention was focused on the 
land-related corruption case in Haiphong 

channel canceled their prime-time broadcast of a report on 
the case. Later 

TV officials announced that the cancellation was not made at 
the request of or due to opposition from the Haiphong 
People\'s Committee. A local television journalist said the 
cancellation was actually made at the request of the Party\'s 
Commission for Ideological and Cultural Affairs. One way to 
strengthen the press in the face of official pressure would 
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respect to general anti-corruption efforts 
Lawyers Association\'s Anh told us. According to him 
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media has on occasion appeared to provide misleading 
information or to be judgmental in its coverage of corruption 
cases 

standing in Vietnam. 


15. (C) Another tool to promote anti-corruption efforts would 
be to improve the role of mass organizations in detecting 
corruption cases 

Anh continued. Vietnam Fatherland Front (VFF) officials 
confirmed that the VFF is now working on a draft law on 
Vsocial interaction which would allow socio-political 
organizations to become more engaged in the policy-making 
process and in supervising civil servants 


Comment 


16. (C) Despite highly publicized initiatives to fight 
corruption 

newly-introduced measures can actually work 

reports that corruption is spreading among government 
employees at all levels. It remains to be seen to what 
extent high-level Party and government officials are actually 
willing to clamp down on endemic corruption that has long 
been a way of life for officials at all levels (Ref D). We 
agree that the media is a critical element in making 
progress 

work of promoting transparency and public awareness. End 
Comment. 
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ago. Authorities strictly controlled coverage of that 
event after an initial delay in disseminating guidance 
(reftel). Despite the overnight drama in Thailand 

the story did not involve powerful pictures of people 
taking to the streets demanding change. As such 
Propaganda authorities probably feel coverage of the 
issue has little bearing on China\'s own stability 

Zhou surmised. He concluded that while the unrest in 
Kyrgystan was uncharted territory 

are not without precedent. 


4. (C) Two developments could spur the censors to 
impose coverage restrictions 

professor at the Tsinghua University School of 
Journalism and Communications who has strong ties to 
the Government. One would be if a publication decided 
to take sides in the matter without official 

permission. (Note: Despite some greater leeway in 
coverage of international events 


ле current Fianna Fail-PD coalition, is usually appointed Tanaiste, although this is not constitutionally 


'esented in the discussion by Prime Minister Jettou. 2. (SBU) The Embassy has also conveyed the ir 


лепі Human Rights review, as well as a general name check of the following Chilean candidate who t 


itified his move as necessary in order to preserve evidence and to prevent the Ministers continued p 
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generally track the editorial line of the official 
Xinhua news agency on international issues. End 
note.) China does not want to harm its relationship 
with whoever emerges as the new Thai leader 

In addition 

movement were to materialize 

Department would issue coverage restrictions. The 
fact that corruption 

have played a big role in ThaksinVs troubles will not 
likely influence the censors\' thinking 
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lance writer said. 


High Interest in Thailand 


5. (C) Prominent coverage of Thai coup will help sell 
papers 

the story. Interest in Thailand 

connections to China 

average Chinese. An increasing number of Chinese 
tourists are traveling to Thailand 

from Chinese entrepreneurs is on the upswing 

Moreover 

the Mainland press of his Chinese origins. In fact 

The Beijing News\' coverage of the coup included a 
sidebar outlining Thaksin\'s background that emphasized 
his Guangdong background -- from four generations ago. 
VAny Chinese with the slightest interest in foreign 

affairs knows that Thaksin is part Chinese 

remarked. More sophisticated readers 

are aware of the United States close relationship to 
Thailand and are keen to see what reaction might come 
from Washington. 


A Barrage of Mixed Views Online 


6. (C) Internet chat rooms were brimming with 
postings about the coup. The People.com online 
bulletin board included mixed opinions. Some netizens 
supported the view that the coup brought down a 
\"capitalist\" (meant pejoratively) government and that 
\"young people are happy.\" Others expressed concern 
that the incident could influence regional stability 

or even events in Taiwan. But on the popular Tianya 
site 

complaining about the Thai king\'s behavior and the 


principal political actors sign a new agreement to relaunch the political process. Secondly, the agreer 


. Berkstein noted that Mexico was an observer, rather than a member, of the Non-Aligned Movement 
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toppling of a popularly-elected leader. A typical 
entry read 

the gun and spear. V 
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coastal Ampara district 

USAID-funded Arugam Bay bridge in Pottuvil(ref A). The men 
had been renovating an irrigation sluice gate under the 
supervision of a Muslim contractor. The Government of Sri 
Lanka (GSL) on September 19 

surviving Muslim laborer 

Tigers of Tamil Eelam (LTTE) of the murders. The LTTE 
turn 

Sri Lankan military has a long tradition of blaming the LTTE 
for the atrocities it commits.\" 


3. (C) Sri Lanka Muslim Congress (SLMC) leader Rauf Hakeem\'s 
refuted the GSLVs indictment of the LTTE 

have been high between civilians and police Special Task 

Force (STF) officers in the Ampara district. The GSL 

dismissed HakeemVs demand that an international commission 
investigate the murders 

by the Criminal Investigation Department (CID) of the Sri 

Lanka Police. Another Muslim leader 

A.H.M. Fowzie 

this kind of killing. V" 


4. (C) Sri Lanka Monitoring Mission (SLMM) spokesperson 
Thorfinnur Omarsson told poloff on September 20 that monitors 
who visited the site on the afternoon of September 19 had not 
made a ruling on the incident. SLMM Chief Major General Lars 
Solvberg told Ambassador Blake during a September 19 meeting 
however 

unofficially under LTTE control. 


5. (C) A USAID officer traveling near Arugam Bay told us that 

on September 20 

gathered in a demonstration demanding that the STF chief be 
investigated and transferred following the September 18 
murders. The demonstrators were reportedly carrying machetes 
and marching toward a Sinhalese area 

USAID 

Sinhalese are fleeing the area in boats. One Amcit 

contact with conoff 

by the riots. The Consortium of Humanitarian Agencies (CHA) 
desk officer in Ampara told poloff that the STF had opened 

fire on Muslim demonstrators throwing stones at the police. 
SLMM spokesman Omarsson told poloff that monitors had heard 
unconfirmed reports that two to four Muslims had been killed 


N, as well as a general name check of the following Chilean candidate who has been nominated for tı 
te life (REF A) and will continue to focus on the party\'s political agenda. Despite the party\'s bravadc 
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this morning in Pottuvil. USAID sources claimed that two 
Muslims were injured while trying to enter an STF compound. 


6. (C) Comment: As in many cases 

Muslim massacre remain murky at best. This lack of clarity 
underlines the need for an independent Sri Lankan institution 
that can investigate and attempt to make reasonable 
judgments. One problem is that the institutions that 
currently might serve this function 

Human Rights Commission 

self-censorship and timidity 

threat of retribution from either side. How to invigorate an 
independent Sri Lankan human rights mechanism should be one 
of the mandates of the proposed Co-chairsY Human Rights 
Mission. End Comment. 
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said that the Shia have made some concessions 
contract signing authority impasse is fundamental. 


6.(C) Hasan gave a brief overview of the last 30 years in his 
industry. The Iraqis implemented a master development plan 
in 1976 

1981-1988. At the end of the war 

huge debt 

1989. The first Gulf War and the ensuing sanctions began a 
13 year period of deterioration 

\"technically weak" power sector unable to deliver much more 
than half of daily demand. Hasan described his distribution 
System as especially weak 

were destroyed in the war (for the second time). 


7.(C) Hasan has held his ministerial post for about 4 months. 
In his first 45 days in office 

power supply from 3 

for August was 6 

level because of insurgent attacks on MoENs infrastructure. 
He estimated that attacks on his plants and transmission 
lines were 8096 political and 2096 economic (e.g. 
transmission lines to steal wire for sale as scrap metal). 
Hasan said the GOI needs to generate 9 

peak demand. He expects to reach that level by 2009-2010. 
To do so will require $2-3 billion annually in capital 
expenditures. MoE has produced a 10-year master development 
plan covering training 


ients: Mission policy is that all USG travelers to the region be in possession of a valid passport. Visa 
al position on Iran, Gallardo said it would consider our position on Iran\'s compliance with UN Securit) 
> from the Guatemalan Foreign Ministry that provided end-use, retransfer, and security assurances fo 
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basic generation 

power lines) and distribution (low voltage neighborhood power 
lines) systems upgrades. IRMO electrical consultants 
characterize the master plan as overly optimistic with 

respect to the time required to restore Iraq to 24hr/day 

power. They estimate it will take 5-10 years. 


8.(C) Hasan said that he was one of only two ministers that 
is not affiliated with a party 

have limited his influence with the prime minister. He said 
that Maliki respects him and sometimes consults with him 
does not often follow his advice. He has advised PM Maliki 
that the country really needs a joint master plan for oil and 
electricity. 


9.(C) Hasan attributed the GOIVs problem in spending its 
budget dollars on big projects to the fear that has 
accompanied the governments anti-corruption campaign. He 
said the Commission on Public Integrity (CPI 

charged with investigating and prosecuting corruption) has no 
experience 

be corrupt itself. As a result workers are very reluctant to 
resume contracting activity for fear of being interrogated by 
CPI. Hasan said that it is necessary to change the budget 
rules immediately to streamline the procurement process 

let the experts take charge. He added that at this point too 
many dollars are being diverted to security. Hasan also 
stated that the Letter of Credit system needs to be fixed. 


10.(C) Hasan comes across as a candid technocrat 

to doing his job of improving the power supply to the general 
public. He also expressed some bitterness about the way he 
was treated under the CPA (no salaries for ministry employees 
for the first several months). Nevertheless 

background he is a good source on the politics of energy 
policy here as we enter the critical phase of hydrocarbon law 
development. 


Biographical Information 
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11.(C) Hasan holds a Ph.D. in Electric Power Engineering from 
the University of Dundee in the U.K. 

electrical power sector for years. Previously he was the 
Director General of Dura Power Station and Technical Director 
of the Iraq Electricity Commission. He never lived in exile 

a fact which helps his public image in Iraq. His family 

however 

SPECKHARD 
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REACTION TO THAI COUP 


Classified By: Classified By: Political Section Chief Mark D. Clark rea 
sons 1.4 (b and d). 


1. (5) Summary: Malaysian officials and politicians reacted 
with ambivalence on September 20 to news of Thailand\'s 
military coup 

Thaksin 

change their neighbor's government. Malaysians 

with Prime Minister Abdullah 

the Thai military would move quickly to restore democratic 
civilian rule. Armed Forces Chief Admiral Anwar and various 
Malaysian politicians expressed hope that Thaksin\'s ouster 
would bring better peace prospects for their Muslim Malay 
kinsmen in southern Thailand. In the meantime 

police reportedly stepped up their readiness at border 
points. End Summary. 


2. (U) Malaysian Prime Minister Abdullah Badawi 

the press in New York on September 19 

by the coup 

would be unpopular compared with democratic change through 
elections. He also pointed out 

military had mentioned its intention to return quickly to 
democracy. V'That is an acknowledgment that we hope can be 
implemented as soon as possible 

that has been planned can be carried out at an appropriate 
time 


3. (C) Malaysian interlocutors in conversations with us 
September 20 expressed some ambivalence toward the coup 
reflecting both concern over the event of a military takeover 
in a neighboring country and also the general dislike many 
Malaysians have for Thaksin related to his perceived 
heavy-handed approach to the violence in ThailandVs ethnic 


ong deployment of a 4-person munitions team to Lebanon for demining and disposal of unexploded c 
ier ministry\'s leadership and to the GVN delegation attending the meeting in Havana. MARINE 
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Malay and Muslim south. Abdul Razak Baginda 

to Deputy Prime Minister Najib Tun Razak 

September 20 

setback for Thai democracy. Malaysians will be happy to see 
him (Thaksin) go 

Wan Ahmad Farid 

Abdullah 

struck a comic tone: \"The ThaiVs change their government as 
often as the Queen changes her guards. V" 


4. (S) Malaysian Chief of the Armed Forces Admiral Anwar 
a September 20 conversation with the DATT 

as Thailand\'s internal affair. He held that the coup would 
not affect military cooperation between Malaysia and 
Thailand 

such cooperation in the future. Anwar was hopeful that 
Thaksin\'s ouster would lead to a new 

to address the violence in southern Thailand. He also 
expected the Thai military to quickly transition to a 

civilian government. Noting that he was speaking personally 
Admiral Anwar implied that Thaksin had brought the coup on 
himself by mishandling the crisis in the Muslim south and by 
failing to listen to his generals. 


5. (U) An official of the opposition Pan-Islam Party of 
Malaysia (PAS) 

his party\'s hope that the change in the Thai government would 
result in a different policy toward Thailand\'s Muslim south. 
On September 20 

General) Sonthi 

the Muslims in southern Thailand and is believed to have 
carried out the coup at the behest of the King 

that with the removal of Thaksin 

sufferings of Muslims in the south can be stopped as soon as 
possible and negotiations towards a just peace deal can be 
initiated." He added that 

the world towards the Thai government can be reduced if 
immediate actions are initiated to stop the spilling of blood 

in southern Thailand." 


6. (U) Parliament opposition leader Lim Kit Siang 
chairman and senior leader of the Democratic Action Party 
(DAP) 

tears for Thaksin but tears for Thai democracy." Lim 
referenced accusations against Thaksin of \"rampant 
corruption 

institutions 

undone \"decades of Thai progress in terms of democracy 
rights and the rule of law.\" Lim called for the immediate 
restoration of democratic and constitutional institutions. 
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7. (C) The September 20 edition of Malaysia\'s largest 
English-language daily newspaper 
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flights 

their schedules overnight and remained unimpeded in their 
journeys into Thailand. The Thai Embassy also told us that 
the border situation remained normal. However 

bureau chief in the border state of Kelantan 

informed us that his police sources were preparing for V'a 
possible flood of people from Southern Thailand into 
Kelantan 

military\'s crackdown on suspected Muslim militants. Malay 
language newspapers Utusan Malaysia and Berita Harian 
reported that Malaysian police have tightened security checks 
along the border. During the afternoon of September 20 
deputy police chief in the border state of Kelantan was 
quoted in radio reports as saying he had temporarily 
increased police readiness at all stations near the border 
with Thailand 

contingencies\" related to the coup. 
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United Nations Issues 


7.(C) Japan was still waiting for a response from the USG 
on UNSC reform 

election of a new UN Secretary General 

Secretary-General Kushiro Matsuura may decide to run for the 
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spot at the last minute 

Matsuura 

will put his name forward just two weeks before the election. 
Japan would appreciate it if the United States supports his 
candidacy 

consider Japanese candidate Nobuo Tanaka for the Executive 
Director position at the International Energy Agency (IEA). 
Tanaka is the current director for science 

industry at the OECD 

support for Dr. Shigeru Omi as the new WHO Director-General. 


Bilateral Issue 
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8.(C) Yachi noted that Japanese working-level officials 
were moving forward on implementing USFJ transformation 
that Okinawa\'s November gubernatorial election could 
complicate things. On economic issues 

willing to hold a low-key sub-cabinet meeting before APEC 
needed to coordinate our approaches to this year's meeting 
particularly with regard to regional architecture. However 
energy issues and more general meetings should be addressed 
after APEC so the new cabinet members can participate. If 
two meetings must be held 

highlighted 


9. (C) The law enabling Japan to participate in Operation 
Enduring Freedom (OEF) is set to expire in November and the 
Democratic Party of Japan will oppose its extension 

said. The government faces time constraints in trying to 
renew it. The Ambassador emphasized that it is very 
important for Japan to continue to participate in the war on 
terror. Since Japan is no longer involved in humanitarian 
activities in Iraq 

criticism if Japan does not renew the law. Yachi replied 

that Japan would like the United States to provide 

information on how valuable JapanVs contribution has been to 
OEF in order to counter domestic criticism that the Japan 
Maritime Self-Defense Force is merely a floating gas station 

in the Indian Ocean. The Ambassador emphasized how difficult 
it is to quantify the specific results of Japan\'s 

contribution and highlighted the critical role that Japan has 
played thus far. He said he would underscore Japan\'s 
important role in OEF in his speech at the National Press 

Club on October 19. 


Iran 


10. (С) Japan would like to be included in multilateral 

talks on Iran 

invited to the September 19 meeting in New York. Japan does 
not want to be put in a position where multilateral forums on 
Iran arrive at decisions without Japan\'s participation and 

then \"send the bill to Japan 

will continue to consult with the United States and the EU-3 
on Iran issues. The Japan Bank for International Cooperation 
(JBIC) will not provide government guarantees 

credit to Japanese companies exploring in tne Azadegan field. 
This means the project will likely not go forward 

said. Iran is growing frustrated because even though Iran 


has made concessions 


AM Summit, had received the invitation, but they had no information on the Prime Ministers respons: 
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contracts with it because of the lack of GOJ guarantees. 
Iran is prepared to negotiate until September 27 and 
threatens to abandon the contracts if agreement is not 
reached by then. 


Rice Flour 


11. (C) The Ambassador explained that the Ministry of Health 
and Welfare is holding up hundreds of millions of dollars of 
U.S. processed food shipments because they may contain trace 
amounts of genetically modified rice flour. He noted that 
USTR is very concerned that this could become a serious 
problem 

to test processed food for rice flour because there is no 

quick test to check for it and such a test would be very 
expensive. Yachi and Director General Kawai said they were 
not aware of this issue and promised to look into the matter. 
SCHIEFFER 
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exileV for forcing UNSC discussion. Opposition leaders plan 

to attend the NLD\'s September 27 anniversary en masse to show 
support for national reconciliation and dialogue. End 

summary. 


2. (U) The NLD issued a statement on September 20 that 
praised UNSC attention to the situation in Burma. The press 
release 

Committee Representing the People\'s Parliament (CRPP) 
stated: V'Burmese refugee issues 

threatening human rights violations are causing political 
economic 

problems emerge because the SPDC does not discuss and 
coordinate with the NLD 

organizations 

policies. The above problems have become not only domestic 
problems 

September 15 

officially add Burma issues into their discussion agenda. 

The UNSC\'s decision is essential for democratic 
transformation and national reconciliation. We welcome this 
because it is a very important step. V 


3. (U) Speaking to international media 

Lwin said that the UN\'s efforts since 2001 to discuss Burma 
had failed because UN Secretary General Annan did not have a 
strong enough mandate 

resolution on Burma this month 

mandate to impose resolutions and bring about good results. 
Party executive U Nyan Win credited Archbishop Desmond Tutu 


ot yet planned its agenda for the meeting, and would consider the U.S. points carefully. SCHIEFFER 
represent Japan at the UN General Assembly and/or be able to attend the Haiti meeting until after th 
f 16 interested NKs (ref e-mail). The RTG did not have a specific list of 16 in mind and was prepared 
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and former Czech Prime Minister Vaclav Havel for providing 
the impetus for UNSC action with their September 2005 report 
on Burma and said 

reconciliation. NLD leader U Myint Thein added 

agenda is not for military invasion or economic sanctions 

but will enforce (efforts) to bring out progress in national 
reconciliation and dialogue. V' 


4. (C) In a statement issued on September 16 

88 Generation Students group said 

to discuss the Burma issue at the UNSC as a crucial step in 
substantiating Burma\'s democracy and national reconciliation. 
All domestic forces 

international community as a whole have urged and are still 
urging discussion of Burmavs national reconciliation by both 
quiet and loud means... No one person or no one party can 
solve BurmaWs political difficulties unilaterally.\" Student 
leader Min Ko Naing told emb staff that he disagreed with the 
88 Generation Students\' statement that no one party could 
solve the situation unilaterally 


5. (C) Ethnic leaders also praised UNSC action. Pu Cin Sian 
Thang of Zomi National Congress (ZNC) told the Charge and DCM 
on September 16 that the UNSC action was a V'wonderful gift 
for the people of Burma.V In a press statement on September 
18 

States 

UN Security Council...We are feeling very encouraged with the 
thought that the fate and prospect of Burma might improve and 
that there is hope for democracy." U Kyi Win 

pro-opposition lawyer 

that the UNSC action is the most significant action taken 
internationally about Burma in 40 years. 


6. (C) The UN action is also helping bring diverse 
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opposition groups closer together. On September 27 

ethnic leaders 

who do not normally work closely with NLD plan to participate 

in NLD\'s anniversary celebration at party headquarters in 
Rangoon to encourage members and mobilize unified opposition 
to the regime. 


7. (C) According to Pu Cin Sian Thang 

a letter on September 21 to USUN Rep. Bolton 

UNSYG Annan 

Burma on the UNSC agenda 

reconciliation and dialogue in Burma. The CRPP also plans to 


C SECTION CHIEF DANIEL K. MOORE, REASON 1.4 D 1. (C) SUMMARY: TAIPEI AIRLINES ASS( 
meeting on September 19. Ando noted that he had briefed Chief Cabinet Secretary Abe earlier that r 
- GUIDANCE 1. This is an action request. 2. (U) JUSMAG/THAI has requested that the Embassy/£ 


Administration Act. 2. As per reftel A request and at the direction of the Office of Enforcement Analys 
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send letters to the countries that voted \"no\" or abstained 
asking them to not vote against or veto a future UNSC 
resolution unless they understand the actual conditions in 
Burma. 


8. (C) The SPDC 

with a vigorous attack on the U.S. 

Asian solidarity) 

regime mouthpiece V'New Light of Myanmar" published a 
front-page headline and five-page rebuttal of charges that 
conditions in Burma constitute a threat to regional 

stability 

political prisoners in this country." On September 20 
same paper ran an editorial entitled \"Crush the Danger of 
Destructive Elements Trying to Jeopardize the Peace and 
Stability of the Nation 

the country's domestic affairs. Pu Cin Sian Thang said the 
regimeVs extensive reaction shows more fear than usual. 


9. (C) COMMENT: The UNSC action has given hope to Burma\'s 
beleaguered opposition and unnerved the SPDC. The action has 
also energized pro-democracy supporters who felt they had 

been forgotten. Most encouraging to us were vows to stay 
united. End comment. 


VILLAROSA 
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in the EU\" Leading national circulation daily liberal Folha de S. 

Paulo\'s Budapest correspondent reports (9/20): “Тһе tape showing the 


confirmation that Hungary\'s Prime Minister Ferenc Gyurcsany lied 
about the budget during four years is just the iceberg tip of 
problems that Hungarian citizens are expected to face from now on. 
With the leak of the tape 

was confirmed: economic figures in Hungary have been manipulated for 
a long time 

quickly normalize its economy by reducing the public deficit to be 
able to use resources in structural reforms.... The European 
CommissionVs pressure are expected to increase even more 
complicating the life of the government as well as of the citizens 
who will be affected by further tax increases in coming months... 
Monday's protests reflect not only a current situation of intense 
political instability in Hungary 

dissatisfaction with their nation\'s role in the EU.\" 

2. VSecretary Tries To Rehabilitate The UN\" 

Political columnist Newton Carlos commented (9/10) in leading 
national circulation daily liberal Folha de S. Paulo: V'The boldness 
with which UN Secretary General Kofi Annan 

term 


) CONNAUGHTON MEETS WITH THE GUANGDONG DEVELOPMENT AND REFORM COMMISSI 
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perhaps more affirmative days for the organization.... The UN was 
knocked out with the invasion of Iraq without the Security CouncilVs 
authorization. The Bush administration put in practice its 
Vpreventive attackV doctrine.... With the worsening of the situation 
in Iraq 

he said before Condoleezza Rice what Bush does not want to hear - 
that Iraq is on the threshold of a civil war and destabilizes the 
region. He visited ten nations 

effort to implement a Security Council\'s resolution aimed at a 
ceasefire in Lebanon. HeVs trying to affirm the UN\'s universal 
nature.... The election of a new secretary general will be decided 
by negotiations among the five permanent members 

to veto any resolution. The idea of \'parliamentarizig\' the UN 

giving more powers to the General Assembly 

However 

But its survival and Annan\'s freer eloquence are considered 
advances." 


McMullen 
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in creating the videotape of Top that included the 
confessions of the suicide bombers. Despite his having been 
a Jl member since 1995 

record and his penitent attitude resulted in a more lenient 
sentence. 


4. On September 7 

late Jl explosives expert Azahari 

sentence 

the prosecutors recommendation. The judges were not moved 
by Cholily\'s unsubstantiated claims that he had been tortured 
by police investigators into making his confessions. In 
delivering the sentence 

bombmaking skills made him a V'dangerous man\" and that they 
believed Cholily had assembled as many as 21 explosive 
devices 

attacks. Cholily\'s lawyers have already filed their appeal 
according to Embassy contacts close to the case. 


5. Also on September 7 

eight-year sentence for his failure to inform authorities of 
the plot and the location of the plotVs alleged mastermind 
Noordin Top. Like Aziz 

video confessions of the suicide bombers. As in the case of 
Aziz 

recommended by prosecutors. Judges cited WidyartoVs 
repentant attitude and his young family as the reasons for 
their leniency. 


af A. FM Diallo noted USG support for Guatemala\'s UNSC candidacy and said the Ministry had recei 
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6. On September 14 

four convictions 

prosecutors recommendation by five years. The court found 
that Anif had had direct knowledge of the October 2005 
attacks 

and Top 

members 

that Anif had originally been recruited as a possible suicide 
bomber. 


Comment 

7. In the context of other CT prosecutions over the last few 
years 

slightly stiffer than similar cases in the Marriott bombing 

and slightly lower than similar cases in the Australian 
Embassy bombing. Generally the more experienced prosecutors 
have presented the stronger sentencing recommendations. 
Cholily conceivably could have received the death penalty for 
his bombmaking role. However 

played worker-bee roles in the October 2005 attacks 

are believed to have been masterminded by Noordin Top 
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remains at-large 
raid last November 
HEFFERN 
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approach\" in Libya 

engagement. By cooperatively working with the Government of 
Libya (GOL) to develop awareness about human rights 

asserted 

reports of abuse of those rights. He explained that UNDP 
contributes to the promotion of respect for human rights through 
several of its development programs: (1) training judges 
prosecutors and academics; (2) women\'s empowerment training; (3) 
training government and law enforcement officials to reduce 
demand for and supply of illicit drugs. Grieco noted that 

experts believe drug abuse to be the leading cause of the spread 
of HIV/AIDS in Libya. 


4. (U) Grieco provided a formal 

programs in Libya that included a description of its women\'s 
empowerment work. According to the report 

project for Advocacy and Capacity Building on Women\'s 
Empowerment" in Libya. The program draws on the UNVs global 
effort to "mainstream gender into development activities. As 
part of the program 


NCLASSIFIED. PLEASE PROTECT ACCORDINGLY. NOT FOR RELEASE OUTSIDE U.S. GOVEF 
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year aimed at national and local authorities. UNDP organized 

the seminar in conjunction with the government-run organization 
WaVatessemo and the United Nations Development Fund for Women 
(UNIFEM). UNDP has proposed to the GOL the development of four 
new projects that will 

entrepreneurs; (b) compile gender disaggregated statistics; (c) 
examine the impact on women of Libya\'s legal framework 

enhance womenvs participation in the development process; and 

(d) address the gender dimension of the HIV/AIDS pandemic. 


5. (U) UNDP has been in Libya since 1950 

and receives its funding from the Libyan government 

to Grieco. It focuses on technical assistance to achieve 
national development goals. In addition to the programs listed 
above 

agriculture 

services 

local government 

management. In the near future 

and communications technologies 

strategies. 


6. (U) Since Libya is a net contributing country to the UN 

Grieco explained 

agencies 

their own hiring and policy decisions. The following agencies 
currently operate in Libya (staff size in parentheses): Food and 
Agriculture Organization (FAO) (1); United Nations High 
Commissioner for Refugees (UNHCR) (12); United Nations 
Information Centers (UNICs) (4); World Health Organization (WHO) 
(4); United Nations Office on Drugs and Crime (UNODC) (2). The 
United Nations Educational 

(UNESCO) does not have a permanent presence in Libya 

said 

occasions to provide children with vaccinations. UNDP also 
receives funding from New York 

the percentage of the budget that comes from New York. UNHCR 
receives all of its funding from Geneva 

does not serve Libyan citizens. 


2Η FAO Ε.Ο. 12958: N/A TAGS: TBIO, KFLU, АМЕР, AMGT, CASC, EAGR, PINR, SOCI, VM SUBJ 
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has 
this debate. 


-- Both factions agree that Merkel has not pushed hard enough 
for conservative policies within the coalition. 


-- Merkel and her proteges in the leadership have been 
pushing for a modernization of the party's understanding of 
society (e.g. 

immigrants 

and religiously committed 

these trends. . 


SPD Not Better Off 


3. (U) Though spared the summers public infighting 

holding steady in polls at around 30 percent 

fact no better off. 67 percent of SPD voters in the 

September poll said they were disappointed with the party. 
The SPD\'s public image has benefited from the novelty and 
charisma of new Chairman Kurt Beck and the prominence of 
Foreign Minister Steinmeier. But party contacts also report 
that activists 

with the governments direction and in the spring the SPD 
suffered through a public fight over strategy between 
Vice-Chancellor Muentefering and then-Chairman Platzeck. In 
addition 

Party.PDS and from the right as the CDU modernizes its social 
message. 


Discontent Not Fatal 


4. (C) These discontents will continue 

should not be exaggerated. Neither party has reason to 
believe it would receive a stronger mandate from early 
elections. There is no sign that cabinet relationships have 
been damaged -- cabinet discipline continues to hold and 
contacts tell us the working relationships among the cabinet 
and senior parliamentary leadership remain good. During the 
Bundestag\'s annual Budget Debate (in fact 


ще abductions in mid-August of four asylum seekers from Osh. Procurator General Kambarli Kong 


6. The meeting was attended by 24 States Parties from the Asian Group: Bangladesh, Bhutan, Brun 
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debate) on Sept. 6 

government\'s positions and policies. The Chancellor made 
only a few 

example noting that SPD leader BeckVs recent call for greater 
attention to the productive (i.e. 
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adoption of long-standing CDU/CSU policy. Likewise 

leaders were restrained -- SPD caucus leader Struck recalled 
that his party would have preferred to see health reform take 
a different turn. The SPD leadership has focused its 
criticism of the CDU/CSU on Minister-Presidents who oppose 
government plans for health care reform. 


But Is a Constraint 


5. (C) Though strife in the coalition will not stop reform 
efforts or prevent Germany from taking on new international 
responsibilities 

forcing her to widen the decision-making circle to maintain 
unity. An example is health care reform -- one of Merkel\'s 
key priorities -- which has been postponed in the face of 
rising opposition from the states and within the Bundestag 
caucuses. Strains have also reportedly led the government to 
back off plans for cuts in business taxes and laws protecting 
workers against dismissal. A more cautious government will 
look long and hard at foreign policy initiatives and may not 
be able to decide quickly (e.g. 

diminish the commitment of Merkel\'s government to 
trans-Atlanticism and a strong relationship with the U.S. 

but we may need to factor in the increasingly deliberate (and 
deliberative) nature of her management of the Grand 
Coalition. End Comment. 

TIMKEN JR 
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for a new future for the Middle East through a regional 
framework of collective security 

cultural dialogue.\" 


MFA Caught Off Guard 


3. (C) The Sept. 18 announcement was a surprise for the MFA 
according to Francois Thoizy 

senior advisor for North Africa and the Gulf. In a Sept. 19 
meeting with poloff 

expected Chirac to call for a conference on Lebanon 


^'s comments on our draft text, he emphasized that the timing was right for a U.S.-Croatia agreemen 
1 for former tenancy rights holders outside war- affected areas (reftel). At the meeting, Ambassador ( 


at UNGA. Kara said the travel plans of Czech FM Alexandr (Sasha) Vondra have changed. Specificall 


and Action Request -------------------------- 1. (С) Government preemptive actions forestalled a series ‹ 
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reconstruction (which he did separately) 

President V'apparently decided to expand the scope of the 
conference" to include the Palestinian-Israeli conflict. 

With no apparent guidance from Chirac\'s office 

working on the assumption that there would still be only one 
conference -- an expanded Lebanon reconstruction conference. 
His confusion was shared by Herve Besancenot 
DAS-equivalent for Egypt and the Levant. As of late Sept. 

18 

reference to the Lebanon conference -- which 

said 

December 2006 

conference could be held in Paris. (Besancenot noted wryly 
that Chirac had approached the Saudis about holding the 
conference in Riyadh in hopes that the Kingdom would pick up 
the tab but the Saudis did not take the bait.) 


4. (C) By late in the afternoon of Sept. 19 

begun to figure out what Chirac had in mind. Mariam Diallo 
desk officer for Palestinian affairs 

did indeed call for two separate conferences 

reconstruction and one for the Middle East. She hastened to 
clarify that Chirac was not/not calling for the international 
conference described in Stage II of the roadmap (i.e. 
conference that leads to the establishment of an independent 
Palestinian state with provisional borders). Asked what 
guarantees such a conference might produce for the parties 
Diallo speculated that Israel would be primarily interested 

in receiving security guarantees 

enhanced UNIFIL force in southern Lebanon might serve as a 
useful model. She further speculated that the Palestinians 
would be interested primarily in political guarantees on 
sensitive questions such as the status of Jerusalem and the 
rights of Palestinian refugees. 


Please visit Paris Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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the Chinese or Japanese consulates in other areas of the city 

and some of the APCs had moved to block the gates of the 
municipal office parking lot by mid morning. END COMMENT). Calls 
to the municipal office went unanswered Wednesday. 


6. (C) Chiang Mai and other northern areas have always been 
dependable sources of moral support and votes for Thaksin and 
his Thai Rak Thai party. Most northerners continued to back 
their hometown boy throughout the recent political crisis and 


rater, utilities are poorly managed, and poor irrigation hinders agricultural development. There exists 


). Feltman, Ambassador. Reason 1.4(b) and (d) 1. (C) The Lebanese Armed Forces (LAF) have a d 
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annulment of the April elections. Moreover 

northerners - mostly academics and other elites - were unable to 
or prevented from organizing effective grassroots displays of 
opposition. Yet on the day following the coup 

residents showed no signs of opposing the military takeover or 
resenting the military forces occupying busy intersections and 
other strategic locations. Indeed 

the market near the consulate offered refreshments and snacks to 
the soldiers stationed there. 
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T. (C) COMMENT: The speed and effective coordination of 
Tuesday night's coup appear to have prevented any organized 
pro-Thaksin movement in and around Chiang Mai from getting off 
the ground. Although he was deeply popular here in his home 
base 

organization of politicians 

quasi-political heavyweights. Despite overwhelming support from 
farmers 

elections 

political structure exist in Northern Thailand that could 

represent or mobilize these potential supporters. With 

influential Thaksin loyalists dispersed or scattered and martial 
law supposedly banning groups of five or more from gathering in 
public areas 

significant displays of civic opposition to the coup. And while 
they supported Thaksin with their votes 

many Thais - may view Thaksin\'s forced removal from politics as 
an acceptable path out of the recent tensions if it leads to a 
return of calm and stability 

loyal supporters here would admit did not seem likely with him 
staying in power. END COMMENT. 

CAMP 
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2. (C) The relationship between the President and the Vice 
President is further strained because Atiku has had travel 
restrictions placed on him by the President. While he can 
generally obtain permission to leave the country 

he is only allowed to travel to Yola and Lagos. People are 
free to come to Abuja to visit him 

that in spite of the obvious strains in his relationship with 
the President 

level. 


mmitment. Any additional information received will be forwarded. POLT 
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3. (C) The Vice President continues to plan his presidential 
campaign. He said he was in contact with former military 
head of state Babangida 

delegation from former head of state Buhari later in the 
evening. Both Atiku and his aides express great confidence 
that they will be allowed to run in the elections and that 

they will win if elections are held. Atiku claims that he is 

Vthe only person Nigerians look to for defending democracy. V 


4. (C) COMMENT. Atiku spent several minutes reminiscing 
about the late Shehu Yar'Adua. Yar'Adua was ObasanjoVs 
number two during his stint as military leader and was the 
founder of the political machine that Atiku inherited on 
Yar\'Adua\'s death in prison during the Abacha years. Atiku 
clearly wants to be seen in the same light as his (still) 
extremely popular mentor. For now 

resolute 

simply another phase of the same political game with 
Obasanjo. He believes that the President would like to 
disqualify him from running for office 

the President will be able to succeed. Given that 

unlikely that Atiku will fade quietly from the system and 

will continue his efforts even if that means releasing more 
information about corruption involving both himself and the 
President. 

CAMPBELL 
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remain to be decided to establish the common currency: 
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flexible or fixed exchange rate (to be discussed at the 

December GCC Bank Governors meeting); currency printing and 
distribution 

infrastructure; and the question of reserves put up front to 
guarantee the currency. Al-Suwaidi believes the most 

difficult issues are GCC states necessarily giving up some 
sovereign rights. 


7.(C) Al-Suwaidi listed several issues that complicate 

actions by the UAEG 

and popular Emirati sentiment. He said recent press about 
Emirati students having visa problems in the US put pressure 
on the administration. Al-Suwaidi also stressed the 
importance of security cooperation -- if these Emiratis are 
being turned away from the US because of security concerns 
the Central Bank should be told so that the UAEG can take 
action against these threats. 


Jlogy Control Regime (MTCR) Plenary scheduled for Copenhagen in a meeting September 14 with G 
it assignments. The smaller parties have fewer chairmanships than in the previous parliament, accen 


ra\'s Classified Web Site at http://www.state.sgov.gov/p/eur/ankara/ WILSON 
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Mubadala CEO Encourages Greater Dialogue 


8.(SBU) A/S Sullivan 

Mubadala CEO Khaldoon Al-Mubarak. Al-Mubarak also serves as 
Chairman of the Executive Affairs Authority -- an independent 
economic 

that provides policy advice for the Crown Prince of Abu 

Dhabi. Mubadala is completing a study on perceptions of the 
UAE in the US 

stands six months after DPW. Al-Mubarak believes Americans 
have largely forgotten about DPW 

overseas about the issue remains. A/S Sullivan stressed that 
the administration and many American legislators remain fully 
supportive of the UAE and continued Emirati investment in the 
US. A/S Sullivan and DAS Saeed emphasized the importance of 
foreign direct investment in the US job market 

a powerful force in elections. Al-Mubarak said the most 
important step the US can take is to continue and expand 
dialogue between companies and investors. 


9.(C) Al-Mubarak spoke about the purchase of a French 
company 

investments. He postponed closing the deal for three weeks 
so the company could divest its interest in a US-based 

aircraft maintenance and overhaul company. \"Everyone\" 
encouraged Mubadala to cancel the deal if the US company were 
part of it because of the political fallout risk. DAS Saeed 
reinforced commitment from high level US officials saying "We 
want you back. Al-Mubarak responded the UAE is as 
interested as ever in investing in the US and the UAE 
Ambassador to the United States has visited with more than 70 
member of Congress in the last several months. A/S Sullivan 
told Al-Mubarak US businesses in the UAE continue to prosper. 
Al-Mubarak gave credit to the quality and experience of US 
companies. 


ADIA on FTA and Investment Strategies 


10.(C/NF) A/S Sullivan and DAS Saeed spoke with Abu Dhabi 
Investment Authority (ADIA) Department Managing Director 
Khalifa AI-Kindi and Senior Fund Manager Hashim Kudsi 

the FTA and ADIA\'s investment strategies. Al-Kindi clearly 
did not want to discuss the FTA 

play a major role in FTA discussions. He believes labor 
unions are a difficult obstacle but the UAEG intends to 
complete the FTA. He stressed the positive movement UAEG has 
already made on new labor laws and practices 

time the UAEG is \"not ready for the labor issue.\" (Comment: 
Given the major role that ADIA officials have played in the 


He stated that GOT policy on the Iranian nuclear program has been very clear in calling for Iran to su 
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FTA negotiations 

role. We understand that there are some factional divisions 
within ADIA. This meeting brought them into clear relief. 
End Comment.) 


11.(C) AI-Kindi provided a breakdown of ADIAVs investment 
strategy 

He noted that about 45% of ADIAs inflow of cash was invested 
in equities (4096 of that in US equities) 

government bonds 

indexed bonds (6096 of that in US TIPs) Real estate 

funds (896) 

the portfolio. In addition 

in cash (or short term instruments such as 3 month t-bills) 
which is historically high. He noted that returns on cash 

like investments were good. (Comment: Al-Kindi\'s comments 
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confirm what we have heard earlier from other ADIA officials 
who provided an additional perspective. They noted that ADIA 
tends to keep its investments in companies under the various 
reporting thresholds. So much cash has been flowing into 
ADIA from the high oil revenues 

meeting this goal and staying consistent with its asset 
allocation requirements.) Al-Kindi also said China only 
permits ADIA 200 million dollars maximum investment in public 
equities there. He believes this limit may be due to 
UAE-Taiwan relations. Al-Kindi said ADIA has some 800 
managers across the globe 

Due to the large amount of money ADIA handles 

mid-cap investments are problematic and therefore avoided. 
Additionally 

debt markets. 


12.(SBU) DAS Saeed emphasized the USG desire for ADIA to 
continue investing in the US and offered to explain new 
legislation and questions related to the CFIUS process 

host ADIA officials in the US. Al-Kindi said ADIA is as 

willing to invest in the US as it was before DPW. Al-Kindi 

also complained bitterly about the complicated process for 
getting US visas and recent press about UAE students in the 
US. 


13. (U) This cable has been cleared by A/S Sullivan and DAS 
Saeed. 
SISON 
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ag, 34367, Sisli, Istanbul Tel: 90-212-334 4444, Fax 90-21-2334 4455. Reservations for Ankara will b 


onal wire services. While these sources are more reliable than most Turkish press sources, they are 
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prostitutes\". During the roundtable discussion after the film on 
anti-TIP efforts in Belarus 

efforts to combat TIP but stressed the government must allocate 
more funding to TIP-related programs and services. End Summary. 


Reaction to the Film 


2. (U) On September 13 

PBS special 

about victims trafficked from Eastern Europe into forced 

prostitution in Turkey. While applauding the producers for so 
poignantly portraying the problem of TIP 

representatives of NGOs and international organizations objected to 
the filmVs portrayal of trafficked women as V'stereotypical 

prostitutes 

physical features. 


Participants Rate Governments\' Effectiveness in Combating TIP 


3. (U) After the film presentation 

roundtable discussion on the effectiveness of civil society and 
governments in combating TIP. They acknowledged that combating TIP 
was a GOB priority and cited the numerous laws and state programs 
the GOB initiated within the past year. Several NGO leaders 
however 

Shelters exist to help victims 

properly staff them 

appropriations in the budget in addition to the GOB\'s limitations 

on foreign technical assistance. In response 

Program 

anti- ПР NGO LaStrada opened rehabilitation shelters for victims 
and their families to supplement the GOB shelters. 


4. (U) LaStrada and IOM representatives agreed that overall 
awareness about the problem of trafficking has increased among the 
population 

the trafficking hotlines. However 

victims of trafficking as prostitutes remain and make it difficult 

for victims to obtain help and for border guards to properly 

identify victims. 


5. (U) The participants praised the cooperation they received from 
foreign governments 

governments should work to decrease demand within their own 
countries for TIP victims. 


Comment 


ve that high-level European contacts with the Syrians have yielded progress, and we therefore would 


Political Affairs Giulio Terzi αἱ SantVAgata, and Director of MFA Balkans Office Raimondo De Cardon: 


ram. Post has no credible information of human rights violations by any of these persons. Post is rec 


) on Electromagnetic Induction of the Earth. 2. Post understands that no assistance is required. 3. 
er 8, 2006. The purpose of this visit is to attend and present at the Fifty Seventh International Astron 
e purpose of this visit is to attend and present at the Fifty Seventh International Astronautical Congre: 
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6. (SBU) This film screening provided an opportunity for the 
leading members of the anti-TIP community in Belarus to come 
together and evaluate the progress that has been made in the 
country. As in the past 

lack of support to NGOs and poor implementation of the existing 
anti-TIP legislation. Perhaps in addition to seeking international 
support for their U.N. draft resolution \"Improving coordination of 
efforts against TIP 

to establish solid partnerships with the NGOS in its own country 
that are already committed to eradicating the problem. 
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earlier reports that his health had deteriorated dramatically. In 
connection with the Bawag affair 

Joerg Haider has once again surfaced with an attempt to assume the 
role of investigator: With the help of a Bawag fax which was 
leaked to him 

between Wolfgang Flttl and socialist trade unionists 

Says 

reports that the Haider fax is not new 

Fittl-SPOe connection. It merely establishes a connection between 
Bawag/Flttl and a company called V'Galonia Etablissement in 
Liechtenstein. This company was officially mentioned in an 
inspection report of August 2006 and it is connected with Martin 
Schlaff 

boss Josef Taus 


New US Class Action Suit 


4. A class action lawsuit in connection with the union-owned bank 

Bawag scandal has been filed in the United States. \"Global 
Management has sued for damages on behalf of З 

The documents reportedly were forwarded to Vienna via the US Embassy 
in Austria. In the meantime though 

come forward to deny that the bank was affected by the lawsuit - 

\"the charges leveled against us have been overtaken by more recent 
events 

Bawag was no longer an issue. V'Global Management recently rephrased 
the charges and 

charges are now leveled against former Refco-boss Phillip Bennett 

and a number of other Refco managers. It is suspected that Global 
Management has at the last minute agreed to an out of court 

settlement between the Bawag and the Refco victims 

daily \"Wirtschaftsblatt.\" 


Bush 


5. US President Bush and Iran\'s President Mahmoud Ahmadinejad have 


nderstands that no assistance is required. 3. Visitors are reminded that bearers of diplomatic and of 
'sent at the University of Barcelona. 2. Post understands that no assistance is required. 3. Visitors 
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xurpose of the trip is to meet with the 57th International Astronautical Congress-Local organizing offic 
adblocks remained primarily in the Riviera district of Abidjan, where the Embassy is located. A group 
on with the July 31 attempted bomb attacks on the German railway system (Reftel). Al Saleh, a Ѕугіг 
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iinistries. Point of contact will be Political Officer, Tracey Thornton, who can be reached at: office 381 


dlish closer economic links to Brazil as well as generate additional Brazilian investment in Portugal. A 
3| demarche, Coelho confirmed that Portuguese Foreign Minister Luis Amado will attend the Ministeri; 
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made their positions clear before the UN General Assembly - the 
Iranian President again declaring his country's nuclear programs 
were peaceful and transparent 

its nuclear weapons ambitions. Ahmadinejad did not take part in a 
reception hosted by Kofi Annan in which Bush participated. Centrist 
daily Die Presse writes about an Wexchange of blows" and a 
\"rhetorical crossing of swords V' between the two Presidents at the 
UN. George Bush harshly attacked the Iranian regime 

the same time 

to shape their own future." In addition 

that Washington would prefer a diplomatic solution to the 
controversy over Iran\'s nuclear ambitions 

\"nothing against Iran pursuing a peaceful nuclear program." Liberal 
daily Der Standard reports that President Bush also pushed for 
international support of his Middle East democratization program. 
Furthermore 

Islam. Mahmoud Ahmadinejad\'s appearance before the UN General 
Assembly was also eagerly awaited 

already made clear ahead of the UN Assembly meeting that Iran was 
not willing to compromise in the nuclear dispute. 


Riots Shock Hungary 

6. A wave of violent protests has hit Hungary - Prime Minister 
Gyurcsany wants to stop the unrest 

extremists. The majority of Hungarians 

angry and deeply frustrated with the government. The opposition has 
called upon Gyurscany to resign 

unimpressed by this 

Hungary is suffering from an economic crisis with unemployment 
rising as consistently as the budget deficit 

amount to 6.7 percent of the gross domestic product. This fact has 
led the EU to reprimand Hungary 

on an inefficient 

Gyurscany was quoted by centrist daily VDie Presse\" as calling the 
events in Budapest the \"longest and darkest night in the Hungarian 
Republic" and urging the authorities to take V'more resolute 
action. V 


Tanks in the Heart of Bangkok 


7. The Thai army has initiated a coup against Prime Minister Thaksin 
and the military has declared a nationwide state of emergency and 
martial law. The coup had been expected for a few months - the 
military has been increasingly divided over allegiance to Thaksin 
who is charged with abuse of power and corruption. There are 
indications he and his family were engaged in business deals for 
which they paid no taxes. Criticism regarding his conflicting 
interests was not something that Thaksin could bear 

daily VDie Presse\" in reference to his repression of the media and 
the fact that he ignored all calls for his resignation. His 
authoritarian style and the growing corruption in the country 


istafa Bernabe to the United States for sentencing in the U.S. District Court for the Southern District c 
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increasingly disappointed the Thais. The military named General 
Sondhi Boonyaratkalin Acting Prime Minister - he is a loyal follower 
of King Bhumibol Adulyadej 

a stabilizing factor in Thailand 

during this crisis all TV stations ran pictures of them. Also 

new Prime Minister is Muslim and therefore might be able to resolve 
the bloody conflict with Muslim insurgents in the southern part of 
the country 


Koizumi Era Ends 


8. On Wednesday 

expected to vacate his seat as Chairman of the Liberal-Democratic 
Party and head of government. Cabinet spokesman Shinzu Abe will take 
over both functions. Koizumi initiated economic reforms 

the power of the bureaucracy and party establishments and left an 
indelible mark on Japan's politics. KoizumiVs successor 

is described as nationalistic 

War Il 

in the region. His goal is to stop China\'s ascent of China to 
leadership status in Asia. This will be difficult since the 

economies of both countries are closely intertwined. Japan could 
seek alliances with India and Australia and some of the Central 
Asian republics of the former Soviet Union 

daily \"Die Presse 

confrontations between Beijing and Tokio unavoidable. Abe has also 
announced his intention to alter the post-war constitution to the 
effect that Japan will obtain the right to self-defense 

army and participation in military missions on foreign soil 

possibly even nuclear weapons. This in combination with Abe\'s 
interpretation of history could be dangerous 

points out that the change of power in Japan is viewed with unease 
by some of its neighbors and even by Abe\'s critics in his own 
country. 

McCaw 
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against Lebanon and victory of the Lebanese Resistance with Fathi 
Yakan 

(Government-owned Tishreen 


\"Vice President Farouk al-Shara discusses with Nassri al-Khouri 
Chairman of the Syrian-Lebanese Higher Council 

the brutal Israeli aggression against Lebanon\" (Government-owned 
Tishreen 


\"A Syrian delegation inspects three Lebanese villages destroyed 
by recent Israeli aggression 

reconstruction. The UN: Israel has left behind 350 

bombs in Lebanon\" (Government-owned Al-Thawra 


rtment assist in conducting a Leahy Amendment Human Rights review, as well as a general name ch 
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\"Foreign Minister Walid al-Mouallem participates in the 61st 
session of the UN General Assembly. UN Secretary General Kofi 
Annan paints a dark image of the world. Al-Mouallem confers with 
foreign ministers of some participating states in the UNGA 
Conference V" (Government-owned Al-Thawra 


VIn an interview with Egyptian Magazine Al-Ahram Al-Arabi 
Information Minister Mohsen Bilal underscores the importance of a 
unified Arab discourse toward the world.... Syrian media is 
witnessing true reforms.... 32 newspapers have been licensed" 
(Government-owned Al-Ba\'th 


VJapanese Deputy Foreign Minister Shinataro Ito confirms that 
Syria is a basic partner for achieving peace in the region" 
(Government-owned Al-Thawra 


\"Israel steals water of al-Wazzani River in Lebanon. Israeli 
cluster bombs increase suffering of the Lebanese in south 
Lebanon. Lebanese Mufti Qabbani warns against presenting the 
idea of federalism. New TV questions fate of aid funds to 
Lebanon!" (Government-owned Tishreen 


\"700 

occupation of West Bank and Gaza Strip in 1967. Two Palestinians 
martyred in Nablus. Israel prepares new invasion of Gaza\" 
(Government-owned Tishreen 


3. Editorial Block Quotes: 


Omar Jaftali 

wrote (9/20): \"Implementation of UN resolutions 

of force 

East.... News circulated from Washington and Tel Aviv indicates 
that the United States promised Israel to prevent the UN 
Security Council from discussing an Arab League peace plan to 
resolve the Arab-Israeli conflict... 


\"The international community 

countries 

deterioration in the region and support peace efforts that will 
lead to restoration of the Golan 


Bank.... The world must confront the hegemony of the unilateral 
power 


rstands assistance is not required. 3. Entry/departure requirements: Mission policy is that all USG t 
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Ws Millennium Challenge Account (MCA) proposal. Frustrated with inadequate financial resources to 


problems with tax authorities and the state petrochemical company. The BRV is pressing PDVSA to 
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sponsor and protector of Israel's aggression 

abortion of the peace process 

requirements as mentioned in Security Council Resolutions 242 
and 338 and Resolution 497 

annex the occupied Syrian Golan and considers it null and 
void.... 


VArabs must reject the status quo that Israel and its supporter 
want to impose 

Security Council 

amendments 

Lebanese national Resistance offered 

international community to abandon double standards and return 
to the principles of justice and law....\" 


Ali Qasim 

(9/20): V'The formation of an Israeli investigation commission 
into Israeli performance during the Lebanon war is an 
acknowledgement of clear failure and a sense of defeat that is 
growing deeper and deeper among Israelis... 


\"Israeli sources have said that the establishment of the 
commission also constitutes an acknowledgement that all Israeli 
attempts to play down the defeat or beautify its face have 
failed.... This means 

pressure that Americans applied to prevent the defeat 

its impact 

achieve by war 

attempts are being made to inflate Resolution 1701 and alter 
UNIFIL\'s mission to include things that are not mentioned in the 
international resolution.... 


VWhat is more surprising is to see the international forces draw 
a new border line different from the Blue Line that the United 
Nations drew. The new line slices off pieces of Lebanese 
territory. This is another departure from the mission of these 
forces. Add to this a series of infringements by these forces 
which are playing no role in stopping the continuous Israeli 
violations of the international resolution. 


V'There are Israeli attempts to alter the UNIFIL mission as 
Vanother card of defeat and a last chance to compensate for 
Israel\'s political and military failure.\" 


anged views on U.S.-Caribbean relations in a September 8 meeting in Bridgetown. Savarin explainec 


[he vote itself was free, fair and transparent; even the losing opposition candidates conceded defeat | 
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\"гаа Faces Schemes of Partition" 


Salim Abboud 

wrote (9/20): V'There are feverish efforts to divide lraq.... 
These secessionist attempts under the slogan of federalism are 
the work of the occupation; they are not in the nature of the 
Iraqi people. 


V'The division of Iraq serves the interests of Israel and the 
United States as it removes a strong Iraq from the equation of 
the Arab-Israeli conflict and turns the country into a base for 
the creation of the new Middle East 

the Torah state from the Nile to the Euphrates....\" 


Corbin 
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Club 

sources could be the solution to the energy problems of the all 

the SCO members. According to the communique 

will coordinate regional energy policy and promote cooperation 

in the energy sector among SCO members. Developing relations on 
energy issues and energy security will remain a priority in 

future meetings of the group 

next year in the Uzbek capital 


3. On September 15 

countriesV cooperation on a wide range of issues. Tajik 
President Emomali Rahmonov met with Chinese Prime Minister Wen 
Jiabao on the sidelines of the summit and reviewed plans for 
expanding bilateral trade and investment 

details of the upcoming joint military exercises. The countries 
promised to boost high-level exchanges 

political trust.\" The two countries signed four agreements on 
cooperation in the fields of technology 

health and medicine 

to Embassy contacts 

Tajikistan has gained disproportionately from the $900 million 
concessional loan offer from China to all Central Asian 

countries 

Officials in southern Tajikistan broke ground on September 19 on 
the Chinese-funded north-south energy transmission lines. 


4. According to various media sources 

Minister Shaukat Aziz held talks with Chinese Premier Wen Jiabao 
on the sidelines in which they agreed to broaden and deepen the 
bilateral relationship. Pakistan and China vowed to strengthen 
their strategic relationship 


| Mark Malloch Brown convened a September 14 meeting of P5 Ambassadors plus the Greek Ambas 
Eterno holds a Top Secret Clearance, DOB 8/19/1970; U. S. Diplomatic Passport No. 900340021. M 
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defense 

leaders also reviewed the agreements scheduled to be inked 
during the November visit of Chinese President Hu Jintao to 
Pakistan 

\"milestone\" in bilateral relations. Both sides also agreed in 
principle to conclude an early signing of a Free Trade 
Agreement 

agreed in principle to establish a joint investment company 
details of which were currently being worked out. 


5. COMMENT: As China\'s avenue of entry into Central Asia 
SCO appears to be gaining strength as a substantive regional 
forum for economic as well as security issues. How agreements 
on divisive energy issues actually derive from V'strategic 
cooperation\" remains to be seen. The SCO took no public action 
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for example 

water and energy tensions between Tajikistan and Uzbekistan. 
Presidential Advisor Rahmatulloev told Ambassador September 20 
that no one is sure what form the V'energy club\" would take: 

\"It\'s only at the discussion stage.\" Privately 

sources told EmbOffs they see the SCO as a conduit to serve 
China\'s geopolitical interests 

the creation of alternative routes avoiding Uzbekistan. Russia 
Kazakhstan 

organization 

\"Commonwealth of Authoritarian States.\" With China bankrolling 
infrastructure development in the region 

recognize their governments need to back up their private 
investments in order to play the game in the region. END 
COMMENT. 

JACOBSON 
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the Monarchy\" is in control of the government after a 
bloodless coup on the evening of September 19. The CDRM 
promises to cede control to an interim civilian government 
soon 

this would happen. Politicians and academics have expressed 
support for the military\'s actions 

Vno other way to proceed with political reform free of the 
control of Prime Minister's Thaksin\'s enormous wealth and 
political power. This is a sad commentary on the weak state 
of Thailand\'s democratic institutions. The fight appears to 
have gone out of Thaksin 
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complete collapse of any support for him in the military. We 
are following up on reports that some leading Thai Rak Thai 
members are being held in detention; others are out of the 
country and may be traveling to meet Thaksin. End Summary. 


2. (C) As of COB on 9/20 the V'Council for Democratic Reform 
under the Monarchy\" (CDRM) has seized and maintained power in 
a so far bloodless coup. The leaders of the Committee are: 


Supreme Commander Gen. Ruengroj Mahasaranond 
Army Commander in Chief Sonthi Boonyaratklin 

Navy C-in-C Adm Sathiraphan Keyanon 

Air Force C-in-C Air Chief Marshal Chalit Phukphasuk 
Deputy Leader 

Police Commissioner General Kowit Watthana 

Leader 

National Security Council SecGen Gen. Winai Phattiyakul 
Secretary General 


SIPDIS 


COMMENT: Several things here are significant. The police are 
participating 

policeman 

police commander Gen. Kowit told his colleagues that he was 
not a member of the coup conspiracy 

went along with it. Also significant is the participation of 
Supreme Commander Ruengroj. In ThaksinVs effort from New 
York on 9/19 

the Supreme Commander to rally the troops loyal to the PM and 
oppose the coup. We believe that Ruengroj\'s \"defection\" was a 
factor in ThaksinVs so far muted response to the coup. End 
comment 


GOOD NEWS AND BAD NEWS 


3. (C) The CDRM issued a steady stream of communiques 
overnight on 9/19-20 

The statements reiterate that the generals have no intention 
to retain power 

civilian control V'as soon as possible.\" General Winai 

is on the Council 

might take a few days before the military would cede control 
to a civilian. During a briefing for the diplomatic corps 
(septel) 

weeks. (COMMENT: Speculation on a transitional PM centers on 
Privy Counselor Surayud (reftel) and Bank of Thailand 
governor Pridyathorn -- presumably to send a strong positive 
signal on the economy.) 


sas and 36% in rural), while access to sanitation was 33% (33% for both urban and rural). With a me 
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4. (C) The CDRM statements also contain elements that cause 
concern. It has forbidden the assembly of more than five 
people \"for a political purpose." (We understand that the 
police are interpreting that as forbidding assembly for any 
purpose.) It also ordered the Ministry of Information and 
Communications Technology to Vcontrol and blockV all network 
information that affects the administration of the CDRM. 

(CNN and BBC news services on the one cable TV provider were 
off for most of last night and today 

on again.) 


BANGKOK REJOICES 


5. (C) Post has spoken to a range of contacts in Bangkok 
about the coup. PAO academic contacts could only be 
described as ebullient. They gave a variety of 
justifications for the army\'s move 
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deliberately incited problems in the South to strengthen his 
political position 

behind the bomb attacks in Hat Yai. One said that army was 
only reacting to the V'coup Y" already staged by Thaksin 
reference to what is seen as his anti-democratic ruling 

style. They all felt that the coup was inevitable and it was 
good that it happened while Thaksin was out of the country. 


6. (C) Political party contacts were more restrained in their 
response. They recognized that it Vlooked bad\" for Thailand 
to have a military coup 

Democrat Party spokesman and a leading Chart Thai member gave 
essentially the same response: what else was there to do? 
Thaksin\'s enormous wealth made him unbeatable in elections. 
He had emasculated the Constitutions checks and balances. 
Both emphasized the importance of looking forward. Polcouns 
asked both whether they were concerned that the military 
might try to keep hold of the power it seized. Both 

expressed confidence that the military would return power to 
civilian government quickly. The Democrat spokesman added 
that elections would not take place this November 

the elections held sometime next year would be fairer 

this was the key thing. One pointed to the jovial atmosphere 

on the streets 

having their pictures taken with the tanks 

part 

not afraid. 


THAI RAK THAI -- WHERE ARE THEY NOW? 


September, at the Radisson SAS Hotel at the rate of 66.000 KD plus 15% (approximately USD 260) | 
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7. (C) The Ambassador spoke with Thai Amb. Virasakdi in New 
York about 1 p.m. Bangkok time Thaksin and associates were 
awaiting overflight clearance for Canada and Greenland en 
route to London. Family members will join in London after 
coming from various places. Virasakdi said Thaksin was in a 
&reflective8 mood now. He knew it was over when he learned 
that Supreme Commander Ruengroj was part of the audience last 
night. Thaksin &looks forward to taking break8 and then 
possibly returning to Thailand in low-key fashion at some 

point in not-too-distant future. He was &somewhat 

relieved8 that as result of coup 

to V'disappoint the rural poor who were counting on him.8 
Thaksin had spoken with Gen. Winai in recent hours; Thaksin 
had expressed concern that his &property8 in Chiang Mai 
would be vandalized. Gen. Winai assured him not to worry. 


8. (C) A number of Thaksin\'s ministers and associates 

appear to have been out of the country at the time of the 

coup. The Ambassador confirmed that two of them - Deputy PM 
Chidchai and Secretary to the PMVs office Prommin -- have 
been detained by the authorities 

Ambassador expressed concern about them to Gen. Winai 

gave assurances that they were well. (We have also followed 
up on reports that members of the opposition PeopleVs 

Alliance for Democracy (PAD) were being detained. According 
to PAD leaders 


COMMENT 


9. (C) Many of Bangkok\'s opinion shapers seem willing to 
accept a coup and a brief period of military rule in exchange 
for a clean slate and a chance at new round of political 
reforms and elections free of the specter of ThaksinVs 
overwhelming wealth and power. This is a very sad 
commentary on the state of Thailand\'s democratic 
institutions. The one bright spot on the landscape is the 
widespread view that the military will quickly cede power to 
a civilian government 

constitutional reform and elections without delay. The 
upbeat atmosphere here will quickly turn nasty if the 
military does not keep that promise. 


BOYCE 
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without registration. Rents are often increased for North 
Caucasians by USD 200-300 per month. Adam said he was 
rejected by landlords many times in the 1990s because V'they 


ivisions. Kwinter runs the company from his residence in Montreal. The company has no facilities; Kw 
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didn\'t want his sort of person living in the building." When 
he tried to rent a private room in a dormitory 

told him he had to provide an update about the tenants every 
week for the V'structures 

any price. 


5. (C) Even when landlords give their consent 

to get registered can last for months 

Registration of Chechens is often accompanied by a 
humiliating procedure 

registration from the head of the local police precinct 
special check for a criminal record 

fingerprinting 

the procedure he was subjected to. His sister 

in Moscow most of her life and is married to a non-Chechen 
was visited 3-4 times a week by the police while he was in 
the registration process (prior to that she was visited 3-4 
times a year). If a registration certificate is ultimately 
issued 

those created for criminals. 


6. (C) These files are used to track Chechens 

when a terrorist attack happens. For example 

Dubrovka theater incident in 2002 

Chechens increased dramatically in addition to mass 
\"cleansings\" of illegal Chechens and others in Moscow from 
the North Caucasus 

visited more frequently 

calls had been made to and from them 


7. (C) Benefits without a registration certificate are 

granted only to those people from Chechnya who were 
registered as benefits receivers outside Chechnya before 
December 1997. All remaining residents of Chechnya 
including those who left after hostilities resumed in August 
1999 

republic only if they have a residence registration and a 
benefits file. Adam who has poor vision has been classified 
since childhood as having a second-tier disability and was 
eligible to be in the former category since he received 
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benefits while he was at university. However 
moved back to Moscow 


ion for Guinea-Bissau. A special waiver was approved by AF/RSA to give more than USD 25,000 to a 
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his struggle for registration to be enrolled to receive 

disability benefits. During the process 

having a fake disability certificate (even though it is 

obvious he has difficulty seeing) and of submitting falsified 
documents. But only after he threatened several times to 
take the Social Benefits Department to court did he begin to 
receive the benefits. Adam said he was fortunate because he 
knew the laws and normative acts governing disability 
benefits 

many new migrants. He said many give up because they are 
deceived and bullied by the authorities and because they 
don\'t know their rights well enough to persist. 


8. (C) Although Adam is highly educated and motivated 

the First Chechen War from 1994-1996 

impossible to get a job in Moscow. Once prospective 
employers looked at his passport and saw that he was Chechen 
they frequently rejected him even though he was qualified for 
the job. He was told \"we don\'t want any problems for the 

firm because the police will keep checking up on you.\" So he 
spent the mid-1990s working in Eastern Europe 

he encountered no discrimination. He returned to Chechnya in 
1998 and stayed there for part of the second war to support 
his elderly parents. He returned to Moscow in mid-1999 to 
earn money to send back to his family 


9. (C) The best job Adam could find on returning to Moscow 
was as a nightwatchman for a retail store. He was on duty at 
the store when the first apartment building was blown up in 
September 1999. The police visited the store -- only a few 
blocks from the apartment building -- hours later as part of 

the initial investigation into the bombing. Adam said he was 
treated well until they checked his passport. When they 
discovered that he was Chechen 

who searched the store and started removing items. They beat 
Adam when he protested that merchandise could not be removed 
from store without notifying the owner. Adam was taken to 

the local police precinct and was told repeatedly that drugs 
would be planted on him if he did not admit to a role in the 
bombing. After being held incommunicado for almost 24 hours 
they finally let him go. He was fired from that job a short 

time later. 


10. (C) Although no one claimed responsibility for the 
bombings 

Whirlwind 

to undertake a massive anti-terror campaign. The operation 


SUMMARY: On September 10, the Ambassador and Consulate General Jeddah, and FCS staff me 
KK issues with law enforcement counterparts at these Embassies to increase collaboration on PKK i: 


iport for the United States candidate to head the International Mobile Satellite Organizaton (IMSO). Di 


Column 3 

ultimately rounded up 20 

minorities primarily from the Caucasus 

expulsion of approximately 10 

did not possess valid residence registration papers. Adam 
said that he felt lucky to V'only lose his job and be subject 
to frequent identity checks\" and not be expelled like many 
other Chechens. 


11. (C) Adam said he was hired for his current well-paying 

job as Marketing and Sales Director at a pharmaceutical 
manufacturing company because the owner was a college friend 
who knew of his difficulties. He said if he did not have 

this job 

either return to Grozny or menial labor. He said he was 

feeling secure at the moment because he had a good job and a 
strong support network of Chechen and non-Chechen friends who 
would be able to help him if he ever ran afoul of the police. 


12. (C) According to a 2006 study by the Open Society 
Institute 

are twenty times more likely to be stopped by police than 
those who look Slavic. Riders who appear non-Slavic make up 
less than five percent of all Moscow Metro users but account 
for over half of all people stopped by the Moscow Metro 
police. However 

administrative document violations only three percent of the 
time 

profiling for migration and anti-terrorist measures. Adam 
said that his personal record for being stopped by police was 
10 times in a week 

in May. In his opinion 

ago. The police are better at ethnic profiling now 

thought 

everywhere -- not just Chechnya -- more frequently and 
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leaving alone well-dressed 


13. (C) AdamVs daughters spent several years in Moscow before 
returning to Grozny. While in pre-school and kindergarten in 
Moscow 

without really knowing their meaning. They were simply 
repeating what their parents were saying at home. As the 
daughters got older 


E-LICENSE CHECK: D357208 DEVELOPMENT AND RESEARCH CENTER OF CHINA GEOLOGIC 
ssued new guidelines designed to regulate international and local NGOs operating in Burma, no one 
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their classmates. They were given lower grades because they 
would V'eventually go back to Chechnya and didn\'t need good 
grades there.\" 


14. (C) COMMENT. The level of xenophobia has ebbed and flowed 
with the Chechen wars and terrorist attacks in Moscow and 
other Russian cities. While AdamVs case is somewhat 
complicated by his disability 

experiences with getting registered 

finding a job 

course for Chechen men in Moscow. He said if he could 
support his family by working in Grozny 

but for now he can make much more money in Moscow. This 
continued discrimination of immigrants 

North Caucasus 

policy from May 2006 to V'stimulate immigration to Russia 
but it is in line with periodic opinion polls conducted by 

the Levada Center. In 2005 

categorically objected to foreigners buying apartments in 
Russia. Between 41 and 46 percent have consistently 
responded in polls over the last few years that ethnic 
Russians in Russia are poorer than members of other ethnic 
groups; only 6-9 percent think otherwise. As recently as 
August 2006 

minorities wield too much power in Russia. V 

BURNS 


79104 
violations." The letter claimed that Katawal had been 


involved in torture 

disappearances. The Informal Sector Service Center (INSEC) 
leading Nepali human rights NGO 

information with the Embassy about KatawalVs alleged human 
rights abuses or those that may have occurred under his 
command. Only one involved allegations against Katawal 
personally. The rest were on a chain-of-command basis. The 
INSEC paper has been emailed to SCA/INS. 


Allegations of Human Rights Abuses 


5. (C) According to INSEC 

April 2004 to kill a journalist who had reported on a deadly 
aerial attack on a school in the mid-Western region in which 
7 people died and 30 people were injured. (Note: Throughout 
the insurgency 

of operations. In this case 

Vcultural program. V" End Note) INSEC also listed 64 
individual gross violations of human rights that Nepali 

security forces committed in the mid-Western region from 


1ministries informed ESTH Officer verbally and in writing on September 18 that Israel will support the 
ind security. A/S Boucher underscored the need to discuss plans for further political reform as well. , 
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December 29 

regional divisional commander. The Nepal Armed Police Force 
and the Nepal Police were operating at that time under a 
unified command which the NA headed. Katawal is also facing 
unspecified charges of violating human rights for his role in 
April 2006 in attempting to suppress the peoples movement. 
He testified to the High-Level Probe Commission about these 
charges in early August. The Commission has yet 

make any of its findings public. 


No GON Rebuttal Planned 


6. (C) Nepal Army sources have told post that the NA has no 
intention of responding to the human rights allegations 
against Katawal. It would 

That task 

leadership. Defense Secretary Upreti 

servant in the Ministry of Defense 

PM and Defense Minister Koirala 

that he is unaware of any intention by his Ministry or the PM 
to address these allegations against the COAS. 


Comment: Assessing the Allegations 


7. (C) Even if it is true that Katawal threatened to kill a 
journalist in April 2004 

served by breaking off contact with the new Chief of Army 
Staff on that basis alone. Similarly 

charges against Katawal for his role in April 2006 do not yet 
appear to substantiate such drastic USG action in the absence 
of a Commission report. In our view 

accusations concern human rights abuses that occurred while 
Katawal was division commander in mid-Western Nepal during 
the first nine months of 2004. However 

indicate he exercised maximum restraint in conducting 
operations 


Next Steps 


8. (C) Going forward 

of Nepal (GON) to address these allegations head on. In our 

view 

including its public standing 

against the country's senior soldier. Post will also carry 

on our ongoing dialogue with the GON more broadly on the 
central importance of human rights compliance by the NA and 

the other security forces. Office of the High Commissioner 

for Human Rights (OHCHR) representatives told us on September 


1 preparation for the October 5 bilateral discussions. 2. (U) Pursuant to reftel instructions, we urged 1 
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19 that it is generally pleased with the progress the NA has 
made in the past three years and that the biggest challenge 
remains cleaning up past mistakes. OHCHR also told emboff on 
September 19 that it does not plan to investigate Katawal. 

In spite of all its faults and failings 

genuine commitment to human rights which sets it apart from 

its Maoist opponents. 

MORIARTY 
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percentage is likely higher today 


3. In December 2000 the GON reported that between 50% and 75% of 
Bauchi 

Adamawa 

desertification. These states had a population of at least 29 

million and their land area accounted for about 43% of the country Vs 
total. Villages and major access roads were covered by sand dunes 
in the northern parts of Katsina 

States 

back as 1972-78. Desertification threatened 10-15% of the land area 
of the more-southerly \"buffer\" states such as Plateau 

Niger 

NigeriaVs response to the Sudano-Sahelian drought of 1972-74 was to 
adopt medium- and large-scale irrigation projects 

desertification and drought in the north. 


4. The GON concluded in 2000 there were five major human causes of 
desertification: overgrazing 

extraction 

found that annual deforestation was roughly 350 

(865 

only about 30 

50 million metric tons of firewood annually. 


5. The GON reported in March 2005 that land degradation nationally 
was worsening 

million hectares (22.24 million acres) annually for the period 

2000-03 

1990-99. Deforestation increased to 400 

acres) annually in 2003-03 

Minister of Environment Helen Esuene said in June 2006 that more 
than 40% of Nigeria\'s land area was affected by desertification 
resulting in a V'deep and injurious\" impact on the economy and 
serious social problems. The United Nations Environment Program 
(UNEP) warned the same month that climate change and unsustainable 
agricultural practices were expanding the worldVs arid zones. The 
UNEP listed Nigeria\'s neighbors Chad and Niger as among the 
countries at greatest risk from desertification 

temperatures projected to rise 5 to 7 degrees Celsius (approximately 
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14 to 18 degrees Fahrenheit 

rainfall to drop 10-2096 by the end of this century. Worsening 
desertification there almost certainly will affect northern and 
central Nigeria. 


Climatic conditions 


6. In NigeriaVs far north 

Celsius (122 Fahrenheit) at the peak of the dry season. Nigeria\'s 
northern border with Niger is in the Sudano-Sahelian savanna 
ecological zone. Annual rainfall rarely exceeds 600 mm (24 inches) 
and typically occurs only June to August but is unpredictable and 
unreliable. Average annual rainfall in parts of the far north is 

less than 400 mm (less than 16 inches). Wind-blown erosion is 
common 

zone is home to NigeriaVs largest livestock population 
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north and south following the rains. Nigeria has about 16 million 
cattle 

according to the GON. The country\'s drylands support about 90% of 
its cattle 

all of its donkeys 

also is pressed by livestock coming from other Sahelian countries 
especially Chad 


7. While Nigeria\'s human population grew more than four times from 
30 million in 1950 to about 130 million in 2004 

its livestock population soared nearly elevenfold - from about 6 
million to 65 million 

reported in 2005. This has damaged NigeriaVs grazing lands. Small 
farmers in the drylands already contend with soils that are poor in 
nutrients and in water-holding capacity - and thus are particularly 
vulnerable. If an extended drought occurs 

its ecology may never be able to recover completely. Farming and 
herding remove protective vegetation and whip up far-traveling dust 
storms and localized sandstorms that turn fields and pastures into 
wasteland. The Earth Policy Institute concluded in January 2006 
that northern Nigeria\'s worsening conditions were less a case of the 
desert moving south 

deforestation creating space into which the desert extended. 


The human cost of desertification 


8. The drying out of northern Nigeria already has imposed a 
substantial human cost on the country\'s inhabitants. As deserts 
expand 
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productive land intensifies. The UN Office for the Coordination of 
Humanitarian Affairs noted in December 2005 that in 10 northern 
states \"tens of thousands of farmers and their families\" were forced 
to move off land that became barren. Displaced farming households 
move south in search of jobs and land they likely will not find. 
Environmental pressures affect nomadic herders 

Muslim 

grazing areas. This places a heavy strain on the fertile land of 
central Nigeria. The GON earlier established transit corridors for 
these nomads 

cultivated lands with their livestock 

Both farmers and herdsmen are crowding onto the shrinking portion of 
habitable land or into cities. In Nigeria 

conflict between Muslim herders and Christian farmers. 


The GON has not translated programs into action 


9. Although Nigeria developed its National Action Program (NAP) 
against desertification in 2000 

still had not integrated the NAP into its sustainable-development 
strategies and programs. The GON approved in 2001 a greenbelt 
program to establish a tree shelterbelt 1 

and 1 km wide 

Chad Basin in the northeast. The country's federal 

local governments were to create this over 14 years by establishing 
in the frontline and buffer states 51 nurseries 

producing 1 million seedlings per year. 


10. The UN Office for the Coordination of Humanitarian Affairs 
reported in December 2005 

the NAP 

desertification and the GONVs annual reforestation programs had 
largely failed. Without sustained public-awareness campaigns 

of these young trees died or were cut down 

firewood. The greenbelt has not been established 

of Environment found that only 30 

reforested in 2002 

that year. 


Comment 


11. The growing desertification facing northern Nigeria currently is 
beyond the GONVs capacity to address it effectively. As with so 

many problems the lack of coordination between the federal 

and local governments prevents effective action. The GON recognizes 
that desertification is a significant problem 

of the trend in desertification should not be expected. 
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- (b) and (d). SUMMARY ------- 1. (C) Two military officers were arrested August 28 for plotting to mu 
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CORRUPTION" 


Classified By: A/Political Counselor Craig White for reasons 1.4 (b 


1. (C) SUMMARY: Kenya Attorney General Amos Wako told the 
Ambassador on September 12 that the absence of prosecutions 
in major corruption cases was not for lack of will 

matter of capacity. The Ambassador made clear that the cloud 
of high-level corruption hangs heavy 

reform efforts in the ministries and civil service. While 

Wako maintained that his office had cleared the last of the 
procedural hurdles standing in the way of effective 

prosecution 

inefficiencies in the judicial system remain 

against success in prosecuting high-profile corruption cases. 
END SUMMARY. 


2. (SBU) The Ambassador had his first meeting on September 
12 with Kenyan Attorney General (AG) Amos Wako 

challenges he faces in fighting corruption and the progress 

he is making despite the obstacles. The Ambassador 
highlighted as an example of the U.S.-Kenya partnership the 
extensive cooperation between the AGVs office and its 
Department of Public Prosecutions (DPP) 

Department of Justice Resident Legal Advisor (DOJ RLA) and 
USAID Democracy and Governance Office. Among the areas of 
collaboration are the RLA-hosted workshop to support Kenyan 
development of plea bargaining legislation 

professionalize the DPP 

and the development of a prosecutorsY training curriculum. 
Wako welcomed the importance of the U.S.-Kenya partnership 
acknowledging the broad range of on-going cooperative 
activities. 


Blame the System 


3. (C) The Ambassador emphasized the need for results on 
grand-scale corruption 

of rhetoric 

V Historically 

probably some corruption 

DPP\'s ineffectiveness in prosecuting high-level corruption 
cases. Corruption in the courts during the Moi era 
continued 

in the massive Goldenberg scandal 

from court to court 


4. (C) The current NARC government is committed to rooting 
out corruption 


<andahar, Helmand, and Nimroz) in May. The Operation set the conditions for NATO Operation Med. 
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emphasis on the Kenya Anti-corruption Commission (KACC) 
ignoring the importance of a strong judicial system and 
prosecutors 

higher salaries 

U.S. has not provided funding to the KACC since its 
independence was called into question with John GithongoVs 
resignation 

It is primarily the Government of Kenya 

has failed to invest resources in the DPP. END NOTE.) Wako 
argued that he and his DPP have also had to contend with 
gaping legal loopholes 

particular the provision that allows an individual under 
prosecution to appeal to the constitutional court 

effectively staying the case indefinitely. 


But WeVre Getting Somewhere Now 


5. (C) Despite the challenges 

АС\'5 office and the Kenyan government are making progress in 
bringing KenyaVs most corrupt to justice. Most 

significantly 

constitutional grounds no longer stays a case. This has 
rejuvenated a number of previously \"blocked cases 

those of a number of high level former government officials 

who are now being prosecuted. In addition 

President Kibaki recently delivered a directive authorizing 

the AG to hire 26 new (professional 

prosecutors. Wako has brought on a special prosecutor for 

the Anglo Leasing case. The AG also presented the Ambassador 
with a thick dossier of all cases referred to him from the 

КАСС from January 2005 through June 2006. \"! have taken 
action on 100 percent of them 

that he intends to appeal the court ruling exonerating former 


Vice President George Saitoti in the Goldenberg scam. \"If | 
didn\'t have the will 
the decision.\" 


Legislation: Money Laundering and Trafficking 


6. (SBU) Updating the Ambassador on two pieces of 

legislation of particular interest to the U.S. 

that a money laundering bill is \"ready.\" In addition to 

finalizing the draft bill 

amendments to existing legislation were needed 

Both halves of this key law are now prepared and Wako expects 
the Treasury to submit the bill to him shortly 

goes to Parliament. Anti-trafficking in persons legislation 

is still a way off 


proposed minimum wage increases only slightly. Unions--which entered the negotiations demanding 
This is the first Western-fatality linked to the ongoing separatist violence in Thailand\'s southern prox 
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NGO has produced a draft law 
Affairs which has responsibility for bringing it forward. 


COMMENT 


7. (C) Wako talks a good game 

regarding his true intentions and determination to bring 
cases to conclusion. Some barriers to prosecution are 
orchestrated - put up by moneyed subjects of investigation 
bribing their way to indeterminate case delay - and others 
are systemic - symptoms of a judicial system riddled with 
loopholes 

barriers to effective prosecution include lack of resources 
and capacity. The Mission will continue to provide support 
to strengthen the DPP\'s ability to professionally prosecute 
criminal cases 

corruption-related issues. The Mission will continue to 
press for decisive action against corruption as a high 
priority. END COMMENT. 

RANNEBERGER 
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Democratic Reform Under the Constitutional Monarchy\" (CDRM) 
held a briefing for the Bangkok diplomatic corps and defense 
attaches at Royal Thai Army Headquarters in Bangkok on 
September 20. Speaking for the CDRM 

Sonthi Bunyaratkalin said that his group had deposed the 
Thaksin-led caretaker government in response to \"a lack of 
political confidence; rampant nepotism; corruption; 
unprecedented social divisions in Thailand; the inability of 
administrative institutions to function properly without 

political interference; social injustice 

the Thai monarch. Sonthi pledged that within two weeks the 
CDRM will put in place a temporary constitution and appoint a 
civilian Prime Minister 

body. These groups will work to draft a new constitution and 
implement political reform 

elections. Sonthi stressed that the military\'s goal is V'to 
make democracy a reality in Thailand." While he stated that 
Thaksin V'has not done anything legally incorrect" and is free 
to return to Thailand 

explain exactly what had prompted the coup. SonthiVs overall 
performance in justifying the coup was uneven at best 

the good news here is that he has committed to move toward 
civilian rule in two weeks. We should welcome this commitment 
and hold the CDRM to it. End Summary. 


The Council for Democratic Reform Under a Constitutional 
Monarchy 


| by the Leahy Amendment; see Рага. 2. 2. (U) ILEA has requested that the Embassy/State Departr 
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2. (C) The Thai military-led V'Council for Democratic Reform 
Under the Constitutional Monarchy\" (CDRM) held a briefing for 
the Bangkok diplomatic corps and defense attaches at Royal 
Thai Army Headquarters in Bangkok on September 20. While the 
briefing was conducted by Army Commander-in-Chief Sonthi 
Bunyaratkalin 

attendance as well. (Note: The CDRM consists of General 
Ruengroj Mahasaranond (Supreme Commander) 

Sonthi Bunyaratkalin (Army Commander-in-Chief) 

Admiral Sathiraphan Keyanon (Navy Commander-in-Chief 
Deputy Leader; Air Chief Marshal Chalit Phukphasuk (Air Force 
Commander-in-Chief) 

Watthana (Police Commissioner General) 

and General Winai Phattiyakul (Secretary General of the 
National Security Council) 


Reasons for the Coup 

3. (C) Sonthi told the attendees that the CDRM members had 
acted due to \"a lack of political confidence; rampant 
nepotism; corruption; unprecedented social divisions in 
Thailand; the inability of administrative institutions to 

function properly without political interference; and social 
injustice. Last but not least 

that undermined the very basis of our society.\" (Comment: 
This last point is a clear reference to lest majeste 

committing of an offense against the Thai King.). For these 
reasons 

numerous requests to act 

the country.\" He added 

stalemate and remove uncertainty and lack of confidence which 
have existed for too long in Thailand." Sonthi pledged that 
Thailand would continue to adhere to the UN Charter 

its international treaties and agreements 

good relations with foreign countries. The CDRM Leader said 
that his group V'has received cooperation from all sectors of 
Thai society and encountered no resistance.V Last night 

said 


Plans for a Civilian Government 

4. (C) Sonthi laid out his plans for a return to civilian 

rule. First 

temporary constitution and appoint a civilian Prime Minister 
along with a provisional legislative body. These groups will 
work to draft a new constitution and implement political 
reform 


5. (C) In the follow-up question-and-answer session 


ranted in Ethiopia and reduces the prison population by 15 percent. All of those granted pardon had k 
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Charge d\'Affaires noted that two days ago the military 
(including Sonthi) were being quoted as ruling out a coup and 
stating that elections were the right way forward. What 
asked 

Sonthi replied 
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with concern and patience 

certain facts about the (Thaksin) caretaker government. This 
information convinced us that further waiting would not 

result in democracy 

democracy a reality. V 


6. (C) The Swiss Ambassador asked how long Thailand would 
be under martial law 

Sonthi did not respond to the first question 

that Thailand\'s borders currently are open. (Note: Other 
Sources report at least a part of the border with Burma is 
closed. End Note) 


What About Thaksin and His Cabinet? 

7. (C) The Japanese Ambassador asked what the CDRM intended 
to do about Thaksin 

cabinet. Sonthi replied that V Thaksin 

cabinet will not have their legal rights taken away.\" He 

added that Thaksin is free to return to Thailand. 


What Has Thaksin Done? 

8. (C) The UK Charge noted that Sonthi had said that the 
coup was prompted by \"certain facts\" concerning Thaksin 
which 

actions they provoked. Yet 

to take any legal action against Thaksin. What 

Charge 

done anything legally incorrect. V" 


9. (C) The Australian Ambassador pressed Sonthi on his 
statement that the CDRM had acted in response to V'numerous 
requests" and the pre-coup situation was a \"stalemate.\" He 
asked who had made the numerous requests 

whether a stalemate existed since a new Election Commission 
had been formed and a consensus was forming for holding 
elections in late November. Sonthi replied 

requested us to act; they were not receiving the benefits of 
democracy. A democracy formed by the people did not exist. V" 
Sonthi added that the formation of a new Election Commission 
\"is a separate matter from the administration of the 
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democratic process 
complete.\" 


When Will Thailand Again Be a Democracy? 

10. (C) Noting that his country currently holds the EU 
Presidency 

Thailand re-join the ranks of the world\'s democracies\"; and 
2) whether Thailand is a safe destination for tourists during 
the upcoming holiday season. Replying to the first question 
Sonthi said that \"Тпайапа is 100 percent democratic now; our 
reason for action is that we want real democracy in our 
country." He assured the attendees that Thailand remains а 
safe and welcoming destination for tourists. 


Comment 

11. (C) Even after making due allowance for the fact that 

the CDRM members had not gotten any sleep the previous night 
Sonthi\'s performance was uneven at best. Sonthi offered 
either no or inadequate answers to basic questions about the 
restoration of democratic rule that could and should have 

been anticipated from an audience that included many 
representatives of democracies. The good news is SonthiVs 
assurance that a civilian Prime Minister will be appointed in 
two weeks. We should welcome this commitment and hold the 
CDRM to it. 


BOYCE 
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21. The ELN would raise three concerns with Restrepo: how 
would it finance itself during the peace process period 

kind of political activities would the GOC permit 

could the GOC help the ELN defend itself from the FARC. The 
guarantors said they were struck by how often ELN leaders 
quoted verbatim from Evo Morales speeches in discussing 
future ELN political ambitions. End summary. 


2. (C) Antonio Garcia told Akerman and Jimenez the ELN\'s 
Fourth Congress 

accept the GOC\'s cease-fire offer (ref B) 

conditions. The ELN had three \"concerns\" that Garcia 
negotiator Francisco Galan 

Cuellar would raise with Restrepo in Caracas during a 
\"secret\" meeting on Thursday 


anted in Ethiopia and reduces the prison population by 15 percent. All of those granted pardon had b: 
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Akerman the GOC had agreed to the ELN\'s request to release 
Cuellar from Itagui prison for the Caracas talks as a 

goodwill gesture. The ELN would ask Restrepo how it would 
finance itself during a peace process 

political activity the GOC would permit 

would help the ELN protect itself V'and its communities V" from 
the FARC. 


3. (C) Akerman said the Venezuelan government would 
inaugurate the ELN-Restrepo meeting 

representatives would withdraw and leave the parties alone to 
talk. The guarantors would be in an adjoining room and would 
be called if required. Cuellar would meet alone with Garcia 
and Galan before the ELN group met with Restrepo. The talks 
would be unlimited in scope and time 

they would likely conclude by Sunday 

and Jimenez said they expected the ELN to inform Restrepo in 
Caracas of its decision to accept the cease-fire. 


4. (C) Garcia told Akerman the ELN Congress confirmed 
\"Gabino\" as the ELN\'s leader but re-elected Garcia as the 
Central Command\'s (COCE) second most influential member. 
Also re-elected to the COCE was Pablo Beltran. Garcia would 

not discuss the remaining two slots on the COCE 

for security reasons. Akerman and Jimenez said this 

suggested pro-Cuban hardliner and COCE member Ramiro Vargas 
may have been sidelined. 


5. (C) Akerman said the Congress also decided the ELN would 
count its \"sympathizers\" in its estimate of ELN supporters. 
Akerman suggested this could be viewed as an effort to boost 
flagging ELN numbers before any demobilization talks 

an attempt to begin forging a political movement. Jimenez 
described Garcia\'s long analysis of ELN ideology and said the 
ELN Congress had shifted its emphasis from the need for 
\"socialism\" in Colombia 

first 

important because Garcia alluded to the ELN accepting the 
legitimacy of a government that was not \"socialist.\" 


6. (C) The guarantors said their discussions with Garcia 
Galan 
objective was to serve as a catalyst for a V'social movement V 


majority in the Berlin legislature. Before the election, Mayor Wowereit (SPD) had indicated a prefere 
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like that started by Bolivian President Evo Morales 

than run ELN candidates for election. Akerman and Jimenez 
said they were surprised at how often ELN figures have 
brought up the Morales example in recent meetings. The 
guarantors said 

ELN knew it had minimal support in Colombia and would not 
form a separate political party or try to ally with leftist 

parties. It wanted the establishment of up to 10 V'Casas de 
Paz\" in major cities 

proselytize freely throughout Colombia. 


7. (C) The ELN had not addressed disarmament with the 
guarantors 

which the GOC and ELN would work on options to place the 
ELN\'s arms \"beyond use." The guarantors said the first six 
months of a cease-fire would be focused on building 

confidence between the parties. The second six months would 
allow the ELN to participate in political activities if the 

GOC were satisfied the ELN had subjected its weapons to some 
kind of verifiable international supervision. 

DRUCKER 
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common knowledge around town and many individuals are now 
fleeing from the police during roundups. 


9. (С) Comment: This weekend\'s roundups were the largest and 
most coordinated government effort to crack down on draft 
dodgers since November 2005. An unprecedented number of 
individuals were detained 

numbers. Post is hearing anecdotally that more and more 
people are trying to avoid national service and attempting to 
depart the country. As the GSE seems to be conducting these 
large-scale round-ups primarily in Asmara 

GSE has focused its efforts on controlling the more educated 
youthful population of Eritrea 

population most likely to express disenchantment with the 
regime. If individuals continue to run from the police 

wonders whether the V'don 

place. Treatment of detainees during the roundups is already 
Severe; post foresees potentially greater violence if the 
government continues its stepped-up tactics. End Comment. 
MCINTYRE 
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in line with the seriousness and responsibility required by the 
(privatization) procedure.\" A furious Cypriot Central Bank Governor 
Christodoulou also lambasted the BOC for not conducting due 
diligence and for failing to carry out the required legal or audit 
checks. However 
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hastily-prepared bid was never meant to succeed but was instead 
intended as a means to discourage a potential take over bid from the 
Greek Piraeus Bank. In this regard 

successful. 


7. (SBU) Compounding RologisVs difficulties were a series of 
scandals that intensified the Central BankVs criticism of Rologis 
and the BOC and forced the resignation of several of his allies on 
the board. Board Member and Rologis\'s ally Polakis Sarris (who is 
also the cousin of BOC Cypriot operations CEO Charilaos Stavrakis) 
resigned after the press revealed that the BOC was almost 
exclusively using his legal firm 

million in fees in 2005. Following public allegations that the BOC 
was failing to collect on a CYP 1.3 million personal loan to Board 
member Demetris Pierides 

forced to step down (and a payment plan involving the partial sale 
of Pierides\'s massive art collection was quickly announced). 


8. (SBU) The loss of two critical allies may have tipped the balance 
against Rologis 

single vote. On September 1 

Chairman (but not from the Board) 

over policy differences and heavy criticism regarding the handling 

of the Emporiki bid. Apparently 

expected profits for 2006 (up by 172 percent to around USD 355 
million) was not enough to save his job. Under his chairmanship 
which began on May 18 

to its current level of CYP 4.33. On September 7 

elected veteran banker Eleftherios loannou 

Chairman until the next BOC shareholders\' Annual General Meeting 
planned for May 2007. loannou had served as the Managing Director 
of the Greek Alpha Bank\'s operations in Cyprus from 1990-2000. 
loannou\'s election was widely regarded as a compromise between 
RologisVs supporters and opponents. 


Fallout Extends Further 

9. (U) Following the scandals 

issued a clear public warning to the Boards of banks to clean up 
their act and cope with the challenges and demands of new EU 
directives on corporate governance 

family businesses. Christodoulou slammed the practice of regarding 
banks as \"hereditary fiefdoms\" and depending on \"old boys\' 
networks.\" The Central Bank Governor also demanded more 
representative boards and increased transparency in their 
operations. 


10. (SBU) The shakedown of senior bank positions in the wake of the 
failed BOC bid claimed one more casualty at Laiki 
second-largest financial institution. Despite impressive results 


» Embassy of the United States of America and has the honour to refer to the latter\'s Diplomatic Note 
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for the first half of 2006 

38 million 

Laiki Bank 

resignation on July 26 

out gracefully a year earlier 

to stay on as Chairman but without executive powers. However 
disagreements with the Greek financial group Marfin 

acquired 12 percent of Laiki\'s stock 

give up control. 


11. (U) Neoklis Lysandrou 

34 years of service 

Non-Executive Chairman. In announcing LaikiVs new leadership 
Marfin Vice President and CEO Andreas Vgenopoulos said 
banking system 

of the past decades. Progress will knock down the status-quo and 
lead to new structures. Structures where the boards are not the 
chairs for placing one\'s friends or people who 

time were famous 

people with knowledge 

should be given the opportunity to operate freely for the good of 
the company. V 


Laiki/Marfin/Egnatia Merger On Track -- More to Come 

12. (U) Meanwhile 

to change the face of Cypriot banking continues. The triple merger 
between Marfin Bank in Greece 

Laiki Bank in Cyprus remains on track. Marfin 

percent owned by Dubai Financial 

in Laiki and a 40.6 percent stake in Greek bank Egnatia. The boards 
of the two main players 

concept on September 14 

details are still unclear. The merger promises to change the 
balance of power among domestic banking institutions 

largest financial group in terms of capital in Cyprus. The stock of 
the new entity 

on three exchanges: Athens 


Cyprus is following developments closely and favors having the new 
entity headquartered in Cyprus 
merger is expected to take place at the end of 2006. 


13. (U) Following the general trend 

bank 

institutions that will be of a 'complementary nature.\" Hellenic CEO 

(and former finance minister) Makis Keravnos recently presented the 

bank\'s three-year strategic development plan for 2006 to 2008 and 

described Hellenic\'s absence from the Balkans as a V'great omission. V 
He also noted that the bank was in contact with banks in Greece 

as well as in other new EU members 
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ambitions. Decisions are expected over the next six months. 


SCHLICHER 
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Commission off the Ground - How to Include Civil Society on 
the Ground." Participants noted that РВС and civil society 
interaction should center on the following areas: 1) civil 
Society assistance in identifying gaps in assistance 
particularly in areas where longer-term international aid is 
needed to secure a sustainable peace; 2) assisting the PBC to 
work with host countries on a bottom-up strategy; 3) the 

civil society role in rebuilding social norms that promote a 
lasting recovery; and 4) civil society input into the PBCVs 
compilation of \"best practices\" in peacebuilding. UN 
Assistant Secretary-General Carolyn McAskie challenged civil 
society participants to organize themselves and provide 
focused 

fledging institution to achieve concrete results early on. 

END SUMMARY 


2. The September 5 Friedrich Ebert Stiftung (FES) sponsored 
symposium brought together approximately fifty NGO 
representatives 

member countries 

Peacebuilding Support Office (PBSO). Civil society 
representatives from the two countries selected as the first 
two candidates for PBC consideration (Sierra Leone and 
Burundi) were invited to attend. A Sierra Leone CS member 
did attend 

attend due to difficulities with timely visa issues. 


3. Symposium findings and points emphasized during 
discussion follow: 


-- The most important civil society role in PBC activities 
is to build a coalition and political pressure for host 
country identification and ownership of a longer term 
recovery strategy. Civil society organizations should work 
to ensure that a bottom-up strategy is adopted 

the misuse of resources by the host government. 


-- Civil society\'s role is to work with the PBC to keep 
attention on longer term recovery issues \"when CNN leaves.\" 


- Civil society can be more effective than host governments 
at identifying gaps in post-conflict assistance. Civil 

society organizations are often critical to ensuring that 
post-conflict programs effectively function in rural 
communities. 


‘specific requests) D) Jost-Sison e-mail of September 12 Classified by Ambassador Michele Sison, r 


Column 3 

-- Civil society involvement is crucial to a potentially 
critical longer-term post-conflict peacebuilding activity; 
the rebuilding of social norms. 


-- NGO participation is not always welcome or fully 
developed in countries where the PBC will be asked to advise. 
Several participants raised this as a potential problem in 
Burundi 

country-specific meetings scheduled for October 12-13. 


-- PBC terms of reference outlining how the Commission will 
work with NGOs and Civil society organizations lags behind 
many other UN institutions in opening PBC deliberations to CS 
input. However a PBSO representative pointed out that this 
ambiguity is appropriate given uncertainty about what 
direction the PBC will take in developing its activities. 

PBSO head McAskie stated that peacebuilding NGO activity is 
Vexpanding exponentially. She called on NGOs to organize 
themselves 

as the PBC and its associated fund move forward with 
evaluating needs and programs in post-conflict countries. 
BOLTON 
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support the need to reach a concensus outcome on the scale of 
assessment. He was confident that a concensus outcome would 
eventually result 

negotiations. However 

be flexible and open-minded during the negotiations. 

McCaw 
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REF: TUNIS 622 
Classified By: CDA David Ballard for reasons 1.4 (b) and (d). 


1. (С) Summary. Embassy personnel are increasingly subject 
to GOT interference in their meetings and activities 

result of a culture of paranoia about dealing with foreign 
governments that appears to have spilled over from the MOI. 
While the phenomenon itself is not new 

the U.S. Embassy 

the V'usual 

U.S. and other embassies. The new tone includes 

restricted to 

unanswered or canceled meeting requests 

V permission" for Embassy officersV in-country travel. In one 
recent case 

invitation to a Tunisian human rights activist. In an 

apparent effort to sever ties between this individual and the 


J reproductive health. This clearance is conditional upon the stipulations cited in paragraph 4. Please 
/ on Monday, September 18. Ulusoy expressed his appreciation for our oral summary and prompt de 
Visit Ankara\'s Classified Web Site at http://www.state.sgov.gov/p/eur/ankara/ WILSON 

Group (PAG) decision to move ahead with recruiting auxiliary police (AXP) under Mol command and 
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Embassy 

receive invitations to Embassy functions. Even more 
troubling 

simultaneously published editorials denouncing V'so-called 
civil society activists" who deal with V'superpower Embassies" 
as traitors. The content of one of these editorials was 

clearly drawn from an intercepted telcon placed by PoIFSN. 
Thus 

conscious GOT policy and are not isolated events. Charge 
will continue to protest GOT interference with the activities 

of the Embassy; the level of harassment has now reached a 
level where Washington's intervention is also warranted. See 
suggested talking points 


GOT Interference in Embassy Meetings 
Activities: Examples of a Troubling Trend 


2. (C) Over the course of the past couple of months 

personnel have been subjected to a pronounced increase in the 
breadth and intensity of GOT interference in their 

activities 

outside the capital of Tunis. Below is a representative list 

of such GOT actions 

\"excuses\" proffered by the GOT 

protested: 


-- The most high-profile instance was the GOT\'s de facto 
cancellation of ChargeVs planned August 1 visit to Mahdia to 
visit an Embassy-organized English language teaching 
workshop. Charge was in Sfax on July 31 visiting DOD 
Humanitarian Assistance projects and opening a DOD-funded 
language lab at a Tunisian Air Force base when he received 
calls from the MFA Chief of Protocol and the Director General 
for the Americas and Asia. Both tried to convince Charge 
that it would be better for him not to go to Mahdia the next 
day to visit the workshop. In long and rather contentious 
conversations 

he not visit a USG-sponsored and -funded project. In the 
event 

of the workshop told Embassy reps that they would suffer 
negative consequences if he did. During the phone calls and 
in subsequent MFA meetings to complain about attempts to 
control our movements 

range of excuses for blocking the Charge\'s travel 

8) because of anger over what was happening in Lebanon 
GOT wanted to \"protect\" Charge from the critical comments 
about U.S. policy that he would no doubt hear from his 
interlocutors; b) vaguely defined security concerns (Note: 
MFA reps backed off immediately when asked if there was a 


permanent election commission, worsening IECI morale, and a loss of IECI capacity due to staff dep: 
lowing what he claimed to be the National Redemption Front\'s victory in Um Sidir, the Sudan Armed: 
ulf Links Ports International, the main strategic sponsor and developer of the proposed Damietta Port 
ABER 11 AND THE NUMBER OF CASES, AS WELL AS PLACES WHERE CASES ARE OCCURRIN 
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threat they had not informed the Embassy about. Even so 
Tunisian Ambassador to Washington used this same excuse with 
NEA/MAG Office Director 

Vunder threat.\" End Note.); c) subsequent apology in the 
form of a Dip Note that explained that the Embassy\'s travel 
request had not been submitted in time to permit the MFA to 
carry out unspecified necessary formalities prior to the 

visit. (Note: Embassy had not asked for any official 

meetings. End Note); and d) the national three-day mourning 
period for Lebanese casualties in effect at the time 
specifically called for the cancellation of all cultural 

activities. (Note: Embassy reminded the MFA that the English 
language teaching workshop that Charge had intended to visit 
was not canceled. End Note.) Post sent a Dip Note 
requesting that the MFA provide it with a written explanation 
of any regulations that govern EmbOffsY travel in Tunisia. 

To date 

appears that the MOI learned of the Charges trip only after 
he was already in Sfax 

prior knowledge of his movements 

the MFA to stop the rest of the trip. MFA sources (protect) 


essentially told EmbOffs as much by confessing 

are not behind these requests 

plans ahead of time so that we can convince others that what 
you are doing is okay.\" End Comment.) 


-- During a September 5-8 trip to Sfax 

CommercialFSN were confronted with range of obstacles. Even 
contacts at non-governmental entities 

of Commerce 

\"permission\" for the meetings to take place. When Charge 
brought this matter to the attention of the MFA 

assurances that it was not necessary either to inform the GOT 
of EmbOffs\' in-country travel or to seek GOT authorization 

for same. Nonetheless 

engage. Of those who did agree to meet with EmbOffs 
separate contacts later called off their meetings 

coincidentally offering the same excuse that they had to 

visit a sick relative in the hospital. (Note: This 

phenomenon is not new: If an Embassy officer travels out of 
town on official business and declines to send a Diplomatic 
Note informing the MFA of her/his travel 

scheduled at her/his destination are frequently canceled due 
to \"scheduling problems.\" End Note.) Those meetings that 
did take place were subjected to intrusive surveillance by 
plain-clothes police. Indeed 

detailed police officers would aggressively question 
CommercialFSN about the exact program scheduled for that day. 
The policemen went everywhere EmbOffs did; dining at the 
same restaurants 


i MFA. ARNALL 


‚ Regulations Board during elections at the ITU Plenipotentiary Conference in Antalya, Turkey, Noverr 
tion. Morska explained her ministry will not make the final decision, but will recommend a short-list of 


ıesting that Spain make a statement in support when the subject of civil nuclear cooperation with Indi. 
f hostilities and traditional reconciliation process with the janjaweed, pushing the Darfur-Darfur Dialog 


o confirm Bulgaria\'s official representation at the 61st UN General Assembly. Foreign Minister Ivailo 
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pick up their tabs. 


-- FSI Arabic Field School language students and FSN 
instructors on a September 5-9 field trip to the south of the 
country (Tamerza 

accompanied by a phalanx of plain-clothes policemen 

invasive surveillance tactics included trying to sit in on 

the group's lectures. (Note: The policemen did back off 
when asked to do so. End Note.) These policemen 

expected restaurants patronized by the FSI group to feed them 
free of charge. 


-- On September 13 

contact in the Prime Minister's office 

inform him that \"unscheduled commitments" precluded a meeting 
with PolEconCouns which was to have taken place the next day. 
When pressed 

break off the meeting. He offered to meet with PolEconCouns 
and PoIFSN outside of normal working hours. 


- There has been one known incident in which an Embassy 
invitation was intercepted by a man impersonating the 
intended invitee 

National Council on Liberties in Tunisia (CNLT) 
\"unauthorized\" NGO. When an Embassy driver attempted to drop 
off the invitation 

did not want anything to do with the Embassy and to please 
stop inviting him to Embassy functions. Sensing that 
something was amiss 

inquire about the incident. The invitee said that he had had 
no such interaction with the Embassy driver 

assumed the impersonator was the plain-clothes policeman 
stationed outside his residence. 


-- On the margins of a September 18 round-table discussion 
hosted at the U.S. Embassy to which many human rights and 
opposition activists were invited 

presence outside the Embassy of several V'political police 
beyond the usual complement of Tunisian police officers 
assigned to protect the U.S. Embassy. 


3. (C) These incidents follow a campaign of speeches in 
mid-March by high-level GOT officials 

inter pares counselor Presidential Counselor and Spokesman 
Ben Dhia 

premises of USG reform policy in Tunisia (reftel). These 
officials warned Tunisians not to associate with foreign 
embassies and described as disloyal those who do. 


Latest Twist: Newspaper Commentaries Deter 


=NTINA DURING VISIT TO NEW YORK FOR UNGA, BUT FACES SKEPTICAL PRIVATE SECTOR 
(C) On September 15, Pierre Goudiaby Atepa, Counselor to Senegalese President Abdoulaye Wade 


led by the Ministry of Animal Resources and Fisheries (MARF), and another meeting is scheduled fc 


cerned that it will be unable to handle a massive influx of Sudanese refugees into Eastern Chad. The 
'5 Classified By: AMB Charles Ford for reasons 1.4 (b) and (d) 1. (C) Summary: A recent meeting in 


tries of Justice and Interior in twoministries each, and naming two new Secretaries of State, a rank s 


dtiations could produce agreement on the expansion by October. The Chief Executive of the Volta Ri 
у Ministry of Foreign Affairs contacts that the Ministry is working on organizing and staffing the meetit 
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Interactions with \"Superpower Embassies" 


4. (C) As evidence that the actions described above reflect 
conscious GOT policy rather than isolated incidents 
Arabic-language Tunisian newspapers on September 19 ran 
commentaries disparaging Tunisian opposition members who 
accept invitations from \"superpower foreign embassies\" and/or 
contribute to their reports. All three articles made it 

clear that Tunisian citizensV contacts with our Embassy 


should be seen as treasonous. Moreover 

editorials closed with impassioned pleas to the GOT to stop 
ignoring this behavior and take (unspecified) actions against 
those who get close to foreign diplomats. In addition 

content of the editorial in Al-Hadath newspaper 

openly referred to as a mouthpiece for the MOI 

drawn from an intercepted telcon between PoIFSN and a civil 
society activist. PoIFSN was setting up a meeting for 

PolOff 

Relevant text from the article follows: \"We have noticed 

that a certain number of so-called Tunisian opposition 

leaders and 

political parties and NGOs who are 

ambitious individuals disguised under civil society 

activities 

invitations from embassies of superpower countries in Tunis 
to attend festivities 

help embassies 

reports about Tunisia\'s internal affairs. In fact 

the dismissed judges when asked by one of the employees of 
one of the superpower embassy\'s officials to meet with him in 
the framework of his preparations for a report about our 
country 

with him. He even suggested to warmly receive the concerned 
official at his house and promised to invite to the meeting 
some lawyers who are active members of one of the NGOs with 
Islamist tendency. This dismissed judge did even suggest 
addition 

and information necessary for the elaboration of the report. V 


5. (C) At the policy level 

manifested in a lack of coordination between the MOI and the 
MFA on a host of important bilateral issues. For example 

the MOI has opened an investigation into a Tunisian MEPI 
grantee for receiving foreign funds. The grantee is the 


vs on terrorism, democracy in Cuba, and the Middle East (see reftel A). He doubted that large NAM « 


Column 3 

University of Tunis\' institute for teaching journalism. The 
MFA has long been aware of this grantee\'s MEPI funding and 
of course 

universities and think tanks across the country. It is clear 

that the source of the funding -- MEPI -- and the sensitivity 

of the activity -- starting a student newspaper -- prompted 

this investigation. 


6. (C) As stated above 

Embassy Tunis the only embassy subject to these kinds of 
shenanigans. For example 

8 blocked an international labor conference organized by the 
Friedrich Ebert Foundation 

50 participants from NGOs in 13 countries. What is new is 

the breadth and intensity of GOT harassment 

to a working-level contact at the MFA (protect) 

indicative of the MOI-centered culture of suspicion now 

spilling over into the MFANs traditional area of operations. 

To be sure 

a private -- but clearly monitored -- telcon between an 

Embassy employee and an outside contact takes the harassment 
to a new level and should not go unanswered. Charge has made 
it a habit to protest such GOT actions when they occur. This 
same MFA contact has suggested that 

attention of GOT policy makers 

made by senior USG officials in Washington. 


7. (SBU) Suggested Talking Points: 


-- Relations between U.S. Embassy and some GOT entities are 
suffering from an overly suspicious approach on TunisiaVs 
part. 


-- For example 

diplomatic notes; requests for meetings between U.S. Embassy 
officials and GOT officials go unanswered; contacts both 
inside and outside government seem to be fearful of meeting 
with Embassy officers at all levels without \"permission;\" in 
some cases 

meet with Embassy officials; there have been strong 
insinuations from the GOT that Embassy officers of all levels 
should be requesting \"permission\" to travel on official trips 
within Tunisia; and there is intrusive surveillance when they 
do travel. 


-- Recent rhetoric from high-level GOT officials has 
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described Tunisian citizens who seek support from foreign 
Embassies as disloyal. 


-- None of this is reflective of the positive bilateral 
relationship that our two countries enjoy. 


-- We have even had brought to our attention an incident in 
which an Embassy invitation to a Tunisian was intercepted by 
an individual impersonating that invitee. This impersonator 
told the driver that he wanted nothing to do with the Embassy 
and to please stop inviting him to Embassy functions. 


-- Even more offensive is the fact that 

three Tunisian newspapers published commentary that warned 
against interactions with "Superpower Embassies. All three 
articles made it clear that Tunisian citizensV contacts with 

our embassy should be seen as treasonous. Moreover 
editorial in Al-Hadath newspaper was clearly drawn from an 
intercepted phone call between an Embassy employee and an 
outside contact. We simply cannot tolerate this kind of 
interference. 


-- | know our Charge has protested these kinds of measures 
several times in the past 
here in Washington are also concerned. 


-- | would also note that we do not treat Tunisian diplomats 
in Washington this way. Imagine if we suggested that the 
Tunisian Ambassador should request permission from us to 
travel to Los Angeles for the upcoming exhibit of Tunisian 
mosaics at the Getty Museum 

to meet with anyone from the Tunisian embassy without 
permission from the Department of State. 


-- It was not so long ago that our diplomats enjoyed the 
privilege to interact freely in your society 

officials of the Tunisian government. | strongly urge your 
government to relax these restrictive and intrusive policies 
and help us return to a mutually beneficial environment. 
BALLARD 
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working relationship. He noted that Saudi Arabia is now the 
only GCC country that does not have a formal central bank. 


3. (U) In an interview published in the September 14 Gulf 

Daily News 

CBB has V'strong operational independence and a wider range of 
enforcement powers. The CBB was established with authorized 
capital of BD 500 million ($1.325 billion) 

million ($530 million) is paid up. Al Sadah said the CBB law 


anamo (ref A), and thanks Post for its continued efforts in this matter. 3. (C) The next step toward coi 
3 New York are as follows: Friday, September 22: Arrive JFK at 1800 hours on British Airways flight E 
in crisis. At the center of the maelstrom is the electricity distributor,s inability to pay its power produce 
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consolidates into a single piece of legislation the full 
scope of the Bank\'s responsibilities as a central bank and 
regulator of Bahrain\'s financial services industry. The law 
stipulates that the CBB Governor will hold ministerial rank 
and will be appointed for a renewable five-year term. Two 
sections of the law on the capital market and the offering of 
securities describe the process for listing and dealing in 
securities 

statutory offenses. The law does not affect existing 
currency in circulation 


4. (C) Comment: Modern and efficient management and 
regulation of the financial sector 

BD 966 million ($2.56 billion) to the economy 

represented the single largest sector of the economy at 27.6 
percent 

Recognizing that updating the BMA was a critical requirement 
for Bahrain to maintain its regional comparative advantage in 
finance 

law. With new financial centers growing in the region 
prominently in Dubai and Qatar 

establishment of the Central Bank of Bahrain allows it to 
stay one step ahead of its rivals in regulating and providing 
oversight of the financial sector. 
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Visit Embassy Manamavs Classified Website: 
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translate into concrete actions. 


7. (C) Other oil companies in the past have claimed that CNPC 
has enjoyed a special relationship with the BRV and PDVSA. 
When Petatt indirectly raised the issue 

executives claimed that they were not receiving any special 
treatment. Jinling Zhang stated CNPC was in the worst 
position and claimed that Chevron enjoyed a much better 
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relationship with the BRV. Petatt responded that it was his 
impression that it was more a matter of the luck of the draw 
rather than BRV policy. Companies that were assigned 
competent general managers for their new joint ventures were 
basically satisfied with the migration process 

companies that had incompetent general managers were quite 
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frustrated with the process. The executives stated that this 
made sense and later stated that all of the companies were 
being treated the same way by the BRV and PDVSA. It was very 
clear from the context of the conversation that CNPC is 
unsatisfied with the new Petrocaracol general manager. 


8. (C) During a previous meeting 

about Venezuelan labor practices and the lack of a strong 
work ethic (Reftel). When Petatt raised labor issues 

CNPC executives were non-committal. However 

conversation 

collective bargaining agreement negotiations. Jinling Zhang 
stated CNPC hoped that labor rates would not increase 
sharply. However 

sharply with each new collective bargaining agreement. When 
Petatt pointed out that the elections in December may give 
PDVSA and the BRV an added incentive to increase labor rates 
Zhang glumly agreed. 


9. (C) Lu stated that a significant increase in labor rates 
would make Venezuela even less attractive for foreign 
investment in the hydrocarbons sector. He opined that a drop 
in oil prices could result in foreign companies directing 

their investments to other countries. 


10. (C) Petatt concluded the meeting by raising the issue of 
increased Venezuelan oil shipments to China. Lu visibly 
stiffened and immediately launched into what appeared to be a 
pre-programmed speech. He stated CNPC had no intention of 
diverting any shipments from the U.S. or causing the loss of 

a single American job. He stressed CNPC wanted to increase 
its Venezuelan production and that increased shipments of 
Venezuelan crude to China would come from increased 
production 

China-U.S. relationship was very important and that CNPC did 
not want to jeopardize it in any way. He then mentioned that 
transportation costs to China did not make the importation of 
Venezuelan oil particularly attractive. He stated that until 

there was a pipeline from Venezuela to the Pacific 

Eastern oil was more attractive to China. Lu rattled off a 
number of statistics on the cost of shipping a metric ton of 

oil to China from Venezuela to make his point. 

Unfortunately 

thick Chinese accent. 
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11. (C) CNPC executives were clearly frustrated with PDVSA 
the BRV 

fields to joint ventures. It was clear from the conversation 
that they would not be particularly upset if PDVSA took 
complete control of the Petrocaracol fields. Although the 
CNPC executives would not comment on the large tax bill that 
they recently received from the BRV tax authority 

not have lightened their pessimistic mood. The executives 
were keenly interested in Petatt\'s views regarding the coming 
migration of the strategic associations. After speaking in 
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generalities 

the strategic associations would provide the template for all 
future investments in the Faja. The CNPC executives glumly 
agreed. Ironically 

the BRV\'s \"teacher\'s pet\" with a plethora of special 
investment opportunities. 

BROWNFIELD 
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three levels: Abbas and Olmert will meet at an unspecified 
date 

officials (led by MFA Director General -- and Livni confidant 
-- Aharon Abramovitch) will begin to meet with Abbas\' staff. 


3. (S) Newman stressed that the Livni-Abbas meeting was part 
of a V'dialogue 

different from \"negotiations.\" They claimed that Livni had 
used the meeting to reiterate the GOI view that no 

negotiations are possible until the Palestinian Authority 
government fully accepts the QuartetVs three principles and 
releases the Israeli soldier kidnapped near Kerem Shalom. 
Note: According to LivniVs staff 

soldier will eventually be released through Egyptian 

mediation. End note. 


4. (S) Livni and Abbas had a long discussion on the National 
Unity Government 

possible NUG would accept the Quartet principles. Newman 
cautioned that there are several different texts of a NUG 
agreement in circulation. The GOI believes that Hamas is 
still insisting on conditioning acceptance of previous 
Palestinian agreements with the phrase V'according to the 
interests of the Palestinian people.V In the MFAVs view 

this language negates the entire commitment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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economic conditions affecting world trade have been dramatically 
altered by events such as the end of the Cold War and the entry of a 
number of \"new\" trading states in the global marketplace 

of the World Trade Organization with attendant disciplines in 
non-tariff barriers (including the demise of global textile and 

apparel quotas) 

Asia 

unilateral and bilateral programs by the United States and Europe to 
compete for low cost goods and market access. 


Throughout these challenging times 

one trade preference program that has offered a special dialogue and 
an effective incentive for many developing countries to adopt free 
market practices 

practices of democratic civil society. The Generalized System of 
Preferences has been one of the most successful trade policy tools 

in recent U.S. history. This success has been achieved by 
recognizing that reducing tariff barriers to the products of 

companies and people in developing countries 

them an opportunity to compete for a share of the U.S. market - an 
opportunity that they appreciate and readily embrace. Certainly 
Turkey has taken advantage of this opportunity. And Turkey asks that 
it continue to be able to avail itself of the opportunity to improve 

itself by doing business with the United States through the GSP 
program. 


When the GSP was adopted 

products would \"graduate\" from its benefits. Products are regularly 
removed but wholesale discharge of a country from GSP eligibility is 
rare. In 1989 

Korea 

development and international competitiveness that warranted their 
graduation 

level of economic development and competitiveness 

sustained without the preferences provided by the program.\" | add 
the emphasis to the last part of the Presidents statement because 
it is critical to the decision about to be made regarding Turkey. 


Hindsight proves that the economies of the countries graduated in 
1989 were and are capable of sustained development and 


‘ROM BACKEND DATABASES MESSAGE WILL BE RESENT UNDER DIFFERENT ΜΗΝ CANCE 
volving the Defense Ministry and the Attorney GeneralVs Office, the Malaysian Foreign Ministry provic 


r a team of U.S. export control experts to visit Taiwan the week of November 13-17. Su said he hasc 
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competitiveness. While Turkey has made significant improvements in 
its economy in the past five years 

shape as the economics mentioned above at the time of their 
graduation. 


Turkey has been working with the International Monetary Fund since 
1999 to restructure its economy. The work is not done 

Country Report on Turkey dated July 2006 indicates. There are many 
economic indicators that show Turkey to be economically healthier 
than four years ago 

of our recovery. Our terms of trade are declining 

the strength of our currency and the stress our textile exporters 

arc experiencing (they represent practically 30% of our overall 

annual export earnings) by reason of the intense global competition 
fostered by the demise of the global quota system. 


An UNCTAD report in 2005 noted that of seventy categories of leading 
products exported by major exporting V'developing countries V" 
only ranked in 28 and 10 of those were in the textile and apparel 
sectors (which are not eligible for GSP treatment) which are 
steadily being overwhelmed by countries like China 

Malaysia. Thus 

sectors 

Notwithstanding challenges such as these 

the lowest average ad valorem tariff rates on non-agricultural and 
non-fuel products in the world: in 2003 it was 4.396. Compared to 
Brazi1 at 14.0% or India at 28.1 96 

willing to suffer the competitive strains required to strengthen its 
economy. But it still needs support like the United States GSP 
program. 


Turkey\'s improvements are yet to be determined as \"sustained\" and 
have not shown themselves to have permeated many sectors that need 
to improve export performance. Therefore 

access to the U.S. market for newly developing sectors in our 

economy 

developmental equation. 


Assuming that the review of Turkey\'s economic condition leads your 
office to the conclusion that country graduation is not warranted at 
this time 

currently benefiting from CNL waivers 

waivers. Our gold jewelry exports to the United States (HTSUS 
numbers 7113.19:29 and 7113.19.50) have exceeded the monetary limit 
for GSP but hardly come close to demonstrating the ability to 
compete without the preference against country sources such as 
China 

more to the U.S. than Turkey (China 

treatment 

times the amount than Turkey to the U.S. also under a CNL waiver) 
and they will be more than able to pick off Turkish customers if a 
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duty is imposed on jewelry imports from my country. 


In Turkey 

often incorporating whole families in the business. With the price 
of gold nearly doubling in the last three years 

competitive disadvantage since it must source its gold from foreign 
sources. In order to keep that important sector alive 

maintain our competitiveness in markets such as the United States: 
Without the CNL waiver 


Turkey is a developing and dynamic country with great promise. For 
the past five years the people of Turkey have undertaken painful 
economic reform measures and have made enormous efforts to adjust to 
the realities of the new global market - while the country continues 
to adhere to its WTO obligations and maintains liberal rules and 
policies with respect to access to its market. These actions should 
not be disregarded. What is left of affirmative trade policy tools 

and programs for the United States to offer Turkey should remain in 
place while Turkey\'s efforts bear fruit 

when it would serve as a catalyst for serious economic and trade 
difficulties. The GSP program is a vital factor in Turkey\'s 

eventual achievement of sustained economic development and 
international competitiveness. For that reason 

maintain Turkey\'s eligibility in the program. 


Sincerely Yours 
Kursad Tuzmen 
Minister of State 
End text of letter. 
Wilson 
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the Challenge of September 11 

Amato chaired the event 

160 and a variety of media. Amato moderated a Q&A session 
from the audience that engaged Bellinger on the legal and 
policy aspects of fighting terrorism. Bellinger and the 
Ambassador also conducted a series of interviews following 
the conference 

various news outlets. During the Q&A following Bellinger 
think tank speech 

alleged rendition case as a specific example of a situation 
where the applicable laws are not very clear. Amato 
described the case as involving a conflict of laws 

U.S. following a law of war legal framework and the judges in 
Milan applying a purely domestic criminal legal framework. 
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Amato concluded by saying that he hoped the Milan judges 
would eventually realize the existence of this conflict of 
law. 


3. (C) The Ambassador hosted a luncheon that included Justice 
Minister Mastella 

Carabinieri 

diplomatic adviser 

of Foreign Affairs Astraldi. National Police Chief De 

Gennaro noted that home-grown terrorism requires a new legal 
framework that can facilitate prosecution and the transfer of 
suspects between states. Italy 

fighting home-grown terrorism (such as the Red Brigades and a 
variety of anarchist movements) 

terrorist suspects with multiple nationalities complicates 

the law enforcement work to bring them to justice. 


4. (C) Stefano Sannino 

welcomed the transparency in President Bush's recent series 
of speeches on terrorism. It is helpful to acknowledge past 
mistakes 

look toward the future. He praised the way the US 
Administration was handling very sensitive intelligence and 
legal issues. MFA Deputy Chief of Diplomatic Litigation and 
Treatises (Deputy Legal-adviser equivalent) agreed 

that Italy is trying to forge a common EU position on 

fighting terrorism and find ways at the EU level to bring the 
Union and the U.S. closer. Justice Minister Mastella also 
welcomed the President\'s speech. One key problem 

is the general lack of sensitivity--especially among 
Europens--toward countries who seek to extradite individuals 
in high-profile cases. Often 

turned over and therefore cannot be tried in the countries 
where they have committed crimes. Mastella 

the center-left coalition 

himself a strong friend of the U.S. and initially had been 
concerned at how the governments foreign policy might 
develop 

U.S. However 

management was now on a good track and he was comfortable 
with it. 
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5. (C//NF) Bellinger met with U/S Enrico Micheli 

office 

Micheli was unexpectedly joined by Sannino and U/S for the 
cabinet Enrico Letta. Bellinger described the PresidentVs 
September 6 remarks in detail and urged senior Italian 


recommendations to President Nazarbayev soon after its return, i.e. on the eve of his meeting with P 
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officials to acknowledge it as a step forward. Micheli said 
that Italy was proud of its close ties to the U.S. and that 

we need to look no further than the mutually beneficial 
intelligence cooperation we have maintained over the years. 
He said that the GOI had closely followed the Presidents 
remarks and welcomed the change in direction. Letta echoed 
MicheliVs praise for the President's remarks 

Italy has been a strong partner on counterterrorism and will 
continue to be under a center left government. Letta 
emphasized that the change in government brought some changes 
in policy 

not a change in strategy and Italy\'s response to Lebanon is 
one such example 

deepen bilateral discussions with the USG along the lines of 
issues Bellinger raised during his visit adding that the 
Presidents remarks struck a tone that the GOI shares. 


6. (C) Bellinger noted that the September 11 commemoration 
event at the Italian Senate (immediately prior to the meeting 
at the PM\'s office) had touched him personally both for the 
words that President Marini chose to deliver as well as by 
the high-level attendance. (Note: Marini 

the speech himself 

friendship unquote between the Italy and the U.S. 
characterizing the bonds between the two countries quote as 
strong as steel end quote. PM Prodi and a large number 
cabinet ministers 

center-left and center-right 

attended. End Note.) Letta said the Senate event was 
deliberately bipartisan and remarked that even all of the top 
labor union officials chose to attend. 


7. (C) Comment: The outpouring of goodwill and high-level 
gestures during 9/11 commemoration events were meant to 
signal that five years on and with a change in government 
the GOI remains committed to a strong partnership with the 
U.S. in fighting terrorism. Italian contacts told us that 
Bellinger\'s visit so soon after the Presidents speeches 
demonstrated to them the USG\'s seriousness to talk about 
sensitive intelligence and legal issues. 

SPOGLI 
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highlighted the country\'s significant progress in meeting 
MAP-related requirements and outlined outstanding issues the 
GOM needed to address to strengthen its NATO membership 
candidacy. 


DEMOCRATIC INSTITUTIONS -- IMPROVING 


3. (SBU) Macedonia\'s July 5 parliamentary elections were 
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judged by the OSCE and by other international observers to 
have generally met international standards 

irregularities at some polling stations. A peaceful 

transition of power took place 

parliamentary approval of the new coalition government. 
Charges have been brought against some of the alleged 
perpetrators of the voting irregularities 

yet been any prosecutions. The GOM must demonstrate that it 
is serious about prosecuting those cases and 

warranted 

against the perpetrators to deter future voter fraud and 
malfeasance. 


IMPROVING DIALOGUE WITH THE OPPOSITION 


4. (SBU) Despite the fact that the ethnic Albanian DUI party 
a member of the former governing coalition 

of the eAlbanian vote 

governing coalition that was confirmed in office on August 
26. The party that won the most seats 

center-right VMRO-DPMNE 

with DUI but eventually declined to include them in the 
government. 


5. (SBU) DUI reacted strongly to its exclusion from 
government 

take to the streets 

DUI-dominated municipalities and the central government. DUI 
leaders also threatened to actively 

to bring down the government and prime minister 

which they consider illegitimate. To avoid signaling to the 
international community that the government is faced with a 
continuing low-level political crisis of confidence 

should redouble efforts to open earnest dialogue with DUI to 
discuss how that party can play a constructive role as an 
active but loyal opposition. 


RULE OF LAW -- GOOD LEGISLATIVE ADVANCES 
PROGRESS 


6. (SBU) The previous government had a good track record on 
legislative action related to rule of law 

comprehensive package of judicial reforms in 2005-2006. The 
new government is focused on passing a new police law to 
enhance police professionalism 

that will help combat organized crime. The previous 
government demonstrated some progress on trafficking in 
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The project is funded through G/TIP ESF funds and is designed to raise awareness among foreign ' 
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prosecution of an export control case and requested assistance on another case during a meeting w 
eal with international observers. The decrees are a small step forward, but media time is still limited 
і by Section 120 of the Export Administration Act. 2. As per Reftel A request and at the direction of th 
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persons (TIP) 

for combating TIP and the successful prosecution and 
conviction of defendants in a major TIP case in August 2006. 
Two major corruption cases are ongoing 

much movement over the past several months. The government 
needs to show concrete progress over the next several months 
to a year in combating TIP and corruption. It should strive 

to prosecute to conviction 

high-profile corruption cases 

and prosecute major TIP crimes. 


ECONOMIC GROWTH AND DEVELOPMENT -- SOME BRIGHT SPOTS 


7. (SBU) Macedonia has made significant headway on economic 
reform issues 

the privatization of the country's monopoly electric supply 
company and having opened earlier this year a V'one-stop shop" 
window for business registration. Partly as a result 

World Bank recently boosted Macedonia\'s ranking as a country 
in which to do business to 92nd out of 175 countries in 2006. 
The government has made accelerating economic growth its top 
priority 

fiscal and agricultural policy 

from 4.5 GDP growth annually to 6-8 percent by the end of its 
mandate. 


DEFENSE REFORMS -- CONTINUED STRONG PERFORMANCE 


8. (SBU) Macedonia is strong on defense reforms 

high marks for its progress in restructuring its military in 

line with NATO standards. In May 2006 the Parliament passed 
a Defense Law that officially ended conscription; the armed 
forces are expected to shift to an all-volunteer army by 
October of this year. 


9. (SBU) Macedonia currently has troops deployed in 
Afghanistan and lraq 

85-man strong company with the SEEBRIG to Kabul under UK 
leadership. They also have deployed troops and helicopters 
to support the EUFOR mission in Bosnia and Herzegovina. The 
seventh rotation of Macedonian troops to Iraq took place in 
June; the next rotation is expected in December. The only 
major concern in this area of the NATO MAP process is that 
the GOM should not commit too quickly to additional troop 
deployments overseas at the cost of its continuing defense 
reform priorities. 


BIO NOTE ON FM ANTONIO MILOSOSKI 


10. (U) Have served previously as VMRO-DPMNE\'s chief 
spokesman and as a key Gruevski adviser 


over peace8 in its invasion of southern Lebanon, and that Israeli Arabs felt betrayed by the governme 
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VMRO-DPMNE-led government spokesman from May 2000 to 
September 2001 

armed conflict. Prior to that 

of former Prime Minister Ljupco Georgievski. After leaving 
government 

M.A. in European Integration studies. He began work in 2002 
on a PhD in political science (his dissertation topic is 
Macedonian-Greek relations) at the University of Duisburg in 
Germany. 


11. (SBU/NF) Milososki was known during his earlier student 
days as a nationalist with hardline 

views opposing Albanian-language instruction at the national 
university in Skopje. He has moderated those views since 
then 

during the 2006 election campaign. In addition to founding 
the \"Youth Euro-Atlantic Forum 

columnist for a prominent local daily newspaper 

participated in an international leadership and economic 
development seminar sponsored by Harvard University. He also 
attended a Security Executive Seminar at the Marshall Center 
for European Studies in Germany in 2000. Born in Tetovo in 
1976 

speaks fluent English and German. 

MILOVANOVIC 
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Turkishness\" in her new novel. Milliyet and Radikal say the ruling 
AK Party is divided on Article 301 with Foreign Minister Gul and 
chief EU negotiator Babacan saying the article should be revised and 
Justice Minister Cicek insisting there is no need to rush to change 
the law. \"We are for the free expression of non-violent ideas 
stated. Gul was also quoted as saying article 301 had become a 
source of trouble. Prime Minister Erdogan agrees with Cicek and 
some other cabinet ministers that Turkey should wait to see the 
implementation of the controversial article before taking new steps. 
The influential business organization TUSIAD had earlier called in 
a report for a change to Article 301. Radikal reminds that during a 
visit to Brussels on September 9 

amend the article if necessary. AKP lawmaker Irfan Gunduz said a 
regulation for amending Article 301 could be sent to the parliament 
in October. 


The Turkish translators of American writer John TirmanVs V'Spoils of 
War: The Human Cost of America's Arms Trade 

infringing Article 301. The publisher of the book 

also been on trial for insulting Ataturk 

Turkey 


RR For more Embassy Kuwait reporting, see: http://www.state.sgov.gov/p/nea/kuwait/?cable < 
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parliament. The prosecutor demands prison sentences up to three 
years for translators Lutfi Taylan Tosun and Aysel Yildirim. 

Amnesty International\'s Turkey coordinator Claude Edelman said the 
lawsuit was \"unprecedented.\" 


Commentator Ismet Berkan writes in the liberal-intellectual Radikal 
that Turkey is in dire need of changing mentalities before changing 
laws\": We have to realize that the essence of the issue is about 
freedom of speech where nobody will face prison just because he or 
she expressed an opinion. The Turkish government presents a 
stubborn attitude on this issue which does not indicate anything 
positive for the future." 


Bush Slams Iran in Address to UN 

Hurriyet 

report President Bush renewed his attacks on Iran and defended 
American action in the Middle East in a speech he delivered at the 
UN General Assembly yesterday. Bush accused lran of developing 
nuclear weapons and sponsoring terrorism. Bush told the Iranians 
that their government was the greatest obstacle to \"a future of 
liberty 


International Automobile Federation (FIA) Fines Turkey $5 Million 
Sabah 

organizers were fined yesterday a record $5million by the Formula 
One racing governing body for letting Turkish Cypriot President 
Mehmet Ali Talat present the winnerVs trophy at last monthVs race. 
At the ceremony 

Turkish Republic of Northern Cyprus (TRNC) 

solely by Turkey. Sabah says that the fine should be paid by those 
who suggested using the F1 for a political show. Now 

turned to Turkish Union of Chambers (TOBB) chairman Rifat 
Hisarciklioglu who had organized the ceremony and promised to pay 
the fine after the criticism. 


Iraq Names Special Envoy for Countering the PKK 

All papers report that Iraq has appointed a special envoy for 

countering the PKK. The Iraqi Ambassador to Turkey presented a note 
to the Foreign Ministry yesterday notifying Ankara that Iraq has 

appointed a special envoy. Vatan 

Baghdad appointed Sunni retired General Amir Ahmed Hassun as special 
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envoy. Ankara 


Greece Leaves Illegal Immigrants in Turkish Waters 

Hurriyet reports in a banner headline story that in May 

coastguard helicopter caught red-handed a Greek coastguard boat 
shoving overboard six Afghan immigrants off the Aegean town of 


«pedition to Mondolkiri province to rescue Montagnards following approaches from the Ambassador г 


; survey. Despite protestors blocking the gates, blanket media coverage and some city officialsV initie 
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Ayvalik in Turkish territorial waters. The immigrants 

sea without shovels 

the lifeboat toward the Turkish shore. In footage taken in July 
2004 

coastguard leaving a boat full of 35 immigrants in Turkish 
territorial waters 


Editorial: The Politicization of Religion 

The chief editor of mass appeal Sabah 

\"Turkey has come to understand the politicization of Christianity 
especially after the controversial remarks of the Pope. His remarks 
not only provoked an international reaction but also proved that 
political Islam 

secular-democratic system 

political Christianity. In addition to the Pope 

traces of political Christianity in the world as President Bush 
represents strong Evangelism. Turkish opinion makers generally 
acted with prejudice by thinking Christianity was exempt from 
politicization. Recent incidents are very obvious examples 
demonstrating the fact that Christianity is not free from political 
ideology.\" 


TV Highlights 
NTV (7 A.M.) 


Domestic News 


- Turkish Justice Minister Cemil Cicek maintained the government was 
not planning to change the controversial Article 301 of the penal 
code. 


- Foreign Minister Abdullah Gul met Greek counterpart Dora 
Bakoyannis in Istanbul to discuss the confidence-building measures 
adopted in May. 


- Turkey\'s Diyanet-Sen labor union of clerics has filed a request to 
launch legal action against Pope Benedict XVI and to arrest the 
pontiff during his visit to Turkey in late November for defaming the 
Prophet Muhammad in a speech earlier last week. 


- Energy Minister Hilmi Guler 

connection with charges of irregularity against former energy 
ministers Zeki Cakan and Cumhur Ersumer 

inflicting losses on the public sector. 


- Abdullah Demirbas 

Diyarbakir 

propaganda in a report on \"local administrations in the light of a 
multilingual population\" presented to the European Social Forum. 
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- Istanbul Metropolitan Municipality destroyed a mosque illegally 
built overnight by the residents of the Gaziosmanpasa district. 


International News 


- UNSYG Annan warned that Iraq is in danger of sliding into a 
Vfull-scale civil war". 


- Greece is rewriting its history schoolbooks in an effort to fight 
chauvinism. 


- The Taliban has announced they had killed a Turk abducted last 
month after the construction company he worked for ignored an 
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ultimatum to leave Afghanistan. Independent sources did not confirm 
the killing. 


- The European Commission said it is delaying the release of Turkey 
Progress Report by two weeks 
Ankara time to carry on with adjustment reforms. 


- A report released by the Council of American-Islamic Relations 
(CAIR) shows racism in the United States was up 29.6 percent from 
last year. The report depicts 1 

discrimination and harassment 

the country. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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might take as long as two weeks for a required down payment 
to be transfered from Stockholm. Johansson told ConGen 
Econoff September 20 that she understood the Egyptians 
Palestinians and Israelis were finalizing plans for the first 
delivery and 

supplier was prepared to start sending the equipment and 
technicians prior to receipt of the down payment from Sweden. 
(Note: UN Deputy Special Coordinator Kevin Kennedy told 
Econoff September 14 that Egyptian officials had told him 

that the supplier would not demand receipt of a down payment 
prior to moving the transformers and sending the 41 
technicians. End Note.) 


stimony from Indonesian military personnel who arrived on the scene of the August 31, 2002 ambush 
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4. (C) In a related development 

MW electricity feeder line from Egypt to Rafah has increased 
the number of hours electricity is available in Rafah 
residents are complaining that the power supplied is very 
weak. Lights in Rafah are noticeably dimmer than they were 
before the 5 MW line opened 

staff. 
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Minister of Awgaf and Islamic Affairs (reftel) 

been no official statement by the Government condemning the 
Pope\'s comments 

summon the Vatican Nuncio this week to \"clarify\" the Pope\'s 
remarks. There have been isolated calls to stop the building 
of churches in Kuwait 

retaliation against Christians. An American Imam in Kuwait 
on a U.S. Speaker program expressed empathy with Muslim 
feelings 

apology and use this as a spur for increased interfaith 
dialogue. Prominent Kuwaitis held rallies 

were attended by MPs 

extremely harsh language. End Summary. 


Pope\'s Comments Connected to \"Crusade\" 


2. (C/NF) In a September 20 article in Al-Rai Al-Aam (local 
Arabic daily) 

reference to the War on Terrorism as a \"сгиѕаде 

statement that \"thiQation is at war with Islamic fascists 

the controversial cartoons of Prophet Mohammed published in 
Denmark 

by a number of other columnists 

Ahmed Deyain 

Democratic Forum. In a September 17 article in Al-Rai 
Al-Aam 

neo-conservatives in the West are striving to depict Muslims 
including nonreligious ones as strategic foes of Western 
civilization and eventually project Islam as the foe of the 
West." \"Are the European nations supported by (the Pope) 
currently involved in waging a crusader war on Islam?!" 
columnist Ahmed Al-Kous asked in a September 17 article in 
Al-Watan (local Arabic daily). He concluded that the Pope\'s 
V'accusations...reflect a deep-rooted grudge among extremist 
Christians against Islam and Muslims attributable to the 
spread of Islam in many countries." Another columnist 
Waleed Al-Ghanem 

intentionally" to \"undermine\" the image of Islam and the 
Prophet Mohammed 
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(local Arabic daily). 


3. (C/NF) Many columnists also dismissed the PopeVs 
\"apology\" as falling short of what is needed. \"The VsadnessV 
shown by the Pope is just an attempt to reformulate what had 
already been said by the Pope and in no way constitutes a 
denial or repentance 

Al-Manna argued in a September 19 article in Al-Watan. 
Despite their criticisms 

non-violent response to the Popes statements and stressed 
the need for greater dialogue between the Christian and 
Muslim worlds. Dr. Al-Mana 

Vdeep-rooted Muslim-Christian dialogue on the issues and most 
important difference between the two religions. V" 


Controversy Also Sparks Degree of Soul-Searching 


4. (C/NF) Not all Kuwaitis were quick to condemn the Pope. 

In a September 20 article in the Kuwait Times (local English 
daily) 

PopeVs comments were taken out of context and asked why Islam 
could be so easily misrepresented. Responding to an article 
by Ali Fahd Al-Ajmi 

\"crusade\" against the Muslim world 

reason the world would have to \"hate\" Muslims is \"because 
most terrorists are Muslims 

continued: V'They hate us because we are killing innocent 
people in the name of Islam. They hate us because we are 
intolerant and undemocratic. They hate us because we protest 
like savage animals; burning embassies and churches. They 
surely do not hate us just because we are Muslims. As 
ordinary Muslims 

hence nobody hates us.\" 


5. (C/NF) Khalil Ali Haider 
columnist for Al-Watan 
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conservative Islamists were using the controversy over the 
Pope\'s comments for their own political gain. He feared the 
ramification would be the loss of freedoms of speech in 
western countries. V'Given this backlash 

afraid to say anything even mildly critical of the Muslim 
world 

and understanding between the Muslim world and the West. 
Haider expressed disappointment that the Pope had not 
distinguished between \"Islam\" and \"political Islam." \"You 
can say anything you want against the latter 


t Musharraf in Havana, that terrorist infiltration into Jammu and Kashmir had risen sharply this year. L 
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the former is sacred." Craig Walker 

hired by the Ministry of Awqaf as a consultant on a project 
aimed at improving the image of Islam in the West 

Poloff he believed the controversy would have a positive 
outcome by inspiring greater dialogue between Christians and 
Muslims. 


Visiting American Imam Responds 


6. (SBU) Sohaib Sultan 

a U.S. Speaker program 

usually asked in Kuwait 

what he thought of the Pope\'s comments. Kuwaitis have told 
Sultan they are particularly disappointed because they saw 
the previous Pope as a person dedicated to interfaith 
dialogue. Sultan has responded that religious leaders should 
choose their words carefully and that Muslims regret the 
Pope\'s choice of words. However 

that Muslims should accept the PopeVs apology and take 
advantage of this opportunity to improve the dialogue between 
Muslims and Christians. 


Islamists See an Opportunity for Political Gain 


7. (C/NF) A number of conservative Islamists seem to be 
using the controversy for political gain by situating the 

Pope\'s comments in the context of a Judeo-Christian 
conspiracy against Islam. One of the most strongly worded 
responses came from former Salafi Member of Parliament (MP) 
Dr. Fahad Al-Khanna who wrote in a September 17 article in 
Al-Watan 

weight behind a hectic campaign which has been waged by 
ruling extremist rightist parties and parliaments in the 

West 

The campaign in question was actually motivated by political 
factors aimed at instigating the people against Islam in the 
name of fighting terrorism. We conclude the Jews and the 
rightist Christians are in agreement about their specific 
objectives while dealing with Muslim countries: 

re-imperialize these countries and eventually divide 
them...erect barriers of hatred and fear between the West and 
the Muslim world to prevent the spread of Islam in the 
West...spread Christianity in the world...(and) fight Islam 

and expel Muslims from many nations....In light of the above 
we expect the arrival of a new crusader whose armies and 
banners the Muslim nation must confront by all means." 
Despite their rhetoric 

opposition to the Pope\'s comments should only be expressed 
through peaceful means; none have publicly encouraged Muslims 
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to retaliate against Christians in any way. 


8. (C/NF) Islamist groups have organized several rallies 

over the past few days to condemn the Pope\'s comments. 
According to local media reports 

Salafi Movement was attended by V'dozens of Islamists 
including several MPs. Acting National Assembly Speaker 
Mohammed Al-Bousairi 

Movement (ICM) 

sufficient\" and demanded that he make Wan official apology." 
Islamist MP Dr. Waleed Al-Tabtabaei echoed previous calls by 
Islamist MPs (reftel) for the Government to stop issuing 
licenses to new churches in Kuwait and called for the 
expulsion of the Vatican Nuncio. Another speaker at the 

rally 

religion of \"peace 

\"there is no compulsion in relQion.\" He said 

protest against any attempt to tarnish the image of Islam by 
anyone 

actions. We must remember the teachings of the Prophet who 
said that all religions must be respected.\" 
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him from conducting campaigning. Bembavs political 

alliance 

provocative statements are at odds with promises to calm the 
situation made by Bemba and other members of his party over 
the past two days. End summary. 


2. (U) The Executive Secretary Thomas Luhaka of VP Bemba 
Movement for the Liberation of Congo (MLC) issued a statement 
September 19 on behalf of the party denouncing as \"a criminal 
act\" the September 18 fire at the building housing MLC 

offices and Bemba 

destroyed essential broadcasting equipment of Bemba-owned 
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CCTV 

injured CCTV Director General Stephane Kitutu. Luhaka 
statement blamed unnamed people who do not accept political 
debate and freedom of speech for the act 

MLC will await the results of an investigation into incident. 

The party's patience in the face of such \"attacks 

statement continues 

of arbitrary regime or solitary exercise of power. 


3. (U) The MLC declaration reaffirmed the party's commitment 
to participate in a peaceful and responsible election 

campaign. It also stated that the MLC would never disturb 
public order 

itself and will fight any obstacle that could impede the 

second round of elections. 


4. (U) The MLC-affiliated political coalition RENACO (Rally 
of Congolese Nationalists) issued a similar statement the 
same day signed by its deputy coordinator Charles Bofassa 
Djema. The declaration called the September 18 fire a 
terrorist act designed to disrupt the electoral process. It 
charged that the fire was part of a political strategy to 
damage Bemba\'s political fortunes and to keep him from 
campaigning freely. 


5. (U) It also deplored persistent insecurity throughout the 
country 

by a \"death squad\" operating with impunity throughout the 
country. It further appealed for an independent inquiry into 
the causes of the fire. On Radio Okapi September 19 
MLC spokesman 

an encounter with government spokesman and Minister of 
Information Henri Mova Kakanyi 

and insisted that an investigation be allowed to run its 
course. 


6. (SBU) Comment: Such provocative and unsubstantiated 
charges by senior MLC officials are at odds with what Bemba 
himself has told us 

from the incident. While the statements will keep alive the 
issue of perceived imbalance and lack of fairness in the 
political campaign 

told that Bemba has already ordered replacement broadcast 
equipment. We are continuing to remind both the MLC and the 
Kabila camp need that their public statements will have 
definite repercussions and must considered accordingly. End 
comment. 

MEECE 
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particularly at this sensitive time. 


4. (C) The UN Security Council (UNSC) has not yet imposed 
sanctions on Iran 

international sanctions 

meanwhile 

shareholders. Without Total participation 

Inpex would likely proceed with the Azadegan project 
Total would have only a minority share. des Longchamps 
assured us that Total has taken no irreversible decisions 
yet 

of the U.S. position. 

Please visit Paris Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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security 

that Torrijos could demonstrate that he was a \"statesman\" and 
lift the canal debate above political partisanship if he 

advanced a serious NDP and postponed the referendum to allow 
for a full discussion of an NDP. 


4. (U) Members of the Panamanian Business Executives 
Association (APEDE) told EconOff that they regret having 

given their unconditional support to the expansion. They 
asserted that they had not received anything in return. 
Members told EconOff that they should have withheld their 
support in exchange for a GoP commitment to develop an NDP. 
APEDE was one of the early supporters of the expansion 
hosting a nationally televised town hall meeting featuring 

the Panama Canal Authority\'s (ACP) Administrator and various 
members of its senior management. After the Torrijos 
announcement 

that the important thing was to have a thorough debate on 
development and ensure mechanisms were in place to monitor 
the expansion project. 


5. (U) The Colon Free Zone UsersY Association 

expansion supporter 

event in Colon attended by Torrijos 

President Severo Souza said the association supported the 
expansion not because it was needed 

increase economic activity and the increased revenues 
received by the GoP could go towards social and economic 
development plans. 


6. (U) Although National Liberal Republican Movement 
(MOLIRENA) President Gisela Chung said the national dialogue 
was long overdue 
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opposition to the expansion on August 27. Neftali Jaen 
representative of the expansion opposition group Grupo 
Independiente por el No 

supporting the expansion after Torrijos\' announcement but 
cautioned that the ideal would be to delay the referendum 
until the NDP national dialogue was concluded. Ricardo 
Martinelli 

NDP should be included in the constitution. Radical 
political movement 

Economic and Social Rights (FRENADESO) 
announcement was politically motivated and refused to 
participate in any NDP discussions. 


7. (U) Illustrative of the linkage between the expansion and 

the concern over the state of the countryVs infrastructure 

was a forum held by the Smithsonian Tropical Research 
Institute (STRI) discussing the environmental impact of the 
expansion. STRI scientist Stanley Heckadon acknowledged the 
expansion would have some minimal environmental impact 
maintained that it was environmentally viable. However 

during the question and answer session 

focused on problems with Panama\'s water and sewage system. 
Many questioned why so many areas have no potable water or 
adequate sewage systems. At the end of the event 

individuals who claimed to have been undecided said they were 
now against the expansion because the country needs first to 
address the issues of water management and urbanization. 
This scene has been repeated in numerous events attended by 
EconOff in recent weeks. ACP officials have been bombarded 
with questions regarding social spending 

unemployment and poverty. ACP members usually attend these 
events without officials from other GoP ministries and are 

left to respond to many questions that are outside the ACP\'s 
competence. 


8. (SBU) Torrijos announced the NDP effort when the GoP was 
especially nervous about the referendum. The GoP appears to 
be seeking support in any way possible. The public\'s desire 
for an NDP is founded both on the lack of faith in the GoP to 
use Canal revenues for the general good and a fear the GoP 
will use Canal revenues to bolster the ruling Democratic 
Revolutionary Partys dominance. Both supporters and 
opponents of the expansion want the NDP to specifically 
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designate to which programs Canal revenues will be allocated 
in order to mitigate the GoP\'s ability to misappropriate 

funds. With only about a month before the referendum 
meaningful NDP cannot be completed in time. To date 

has not even been an agreement as to a timetable or outline 
for the NDP national dialogue. Even Torrijos has 
acknowledged that an NDP cannot be finalized before the 
October 22 referendum. At best 

the allocations of Canal revenues to certain social and/or 
infrastructure programs. While Torrijos himself remains 
popular and the most recent poll suggests the \"yes\" vote has 
gained momentum (REFTEL) 

expansion revolve around lack of faith in the GoP 

inability of the GoP to use Canal revenues to improve 
infrastructure and address social ills 

mistrust of the government. 

ARREAGA 
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until October 7 or 10. Moreover 

table the draft statute before he had word from the UN that 
UNSC members were comfortable with the draft. He would not 
want to fight for cabinet approval of something 

to revisit the issue if the UNSC inserts changes. 


9. (C) As for the draft statute itself 

remaining points of concern (while insisting that no 
significant resistance remained in the cabinet or the 
parliament). First 

could cover the crimes that took place from 10/1/04 to 
12/31/05 (if they are materially connected to the Hariri 
assassination). The PM prefers that 

time 

included 

reduce the fear by some that the tribunal will potentially 
find all sorts of new targets. (Comment: We wonder if he 
was making an oblique reference to Bank al-Medina 
potentially could entrap a huge number of Lebanese political 
figures 

comment.) 


10. (C) Second 

located outside Lebanon 

The Hague due to distance and cost advantages. On the other 
hand 

the more removed it would be from vicious Lebanese politics. 
\"Northern Alaska\" might be fine 

is not part of the statute itself 

whether identifying the location was linked to cabinet and 


IS ONLY VALID IF THE COMPANY PURCHASES MORE THAN 50 PERCENT OF PLIVA SHARES. 


ІСМ members guilty of belonging to a terrorist group linked to attacks in Madrid and Casablanca and 
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parliamentary approval. No 

BerriVs one-time insistence on a Lebanon-based tribunal no 
longer seemed to be a red line 


11. (C) Third 

had to be worked out 

Finally 

out. Siniora expressed satisfaction that the current draft 
had a mixture of international and Lebanese figures. 


RECONSTRUCTION ASSISTANCE: 
QATAR 
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12. (S) Responding to the Ambassadors concern that some 
countries seemed to be bypassing the GOL and passing 
reconstruction assistance directly to Hizballah 

fingered Qatar as a particularly egregious example. Calling 
Qatar the \"prodigal son 

conversations he has been forced to have with various Qatari 
officials to try to get Qatar to work through GOL 

institutions. Qatar keeps resisting 

to avoid working through the GOL. Qatar has been fully 
briefed on the system Lebanon has set up for Arab donations 
(Central Bank accounts over which the donor country has 
signatory authority) but refuses to participate. After 
complaining at length about Qatar 

intransigence with the UAE\'s method of providing cash 
directly to Lebanese (in these case fishermen) in cooperation 
with Lebanon\'s Higher Relief Committee. Even Iran 

noted 

his head repeatedly about Qatar. 


13. (S) Algeria 

PM reported that he met with an Algerian parliamentarian two 
days ago to discuss the Algerian allegation on 
Hizballah-owned Al Manar that GOL corruption in aid 
distribution had allowed a shipment of water to be sold on 

the market rather than getting to intended aid recipients. 
Siniora said he showed the parliamentarian receipts and 
forced him to retract his statement. He noted that Algeria 

is the one country -- aside from Syria -- that Siniora feels 
unwelcome in. He tried to hint at visiting Algiers and the 
Algerians closed the door in his face. While Qatar\'s 
problem-making has everything to do with QatarVs rivalry with 
Saudi Arabia 


iorizations for FAA repair stations in accordance with federal aviation regulatins. 2. Embassy unders 
Yomic Counselors, and Embassy, Centers for Disease Control, and USAID officers met on Septembe 
Local and international biosafety experts made presentations on the benefits of agriculture biotechnc 


Xd: Susan Symington; DCM David W. Ball; Rear Admiral Richard W. Hunt, Commander Combined Jc 
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14. (S) More broadly 

was \'more permissive\' during the war 
sources 

the rules.V 


RECONSTRUCTION ASSISTANCE: 
PLEASED WITH U.S. RESPONSIVENESS 


15. (C) Siniora and his advisors were pleased by the briefing 

by the Ambassador and S/CRS representative on United States 
assistance delivered to to Lebanon since the crisis and USG 
plans for help in the security sector. They also accepted an 
informal non-paper on ideas of how to improve GOL media 
outreach and donor coordination (ideas which we will pursue 
with them later). 

RECONSTRUCTION ASSISTANCE: BRIDGES 

ROADS 


16. (C) Siniora said that he considered his campaign to get 
donors to \"adopt\" various projects to be a successs. Nearly 
all of the damaged bridges have already been claimed for 
reconstruction by foreign donors. While only 40 percent of 
village projects have been covered 

cover 70 percent of the reconstruction needs. Regarding the 
Mudarej Bridge which the USG has offered to rebuild (in 
cooperation with Italy 

that the Embassy can expect a letter from the prime 

minister 

whatever our level of cooperation with the Italians. 


BEIRUT I DONOR CONFERENCE TENTATIVELY 
SCHEDULED FOR NOVEMBER 30 


17. (C) The Ambassador noted that 

IMF/IBRD meetings in Singapore 

talked of holding the long-delayed Beirut | conference in 

late November/early December. Siniora reacted that it would 
take place in mid to late November. When the Ambassador 
reminded the PM of the U.S. Thanksgiving holiday on November 
23 

of November 30 as the date. (Comment: We would not book 
plane reservations yet for this date. End comment.) 


SPECULATION ABOUT HIZBALLAHVS 
PLANNED RALLY ON FRIDAY 


lulkareem al-Arhabi is planning to visit Washington October 11-12 in advance of a broad fundraising ! 


pain agrees with U.S. positions on Sudan, Bosnia, Congo, and Ukraine. Fernandez-Arias did not anti 
4oR had been scheduled to take up amendments to the Law on the Council of Ministers (CoM) that v 


Jay. Most recently, during the 10 September parliamentary elections the Montenegrin voters handed I 


he Secretary General (UNOPRSG), that UNIFIL forces in Lebanon have reached the 5000 troop leve 


Column 3 
BEIRUT 00003060 004 OF 004 


18. (C) In response to speculation that Hassan Nasrallah 
could announce his support for General Aoun for the 
presidency at the planned Hizballah \'victory rally" on 

Friday 

to other communities by not announcing his support for Aoun. 
He also queried whether the Ambassador had heard rumors that 
Hizballah had asked Qatar to ask Israel to make assurances 
that it would not attack the rally. Siniora said he was not 
invited to the rally. While the PM expected a show of 
intimidation by the size of the crowd Hizballah would muster 
he did not expect violence. 


SYRIAN/SECURITY CONCERNS 


19. (S) Siniora had heard Walid JunblattVs description last 
night on an LBCI television interview of an alleged Syrian 
threat to attack March 14 or UN forces in Lebanon in 
September 

Ambassador regarding current thinking about who was behind 
last week 

suggested the fourth attacker who had been cooperating with 
investigators and subsequently died \'was suicided.\' He 
followed with a request for an update on any other news on 
Syria and Syrian-sympathizers in country. 

FELTMAN 
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disassociated himself from the offending quotation. He went on 
to note his V'profound respect for world religions and for 
Muslims 

liberty 

humanity.V There is talk among diplomats and inter-religious 
dialogue activists that the pope might strike the offending 
quotation from the final version of his Regensburg speech 

this is unlikely. Catholic inter-religious dialogue experts 

have been critical of the pope 

Vatican-based media. One told us privately he thought the 
incident would set inter-faith efforts with Muslims back 10-15 
years. Others in the Vatican have been much more supportive of 
the pope and see no need for any further papal apology (septel). 
Benedict\'s words September 20 may not wholly calm the storm 
but indications are that the Vatican will not go much further. 

End Summary. 


Weekly Audience 
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2. (U) In his weekly audience September 20 

again sought to defuse tensions stemming from his September 12 
remarks on Islam at the University of Regensburg. He said today 
that in his talk he had included a quotation on the relationship 
between religion and violence that V'unfortunately 

to possible misunderstanding.\" Benedict stressed: \"In no way 
did | wish to make my own the words of the medieval emperor. | 
wished to explain that not religion and violence 

and reason 

world religions and for Muslims 

with whom we ‘promote peace 

values for the benefit of all humanity is clear. The 

quotations within Benedict\'s speech are drawn from a Vatican 
document on religious freedom and inter-religious issues. 


3. (C) Meanwhile 

inter-religious dialogue activists of the pope striking the 
offending quotation from the final version of his Regensburg 
speech. The Vatican had circulated a text with a heading 
indicating that it was provisional. Contacts here in the 
inter-religious dialogue and diplomatic communities have told us 
that this step would go a long way towards soothing Muslim anger 
on the issue. The Egyptian ambassador to the Holy See 

has been pushing this solution. But our Vatican contacts tell 

us that this is an unlikely scenario. The pope has already 
apologized and made significant gestures of reconciliation 
official in the Secretariat of State told us. He didn\'t see the 
pope changing his text over what he saw as essentially a 
misunderstanding. 
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4. (U) Interested parties continued to weigh in on the issue 
most notably Catholic experts on inter-religious dialogue. Most 
were highly critical of the pontiff. Fr. Daniel Madigan of the 
Pontifical Gregorian University described Pope BenedictVs 
inclusion of the medieval text in his lecture as \"puzzling 

said there had been no need for the pope to use the quote to 
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illustrate his lecture. Madigan 

Pontifical Council for Inter-religious Dialogue 

the Regensburg address 

Muslims 

locked in battle with them. He was not surprised that conflict 
resulted. 


5. (U) Vatican-based media reported that Georgetown 
University's John Borelli 

specialist at the U.S. Bishops Conference 

the line between narration and accusation" in using the 
quotation. He saw no worth in citing an insult such as those 
that Christians and Muslims have traded for centuries 

the pontiff was just using it for effect. However 

positive note 

pope\'s remarks were also opportunities to renew efforts to 
promote dialogue and understanding 

greater trust 


6. (U) Fr. Tom Michel 

the Jesuit headquarters in Rome 

the Vatican\'s former inter-religious dialogue chief 

Michael Fitzgerald 

there was no one in the Vatican bureaucracy V'trained in Islamic 
faith 

the pope did not intend to offend Muslims is beside the point; 
offense is often caused by ignorance or a lack of sensitivity. 

He suggested that the pope should apologize for his remarks and 
not just regret the reaction they provoked. 


7. (C) Claudio Betti 

SantV Egidio (long active in inter-faith dialogue) 

Muslim contacts were angry. V'This incident will set us back 
10-15 years 

reaction was irrational 


‚eptember 8 agreement between the GOTG and a Canadian oil company, Buried Hill Energy Compar 
nt Abdoulaye Wade insisted that dialogue without preconditions remains the best vehicle for ending tt 


Column 3 

tended to lend credence to the very point Muslims resented. He 
also noted that some Muslim leaders were simply piggy-backing on 
the responses of others 

responding on the issue. But the reality of today\'s 

media-driven world and heightened sensitivities 

dictated that religious leaders and others had to watch their 

words carefully. 


8. (C) We had surmised - and then heard from Vatican contacts 
- that the pope\'s text did not pass through the usual vetting 
channels at the Vatican. Giving what amounted to an academic 
speech in his native language at his former university 

was (as one Vatican contact told us) in his comfort zone!" -- he 
didn\'t see the need to get feedback on the speech. This 

official suggested that the pope wouldn\'t have changed his 
message 

given him any hint of the outrage it would provoke. 


9. (C) With his Wednesday address 

disassociated himself from the 14th century quotation and 
emphasized common ground with Muslims and Islam. This may not 
wholly calm the storm 

Pope Benedict will not go any further. While Catholic 
inter-religious activists such as those quoted above have been 
critical of the pope 

any case. More conservative Catholics 

within the Vatican 

aftermath of the controversial speech 

a more formal papal apology (septel). 

SANDROLINI 


3. (SBU) Corsepius said Germany's approach to its presidency 
would differ slightly from other EU presidencies by using the 
principle of \"less is more\" to guide the formulation of its 
agenda. Corsepius stated Germany deliberately chose a 
limited number of topics where heads of state can play an 


e at the next WHO Executive Board meeting in Geneva, 6-8 November. In the same dipnote, the SR 
=conoff and NAS staff verified continued possession by the National Police of approximately 80 perce 


Column 3 

active role and actually make decisions 

down the road where issues are discussed by a cast of 
thousands with nothing coming to fruition. By limiting the 
agenda items and access 

state can achieve substantive results in Council meetings. 


4. (SBU) Officials at each ministry stressed the importance 
Germany places on energy as part of its focus on internal 
market issues. Corsepius noted that Germany 

had approached energy policy as exclusively a national 
sovereignty issue. However 

recently come to see a need to deal with certain aspects of 
energy policy in a broader EU context. Corsepius said there 
are some areas where legislation/regulation at the EU level 
dealing with energy security would make sense. Other areas 
he mentioned for possible EU-level cooperation are energy 
efficiency 

engines 

guarded in his overall assessment of what Germany can 
realistically achieve in terms of deliverables for the 

U.S.-EU Summit 

where the U.S. and EU could make V'progress 

a small amount." End Note.) He stated Germany is preparing 
an energy strategy to be issued in March 2007 

be a review of energy policy in March at the European Council 
meeting. 


5. (SBU) Germany plans to address the EU internal market in 
the context of globalization and investment 

Peter Tempel 

to State Secretary Joachim Wuermeling 

EU presidency at the Ministry of Economics. Both officials 
stressed Germany would 

opportunity to convince a skeptical public of the benefits of 
globalization 

can only play an equal role on the world stage if it can 
compete economically. Therefore 

importance of Germany communicating an EU strategy for 
globalization. This effort means actively engaging on topics 
like innovation 

set out in the Lisbon Agenda. 


6. (SBU) Better regulation is the linchpin to achieving more 
competition 

according to officials in all AmCham EU\'s meetings with the 
various ministries. Chancellery officials noted Germans had 
a general feeling of over-regulation and lack of 


it Health Protection Dr. Denis Salgado, Seed Department Director Xavier Eslaquit also of the Animal ‹ 


1. This is the fourth cable in our series on Dominican politics in the third year of the administration of 


g his credibility and potentially affecting his ability to make principled decisions on controversial cases 
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understanding of what Brussels does that benefits them. In 
order to win back citizensV trust 

the level and costs of EU regulation on its citizens and 
economy 

guide. Corsepius suggested that these efforts would include 
looking at how to manage better information costs 
information could be harmonized and electronically 
catalogued. However 

changes -- \"getting beyond nice speeches" -- would prove a 
challenge. 


7. (SBU) The EU constitutional reform efforts will be the 

focus of the second half of Germany\'s EU presidency. German 
officials see the presidency as an opportunity to lead the 

debate on the future of the EU 

playing a central role in this process. According to 

Corsepius 

complex issues are best served by a \"capital-based approach.\" 
In other words 

the decision making process 

government-to-government. 


8. (SBU) German officials admit events beyond Germany\'s 
control 

in the Middle East 

its EU presidency. Officials also attempted to draw a clear 
line between the EU presidency and Germany\'s G-7/8 
presidency; while admitting maintaining parallel presidencies 
would prove challenging. According to State Secretary 
Wuermeling 

complement 

pointed to IPR 

materials as examples of GermanyVs efforts to put forth 
complementary issues in both fora. 


9. (C) Germany\'s agenda for the EU presidency is shaping up 
to be a bifurcated one -- one with a clearly defined 

limited number of issues on the economic or technical front 
and another which is decidedly ambitious 


This cable solicits civilian political participation as symbolic of a transition for Coalition forces from bc 
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in its attempt to restart the EUVs constitutional reform. 
Germany sees the EU presidency as an opportunity to put its 
stamp on how the EU addresses globalization and competes in 
the world market. The German government thinks that by 
keeping its economic agenda focused on a limited number of 
key 

results. Germany 

reaped the benefits of globalization 

government has not effectively conveyed a clear 

message to the public on why they need to embrace 
globalization. It needs to get out the message that EU 
countries can excel through participating in and shaping this 
economic system. While German officials try to keep 
expectations low for what its presidency will accomplish on 
the economic front 

the constitutional process back on track 

anniversary of the Treaty of Rome to jump-start efforts. 
Beyond issuing a declaration at the Treaty of Rome 
celebration 

clear vision on how they plan to move the constitutional 
reform process forward. Convincing EU member states to begin 
taking another look at EU constitutional reform during the 
first half of 2007 -- at a time when key European countries 
will be holding elections -- could prove too ambitious. 
TIMKEN JR 
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you will find oil in my country.\" (NOTE: Benin currently has a 
tender out for oil exploration in two on-shore and two off-shore 
blocks 

exploration 

the four new blocks are due by November 30 


3. A joint communique released at the end of the visit affirmed the 
two countries commitment to increasing their cooperation in 
agriculture 

They also will continue to support each other on major issues of 
sovereignty and territorial integrity and enhance coordination in 
international affairs. President Yayi reiterated Benin\'s adherence 
to the one-China policy. The communique announced conclusion of 
several agreements related to technical 

cooperation. 


4. As previously reported (REFTEL) 

healthy and stable relations since resuming diplomatic ties 34 years 
ago under former President Kerekou\'s Marxist and revolutionary 
regime. Two ongoing projects in Benin financed by the Chinese 
include: 


-- construction of a new office building for the Ministry of Foreign 


and informal discussions with donor countries was generally positive, but expressed frustration over 1 


since your last visit here in 1999. There is a new, modern satellite city to the south, extensive new c! 
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Affairs and 


-- the development of a cellular phone network for Benin Telecom 
the GOB-owned fixed line monopoly. 


A state-owned Chinese telecom company is implementing the latter 
project 
estimated value of USD 60 million. 


5. Chinese sources indicate that Sino-Beninese trade was valued at 
USD 1.09 billion in 2005. This represents a huge increase over 2004 
figures of about USD 400 million 

trading partner. 


BROWN 
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and lies.\" President Solyom has joined with PM Gyurcsany and 
Parliament Speaker Szili in characterizing the violence as 
\"criminal.\" 


4. (SBU) To date 

from small vigils in the daylight to larger 

generally orderly gatherings in the early evening. The 

crowds have changed drastically in the late evening 

as families leave and skinheads and soccer hooligans arrive - 
with ample alcohol on (and in) them. 


5. (C) In a somber but confident address to resident 
ambassadors September 20 

commitment to continuing fundamental reforms 

small number of individuals as the driving force behind the 
violence 

do well in the local elections October 1 and restore 
Hungary\'s \"normal faceV before the 50th anniversary 
celebrations October 23. 


6. (C) Placing the comments on the V'Gyurcsany tape\" in 
context 

had tempted all parties with the V'urge of social 
irresponsibility\" and placed victory above morality. He 

stated that his dramatic monologue\" to an MSZP party meeting 
soon after its victory in the April elections had been 

intended to underscore the necessity of using the 
government's electoral mandate to move beyond the 
\"unsustainable\" and \"irresponsible\" policies of the past. He 
believes his remarks unified the governing coalition 
underscored his \"firm intention V to carry on with both the 
convergence plan and with broader institutional reforms. He 
has no intention of V'abdicating 

united behind him V'without secrets or factions." (Comment: 
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Based on our contacts with others in the party 

claim may be more a statement of aspiration than of fact. 
End Comment) Turning to the local elections 

predicted a strong showing by the coalition in Budapest and 
in urban areas throughout the country 

will move forward V'even if there is a landslide against me 
reaching out to \"local officials regardless of party" but 
without compromising on the government's composition or its 
policies. He cited Debrecen Mayor Lajos Kosa 
Ambassador Foley met September 19 

Vprotect the MSZP headquarters with my own body if 
necessary 

the government could work constructively. 


7. (C) The Prime Minister acknowledged conjecture regarding 
FIDESZ\'s role in the release of the tape but is focused on 
solving problems rather than pursuing \"the unknowable.\" 
Doing so will require political will and police work. He 

credited the police with standing up to \"very substantial 

street conflicts 

hooligans 

political objective" He made clear that he has no interest 

in seeing the present atmosphere continue. He believes this 
will require Wa matter of weeks 


BUDAPEST 00001902 002 OF 002 


to his own credibility and expressing regret regarding the 
damage the violence had done to Hungary\'s image. 


8. (C) Responding to questions 

September 23 FIDESZ rally as an initiative the majority of 

the party opposed but on which Orban himself had insisted. 
Citing ongoing contacts with the opposition 

his willingness to talk to V'those interested in restoring 

order." He also warned of the \"overlap of the mainstream and 
the extreme right" in Hungary and elsewhere in the region 
commenting that V'the moderates do not pacify the extremists; 
the extremists infect the moderates. He believes the 
situation will return to normal before the 50th anniversary 
celebrations 

opposition\" of \"soiling the memory of the revolution with 
\"violence in the streets.\" He also conveyed his apologies 

for the defacement of the Soviet WW II memorial in Szabadsag 
Ter 

nations." 


9. (C) Asked about next steps regarding the convergence 
plan 
until after the local elections to move forward because V'it 
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is better to swallow a bitter pill immediately - especially 

if you are sick. V The budget deficit is 'unacceptable in 

every respect 

\"unnatural.\" After V16 years without a single reform 

Hungary must address its problems through short-term 
adjustments and long-term reforms. The people must realize 
that \"freedom comes with responsibility 

government will no longer \"shield the people from competition 
and reform\" but will exorcise the \"ghosts of Kadarism.\" 


10. (C) In conclusion 

community to V'help my government and help me personally\" by 
putting his comments in context. He also asked that 

embassies inform their governments that his government will 

do everything in its power to return to V'normal life." They 

are exerting a \"strong effort\" to \"control the situation\" and 

will restore Hungary\'s \"traditional face\" before the 50th 
anniversary. He encouraged the diplomatic community to come 
to the government \"anytime\" with questions and concerns. 


11. (C) Comment: Thoughtful but resolute 

much in command of the facts and of the situation. His 
comments to the diplomatic community reflect a leader who has 
considered the political 

issue ... and emerged convinced that his course of action is 
both right and worth defending. End Comment. 
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DIVIDED 


Classified By: Political Counselor Margaret Scobey 
and (d). 


1. (C) SUMMARY: According to CoR contacts 

bloc leaders meeting held late on September 18 ended with a 
Vcompromise dealV of sorts. Under this Kurdish-proposed 
agreement 

regions formation law be postponed for a number of days. In 
the meantime 

appointed and an amendment added to the regions formation 
bill stipulating that the law not take effect until this 

committee has completed its work. Tawafuq contacts remained 
Skeptical however 

September 19 CoR session only after the day 

been distributed and they were able to ensure that the bill 
was in fact not on it. O the Shia side 
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poloffs that there were internal divisions to be ironed out 
before the bloc could agree to the new proposal. End 
Summary. 


2. (C) During a September 19 meeting with Senior Kurdish 
contact Saadi Barzinji (KDP) gave poloff a read-out of the 
meeting held the previous evening with the CoR bloc 
leadership on the federalism law. He said that the parties 
had reached a compromise 

the first reading of the federalism law for an unspecified 
period 

review committee would be appointed. The region formation 
law would subsequently be passed ) however it will stipulate 
that the law does not go into effect until one year from its 
passage 

had finished its work ) whichever comes first 


3. (C) Barzinji told PolOff that the Shia Coalition 

supported this initiative 

day to consider the proposal. Barzinji insisted that the two 
main Kurdish parties in the CoR (the KDP and PUK) were fully 
supportive of this new plan. Deputy Speaker Arif Taifour 
confirmed to PolCouns September 19 firm Kurdish support for 
the passage of the region formation law in accordance with 
the deadline established in Article 118. 


4. (С) TAWAFUQ REMAINS SKEPTICAL: Most Tawafuq members 
appeared at the CoR session about an hour and a half after 
its appointed start time 

the other blocs had held to the previous night's agreement 
and kept the first reading of the regions law off the agenda. 
Tawafuq contacts told poloff that the bloc had not yet 
officially agreed to the compromise deal" adding that they 
did not feel comfortable in passing a regions bill 

it did contain a clause that would delay implementation. 
VWhy are Itilaf and the Kurdistan Alliance pushing for the 
bill 

contacts asked suspiciously. Why can\'t they just wait until 
the constitutional review committee finishes its work?\" It 
appears that Tawafug remains doubtful of the intentions of 
Itilaf and the Kurds in pushing for the bill 

advance of constitutional review. 


5. (C) TAWAFUQ ON FEDERALISM. . . Chair of the Governorates 
Committee and Tawafug member Dhafer al-Ani cautioned PolOffs 
September 14 against fixating on the October 22 

constitutional deadline (as called for in Article 118) for 

passage of a bill on region formation. He called the 

deadline \"artificial\" 

costs was not in lraqi national interests. The pressure to 

meet it 


and performance. On July 13, IndonesiaVs President issued a Presidential Regulation providing the N 
Auscat with top government officials. The FTA will provide the USG an opportunity to work closely wit 


). 1. (C) We are monitoring closely the reaction of the Armed Forces of the Philippines to the coup ir 
would convey the USG position and seek an official response, Yao offered his informal reaction that E 
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the Kurds 

process on everyone else. He noted further that delaying the 
law by no means threatened the character of Iraq as a 
&federal state8 ) this is a firm principle enshrined in 

the constitution. As such 

be a federal state 

&now 

light of how divisive this issue was 

sustainable agreement could be agreed to in such a rush. 


5. (C) When asked what Tawafuq hoped to accomplish by 
completing constitutional review prior to movement on region 
legislation 

were in the minority on almost every issue 

optimistic that major changes would be possible. He 
expected 

distribution and control of natural resource wealth and the 
authorities of the regions. Moreover 

constitutional review that precedes regions formation was 
important on a symbolic level. Achieving it would be 
perceived as a victory for Tawafuq officials because this is 
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one of the items the Sunni political leaders promised their 
constituents during elections. 


6. (С) SHIA COALITION REACTIONS . . . Senior Dawa Party 
member Ali al-Adeeb and senior SCIRI member Ridha Jewad Tagi 
however 

19 that the Shia parties were not on fully board yet with the 
Kurdish proposal. Both al-Adeeb and Taqi confirmed there 
were still internal divisions within the Shia Coalition to be 
ironed out before anyone could commit to the new proposal. 
The main fault lines lie with the Sadrists and Fadhila 

the Sadrists claiming to the press that they refuse any form 

of federalism &while there is an ongoing occupation8. Shia 
contacts have told poloffs that in the absence of a unified 
Shia Coalition vision on the shape a &Shia region8 would 

take 

with Abdel Aziz al Hakim at its head. Further 

Independent Sami AI Askary told poloffs September 19 
Sadrists want to postpone the formation of regions until 

after provincial elections so as to increase their 

representation in local government. 


SPECKHARD 
SPECKHARD 
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election on October 15. Security 

of illegal coca on the border 

exports stemming from dollarization of the Ecuadorian economy 
are key bilateral issues. Reyes said bilateral ties would 

remain manageable if either Leon Roldos or Cynthia Viteria 

win the presidential election. In contrast 

off\" if pro- Venezuelan and populist Rafael Correa is elected. 
End Summary. 


2. (C) Reyes described Ecuador and Colombia as having an 
\"intimate relationship" 

among Ecuador\'s business 

Still 

bilateral relations 

using Colombian issues to attack the GOE. Reyes said the GOC 
tries to manage relations through patience and dialogue. 
President Uribe cares deeply about Ecuador 

instructed the MFA to handle relations with V'kid gloves 
especially before Ecuador\'s presidential elections on October 
15. If presidential candidates Leon Roldos or Cynthia 

Viteri win the election 

remain manageable. However 

candidate Rafael Correa wins 


3. (C) Reyes said there are four key issues influencing 
bilateral relations: security (the FARC\'s use of Ecuadorian 
Soil for arms/narcotrafficking 

emigration (Ecuador estimates 500 

country 

spraying on the Colombian/Ecuadorian border; and 
dollarization (the overvalued Ecuadorian currency spurs 
imports 

entire sectors of Ecuadorian industry.) Venezuela\'s \"growing 
presence\" in Ecuador is an additional complication. Reyes 
said the focal issue is security 

blaming Colombia\'s inability to control its borders for all 

of their problems. 


Most of the projects involved one-time purchases of ICT equipment for recipients, sometimes as a c 
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4. (C) Despite the complex relationship 
government-to-government relations are good. The GOC was 
able to obtain FARC official Simon Trinidad from Ecuador 

has also managed to limit the political fallout from the 
occasional military incident along the border. 

Communications with current FM Carrion are much better than 
they were with his predecessors. Military-to-military links 

are also good 

is a serious problem. (Comment: DAO reports Colombian 
cooperation with the Ecuadorian police is better than with 

the Ecuadorian military 

improved in Putumayo over the last month. End Comment) 
Colombia regularly finds Ecuadorian-marked arms and 
ammunition in FARC camps. Reyes said Ecuadorian Minister of 
Defense Jarrin\'s recent resignation was indirectly triggered 

by a corruption scandal involving the military. President 
Palacios fired Ecuador\'s three service commanders for their 
alleged involvement in a failed 

consulting with Jarrin. Reyes claimed Jarrin had been 

looking for a way out ever since. 


5. (C) In a separate meeting 

Security (DAS) Director Andres Penate told us the DAS has 
poor institutional ties with its Ecuadorian counterparts. 
Colombian intelligence regarding Ecuador comes from either 
U.S. channels or personal ties with individuals. He 
contrasted this poor relationship with the good cooperation 
that the DAS receives from its institutional counterparts in 
Panama 

DRUCKER 
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Member States. A 3 year base period would assist in this 
regard because it would more adequately reflect the capacity 
to pay of large developing countries whose economies have 
grown considerably in recent years. In short 

States would have difficulty supporting a 6 year base period. 
Both agreed that a good option could be to explore a sliding 
gradient. 


4. Ambassador Wallace informed Gronberg that the United 
States is actively working on its proposal and also hopes to 


he type localities with localities in Eastern North Africa. 2. Embassy understands that no further assi 
iary: ILO Burma Liaison Officer Richard Horsey said the GOB is making slow progress on the two ou! 
ition of sanctions under Section 508 of the Foreign Operations Appropriations Act. Subject to legal ex 


2) granted permission for a joint UNHCR expedition to Mondolkiri province to rescue Montagnards fol 


‘ully supports the measures outlined in UNSCR 1695 and currently has no record of North Korea con 
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have a position agreed by September 25. He reminded Gronberg 
that the United States remains concerned about past actions 
by the EU with respect to the ceiling rate; indicated that 

for many reasons (not least domestic congressional pressure) 
the US would not be in a position to agree to any increase in 
rate; and inquired of Gronberg on the EU\'s latest position on 
the ceiling. Gronberg conveyed that there was no firm EU 
position on the ceiling 

ceiling as linked to US payment of arrears. Ambassador 
Wallace underscored that keeping the ceiling at its current 
level was a U.S. redline. 


5. Ambassador Wallace raised the issue of purchasing power 
parity 

countries rates 

developing country economies more in line with their capacity 
to pay. Gronberg believed that the EU may take a positive 
view on moving in the direction of PPP and that a discussion 
now on PPP was useful to at least lay the groundwork for 
future scale discussions in coming years. Ambassador Wallace 
agreed and emphasized that with the rapidly changing world 
economy it was important to have methodologies like PPP 
discussed. 


6. With respect to the Chinese and Russian rates 

said he had met with both delegations earlier in the summer 
and understood that the Japanese proposal for a P5 floor 
\"would not fly\". However 

would consider voluntarily increasing their rates and that it 
would be important for others to help them to commit to this. 


7. Lastly 

discussed. The scale agenda item is expected to be 
introduced on October 9th so the Committee can take an early 
decision on Article 19 exemptions and hear from the Chair of 
the Committee on Contributions. The EU will have a statement 
prepared for the 9th 

substantively on elements of the methodology at that time. 

In concluding the meeting 

USG desire to work closely with the EU as the issue proceeds 
this fall. 
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Leonardo Mindez 

\"Clarin 

but they avoided meeting face to face. Even so 

W. Bush and lranian President Mahmoud Ahmadinejad conveyed clear 
public messages to continue feeding the mounting tension between 


niversity of Utrecht, Theorectical Biology and Bioformatics Department. 2. Embassy understands th: 


and allocating scarce public health resources. 2. Embassy understands that no assistance is reque 
. The pro-LTTE Tamilnet website reported no casualties, but claimed the air strikes had caused pani 


soup. ACTION REQUEST: As soon as Washington reaches a decision on post proposals, we sugges' 


ccessful four-day Principles of Environmental Impact Assessment (PEIA) workshop on September 2( 
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their two administrations. The US President reiterated at the UN 
General Assembly that \'Iran should relinquish its nuclear 
ambitions.\' The Iranian president responded Vall our nuclear 
activity is transparent and peaceful.V 


VDuring his 21-minute morning speech 

no doubts that Iran wants to develop nuclear weapons 

a diplomatic suspension of Iran\'s (nuclear) program 

that he Vdoes not have any objection to Iran pursuing a real nuclear 
program with peaceful purposes. Although 20 days have passed since 
the UN deadline for the ultimatum imposed on Iran to stop its 

nuclear program 

is not likely to obtain soon) the support of the other permanent 
members of the UN Security Council to impose sanctions on the Tehran 
government." 


- \"Rhetoric\" 


Marcelo Cantelmi 
(09/20) \"Ever since the US launched its antiterrorist war 
scenario has not revealed expected medals of victory. 


\"The US won in Afghanistan through its initial assault 

ground as time went by. It easily triumphed in Iraq 

troops are now Vsplashing in a swamp, only waiting for the moment to 
leave. Among other serious regional shortfalls 

accompanied said venture did not build the necessary bridges (like 
the dialogue with Syria) and paved the way for an expansion to lran. 


\"Tehran\'s fundamentalist government has taken advantage of all this 
background. Confronting the US has facilitated things for Iran 
which seems immune to the war rhetoric that it faces. V 


- VEvo rejects US VinterferenceY on drugs" 


Business-financial VEI Cronista\" reports (09/20) \"Bolivian President 
Evo Morales harshly rejected yesterday the US report on the outcome 
of the struggle against drug trafficking and he expressed his 
\'concern\' about Washington\'s \interference\' in the Andean country. 


V... The Bolivian president defended the policy of gradual reduction 
(not eradication 

coca crops 

this effort. 


\"The new clash happened now that the Commander of the US Southern 
Army 


- VRegional concern over Evo-Chavez alliance\" 


;, 2006 for the purpose of civil aviation security protection. 2. Embassy understands that no assistan 
з and structure of the Darfur Peace Agreement (DPA) Implementation Office in El Fasher. Wahab по 
at least, will share his assessment). 2. (C) | began by asking Sonthi about the audience with the Kin: 
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Business-financial 

President Evo Morales acknowledged yesterday in the US that 
Venezuela will build two military bases in his country. The decision 
has engendered surprise and concern in the rest of the hemisphere. 


Y... The decision has unleashed concern all over the hemisphere due 
to fears of an arms race in the region... 
mind the permanent threat posed by the Triple Border... 


VWhile the US closely watches this area 
to challenge the military balance in the hemisphere.\" 


- VChavez concerns the Jewish community more than anti-Semitic 
episodes" 


Eduardo van der Kooy 

comments (09/20) V... The Jewish community\'s concern about 
anti-Semitic episodes is true 

relationship with Hugo Chavez and Chavez! close ties with the Tehran 
government... 


V... The international Jewish community is concerned about one of 
the vital aspects of KirchnerVs foreign policy - his ties with 
Caracas... Kirchner\'s ties with Chavez have been fruitful for the 
President in terms of financing and they helped alleviate the energy 
crisis. However 


- VEnergy - US corporations call for clearer rules for investment V 


Business-financial VEI Cronista front-pages (09/20) \"In New York 
Argentine Minister Julio De Vido made a new effort to demonstrate in 
front of an audience of investors (particularly from the energy 

sector) that Argentina is a country offering attractive conditions 

to those who dare invest in a sector with an increasing demand and 
serious supply problems. 


VWhile he asserted that the new initiatives will be profitable in 
the medium term 
rules regarding public service rates is badly needed. 


VLocal businessmen in Buenos Aires fear that the frozen public 
service rates could spark a new convertibility system 
the Government will not be able to get away.\" 


- VKirchner did not want to attend BushVs reception\" 


Martin Rodriguez Yebra 

daily-of-record \"La Nacion 

four years 

reception offered by President George W. Bush to the heads of State 


lidates follow: CHRISTIAN, Dean. Male. Jamaican Defense Force, Cpl. Unit: 2nd BTN (2JR). DOB 
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attending the UN General Assembly ceremony. 


V Both presidents have not held talks ever since the Mar del Plata 
Summit of the Americas. 


VSince then 

frozen 

say this based on his disagreement about hemispheric trade 
integration. 


VKirchner did listen to BushVs speech to the UN General Assembly 
plenary 
the countries of the Middle East that are being hostile to the US. 


VOn the contrary 

the Argentine President will plead in his speech today for 
multilateralism in counterbalance to hegemonic and unilateral 
initiatives.\" 


- \"\'Argentina made progress because it did not adopt a neo-liberal 
model" 


Conservative VLa Prensa" reports (09/20) V'Senator Cristina Fernandez 
stated that Argentina was able to make progress because it chose a 
growth model that differed from the neo-liberal model 

even opposed to the neo-liberal prescriptions that led us to 

chaos.V 


V'The legislator participated in a panel on Expectations about Latin 
America at the New School University of New York. Cristina Fernandez 
pointed out that the Argentina of 2003 Vhas little to do with 

today\'s Argentina and she said that Vwhile it may not be a 

paradise 


\"In this regard 

for Statistics 

country Vhas reasonable autonomy in making decisions after having 
paid off its IMF debt 


3. EDITORIALS 
- VIMF critical reforms" 


Conservative VLa Prensa!" editorializes (09/19) \"The IMF announced 
reforms had raised expectations in emerging countries with regards 
to a better distribution of duties within the institution 

allowing for the participation of growing economies like 

Argentinas. 


V Nonetheless 
revealed that there is a strong tendency to concentrating 


1 Prime Minister Koirala and Prachanda had been successful. Two-on-two talks were planned, he sa 
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decision-making power on the most powerful countries 
increase the likelihood of discrimination in granting international 
loans. 


\"... If efforts are not made to take into account the interests of 

the most vulnerable sectors of the new international financial 
system 

policies implemented by multinational lending agencies in handling 
global crises. 


VImplementing more equitable development processes for Latin 
American countries is a challenge calling for adequate public 
policies based on information that makes patent social and regional 
inequality.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires MATERA 
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Maintenance 
of Microscopy and Microanalysis. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas 

from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 
United States are advised to ensure that their yellow fever 
vaccination is up to date 

with them to prove it. If you require a yellow fever vaccination 
and it is for the first time 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
flight cancellations due to the airlineVs financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio 

Although the airline has been purchased by a new buyer 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


‚us. RSO is currently involved in multiple efforts to investigate the attack on the Embassy and assess 
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U.S. citizens should keep this in mind when making travel plans. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required. Embassy point of contact for this visit is: 


-- Science Counselor Patricia Norman 
(55)(61) 3312-7646 (Science Section) 
9965-1439 


7. Please find below information needed for the cities to be 
visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes 

011+(55)(61) 3312-7000 

3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


Belem (Para) is within the district of the U.S. Embassy Brasilia. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo 

U.S.) 011+(55)(21) 3823-2000 

011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney 

U.S.) 011+(55)(11) 5186-7000 

5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 0114 (55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program 

and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 


e appears on track, operational contingencies are lacking. The Pan American Health Organization (F 
U) SUMMARY: After a brief delay, Chevron, which finally received authorization to arrive in Chad, will 
Foundation for Health and Human Development (FUSAL), Boulevard Orden de Malta, Urb. Santa El: 
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the GOB. Full cooperation with the identification procedures is 
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advisable. 
9. MEDICAL EVACUATION 


Direct Hire employees (not contractors) of the Department of State 
USAID 

employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name 

provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor 

fiscal data to pay for direct costs of the visit. Each agency 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include 

not limited to: 


-- American and LES overtime (for such services as airport 
expediting 

representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 


3BU) PA Minister of Telecommunications Jamal al-Khoudari announced publicly September 18 that tr 
parliamentarians in its ranks. 2. (SBU) AMP has not released a list of the alliances member parties 
IVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION ------- SUMMARY ------- 1. (SBU 


juage Institute in San Antonio, TX scheduled to begin October 4, 2006, with graduation on January 2 


1 that within the EU process, Romania supported engaging Syria in discussions on the situation in Lel 
d a lack of data. He suspected that DRC government over-budget spending, observed in April of this 
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direct charges. 


B. For TDYers remaining at post over 30 days 

ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module 
per-capita-basis 

TDY visit by one USG employee of 06 monthsY duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post 

document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2 

Where travel is urgent 

with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia 

Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous 

been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition 

extremist groups operate in the tri-border area between Brazil 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 
the Embassy before doing so 

Embassy Buenos Aires if they plan to cross into Paraguay and/or 
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Argentina. 


13. Visitors should practice common sense preventative security 
techniques 
of the more important tips that you should follow to avoid becoming 


» and physical damage, although the latter was quite limited. End summary. 2. (U) From August 20-2 
fense Studies in Washington DC, scheduled to begin on October 16, 2006. Ms. Garcia Alvarenga, | 
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a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store 


- Do not physically resist any robbery attempt. While this is a 
personal decision 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


SOBEL 
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BURKITT\'S LYMPHOMA" 


REF: STATE 78664 


1. On August 18 

Lucero 

Foreign Affairs (DCTEC/MFA) 

Institutes of Health\'s (NIH) proposed award of a research project 
titled \"Targeting of EBV Latency in Burkitt's Lymphoma 
CA112217-01A2). The site covered in this project is under the 
direction of Dr. Jose Barreto and Dr. Helen Marie Barbosa 
Federal University of Bahia 


2. The Embassy sees no adverse foreign policy implications with 
respect to this research project. We emphasize the importance of 
complying with Brazilian laws on the export of data and biological 
material. 


d incidents were focused mainly in the provinces of al-Jawf and Dhamar. Official tabulation has now 
ian DCM Mikhail Golovanov jointly delivered the text of Statement of Principles, Explanatory Notes R 
ists of individual delegations and any supporting information provided to the Committee on Contributi 
lerstands assistance is not required. 3. Embassy Bridgetown requests an outbrief be provided to the 
iperation Amount($) --------- ----- UN Interim Force i 
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agreed that the 


who could react violently 
when large-scale disorder 
Ismail 


Chairman of GUNSIAD 
also termed the attack a provocation that was 


it is illogical to ascribe an attack on 


which claims to defend the interests of 


within 


some of its members may feel desperate. We will 


9/13/2006 15:39 
the RSO confirms that 


SANA 


SANA 
referred to 


with the government-controlled paper 


eplace Douste-Blazy if for any reason Douste-Blazy could not attend. Carrel-Billiard asked if the U.S. 


for civil society and NGOs. Biondi and Borzi agreed the CD was an excellent forum and noted that Iti 
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S public accusation that 
other Syrian officials 


V'l am certainly not a news 
but after this continuous series of U.S. injustices 
| can understand why people are angry at the 


regional and international press has focused on 
Jund al-Sham 


is a Sunni Muslim group. The group is reportedly 


the 


including members of 
argue 


s last few attacks have come in close proximity 


9/13/2006 15:40 
9/13/2006 15:45 
who added that he meets with Jisr on a 


Post will report any responses. KRAMER 


hs in Kinshasa. One government-controlled station was also reprimanded for a lack of professional e 
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while Taher is in 


says Taher 
the oil spill 


or any other issue. The Ambassador suggested that 


Nabil Jisr\'s role -- 


the GOL has separated the 


property ownership 


the GOL 
independent engineers 


plans have advanced 
color-coded spreadsheet 


and also differentiates on four levels -- total 
partial destruction 


the 


000) for rebuilding the home 
the 


the amount is 40 percent. Lastly 
they will receive 10 percent. Based on this formula 


with Saudi 


ounselor, for Reason 1.4(d). 1. (C) As of 12 September, PostYs Consular Diplomatic Window has гє 


does not wish to provide an answer to the Dominicans at this early stage. 2. Following is an informal 


re uncertain. Post understands Jagdeo intends to address the U.N. General Assembly and is on the 


1ancing, where he reinforced USG anti-money laundering messages. FinCEN and Emboffs met with 
10es, on September 5, to discuss bilateral, biofuel cooperation. The meeting provided Manuel and Lc 
nuel and included Sarah Ladislaw from the Department of Energy, Morgan Perkins of USDA and Mat 
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and Kuwait and UAE each with $100 


there will be no generic 


which Taher says are 
assessment 
the CDR 


that a window pane cannot cost more 


Taher assured him that 


and 


phantom pane. End comment.) 


the Ambassador 


and that jealousies 


but he noted that the die is already cast 


and 
urbane interlocutor with a private 
itis clear the GOL still has a long way to 


but they must also 


employee was returning to work on a motorcycle with the NGO\'s logo following lunch with his family i 
ge, country director in Sri Lanka for World Concern, told the Embassy that the employee was returnir 
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ethical 


not only because of his confession 
we also 


as we flipped through the detailed charts and graphs 


and we hope Taher will be able to convince Siniora to 


9/13/2006 15:50 
9/13/2006 15:51 


asked 


| can speak German but | also speak Hungarian. They 


\"Slovak in Slovakia\". | turned round and | 
young boys. They were around 20-22 years old. 


whether | am deaf or stupid or whether I cannot 
| did hear and I did 


tights 


being terribly 
| just 
| have blood all over me 


Kalinak and Packa accused Gal 


and said that the case will not be reopened. 
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arguing that the facts were clear and there was no 


not to demonize the girl 


with limited success. 


and Kalinak noted that the government response to 


9/13/2006 16:03 
and 


on the 
the report is positive or ambiguous 


not only 


9/13/2006 16:19 
and promoting good 


as proscribed by US law and regulations. 
000.00 


ith INL and G/TIP funds, Post will provide nearly USD $35,000 worth of equipment to the Anti-Human 


‚er (ECO) Michael Rufe and CS FSN Prem Narayan conducted a Post-shipment Verification (PSV) al 
concerns feature in any contact with him there. The Solomon Island would-be political elite is very fru: 


F В/////////1///2. F RAIN 1111111111112. F ΒΖ, F ВИННИ. Е RIIII PLEASE DELETE ALL COPIES O 
> NAIROBI 7345 AND PREVIOUS SUMMARY 1. Kenyavs long rains (March-June) food security inti 
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000.00 
TRC is an ecumenical and 
Justice and 


Resource Center 
Advocacy and Empowerment Project. Grant funds will 


homes 
Matsieng and Ha 


manage and resolve 


000.00 


Mafeteng 


local leaders and communities in the above 


000.00 


development of the voter education material 
voter education of the 

training of electionsV observers 

electoral process monitoring teams 
electoral process evaluation conference 


000.00 
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9/13/2006 16:45 
in fact 


extensive support from USAID 


building on what 


the 


this would 


civil society 


е of a regional law by the Kurdish Regional Government (KRG) until after passage of national legisla 
ain alert to individuals and groups which would be appropriate under this initiative. 2. (S/NF) Econof 
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the 


noting that pushback against 


as older attorneys 


more nimble colleagues 


yr 


\" it is necessary to open spaces for younger 


too 
general classwork on economic 


Subero was confident that reform will 

but was less confident that this will be a 

\" he 

suggesting that the problem instead is with 


the picture painted during this initial 


public debate 


it did reveal Subero\'s Achilles 


unrequested 
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with the suggestion that others were attempting to 


the subsequent Clave Digital 


Subero indicated that Pichardo had 
as well as other SCJ Justices 

000 USD from an unnamed party 
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while chafing at pressure to toe 
however 


economic 
the Swiss also retain an interest in 


9/14/2006 7:51 


with its emphasis on political stability 
V he said. The next ICI Preparatory meeting will 


irder the Armed Forces Chief but were subsequently released for lack of evidence. In a separate inci 


Column 4 


French 
Sheikh Abdullah bin Zayed al-Hayhan 
Minister of Economy also 


and a full list of delegates is at para 


the Deputy Secretary General 


they are important for future gain 


and lack of basic 


foreign investment in the 
according to 


perhaps the Compact 
can achieve this goal. The ICI offers Iraqis 
V said the Deputy 


loans 
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said a Senator from the Northwest.\" 


the Vice President continues to 


? lack of viable camp sites (with adequate access, water sources, and assurances of security), along 
San Salvador has detailed a potential deal involving Venezuelan fuel that may be used to influence u 


lightly below that of minister. Thus, the new cabinet has four more members than the previous one, k 


ver Authority (VRA) said VRA was looking at options to meet immediate needs, primarily through reni 
19. 2. Post appreciates ref. B information. The GOM would welcome any other background or guida 


zountries such as India would be willing to accept changes in the definition of terrorism. On transition 


Column 4 


a staff in the Presidency told PolCouns 


none of whom appear in 


there are few signs that 
no matter what their third term stances were 


9/14/2006 8:06 
9/14/2006 8:08 
9/14/2006 8:24 
\" ап 


2006 


Column 4 


which is seen as key to its 
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but if you look 
you\'ll see we have nothing against NGOs.\" 


but emphasized that the environment 


but cautioned 


noting that bureaucratic obstacles are easier to remove than 
and said 


and the resulting unwillingness of insurers to offer 


Column 4 


not our people" -- who agreed that 


Nazarov said the problem would be resolved by the 
and recommended the Ambassador discuss business 


traveling on a Yak 40 that had 


and said President Rahmonov had called a meeting 


we 


not 


adequate media access for 


saying Ambassador would have to take the issue up with 


and indeed we 


9/14/2006 8:40 


Column 4 
9/14/2006 8:40 
BRS has remained adamant about getting 


BRS will 


such as an additional 


in addition to agreement 
ER and BRS will demand that the GOE meet three 


in order to conclude an agreement. First 


not as a cancellation of the 2001 privatization 
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Honam has 5 
701 


\" due to the 


Professor Kim opined that she 


not 


ith Hong Kong Trade and Industry Department (TID) Assistant Director-General, Erica Ng. ECO Ankı 
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V on the other hand 
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this protest 
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on the other hand 
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when a 
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neither the KMT 


but the performance of the Blue 


it will be overly optimistic for 
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the United States and the United 


during which far more Afghan 
as well as U.S. and British soldiers 


the U.S. government of Republican President 


financial information and other measures which 
we 
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namely the citizens of their own 
other 


the Vwar on terror launched by the United States 
which cost 2 
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according to a study conducted 


the use of state violence or state 
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for that matter 
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the ethnic communities in the Central Highlands are 


many Visas-93 beneficiaries tell us 
have 
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despite the collapse of the FULRO 
the idea of ethnic minority 
Jarai and 


Consultative Group (CG) meeting in London. Ambassador stressed that any additional U.S. assistanc 
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the \"Dega Protestant Church\" is 


over the past two years 


any whiff of separatism is intolerable 


especially with the United States (Ref H). 
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Prime Minister Milo Djukanovic\'s ruling coalition another mandate with 41 out of 81 parliamentary se; 
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the other 


though for a 


the 


today I\'m 


such as the Committee on 


the EU practice could lead to 
the Cuban and/or Venezuelan Ambassadors embedding into the 


pursuant to the rules as they have been 
this EU 


which has a very strong and 
raised serious concerns about this at the last EB 


particularly if the draft resolution is amended to provide 


discussion of Agenda Item 51 is 
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Rule of Law 
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and the administrative procedures 
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he said 

when 
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including criminal libel cases or breach of national 
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and said that offices outside the police were kept 


a Ministry of Justice official explained 


appeals and imposition of 


the officials 
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¡E announced its support for Ruth Wedgwood, the USG candidate for the UN Human Rights Commitl 
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another paper ran photos of 


writer and observer of Turkey\'s 
told us papers continue to write about the 


among others 
according to Akyol. Akyol claims 
particularly 


but time is needed to permit these more 


including rumors of secretive 


VA killing by beating took place in 
there is sharia in Turkey 
try him in a sharia court of 


the majority of religious 


and Plant Health Protection Directorate, Ministry of Development, Trade and Industry Director for Nor 
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Column 4 


according to Oktem 


religious practice 


very concerned about the 
told Oktem that all they sought 


Oktem said 


Turkish newspapers obsession with this story 


9/14/2006 10:12 
9/14/2006 10:17 


identity 
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Turk directed this 
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Column 4 
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published in the Turkish mainstream daily Milliyet 
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this statement was 
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which killed 
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a legal political party 
and often reflects views associated 


HADEP) have looked to both 
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2015 on the ground to a supporting role for the Iraqi Security Forces (ISF), with an increasing emphasi 
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Hamas necessarily had to put religion on a backburner.\" 


it does not fulfill all the preset 


the recent attack in 


Adler believes Europe is responsible for \"lighting small 
such as including the debate on 


but notes: V'France has always 


three key points: revenue collection, infrastructure and development spending, and ВОС oil price sur 


onstruction in the center and a commercial and convention center complex planned for an area that v 
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in an article entitled: \"It Is Not Civil War Yet in 
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contends that \"his and the U.S. 


which has lost some of its luster 
has decided to turn to international terrorism and join 


this gives the group wider propaganda: the support of 


the intent was to completely destroy the U.S. Embassy and 
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operation 


a political strategy specialist in Cairo 


is there a chance the next U.S. administration 
adopting a narrow view of 

both in Iraq and 
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assimilating al-Qaida-led terrorism 
Hamas and Jihad... The 


UN 


the Middle 
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especially the U.S. 
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reaffirmed Lithuania\'s commitment to pay 
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always shouting and complaining\" -- 


Vice Minister of 
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strategy and tactics 
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3eijing believes placing Burma on the UNSC agenda is counterproductive to encouraging a positive d 
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as the city of Vilnius now owns the land. Zuokas 
seemed more willing to compromise on the issue than 
and agreed to host and work with 
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opposition leader 


but 
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including the possibility of 
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but when 
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representing a broad sector of French 
private enterprise 
PAO James L. Bullock stressed 


Pascal 


the American Cathedral held 
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Dean of the 

gave the homily 

OECD Ambassador Connie Morella was one of 


and his support for the cathedral program 


and a number of Embassy staff and American 


Ambassador attended a special military 
where thousands of American soldiers are buried. 
the French and U.S. national 


and words by the mayor of Suresnnes 


as well as members of the 


September 11 at opening of business. 
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Ambassador and Pierre-Christian 
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and press. 
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where a press conference was held to launch a special 
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reach out to their families 


French Ambassador to the U.S. Levitte and 
among others 
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the president of the French Senat 
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print and television media covered 9/11 
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Ambassador StapletonVs interview carries the title: 
Y a quote taken from the 
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prominently showed 


Charge gave televised interviews to LCI and BFM. 


Jean Leonetti (UMP). CG 
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and main editorial and four internal 
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requiring lvoirians to go to separate 


which had significantly slowed the 
the other four accepted in principle 


like the courts that are issuing birth 
Banny indicated that consensus was 


and that opposition political leaders 
he underscored his determination 


within the 
so that all who are entitled to a certificate of 
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to send the strongest possible signal to 


because of the international community\'s 
but in this case 


as has happened at several 
when he was asked directly three 
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and for central 
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000 of the estimated 2-3 million who need 
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these political obstacles will 
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after elections have been held 
fair and transparent. 
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and 

Force Commander for the French 
gave a very pessimistic 
susceptible to 

against the backdrop of stalled DDR 


and a dismantling of western 
the issue of dismantling 


with 


he also 


the mood of the IWG was grim as 


as SRSG Schori put it 
a year from now the 


and somewhat 

but not because of any disagreement about the 
the nature of the problems 

some delegations 

felt that it would be more 


rather than in a press 


but also because many IWG members felt strongly that 


the communique is indirectly critical of 


by preventing Prime Minister 
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or to imply that the international community wants to 
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rejecting any new government and calling for the 


which came from the rebel FN 
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it calls on the United Nations to 
better 
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would reconsider holding the meeting in French and English, making the argument that this had bee 
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and its impassioned tone. All speakers pleaded for 


though to varying degrees. 


as did several others. 


and said that if John Paul were still alive today Lebanon 
in his own 


Minister Mitri alluded to and softened this implicit 


and united". Most Lebanese don\'t 
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though availability of funds from Hizbullah is causing 


Druze opened doors to many thousands of 


peace 
and harmony between Christians and Muslims. Faith will 
though historically weak 


this will come back to haunt them. Matar 


1200 
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000 Palestinians have been in Lebanon since 1968 


a Mediterranean country in danger of disappearing 


near the Israeli 
have paid the price for their location. Shias want 
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he said Jesus had friends in 
and the miracle of wine happened in what is now Lebanon. 


tears 

so there can be no peace. 

plus four 

plus Jews. Lebanon is the antithesis of 
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the abduction of two Israelis 
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but that he (MbZ) did not 
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\" a headline 
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INCLUDING NEAR A SOUTH KOREAN ISLAND 


BELGIUM 


QIN ANSWERED THAT THERE ARE \"NO SUCH ARRANGEME 
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in 1978 

remarked the 


\"the massacre at Ehden happened" (when 


killing him 


and he appears to be 


when the Aounists pulled 


at the same time 
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including an 


itis essential for the GSL to develop and pursue 


VWe have always kept our 


a problem the GSL has encountered before. The 


a group tasked with drafting 


oposed training is the Strategy and Defense Policy Course, sponsored and taught at the U.S. Center 
us leadership contest could reverse the party's recent gains in the polls. National seems to be banki 


s take advantage of these new markets and to overcome difficulties in diversifying exports beyond cc 
ine, and three kg of heroin, with a combined street value of US$365,000. The canine program instru 


ths. Barbados has a departure tax of 25 Barbados dollars or 13.00 U.S. dollars. 4. The exchange гг 


ax of 25 Barbados dollars or 13.00 U.S. dollars. 4. The exchange rate in Barbados is two Barbados 


copy of the Foreign Ministry diplomatic note was e-mailed September 13 to Benjamin Kong in PM/R£ 
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so the two major parties should find common 


including the peace process. 


the Prime Minister 


and said while much of 
the need for greater 


increasing dairy farming capacity 
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New Komeito ready to install 
Kitagawa as secretary general 
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accurately determine cause of death 


parents should jointly tackle the 


id communication technology that are compliant with international practice. IT Component: Technicz 
on regarding the three Kazakhstani detainees approved for release. End summary. 2. (SBU) On Sel 
ı\'s relations with the UAE. 2. (S/NF) Barkan commented that the Emirati leadership was interested 


drinciple supported deployment of a UN Peacekeeping Mission to the troubled area. Visit Embassy № 


O MOSUL, and REO KIRKUK, minimize considered. SPECKHARD 
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China should recognize difference 


September 14 
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accompanied by Minister of Economy 


and later 


2006 


yn for two years (to end of September 2008), and to add an additional member to the group. End Sur 


ianish delegation, present in an observer status. ------------------------------------------ Visit Embassy Madı 


vs fit into longstanding suspicions; namely, that the military council will secretly work to influence the c 
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Japan time) 


cracking it. Although the vehicle carried Ashiki 


and security personnel 


Ashiki was on 


it is unlikely that a 
V he said. 


two Japanese diplomats - Katsuhiko Oku and 


Ambassador Hisao Yamaguchi and several other officials 


2006 


| would like to do my best to strengthen relations between 
as well as between Japan and Nigeria." They also 


Europe 
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presented by six countries 
European nations 


on the 
is designed to allow a wide range of countries 
to join the supply side. 


every country will be required to register its 
with the IAEA 


countries will be classified into three 
those who 

and those who have 

enrichment 


as many countries are expected to introduce more 
which 


the plan produced by the six countries is difficult to 
necessitating the drafting of a counterproposal. 


Japan has 


Y however 


2006 
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an item 


as the UNSC resolution calls 


the sanctions will include monitoring the flow of 


as well as to North 


will effectively be 


when North Korea launched ballistic missiles 


the government established a working-level task force 
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as well as to 


Japan also wants to lay the groundwork for the next 
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the 


Russia) and the Asia-Europe Meeting Summit Conference to 


however 


which has been friendly with North Korea 


some believe that sanctions would 


hoping that China and South Korea 


Russia 
such as money laundering by 


banks in China and several other 


second highest on record 


2006 


the rate of support marked 53.0 percent 


at this would be acceptable. 2. (C) UNHCR with RefCoord Office coordination maintains a running lis 


HTS DIRECTLY BETWEEN TAIWAN AND PRC AIRSPACE. FAN SAID IF THE PRC WISHES TOV 
;R 1695, according to Ando. As a result, Ando urged the U.S. to issue a statement which, at minimur 
Thai Air Force, who has been selected to attend course(s) listed below. Embassy Bangkok possess 


‚ontainer Terminal 3, New Territories, Hong Kong (Brink\'s Hong Kong). The purpose of the visit was t 


поо! said that a recent conference on rural reform has important implications for rural policy. The Cer 
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KoizumiVs rate was unusually high for a 


51 percent say it was good that abductees were 
and 28 PERCENT call reform of social security 
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64 percent of the public 


while another 34 percent 


the public gave 


there was little praise for KoizumiVs social 


the 


\" or 


he did not receive much public endorsement of his national 
with only 3 percent approving of his \"strengthening 


\" and 4 percent approving \"the dispatch of the SDF 
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in choosing the \"mistakes\" in KoizumiVs policy 
heading the list with 28 percent of the public was his 
including medical care and 


18 percent of the public chose 
V and 17 percent thought 


2006 


who is believed certain to win the 
wants to get key bills 
passed into law before yearVs end 


as well as a bill amending the Basic Education Law. It will 


however 
along with an 


Lower House by-elections will take place in the 


which 
will likely focus on the right of collective 


SEQ) Chairman James Connaughton called for eliminating tariffs on environmental technology produ 


talking points as a non-paper. FM Diallo said that Benin had not sent a ministerial delegation to Have 
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including raising academic performance to best in the world; 
including schoolteachers 
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now running in the Liberal Democratic 
intends to set up an educational 
once he becomes prime minister. Main 


including strengthening basic academic performance to 
as well as requiring 


which 


and its membership will include about 20 

such as college professors 

as well as the minister of education 

Science and technology and a prime ministerial assistant in 


under which students 


with aim of early passage of key bills 


NN RESEARCH INSTITUTE ACADEMICS BELIEVE THAT THERE IS LITTLE LIKELIHOOD TAIWAN 
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the government and the ruling parties also plan to 


though 
playing up a confrontational stance. Given this 
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and Transport Kazuo Kitagawa. It has already asked 


labor 


es and no confirmed AI outbreak activity in poultry to date this year in Vietnam. A suspected outbreak 
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VI will announce my decision to step down at the 


since no other candidate will run in the election 


some have called for the 
acting head of Soka Gakkai 


however 


2006 


saying 


he repeatedly stressed 
those people 

\" 

adding 


Kato see AbeVs view of history as \"problematic\" 


2006 


yldabekova told us that the Deputy Procurator\'s office in Osh was investigating the cases, and that it 


‘mirates, Vietnam and Yemen. Three States Parties from other regional groups participated: Albania, 


Column 4 
and both termed \"problematic\" Chief Cabinet Secretary 


as he said that \"there was 


\"His (historical 
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Y including a strong military 


and the confluence of China\'s rising nationalism 
and difficulties with 


including defense engagement 


counterterrorism and 


below. End summary. 


Director 
Director 
Executive Officer 


the Australian Department of Defence 
and the Defence 


inse, concerned about the compatibility of a bilateral agreement with Croatia\'s EU commitments, but 
decision and subsequent GOC statements were vague on whether both options still existed. Kalmet: 
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with an open market economy 


budgets and policies would help to address some 


particularly by developing the capability to 


ChinaWs longer-term agenda is to build its 


budgets and policies 


we see some of Chinal's military 


o stay through September 22. He plans to attend the Secretary\'s luncheon on that date. He will be ac 


lers. The government press called the ZCTU protests a failure that revealed the opposition,s lack of 


gation, water supply and sanitation systems. Transboundary water sharing issues are a constant thre 
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the pace of modem is at ion and the opacity of 


coupled with 


could lead to China overestimating its military 


coupled with rising nationalism 

Chinas historical 

difficulties with 

and the Taiwan issue mean that miscalculations and 


we continue to advocate the value 


we welcome the United States\' 


including defence 
as we believe the United States has influence to 


been only a few instances -- all during the chaotic years of the Lebanese civil war -- when U.S. origin 
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General 
on September 8 


reftel. End Note) General MEKA did 


but was very firm about the existence of 


and these are presently involved with 
counter-banditry 


and security for the Bakassi 
the Special Amphibious Batallion). DATT 


but that it would need 


and that Cameroon strongly preferred to obtain 


however 


| the U.S. host any other sidebar meetings, Schuett asked. 3. (C) Schuett also stated Germany's vie 
nt doesn\'t pass its vote of confidence, expected for October 4, some of the assignments might chant 
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and intended to 


General MEKA highlighted lightly armored vehicles 


new helicopters (Air Force) 


General MEKA specifically pointed to the BBR (a 


wheeled reconnaissance battalion 


but its Commando 150 armored 
in very poor condition 


General 
saying that would be 


this position is therefore both welcome and 


and support for MEKA\'s views among others who count 
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it makes it 


according 
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the Sheba Farms dispute must be put to rest. 


the Israelis must then be pressured to evacuate that 
pursuant to UNSCR 425 which calls for their withdrawal 
Hizbollah\'s 


although he said he is hopeful that the combined 
000 soldiers from the Lebanese Armed Forces and 


the 


led by elements at MOFA 


Sato acknowledged that internal 
but since nothing has been 
the press reports are \"incorrect.\" 


but is unlikely to contribute any additional 


no decision will be made at least until a new 


given 
Iraq 
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000 Filipino nurses and other workers; 
complaints voiced 


ssified Web Site at http://www.state.sgov.gov/p/eur/ankara/ WILSON 


Column 4 


2006 


the Defense Facilities 


in accordance with a plan to build a new US 


000 
000 years old has been confirmed at the barracks area. 


such as drilling a two-barrack building 
was necessary. 


including those from the Nago 
gathered together at a Camp Schwab gate at 


who took part in the protest rally 


and we wont let that happen.\" 


according to the 


g on NATO orders. Military IDs are not/not acceptable travel documents. Travelers with tourist passpı 


es casualties. The Turkish Armed ForcesV General Staff (TGS), however, has recently introduced a | 


rearm Hizbollah. Geerts, whose Foreign Minister pointedly avoided visiting Syria during a recent trip 
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they 


the agency began on Sept. 5 a field 


a survey and environmental consulting 


including the Okinawa prefectural government. The 


who called for a temporary heliport 


the Okinawa Times reported on the survey of existing 


which is off limits to anti-base locals 


over 70 percent of 


like a gambler 
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ing will be conducted in Paraguay. First NameLast NamePlace of BirthDOB1 Juan HilarisnAcosta Ac 


, Spain is safe. However, Madrid, Barcelona and other large cities in Spain -- including resort/conven 
STH officer, he can be reached at Embassy number 91-587-2385 or via blackberry number 650-622- 
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cutor\'s Office cited lack of evidence as a basis for the decision. According to the Prosecutor, interroc 
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60 
to query him for inside 


and 


the Bank of Japan 
and an end is about to be put to 


despite objections from the resistance forces 
the government managed to enact the 


but Koizumi does not mix private and 
he 


he make a judgment 
like a gambler. This is 


Liberal Democratic Party Secretary General 
and Election Bureau Director General Toshihiro Nikai 


trade and industry minister) all agreed on. We had 


three day trip was amicable but did not receive any public response from Brazilian business. End su 
id in planning its upcoming term, Coelho voiced doubts about the overall dedication that some other r 


and illegal money laundering (count two). Though Mustafa entered a negotiated guilty plea to the fire 
Drug Seizures TIP VICTIM RETURNED, TRAFFICKER CAPTURED 2. (U) Paraguayan police arre 
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one week earlier than the actual date. 


instead of Aug. 15 
because he 


his position as prime minister and 


wasnt it? 


the Koizumi 


we appreciate them. 


he was 


and Koizumi himself owes what 
Shintaro Abe. He received on-the-job 


secretary general 
and then a candidate for the LDP presidency under 


chairman of Orix: Regulatory 
though slowly; \"Comfortable social divide\" 
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yther contributions to the defense relationship with close attention to form and public appearances. 2. 
USD for international flights and 6.05 USD for domestic flights. 2. (U) POINT OF CONTACT, TELEP 


strictly covered by the Leahy Amendment, to Embassy. 3. The proposed training is the Port Security 
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you have been responsible for promoting regulatory 


Prime Minister Koizumi has encouraged us 
Vsince politicians have various interests 


though slowly. Industry circles and 


experts and business leaders pursued discussions with 


after obtaining understanding 


we have 

in which government and the private 
in which the private sector administers 
it might put an end to the Japanese 


in which designated areas are used 
has made some kind of 


too 
achievements have been made 


the 


n Department for up to six months. Barbados has a departure tax of 25 Barbados dollars or 18.00 U 
dados has a departure tax of 25 Barbados dollars or 13.00 U.S. dollars. 4. The exchange rate in Bar 
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he local communities in which they operate. IT Component: Training and technical service will be me 
the United States to remain patient, emphasizing how important the MCA compact is for the country 


Column 4 


do you think 
while promoting regulatory reform? 


unless there are measures to 
a strict monitoring system and punishments against 


government agencies have fiercely 


which they have practiced for a long time." 


the society as a whole becomes more 


the number of unstable 


companies want to improve productivity through the use of 
itis better to enhance 

a safety net should 

the results of efforts to move 

the panel has established themes and policy directions 


government-affiliated 


which is run by Mr. Miyauchi 


iA) fields continues to drop. Operators of the fields are still in a state of legal limbo. END SUMMARY 


ning UNSC elections. Ambassador Kramer censured Dominican nominees for USG training program 
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6 
leading to the revitalization of 


our reform drive will not progress 
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Seoul 


apparently looking to JapanVs 


given that a 


and six rounds were held 
however 


there was a heated debate over the history 
Koizumi brought up the 
but 


Singapore 


and Canada before the end of the year and also aims to 


1sparent. Whether the newly returned government will listen remains to be seen, but early indications 


following proposed reply to the Minister outlining our interest in finding a solution to the question of pr 
and Strategic Studies, Department of Management Studies, University of the West Indies, Mona, Kir 


an would continue, and said the implicated officers may have been involved in an intelligence operatic 
to obtain police records and local firearms licensing information on end-users. ROBINSON 


ake of unsuccessful UN and VWesternV attempts to persuade Sudanese President Bashir to accept A 
im Sept. 27 - 30 and will make his own arrangements thereafter. Ms. Weekes will also be staying att 


‚ору of recommendations they presented to the Minister of Trade Abd-Falah al-Sudani on August 15. 
de for September 17-19 at the Radisson SAS at a rate of approximately USD 267 (single room/break 
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the European Union (EU) 


VJapan is the largest trade partner after China in 
V Kwon 


Seoul presumably wants to bring the FTA talks with 


whether the negotiations will be actually restarted remains to 


for instance 
bilateral relations are not going 
but the two countries have become more cooperative on the 


the focus is agricultural 
and our position remains the same. We call on Japan to 


given that a new 


but it has dwindled to 2.6 percent at present. The US 
solthink there is 


so the government cannot interfere in them. 
South Korea has frozen aid 
South 
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000 Filipino nurses and other workers; 
complaints voiced 
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but dissatisfaction is exploding in the Philippines 


as well 


600 care workers 


but by the Philippine governmentVs request 
000 persons for the 


Filipinos wishing to work as nurses or care workers in 


Filipinos wishing to become nurses should be those who have a 


they must take a 
receive training at medical facilities and 


they would have to return 


but a good command of Japanese 


f the total population rely on ground water. Mozambique\'s Need and Commitment to Water and Sani 
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a researcher at the Asia-Pacific Human Rights 


said: V The government 
and relevant industries have issued a number of statements 


in addition 

asa 

the Philippines has sent some 

000 nurses to work outside the country 
Britain 

\"If the conditions are the same 


000 Filipinos? 


Labor and Welfare\'s (MHLW) section in charge 


chair of the Japan Association of 

there are some 550 

but most of them are dissatisfied with their 
such as wages and working conditions 


that might 


but 


a lecturer working in Japan\'s Aichi Prefecture 
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they would find it still difficult to pass the exam." 


if failing to pass the 
would be forced to work to (pay their debts) because of 


the Japanese Nursing Association 
it 
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Chief 


he recently raised objection to 


the United States 

but the idea gives a glimpse of his intention to surround 
which emphasize relations with 

will respond to Abe\'s idea remains to be seen. 


Tanigaki questioned Abe: 


VNo document concerning such an 


a Foreign Ministry official made this 


e number is (965)575-6000; fax number (965)575-0155. An Embassy visit officer and a driver/expedil 
ollowing is PostVs standard guidance for visitors to Kuwait: Kuwait now issues single-entry visas to А 


iny head of business development, for further information on the transaction. 2. Econoff and Conoff : 
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relations 


\'That\'s 
\' only embarrassed me 


that could affect Japan\'s new 


I\'m skeptical of his way of thinking.\" 


who underscores the need for co-existence with Asia 


Japanese firms have begun to see their 


Utsukushii Kuni E (Toward a 
Abe came out with the idea of a strategic 


Australia 
which are both 
will respond 


but in 
the two countries have had reciprocal visits 


\"he added. 
too 


itis 


ects listed below. -- FY2006 project approved and obligated: IAA NO. AMT OBLIGATED GRAI 
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while Aso 


saying: V'lVve never thought 
| can\'t meet with the Chinese top 


in part because Aso acted together with Abe this past July to 


Aso tends to lack his identity 
he said 


but in the 
Aso is quiet about the shrine issue 


considering the public sentiments in China and 
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J) Staff from MNF-I\'s Civil-Military Operations (CMO) Directorate and EconOff traveled to Erbil Augu 


Column 4 
the Estonians\' slow and 


the GOE has made clear it has no 
told us 

it just removed the preamble they 
it 

there has not 


Russian Embassy 
confided in us on September 5 that he 


Director of the 
in an August 24 
even the Estonian press has recently become 


the 


Kasekamp felt that the \"straight\" and \"dull\" 


and Russian Transport Minister Igor LevitinVs 


Konstantin Provalov 


a leading Russian- 


customs 
characterized his own cooperation and 
\" 


) or three years. A number of non-core activities will be developed into separate businesses. The Не! 
1ess of urkish and western European law enforcement t enhanced cooperation against the PKK, reint 


3 previously raised this issue with MFA Office Director for Candidacy Issues Counselor Hatem Tag-Elı 
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Enriko Aav 
also highlighted 


but noted that senior level cooperation has been 


there has been more 
Chief Specialist for the Ministry of Social 


said that a roundtable discussion with Russian 
was the best 


GOR and GOE officials have spoken to us of two 


the 


the Russian Embassy\'s 


however 
noting she 


prohibited by Section 12(c) of the Export Administration Act. 2. (U) REFTEL requested a Pre-Licens: 
ars confusion, while restrictions on travel by foreign staff hinder oversight of assistance projects. Man 
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both the MFA and the Customs office told us 


nationalist 


the anniversary of 
presents 


Ott Lumi 


speaking off the record he told us 


i.e. breaking completely 


like the border 


are resolved 


the fact that the two sides are not 


albeit modest 
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while the 
\" Taiwan\'s biggest daily 


Ma Ying-jeou Both Call for Peace and 


a VLiberty Times" 


-ondon, will represent the GOI at the IMSO Assembly. The British Embassy had also demarched the 
in Affairs Richard Boucher met on September 9 in Astana with Speaker of the Senate Nurtay Abykaye 


rwanto said he would raise at that time any additional questions GOI might have. He stated that Dire: 
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however 


to a certain extent 
an opinion piece in the 


pro-independence 
and further 


000] 


even though the political stances of those who want to 


leaving no room for violence to exist on 
no matter how passionate a 


the shadow of violence will not turn Taiwan\'s 


000] (9/15): 


the DPP 


toa 
reflected the predicament now facing the DPP and 


Su Tseng-chang 
in an 
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the DPP candidate for the Taipei mayoral race 


in particular 
Hsieh has more or less realized the 


on the other hand 

and she has never hidden her displeasure 
once the movement 

Lu 


but given the fact that the DPP is generally afraid 


on the other hand 


a Taipei-based journalist and analyst 
English-language \"Taipei Times\" [circulation: 
000] (9/15): 


the question of national 
sadly 
and its implications are 


it is surprising that KMT Chairman Ma 


Ma 


V which means the purchased weapons should meet TaiwanVs 
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these plausible arguments could soon become empty 
under pressure from the US 


what the KMT did 


and further procrastination in arms 


it 
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now coinciding with the calendar year. A \"special\" 


(2) major 
(3) recovery from natural disasters 


below the maximum of 15% set by law. 


555.7 billion (US$109.4 billion) in 2005 to NT$4 


still below the statutory limit of 4096. According to 
the outstanding debt of both central and 


iance Democratic Forces (MFDC) faction still operating in Guinea-Bissau moved arms and establishe 
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64.1% in the United States 


which is expected to 


the highest in the past ten years. Anti-evasion efforts have 


the 30% in the United States 


defense expenditure in the regular budget will 


the highest rate among major spending categories 


NT$14.9 billion (US$465.9 million) to upgrade existing 


and NT$4.54 billion (US$141.9 million) for the 


science 
but the 2007 share will decline to 


operations, Combined Joint Task Force - 76 (CJTF - 76) and Office of Defense Representative Pakis 
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less than the shares for defense 
and social welfare. However 


total 


2.7 times the NT$199.4 billion 


the LY cut 2.396 
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thefts of unattended property 


streets 
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in particular). Visitors should only use credit cards 


suits 


seek assistance from Tourist 


unconsciousness 
death. 


although there may be a bus lane that 


they remain relatively 


including Al-Qa\'ida and Jemaah Islamiyah (Jl) 


|, increasing from USD 51 to USD 51.50 over three years. Meanwhile, the parties have not even bee 
airport. Still, the relatively large casualty toll in a Buddhist-majority city that is a key commercial hub | 
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including incidents attributed to armed local 


the indiscriminate nature 


including 


especially in locations where Westerners congregate 
discos 
and other places frequented by foreigners. 


and to securely 


which are available 


visitors to Bangkok must exercise appropriate 


24 
we hope you 
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without the 


is not Saddam Hussein 


? of gross violations of human rights by these persons. Embassy Bangkok Political Counselor, Susar 


. (U) Though small scale pardons are normally granted throughout the year in Ethiopia, a release of r 
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Nesterushkin said 


repeatedly saying that \"It 
isolated and in a dire 
appealed to Russia and Moscow provided 


Terrible Divorce 


the 5 Plus 2 


Transnistria declared its independence in 1990 


the U.S. and the 


the situation is like a broken marriage. 


however 
we 


Nesterushkin would not speculate on 


he saw no likelihood of the 


he did not want to hypothesize. 


OSCE Moldovan HOM O\'Neil and 
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Nesterushkin Vs comments reflect the 
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this ECO recommends that this PSV be 
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very good reason for such a request 
VWe cannot just replace the panel because they think 


through a fair and impartial process that can provide 


citizen services 


the Regional Security Office (RSO) 
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such as the 


(U) Though small scale pardons are normally granted throughout the year in Ethiopia, a release of p 


ly from 2001. Likewise, the liberal Free Democrats also lost votes, taking only 7.6 percent. 2. (U) Tr 


imber 14, 2006. 3. BIS requested a PLC at DGS&D, a GOI agency under the Department of Comme 
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Ambassador Hanford said the 


as well as to the President and the 


but it is 


Ambassador Hanford said. 


issues of concern remain 


such as registration of places of 
more action is necessary since there has 


but 


and it is 


TB, and Malaria. FY 06 Funding: $150,000 (Note: Activities are pending GOTX approval of MOU.) : 
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Ambassador Hanford said he would make specific 


and there is a need to promote visits and 


and the GVN will do its 


DPM/FM Khiem spoke with the Secretary and 


the GVN will take note of what has not been 
DPM/FM 


as provided in the constitution and 


the central 


and 


DPM/FM Khiem 
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Ambassador 


progress in the Central Highlands 
Ambassador Hanford 


although 


but that 


and 


the ECVN says that it has not 


Ambassador Hanford observed. For 
permission was recently granted for a Christian 


in part 


this progress has not been 
where the ECVN has asked for official 


the goal of which is to have an 


but 


ір on September 23, 2006. The Ministry has the honour to inform that the Minister of Foreign Affairs 
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the GVN allowed U.S. Mission officers to visit two 
have also been able to pay many 


USG prisoner of concern Do Van My was released 


by the end 
64 congregations were registered in the Central 


Minh 


six congregations were registered 


DG Minh asserted. 


the GVN is paying special attention to 
including the Northwest Highlands. The CRA 


the GVN will work with U.S. 


in spite of all these actions 
particularly regarding 
DG Minh said. 


Ambassador Hanford 


and even 


the impending CPC decision and the 
now is the time to move forward. 


? following with MbZVs International Affairs Advisor Youssef Al-Otaiba on September 17: 1) list of iten 
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and there will be more progress 


and 500 officials at the 


there will be further registrations of 
we have to be realistic. There 
and it is not 


not for the USG 
DG Minh said. DG Minh noted that 
there 


after the 
expectations were high that Vietnam 


V DG Minh said. 


but problems remain 


and the MFA would 


the CRA could work with the ECVN 


such as 
the Baptists and the 7th Day Adventists. 
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he was arrested in 

something that would not be a 

through 

been shortened to one person -- Ma Van Bay 


Ambassador 


problems still occur 


such as the ongoing problem 


we recognize that these 
the establishment of a point of contact whom 


as would 


these are all specific steps that 
would be very helpful in 


a roadmap of GVN intentions and 


reported 
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the main report is entitled \"A Grain of Rice in the Cogs\" 
entitled \"Suspicions\" raises its hat to Bayer 

Vdespite the price it will 


les; refer to para 8 regarding visa requirements. 2. Control Officer: John Wysham, Chief Econ/Comr 
Ankara\'s Classified Web Site at http://www.state.sgov.gov/p/eur/ankara/ WILSON 


e leadership of an Mol Colonel arrived in Kandahar on Sept 15 to carry out the logistical planning nee 


Column 4 


a story also developed in Le Figaro and the lead story in 


\"which 


the fact that Hamas is open 


who are aligned with their Israeli allies 


who heads the French Council on Islam 


who was Deputy Director of the DGSE 
devoted to 
pays tribute to the 


the reform is 


1 somewhat in this area. IECI and the Council of Representatives (CoR) Legal Committee expect the 
to close the border to any Sudanese rebels who may flee into Chad. NRF troops are located across 
Iffice - 965-259-1287 Direct) 965-259-1287 Cell) 965-786-1723 Fax) 965-259-1051 Unclass E-M 
ER SUFFERED FROM HEAVY FLOODING CAUSED BY HEAVY RAINFALL ON SEPTEMBER 10. | 


Column 4 


despite V'all the emotion 
recalling the controversy 
comments: \"Cooperation with 
France\'s 

France 

the great hegemonic rival. 


the results remain meager and the battle 
Culture Minister Donnedieu de Vabre pens an 


to what extent do the various 


for its part 


and the differences between the American and European 


he affirmed the question was still open 


\'which is not...\ and see the move as a 


: September 18 with MFA Deputy Director of the Department of Multilateral Economic Relations Jaros 


lia Civil Nuclear Cooperation Initiative is a net plus for the international nonproliferation regime and wı 
ished for going against SPLM positions and publicly opposing UN intervention. He was told to either 


Kalfin. -- Arrive Boston Sept. 17; arrive NY September 18; depart NY September 24. -- No interpreta 


'elationship. Kirchner has a limited official schedule -) including meetings with UNSG Kofi Annan and 
ind and unofficial advisor to Chadian President Idriss Deby Itno. Goudiaby claimed that he has couns 


U.S. Centers for Disease Control and Prevention (CDC) and USAID in-country resources are coordi 


Column 4 


we need to 


on the stock market and with regard to the farmers that 


with the disastrous consequences this would have on the 


this product would have gone on the market in spite of 


like Christianity 
not even with the five year anniversary 
could have anticipated any Pope drawing 
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DTP Provincial 
said that dark hidden forces behind the 


tradesmen shut the doors of their shops 


n operations. END SUMMARY. 2. (C) In response to reftel, Embassy NYDjamena met with represen 
anezuelan fuel company PDVSA and has been in serious negotiations to buy Honduran fuel retailer D 


Banny\'s control over his cabinet, which one of his close advisors told the Ambassador was the real | 


the Ambassador paid a courtesy call on Western Regional Minister, Anthony Evans Amoah, who rais 
(eoi Visit Embassy Rabat\'s Classified Website; http://www.state.sgov.gov/p/nea/rabat * 


t Panama could not enforce or encourage democracy from the outside. (Comment: This differs from 


Column 4 


2005. Meanwhile 


which was kept in a mode ready to be detonated 


devices which would enable detonation of the bombs 


Croatia Vs Ambassador to Ankara 


Column 4 


Adana Chief Prosecutor 
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China News Agency (Zhongxin 
People\'s Daily News Agency 

China Central Television (CCTV) 
Xinhua News have been in 
established here in 1975. While larger 


Bangkok is the regional hub 
one-person operations such as Guangming Daily. 


AFP 
BBC 


sent 

told Poloff that 

Ling Shuo explained that the 

Wang Yuguo 

interview and produce segments on his own.\" 
most of the 


Zhang Qiulai (Thailand Bureau Chief for Xinhua News) 


Column 4 


as do 


unlike 
CCTWs international department is still relatively 


Xinhua and People\'s Daily are 
they 


V since it may be \"misconstrued as official PRC views\" 
LiVs editor asks him to produce 


which 


ontained in the proposed GOK reply note (ref B). 4. (S) As soon as we receive the GOK\'s reply note 
or of Protocol in the Office of the President. ROBINSON 
ion of $9 million by paying the distributor for the low-end user subsidies set out in last year,s emerger 


Column 4 


the 


Zhang 


Ling 


several local newspapers carry weekly inserts 


nightly news broadcast viewership around 


Wang mentioned that there have 


V Wang added. 


the Chinese 


ChinaWs presence in Thailand is to keep а 


Column 4 


i 


Li added that Chinese 


Taiwan 


though extreme at face 
appear to be in line with posts own observations of 


Chinese 


in particular the ASEAN-US Enhanced Partnership and 


six reporters from Xinhua showed up for the opening 


their attention 


9/15/2006 9:55 


larger power plants come 
Seyedin said 
the province would still likely experience 


Column 4 
as it was difficult to get a coal-fired plant 


electricity 
causing industries to rely more heavily 


and that there was significant energy loss 


Nine Dragons CEO 
Nine 


we 


Liu suggested that the 


they need to see how it works.\" 


however 


\"decisions are made on the 
and business complies.\" 


Column 4 


FedEx\'s Managing Director of Operations 
echoed Bahl\'s comments on fuel 

adding that non-Chinese carriers were still 
such as the \"L888\" 


in fact 


saying that the Vice Premier with 


Connaughton said that the problem 


and we had a special responsibility to 


that there was no reason why 


AmCham President 
Allway Co. President 
AIU Guangzhou General Manager 


з. Post will pouch the original Malaysian note and a certified copy of the Embassy\'s note to ШТ. 2. E 


ons, and ref B additional information on case WA060522092752004. YOUNG 


Column 4 

Hewitt General Manager 

Guangzhou Fortunique CEO 

Proctor and Gamble Director of Government 


FedEx Managing Director of Operations 
Royal Service Air Conditioning System 


Lexmark Director of Hardware Operations 

Nine Dragons Paper CEO 

GISE-MBA New Plastics Technology General Manager 
Frederick Hong Law Office 

ENSR General Manager 

Elevation Technology General Manager 

Northwest Airlines General Manager for China 


9/15/2006 9:56 

9/15/2006 9:56 

improved re-supply 

and improved use of intelligence. USAID 


with the AFP showing no sign of giving up its 


000 troops on the island 


we have a high degree of confidence that they 
ASG 


an area 


while there are unconfirmed reports 


with U.S. 
is maintaining a close 


Column 4 
and has stopped and 


the AFP 


raids 
most notably on September 4 when a Philippine Marine 
the AFP has 


we would cite several V'success 


AFP Army 


a 


the AFP has managed to re-supply its 


ammunition 


and other supplies down to the units that need 


the Task Force 
and MG Cedo 
have demonstrated aggressive leadership. Both 


successfully 


Column 4 


the AFP appears to have begun 


including live fire 


these 


like Joint Combined Exercises for Training 
and other exercises with 


and boosted by Balikatan and the visit of the USNS 
which helped separate the terrorists from the 


education 
engineering 


and a number of civil volunteer 


launched conjointly 
contributed to 


or 


we believe that the new 


1 to Afghanistan beginning September 24. The interagency survey team will spend four-five days exe 


Column 4 
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V the ongoing Armed Forces of 


has provided indisputable evidence of 


the 

built to shelter 

the AFP found a 

capable of producing highly 


such as shampoo bottles and 
the devices contained hundreds of 


providing clear indications that al-Qaida 


or other settings designed to inflict maximum 


3 is the first time Southern Sudan has confirmed cases of H5N1. At this time no new cases of Al have 
ist residents in the province opposed efforts toward federalism, equating it with division of Iraq. The ¢ 
iqaf and Islamic Affairs, NGO and international organization representatives, and representatives of t| 
ailable for TIP projects in Bangladesh. The RLA has now conducted a series of TIP training program 


3egion, Russia. The company was listed on BIS license number: D357334 as the ultimate consignee 
ems are controlled for national security and nuclear non-proliferation reasons under ECCN 6A003. Tr 


Column 4 
propaganda material 


which appears to have been signed by Khadaffy 
Abu Solaiman 
on how to handle and share the profits from 


\" goes at length to 
including killing fellow 


raping women hostages. 


now being examined by a 
contain training films 
and password-protected documents. 


abandoning 14 rucksacks 

which yielded fundamentalist propaganda and an 
similar to that discovered on 

the AFP found 

blasting caps 


JSOTF-P 


xport Enforcement Darryl Jackson addressed to Mr. Clement Leung, Acting Director-General, TID, cc 
ntial advisors, media and the international community. Although the meeting is supposedly open to al 
at Supreme Company (Supreme), Room 1814, Park-In Commercial Center, 56 Dundas Street, Mong 


‘the expulsion of Arabs from the West Bank and/or the Israeli political system were on the rise, and c 


Column 4 
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he could not commit to the idea of a roadmap 


as they were quickly referred to as 


Bang noted. 


but this is largely because V'local 
V VFM Bang continued. This 


but thanked VFM Bang and his 


the GVN hopes 


in the GVNVs view 


the GVN has been focusing on several key 


although the final PNTR vote 
the GVN has 


Column 4 
as Ban\'s son is an AmCit 


dissident Nguyen Vu Binh 


he asked the Ambassador to affirm that she would 
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promoting hard work 
are considered by many as antidotes to crony 
corruption 


and 


they have so far been applied only to 


conferences and political debate through much of this 
since the urging of King Bhumipol in his December 4 


as originally approved to equip a shelter for trafficking victims and provide them with psychological co 
nust provide proof of a clearance. If level of clearance was not provided in the original country cleara 
proof of a clearance. If level of clearance was not provided in the original country clearance request il 


5., police arrested a Vietnamese man (ethnic Khmer Krom) for smuggling Montagnards from Ho Chi 


Column 4 

one will have less craving. If one has less 

one will take less advantage of others. If all nations 
without being extreme or insatiable in one\'s 

the world will be a happier place.\" 


initially borrowing from the V'Small is 


no specific policy recommendations were made to rein in 
guidance for 


despite growing popular belief that cronyism 
consumerism 


which the King 


nor does it place 


moral behavior 


it benefits from 


over-investment and 


FRF. End Summary. 2. (SBU) The afternoon of September 14, 30 - 40 protestors at the front gate c 


Column 4 


said himself that economists suffered from V'metaphysical 
in his words 

\" with \"well being\" 

he said 

which he 

inspiring the formation of 

however 

who 

Gross Domestic Happiness 


as his advisers have admitted in the past 


his advisers said 
and immunity from shocks in the domestic or 


in the King\'s view 
with farmers first providing basic sustenance for 


borrowed on credit to invest in the technology to produce that 
only to find himself in debt and unable to feed his family in 


water resource 
forest rehabilitation and application of plant and 


which 


30 percent to 
30 percent to multiple other crops 


»eing submitted in written form (ref. A). Victim witnesses Patsy Spier and Steven Emma were presen 


Column 4 


VWho can oppose a model that 
Vgood behavior 


for example 


who has long advocated dam construction as a necessary 
sharply criticized those groups 


anti-trade activists have used Sufficiency 
arguing that trade 


however 
but seeks to 


with its emphasis on 
domestic consumption and 
as antithetical to the \"moderation is 


including 


which have led 


\" he said 


Column 4 


the National Economic and Social Development 
Vhas an advisory capacity only and no authority to 


Kosit Panpiempras 
has publicly criticized 


he said 
refrigerators and TV sets rather 


however 


V he said 
V he 
\"crony capitalism and corruption have been around forever - 


but in practice people are going to want to continue 
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THE OFFICIAL SAID. END SUMMARY. 


MFA JAPAN DIVISION DEPUTY DIRECTOR LU 


ing a recent trip by PolOff to Srinagar last week, however, police intelligence sources gave a glimpse 


Column 4 
LU 


REMAINS UNCHANGED 


LU SAID. BOTH THE NOVEMBER APEC LEADERS 


LU SAID 


JAPANESE EMBASSY COUNSELOR KAZUYA ENDO 


LU 


V BUT IT ALSO INVOLVED DISCUSSIONS OF 


RAISING BEIJING\'S LEVEL OF 
HE ADDED. 


LU CATEGORICALLY 


HOWEVER 


THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other large citi 


in. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other la 
‘convention areas such as Benidorm -- attract a large number of criminals and pickpockets and frequ: 


Column 4 


9/15/2006 10:11 

9/15/2006 10:16 

HE STATED 

THE REVISED COMPENSATION STANDARD WILL 


A PROFESSOR AT THE CENTRAL PARTY SCHOOL 


JIA NOTED THAT AN IMPROVED COMPENSATION STANDARI 


MENT 


a 


HOWEVER 


HE SAID 
JIA SAID 


MAKING IT LESS 
IN 


BE 
ND 


BUT WATER PROJECTS ARE THE MOST 
75 
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the article reflects a fight within the 
triggered when the hard-line 


Column 4 


TAF is very concerned about 
and is strategizing 

as well as the 

as to how best to 


has published a screed in its September issue 


that the Qur\'an is not the word of 
Islam is not the one true religion 


and which may been 

take not My enemy 

offering them love 

expelling 

secretly loving them 

has gone astray from the right way" 


60:1). 


asserting that TAF has financed Muslim activists 


but claims 


Column 4 


the Asia Foundation has never made or 
this diatribe is not 
Hidayatullah is focused 


running a 
or pesantren 


and the fourth largest readership of all 


when the organization\'s extremely conservative 
they forced the 
there 


\" heaping 


the Qur\'an and 


TAF is very concerned 

this piece is much more emotional and 

Bush notes a change for the worse in 

and worries that someone who is inclined toward 
the RSO and 

and RSO personnel have discussed with TAF 


have a senior Embassy 
and 


Column 4 
when the RSO office is fully 
TAF drivers will be afforded the opportunity to 


head of the counterterrorism desk 
Political and 


since they are also 


and will approach Hidayatullah\'s 
an 


have also reached out to them and offered support. 
TAFNs Country Director told us that the liberal 


although they do not think the magazine 
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who was supposed to make a decision on the expulsion 
said that he needs more time to decide. 
the Speakers final decision is unlikely to impede the 


rather than responding to the needs of managing the 
poor public health and a 


and 


Column 4 
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inspired by Mahatma GandhiVs Quit India 
returned to Nepal to push for democracy. During 


and allowed 


the 

which had 

along 

held elections for a Free 

a national student government and a 


the FSU consists of students at NepalVs 


Pokhara 


much like student governments at 


the Supreme Court declared an attempted 
on 


with the latter serving 
the student 


vehicles through which the 
the students 


TIAN FINANCIAL SERVICES SUPERVISORY AGENCY (HANFA) THAT IT WAS WITHDRAWING IT 


Column 4 


gained situational 
students secured the possibility for positions of power 


they invested themselves not only in political 


a former NSU 
told Emboff that the political parties would not 


Thapa said. He 


a 
had spearheaded the 


and a photograph of middle-aged men identified as 


and can remain a member of the student wings as long 


regardless of student status. 


yelonging to a terrorist organization and a maximum of ten years for actively abetting terrorists. 2. (U 
neetings. Embassy POC is Bryan Olthof, Global Issues Officer - Phone: 31 70 310-2274, email: oltl 
neetings. Embassy POC is Bryan Olthof, Global Issues Officer - Phone: 31 70 310-2274, email: oltl 
rovide proof of a clearance. If level of clearance was not provided in the original country clearance ret 
is not provided in the original country clearance request it should be done by separate cable. The cal 
iderstanding of needs and issues and possible exhcnage of technoloty. 2. Embassy understands th. 
iat no assistance is necessary. POST ACCESS: 3. Visitors who need unescorted access into secur 
cess into secure areas of the Mission must provide proof of a clearance. If level of clearance was not 
yr considered tantamount to treason. Independent papers have been more direct, naming Mba Oban 


wided in the original country clearance request it should be done by separate cable. The cable shoul: 
in helping it meet the challenges of carrying out its upcoming national elections, and addressing avia 
'eign Affairs, and Trade and Industry. Private sector stakeholders also attended. END SUMMARY. 2. 


„ Association. 2. (SBU) During the ceremony Guelleh underscored the importance of security as we 


Column 4 


Joint Secretary General of the NSU 
she balances 


many people 


progressive generation of 


but represent two extremes of NSU leadership. 


but 


on the other hand 


:ommitment to reform. Much will depend on the new government named after the September 20 elec 


Column 4 


Thapa maintained 


while the political parties 


approximately 35 
000 students each in the NSU 


not other politicians 


students had different visions than the 


a republic 


and 


---- Visit Embassy Madrid\'s Classified Website; http://www.state.sgov.gov/p/eur/madrid/ ----------------- 
er the summer after a decision to cut Brcko\'s share of indirect taxation revenues by the Indirect Таха 


de a receptive interlocutor, eager to develop strong ties with Washington and to prove itself a reliable 


stone quiet for now and will make a public announcement following the next tripartite meeting, amon 


Column 4 


the ANNFSU-UML President 


and thoroughness in the draft 
Bhattarai 


such as issues of representation 


a thirty-something veteran of both 
has been in 


enabling them to reach communities that 


but they risk 


willing to use all resources regardless of 
are a force that 


drastically changing the dynamics of the fledgling 


who have the potential one day to become 
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they have reassured us that the military\'s patience 


Column 4 


itis not under the Defense Ministry 
and the PM is its 


but its concrete mission is 


over concerns that ISOC might take on powers too broad 


he was sacked from 


Panlop -- who 
is a larger-than-life figure among some of 


blunt pronouncements 


a colonel 


but 


however 


and about eight other officers) decided to V'end the 
according to press 

the conspirators planned to attack Thaksin with an 
then 

Chakrit reportedly told the police. 


r 2005 signature of a MOU between the GOTG and BHEC (reftel). In September 19 conversation wii 
1 police in Bosnia-Herzegovina, Cote d,lvoire, the Democratic Republic of the Congo, Haiti, Liberia ar 


Column 4 


Chakrit reportedly also works providing V'security 
V allegedly for the notorious 


and to 


we have heard a wide variety of 
predictions and guesses 


admit to uncertainty about whether the bomb 


both very knowledgeable insiders 


now 
told us that the officers who were 


but the plot still had a long way to go. ThaksinVs 
however 


some have pointed out that 


or 
a fabrication set up without his knowledge. 


somewhat surprisingly asserted that he 
however 

noting that Thaksin had made many 
he expressed concern for 


but said 


N.state.sgov.gov/p/wha/mexicocity GARZA 
juipment distribution records and have specified that the gear be used only for crowd control and гісі: 


Column 4 


V General Trairong Intharathat 


and which might have personal 
linked 
gambling 


but General Trairong seems particularly tied in 
or whether he just seems like a likely candidate under 


General 


thus winning sympathy for 


crooked police 


prominent and controversial 


even though he had not been 
because some media reports seemed to be 


he was dubbed ThailandVs \"most recalcitrant 


which he finally lost earlier this year. He is 


lo Perez. These officials thanked us for the information, but offered no comments. Nicaragua impori 


1e Reformistas went down to humiliating defeat in the 2006 congressional elections, in a failure of the 


Column 4 


the journalist said 


heVll keep trying. V 


V the annual exercise 

including the top jobs (ref C). Thaksin has 
according to a wide variety of 

with play-by-play reports in 


when his cousin 
but most contacts say that the 


top of the Thaksin 

\" has also been drawn into the fray. After the 
a small group of protesters appeared 

with signs asking Prem to V'save Thaksin\'s 


and in turn 


when he decided to 


\" 
V and \"Col. B\" are repeatedly cited as 
in addition to the suspects 


for example 


instead visiting his daughter in London. He will 
and then the UNGA. The 


itions he leaked information about the psychic to deflect attention from his own alleged corrupt activiti 


Column 4 


but could stay abroad for longer. A 


rather than facilitates one. End 


we 


and the 
virtually everyone with 


and would be very 


perhaps 
who 
and who clearly 


the borders 

military 

which 

often contradictory rumors from \"police 
has raised concerns that 

the case is now being manipulated for 


no one feels very certain about what is really behind 


it seems quite 
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AMIS and GOS forces have shared 


‘ngage with each other on the nature and vision of the international community\'s assistance to Iraq. | 


Column 4 
despite possible 


and will likely be 


the African Union Darfur Integrated 
UK 
EC 


in anticipation of the 


which 
would take a strong position 


Libya 
Gomes said that only 


Gomes noted. Gomes said he had no information on 


\" as it 


\" which would be 


or continuing to put its 
he added. 


J-5 


now on the ground 


ess was noted in some of the areas of frustration. 2. (SBU) The following major points were develo 


i is accelerating as this region spearheads VietnamVs integration into the global economy. 2. (SBU) | 


Column 4 
originally 


given the GOS note verbale 
Gomes said 
which he said had \"no link\" to the September 


if 
he added. 


Gomes said 


he added. 


who previously served with both 


Nigerian Armed Forces. In brief remarks 
following 
but wanted to wait until 


so as \"not to let anyone 


AMIS had not 


Gomes said 


Gomes expressed 


Gomes said. USG 


Column 4 


as 16 AMIS officers taken from the sector 


especially in northern Darfur 
V which was \"unacceptable 
\" Azinta said. AU 


including air attacks 


Tawila: GOS troops conducted an air attack 
killing or injuring civilians (including two 


Tawila: GOS offensive action resulted in an 
from an area in the 
Tawila: Janjaweed attacked Tawila IDP camp 


exchanged fire 
and recovered the stolen livestock. 


a lone gunman fired on an AMIS 


injuring an AMIS sergeant (struck 
as the gunman 


Shingeil Tobayi (Sector 1): Locals reported 
possibly by Janjaweed 


but 


Column 4 
he 


although AMIS could not provide an estimate of civilian 
Azinta said the NRF 


he said. Gomes said the 


and would be given to FC Aprezi. 


30 fuel trucks had been protected only by 4 


Azinta said AMIS had protested the GOS taking an 
giving 


and were likely in Chad. Gomes 
the 


and AMIS 


it was 


Column 4 


nor 
but he said a budget for the dialogue had been 


particularly as the dialogue was 


Gomes said. 
the AU\'s 
he noted. 


additional MREs 


regarding arrears owed by the AU on a food contract for 
and requesting prepayment should the contract be 
Gomes said that Commissioner Djinnit was aware of 


and have not 


‘es, financial management and monitoring and evaluation. On September 6, a sub-group of the Coun 
tant Secretary of Commerce for International Trade Administration SIPDIS Holly Vineyard discussed 


rtial against coup-plotters for their alleged role in the February mutiny. 2. (C) The newly appointed C 
Jnited States will continue to seek support for a non-punitive UNSC resolution on Burma this fall. The 


Column 4 
but this was a key 
and shared with AU DITF. Major General 


on the eve of the AU PSC decision on Darfur 
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September 15. The march 

encircle the 

and end at the Taipei 

which hold permits to demonstrate on Ketagalan Blvd 


personally mobilized by President Chen with 


September 16 


24-hour sit-in on Ketagalan 


September 15 


concluding by 
when it will 
000 or more for the Sept 15 march. 


000 people 
000. End Note.) 


C) Information Technology Support to the Ministry of Finance D) Trade and Investment Program for г 


Column 4 


it will hold marches on Sept 18-20 


possibly on October 10 


as 


V pro-independence Taiwan Society is 
September 16 

the DPP 

including busing in large numbers of rally 


000. Despite the 
not all DPP leaders will join the rally. 


Premier Su Tseng-chang and Taipei 


and Taiwan Society Secretary General Yang stated 
because 


President Chen is unlikely to 


лигу clearance request it should be done by separate cable. The cable should include SSN, and the 
. The regime released political prisoners Su Su Nway and Aye Myint in response to ILC concerns, bu! 
nsion of obligations or expenditures of funds under programs such as International Military Educatior 


Column 4 


many pro-government figures have 


moreover 


however 
particularly 
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the Swiss bottom line has been to 


but 


some gesture on our part in 
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'ments from Montagnard activists in the U.S., police arrested a Vietnamese man (ethnic Khmer Krom 


tion to Portuguese financial and banking institutions. Hoffman 


] in the original country clearance request it should be done by separate cable. The cable should incl 


e request it should be done by separate cable. The cable should include SSN, and the name of the г 
se Line (FDL) at Muhamalai, Jaffna, came under LTTE artillery fire. None of the journalists were injur 


Column 4 


a June 2006 Environmental 


but stresses 


several of which are also Presidential Initiatives 
water 

health (infectious diseases--including Avian 
HIV-- and maternal and child health) democracy 
the overall assistance budget 


including from illegal 
in selected high priority habitats. The $2 million 


will include communities residing in and 


this program 


nationwide issues related to illegal logging. 


and high GOI 
it will clearly be a challenge to identify a 


as well as several Washington agencies 


of areas, including military assistance. 4. (SBU) We note the stated commitment of the Council for | 


s the strengthening of environmental institutions and utilization of best practices to protect public heal 


clearance request it should be done by separate cable. The cable should include SSN, and the nam 
le in it. He remarked that the opening of any such offices should be explicitly authorized through the 
stressed that they had been summoned to the palace; he had not sought the audience. He said the k 


Column 4 


because its presence reinforces the impression 


do not exist. 


we see the 


the lead GOI agency on the MOU. 
time is of the essence. Unless we are able to 


and finalize it by the time we conclude the MOU 


the risk of leaks to the NGO community 
with which the GOI has not consulted. 
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anse Force. Unit: Support and Services. DOB: 29 Sept 1985. Type of Training: Officer Candidate Sch 


Column 4 


to include surveillance 
laboratory infrastructure 


000 in USAID funds for 


000 from USAID in July for development of a 


which 


not large 


000 sets of PPE the Ministry of 


a 
500 units of PPE have arrived to date (ref D). 


3 and his deputy Bhattarai on the other. Mujkherjee admitted that he was spending much of his time 


Column 4 
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the UWMC is eligible to apply for legal 


including all the provinces in the Central Highlands. 


based in the Mekong Delta\'s An Giang province. 
the CRA will register a second Buddhist sect 
following these three \"pilot\" 

including the 


that 


even if its parent 


including the Mormons and the controversial house 


the CRA had insisted 


non-controversial politically and based in Vietnam 
was a safe start. At this point it should be clear 


Column 4 
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000 leva (USD 333 


the Ministry of Environment has the authority 


during which the company 


there are four Bulgarian associations 


there is some concern that they do not 


with 21 projects for 


litional agents out to post, as well as the help NEA/ELA provided in obtaining the visas. 2. (C) As far 


al Protection is Colombia\'s lead agency on Al issues, managing a budget of approximately USD 5 mi 
3egotiation of the 1988 and 2004 conventions. Civil society, while in support of the GOC efforts to cor 
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FAS/Sofia expects to see the following changes: 


EU demand for price-competitive Bulgarian 


or from reduced wheat acreage 


good prices are likely motivate large farmers 
000 MT-60 


more rarely 


a portion of sunflower exports will be 
the 


and the easy access that 
will 


(Jawwal) had been the sole provider of cellular phone service in the West Bank and Gaza since 1999 
include the nine members elected from Nzanga Mobutu\'s UDEMO party, nor the 34 from Antoine Gi 
sidering a precautionary Stand-By Arrangement with the IMF, with the understanding that this would L 


Jetermined to be identifiable with individuals involved in or accused of human rights abuses. Barclay 


that is overly influential in political life and fearful of losing control. Mircea said this is no different unc 
contribute to continuing macroeconomic instability for the remainder of 2006. He hoped, however, the 
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bioethanol may prove to be a better 
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bioenergy producers\' demand for 
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nontoxic 


which is removed. 


bioethanol is made 


corn 


and causes 
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General Secretary 
Deputy President 


the seminary would 


another 200 preachers in five Central 


an SECV 


but stated that the process would take time 


the SECV wants additional progress 


Khanh Hoa and Danang provinces. The pastors noted 


j that the Independent Electoral Commission (CEI) announced the provisional presidential electoral re 
3. Post has reviewed available human rights files; the above individuals have not been determined tc 


yn related-violence previously reported (reftel). International and local media report individual deaths i 
ve. Polcouns informed Farhane that the United States and Russia proposed to hold the first meeting 
au, Liberia, Niger, Somalia, Tajikistan. 2. Following written and oral representations by each of the de 
84. 4. Entry/departure requirements: Mission policy is that all USG travelers to the region be in poss 
333 2. The note states that funds are urgently required for the financing of these operations and are 
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although many congregations in the 
thus far only 60 


or they [the pastors] may not be 


a member of the SECV National Executive board and a senior 


Kim complained that the process of church 


but only two have 


but 


the provincial 
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interpreter with him (Claire Keefe), which would add to the number of participants. 2. (SB 


iister Romano ProdiVs center-left government (in power since May) was still considering how to 
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in Dak Lak there are still significant overlaps 


when the FULRO 


Montagnard Foundation 


particularly SECV deacons and preachers 
Ksor 
Kim 


Ksor formed a new 


Kim 


but has not reached a Vclear decision\" on how to 


even 


however 


there continue to be local religious freedom violations 
in Ca Mau province in the 
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sometimes 


it 


Pastor 


Bay and two other church workers were 
when 
000 VND (roughly USD 10 at that time) in 


Steven said. According to documents 
Bay\'s prison term is set to expire in July 


an umbrella group of 27 
000 worshipers 
500 meeting points 


000 Baptists in 130 
and 


President of the Mennonite Church. 


tember 12 that the HAM sanctioned two national television stations for broadcasting programming in 


mmunications, 32; and Ministry of Justice, 1. President Chavez and other senior members of the del 
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885 


000 members with 7 church 


in July 2006 


the four pastors agreed that conditions for 


although the HCMC decision 
official word 


Hien met in 
Nguyen Xuan 


Xuan 


without 
pastors Hien and Nhan said. In 
Nhan and Hien chafe at a GVN requirement for house 


and is 


rship on the Security Council, 2008-2009 (Begin text) The Dominican Republic has presented its car 


‘esident Digna Donado. FinCEN signed an MOU with the UAF governing the exchange of informatio: 
at the MFA is no longer responsible for the GoB\'s international biofuel policy and, moreover, that the ( 
n which to begin its work. Upon concluding, the delegations unanimously agreed to meet again befo 
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Hanoi needs to punish publicly 


even Pastor Nhan -- the most uncompromising of 


Mormons and Baha\'i and more robust instructions from 
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and his parents are 


Mamberti entered the Holy 
Chile 


Lebanon and 


in the Secretariat of State. The new FM 
English 


i the NGO to express condolences and has contacted security officials to register concern and reque: 
эт, was shot five times by unidentified gunmen. The Embassy has spoke with the NGO to express си 
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contributor to liberal 
V writes (09/14) V'As is now customary when another 


many people made the most of the opportunity September 1 1 


) almost immediately voices could be heard saying 


in any case 


the US might have clung to its status as a victim had it 
first against Al 


some members of the so-called Vaxis of 
just a few kilometers off the 


Venezuela 


although he could cancel his trip due to the terrorist 


which is 


ice, Ambassador Kenney highlighted the importance of USG and GRP cooperation on anti-TIP effort: 
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Chavez will use the summit to gather support for 


disagreement 


and the EU (which proposes to 
for the first time since the beginning of 
Washington and the EU countries made public their 


US Representative Gregory Schulte warned Iran to \'make the 


the White House believes the UN should impose economic 
in the worst of cases 


France 


gmatel) as Foreign Purchaser; and Tektronix India Pvt. Ltd. (Tektronix India), Bangalore as Intermedi; 
ducked our attempts to reach him September 13 and 14. (He stayed home allegedly without a 


resentatives of GOK, NGO and UN agencies. 2. The assessment reveals modest improvements in 
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White House spokesperson 


and it 


behind that conflict 
there are also social and territorial 


and the rest of the country. 
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e Kurdish Regional Government offered its own versions (reftel). He said that he will meet with Minis 
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and he would convey the 
Brattskar was reportedly 


and he called on the GSL to seize 


whatever obstacles might arise. 


EU 
MFA representatives 


if only to ensure the feasibility of timing. 


the Norwegians wanted to create an opportunity as 
he said. Ambassador Blake told the 


Minister de Silva told 


\" noting that it was not accredited by the 


though local students may have been 


and 


especially in light of the fact that a previous 
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such as the February shipment of Apache 
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in the interim 


even though public opposition to U.S. 
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| survey data. Info-Share has launched a virtual peace library - www.peacelibrary.org and an on-l 
gate value of $20 million. In March 2004, due to a fire that had shut down the claimantVs powe 
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although this has not 


the government's policy rhetoric appears to 
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the government has highlighted its 


since the story broke in the 
the existence of a Paris-based international 


and 
if properly administered 


s intelligence 
the DST 


they also 


French soldiers deploying in southern Lebanon 


a watershed presidential election looming in 
and now an explicit threat-- there is probably good 


it's worth noting that al-ZawahiriVs 


iout the Lao countryside. Until resolved, this case continues to be raised both in Vientiane and abroa: 
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never people in need of help" says Alwash. Still 
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an adjunct organization funded by 

hosted World Refugee 

with the blessing 


and in some instances 


Chief of Mission at the International 
granted full status in August 


assistance to migrants 


the GOL has to work with them to achieve this 
but they too have seen positive developments recently 


which he characterizes as 


located 
one steps out of the Middle East enters 
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Malian 


but well established. Ten years ago 


Leader Moammar 


however 
a difficult task. Many 


riots broke out in the 


the government has clearly reconsidered its open door 


they are subject to more frequent 
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they do not have the means to deport all illegal migrants. 
to feed them and 

a representative 


the GOL\'s long-term strategy to stem the tide of 


the GOL hopes to \"stop the reason that 


and is looking to use the 


VAY 


Tunisians 
especially in the 


they can enter legally without a visa and stay for up 


MOD), GOI. ADA was listed as the Ultimate Consignee for two Model MBG-1049A bulk acoustic wav 


Column 4 
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notorious smugglers of 
weapons 


others use it as base to get to far more 
and 

IOM statistics 

a small island off 

from Libya. A majority of those landing are 
Tunisia 

Italian authorities detained 14 


2006 


and those willing to pay the price are often carried in 


the GOL also has to 
shelter 


are working with Libya by providing additional 


however. According to UNHCR 


arack Obama, whose father was a Kenyan citizen, visited the country August 24-30 as part of a wider 
sector and Firebird ManagementVs activities in Russia to Senior Investment/Finance Officer Richard 


led statements on the Middle East and focus on supporting a negotia 
shnical and administrative arrangements related to this event as well as to en 


iting organizations. Constraints identified include the inability to access project sites by road, high lev 
eph Kony has indicated this is unlikely. There are currently reports of nea 
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the Libyan Ambassador in 


saying that the government prefers financial and technical 


migrant workers have filled jobs that Libyans 


there is clearly still a need for migrant 


Training 


almost half of whom are under 


ranging from maintaining a bloated bureaucracy 


as well as assorted attempts at job creation. There 


the GOL must 


during President ArroyoVs 
the two nations began negotiating 
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the GOL recently approached IOM 
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coupled 


QadhafiVs ideology of pan-African 
for 
the proposed joint Libyan-Maltese naval patrols to 


but as in most 
it will be on their own 
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for all intents and purposes 
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entered Lebanese 


especially the Italians and the French. Saad 


while Hizballah and 


; given the press of business in preparing for the meetings that would commence that same day. 
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other observers 


\" because he believed they conveyed 


Acting 
allied with the Future 
strongly attacked Nasrallah\'s statements that 


as Benidorm -- attract a large number of criminals and pickpockets and frequent incidents 
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r vigorous U.S. support at the UN General Assembly and in the UN Security Council (UNSC) for Keny 
ar weapons but was only developing sources of nuclear energy. He acknowledged, however, that Ira 
members of the African Unions Peace and Security Council (PSC), as well as host to both the Africa 
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told us that Jumblatt has decided not to 
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however 
and said that 


in the 


it could 
but at the same time Nasrallah and Aoun 


who claimed to have discussed the topic 
stated that many in that 


' spreading conflicting rumors of competing commanders signing the DPA, joini 
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or when the DRC\'s 

if an elected representative 

the candidate\'s \"suppleant\" 

who was named by the candidate when he or she 
but did not appear on the ballot) will 


the resignation of roughly half the transition cabinet 


a new post-election 


if not all 
with all 


presumably 


in fact 
however 
such as assigning remaining ministers to 


would not be ideal. Trying to reach 


but 


the situation would seem to offer another 
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onal efforts to supplant the African Union peacekeeping force in Darfur wit 
Southeast Europe. To help forestall this, we urge a vigorous US effort this fall. 
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a former police 


said the AKP government had turned the anti-terror struggle 
V criticizing the government for not 


retired Air Force General 
on his new job at a meeting in Ankara yesterday. 


V adding 


retired general Edip Baser 
and would use the title 
V reporting to the PM. Radikal 


he will resign. Baser first of all will set up a 


\" Baser said. 


Turks and Americans 
if necessary 


yu 


the Pope quoted from a book recounting a 
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the Pope recalled. V'He said 
and there you will find things only 
such as his command to spread by the sword the 


43.32 percent of Turkish voters were supporting 
whereas 


Izmir 
Erzurum 


people in the wealthy nations of 
including Americans 

after committing 

are always trying to 


as well 
Washington wants 
only 


Turkey included 


do not want to get involved 


за potential rival candidates key positions within the party hierarchy in return fo 


in to the NAM summit in Havana. 3. (SBU) Additionally, the Embassy approached Z 


aining is the Regional Pandemic Influenza Counter Terrorism Fellowship Program (CTFP) Course, wt 


officials, including key Basescu advisor and communications director Adriana Saftoiu. Af 
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with several French officials lauding Ankara\'s 


predicting 5 percent growth. 


Yildirim Tek 


jh to bring the country out of crisis. 2. (C) The political process is again broke 


) Assistant Secretary Kristen Silverberg raised ref A issues relating to the UNSC Sec 
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because stability and security of the SCO states 


SCO representatives will approve two new highway 
China 

rather than through the SCO 

India and Pakistan are actively seeking 

whereas Mongolia lacks such interest. 

during Chinese-Tajik 

military and technical 

and discuss possibilities for new Chinese 


particularly in the hydropower 


and strengthening cooperation in the fight against 


for Hemispheric Defense Studies (CHDS) in Washington, D.C., October 16 through November 3, 201 
ng that Labour''s tactic of shifting attention away from its own scandals by alluding to BrashVs p 


fee, sugar, and apparel. End summary El Salvador\'s Trade Agenda -------------------------- 2. El Salvi 
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ate in Barbados is two Barbados dollars for one U.S. dollar. U.S. currency, traveler\'s chec 
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Chen Yuan 
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up 4096 


Chinese special forces and 


are planned for 


200 
the ministry\'s 


the defense 
air power and 


separatism and 
in line with this year\'s plan of military and 


entitled \"To Decrease the Influence 


particularly Richard Boucher\'s statements and 


as China continues to lavish attention and money on the 
a small and poor country like Tajikistan has much to 


and 
appears to be championing the use of the SCO for 


dollars for one U.S. dollar. U.S. currency, travelers checks, and credit cards are r 
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in which GOS troops entered an IDP camp at Kutum 


AU officials said there are no legal 


the African Union Darfur Integrated 
UK 
EC 


BUT WITHDRAWAL NOT RULED OUT 


but that any decision on the future of AMIS 


had the 


Ki Doulaye added. 


nmary. 2. (C) On September 15, Darryl Dunn, Director for the Middle East and Africa at the Ministry 
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once transition occurred 

V Gomes said. He said that 

\" but that a draft addendum to 

prepared by UN DPKO and issued on the eve 
envisaged \"incremental 

which created a 


but the AU was V'aware withdrawal from Darfur would be 
V Ki Doulaye said. He noted 
that withdrawal V'would not be the first 


V he said. Mbaye 

and of 152 

had started. DITF Head of Civilian Police Karl Mario 
and 

despite uncertainty about AMISVs 


DITF announced that the 
but that the rotation of 


the concept of 


one could have UN CIVPOL 
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although AMIS could not 
000 GOS forces were in 


000 more troops in Darfur by August 31; Mbaye 


Sector 2: 50 suspected Arab militia on horseback 
who 
and has asked AMIS for an explanation. (EC said 
and 


Sector 6: GOS representative reported seeing NRF 


140 rounds 


Sector 2: 3 killed in clash with (pro-SLM/A Minni 


Sector 1: SLA Abdel Wahid sympathizers were 
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000 protestors who presented petitions and bore signs 
\"No way 

including women and children. 

Sector 3: demonstration against UNSCR 1706 by 


000 demonstrators (including students 


with signs reading 


Sector 1: GOS \"show of force\" as 50 vehicles 


Sector 2: Damage to UN property 


Sector 6: 10 LandCruisers with mounted guns and 
where they were reportedly 


due to alleged abuses 


Sector 
had been a \"no-go area\" for several months; DITF was 


he said. Gomes said that the internal 


it was necessary to make preliminary 


Colonel 
and he was 


noting a one-month delay in the hiring of an 
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as it had in 2003. He 


\"which would be catastrophic 

and the Janjaweed were \"all over the place with 

V Ki Doulaye added. He said that the UNSYG had 
a position that all should 

Ki Doulaye said. If the GOS were to implement its 


the number of IDPs would dramatically increase 


and said that the AU had V'no visibility on the 


likely by official security forces in 


Gomes said; if the slow pace of the 
other states could follow. 
and that no replacement had been named for AU 


who had recently announced his resignation. Ki 


t of interested NKs. With RTG permission to process 16 NKs, Deputy RefCoord assessed the list ba 
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strongly opposed the participation of non-signatories. 
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one for non-signatories) 

who were now 


he said 
especially Abdel Wahid. Gomes added 
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Gomes said 
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Liberal 
and Center parties 


along with the AllianceVs pro-job policies and 
have 


however 


cts; he told Li that U.S. technology providers are working to make the latest technologies affordable fi 
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with other ministries 


if incumbent Prime Minister 


other alternatives may be considered. PM Persson 


but 


nearly 1 


891 
25-35 percent of voters will vote early or by 
and will not be announced 


these remaining ballots 
000-40 
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anti-immigration 
who are currently registering 1.5-2.0 


the allocation of the 349 


ina to participate, but would be represented at NAM by the Embassy of Benin in Havana. BR 
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if there is to be a change of government) 
then presents a Prime 


he or she becomes the new Prime 


it is fairly clear that Moderate Party leader 


supported by ministers from each of 


if the combined SDP 
the final outcome is 


but the respective roles of the Green and 


as 


or will they remain non-participating support 
the possibility of a failure by 

Green 

possible 


who will be 
has focused on 
while declaring the fundamentals of the welfare 
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the Moderates and Liberals support NATO membership 
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the fundamentals of bilateral 
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foreign policy 

on the other hand 

both the tone and the content of Swedish foreign 
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Iraq 
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in a meeting 
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expecting more 


hoping to buttress 
without identifying 
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was named Minister of Human Services and Social 
taking over from a discredited Bibi Shadick. Her 


a USAID-funded initiative. There are quiet rumors 


a businessman and former presidential 
will be Minister of Tourism 
and Commerce. Prashad owned a struggling travel 


had developed information on two of the four abducted asylum seekers. Shaiyldabekova declined to 


Australia and the U.S. One State Not Party, Burma, and the International Committee of the Red Cro 
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educated in Jeruslem and 
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and is rumored to be a 
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in contrast 
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in a country of 
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noted that more than 8% of 


this means crashes often involve 


2296; mechanical reasons 
V 5%. More than 60% of Nigerian drivers did not take any 


orts can obtain a Visa valid for one entry/three months at ports of entry upon payment of 


oroduct on its website documenting each contact/clash with the РКК (www.tsk.mil.tr/'guncel/index/ 


Column 4 
and drivers 


but okada drivers and 


poor night visibility and bad weather 


making after-dark travel more dangerous 
a \"non-existent\" 


an underfunded national road-safety 
low rate of insurance coverage 


but air travel has own safety problems and only a 


500 km (about 2 
but there is virtually 


as well as 


and extortion by policemen demanding bribes for vehiclesV 
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Barkan said that the recent conflict in 
as Iran had placed 


V which he defined as the day when lran 
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an Israeli air strike in southern Lebanon killed four 
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Israel's Foreign Ministry said 
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however 
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‘GOI on behalf of the U.K. candidate. Embassy appreciates guidance on procedural and substantive 
зу. The Ambassador and Pol-Econ chief (notetaker) were also present. From the Kazakhstani side, | 


Column 4 


which was V'not under control and growing 
V partly because of the TalebanVs close ties with 
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Aoun is off to see what he can do. 
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according to Khoury 


who accepted Hariri\'s tale of intrigue 
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we understand 
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referring to the Ministry of 
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in fact 
and concern issues of management 
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a 9/5 LBC interview 
a 9/14 al-Sharq al-Awsat oped 
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who led a ShiVa political 


Sadr believed that the 


№ 
\"How could the people be 
their homes destroyed 


claims Amin 


they asked for 


who he says should have V'inherited the 
the Amal forefather -- \"The popular 


Amin says in his LBC interview that 


so the 


their suffering. And he shouldn\'t come 


Jrisoners of this magnitude has never occurred. In fact, this is only the third time that the GoE has gr 
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since it is in the interests of strengthening state 
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Amin lays bare Hizballahi propaganda about 
Amin argues 
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V'This was a war of 
as was evidenced by the types of weapons used. It is 


but it requires a comprehensive Arab strategy of 


though 
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but adds that V'courage is not sufficient to 


their houses were reduced to 
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Amin does not call for a \"third way\" 


with the extension of 
there will be a 
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e.g. 
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as 
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for example 


who helped 
subsequently assured poloff that 


Column 4 


despite vigorous PR efforts by Post and 
USNATO Permrep Nuland and EUR 
but 


BotVs statements during 
and his apparent willingness to engage with the 


present opportunities for us to move the discussion 


9/15/2006 15:50 


Secretary RiceVs 


while difficult 


9/15/2006 15:50 
9/15/2006 15:56 
9/15/2006 15:59 
9/15/2006 16:01 
9/15/2006 16:01 
9/15/2006 16:01 


historical problem" for Italian business 


Fabio Fritell (strictly protect) 

told 

contrary to Castellano\'s previous 

SACE had not reinsured any of its 5.5 billion euro 
but had \"enough cash reserves" to cover 

in the case of sanctions. V'SACE wont 

but we will take a big hit 
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Castellano stated that Iran 
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according to Istat; 
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buying oil commodities indexes 
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or when 
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valued 
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in the absence of an 
it was difficult for SACE to resist this pressure. 


while SACE continues to 
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Salameh estimated 
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Salameh said 
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but 
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because the Bank managed to buy 23% of it without 
he said 


the GOL\'s deficit has reached 15% of 
and government finances doubly so because they 


Salameh said 


Salameh 
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and civil society. To date 


in which SLPP stalwarts in Bo had control of 


a NEC official told us 


which is why 


we were told that the 
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we learned. In spite of reassuring meetings in 
Francess Fortune 
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that their expectations of the NEC 
reports of intimidation 
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we heard that in Largo (Kenema 
PMDC supporters received police clearance to hold 
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one goat 

we were told 


we were 
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at least for now 
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s police and defense liaison staff next 
S 

it will come down to 


PPRC 
educate voters on their rights 


NEC and the PPRC must become more 
which will require more capacity building 
S 


and the international community 
needs to raise 


but so too will be the cost of failure. END COMMENT. 
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000 corporations were formed 


a minimum of $19.5 million in fees went to 


shareholder agreements 


000 of the approximately 
000 Panamanian corporations pay for resident agent 
the minimum annual revenue comes to $22.5 


such as paying 


said disreputable law firms will use 


the Public 


of which the GOP received 
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PANAMA\'S CORPORATION LAW DIFFERS LITTLE 


the creation 


or registered agents 
particularly the most 


have no provisions which mandate the 


officer or shareholder. 


it is difficult 


? been reported in humans or poultry in any of the northern states. Additionally, the GNU is taking ste 
jovernor himself did not see federalism as a problem, but added that a changed Sunni-Arab mindset 
he foreign missions of Sri Lanka, Bangladesh, Pakistan, Indonesia, the Philippines, Egypt, Ethiopia, 
s in 2006 which trained a total of 100 prosecutors and investigators from nearly half of the 64 


of a thermal camera, model PV320A2E, 6A003. These commodities are controlled for national secui 
те licensee is L3 Communications Infrared Products, 13532 North Central Expressway, M/S, Dallas, ` 


»ngratulating the Hong Kong government for obtaining a conviction of a Hong Kong company for viole 
Il, political parties were not invited to the table. 2. The decree signed on September 15 grants 
Kok, Hong Kong. This PLC concerned 100 bayonets valued at USD 7,600 and classified under ECC 
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he said 


such as the Energy Star 


one possibility is an energy roadmap" for 


as described in reftel. 


the European Commission 
plus the Austrian Vice Minister for Energy in Helsinki 


he continued. Contius said Germany wants to build on 


y 


omplained about what he sees as a unique level of discrimination against Nazareth. ---- 
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ut said the Environment Ministry is 


energy 


noting the Chancellor s energy summit process 


which began in 2004. 


he suggested the U.S. 


he 
and the U.S. and Germany should seize the moment 


as well as at 


as well as how to further bilateral cooperation 


iunseling, medical help and vocational training. Another d 
nce request it should be done by separate cable. The cable should include SSN, and the name of thi 
: should be done by separate cable. The cable should include SSN, and the name of the agency grar 
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he said that most people blame them for all 


Sayed Yusif said 
and perhaps the price for the 


according to 
\" so weak 
he declared that the BPC 


Sayed Yusif said that he does not want to join 


according to BPC members 


Sayed Yusif said that he is 
adding that he believes it would unite Iraq. 


V Sayed Yusif said that the nine province 


it could 
V and distinguished Baghdad from Basrah by saying 


with 
punctuating it with questions about the United 
and it is obvious that 


though he did say that Thar Allah has 17 
mainly in the south 


Minh City to Phnom Penh by automobile. Assertions by Montagnard lobbyists that poor interpretation 


yf Camp Schwab successfully blocked members of DFAB and the Nago City Education Board fr 
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but in our conversation he seemed all too 


and were not related to his own party. By comparison 
Campos can sit comfortably: Costa 


a fact the Mendonca campaign is not letting 
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according to PernambucoVs 
(strictly protect) 


but he described a 


but most voters do not care 
in spite 


but said 

which will 

the PMDB 

but he explained that he did not feel he had a place in 


opposition presidential candidate 


according to former two-term 
now running for the Senate. 


Column 4 
noting that Goulart had 


he noted 


but he seemed to be suggesting it would 


but foresaw a very poor relationship with congress. 
the PFL (Party of the Liberal Front) and 


or 51 out of 81 senate seats. He said Lula would not be 


while another faction remains in opposition; 


the far left party of Heloisa 
the presidential candidate polling third at about ten 
would decline after the election. 


Jarbas said 

especially those with little 

will vote loyally for the PT by choosing candidates on 
the PT\'s number 

Jarbas 

currently just over 90 federal 

will not be reduced by more than 10 or 15 

while 


in JarbasV view 


Jarbas does 


but the PMDB refused. Jarbas 


Y and an ideological grab-bag 
he said he has not joined another party 
V and he does not feel 


tatthe session. 2. (U) Although the defendants were present in the courtroom, Johnson Penjaitan, t 
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Jarbas was certain 


except for the stunning and rather mysterious prediction 


Jarbas\'s forecast of 


his frank and negative comments came as a surprise. He 
but he made very clear 


and he believes that 
Jose Mendonca Filho 
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MINUSTAH troops transferred Bibi 


V a Lavalas activist who has replaced Rene 


and recent developments toward 
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MINUSTAH was 


demarcating the 


the major road 


immediately adjacent to an 


22 of 


and that he had been ecstatic 


tightly controlled by a variety of MINUSTAH troops 
and HNP. 


Evans 

Amaral Duclonet 

including 

and prepare for a common 


some of which they rent to lower-level criminals 


he cautioned 


into their services methodology, demonstrating why they believe they can say with confidenc 


es in Spain -- including resort/convention areas such as Benidorm -- attract a large number of crim 


где cities in Spain -- including resort/convention areas such as Benidorm -- attract a large number of 
ent incidents of crime of opportunity against the unwary do occur. Carry only esse 
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but rather keep arms pre-positioned 


and were also fortifying defensive positions. Gang 
to act as spotters and 


gangs use DVD\'s such as 


but that 


who released him shortly afterward. Within days 


the 

with additional police and civilian personnel. JMAC 
who have provided 

the JMAC did not disseminate information unless it 


he had not yet 


the JMAC seeks to 
not only 


two political activists from Cite Soleil sought out 
they 
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justice 
and the presidents 


musician and activist Jean-Baptiste Jean 
aka WSamba Boukman.\" Fils-Aime on September 14 


a 
was not 
whom Fils-Aime 


among other 
on September 5 unexpectedly announced his entrance 


Demobilization 


at roughly the same time as the 
and Gassant planned to arraign him on September 


and thus could formally 


several groups from different 
including Guy Philipe in the South 
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he wants the women\'s and youthVs ministries 


such as the doctors association 


principally the 


Boukman is a self-described Lavalas 


nomenclature originally coine by Aristide). (Note: 


by allaccounts 


Momplaisir and his associate 


led by \"General Toutou\" 


particularly during the period of the so-called 


Boukman stressed 


and that he and other moderate FL 
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but implement a final phase to break the 


notably implementation of DDR and maintenance 


exhibiting an impressive combination of strategic vision 


thus establishing the first 
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and corruption is not an issue that will win Alckmin votes. 
Alckmin\'s chief challenge is to get voters to recognize 


he said. (Comment: This begs the 
emphasizing corruption in the Lula government 
per reftel. 


showing he is feeling 


if re-elected 


and the ministries will be used as platforms for getting 
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and said the proof was in Lula\'s 
Pernambuco 

a PT (Workers Party) candidate for governor 
has been indicted by the Federal Police for 


after the October 1 
when a new threshold law will result in the elimination 
only about eight or nine parties will 


personal appeal and a feeling that he 


because it has 
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SO it caused a faction 


equipment and supplies 
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he abruptly 


the president of a highlands (Altiplano) 

also reported increasing Cuban and 

and that over 

000 traveled to Cuba for training. Of that group 
the 

he reported that Cuban 


a sociologist and a political 
he said-- to indoctrinate rural Bolivians. Vega 


with MAS rural leaders using intimidation 


many rural Bolivians living in the 


indicate growing resentment of MAS interference and 
Venezuelan or Cuban) 
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foster the 


and 


site of the fractionation plant and shipping 
have begun to be reversed. Local concerns about ship 


social 
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) In another appeals case, the federal prosecutor urged the court to impose s 

hofbx@state.gov. POST ACCESS: 3. Visitors who need unescorted access into secure areas of the 
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?e and demanding that he be fired. The September 18 edition of Le Crocodile, an obscure biweekly | 
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CHEAPER ELECTRICITY 


qualified 


and some liquid derivatives (naphtha 


yielding lower electricity rates for households and 


in quantities above the local average consumption and at 
has saved Peru from undergoing the 


the GOP again 


at 
while the Camisea consortium has sold 


and 
200 MW; Peru\'s 


000 
000 hydroelectric MW. 


vehicles and 
especially the Lima commuter 


used to 


d include SSN, and the name of the agency granting the security clearance. Cables must include t 
in influenza (Al). 3. (C) The U.S. Mission provided Kacou with detailed assessments of the state of N 
Each 45 minute round-table session was followed by a discussion. Topics included: 1) Biotechnolog' 


II as Djibouti,s commitment to resolve conflict through dialogue within the region. He called Djibouti,s 
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administered by state-owned 
the average taxi owner receives a $900 loan 


which gradually pays back 


gas distributor Calidda had 
600 vehicles 


many taxi drivers complained to Econoff of a 3-month 
there are 22 conversion facilities and 


with another 
to open by December. Nevertheless 


Peru also had 116 industrial 
paint 
cement 


there are many 


with about 3 
compared with 1 


using large or small cylinders. A methodical laying of 


some of which charged high permitting fees or stopped 


it 
100 per 
100 per apartment 


tions, and Ambassador offered to host a meeting immediately after the elections with key ministers a 


-------------------------- LLORENS 
ition Administration\'s Governing Board (reftel). (Note: The BDO currently operates on the basis of po 


partner. Montenegrins are in agreement on the need to implement democratic a 


g LAF, IDF and UNIFIL commanders, later this week. 3. (C) Following General Pelligrini,s public critic 
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leading the 


as foreseen from its inception 


and many 


other firms are already 


are shipped to the U.S. 


middle-class 
cleaner energy from the Camisea 
there have been some limited 


poverty alleviation 
there has been no benefit as great as 
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2002. At the time 
Vivas 
and Forero was 


they say many 


which agreed to 


Simonovis may 


the Police Commissioner who 


the ex-official\'s wife and 
that because of that connection 


Carlos Bastides. Bastides is a 


including those of the Tachira 9 and 


despite testimony from dozens of 


Column 4 
but some of them have privately told the 


in addition to 


but neither the 
nor prosecutors showed until 11:30 am. Simonovis said 
but the defense 


the judge called for lunch recess to 


a ballistics expert 


and visited the crime scene 


the prosecution informed the judge that 


as he came 


but because of his impeached credibility 


but prosecutors claim they have a tape of him 
they refuse to submit 


while four government supporters who were actually 


th Ambassador and Poloff, recently-appointed Petroleum Commissioner Fafa Sanyang stated that, ur 
id Sudan. END COMMENT.) JACOBS 
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other 


although two of them initially had 


But Never Certain 


the police officers for three-and-a 
who is being held in a DISIP cell 


but for the BRV 
are essential to 


the unequal treatment of the Caracas police compared 
the inappropriate contact between 
and 


termination. 2. (SBU) Post has no additional information on foreign intermediate consignee Westradi 
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To Date 


on September 5 


resulting in at least 
although 


two 
the National Guard and 
and in Catia 


media 


not large-scale spontaneous mob violence. He told 


the Rosales camp fully expects more attacks 


stressing that he is V'not afraid of 
Rosales said 


ted over 192,000 MT of rice from the United States worth over $40 million in 2005. TRIVELLI 


іг attempt to unite with the major opposition party, the PRD. Polls show the PRSC with support of onl 


ies. End summary. ---------------------------- PSYCHIC IN FICALIAVS PA 


Column 4 


Rosales 
stumped in the hardscrabble Petare barrio in 


noting that Rosales will make it 


\" but 


particularly in Caracas. He implied that some 


television coverage of the Catia 


Caracas Archbishop Jorge 
issued a September 10 public appeal urging 


VI believe that bottles 
are not the best means by which we can live in 


Key conference speakers will include Iraqi National Security Advisor Muwaffa 
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unlike his predecessor 
and his comments on 
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V they do not contribute in a major way to crime in 


such as those involving 


and not deportees in general. 
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Venezuela anchors much of its 


held in Caracas September 5-7 
proposed 
arrived at 23 


energy 
Sheiman announced BelarusV support for Venezuela\'s 


President 


ped through both the informal presentation by the IMF team and the question and answer period with 


In your official meetings with the HCMC leadership and your visits around town, you will see a vibrant 


Column 4 


Chavez 


during a visit to Syria in late August 


agriculture 
these agreements appeared secondary 


the two heads of state reiterated 


Venezuela and Syria 


President Chavez visited Teheran in 


he took the time to call upon his Iranian 


President Chavez announced September 11 that the Arab 


Belarus 


creating yet another opportunity for Venezuela to 
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the majority of which already have 


or 


his strident 
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\" and Market): 


20% 
15% 
13% 
11% 
4% 


Correa publicly rejected an FTA with the 


\" but that he would not reverse it. He said he 


the news director of a 


Column 4 
when Viteri expressed 


while considering the benefits of a renewal of the 


Roldos fired his campaign manager and 


and his determination to end 


not Venezuela 


since BrazilVs voting machines will be needed in 


the Supreme Electoral Tribunal did not replace 


V which includes participation 


which missed deadlines for quick count reporting in 
was awarded a $500K contract to monitor election 


and his rise appears to be coming 


Viteri and Roldos appear to be 
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Singapore 


Column 4 
he said 


Chavez\'s hobnobbing has augmented the 


Vice Minister for Africa 
va 


Bolivar 
Senegal 
before the end of 2005. (NOTE: Presently 


the BRV has established diplomatic relations 
Chad 

Mozambique 

Congo-Brazzaville 


Madagascar 
Djibouti 


including some where the 
Chavez has 


Mauritania 

and Cameroon all received such envoys 
while countries 

Mali 


in this region 


for example 


and their respective governments 


try Coordinating Mechanism (CCM), including representatives from USAID, met with the Minister of F 
the potential impact of the U.S.-Oman Free Trade Agreement (FTA) with Minister of Commerce and 


hief of Staff of the Armed Forces, General Hermogenes Esperon, who as Army commander played a 
} USG believes the international community should speak with one voice to pr 
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Belarus 
Vietnam 


resulting in grand expenditures 


Chavez has spent nearly forty million 
379 days to be exact 


an average of nearly $122 


one international (the UNSC vote) and one domestic 


he presses the flesh and makes 


however 


corruption and lack of housing. 


9/15/2006 20:47 
9/15/2006 20:50 
9/15/2006 20:52 


especially a bottle of Haut Brion 
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he graduated from an elite private 
Colegio Americano 


Maria Teresa Somavia 
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since 1998 the minimum wage has increased quicker than 


who outlined the 28 percent increase in food costs 
peppers 
for 


and 


though 


dollar-denominated 


1 Competitive Export Economy (TIPCEE) and Last Mile Initiative E) Public Affairs Section (PAS): I 
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Finance Committee Chairman 


s insistence) before October 15. 


the director of a local economic consultancy is 


but the BRV has a long 


enacting 

increasing imports 

while unlikely to do much to combat 
could bring some 

and so 


but in the weeks 
could provide a boogeyman for the 


which places it in league 


Chavez\'s economic 


name of the agency granting the security clearance. Cables must include the ASEC Tag to ensure d 
t has delayed hearings in the case involving villagers who reported the death of a forced labor victim. 
i and Training (IMET), Foreign Military Financing (FMF), the Economic Support Fund (ESF), Internatit 


) for smuggling Montagnards from Ho Chi Minh City to Phnom Penh by automobile. Assertions by Mc 
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raising interest rates and 
it seems likely the BRV will continue its stopgap 


while at the same time touting solutions 


which combined with lower 
as has been the 
s series of boom and bust cycles ever 
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Chavez insisted that the 
especially \"the 

and of Emiliano Zapata. V 


adding that Mexico is the country that 


Chavez 


stating that \"no building 


calling the EU 


Chavez accused the EU of ignoring electoral 


presumed irregularities\". Chavez\' EU 


ude SSN, and the name of the agency granting the security clearance. Cables must include the ASE 


agency granting the security clearance. Cables must include the ASEC Tag to ensure distribution to t| 
ed, but press reports indicate that four soldiers were killed while evacuating the journalists from the s 


Democratic Reform Under the Monarchy (CDRM) to set up a civilian government within two weeks. ' 


Ith and steward environmental resources. The workshop built upon commitments enshrined in the M 
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2005 


and we do not 


in this instance) by being the 


V retired Venezuelan Ambassador Sadio 
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ie of the agency granting the security clearance. Cables must include the ASEC Tag to ensure distrik 
National Intelligence and Security Service (NISS) headquarters in Khartoum. 2. (C) ARC Officer pro 
ing was relaxed and happy, smiling throughout. He provided no further details. 3. (C) Turning to t 
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after meeting with the GOB 
Garcia Linera announced the V'momentary 


itis obvious the GOB did not consider 


the GOB clearly fumbled and 
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and 16 regions have more than nine 


they have a weak penetration in the provinces. 


local 

these local candidates 

but few if any will gain a 

in 2002 

the fragmentation helped APRA 


it should still emerge as the only party 


ool, Ft. Benning, GA 31905. Training Starts: 10 Oct 2006. Travel Date: 03 Oct 2006. DAWSON-LYLE 
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but rather find itself addressing an 


the PNP is vulnerable in 

in 10 of those with more 

which 

his own party (PNP) is 

Humala faces a human rights trial that 


and he has little to offer his party\'s 


many regional and local candidates that rallied 


infighting has resulted in his PNP party failing even 


Lima mayor Luis 


i.e. 


the 


a retired colonel 
and Gino Costa 
a former Minister of Interior. 
Gonzalo Garcia 
is running on the PNP ticket. 


looking after Indian business people facing Maoist threats and cited the example of Indian Airlines. T 
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some observers believe this also has a 
and could be used to encourage 


local organizations 
and will 


the scenario suggests a 
when local candidates and APRA 
but most victors won without an absolute majority. 
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asking whether Prime Minister (PM) 


in addition 
Supreme 


despite his 


but that he (Al Hakim) also wants good relations 


as security upgrades already planned before the September 12 attack, we are aware of the scheduli 


Column 4 


but pointed out that Sunni 


pointing out that the 
V while the ShiVa 


there 


although it is widely 


the Sunnis are simply serving Iranian 


UAE 


noting that it is 


as well as the fact that U.S. and KSA 


not a \"pro-Iranian ShiVa.V' He urged the King to 


Шоп for Al preparations. The Ministry is dedicating five full time professionals to the development of tt 
isider a renegotiation, questions whether the GOC has the technical expertise to negotiate an agreen 
Post has reviewed available human rights files; the above individuals have not been determined to be 
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to which the King responded that Syria is 


stating that stability in Iraq would 
Kuwait 


the SAG gave 

000 visas 

the President contends that 

the population of Iran is not three times greater 


the SAG is requiring that visas to men be issued only 


Ambassador Khalilzad noted that there are new laws in 
as well as de-BaVathification. He also recounted 


noting that the Iranians are pushing for this 


without 


І. The PA issued the tender March 28, two days before the new Hamas-led cabinet took office (reftel) 
izenga\'s Unified Lumumist Party (PALU). UDEMO publicly declared it would ally 
inlock debt relief from the Paris Club. The Minister said Angola would resume discussions with the IN 


ler any dictatorship. DepPolChief countered that Syria still needs to fulfill 
it the SMP, due to conclude by end 2006, could be followed within a few months by a new Poverty Re 
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there will not be a stable 


possibly taking 


pointing out that Al Maliki 
at a time when it is imperative for 
a debate on federalism would polarize them 


despite the occasional dissenting voice 
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the government claims to have fulfilled nine of the 


000 


804 HPD claims awaiting implementation; 


3sults, a pre-scheduled event. Gombe is home to much of the expatriate community as well as many 
) be identifiable with individuals involved in or accused of human rights abuses. Barclay 


Column 4 


UNMIK did not dispute the governments claim that nine 
nor did it provide its own number of completed 


since it has agreed with the KPA on the 


which he judged 


JBLEM 


but the draft law 


but it rejected an amendment to 


Assembly president Berisha 
the head of Kosovo\'s largest ethnic Turkish party 
but 


Berisha could not 


n Amran and Dhammar, but these have not been confirmed. A senior ruling party off 

23-24 October and also passed the draft text of the invitation for the GOM\'s consideration. Farhane 
alegations cited, the COC determined that the unique circumstances in each case ren 

session of a valid passport. Visas are not required for short visits. Visitors are granted up to 

due within thirty days of receipt of th 
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notwithstanding 


but rejected 


given that it provided Kosovar authorities a 


a problem that could 


ALTHOUGH MORE MONEY NEEDED 


a Serb village in south Mitrovica 
by the end of October 
if the Serb property owners cooperate fully. The 


because the government does not think it has 


000 euros owed to the original contractors who 


payment of amounts deemed 


the Kosovo government claims that it 


the KPA is currently administering 
301 residential properties 


838 placed under its administration even though their 


and that only after it is signed can the 
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something outside the control 


710 


mostly because of appeals to 


the Commission met in early September and 


which should be 


the Ministry of 


423 individuals were convicted 
charges were dropped against 19 and cases are 


cases could not be developed in 11 due to a 
13 cases resulted in the conviction of 26 
14 cases were dismissed for lack of evidence 


an international judge ordered the 


vi 
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r 


ten have already been 

while four -- in Donja 

Suvi Grlo 

but are not yet operational. On September 8 


on balance 


though blame for 


we 
not 
as Kosovar authorities are forced to make 


UNMIK and other international players. END COMMENT. 
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the Amir\'s sister 


egation are expected to travel first to 


idi 


n between the two agenc 
ЗоВ is reorganizing the govern 
re the end of the year and 
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saying an apology from the Pope was not 


the Kuwaiti Minister of Awqaf and 
Dr. Abdullah 
criticized the PopeVs remarks and V'denounced 


V according to a September 16 article in the Kuwait 


and respect for others rights 


the Nations Invariable 
a small 
an Islamic 


the sister of the 
expressed 
which she said have 


the Secretary 
a controversial Salafi 
said the Popes comments represented 


which 


st fur 
ondolences 
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tolerance 


KuwaitVs leading ShiVa cleric and 
a 


similarly condemned the 
calling them \"unrealistic and unjustified. V 


saying 
and 


V Al-Rai Al-Aam (local Arabic daily) reported 
a 


the 
said the session 


who is affiliated with the Salafi 
a conservative Islamist political association 


arguing that an apology was insufficient. (Note: 


visit: 


Column 4 
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but 


she and nearly all the others acknowledged that on 


even as some continued to predict dire consequences. 


but on economic problems. Most complained 


but none expressed much hope the decrepit 


but noted the difficulty of finding work 


most Kosovo Serbs are unwilling 


and said hardline leaders Marko 


apart from his 


Sweden. Kosovo Serb 


he asserted. Stojisavljevic recounted 


ate Consignee for five Model TDS3052B Digital Phosph 


food security in some marginal agricultural areas in the southeast and coastal districts as well as 
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while 


saying that they simply fear travel to the north. 


they do not touch us.\" 


VP of 


V said һе and his 


because Jaksic and lvanovic have blacklisted him 


S Serbs face a dilemma: on one side 
S 
and on the other side there is the fear of 


this conundrum is even more acute for Serbs living in 


the focus of our development assistance should be 


whether Serb or Albanian 


it is important that we broaden our 
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presence of radical Gambian dissidents in 


in the three months since taking 
he had established good contacts 


Fall expressed certainty that 
citing 


as do our contacts generally. 


he could count on its total support in the ballotting. 


however 


in any event 


ter of 
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former parliamentarian and current Vice Presidential 
but that he (Fall) 


while in the opposition 


sparked 


instead of working with the GOS to ferret 


portraying him 


for unknown reasons 


but that he (Fall) 


given Jammeh\'s 


residents told him that MFDC fighters were present 
but did not indicate whether they were 


Fall said he suspected 
that Sadio\'s forces were being supplied 


Column 4 


ata 


the Gambian Interior Minister estimated 
the Casamance refugee community in 
300. (NOTE: The GOTG\'s estimate is 
whose current figure is 5 


PERMANENT SECRETARIAT 


but that the 


in view of Fall's claims -- which we 


former Chief of Defense Staff Col Ndure 


Fall's prediction of early movement on the 
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after the June elections 


number 
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V'The Opposition 
the Government is weaker 


septel. End Note.) El-Rifaai doubts the Project 


the Petroleum Workers Union had 


but Strategically Important 


some opposition MPs have expressed their 
suggesting that it is economically 


during the campaign 


clarify the economic and 
and spell out all the terms 
V'This is the most transparent project 


El-Rifaai said it was necessary to significantly 


El-Rifaai confessed 


iM 
drices of basic commod 


Jntry clearance 


inee for 
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IOCsV compensation 


a low fixed price per unit of oil produced 
a higher fixed price 


5096 of operating costs 


there 


that the new fees would have to be approved by the 


Econoff was told that compared to other 
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one problem was that the 

having suffered through terrible deprivations 

hence their high 

he 

and wealthy and even middle-income Chinese were 
especially when traveling outside the 

where the quality and availability of goods was 


PM Lee 
while China was generally moving in the right 
the government now needed to do more to stimulate 


PM Lee 
000 Chinese 


so working in 


however. 
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the country 
such as systems 


creative media 


they will pose an even greater economic 
cautioned MM Lee. Looking ahead 


PM Lee said that Singapore\'s proximity to Malaysia 


he continued 


with electricity 


Chairman Bernanke asked 


and that China supported this framework. PM Lee said 
Japan 
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the loss of GSP coverage may retard or reverse this 


Turkey apparently cannot 


including U.S. agricultural and 


Turkey has 


Congress 


this facility was a strong symbol of our ongoing 


poverty (25 percent) 


the United States and 


Column 4 


we specifically encouraged 


which accounts for 99 percent of 

but a much smaller share of economic activity. 

the organization that represents big Istanbul-based 
estimates that its members 


stone and olive oil 


which recently 


the most affected would be in the 
which operates on very thin margins and very tight 


including the waivers of competitive 


Italy and China can produce the same 


also a major GSP beneficiary 


the beneficiaries of TurkeyVs loss 
and the costs 


the President and Prime Minister Erdogan will meet 
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Iraq 
and this criticism will rise as Turkey approaches 
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many people have approached him for help in releasing the 


he said 
the 


told Aoun that the 
too 


is clearly not using Belgium as its channel 


since the Belgians had nothing to offer on prisoners. The 
Aoun replied 


he could have won the release of the 
Aoun emphasized the 


with the Belgium trip behind him 


Hariri-owned Future TV 

noting he had been briefed 

called the Ambassado 

the news story is clear evidence of 


the passenger manifest 
headed by Hariri loyalist Ahmad Fatfat. The 
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signing a MOU on February 6 
was a 

Aoun 

we will 


and the release of 
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the economic plight of the 


the U.S. should not 


clearly implying 


Sohn took Sunday morning off 


a 


a first term GNP lawmaker who 
the reform 


the Ambassador met with the dapper 
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but rather to find out what the Korean 
could not see 


education reform was even 


KORUS FTA proponent 


he would urge Korea and the U.S. 


Sohn said most Koreans did not feel 
nor care much about the DPRKVs provocative 


the 


said 


hovering around 2-5%. 
analysts and journalists say he should not be written 
a recent poll of newspaper 
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2007 election. While Sohn 
in many ways 


SohnVs 


\"the 100 day people's spirit 
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high-tech manufacturing 
logistics 


noting that 


learn 
and initiate deals. Because Vice Premier Wu 
all of the participating provinces send 


when a vice governor expresses 
working level officials 
the various provinces compete to 


Air Products 


which at 


Column 4 
during which they 


President of AmCham Shanghai 


more sustainable energy usage. 


CIFIT 


with a prominent exhibition area 

967 Taiwanese 

ranking first 

the level 

perhaps owing to continuing restrictions on travel 


the deputy director of the PRC\'s 


which this year focused on the petrochemical industry. In 


Column 4 
MOFCOM Vice Minister Chen Jian cited \"never 


mostly in the energy sector. He said 


which is currently under negotiation 


including seven projects in Sudan. He touted CNPC\'s 


which includes sponsoring schools 


and listed key refinery projects in Fujian 


and Tianjin that are open to foreign investment. 


Arab leaders expressed appreciation for their 


somewhat pointedly 


and estimated that China-Arab trade will triple 


Chief Project Engineer of Algeria Petroleum and 
said Algeria has embarked on a large-scale 


when 


such as the Canton Trade Fair 
the booths advertise the benefits of 
provinces 


it seems to have resembled a 


on 


Column 4 


9/18/2006 8:36 
the Presidency Law 


2006. Earlier this month 
who is serving a 5 1/2-year prison 
also called upon 


a judge of the Bobruisk City and District Court 


only 


police arrested former opposition Belarusian 


police had unsuccessfully attempted to apprehend Sivchik as he 


a judge sentenced Sivchik in 


which penalizes participation in an 


ps to tighten requirements for poultry farms and the importa 
on the matter 


rity and regional security reasons. The expo 
Texas 75243. 3. On September 6 
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IKEA Negotiate Joint Venture 
Belarus\' Glass Factory Neman 


announced talks with IKEA on joint production of 
000 decorative lamps per year. IKEA is purportedly interested in 


000 types of glassware and employs more than 4 
Neman increased sales 22.8 
NemanVs 


the Belarusian Finance Ministry reported that the 
monthly 


70 


the average pay 
18.5 percent more than in June 2005. 


VISA Area Manager Svetlana Georbelidze announced 


there were 13.4 million payments with isa 
3.8 times the pevious year 
up 3.5 times. Salary 


and two 


the number of transactions with VISA cards in trade 


ıtions of Hong Kong\'s Strategic Goods Law. The convict 


М 0A918. ECCN 04918 items are controlled for 
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Belarusian Forestry 


by the end 
their population is expected to reach 730 
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education 
\" track record 


if 
he 


Mwanawasa had the 

Northern (38 

Western (33 percent) 

while Hichilema 

Southern Province. Sata enjoyed 
Lusaka (33 


but was extremely weak in Southern 
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800 Zambian adults in 
asking simply who they would vote for in 


52 percent of respondents said they would vote for 
27 percent for Levy Mwanawasa 


we have serious doubts about the poll\'s credibility. 


political science professor at UNZA 
reported results of a second poll of 3 
Pangolin Consulting 

2006. The poll was funded by the 
which receives its support from 
including the UK 


and dropped two questions relating to 


which party would 


which party leader 


ating 


or Vietnamese agents have conspired to prevent Montagnards fr 
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who 
31 percent in Copperbelt 


to Mwanawasavs 36 percent) and also had 
19 percent in Eastern 
20 percent in Eastern 


in 
to 12 percent in the s 


he would not catch up to President 


based in most cases on existing ties 


and where the 
Kennedy Shepande 


rural parts of the country. The Litunga 

is a Mwanawasa 

and members of prominent Lozi families are part of 
including Ambassador to 

Inonge Mbikusita-Lewanika. Opposition parties 


Mwanawasa enjoys some 


home of the United Party for 
but Hichilema continues to try 


Column 4 


which turns off some prospective voters. 
Sakwiba 


who now heads the United Liberal Party 


may help deliver more of 
but 
thanks to 


from Milanzi. 


and 


local minibus 


Sata has expanded his campaigning 

thanks to his 

who comes from 

and the support of other senior politicians who 
where he poses a more direct 


but so does MMD Vice President Lupando 


appearing 


cannot 
Sata promised to drop 


heir counsel, obje 
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Sata has promised to allow former Director of 


who hails from Northern Province 


Sports and Child 
George 


000) owed to him by Chulumanda as a result 


and no money was owed to Sata by 


and then the case against him proceeded 
the election results should then be 


the ECZ 
referred the case 


nor has the ruling MMD 
about the referral. PF Secretary General Guy 


Mwangala Zaloumis 


but this 


he could not be charged 
as the President 
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and would not be above 
while some think his campaign comments are 


and that he would not be particularly different 


in the past he has allowed himself to be heavily 


which may cost the MMD support at the polls. 
the Embassy has considered the 


and he has maintained a steady pace of 
Sata 


it is still possible that the President could say 
and 
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the Ministry of Commerce has 


indicating a willingness to disrupt broad areas of the 


nor 
the prohibition against 


which 
specifically 
so US legal rights in this sector are 


until recently a litigator at the WTO 


but makes no mention of foreign control. 
in Bouflet\'s WTO experience 
the Thai effort to 


it was accepted based on a minimalist 


both sides are playing a game of chicken 


foreign ownership of land and small hotels 


albeit unintentional 


potentially 
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one that provides a firmer legal 


as well as views on 


we are mindful of other channels 
the WTO 
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\"\"Erdogan is a 
Y and “Мау the hands that disturb peace be broken. V 


000 or 
000 people attended the silent demonstration in Diyarbakir. 
thirty-two political parties and NGOs 


comprised of the mayors and chairmen of 


Column 4 
gathered at the municipal guesthouse and 


with black symbolizing mourning and 
chairperson of the 

spoke on behalf of the NGOs and 
who condemned 

announced the end of the 


Ozgur Gundem daily reported that 
such as Bismil 
Dicle and Ergani 


carrying a large black 


nine hand grenades and four 


who attended the ceremony 


made a strongly worded speech 
and stated that the 


Column 4 


EU-Turkey Joint Parliamentary 
said that the Diyarbakir bombing cast 


the goal was definitely to negate the recent moderation 


000 people convened at the CHP 


former CHP candidate who ran for mayor in March 
2004 local elections. (Note: The Adana CHP party\'s 


in a way incongruous with the 


Ozulku asked them 
CHP for power. V' 
and 


causing no 
who was injured in the crash. 
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Bian Has Faith That 
V on the other hand 
which showed that in the wake of last Friday\'s 


\" 55 percent of those polled said they support the call for 
and 56 percent said they 


an editorial in the 
\" Taiwan\'s biggest daily 


however 


and Tolerance" 


000] 


property and safety of 

offering them freedom from fear 

and the public in a democratic society must be peaceful and 
or to incite conflicts and confrontations just 

are extremely unethical 

What Else Can the DPP Do?" 

head of National Chengchi University\'s Graduate 
commented in the pro-status quo 

000] (9/18): 

and its historical 


robust wave of people power 
has fully demonstrated Taiwan\'s mature 


how can the DPP authorities not carefully 


D TO BARRVS $140 PER SHARE. ACTAVIS CONFIRMED IT CONTROLS 20.8 PERCENT OF PLIV, 
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too. But the DPP\'s unexpected 


it was 


he is therefore a president for all the people. 


all the political party 
James 


and Ma Ying-jeou no longer want to communicate with A-Bian 


whom all Green voters respect 
likewise no longer want to have anything to do with 
does it mean that everyone is wrong 


is there any state leader that is as lonely as 


A-Bian 
and even other high-ranking DPP officials all remained 


and it isolates itself within its own party as well. The 


even Su Tseng-chang\'s attempt to 
let alone the fact that Frank 
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Vai la cote\" (Evaluation 
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since 1994 


ind donor representatives t 
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France 


Nadia Aubin-Mougin is also the 


having fought hard and 


with the clear goal of advancing in her career while 


Nadia Aubin-Mougin is 


litical 


sism la 


Column 4 
but also 


employment and professional training for 
and corporate sponsorship. When French journalists 


she has often been approached by regional 


which seems tailored for her needs in terms of 


a bright woman with an engaging 
and has demonstrated that 


in the middle of major regional 


would enable her to 


she 


particularly 
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which enabled the Fisheries Department to 


Wafula responded that he personally insisted that they do 


2006 stakeholdersY meeting in Malindi. Stakeholders 
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the Kenya Marine and Fisheries 

the Kenya Marine Forum 

the Marine Conservation and Fisheries Development 
the Association of Trawler Operators 

Watamu Turtle Watch 

and small-scale fishermen. According to Wafula 


the government is 


Wafula believes 
the GOK also intends to establish Beach Management 


who net about 175 


Wafula suggested that more focus ought to be given to the 


Wafula appealed to the USG to help Kenya 


the European Union and the Food and 


the \"Southern Indian Ocean Fisheries 
V signed with the Southern Indian Ocean Deepwater Fishers\' 


in 
on a $44 million World Bank/UNDP-Global Environment 
\"it 


Mozambique 
and Reunion. KEMFRI will serve as project coordinator. 


лдег the terms of the license agreement, BHEC is require 
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Andrew Mwangura 
the GOK intends to 


000 
000. 


with minimal infrastructure or 


the fishermen 


the decision on 


itis clear that 
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and the 


limited fuel supplies may 


GE/GTi Dakar (GTi) shut down for the 


Senelec owes the independent power producer (IPP) 


e S.A. 
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despite the overdue payments 


000 cubic 


with the recent visit to Senegal of Shell\'s Vice President 
industry insiders expect Shell may succumb again to GOS 


Total 


the 


Senelec and GTi. As one 
this GOS action counters sound business 
Senegal\'s strategy of invoking a \"national 


the process for which is not clearly spelled out 


and 


therefore 


fuel distribution problems have created secondary 
such as shortages of flour for bread. 


Senelec failed to abide by the 

which according to the Director of Hydrocarbons was 
2006. Instead of paying 

which 


Senelec sent a notification of a wire transfer to GTi in 
which GTi has yet to 


y about 9 percent of 
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GTi 


GE officials indicate that they 


once again 


Societe Africaine 
2006. In an 
it was decided that 


the GOS has agreed 


SAR\'s board indicated that 


the GOS is unwilling to fully 

it was agreed that 

the 

to develop a viable restructuring 

which is to be unveiled sometime in October. It is worth 


Shell 
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Total and Exxon-Mobil) 


Senelec imported 20 
which we understand is a ten-day 
Elton and other 


there still seems to be no medium-or long-term solution 


the 


limited fuel supplies could put this plant in the 


SONACOS is in disarray 
and the U.S. IPP is threatening once again 
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advised embassy not to 


Amcomvs former local representative saw V'no 


the dispute further tarnishes Turkmenistan\'s image as a 


embassy began its advocacy work on behalf 
a firm incorporated and based in New York state 
V formerly known 


000 tons of carbon black contracted to Amcom in 


Column 4 
the seller provided all but 333.5 tons of carbon 


but the remaining 


Amcom filed another advocacy case for a 


without any explanation 


the National Security 


Turkmendokun Chairman 
but said he 


official media reported a presidential decree firing 
which were described as V'not in the interest of the 


000 as a result of 
but did not blame Amcom representatives for illegal 


a day after the carbon black embezzlement 
Amcom\'s former local representative told 
due to President Niyazov\'s attention 
because \"it could lead to 


Amcom President Alexei Shehovsov stressed to 


the Amcom President noted that \"the [Turkmen] 


Shehovsov saw \"no point to 


i donor cou 


city that epitom 
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the 


the Turkmenistan governmentVs actions contribute to its image 
but post expects a certain number 
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as some 

President Jammeh 

will be inclined to show greater 


the generally 
highlighted by the strained 


V'The Point 
stated that a climate of fear persisted within the 


the 
\" known for its diehard anti-Jammeh stance 


the 
\"The 
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\"\"Foroyaa 


as well as by Jammeh and his ruling APRC party. A 


V'The Daily Observer 
has predictably accorded 


in accordance with the 
the government-owned and operated 


10 minutes for a statement and thirty minutes 


the 
which 


authoritiesY actions against several individual 


authorities detained GRTS television reporter 
who was released on September 13 
Serigne Fye 


on August 29 


a journalist with the now-closed 
V Lamin Fatty 
awaits trial on charges of Vprinting false 


Malick Mboob 

to our knowledge. The 
Ebrima Manneh (\"Daily 
missing since July 
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it remains unsolved; allegations of official 
and we note recent allegations 


the recently-established journal 


V continues to publish. As previously reported (ref 


there were signs that the GOTG would prevent further 
as 


Sam Obi and Abdou 


according to a reliable source 


inter alia 
hence 


contacts express doubt that the \"Independent\" will 
the Gambian 


despite long-standing rumors that the go-ahead 


as some sources predict 
he will be inclined to show greater 


in 2001. 
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and suggested that KazakhTelecom might offer a 
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Samruk-held companies will be managed 
with no cross-subsidization 


the example of KMG\'s board suggests little 


\" during 


KazPost 

and 

and changes 
boards of directors 


Samruk would now focus on implementing 


in an effort to ensure 
two \"independent\" 
and to the 


only Alexander Pavlov - Deputy Chairman of the 


Mynbayev added 
he said 
UIf Wokurka (see par. 4) 


Samruk will influence the 


each company board (composed of 


for example 


and an old KMG hand) as 


a former AGIP Chairman and Eni 


lealth to discuss the critica 
Indus 


key role in nip 
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Vice-Minister of Energy & 


Mynbayev 


telling the Ambassador that \"there 
Samruk CFO 


\" with later reduction of 


the national rail company 
such as 
might eventually be privatized 


he added. (Wokurka told DCM of other plans afoot 
explaining that company might undertake a 


Mynbayev replied 
including Air 
KazAtomProm 


of the five 

all but Kazakhstan Temir Zholy were 
Samruk received 

which it passed on to 


Mynbayev noted - 
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for example 


if the 
Samruk puts some welcome 


the 


as a non-ministerial entity seeking its best 
should improve the 
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said the German Charge. Germany hosted a second 


said the German 
the French Ambassador said. Despite Japanese 


the Japanese 
as indicated by 


reflecting popular opinion in Japan 


UK Ambassador William Ehrman 
French Ambassador Philippe 


the first since July. 


istribu 
The ILO insists that t 
»nal Narcotics Control a 
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Deputy PM 


all after attending the Asia-Europe Meeting (ASEM) 
Ambassador Ehrman said. 
at which Wen compared 


like its economic system 


Wen said the next step is the township level but this 


conjectured 


the UK cannot continue to resist 


Iran 
Wen said all parties involved must work together 


according to 


said the British Ambassador. Li 


which China has signed but failed to ratify. Blair 


Ehrman noted. 


yntagnard lobbyists that poor interpretation or Vietnamese agents ha 


Ὁ Tag to ensure d 


he RSO 
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Minister of Commerce Bo Xilai and Foreign Minister Li 


climate change and sustainable development 


Media and Sport Tessa Jowell 


in 2008 Great 
sponsored by 
to promote UK firms and encourage UK 
Ehrman said. 


making a public statement that China-UK 
over 
including one for 


noted Ehrman. 


said Charge Fenster. In Hamburg 
then took the train to 

energy 

among others. Merkel was critical of 


emorandum of Unders 


ution to the RSO off 
V 
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North Korea 
who in turn pressed Merkel to increase 


which both parties signed. The Germans 
bringing the total in 


Fenster 


with meetings chaired by 


energy efficiency 


French President Chirac will visit Beijing from 
Wuhan until October 28 and Dunhuang and the 
said Ambassador Guelluy. France 


said Guelluy. Chirac will visit 


along with other yet-to-be determined ministers. 


but 
commented 


z, Jacqu 
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according to Miyamoto 
V and that \"the deal is done. Miyamoto 
believes Abe\'s attitude 


70 to 80 percent would like Japan 


Miyamoto said there is no current plan 


but Japan would like to arrange one. He 


meaning on the margins of the East Asia Summit in 


according to Miyamoto. 


said Miyamoto. The message Japan took from 


for 


noted Miyamoto. 


Ambassador 


here was little he 
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the German Minister of Transportation 


Executive Vice Foreign Minister Dai 


according to Miyamoto. 
France will hold a Strategic Dialogue 


Minister of Trade LaGarde will come to China for 


the German Minister of Defense will 


Berlin will host a bilateral dialogue on 


Germany will have its first Strategic 


the global economy 
sustainable development 
if time allows 
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Political Counselor Deng Qinghua 


Nay 


relying on air transport 
due to limited flight schedules 


Yu stressed that the Chinese had no plans 
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lease their property in Rangoon at 

Yu confirmed that the Chinese own their 
as well as the properties where 
Economic and Commercial Office 

the U.K. 

Australia and South Korea 


Deng said that there 


and in Mandalay and border 


she said 


and the relocation of the capital 


but that trade was flowing 


and is fluent in Burmese 


ng 


d 
лепі beneficial for the Chadian people. END SUMMARY. - - - - 
y identifiable with i 
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Mandarin 


the Chinese DCM and Deng\'s 
was born in Guangzhou 
and prefers to discuss administrative issues 
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Lee said he expects most 
except for the PAC-III 


however 


most notably that of 


approval of key U.S. weapon systems 


equal to 2.85 percent of 
the tripartite 


3.6 


the Ministry of National Defense (MND) 


despite the fact that the aircraft have not yet been 


i. End note.) Wataniya reportedly bid USD 355 mil 


ЛЕ on the margins of the September 17-20 annual meetings of t 


du 
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therefore 


diesel submarine 
and PAC-II 


KMT LY Defense Committee member Lin Yu-fang told AIT 


this is largely V'preaching to 


V since both already support a strong defense. 
however 


however 


21 PFP 
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KMT leaders and key legislators have 


however 
Y a nebulous 


for example 
as Blue legislators uniformly tell AIT that 


while the PAC-II upgrades are still under discussion. 
on Sept 11 


Ma and Wang 


\" though they did not 


With Caveats 


in fact 


demonstrating the tenuousness 


Su Chi 


told AIT that he 


loca 


welcomed t 


Column 4 
and Ma agree that the defense budget issue 


who is adamantly opposed to inclusion 
also 


delayed delivery 


who was a major factor in blocking the 
told AIT that 


V the КМТ legislative caucus 

Lin told AIT. After thinking a 

Lin added cryptically that \"some\" KMT legislators are 
which could 


arguing that he would prefer that Taiwan 
but only after 


Lin said 
he 
it would give Taiwan nothing concrete. 


James Soong. With its 


PFP has been able exert inordinate influence over 


Column 4 
notably in blocking the 


the PFP has one further hold over 


after two years of legislative 
DPP legislators are pessimistic that pan-Blue 


or even some of the larger weapon systems. Rather 
on 

told AIT that he expected passage of some 

he 


political tensions between Blue and Green camps 


he suggested 
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it 


for 
is a "Deputy Commander" of the 'Depose Chen" 
legislators also voice enough signs 


Defense Committee members will be able to 


the 2.85 percent of GDP target. 


neither man has to date demonstrated sufficient 


who tend to resist taking direction from 


thus 
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V Kazakhstan\'s new V'power 

made its public debut the week of 

as well as the corridor 

\" suggests that Kulibayev\'s association 


has already eclipsed its well-established 
the Kazakhstan Petroleum Association (KPA) 


founded by Kulibayev in November 2005 
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including Deputy Prime Minister Masimov and 
and was well- 


as well as to propose that the 


non-commercial union" 
KazEnergy\'s website 


the state bodies 


though 


present for the conference 


the association is meant to encompass electrical and 


V a charitable 
chaired by Kulibayev\'s father Askar 


in one way or another 
companies 


which pooled 
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the 
Kulibayev was paramount. (As if to 
Kulibayev conducted a 


it had never really 
leaving the KPA with the 


on the other hand 


which 
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proud that 


optimistic about GOL plans to move 
and open about his plans 


he gave some detail about the process and 


Column 4 


UNIIIC staff are slowly returning from 
where they were based during the conflict. The 
but 


he cited 
describing 


finding adequate 
and dealing with UN budget 
but expects to have one beginning next week. 


but he expects that 


but 


would speed the transition. Brammertz reported 


he reiterated his reasoning that an early 
even 


which ends on 31 December 


Column 4 


he believes most of his 
he 


and he is not prepared to 


but will show some progress as new evidence 


phone records 


describing how the V'28 part man" has 
V with the discovery of more body 


he also 


which he would not elaborate 


\" including its investigation of Bank Al-Medina. 


Brammertz said 


Brammertz believes that does not mean he was not 


the target of a car bomb attack on September 5 
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Brammertz reported 


he said. Brammertz 
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Y and runs Pierre Lellouche\'s op-ed 


V Pope Benedict Wants to Calm Muslim 
while Liberation reads V'The Pope\'s 


La Croix urges Muslim 


entitled V The Pope 


the President said that he is confident that Israel will 


Column 4 


President Chirac said that he is optimistic 


Germany 


Democracy and the Shock of September 11.\" 


\"France has a small advantage over certain European 


because of its secular Republican system.\" 


where he is far from 


but notes that Mahmoud 


V is such that to admit to being a 


and even if the French like Coke 
our nation has not sunk so low that it needs to define 
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who was also 
is a distant cousin of 


which headlines V'A Reigning RoyalV 


Strauss-Kahn is next with 12% and Fabius comes 


former Prime Ministers Juppe and 
and Le Pen of the National Front. 


Le Figaro Economie and Le Monde report on 


\"the automobile industry is also 
the only car running 


Chairman of the IMF and President of the World Bank 
in favor of world trade and open markets. The op-ed is 


he underscored 
Jews and Muslims... Those who 


Column 4 
in order to re-enforce their power 
to fan the fires of a clash between civilizations... It 


we choose to remain 
leaving the Pope alone to finger the dangers of 


being infallible 


the Pope cannot 


the debate will not be enhanced if Islam is 
and Muslims with terrorists...\" 


which is losing popularity and which 
one hopes 


in the Territories 
as shown by his scheduled 
convinced that bringing 


it was clear that two 
two different doctrines were at 
Sarkozy\'s and the PresidentVs... Says Dominique Moisi: 


the Elysee has tried to minimize the PresidentVs reactions... 
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and the decision to stay out of the war in Iraq one of the 


Vis taking a real political risk by refusing to play on 


the Socialist Deputy from Landes 
lying like a puppy in front of his master 


not an alignment... But because are 
and because certain 


criticism was quick to follow... Should we not have proven 
Vis 


and even if the 
and American mini-series 


the 

the U.S. and the Communist block... But 

the Movement is fueled by a one-way feeling of 
Hugo Chavez is trying to 


although African 
V they are not 


while others depend on U.S. 


even if they disagree on many points. 
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Column 4 
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as well as 


who initially favored a V'State Commission of Inquiry 


a Government Review Committee is restricted to drafting 


\" and is based 


but 


the minister of justice may determine that the committee 


Column 4 


it may issue a search warrant to 


in the form of a report and recommendations 


the committee/commission 


foreign relations 
the safety or privacy of an individual or to the method 


but 


Column 4 


a suit may be 


having weighed the matter from a 


itis not yet possible to say how 


PM 
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Taipei police 


September 15 
encircled the 
and ended at the Taipei 


police estimate 360 
which stretched for three 


leader of the movement to V'Depose Chen 


offering thanks to God and declaring the \"siege\" a 


Column 4 


Shih and his 


with support 
countered the V'Depose Chen\" march and sit-in 


September 16. Police estimated a turnout 
000 despite rain and wind. Most participants were 


where DPP support is strong 
Presidential Office 


playing up the ethnic card 


V and as instigating a \"Red terror 


the standard gesture calling for him to 


apparently 


when it will return to Ketagalan 


who hold permits to demonstrate on Ketagalan until 
have announced they will not conduct 
a decision Frank Hsieh described as 


absent a Chen resignation 


Column 4 


while probably a welcome break to many Taipei 


may prove only a temporary respite 


the anti-Chen movement does not 


rather than desert 
however 
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\" VEI Cronista 
Pacific Forum 


John Craddock 


General Craddock 
rule of law 
and institutions are transparent.V 


which was organized by 
Craddock said that Vnational and public 


more efficient governments are created 


Column 4 


English-language \"Buenos Aires Herald\" reports (09/15) "А 


passing a bill it said would protect the rights of 


Jane Skanderup 

verified increasing 

and the important role 

this is why she said Washington is \concerned\' about the 


VChina will continue 
but commodities prices 


which is politicizing the bloc. 


columnist of business-financial 
V writes (09/15) V'According to a report from CEPAL 


which was entitled 


Column 4 
V trade between Latin America and China/India has 


senior associate 
lectured in Buenos Aires on the 


one of the central issues posed by this 


and therefore 


and the effect it could 


economic columnist of daily-of-record \"La 

V writes (09/15) V'According to Jane Skanderup 
Center for Strategic and International Studies 
and it believes 


Skanderup underscored that the US fears that 


but it is a false expectation to think that 
in any 
(our) concern is that investment is guided by politics. 


Skanderup 


Column 4 
traffic of people and 


which China could well use (for its own purposes). 
Washington wants the region to have strong democracies 


senior economist at the Center for Strategic and 
described a disappointing reality - VIn the 
China has a very strong interest in the region 


and l think they 


with recovering economies but 


drug trafficking. The US is concerned about the fact that 
and that it could 


and that this could have a negative impact on the region. We 


China only promised investment that it did not 


sustainable economic growth 


economic and political columnist of 

V writes (09/15) V'According to Jane 

researcher at the Center for Strategic and International 
an influential think tank in Washington 


Column 4 
the main concern in Washington is that the 


to some degree 
and 


and for this purpose they should not Vget distracted 
she mentioned Venezuela\'s 
which will politicize the bloc. China\'s 


and China offered a free trade to Mercosur in order to 
it gives high priority to its 
thereby obtaining a window of 


the US Assistant 


Thomas Shannon 


said that it is not a Vzero sum game.V 
he acknowledged that Beijing has increased its involvement 


this is not in line with perception of lack 


which is the root of many national and international 


it is a typical situation of reactive response to the 


visit our 


Column 4 
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and inquired about Aoun\'s recent trip 
the source of Aoun\'s enmity toward Prime 
and Aoun\'s strategy ahead of the next 


Aoun emphatically denied that FPM took even \"one 
although he suggested that FPM 


not only 


for their own use or via intermediaries 


and any weapons FPM has 
not for 


but had no credible evidence to back 


Column 4 


Auon 


cutting off Lebanon\'s trade access. 
he argued. 


Aoun explained that 
he had 
and with 


Aoun suggested that NasrallahVs shift from 
anti-government rhetoric in the last week 
defending his calls for the 


\"national unity" government better able 


without really planning for greater 


Column 4 


the failure of a special committee 
lack of progress on an 
and failure to provide 


BUT NO STREET ACTION 


he said 


he insisted. In fact 


Column 4 


commenting V'the Shia split in 


Aoun was prepared for our demarche. 


although we need to continue to monitor 


that Hizballah\'s arms and aims are the antithesis 


Siniora does not threaten Lebanon\'s future in 


Aoun still sees Siniora as the bigger 
the solution of which justifies his Hizballah 
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proud that 


optimistic about GOL plans to move 
and open about his plans 


Column 4 
he gave some detail about the process and 


UNIIIC staff are slowly returning from 
where they were based during the conflict. The 
but 


he cited 
describing 


finding adequate 
and dealing with UN budget 
but expects to have one beginning next week. 


but he expects that 


but 


would speed the transition. Brammertz reported 


he reiterated his reasoning that an early 
even 


Column 4 


which ends on 31 December 
he believes most of his 
he 


and he is not prepared to 


but will show some progress as new evidence 


phone records 


describing how the V'28 part man has 
V with the discovery of more body 


he also 
which he would not elaborate 


\" including its investigation of Bank Al-Medina. 


Brammertz said 


Brammertz believes that does not mean he was not 


the target of a car bomb attack on September 5 


Column 4 


Brammertz reported 


he said. Brammertz 
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including artillery 


Says GSL 


south of 


from which the LTTE had fired 


Column 4 


suspected LTTE cadres fired 


although no soldiers were killed. On 
11 Muslims were found reportedly 


five kilometers south of the USAID-funded Arugam 
military spokesman Prasad Samarasinghe told pol 


speculating that the killings may be linked to a 


at least while the President is at 
if not longer 
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resident in Chennai since 2002 


Column 4 
the 


implying the 


such as Chattisgarh and Jharkhand where 


Sen is clearly unrelenting in the pursuit of 
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there are critical policing gaps in 


the ANP will remain 


the Combined Security Transition Command - 


and have a 
000 personnel deployed in four 
200-man brigades. CSTC-A estimates that training and 


UNAMA and other key players on police issues. End 


Column 4 


increasing the 
and 


Kandahar 
and Paktia). Accomplishing these tasks in the face 


the police \"rebalancing\" 
AWOLs 
approximately 700 of the target total of 


100 additional ANP have been recruited in accordance with 
with another 300 expected to be 


those 


which 
the ANP currently lacks 


the ANP generally does not have the mobility 


narco-traffickers 


the CSTC-A Police Reform Director recently 


Column 4 
the COM/C would 


000 personnel in a force 


highly trained 


East 


Feyzabad 
Jalalabad. These urban units would be specially 


hostage/kidnapping situations 


the COM/C would be outfitted with armored vehicles 
radio communications packages 
machine guns 


і.е. June 


with CSTC-A Deputy 
met with German Police Advisor 


especially in the South and Southeast 
although 


Frick accepted 


Column 4 


and that the GPPO and German Embassy will 


Germany 


i.e. riot police training. End note.) 
Ambassador Frick remarked that the word 
and 


such as V'intervention police." BG 


Mr. 
Director 
emphasized the critical 


support and services for 


and wide scale abuse of the public by vigilantes 
gangs 

but 

it did not go far enough in addressing 


and has not been approved by the GOA or officially 


and there is a strong case to be made for 


Germany 


Column 4 
fully 
rule of law 
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National Bank of Oman CEO Andrew Duff 
which he 


Maqbul 
but 


and well-capitalized. He stressed that the 


noting that 


as well as on benchmarks for foreign 
inflation 


as opposed to a Gulf Central Bank 


including the Minister of Transport 


one of which questioned the government\'s decision 


ARN MORE ABOUT PRC INTENTIONS DURING A TRIP TO BEIJING TO ME 


re 


Column 4 


though he expressed 
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renewed Syria track 
the GOR continues to 
GOR support 


numbering 300. Lavrov pushed for normalized 
within the context of Syrian 


and 


and questioned whether it was 


PM Olmert 


Russian MFA Director for 


Damascus 


in the wake of 
regional interest in another round of 


GOR aid 


Lavrov met V'with all of Lebanese society" 
President Sinoria 
with a pre-trip telephone call to Saad Hariri 


the GOR found Nasrallah\'s star ascendant 


he was transformed into a regional power. Lavrov 


and Climate (APP) 


Column 4 


but underscored the GOR belief that any 


yes; direct commands 


but there was no direct evidence of Iran 


Vershinin expressed in careful terms the 


and questioned the intensity of 


Russia decided to send up to 


Vershinin said that FM Lavrov believed another 
along the lines of the Madrid conference. 
in order that any 


Vershinin 
we should work with it. V 


including concentrations under Hezbollah 
as one reason for Russian diplomatic 


Column 4 


ready to negotiate 


wanted peace with Israel 
and interpreted recent GOI actions (reftel B) as 


Vershinin said 


Vershinin commented 

although there was no agreement 
given that it was an \"original\" peace 
Vershinin 


nothing substantive could be accomplished. The GOR 


but Vershinin was non-committal 


in order to determine whether there was leakage to 


except 


Vershinin insisted that relations 
with Russia enjoying a more intensive 


ING-TE OR CHEN?S OWN ATTEMPTS TO SHORE UP HIS BELEAGUERED POSITION, BUT ON 


Column 4 
he noted 
following on the 


with the over one million 


with Putin having instructed the MFA to 


\" Vershinin commented 


and requested GOR assistance. Subsequently 
the GOR talked to the Palestinians 
although Putin 


the GOR 


the 


Vershinin 
resonated in the region. The GOR was not looking 
V Vershinin argued 


Vershinin implied that the GOR\'s alternate 

a meeting of international experts first proposed 
continued to be 

despite a similar Israeli cold 


although their readout was 


INOUNC 


Column 4 
and more an exchange of views 


AL ministerial 


Vershinin said 


but argued that the 


Vershinin 
which he attributed to open GOR lines of 
since the GOR did not classify the organization a 


he 
realized that they had reached a dead end and 


arguing that \"simultaneous\" implementation of all 
as well as to renounce terrorism) was 


Vershinin 
it would provide Abbas with the authority he 


but 
meeting 


while promoting 


Column 4 


we will 


the GOR will host UAE Crown 
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reason para 1.4 d. 


we 
are working publicly and privately to 


our two 


and direct party-to-party contact may 


it is important to test the actual 
especially the boycott-threatening 
publicly seeking to facilitate 


the Ambassador began a series of 


a proven confidant of Awami 
the Ambassador noted that the 


Column 4 


the 
there should be recognition that inherently 
not legalistic 


who is closely tied to PM Zia and her son 

the Ambassador stressed the importance of reaching 
demonstrating a commitment to a level 

and acting in a statesman-like manner. 


an idea recently resuscitated by business leaders 
the Awami 

and as he 

Mannan Bhuiyan 

the current 


especially within the Awami League 


Y аз well as the Awami 


Hasina 


while continuing to rail against a \"plot\" 
has 
revealingly 


our interlocutors have accepted 

in 

can expect їо \"get 100 percent." Our British 
and Australian colleagues have reinforced our 


has 


Column 4 


the BNP because it thinks that it 


rigged or not 


whether it is bent on confrontation or open to 
and deflecting 

үу 

the issue that could scare the two 
undermine the outcome\'s 


and ensure prolonged instability 
would be tantamount to a 
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the eastern border provinces of Kunar 
sandwiched between Badakhshan in the 


are far from stable. Kunar and Nuristan 


conducted by Afghan National Army (ANA) 


temporarily dispersed Kunar 
s branch of 


Column 4 


ANA 

with mixed results. CF elements 
have recently pushed north from 
still a safehaven for 


blocking his infiltration routes from 
and destroying his historical bases there as 


Kunar 


which can 


but Nuristan 

security problems are compounded by an 
in the case of most parts of 

by the lack of any Afghan National Army 
lack 


and are 
with each man 


Kunar Governor Assadullah Wafa 


at least 


giving the 


responsible for monitoring up to 


Column 4 


and the remaining 140 


e.g. 
work with tribal shuras 


e.g. 
district chiefs have preferred to 

V frequently people related to 

from the village(s) nearest to the post in 
who is then vetted by the district ANP 
Afghanistan 

as the 

signs off and 

S packet to the ministry for 


and are not paid 


though disbursement of these funds in 


s inception. 
who gets no training from the ANP or 
must supply his own personal weapon 


though the Watapur district governor states 


sometimes on the black market. 


Column 4 


with tragic results on one occasion 


though 


auxiliary and ANP forces 


were speeding in an unmarked car along the 


believing the armed men to be enemy fighters 
killing one ANP soldier and two 

as well as wounding a policeman and 

GOA 


through Mol 


most of 


causing CF and GOA to question whether 


the very presence of 


intimately familiar as 
can 


Column 4 


coming to the aid of 
something they might 


at least in Kunar. District 


the 


and that Kunar will follow suit. Either way 
but they at least 

S 

to avoid a repeat of 


the GOA will try to 
giving them 


action is 


issuing them uniforms and ID cards 
and eventually (it is hoped) folding them 


it may take some time to bring the 


the auxiliaries may at 


Column 4 
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the Taus-Elsner meeting was 
but is was likewise sharply criticized by 


and 


one of the main suspects in the Bawag scandal. The SPOe 


he said. 
she called on him for 


according to mass 


V the Federal President has declined the 


Federal Chancellor Wolfgang Schuessel demanded that 


who has the better ideas and concepts 


foreign policy editor for independent daily \"Der 


more than three years 
Iraq has still not reached the turning 


Column 4 


the large Sunni-Shiite center 


which took place under US pressure 
since it alienated the Shiites 
the Shiites are prepared to 


the militia groups are to be disarmed - however 


Sweden has opted 


consisting of Liberal PeopleVs Party 

and Christian Democrats 

which it plans to finance 

who advocated a 

was held by the Swedes to be lacking in new 


writes ORF online. As Prime Minister 


there will be no referendum 


although they lost 10.4 percent compared to 
the neo-Nazi NPD party won 


meager election results for the Leftist Party could 


Column 4 
since the CDU 


writes independent daily V'Der Standard." The rise of the NPD 


where the 


the Pope is now trying to 


Muslim associations in Europe have hailed the 


reports mass circulation daily \"Kurier.\" 
which is ascribed to al-Qaida 
and in Somalia 


writes 


the establishment of a nuclear fuel bank 


will be 


the 
at a summit meeting in Havana 


and Cuba were assured of moral support against US 
but they were 


which had undertaken 
anti-imperialist touch. Venezuela\'s 


Column 4 


anti-American troublemaker. In 
independent daily \"Der Standard" is 
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it should be possible to arrange a public interview or 


the EU as host of the most recent Co-chair meeting 


Column 4 
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as well as on the judicial 


000 (IT portion: $11 


the International 
the National Democratic 
and the International Republican Institute (IRI) 


IFES will provide IT and other related equipment 


763 
585 


and State Health Agency of Armenia 


and procedures to extend primary healthcare (PHC) reforms 


Column 4 


Armenia Social 


the Project will create a Licensing Database for the 


provide 
and a minimal number of workstations for the system. 


047 


IT associations 
Public Services Regulatory Commission of 
National Assembly of Armenia 


Column 4 


networks 


public and private 
regional and international institutions in developing 


000 
000 


local governments 


000 
400 


Commission on Export Control 


dual-use goods and other items regulated by the 


000. 


Column 4 
printers 
as well as provide training to police 


000 
000 


Government of Armenia 


hub to link all 
switches 


994 
000 


Government of Armenia 


printers 
etc. to help train candidates of the National Security 


000 


Government of Armenia 


593 


200 


Government of Armenia 


Column 4 
including a computer classroom 
server 


850 


Government of Armenia 


000 (est.) 
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\" bringing together representatives from 

NGO groups 

most of 

and adopted a 

among other things 

an end to political 

and the removal of President Bakiyev\'s relatives 


observers had expected more from the rally. 
event organizer MP Azimbek Beknazarov promised 


Kyrgyzstan\'s political opposition 
V or \"people\'s congress 


the 
with most of the crowd sitting 


Melis Eshimkanov 

as well as NGO leaders and activists 
Beknazarov\'s fellow Asaba 

Roza Otunbayeva 


State Secretary Adakham Madumarov 


Column 4 
Security 


with a number of local 
but the mood intensified throughout 


saying they wanted V'real reforms.\" Madumarov and 
arguing 


and that 


stirring up 


or face the 


following Ramadan. 
most of the crowd proceeded to the 


many 


Column 4 
however 
as turnout was lower than expected 


even if 
are tired of regular rallies 


in fact 

and it did not really address current 
as he could have 

the special 

and is expected to announce some 


President 


with Parliament and the opposition energized by 
the political situation in Bishkek 
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and that they say it is 


but 


with the exception of the U.S. 
and urged the U.S. and the 


now administered by UNMIK. 


Column 4 


but that overall skill 


political 
\" and recommends the 


yet has been largely neglected. While this is a 
it remains a fundamentally human 
to consider 


without which these issues will remain 
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four of which 


the Syrian military officials received material that 


attacks the nervous system and kills 


Column 4 


the ship arrived to Tartous Port 


and there will be no survivals due to 


this material will be used against 


i.e. an iron box that 


partner of Maher 


one of them is Captain Ahmad Abdullah Bayazeed 
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and taking into consideration the interests of 
Tymoshenko 


Yanukovych was saying the process of WTO accession 


Column 4 


Ukraine\'s leading political 
suggested that Yanukovych would have little 


but something changed during the 
and Boiko and his ministry seem to be taking 
though 


which could come to the detriment of Ukraine\'s 
since he would trade political 


the Ukrainian chemical industry was heading towards 
leading Gazprom to negotiate with individual 
offering lower gas for equity. (Comment: Although 


published financial reports so 


but the energy and fuel industry for 
Mostova said. Boiko 
but the head 


Yanukovych invited SBU Chief Dryzhchany to 


Naftohaz 


\" said Mostova 


Column 4 


it would enjoy unchecked 


such as 


Belarusian President Lukashenko had begged 


but that 


on the other hand 


he 


which was a good sign for Ukrainian 
but Russia 


not 


PM Yanukovych 


with some modifications. 


which he stated were 


Column 4 


Yanukovych 


he argued that the previous government 


and the state monopolies had in 
so 


so they in turn could 
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and he will need 


the U.S. would support 


Tarasyuk with acceptance 


domestic politics 


Column 4 
re-endorsing the landmark June 2003 Law 


Yushchenko had convinced Yanukovych that Ukraine 
Tarasyuk 


and MAP at Riga was highly 


but what would be Yanukovych\'s attitude. Given 
Tarasyuk 


a DFM with the 
the MFA told us that Yushchenko had 


some focused on the Balkans 
some on Ukraine and Georgia 


worried about the Russian angle. In 
what mattered most to the U.S. was: how committed 
not for 


the parties were still adjusting to each other 


not just in military reform. President 
the 


but neither did we want a country in NATO which did 


Column 4 


suggesting adjustments 
who had 


personalities like Yanukovych were transitory; 


Hrytsenko 


both to send a signal to 


the values and policy directions he 


and the new government had not proved 


Hrytsenko feared 
without a strong signal at Riga 
all up to you\" message 


without any legal basis 
and 


for 
at below cost (only 
not covering operating expenses) 


the GOU had made such decisions to send positive 
but he feared the new government 


Column 4 


Hrytsenko stressed that many of 


there was less to be done in the short-term 


which Yanukovych said he backed; 


Hrytsenko claimed that the 


let\'s do business 


given the need for 


was Yanukovych\'s assertion that he saw himself as 
given the challenge of 


the 

increasing 

Crimea lacking parliamentary 
once 


the Rada had quietly 
and there was no negative 


Yanukovych focused on 


Column 4 


S possible involvement in the AN-70 military 
a nearly completed project now in jeopardy 


but Yanukovych expressed confidence it could be 


particularly taking off and landing on 


engines 
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the emphasis should be on 
which involved four elements: 


employment generation 
Karat 


000 farmer suicides between 1993-2003. To 
public investment in agriculture should 


Karat\'s solution was to link agriculture 


Karat felt 


Column 4 


50 percent for industry 


and the remaining 25 percent for property 


Karat said 


West Bengal\'s SEZs 


reflecting a lack of efficiency and 
noting that Prudential Financial Services 


the CPM disagrees that the insurance sector will help 


Column 4 
and agreed on privatization of loss-making 


adding that the party reacts to prevailing conditions 


Karat said the subject was 


KaratVs remarks to 


the CPM is also influenced 


schools and other facilities and to sell the 


Neotia is widely 


are similar to earlier objections 


the CPM has 

supposedly out of 

small-scale 

the GOWB is permitting Reliance 


the CPM\'s agenda is designed 


Column 4 


and without 


the CPM\'s old 
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Sheikh Mohammed bin Zayed Al-Nahyan 


Abu 


Mubadala CEO 
and ADIA Deputy Managing Director 


Column 4 
including five 
played a leading role. MinState Khirbash said it 


A/S Sullivan told ADNOC CEO bin 


noting that -- in 


particularly 


which 


but underscored that sustained prices in the $70 or 


adding that 
it would impact 


bin Yousef stated that supply and demand were 
but acknowledged that there was little 


since oil is a \"strategic 


Column 4 

having added 

000 b/d in production in 2006. By mid 2008 

000 b/d of condensate to its production. bin Yousef 
Vrealistically speaking 


procuring and construction (EPC) contractors. The 
he noted 


noting that 


s comments and 


A/S SullivanVs interlocutors 


labor and telecoms. ADNOC CEO bin Yousef 

but noted that even absent an 

U.S. companies -- as proven leaders in the energy 
but increase\" their role 


just as the U.S. had 
so too 


adding that ADNOC was 


he explained 


and Fluor. 


MinEcon U/S 


labor 
energy resources belonged to the individual 


Column 4 


asa 
had 


the Ministry of Economy could 


in the 
the EU had accepted the UAEVs 


S bilateral investment 


but noted that 


national 
etc. In addition 


but added that 
the UAE had brought the 
whereas he expressed 


Bahrain 


he explained 


but puts conditions 


he noted 


Column 4 


he emphasized that the USG still very much 


both MinState 


s economic 


but put in a plea for technical 


but would like to work together to 


he said that Legislative 


defense 
automotive 
U.S. businesses expressed their 


Column 4 
the group also expressed concern about UAE agency 


but stressed the 


9/18/2006 12:58 


the demonstration in Minsk attracted 
500 participants. The U.S. and EU heads of 
and Charge took 


due to an \"unexplained\" power outage that affected 


500 Participants 


youth activists 


500 
waived independent youth and Belarusian 
and later held lit candles 


Column 4 


opposition youth leader Nikita Sasim 
daughter of disappeared businessman 


which had 
was cut short by an \"unexplained\" 


the event organizers received permission from 
but not a concert. 


or if the event 


including nine 
several police cars and an 
gathered at the Belarusian National Academy of 


which the authorities had denied. End note.) 


Column 4 


Poloffs observed that nine 
two five-ton prison vehicles 
and numerous rapid response OMON personnel 


including Charge and the EU HOMs who were 
despite the significant 
Poloffs did not observe any indications 


their blatant attempts to 

including closing 

cutting power to the park in the 

and staging a significant security 

were quite obvious. Post has not received further 


however 
as evidenced by 
buttons 


it was encouraging to see opposition leaders 
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our contacts 


Column 4 


which is called for under 
the GOB is 
Deputy Chairman of Belarusbank 


none of our contacts 


any union would serve only to further diminish the 
an 
suggested that 


even if such an 
Karbalevich stressed that 


TERS OF THE TOWN HAVE REPORTED CHOLERA CASES. ALSO, THREE DEATHS HAVE BEEI 


Column 4 
Lukashenko will likely refuse to budge 


itis doubtful Lukashenko would want to 


Aleksandr Potupa 
said Luka 
including over business 


when Putin is expected to be in Minsk 


however. 
the senior economic correspondent with the 
told us it would be a big 


as each side wants to hold out. Economist and 


our interlocutors could not foresee a clear 


most likely in 


although not 
helps drive the 
and thus any significant growth in gas 


albeit more slowly if gas 


the head 


Column 4 


told us plans had already been draw up 


the Belarusian leader has shown no interest in 


perennially extending BelarusV 
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V comparing U.S. 


September 18 


to which 


000) headlined its story V'U.S. Hails SultanateVs 


Column 4 


Arabic government-owned daily 
000) said that \"Caution and Cooperation to 


whether through Al Qaida\'s 
arguments and 

especially not 

with followers of those 


Al Qaida\'s increasing threats are 


mutual respect and 


which are all seeking to make humans happy. 
it is not a coincidence that [the Middle East 


Al Qaida\'s 


it is important and necessary for 


as well as by many of those who are interested in 
the 
by itself 


the atmosphere in which it 
and its scope at the domestic 
removing any Israeli excuses 


Column 4 

and the high level of Arab support in 
and the 

can be used to 


\"Al-Watan\" (privately owned daily 
000) wrote that V'The National Unity Government is the Rescue Te 


which includes the United States. This makes it 


with Al Quds (Jerusalem) as its capital... The 
despite all their factions 
and instead to strengthen the language of 


instead of trading accusations. All parties are now 


\"Oman\" looked at Iraq \"From the Moguls to the 


its era as an Islamic state 


after more than five golden centuries 


playing tribes off each other... The 


Column 4 
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V and remarked that the SaudisY minimal presence in 


al-Jabri pointed 


as was the support the CMA 


but that the CMA still needed to convince the Ministry 


to which al-Jabri replied 


Column 4 
preferring to concentrate its efforts on 
al-Jabri 


Abu Dhabi 


where brokerage firms in any of the three markets 


private sector interests 


as well as its interest in co-sponsoring 


supporting additional investment vehicles 


the CMA has issued 


including 


who is chairman of a microfinacing bank in 
is also keenly interested in promoting programs 


Embassy would appreciate 
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and Milososki reiterated the 


while 


but noted strong pressure from the 


which would restrict registration of 


Column 4 


Martin Protogjer. 
Chief 
and State Counselor Milan 


GET TO WORK! 


Defense Minister 


Minister of Interior 


with a 


Milososki said 


Afghanistan 
and on the basis of performance. 


N 


Column 4 


which we shared 
DUI. The GOM needed to demonstrate 


understanding 


and to limit 


he had publicly called for a 

once the site 

which Ahmeti had led. That venue was 
Gruevski said. He had countered with 
which Ahmeti had refused. 

together with the smaller ethnic 
however 

\"rhetorical blackmail 


made that 
the government 


it would be useful for the GOM to continue previous 


noting that he planned to meet PM 


Milososki said 
\" 


Column 4 


with Greek local 
it was unlikely there would be any 


it would be prudent to avoid provocative 


shortly after he assumed 

Macedonian journalists had tried to pin him down on 
even though they already knew his position on 

but quickly decided 


and to then avoid further 


but resolving the issue was likely to take time. He 


as well as extensive cross-border 


but considered a schismatic by the Macedonian 


the Ambassador said it also was important to ensure 


including the right of 


Islamic Community/ICM 


and Methodist Church) and they fully 


and the ICM\'s 


Gruevski said it would 


Column 4 


and did 


and said he would ask his staff to 


having seen the diversity of 


who lives in Chicago. However 


including some who 
were being moved around or 


even when professionals were moved out of their 
those slots were subsequently filled with 


including 
however 


leaving it to absorb 


recognizing 


it will be important for the USG to 


Column 4 
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and participated in a public diplomacy event 


WATER NOWHERE; NOR LOANS 


expansive terrain that has fostered huge cattle 

many of which have been passed down from colonial titles. 
000 head of cattle at a 

and the landscape is dotted with the distinctive white-gray 
the CG 


run by the federal government's 
Embrapa. He also toured a large 


many of whom own 


and because of Brazil's notoriously 
ranchers say they are hard pressed to obtain 


known 

some 

000 head of cattle were destroyed 
which is the world\'s 


but new cases were reported in Mato Grosso do Sul in 
claiming 


for example 
and thus 


in August 2006 Paraguayan officials announced the 


Column 4 


and threatened to 


any such significant conversion of 


since currently Brazilian cattle enjoy the 


V Brazil remains 
and exporters here achieved 


a 15.5 percent increase 


Russia remained the largest 
while the United 


particularly Egypt 


and two new giant slaughterhouses may increase the 


000 
000 


Column 4 

due to be completed in May 2007 

000 head of cattle per day. But at the same 

cattle prices have fallen and producersY operational costs 
highlighting the almost polar economic positions of 
particularly 


where it borders Sao Paulo State. Since 
International Paper has been steadily buying 


and planting large tracts of commercial eucalyptus 
due to unique aspects of 
Soil characteristics and biodiversity 


reaching peak maturity in seven years. The company\'s 
where tree cuttings 


plantation style. A variety of saplings are first planted in 


landowners must set 


instead of a patchwork of smaller 
it also creates a greater buffer zone along area 


but 


Column 4 


but it also has been seeking 


and the company expects final 
000 temporary workers building the component 


rather than having a single 


including waste recovery that will be used to 
once started 
and will actually add power to BrazilVs grid 


the CG also participated in a public affairs 


policy makers 


which included an indigenous dance performance from 
also highlighted a documentary 


the film will 


and have 


and with government agents whom 


Column 4 


SHORT ON CAPACITY TO CONTROL IT 


Secretary 
and various police 


federal agencies from 

but a 

particularly on the Bolivian and 
according to these officials 


with most of the 


a flat 
Paraguay and 
noting \"the animals do not stop 


\" but environmental protection enforcement often does. 


who will follow up to 


and forest fires in the nearby national park were 


Column 4 
the 


and possibly a bust to others. The beef industry 
who have been bearing the cost of unfavorable 


disease and currency exchange rates 
who have managed to buffer and even prosper in 


the economic 


suppliers 
but there are concerns that the influx of 


tighter enforcement at Brazil\'s major ports 


Rio de Janeiro and beyond. If local 
security will have to be assured 


well-developed and enjoyable 
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fairly 
was of a learned sort 


the pope cited a comment made by a 
Manuel ΙΙ Paleologus 


if not necessarily to Muslims. The actual 


Column 4 

a very small part of the lecture 
several 

and considerable commentary. In 
this 

the reactions it 

and our interpretation of the situation. 


the pope embarked on the lecture with the 


when I read the edition by 


during the siege of Constantinople 


and deals 
while necessarily 


the New Testament 


in the context of 
| found interesting and which can serve as the 


the 
256 reads: There is no 


when Mohammed was still powerless and under threat. But 
devloped later 

concerning holy war. Without 

such as the difference in treatment 

he 


in these words: V'Show me just what Mohammed brought 
and there you will find things only evil and 
such as his command to spread by the sword the faith he 


Column 4 


and 


not the body. Whoever would lead someone to 


or weapons of any kind 


Medieval Christian scholarship 


the president of Turkey\'s Religious 
Ali Bardakoglu 

and he considered it to be 

hostile 

Secretary-General of the 

and Dalil Boubakeur 

were also quick 

Egypt 


called for caution and hoped for clarification. Most 
al-Qaeda militants in Iraq have reportedly vowed war 


gunmen shot an Italian nun 


Column 4 


the Holy Sees 


and 
\"obviously also toward Islam\". 


the newly-installed Secretary of 
Cardinal Tarcisio Bertone 


as well as the clarifications and explanations 


that the Church regards Muslims with esteem 
their monotheism 
etc.). 


and (could have been) interpreted in a manner that in 


peace 


and said the pope\'s words had been 
head of the 

wrote a 

in 


rather awkwardly 
they should know that the pope\'s desire 


Column 4 


such as British Cardinal 
also came to the pope\'s defense. 


September 17 

albeit briefly. 

and making his first public remarks 
he said \"! am deeply sorry for the 
which were considered offensive to 


which do not in any way express my personal 


which in its totality 
with 


and will report the results of those 


itis clear that Pope Benedict XVI has 


implications. A common view is that the pope 
simply didn\'t imagine 


or trouble-seeking Muslims 
and forestalled 


Benedict is not in the habit of 


it taxes the imagination in today\'s 


Column 4 


and also 


an emperor whose life was defined in combat with the 
must have 
too 


nor back down from defending the 
he was also known for his belief 


journalist Sandro Magister 


with marked 


such as 
made 
he surely did not intend 


including the pope 


that means the Wednesday audience on 


any USG comments on the matter 
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numerous interlocutors told the 


Column 4 


who hails from 


Boeing would not have agreed if the site had 

he stressed. In general 

from Minister 

was highly supportive and accommodating towards 
Keskar said. 


Keskar added. He could not say 
but hinted that the $100 million 


000 jobs will be created 
he said. Keskar 
said he had already begun 


only planes from Indian carriers will be serviced 


he said. 


Boeing will sell over 20 


Keskar hinted that Boeing 
but 


Boeing will deliver over 100 planes to the civil Indian 
he said. Jet and Air India will both take 

he said. 

he said 
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while the business 


rail and air 


since numerous Indian and multinational 
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Turkish Cypriot leader Talat is prepared to start 
without a leaders\' meeting as a 


\" he stated. Talat is well aware of GOT views but 


both Turkey and Talat want talks to start without 
which the GOT 


Column 4 
which allows for trade-offs 
for example 


all of which fit 


Apakan stated 


each and every time is ripe. There should be a 
and ensure that both 


the GOT had 
all that 


they are looking hard at the 

which contains some elements that would not 
however 

would study it 

and would be willing to discuss the details. He 
opening Ercan 

which would help the 


he explained 


Apakan focused on legal obligations he 
the GOC had a responsibility to work toward a 


he stated 


and maintained the GCs had undertaken obligations not 


Apakan 


Apakan lamented. 


Column 4 
which the UK Government concluded 
Turkey 


any settlement that replaces the 1960 \"birth\" should 


the Greeks had 


the second of three 


they should say so and 


Bryza noted 


since the 2004 referendum 


Apakan concluded. That was the 


Gambari had reiterated that the 


because Gambari believed he could convince UNSYG 


Bryza continued 


who remains intent on moving ahead. The GOs say that 


Papadopoulos\' 
but 


Column 4 
an 


but not necessary 


and believed there were arguments to be made in a 


as the GOT 


lifting the embargo would not constitute 
\" Apakan stated 


Apakan professed 


he claimed. It was not an 


but wanted to ensure that this was not exploited. 

Bryza made clear the United 

despite the Turkish side 

an eventual Varosha handover to the GCs must be part 


but by trying to think 


then noted that 


nothing can happen to 


as Bryza suspects will be 


Column 4 

y 

VWe don\'t have the authority 
your 


Turkey would first focus on studying the 


that they continue 
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with front-page mention of the 
as 


which had not commented previously 


describing the Pope\'s comments as \"a 


the UAEG also conveyed its concerns 


A SHARES THROUGH DIRECT OWNERSHIP AND OPTION AGREEMENTS. THE COMPANY А5! 


Column 4 
ina 


called for the Pope to apologize to Muslims and 


as 
and on the official WAM web site 
in a call for moderation 


over-reacting) in responding to 
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the shared opinion was 


adding that he had no problem with nearly 
but disagreed with some of 


and speaks excellent English. An updated bio 
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local commanders and leaders remain willing to 


which had prevented free 


both in Darfur and through the 
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on behalf of 
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allegedly at the hands of Islamic 
could increase in frequency as the regime\'s 


and underscored the utility 


despite links between the NCP and its 
the National Islamic Front (NIF) 


the GoE is privately 
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which would only yield to greater 


as it would shore up regime 


and the most 
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portions of which feature Myradova and 


including Al Jazeera 


Belgian Foreign 


Foreign Minister 


Column 4 


so the government would not release 


who were convicted with Myradova of 


Meredov also said that 


according to Djikic 


Column 4 


the 


Lechevry said no 

there 

one 52 minutes long and 

both focusing on the deteriorating 


but rather carried footage shot by the Galaxie 
accompanied by commentary by various opposition 


other television stations had purchased rights to 
including Al Jazeera. 


OSCE and the 


giving the government time to reverse its 
the 

that is why 

the government did not prevent embassy 
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as the American right wing 

is doing.\" Sayed Zahra 

asked September 18 why the Poe had not yet 


Column 4 


thus far reactions to the Pope\'s comments about 
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serving on the National Defense Council 


including the Narcotics 
with his office and emphasized a 


Felix further clarified 


and SENAD is focused on prevention 
vice repression and enforcement 


and 


and raised the 


Ambassador praised the relationship 


but expressed concern about the state of security 


Column 4 


Felix said that the area 


arms smuggling 
as well as money laundering 


and also 
Paraguayan and other 
including U.S. agencies. The 


he said 
or prejudicing the area\'s 


in police capacity -- that exist among the three TBA 


Felix told Ambassador that the GSI had 


it will be forwarded to 
who traveled to the U.S. last 
welcomed the Ambassadors 


and said he and the ABIN 


and 


saying 


there is 


Column 4 
and Mission elements are 


who indicate they expect the 


responding to Ambassadors 

said his agency has 

and is coordinating this effort with other 
including those of the USG. But the 


he said 
000 Brazilians were evacuated from Lebanon 


and remains attentive. Felix 
by far 
who immigrated before the Lebanese civil 


Muslims 
settling mainly in the tri-border area 


despite the deep emotional resonance events in 


according to Felix. 


in which a possible visit by the U.S. 
DEA Administrator 
and in which Ambassador offered USG assistance in 


noting Lacerda\'s concern about the 


Column 4 
000 Federal Police agents 


DEA Administrator 


V Felix 


including the 


000 agents 
fearing the potential for corruption 


Felix added. 


V and he said the classic example of 


Bolivia\'s cocaine has degraded to a point that it 


including 

but said such 
\" and said 

to which Felix 
VWhy not?\" 


and is clearly concerned with improving and 


counter-narcotics and organized 
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and foresee 
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papers reported the visit to Damascus 
who met Mahmoud Al-Abrash 
and Abduallah al-Dardari 


1967 


9/18) 


9/17) 


9/17) 


9/18) 


9/16) 
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9/17) 


holding the 


9/18) 


9/17) 


9/16) 


9/17) 


9/16) 


9/16) 


9/16) 
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a columnist in government-owned 
said (9/15): \"The attack against the US Embassy in 


stability 
especially since some sleeping or transitory 


in the arrogant policy that the 
in the 


an appropriate 


in many countries 


it reflects a clear Syrian approach in combating terror 


Canada 


which leads only to further 


and to be 


incursions 


Column 4 
which leads to the 


a columnist in government-owned Al-BaVth 


the 


in particular 
whether a soldier or a civilian 
criminal 


Syria is a 


an editorialist in government-owned 
said (9/16): \"The United States has devoted many 


therefore 
and asked Israel to adopt more hard- 


Column 4 


directly and through 


an Arab country and an Islamic country and 
it strikes 


there is 
resulting in 


an editorialist in government-owned Al-Thawra 


or a desire to return the 


the Lebanese government must act. This 


as a Lebanese official 


not to prevent violations 


Column 4 


in order to 
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Mr. Steven Lett 
Spain would promise to 


Embassy requests text to be used in the 
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000 euro monthly salary from the Darfur 


both rebel factions and the 
were exploiting EU assistance. Le Gal 


she said 


Column 4 
but she implied that her 


by V'democratic means" 


asserting that he had misrepresented 
provoked unfruitful controversies 
above all 


the proposal that the UNSC authorize formed civpol 


she claimed. It represented a personal 


she stated 


who considers herself a seasoned 
albeit in an EU rather than a UN context 


the French delegation in New York 


unconstrained by ordinary MFA hierarchies. 
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with five more bilateral 


Acting Director of 


Column 4 


Dir asserted 


which arrived 
and participated in the Ukraine-EU Cooperation 


with its 
when regional foreign policy 


but Dir also highlighted the 


both sides reviewed 
with generally 

but 

the EU side noted 


especially for small and medium 
however 


Dir said Ukraine 


even if the EU side had not 


Dir 


Dir observed 
soon to be 27 


Column 4 


which should start in early 2007. 


arguing that the word \"association\" needed 


\\" Dir observed. Ukraine would 


but wanted an acknowledgement that 
Ukraine was eligible for membership. 


but the approval process on 


had earlier explained to 


EU member states currently apply very 
a 


two- 


Column 4 


the sticking point was the EU insistence 


which 


DFM Volodymyr Khandohy 
and Deputy Energy Minister 


000-400 
currently lacking 


he said the pace was picking up with 


there would be two other 
including a Political and Security Committee 
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\" she said 


Licorne was an obvious resource for those wanting 


MOD contacts have also 

but no redeployments 

at present. END 

reducing Licorne would send bad signals vis-a-vis 
Montel lamented. 

the lack of progress in the peace process made it 


she commented. 


to help 

contain 

Development 

in Cote d\'Ivoire for the IWG 
made clear 


while a human tragedy 


now being considered 


\" for instance. 
who only recently became Cote d\'Ivoire desk officer 
is unencumbered by 


Column 4 
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for example 


but had also answered them receiving in return 
numerous e-mails thanking the Ministry 


news that 


von 


the resources and efforts 


and Germany's upcoming presidencies of the G-8 
this may be the time to look at how to partner 
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Column 4 


to be honest 


social 


with flows going 


as well as alleged tax pressure 


not the government) 


Yushchenko loyalists lined up 


and 


Poludenny 


Column 4 


Tarasyuk characterized Yanukovych\'s statement as 
\" adding: \"nobody 


NATO International staff 
dated August 24 
dated August 


was positive on cooperation and strategic directions 


apparently in vain. See 


Hrytsenko previewed 


foreign and defense policy has clearly stated that 


both verbally and in writing. This was not done.\" 


a constitutional body 


who has worked 
professed to us September 15 that 


essentially the president\'s and the 
in such cases of dispute a resolution is 


\" but the final result was still 


it may 


Column 4 


Hrytsenko told the press that 
Y including a strong army 
and better living standards. 
stressing the 


including his 
Afghanistan/ISAF) 


in the format of aMAP 


once NATO provided its feedback 
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whose personal relationship with 


including FM 
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Noland noted that as an EU member 

the GONL greatly appreciates U.S. outreach efforts to 


especially with regard to the Hague Code 
however 


and suggested Russia 


given the USG\'s unwillingness to deliver pre-launch 


the non-paper 


including the reclassification of a 


she highly doubted Russia would support 


Column 4 
she 


she suggested the USG was looking to bolster its 
which also governs UAVs. 
Noland questioned why certain UAV values 


500 kg 
sea level airspeed greater than 800 km per hour) and 


and said the GONL was more inclined 
especially given 


such as \"rocket propelled air 


which are not 
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laid 
and strongly reiterated the 


and urged him to 


and 


Column 4 


MFA Middle East director 
told us the previous day that Bulgaria planned 


noting that recognition by the 


including renouncing terrorism and 


stressing in 


V which had given up its WMD program and embarked оп a 


depending on the needs 


\" was the message he reportedly gave the 
Kuwaiti and Egyptian fears of a 
Chaushev said the West also needs to take 


but 
the period 


especially in light of the 


Column 4 


Chaushev greeted as good news the decision by 


however 


Chaushev asserted the security 


because of its traditionally good relations 
is 
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and the mission will end on 
paradoxically 


Viereck expressed concern about the recent 


think tank analysts and diplomats at the Institute 
a 

also met with South African Great Lakes 

senior SANDF military officials 


Column 4 


which includes a strategic headquarters in 
a force headquarters in Kinshasa 


the 
despite the 


EUFOR will aid 

help secure the elections 
secure the airport 

he emphasized 


well before 


and that the EU would continue with its 


when the presidential guard 
served as a \"wake-up 
V Viereck said. EUFOR expected violence 


Viereck only said that 
the events were a V'contained 


led by local police witn MONUC and EUFOR in 
went exactly as planned. Viereck said that EUFORVs 


Column 4 


supported by 
are working \"very well." EUFOR and MONUC 


Viereck admitted that he could not say for certain. 


not 


particularly the T-55 tanks. Even 


Viereck said that the timing of their delivery and lack 


Viereck said he was \"optimistic\" 


particularly Bemba\'s militia. He 


international pressure on the two presidential 
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www.unesco.org. 
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too 
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making it clear to donors what the money is 
e.g. 


one of UNESCO\'s two biggest 
said that the key to improving the funding 


and that it is simply not 


Ambassador Oliver reinforced the need for 
saying that success in any fundraising 


the money will come. Finally 


in the style of UNICEF\'s national committees 


President of the US-German Marshall Fund (a 
talked about the bias of 
who prefer to give to NGOVs. He said that private 


convey clear mission statements 
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and taking on an entrepreneurial approach to 


and reiterating that UNESCO needs 
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including security for the FNL 


and their constituency does 


van Eck believes that South Africa and Rwanda must 


South 
will 
and Dar es Salaam September 20. 


Nqakula will meet with the Government of Burundi and 


Nqakula will focus on the \"obstacles\" to implementing 
particularly the return of the FNL 


he will request 
particularly 


Column 4 


according to DFA\'s Adam and ISS analyst Henri Boshoff. 
attended by the Governments of Uganda 

discussed the \"logistics\" of bringing the 

including their security. 


van Eck suggested 


especially given the recent 


and van Eck doubts that the 


particularly the 


so the GOB will no longer be able to blame 


van Eck 


according to 
is pressure on both sides 


as does the Government of Rwanda. 


Column 4 
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\" -- clear references to Chavez\'s role 


Costa said Brazil seeks technological 
and this approach played a role 


but even if a second round is required 
a candidate must obtain 51 percent of the valid votes 


a second voting round 


\" 
PT and some allied small parties should be 


the PMDB would expect to 
and selection of 


including 
planning 


with the PSDB-led 


arguing that he believes a 


Column 4 


judiciary and social security. 


Costa recalled his 

in New York and 

as a journalist for the Globo television network 
and said he would 


but 


if it gains the chairmanship of the 


would certainly have a voice in foreign policy matters. 
in speaking about whether Foreign Minister Amorim 


said he 
Costa said 
as he is V'too controversial. V 


and has instituted 


or at 
V owing to its size 
the emergence of Lula as a leader \"who 


Costa added. Asked about Bolivia 


Column 4 


using many 


while the American standard\'s 
and 


Costa was emphatic in saying that the U.S. 
as it 
European and other 


and 


given the rifts in the PMDB and uncertainty about 


but 


and 


he 
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prosecutors continue to pressure and interrogate 


the Criminal Court 


Column 4 


originally placed in 


Chile 


Bolivia\'s National Roads 

was imprisoned for three weeks in April for 
who was released on April 21 

prosecuting attorney Fernando Ganam 

a prosecutorial prerogative used to 


which if successful 


but purported constitutional drafts circulated by 


such as free speech 
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and the need 


Ruberwa asserted that U.S. statements can have an 


the new government should be free of corruption 
honest 
but this appeared to be an obvious 


emphasizing that successful completion of the 


Column 4 


noting the likely need for ongoing work to 


it appears clear that 
and his emphasis on future 
completion of the Transition 


was pretty close to 


he will most certainly serve a positive 
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would create a problematic precedent for other 


V which Brazil has in the past insisted 


Rachid said. The Ambassador 
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was to identify ways to give greater celerity to trade 
the Ambassador said 


to view how Customs worked hand in hand 


but welcomed the idea. In a follow-up 
Rachid\'s International Affairs Advisor 


told Econoff that Receita would be pleased to accept 


he stated 


bring itto me\". Rachid noted that 


a key step to 


this direct channel of communication at a senior 
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but 
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Deputy Director of Arab and 


on the instructions of King Mohammed VI 


Hami 
saying that it had been taken for 


but the 


the Arabic daily affiliated with Morocco\'s 


which they believe have 


they argue 
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was named Development Planning Minister. 


as a hard-liner with whom negotiations were 
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then the MinisterVs rapid 


although it maintains 


however 
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Afghanistan is a kind of 


which even being supported by 
which did 


where it imposes itself by fear. The situation 


they will run the risk of being involved in a 
but also in Afghanistan." 


the Pope has the right to say 
Muslims who feel insulted by the 


none of the parties seem to 


Column 4 


this is a 
especially 


Evo Morales\' 

Brazil has not paid 

i.e. 

the US has not lost time and has already set a foot in 


dentists 


sometimes flirting 
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the GoB postponed until 


who was to lead a 


as it was by Bolivian President 


opposition presidential candidates nevertheless are 


this time the effective seizure of the finances (via 
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the 

by giving Bolivian parastatal YPFB control of the sales 
hands YPFB financial control of the 

operating the refinery. Brazilian press accounts also 
stating that Bolivia is arguing that Petrobras has made 
resulting in no payment to Petrobras. Clemente 

the Foreign Ministry office director who covers 

noted to Emboff 


he said 


closely coordinated with the foreign ministry 


merely postponed 


however 


this latest Bolivian 


including Vice President Garcia Linera. MAG 
they surely would not have taken 

according to sources 

resulted in the Bolivia\'s September 14 
however 


but merely postponed implementation. 


the Bolivian action exposes Lula politically 
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there is very little 


the Lula Administration s apparent 
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Petrobras 


MOUs 


Standardization and Industrial 


the GOB\'s history of cooperation with DOEVs National 
and existing (but unspecified) 
given the number of 


that we should tap this \"creativity\" into a more 
she said she 


like the BraziliansV ability to develop soy crops that 
that the development of seed 


however 


but that (unlike other ministers) she 


and (as reported 
is driving the GOB train. 


Column 4 
and expressed 


and Mission Brazil requests 
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requests or actions. Wolfe has a 


see ref B. 


or merely implement the 


Column 4 


Ambassador Johnson met with the Prime 
the Prime Minister 


but she would consult 


the Ambassador called upon Minister Hylton to 


Hylton seemed to have 


Hylton continues to 
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and the 


most 


combined with robust Nicaraguan observation can 
we expect 


especially to in the selection of 


Column 4 


\"BORN-AGAIN\" ORTEGA ABOVE THE STORM 


in large part because PLC 


the PLC\'s smear campaign 


the lid blew 


who was involved in a PLC scheme 
denounced the plot a press 
mentioning the direct threats he received from 


Carlos Ulvert 
and 


or \"for truth\") to smear Montealegre 


and demonstrates clear connections 
Aleman 
FSLN Contralor Montenegro was involved). 


Aleman appears to be 


Column 4 
we believe Rizo and his running 


support for the PLC would further erode 


independent and undecided voters 
are more likely to 


the candidates have yet to iron out the details 
000 people in each of Nicaragua\'s 


expected to cost around $200 


S 


we encouraged him to do the right thing for his 


with mixed success 


Column 4 


and Honduras. 


concrete progress on the U.S. 


Maria 


and his ability to stay removed 


love 


predictably 


featuring a number of the Ortega-era victims and 


Column 4 


where she discussed her 
met 


contacted pro bono lawyers\' 
and interviewed with 


Ortega reportedly \"persuaded\" 


and the IAHRC has expressed 


as has Lewites\' widow Carmen 


specifically 


feature our programs 
democratic 


Column 4 
the ALN and MRS have largely supported his words and 
while polls suggest that Nicaraguans are 


most Nicaraguans 

appear to expect the U.S. to speak its mind. 
rural voters are those who still are most 

as they are far removed from 


outreach 

NDI 

training 

possible run-off election 

and related studies): USD 3.1 million 


and citizen attention 


000 


maximizing limited resources 


inclusive 
the Canadians are on board 


including many Sandinistas 


Column 4 
000-500 
who 


namely leveling the uneven 


a full court press is 


and possibly terrorism-related 


000 in cash confiscated from a narcotrafficker connected 


the Nicaraguan private sector is still not 


as Embassy EI Salvador has done. 


but his lack of funds limits his 


Column 4 


that Montealegre is clearly the best 
as we expect 
use the information 


and quickly snuffs 


\" combined with 


MCC 
the risks of losing them if Ortega wins. 


or benefiting from 


especially those in the departments of Jinotega and 
who still revere Aleman and are unaware of his 
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Column 4 


however. 


adding that the President realizes that 
he could lose 
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re-direct 


but it remains to be seen to what extent Chavez will 


for all intents and purposes 


and extended television 

including his weekly \"Alo Presidente\" program. 
Chavez also exercises direct control over a 
central re-election committee consisting of ten 


most of them members of the National Assembly. He 


Column 4 


perhaps Chavez\' closest 
is Chavez campaign 
barrel-chested 40-year-old former 


President of the 
and National Coordinator 


also a participant in the failed 1992 coup attempt 


\" Torrealba said 


Chavez 
000 local 


000 \"battalions 


logistics 
and control. In addition 
000 


Chavez dwelled on the 


\"he noted that he and other party leaders 
Chavez 
ostensibly chosen at 


travel) 


Column 4 


as well as an equal 
V go to the polls -- no matter what! 


Chavez 


but against President Bush (whom 
V or more recently 


instead insisting that 


BarretoVs 


denying in a 

the coming months 

economic 

Chavez has publicly highlighted ambitious 


to permit 
perhaps indefinite 


Column 4 


the National Guard and police 
and were complicit in 


\" but nonchalantly predicted more electoral 


particularly in Caracas. Cardinal Urosa Sabina 


Not Us 


and distracting attention from the oppositionVs 


Ameliach filed 


state regulators have begun a formal 


Chavistas routinely criticize the opposition for 


Column 4 


explosives 


Spend Later 


Chavez manages enormous 


according to the 


the BRV announced 


000 Venezuelans at a total expenditure of $125 


if any 


including 
to bus his militants to mass rallies. The same 


spending on V'social 


including from the Ministry of Foreign Affairs 


and politicization 
is his electoral insurance 


Column 4 


itis widely believed 


the CNE will soon announce that there are now well 
a 


nor is there time 


a comprehensive 


Chavez is not entirely 


but he still needs to woo 


Chavez needs a big 


Chavez! divisive \"anti-Empire\" campaign 


according to the polls 


Column 4 


popular touch 

and the more time he devotes to 
instead of domestic problems 
intimidate 

but after seven years in office 
and not just 


the opposition has a real opportunity 
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without consulting us. Of course 


such as (Salta Governor Carlos) Romero and (former 
but 


at 
when problems could begin to develop. 


but said he thought that 


but argued that Kirchner\'s principal objective is 


which he felt 


Mexico and poor 


Column 4 


leading in 
was former President 


Reutemann turned down 


accounting for 40 
respectively. Binner 


Binner was critical of some of KirchnerVs 


V'There is still a whole year to go before the 
and people are fed up with politicians who 
immediately begin campaigning for another job. 


however 
or it would 


POST- 2008 TAIWA 


Column 4 


it seems highly likely that 
giving 


coming 
their 
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Kunkel emphasized the 


we will go with them 


saying that 


the use of political violence would never be 
we were among the first to support 


we 


Kunkel lamented the 


Column 4 


the party went from winning 52 percent of the 
all before 


arguing that the funds are equitably 


who is not aligned with us 
all of the 


Charge provided a copy of Ambassador Wayne\'s 


and Kunkel publicly 
based on inaccurate local press reports of 


and 


itis even 
an ex-Montonero 


from the Counter-Summit at Mar 

to the piquetero march against Juan 
however 

despite the 

than to have disagreements with poor 


and not to the Argentine press. END 


Column 4 
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but must be done by 


as Venezuela continues - and with growing 


emphasize the 


and lobby them to do more to 
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erroneous declarations 
and over the repeated 


Column 4 


the cargo was opened and the containers emptied. The 
to avoid any 


including under Article 36 of 


during which he called out individual Embassy 


even subversive contraband into the BRV 


Chief 
regarding the release of 


who had 
new VFM Jorge Valero Briceno 


who reiterated that there was no basis on which to hold 


they have told 


Column 4 


buta 


stating that he was 

establishes rather that this was 

the rapid 

all suggesting 

supports this conclusion. 

the MOD has had little to say on this issue 
MOJ 


its dedicated 
its continuing effort to 


housing 


the ejector seat materiel) in the shipment; 


we have enjoyed relative ease with regard 


Column 4 
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the Motion cannot 


the government would quickly introduce 


second 
the government would be able to impose the tax 


Emerson said that 9296 


where the main topic was resumption of the Doha 
where the main topic was resumption of the Doha 
which were in July. 


in areas such 
electricity 


Emerson felt that Canada 


he said that North American 


Column 4 


which rejected Canada\'s most 
there is serious 


Canada and 


either. Schwab agreed 


not only in North America 


but 


but she also noted problem areas 


Schwab believed that China needs to stand up for 


but she found officials to be 


but he expect Beijing to become more 


but they still fall down on IPR 


Column 4 
including addressing technical 


although he doubted that 


which is still under development 


Emerson said that the GOC is consulting 
however 


which is akin to the U.S. Bill of 


he said 


who pointed 


but could not 


the 


in combination with the Western 
is seen by Canadians as 


Column 4 


hopes to address the need for the border 


who lives in British Columbia 


but enforcement of ITAR rules is increasingly 


but the requirement for dual 
but the requirement for dual 


such as for Canadians who also hold Chinese 
but wanted the 


Column 4 
not 


takes the lead on ITAR within the USG 


she continued 


rather than as an issue caused by the 


Ambassador Schwab said 


but he has always acted in Canada\'s 


Ambassadors Schwab and Wilkins 


who could not attend the lunch 


Column 4 


we hope to bring to a close over 20 years of 


both sides had to compromise and 


this will be a good agreement for the United 
for Canada 

and it 

over 96% of our trade 

over 99% of our trade will be dispute free. 


| ask them to 
we would 


the 


there would have been unrestricted trade for over half 


we will create a predictable 


we will have a formal channel - outside 


we will establish a bi-national working 


Column 4 


almost half a billion dollars will be 
to provide community assistance to timber-reliant 


and to assist in the development of forest 


which will work to build an atmosphere of 
while promoting the integration and 


itis our 


Ambassador Michael Wilson and Minister David 
for their tremendous efforts in concluding this 
and will 

absolutely critical to the success of this 


| want to thank the U.S. negotiating team from USTR 
which has put in long hours 


signing an agreement with the United 
all major 


this historic Agreement 


Column 4 
mutual respect and sustained effort have 


we are getting things done for Canadians. 


however few 
can be dealt with in a courteous and professional 


Ambassador Schwab rebutted an 


for low income housing and 
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Damacio Rizo (PLC) said that his 


they 


Maria 


Column 4 
noted that money approved for local projects seldom 


this is the first meeting 


they see themselves as democratically elected leaders 


without 
criticized the behavior of local CSE offices 


MRS deputy candidate in Esteli called the 


but not other voters. The PLC in Nuevo 


all of the mayors in Madriz are 


observing that only PLC and FSLN members hold CSE 


parties filling out forms for voters 
partisan bias on the part of local mayors 


reported that of the 650 cedulas 
not one has been returned 
there is little they can do but pressure 


Merlo believes that many young voters are 


Column 4 
Harold Bermudez 


as the local citizens are intelligent 


CSE rep for 
asserted that one cannot oblige 


CSE 
also of the PLC 


the 

said that 

in his job he 

accepting that criticisms come 
he believes the CSE will 


they believe that the PLC\'s rural machinery is 


MpN and EyT representatives from the same region 


manipulation of 
and Arnoldo AlemanVs continued control of the 


as the two 
giving them control of the 


ALN leaders asserted that the Christian 


Column 4 


the PLC manipulates voters 

the PLC box. ALN leaders 

with the ALN campaign leader in Madriz estimating 
Hugo Gomez 

came to speak 

Gomez 

insecurity 


saying there was no CSE office 


but remains 


the Ambassador 


Liberal 


the country will be open to communism 


they stated that no private 


opining that the polls are 


for 


Column 4 


adding that the FSLNVs 
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Reasons 1.4(B)/(D) 


defense 
and military officials from the United States 


Operational Coordination 


U.S. Forces Japan (USFJ) 
and the Japan Defense Agency (JDA) 


Joint Chiefs 

Missile Defense Agency (MDA) 

U.S. Pacific Command 

USFJ 

and U.S. Strategic Command (STRATCOM). Japanese 


JDA 


Column 4 
the Cabinet Information Research Office (CIRO) 


and MOFA Deputy Director General 


which outlined the 


Intelligence Cooperation 
and Additional BMD Measures. Each 


co-chaired by Embassy Tokyo DCM 


USFJ Commander 
and senior U.S. agency representatives (see 


including the DAS-level Roles 
and Capabilities Working Group (RMCWG) 


co-chaired by the Embassy DCM and the Deputy Vice 
included representatives from MOFA 
the Cabinet Secretariat 


Column 4 


public affairs 


the 


particularly in situations with minimal warning time. 


and to establish mechanisms for coordinating 


the Capstone Lessons Learned 


it will be increasingly important to enhance the 


including ways to avoid damaging leaks of sensitive 


Column 4 


intelligence 


senior 


the conference recommended that the two 


senior 


Situation Where an Armed Attack is Anticipated 
Emergency Response Situation 


Australia 
including through the UNSC; 


including sanctions 


Column 4 


in particular the Joint Statement of September 
2005 


especially in the BMD and 
greater policy level guidance will be needed 


the proven 

value 

with 

were critical to the intelligence and 


which will also contribute to strengthening 


the conference recommended that 


including air defense 


by the end of this year 


Column 4 


including via VTC 


as necessary 


Japan: 


the U.S. expressed its willingness to: 


Column 4 


including the provision of 16 PAC-3 missiles to 
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such as 


OSD Hill stressed that the U.S. is committed 


Hill made the following additional points: (1) 


but also go 


Column 4 


and would not recommend an 


he would likely see that the OPCON transfer 


including: 


Kwon said the 


Column 4 


the 


or that the ROKG was not up to the 
the main reason the 


but that it would need three more 


they would 


which 


who was also in the meeting 


accelerated budget increases 


Column 4 


V and the 


\" 
\"so we must ask the USG to provide 


Lee and Chun that 
when asked 


clarifying that other \"life of the alliance\" 


MND ROK-US Alliance Transformation Director Kim 


unless agreement 
Kim 


MOU LIKEWISE PREFER 2012 


MOFAT Senior Coordinator for 
the pubic is largely 


\" many in Korea 


V Kim saw 


Column 4 


favors the transfer of OPCON in principle 

OPCON 

Kim explained. 

given the current political and security atmosphere 
Director of MOFAT North America Division III 


stated that the groups opposing OPCON 
but 


Lee predicted that the second group 


would strengthen. 


\" 


which he said would build more confidence 
he warned 
V possibly 


Kim concluded that 


and emphasized the need for the military-to-military 


V Kim warned. 


he expressed deep concern with the future of the 


MOFAT Director General for North Korean Nuclear 


Column 4 


Ambassador Lee echoed many of the aforementioned 


as well as the 


Lee acknowledged that 


rather than on short-term 


Ambassador Lee gave Hill a 


V Lee cautioned. Ambassador Lee highlighted three 


where there is no difference between U.S. and 
where the 


which Lee said was still under 
but predicted the ROKG response would 


Lee explained 


MOU\'s Director for International 
J.R. Kim told OSD Hill that the U.S. and ROK 


good 


however 


the ROK 


Column 4 


but said there was little the ROK could do to 


such as unfreezing some BDA accounts. 


ROK 


Colonel Chun In-bum. Chun explained that while MND 


the engineers had built-in a one month 
V'if all goes well 


but stressed the ROK 


MND officials deferred to MOFAT\'s lead in the 
while MOFAT officials pointed the finger at the 


9/19/2006 1:10 
that the 


Column 4 


the Ambassador explained that he agreed with the PM 
particularly the three 
was absolutely essential for the GONVs 


arms management and the Maoist criminal 


and both agreed 


MK Nepal maintained his hopeful vision for an 
with 

becoming part of the 

and foregoing their insistence for separate 


with 


but still grant the 


Column 4 


secretive and power-protective work 


Nepal would 


which India was strongly urging 


elections might not happen for some time. 


the three major parties 
the Maoists would fail in their effort to 


the parties continued their infighting 


they were less than 


the more confident the 
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a regular 
to come to the chancery. Shrestha 


Column 4 


who had received them through her family 


which is entitled V'In the 
V is a two-page summary of Maoist plans 


the Maoists have decided not to be 
which 
was their previous plan. The idea is V'to capture 


Singha Durbar (the seat of the Prime 
the Parliament and many ministries) 


there is no 


but the alleged plan contained in the document 


near Kathmandu. The November 1-7 time-frame falls 


Column 4 


no central power can be seized. In this 


a strategy has been made to incite revolution within 


the 


all 


Chairman Prachanda has prepared a 


all revolutionary fronts 


Singha Durbar and Army Headquarters. The People\'s 


workers 


Column 4 


country and foreign countries 
and recruitment 


the plan of the \"April 
preparation for urban revolution and special 


CPN-Maoists appeared to 


Maoists have already set off on 


Column 4 


organizational and strategic 


rules and plans; 


9/19/2006 1:26 


GNZ has recognized the need to bring a greater 


Column 4 


and is willing to travel to Washington as needed. 


Ministry of Foreign Affairs and Trade (MFAT) 
Ministry of Defence (MoD) 
Maritime New Zealand 


U.S. Pacific Command: Allen is 


Column 4 
both because 


GNZ ministries are also meeting 


and that agency would consult 


and whether USG agencies will 


and identify needed procedures to approve 


Column 4 


and the NZ Defence Attache in K-L 
will attend the meeting.) They said that NZ had 


NZ officials told DCM and EAP/ANP Officer 


Head of Antarctic New Zealand; MoDVs Huntley Wright; 


said MFAT Deputy Director Alan Williams hopes 


including UNGA and possibly APEC 


working-level consultations between NZ and U.S. 
NZ\'s DCM in Washington 


Assistant 


OSD Desk Officer 


Column 4 


NZDF 


rather than just discussing each exercise on a 


with copies 


NZ 


Canada 


and that it 


Maritime Law Enforcement 


he had discussed these 


the GNZ side realized that this request might 


Column 4 


but agreed that senior level meetings on the 


GNZ may send officials to Nandi to meet with 
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MFAT Deputy Director for Pacific Regional 

said that although the PRC says the right things 
it practices the opposite 

as it almost always does 


they have real potential to exacerbate poverty in 


noting 
but organized crime based out of 
including 


although NZVs Beijing embassy 


Fiji on October 25 (ref D). Riddell and 


Column 4 


Holm said 


and it will be important to find a way to give more 


Solomon Islands and Fiji. On PNG 


but cited disagreement on foreshore ownership as 


9/19/2006 1:31 
but explained the RGC had decided to try and ratify 


but its timetable is longer. 


MFA 


NATTRIBUTED TO CHOLERA IN A 


Column 4 


the 


but Heng did note that the decision would 


but wanted to create a system suitable for 


and reiterated 


though the original starting date has been 


both ministries seem to share the U.S. goals of 
protection of the child 
preventing fraud and building institutions and 


MOSAVY and the 


Column 4 


9/19/2006 2:24 
he did elaborate 


one Kurdish resident claimed that 


he was so badly injured that he continued to be 


and 


Asayish 


human rights NGO representative Khanim Rahim 


the friend admitted that there were a 


though Rahim was not allowed to learn the 
nor the condition of these 


Column 4 


which is part of the 


Ali Bapir 


Muhammed\'s complaints come at the same 


guaranteeing all terrorism 
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V but some MB MP\'s are agitating for 


Grand Shaykh of al Azhar 


Column 4 


which enraged 1.8 billion (sic) Muslims 

do not serve efforts to sustain dialogue 

civilizations and cultures. Following the 

and that his quotation of 14th century Byzantine 

Grand Shaykh Tantawi issued a press statement that he 
according to 

several al Azhar preachers have 

Coptic Pope 


V and stressed that Pope Benedict\'s 


Father Yohana Qalta 


warning that the \"surprising remarks V 
\"The 


Safwat al Sherif 


\" complete resentment at (the Pope\'s) 
which ... offended Islam and the honorable 
and contradicted the respect of the values of 


Column 4 


Arab 


Speaker of the People\'s Assembly Fathi Surour issued 


chair of Parliament\'s Religious Affair\'s 
also issued a statement calling on the Pope to 


Hashem told reporters that 


Akef is 


deputy chairman of the 
Husayn Muhamed Ibrahim 


to 
the pronouncements made 


the Prophet 
which has recognized the role 


V and called for cutting off ties with the Vatican 


Column 4 


emotions surrounding the Popes comments are 
among both religious and secular 


Egyptian politicians and 


and to remain ahead of the curve of Egyptian public 
they have 
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and 


Protestantism in the Central Highlands is dominated by 
while in the north the most prevalent branches are 
the 7th Day Adventists 


88 districts and 459 communes in the north. 


noting that 


there tends to be 


certain segments of the population still have 


Column 4 


Phuoc continued. Among them 
V which is a clear influence of Laotian Hmong people 


who lives in the United States. There are 


local people were polytheistic and 
three 
Catholicism and 


Phuoc repeated. 


not to mention Vietnam\'s legal framework on religion 
some Protestants mistakenly believe that 
or do not have to serve in 


they can practice their beliefs anywhere or do 
a Protestant leader will 


Phuoc noted. 


the 
all religious groups must 


these groups are asked to identify what branch they 


but many cannot. \"They just know that they are 
\" Phuoc said. Upon registration 


the authorities will also consider 


because there could be disputes among 
Phuoc observed. 
in some cases 


even if a 


Column 4 

it will still be 
Phuoc said. 
Phuoc said that 


the congregationVs leader 


this will entail facilitating 
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VM Huong said. (Note: FULRO was a separatist group that 


the Vice Minister continued. The purpose of 

the biggest problems facing the 

000 families. (Note: The reference to 

without the U.S. assistance received by other countries. 
the United States and 

the spiritual life of people is also becoming better. The 


with tribal people in the mountainous 


there is no reason for the GVN to 


he said. According to a GVN decree 

and 

the National Assembly passed the Ordinance on Religion and 
there are 


progress has been slower because more time was needed to 


the Vice Minister spoke to officials in the central region to 


some separatist elements still remain 


Column 4 
VM 


VM Huong said it is not clear 
the number of believers in the Northwest 
approximately 110 


officials have to identify and clarify 


people often live in remote areas 

and people must be made aware 

traditional worship practices must be respected. 
some groups adopt superstitious beliefs 

the entire village would die. The GVN is aware of 


but efforts will proceed faster because the GVN 


all of 


and said the government encourages people to engage in 


VM Huong said religious freedom is always 
homebuilding 

electrification and road-building. Once people had 
they could practice their beliefs and pastors could 


Column 4 
VM Huong said he supports them and would show 


VM Huong would meet with all provincial directors of 


officials in the north understand old practices 


some officials may be indifferent to registration of 


outside pastors have come to a place and not cooperated 
leading the authorities to think 


VM Huong said he could not 
but that the GVN would try hard. He also said that 
all four persons considered to be 


together with the development of 
would help to solve the 
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Newsweek magazines take up AbeVs candidacy in cover 


Kan 


Column 4 


Iran 


Column 4 


including introduction of doshu 


the 18th was a national 


2006 


the company 


000 shops yesterday were sold 
others 


Tokyo 
the manager and other members welcomed the customers 


Column 4 


24 
said after eating a beef bowl priced at 


100 yen higher than that before the ban was imposed on US 
and the beef is juicy. 


27 
about 
000 orders were sold in just four hours. 


a female company employee in her forties from Toyoshima 
Tokyo 


enjoying large order of gyudon 


located near 


just after the shop opened at 11:00 a.m. 
he gave a thumbs up 


V adding: \"The resumption of US beef after both 


2006 


respondents were asked 
and 


although he was down 3 points from the second 
up 5 points from the 


the rate of public support for Abe was 62 


Column 4 
down 4 points. However 
up 4 points 


however 


2006 


the winner being the combined 


Tanigaki 


2006 


Chief Cabinet Secretary Abe and Finance Minister Tanigaki 


noting 


V while Tanigaki has emphasized the need to 


Tanigaki appealed to the 


Tanigaki is 


Tanigaki questioned Abe about his view on the Chinese 


Column 4 


but Japan has not agreed to that." When asked about 
Abe questioned 


Abe went no further to say 
V but Tanigaki said clearly 


2006 


Osaka 


Yushukan 


who is certain to take office as prime 


saying 


as well. For instance 


in a speech delivered in Nara City 
V'Toward a beautiful country 


who decides (what that means)? Will (Mr. Abe base 


Column 4 


2006 


Washington 


the US Congress and media are showing interest in who 
who has built 


the media 


the 


some 


former White House National Security 


he appears to be a nationalist who is trying to raise the 


2006 


Column 4 

including the Chinese and US media 
who is 

the foreign media are critical of Abe 


citing AbeVs diplomatic and security policies tinged with 


saying that although 
he is already putting neighboring 
citing his two major goals: (1) revising the 


with a 


German magazine Spiegel compared Abe to Iranian 
who had denied the Holocaust. Singapore\'s 


whose reform policy line has won high marks 


who gave many posts to 
Abe is surrounded only by bureaucrats 


2006 

appearing on an NTV program yesterday 

he will accept Abe\'s 

\"Are you willing to serve as foreign minister under 


YI will do my best to meet his expectations. V" 


Kan to visit lwo Jima tomorrow 


Column 4 


2006 


which was the 
on Sept. 20-21. They plan to have a 


but Ozawa\'s absence from Nagata-cho is intended to 


about 22 
but the remains of only 8 
have been collected. 


who was 
also decided to join him out of 


September 16 
such as Bank of Tokyo-Mitsubishi UFJ and 


Iran\'s major 


Japanese banks have business relations 


Japan\'s oil-related 


Column 4 
their business activities in the US might be affected. 


US finance ministers urge reform of Chinese yuan 


September 16 


which is 
in mind 


2006 


the agency is aiming to consolidate its 


WMD proliferation 
and various other issues. 


the strategic planning office will study; 1) 


2006 


Column 4 


Tokyo had planned a vast expanse of 


sources revealed yesterday. In May this year 


incorporating an agreement to 


in addition to laying down a Futenma alternative. 


the 


the government then 


including 
which are situated near Henoko. The other 
a private 


so we didn\'t make it public 


Column 4 


2006 


DC 
which will function separately from 


the JDA will within the year 


as well 
when North Korea launched 
the JDA shared such information as 


so some in 


under the current sectionalism-based system taken by the 
there have been a noticeable number of 


has the function of a spy agency 
the JDA plans to cooperate with the 


which is in charge of signal 
and the National Geospatial-Intelligence Agency (NGA) 


2006 


Column 4 


\" Tokyo had to respect Washington\'s wishes 
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Pyongyang has since 
making progress on the 


President Bush and South Korean President 


of course 


Pyongyang has refused to come back 


including an intermediate-range Taepodong- 
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Justice Mambilima 


Column 4 


including Permanent Secretary Emmanuel Nyirenda. If ZNBC 
the ECZ would ask 


the 


but was 


who have gone to great 


Justice MambilimaYs comments revealed that the 


the Electoral 


the government is 


with a clear mandate 


9/19/2006 4:53 
the ideal time would be before Christmas 


Column 4 


PM Clark has stepped firmly into the fray 


whose editor has firm right-wing 
has openly questioned the sexuality of Clark\'s husband 


which Brash has strongly 


the current political climate is now 


the 


9/19/2006 5:10 


including any construction of new 


Mindat District said he was required to 

the 

the Township Peace and Development 

and the Ministry of Development of Border Areas 


when a new military commander moves to 
he could easily order the illegal building to be 


Column 4 


where nearly half of the children are orphans. He 


the Baptist pastor in Mindat organized a Christian 
and HIV/AIDS prevention. Most Chin 


so he has introduced Chin literacy training and plans 


Thein Ohn 


the only INGO in Mindat 


they have 


Akiko Suzaki also traveled to 


with the worst conditions coming 


Column 4 
but said that poor infrastructure 


a warden in 


are hoping to set up a \"tissue 
a 


but 
packaging 


its remoteness also limits the 


extreme poverty and malnutrition 
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V the Pope said. Turkish 
but stopped short of 


calling 


opening the way for the US Greater Middle 


Foreign Minister Abdullah Gul told the press on 
V'From our point of view 


saying 


O SAID IT WOULD CO 


Column 4 


writing in the mass appeal Sabah 


tolerance lives in a coma." 


Mehmet Y. Yilmaz comments that 
and that they must be 


the same is valid for 


and the 


Radikal 

US special envoy for countering the PKK 

the leader of Kurdistan Democratic Party (KDP) and 
to 


commenting in the mass appeal Vatan 


Column 4 
most believe that Washington has no intention to 


to many the US has no 


in the end 


such as the release of PKK leader Ocalan from prison. 
there is a belief that the US intends to push Turkey for 


his visit to Washington will be a trip to regret. 


saying they can damage children with \"dogmas and false 


the first day of a new academic year. 


7.00 A.M.) 


the mayor of the mainly Kurdish Diyarbakir 


the chief of Sabanci Holding 


Column 4 


000 US and Afghan troops launched a renewed push 


V against the Taliban in central and 
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Gurbanov contends 
a later aggressive form of Sunni Islam or with Al 


Gurbanov added that 


piety manifests itself in 
forms of dress and 


Wahabbists 
which he said brought him to 


whom he praised. 


Column 4 


detractors and GOAJ officials 


000 people are reported to have attended Abu Bakr\'s 


the Abu Bakr community would still be the 


a young 

in Saudi Arabia in Islamic theology and law. 
who has at times been heavily criticized by the 
told the press in a recent interview 


an educated secular-appearing 
and the working class. The educated elites who attend 


Gamet Suleymanov. According to one expert 
they do not grow 


the working poor 


find the Salafist message to be one of 


as 


less public Sunni and Shiite quarters. 


Sunni 


Poloff observed that there 


Column 4 
such Khachmaz 


declaring them unregistered Wahabbist entities. 


not the 65 - 35 Shia-Sunni ratio that GOAJ 


Iran strongly 


on closer inspection 


the head of the 
is 


and the consensus view of experts is that he has been 


ensuring that these Imams preach a 


but locals tell us that there is a small 


most frequented by younger Azerbaijanis. They 


a charismatic 
is known for 
anti-government rhetoric that draws a 


however 


Column 4 


the GOAJ announced that Parliament would seek to 


Haji Nijat (son-in-law of the chairman of 


25 kilometers north of Baku. Nardaran is home to 
pro-Iranian Shiite community generally 


and 


where 


and closing 


the Imam 
points to a large 


it was 
pro-government cleric was very 
drawing warm welcomes from the 


Column 4 

the GOAJ created the State 

along the lines of Turkey\'s Directorate for Religious 
Rafiq Aliyev 

licensing and 


who often clashed with the Sheikh over his efforts to 


was dismissed in June 2006. Aliyev\'s successor 
Hidayat Orujov 


equitable 
the role of Islam 
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the Evrensel daily asked in today\'s edition whether the 
and the PKK was 
authorities had 


which claimed 


Adil Timurtas 


Column 4 
which claimed responsibility for 
was an illegal organization allegedly acting 


the police intervened in light 


including DTP 


while discussing current and future 
added that the way to overcome 


Column 4 


worth approximately 12 
were found by Iskenderun police in an intercity passenger 


the Tunceli chapter of Egitim-Sen (Teachers 


the southeast\'s 


the shortage of teachers and personnel in the schools 
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Column 4 


and strongly 

which he acknowledged was 
Undersecretary 

and the senior leadership of the 


General Hermogenes C. Esperon Jr. 
in which he outlined his 


the importance of the 
support for democratic processes 


(3) to destroy terrorist groups. At the heart 


the Philippine National Police 
and other investigative bodies. 


specifically citing the Malampaya Natural Gas 


the Philippines must V'choke 
such as access to sanctuaries 


and that the AFP would 


noting in the subsequent 


which is pending in the Philippine 


while acknowledging that reforms will not happen 
the AFP 


Column 4 
Esperon firmly 


the former Scout Ranger commander who was implicated in 


we will give them the 


who has previously been reluctant to 


Esperon consciously used the 


Undersecretary of Defense Reform 
and the senior leadership of the AFP and 


but he declined 
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they must pay to obtain the data. Scientists believe that 


starting with government-sponsored projects. 


or if voiced too 
could lead to the government stopping their funding 


Column 4 
the Campaign of Air 
was conducted in the PRD this 


key photochemical pollutants 
ozone 


but 


such as the Models-3 Air 


SMOKE Emission Processing System 
the U.S. emissions 


and the ongoing U.S. EPA fuel quality improvement 


Slowly 


scholars and scientists appear 


rapid change is not likely. 


Column 4 
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Macedonia has 


September 12 


and to extend my gratitude for the generous 


the Ministry of Defense and the 


Column 4 
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that Afghans 


and that Afghanistan is prepared to step 


Karzai has too often looked past 


Counter Narcotics Court and 


and he must support them 


but he must 


even when the 
the scent of corruption 
ministers 


widely understood to be corrupt 
to leave the country. Karzai 


Column 4 


need to hear him outline actions he 


but 


at least 
that he understands there is no realistic 


follow 
and begin convincing the Afghan 


with a goal of getting 


including the insurgency. As noted previously 


but he also needs to instruct 


making 


much of what Karzai needs to do boils 


Column 4 
lest it 


on fighting corruption and drug 

on standing up to his own family and clan to 

and 

in turn 

our occasional 

and a lot of our money and force to back him up. 
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UNICEF admitted it has no independent 


unannounced visits 


of whom four 


000 child soldiers are grossly 


making it 


UNICEF admitted 


ILO Liaison Officer Richard Horsey told 


Column 4 


especially in response to official 
000 soldiers. He noted that children are easy 


children from poor families 


authorities release them. 


particularly in the Wa region 


claiming that they do 


and said it was illegal under Karen 


and senior leaders of the 


with growing poverty and ongoing pressure on 
the Burmese military and some armed 
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the 


saying that that had 


Column 4 


Loughnane said that the war was not 
and the President even less so 


he added. 


Loughnane opined that 


but with little experience 
they had done a poor job and the Coalition had 


but a senior 
who just won a 
argues that the 


and tough on crime. Loughnane 
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000 Yen. The NEX train is located in the basement of 
900 Yen. 


Column 4 


depending on traffic. 


non-government owned laptop computers 
even government 
may be connected to the Embassy network in any way. 


even government owned 
based on business need 


please contact the 


the Pentagon 


Column 4 
but does 


U.S. citizens and 


which may target civilians and 
we advised that 


we continue to be concerned about 


such individuals have not distinguished between 


vary routes and 
and treat mail and packages 


unfamiliar 
and to report the presence of such objects to local 
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while 


has been billed as a breakthrough in talks. 


ensuring that the Prime Minister will have an 


Column 4 


commented that the joint consultative mechanism on 


he noted that the mechanism allows 


which 


calling for \"double caution\" in talks with Pakistan and 


a former RAW officer who led the agency\'s Pakistan 
was Wall over the internet" 


agreements on 


but there is a low margin for failure if Pakistan 


North Korea 


Column 4 


9/19/2006 6:10 
9/19/2006 6:17 
9/19/2006 6:34 
9/19/2006 6:45 
9/19/2006 6:57 
responding to President AhtissariVs 


each member of the team has taken a 


inter-ethnic violence has not been part 
with ethnically-instigated incidents both 


continued unity among political 


and restraint among the even the most radical 


we have 


but status has been and 


and we open the door for divisive and 


small but 


if they build in intensity during a hiatus in the 
could derail our carefully honed plans and 


Column 4 


as Embassy Belgrade so rightly points 
could be lost for many years in a cycle of escalating 


we could see a \"perfect 
inevitably 


in Serbia and most certainly here in Kosovo 


and armed with the clear prospect 
Kosovo\'s mainstream 


however 


and we echo Embassy BelgradeVs assurance that we 
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continue to show the V'utmost restraint!" to avoid 
pursue transit right 

and finalize an extradition treaty 


Column 4 


the Bangladeshi High 
think tankers and journalists is that the 7th 


the MEA Director for Bangladesh 


when poloffs 

the Political Minister at 

she waved off the evidence 
\" and said that 


however 


Ashok Das 
insisted that Bangladeshis were responsible 


media 


200 


Column 4 


both sides are resigned to the fact that 


and that the Bangladeshis were 


the Executive Director for the Institute of Conflict 


but it is not 


natural gas 


the 


fencing 


Column 4 


demanding concessionary terms in all 
India showed a 
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2001.\" Interior Minister 

which included an audience of over 


which were replayed throughout the day in 


the chiefs of the National Police 
Guardia di Finanza 
and deputy legal adviser at the Ministry 


he said 


but the new trend involving 


PM Prodi\'s diplomatic adviser 


he said 


noting 


Mastella added 


these individuals are not 


Column 4 
of the PM\'s 
who is in charge of overall intelligence policy. 


noting that 


such as lraq 


end quote. The GOI 


who wrote most of 
passionately recalled the quote brotherly 


senior political leaders from the 
and radical left parties 


Column 4 
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who will assume his current 


including the budget for next 


but the post of 


so some have 


attention is being paid to who will become 

such as finance 

state minister in charge of economic and fiscal policy 
trade and industry minister. 


minister of internal affairs 


Fiscal and Financial Policy Kaoru Yosano 
and LDPVs Tax System Research 


who heads the election campaign headquarters 
was also at loggerheads with Takenaka 


Yanagisawa 
left the Koizumi cabinet in 2002. 


Column 4 


who is close to Abe and 

is another candidate for an 
in which the focus 

he took part in the process 


he will surely be helpful in effectively managing the 
which has become more and more complicated. 


Trade and 


which had been dubbed as a declining government 
and also took the lead in drawing up a new strategy to 


and former foreign minister Nobutaka Machimura 


some persons recommend Deputy Policy Research Council 
who has clearly expressed support for Abe 
for an economic portfolio. Coordination on 


2006 


with Chief Cabinet Secretary Shinzo Abe 
and Foreign Minister Taro Aso 


Column 4 


Abe proposed having five prime ministerial 
the maximum number allowed under the Cabinet Law 


\"second chance" programs 


which is now set at two. Abe also proposed 


Abe indicated that submitting 


would be difficult. Abe also 


2006 


an item not covered by the 


the Japanese government 


such as China 
Japan aims to get as many countries as possible to 


given that the United States and many of the 
arguing 


Column 4 


the Japanese government pointed out in a 


Japan also asserted that in 


such steps as 


even though the total emissions of carbon 
making efforts to reduce emissions by 


2006 


a greenhouse gas 
including the sub-seafloor structure. Hopes are being 


because locations used for 


Column 4 
submitted to the first meeting of the Parties to the 
itis possible to store at least 2 


\"It will not be possible 


Trade and Industry (METI) projected that 


but it does not give much 


authorizing the CCS is beginning to 


noting that the probability of the CO2 stored and 


if 2 trillion tons of CO2 are stored 
an associate professor 
technology and sociology 


acidified 
acid substance 


the full-fledged introduction of the system 


Column 4 


000 to more than 10 
if those costs are taken into account. It could be 


itis 

000 yen per ton. 

funds to cover energy-conserving measures might be 
where oil and 


more oil could be obtained 


such as oil fields 
allowing the realization 


the US 
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including prosecutors 
noting that S/WCIVs regional representative will 


he added. Second is an 


particularly Ratko Mladic and Radovan Karadzic. 


Column 4 


having specifically 
gave his 


saying that he hoped that Montenegro 


head of the National Security 
assured the Ambassador that his service would 


as an integral part of 


the Chief State Prosecutor 
and 


but that 


she said she had good relations with 
Bosnia 
and that 


including 
who were deported from Montenegro to Foca in 


Column 4 
mainly male Muslims from 
were deported 


000 per victim) from the GoM . Prelevic complained of 
who is 


in which Government officials are implicated in 


and less in the amount of compensation. To date 
with the victimVs 
000. (Note: 


asserting the case had been filed 


and his support for PrelevicVs efforts. 
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Mr. Maina 


Emmanuel 
welcomed Yousey\'s visit and expressed concern over 


Column 4 
where Poloff met with several 


including the Assistant Principle Immigration 


the Departments officials 


civil society 


which inspects and licenses all hotels 
to enforce the Code. 


Officials from the Ministry of Labor 
they have very little 


a situation which is aggravated by the fact that 


Yousey 

which has been described as the epicenter of 
particularly child sex tourism. 

including the Provincial 

Provincial Immigration Officer 


Column 4 
and Assistant Commissioner of Police 


they 
are too great to achieve many successful 


he complained that the court 


the team learned that the area was 


without 


where young Kenyan brides returned to 


said that over the last 

a powerful social trend had developed in which 
even educated professionals 

Cars 

both large and small 


with girls younger then 15 


where some are abused and used to make pornographic 


Column 4 


both civil society and 


while great 
closer 


the Embassy should be able to 
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Y while the media are 


have called for fresh discussions on the 
press freedom and 
the Government now faces another 


S position 


taken backstage at a concert in Malaysia and 
\" 

s rights 

whose calls for government action are gaining 


va 


Column 4 


\" 

could be 
the 

told us 


especially in the midst of the lingering 


on August 29 


first 

s knowledge or 
and second 

the first issue is 


however 
s High Court (Obscene Articles Tribunal) on August 28 


s\" unethical conduct 
a 


government officials 
have called 


whether official or 
after initially 
told reporters that \"l 


\" but the 


s management of Radio 
s ongoing 
privacy 


Column 4 
the Information Coordinator for the Chief Executive 


a member of the Central Policy 
told us recently that the CEVs office is more 


Secretary for Commerce 
told representatives of the Hong Kong Performing 


and that new proposals would be submitted to 


the 

s Rights Association and the Society for Truth and 
raised the matter in a special meeting on September 
following the Legco summer recess 


on September 11 
Carrie Lam Cheng Yuet-ngor 
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he said 


Mwinyi also addressed the relationship between 
saying his Ministry was in the 


Column 4 
what is clear even now is that Mwinyi takes a 


perhaps boding well for the isles longer-term 


statements which the Civic United Front 
Ibrahim Lipumba 


including a front page article in the Citizen 
Lipumba told supporters that if 


CUF would take the 


Minister Mwinyi expressed his view that the 


particularly the youth. (Comment: 


CUF leaders told the youth wing that the results 


the youth are demanding 
CUF is warning CCM to do something or 
\" he said. He also 


Kingunge Ngombale Mwiru 
Mwinyi noted 


Mwinyi said that Kikwete did have 


Column 4 


nor is it one government either. 

with people wanting either one 

he 

does not oppose union with the Mainland but wants 
one on the Mainland 

believing 


however 


he or she must leave the party. 


included defense 


there are 22. (Note: For an 
it must obtain 


and that the mandate of his Ministry 
economic-related issues. 


Human Rights 


Edward Lowassa 
Vuai Shamsi Nahodha 


Column 4 


he 
that the issue of oil sharing would be the most 


before oil 

the Zanzibaris are bitter about the 

V he said. The GOZ argues that it does 
such as gold 


in fact 


the 


it 
if an issue is just too 
you can always shelve it for another time 


Column 4 
the 


V Mwinyi said. He agreed with Econoff that the 


saying 


that the people were not benefiting 


many of the service industry\'s 


but other factors lend these 
he 


he 
his 


former President Ali Hassan Mwinyi 


Amani Karume 


what is clear is that Mwinyi gives every 


he said: What we need most on Zanzibar is a 
a leader that would 


and perhaps bode well for 
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Column 4 
voiced 
and 


the GOB arrested four men whom it 


although Vice 
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Hussain said he 


the Energy Ministry\'s 


Hussain said he was pessimistic about any progress 


faced a difficult political 


led by Ahmad Al-Saadoun 
insist that any contracts 


who is now facing calls for his 
Hussain 


Hussain avoided giving a direct answer 


Column 4 


V 
and poor 


some of whom have recently been 


Hussain added 


the Kuwait Oil Company (KOC) would 


eventually ramping up to 170 million cu.ft/day. He 


thus 


Hussain said he could not understand Saudi 


although he understood that this 


he said that the project was 


Column 4 


Hussain said that 


Lebanon was granted an 


the Kuwaiti fuel was 


the Kuwaitis left it up to the Iraqis to contract 


but given the appointment of the new Energy 


he feels it is an inopportune time to retire. 
Hussain said KPC is 


Column 4 


given the current profitability 
are leaving to pursue 


Hussain thought 


he said KuwaitVs biggest fear was the spread of 


a development Hussain said would 


visit: 
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over concerns 


given the 
and the question of ItalyVs 


while at the same time pressing Iran to comply and 


and Terzi believed the EU 


Column 4 

and that the common position 

Volker told the 

and added that the U.S. believed we would ultimately 


and felt the Russians were ready. However 
he said 


and 


and added that personally 


it would 


including the 
had been impressed with the leadership role Italy 


he said 


noting that 
Hezbollah would try to rearm and put 


he continued 


Column 4 


but 


he said 


he reported 


not at giving undeserved credibility to Syria. 


Terzi replied 
but he 


Italy 


Terzi noted that Italy 


he said 
maybe airspace control) where NATO could play a 


if the Lebanese government 


and suggested it 


Column 4 


and viewed 


where Serbia needed to accept 


he 
re-launching the peace process 
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hoping to leverage his 


the key question is the attitude of the KMT 
Su argued 


the votes are there if Ma is willing to 


which represents the agreed 2.85 percent of 


Column 4 


and will have contingency plans 

he stressed 

Su said 

his body language made it clear that he understood the 


both for Taiwan\'s defense and its relations with 
of reaching the 2.85 percent figure. 


if the regular annual defense budget 
the governmentVs 


in the interests of 


and promised the Director he would work 


there is no desire on America\'s 


for our Taiwan relationship 


Su 


Column 4 


but he was clearly worried that any 


Su leveled his biggest criticism at Chen himself for 


the weekend demonstrations turned out to 


despite some isolated scuffles. End 


though Chen himself 


indicating merely 


adding that it was President Chen who wanted 


when what was needed was time to allow 


but had seemingly reached the end of his 


and therefore he will 
because Shih has no 
itis the pan-Blue and the media under 


Column 4 


Su described some new 


which the USG and the 
though 


he said. The Director 


our problem is not with the Su 
but as the Premier stresses 


Ma has to stare down any effort by 


should the 


in the give-and-take of the budget process. We will 


as Chen both enflames his critics and stifles Su from 


but his 


the 


Column 4 
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V Taiwan\'s largest circulating daily 


an analysis in the 


Vice President Annette Lu 


pro-independence 
\" on the other hand 
saying human rights should 


pro-independence 


Shih 


000] (9/19): 


the prosecutors\' findings 


on the other hand 


however 


Column 4 
which is the main reason why he has 


it will 


if 
in an attempt to secure his position 
as 


the Green heavyweights will prefer to draw a 


the rising anti-Bian public sentiment has become a 
to which anyone in the Green camp aspiring to run for 


and their concerns deepened in the wake of the 


Lu and 


000] (9/19): 


Lee Teng-hui 
is believed to be the key influencing future 


chances are 


Lee 


over the past few months 


and both act like two 


Column 4 


English-language \"Taiwan News\" [circulation: 
000] editorialized (9/19): 


the United States State Department has listed China as one 
naming the People\'s 

V along 

Eritrea 

the PRC government has been very 


V Washington has refrained 


it will be interesting to see if 


as reflected in the U.S. State Departments 
are far from sanguine. In contrast 


more importantly 


either by official or private actors.V 


including in the United Nations and the World Health 


English-language \"Taipei Times\" [circulation: 
000] (9/19): 


Column 4 
| venture to predict that 


but 


leading people to start 


undemocratic and 


it can 
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and 


return to the 6-Party Talks 
2005 Joint Statement. 


Column 4 


the JapanVs Chief Cabinet Secretary 
V Le. 
against North Korea (announcement text in para 5; 


all Japanese companies 


Japan will 


similar to the U.S. E.O. 13382 list. 


the UN Security Council unanimously adopted 


while continuing strict 


the cabinet meeting has approved 


Column 4 


the GOJ decided to take measures 


the GOJ strongly urges the 
re-establish its pre-existing commitments to a 


immediately return to the 
and work towards the 


in order to implement measures 


Column 4 
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the UNHCR team met with Ksor Cuen (MTN-352) 


where he awaits transfer to a prison 


di Vincentis 


who was detained on June 11 and is being 


Column 4 


with most ethnic 


by 2008 


di Vincentis noted that the process 
V he 
with 200 students attending two 


which will completed in 


di Vincentis explained. 


di Vincentis noted 


and UNHCR 
and the Cambodian Government agreed to 


and the recent direct arrivals 
UNHCR will seek to send a team 


Column 4 


di Vincentis said. 
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after taking \"political circumstances" 
the Committee 


three hundred additional votes will be cast by the 


with 


a local party member must have been 


there will be a run-off 


however 


in Tokyo\'s ten-vote 
if 


Column 4 

000 votes 

000 and Candidate C won 10 
Candidate B would get three and 


the LDP will publish a report detailing the number of 


campaign 


but most candidates did not 


and covered most of the costs associated 
a veteran at LDP Headquarters told 


lest they create the impression that they are 


candidates 
but the 


the Diet will 


compelling the Diet to 


the new LDP President will be easily elected the 


Column 4 
however 


Aomori (5) 
Fukushima (6) 
Saitama (8) 
Toyama (9) 
Nagano (5) 
Kyoto (6) 
Tottori (4) 
Yamaguchi (6) 
Kochi (5) 


Oita (5) 


9/19/2006 10:12 


the PDS/R program has expanded from its initial 12 


that the GOI and the donor community must do 


Nabarro said he would seek 


Coordinating 


Column 4 
World Bank Country Director Andrew Steer 


Bakrie recognized the $47 
Japan 


as was 


much of which 

and an $80 million fund for poverty 

which the GOI may use to compensate farmers for 
the Minister stated that 

the GOI has spent only 5 percent of the $1 million 


leaving considerable funds for future use. 


but indicated they were 


which are located 


Column 4 


hoof and mouth disease and other animal health 


we joined Singaporean DCM Lim Hong 
current GOI head 
to summarize status of 


and Practices" survey for Tangerang and were 


as well as the National Al Committee and 
Agriculture 


of which 49 have been fatal 


Column 4 


with 1 death (fatality 


which usually lags NAMRU- 
last updated on 
notes 63 human Al cases in Indonesia with 48 
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ICY 


but was turned down. He 


Column 4 


they had no answer. He surmised they 


Ohashi suggested it might be good to give the Maoists 


who is a member of 


however 


financial and 


Column 4 


which had 


but that the higher education program could 


who has been the 
is clearly frustrated 


during the majority of the conversation 


post strongly believes that now is not the time 
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D) 


Ministry of 


and now is the time for 


Column 4 


the GSL would 


although otherwise U.S. and Indian policies 


CONVERGENCE ON SRI LANKA 


PolCouns discussed 


Sri Lanka 


and urged Kumar for his cooperation in continuing 


Kumar said he 


specifically Norway\'s chairmanship 

it is only because of India and the U.S.\' persistence 
Kumar 

as \"Southern opinion has swung completely against 


the GSL is now asking for the next Co-Chairs meeting 
iu 


most likely with an 
India is 


India's message to Colombo remains that 
and 


\'We\'re doing well (militarily); why 


Column 4 


Kumar said 
V Kumar said 
although they will still help Tamil refugees. 


even the refugees have changed 


he stated 


INDIA CLOSE ON BANGLADESH 


Kumar stated that nonetheless our two countriesV 
according to Kumar 

Kumar emphasized the importance of 
\" and said 


either through a UN election monitoring 
such as a Commonwealth commission 


whom Kumar assumes would head 


Kumar opined 
it may have no 
regardless of how poor a 
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Column 4 


the registration 
as 


cont\'d: The CRA has not officially 


but one well-connected pastor reports 


if 
although Protestants in Hanoi have not been able to confirm 


which explicitly recognizes the 


all Protestant congregations across the 


as well as local officialsV 


i.e. 
the Southern Evangelical Church of Vietnam (SECV) and so 


Column 4 


he said. 


according to 
as a CRA official must travel to the respective locality in 


though not every community in the mountainous areas can 


CRA officers had to persuade 
district and commune level) that 
most believers are 


there are 700 registered meeting points and 63 registered 
with 14 churches 
Thi added. However 


the process will still likely be slower 


he complained. (Note: ECVN leaders have told us 
and been denied 


this permission 


Column 4 
not by central authorities 


yet had failed to grant ECVN permission to build a 


Thi stated that the CRA hopes to replicate this 
but the process for approving the 


but also 


Poloff met with Pastor 

a.k.a Pastor Steven 

who assists ECVN\'s church organizing activities in 
stated that on September 12 


the officers will do their best to assist them from within 
the officers also warned that if the Protestant 

the MPS \"will not do anything 

\" Steven said. End Note). 


permission to open a Bible 
issuance of land-use certificates and so on. Thi 


and has forwarded each request within 
city officials or 


Column 4 


he suggested 


in Da Nang 


Mennonite 


and not any official GVN policy 


Lan Nhi Thang commune 


Hong Thu commune 


Thai Nien commune 
Thai Nien commune 
Phong Hai township 
Phong Hai township 


Nghien Loan commune 
Nghien Loan commune 
Nhan Mon commune 


Column 4 
Xuan La commune 


Chau Que Thuong commune 
Chau Que Thuong commune 
Lang Thip commune 


Tan Lang commune 
Thuong Nung commune 
Dong Dat commune 
Tan Linh commune 
Thai Nguyen city. 


ECVN General Secretary Au Quang Vinh told 


but does not expect to hear back from them before the 


dated Hanoi - 


and also explicitly forbids local 


Column 4 
Vinh 


070 ECVN ethnic 


but he also clearly 


if true. We will 


but that commune level officials continue to 


2006 


religious dignitaries as well as through what 


| would like to 
especially 


the Government Decree No. 22 and Prime Minister Vs 


Column 4 
three new 


Grace Baptist Church and Mennonite Church) and a 
additional 34 chapters of the Vietnam 


nearly 800 groups 
67 pastors ordained. 


efforts have been made on the 


18 
Lao Cai 
Yen Bai and Thai Nguyen. Application by other groups are under 


one of which was the historical visit by 


2006 
including those of concern to the U.S. 


however 


we will continue to attach great importance to 


we take note and consider with care issues raised 


| can assure you that 
| would like to 


including human rights and religious freedom 


Column 4 


| urge you to recommend the U.S. 
which in our 


does not reflect the real situation of Religions and beliefs 


we\'re opening a new chapter in the 


Excellency 


Vietnam 
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however 
\" and represented neither the UAE 
he arranged 


Column 4 


V ideally represented at the 


both of whom interjected caution as to the grand 


while 


but showed no flexibility on the 


G/TIP and UNODC were offered the 
a 
and ideas for further 


we 
but would endeavor 


the USG offered to help refine the invitee list 


ECSSR appears committed 


000 or more participants. With 
ECSSR appears committed to covering lodging and 


prepared at this time to cover the air 


Column 4 


these efforts will underpin a conference for 


however 


G/TIP and UNODC have a 


but it is clear that 


the USG has an opportunity to leverage 
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replete with an oil refinery 


$105 billion out of $130 billion 


new electricity generation capacity to address an 
and launching an ambitious nuclear 


but 
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the GOT announced the tender for the 


including 
Kirikkale 


including Sakarya 


TEDAS 


but will transfer operating rights and 


Virginia-based AES told us they remain very 


despite their concerns over some of the terms of the tender. 


and how disputes with TEDAS will be 


given their lack of 
there is an 


the GOT also aims 


Energy Minister Hilmi Guler announced the 
what he termed the 


under which the GOT would lease lignite mines in 


tender winners would renovate the lignite and build two 


Column 4 


with a possible extension of up to 50 years. 


U.S. companies remain reluctant to invest in this 


the World Bank has signed a $350 million loan 


the entire new and rehabilitated 


about 18% of Turkey\'s total at the time of completion. 


the GOT established a commission with the 
Turkish Atomic Energy Agency (TAEK) 

and other related agencies. The 

and prepared a report in August to 


the GOT drafted a VLaw on Establishment and Operation of 
V which should be submitted to the Parliament 


maximum technology transfer 
MENR 


Turkey is eager to build on its 


Column 4 
first by 
then by 


tested each winter by cut-offs from 
and for establishing transit to 


the 

Turkey\'s court 
TOR\'s 
commitment 


it is not clear how 
Turkey 


but the government is still the main 
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\" said Taha. \"The UN has 
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causing a V'second 


particularly that of the Umma Party 


Taha explained that 


policing 


saying \"not all US wishes will be 


remove Sudan from the list of state sponsors of 
and lift sanctions that he claimed had been made 
then-Deputy Secretary 

and A/S Frazer. He complained that Sudanese 


the Sudanese government had 


indicates that they are not truly interested in peace. 


it was not broadcast live on 


Column 4 
but 
reportedly at the 


SUNA 


the 
V emphasized the announcement of the Darfur 
though it was mentioned in 
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noting PT Panggung had 
and 


failure to use the mark for 


Intel had not sufficiently established from what 


the Ministry of Trade and 


Japan and us in hosting a variety 


workshops and events in annex 10 of its 


articulate and a good English speaker. 


Column 4 
he was head of DG IPR\'s district office in 
and he deserves partial credit for helping 


and IIPA and its member organizations are 


in some areas it has 
particularly on police 


a development that is strongly in our 

especially when the 

with assistance from USPTO 

who are doing a difficult job 

badly need the success of an upgrade to show their 


our strong view is that a Watch List decision would 
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given the 


GOT officials have predicted that the EU may 
while our EU 
to include de facto 


the unsung good news story is 
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the CommissionVs formal deadline 


but significant events that occur in early 


only Directors may 


as follows: 


this draft would 
removing 


which attempts to remove 


work permits 


which would allow civil auditing of military 
is currently with the Planning and Budget 


and downplay Turkish and 


the genial and 
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the 

but that such a pace 

VWhen | listen to EU 

things are okay. As far as | know 


which he attributed to EU-bashing by groups who 


the Political 

which coordinates Turkey\'s 

predicted that during the special 

Parliament will pass all seven EU laws on the 


but 
iu 


but AKP has 355 of 550 seats. End comment.) 


although recognizing potential 


expressed optimism about the state of affairs. MFA 


internal politics. According to both Kilicaslan 
the GOT has been 
internally and with EU colleagues 


due out 
will be critical but fair. Although Kilicaslan 


he sees the current 


and will 


real change on human rights issues requires an altered 


Column 4 
oft-cited as stifling 
Justice Committee Chairman Toptan told us that 


Parliament can change the law 
but real reform requires a cultural 


while horrific 


the passage of 


but the EU is misguided in expecting Turkey immediately 


Dogan predicted it would 


stating 


the GOT will make no move on this issue.\" At the 
the passion is even more evident. EU 


such as Transportation and Customs 


Column 4 


there is a real lack of political enthusiasm 


the 


van Haaften said that Turkey missed a good 


van Haaften acknowledged the EU\'s 
such as that of 
while failing to carry out a coordinated public 


and the EC mission staff in Turkey is now their 
talks are proceeding well. In fact 


EC cooperation with the Turks has never been better or 
he said 


which would 


Column 4 


on the other hand 


the December Council could 
with no chapters opening 


though 

the EC\'s extensive technical 
laying the groundwork for further 
\"the EU is struggling to 


and avoiding a backlash in Turkey.V In her view 
and 
is indicative of the 


with both parties having 
absent some movement 
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... (but then President) Bush took notice and 
\"I thought at one time 

but | was wrong." Ibrahim 
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but there 


Ibrahim said that they 


albeit with the military serving as a guarantor of the 
in the 


ironically it was 


a body controlled by 


Column 4 
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but not particularly 
primarily from 
Maritime and Transport 


staged a choreographed walkout as Blair began. 


you are perfectly entitled to do it but 


\" 


the members were at 
supporting perennial resolutions in favor 
and more narrowly denouncing MOD plans 


another example of the broad 


because 


Blair 


the AFL-CIO retains its honored position as the only 


International 


its first black female President 


Column 4 


nativist 


but struggling to remain relevant to workers. 
from about 33% of 

as 

such as the 

improved health care and pensions 


however 
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California. IAR allowed POLMILOFF to examine 
inventory 


POLMILOFF was given a tour of the plant 
refurbishing 
Search 


and Medevac rotary-wing Puma aircraft. The PUMAs 
including NATO 
United Arab Emirates 


and the fiberglass 


mainly as a manufacturer of fixed-wing aircraft 


the communist government 


but continued to dabble in aeronautics 

one of the engineers started designing gliders and 
in hope of reconstituting the Aerospace 

was making fixed wing crafts 


Column 4 
having moved the assembly out 


to its present location in Ghimbav 


IAR has increasingly 


IAR and Eurocopter signed an MOU that formed 


maintenance and supply 


and about twenty-five percent of the stock is held 


and 


Denel-Atlas Aviation (South Africa) 
Pakistani Ministry 


CMC Canada 


though the front door was locked 


the location of IAR 
roughly a kilometer from 


attempting to find the location 


a taxi driver pointed us in the right direction. 


Column 4 
legal authority and re-exporting 


and are contracted to 
including 


though on-site 


but went out of their way to 


but left the room to obtain and subsequently receive 


some 

others new cockpits and interiors. 
particularly those required by the 
with good cross-referencing of serial 
customs sheets 


where air frames 
and rotors made. 
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the 
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when a 


it was clear that the two major 


Peiris said 


So it is more likely that the two 


so if the cross-party talks yield an 
the president can rally 


raising questions as to 
Wickremesinghe said 


when the budget is due to be debated in parliament. 


despite 
creating a consensus will be a 


which could make the technical 


quibbles over the broad range of issues covered may 
where there is 


if the two sides focus on common ground 
as Wickremesinghe 
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there is potential the talks could yield concrete 
the possibility of a united front by the 


local observers credit Rajapaksa with a 


if the talks fail 
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\" Solvberg clarified. \"Therefore itVs 
a 
he 


they might seek 


is that its "mandate is too 


Column 4 


the GSL was 


“Тіп 


as well as the Co-chairs\" to improve the 


its role of calling publicly to task the 
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V although the GDRC did not as clearly make that call this 


teachers went on strike for nearly five weeks 


in January 2006 
pre-strike levels. 


the 


and both the 


however 
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while outside Kinshasa monthly salaries 


some teachers 

in part because many parents were 
despite the GDROVs call to end 
teachers 


including Gbadolite 


South Kivu; Goma and Butembo 
these teachers 


Orientale province 


while in Mbuji-Mayi 
a 


the line of groups and 


the GDRC will not have 
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Minister of Budget 

Minister of Planning 

Minister of Energy 

Minister of Mines 

Minister of Portfolio 

Minister of Industry and Small and Medium 


Minister of Public Service 

Minister of Agriculture 

Vice Minister of Mines 

Vice Minister of Finance 

Vice Minister of Budget 

CEO of CEEC (DRC\'s diamond evaluating 


Column 4 
President of the Board of SONAS (DRC\'s 


Interior and Justice are other key 


both those who were elected and those who were 
are no longer showing up at their ministries 


ongoing high-level work may be disrupted 

and the replacements will most likely serve only until the 
which could be around the 

some officials may also be candidates in 

thus taking yet more people 

in the next few months 
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we might disappoint you.\" Aboul Dahab insisted 
at our own 


V and said the ongoing bilateral Strategic 


acknowledge that the GOE owes the USG a formal 


NDI 


Aboul Dahab 
stating curtly 


Aboul Dahab 
and promised їо \"look into\" the role 


but 


Column 4 


but Gives Little Ground 


but noted the USG is also focused 
political reform 


uncompromising line 


and said SSIS supports 


including the NCHR. If the 
\" said Abdul 


SSIS seeks \"to address concerns and modify its 
however 


but gave no 
Abdul Rahman said 


Carpenter told 


non-governmental support 


\" and said their professed commitment to democracy 
would lead to \"only one day of 
he said 


and it is opposed to equal rights for 


Column 4 
he said 


\" and were led astray by MB independent candidates 


as well as Israeli operations against 
had angered \"the poor and the young\" in 
and made them susceptible to the MB slogan V'Islam is 


said Abdul Rahman 


he 


Barks-Ruggles and Carpenter praised NCHR\'s 
including its two annual reports on human rights in 
and pressed the NCHR to step up its engagement with 


for example by recommending the lifting of the 
the passage of unified law on places of 
the passage of a new law on elections 


but that 


000 individual 
and is considering the 


though they warned the focus would be on 


Column 4 


and then for the 


at which point any constitutional amendments 


an NDP parliamentarian from 

noted the NDP\'s challenge is to 

health 

So as to diminish the V'credibility дару that 
\" said Badrawy 


and Badrawy said the secular opposition 


Badrawy characterized the 


of which Kassem is a vice president for foreign 
had led him to give up on political opposition 
he said 

as opposed to actually 

Al-Masry Al-Youm (AMAY) 


under present circumstances 


starting its third year of operations 
000 to 50 


by beginning provincial 


Column 4 
\" but noted the real battle is not press freedom 
but massive subsidies the GOE provides to the State 


the flagship of the state press 


Ahram and the other state newspapers would need to 


Urge Pressure on GOE 


Ghahda Shahbender of 
Hossam Bahgat of the Egyptian Initiative for 
and analyst Hani Shukrullah of the Ahram 


Saad Eddin 


and 
the GOE has 
Ibrahim pointed to 


and the 
as 


flagging President BushVs September 9 
noted there has been no 
but rather a 


and asked \"Why are you backing off 


democratic activists in Egypt and the wider 


and 


\"he insisted. Sawaf argued the 
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V he recommended. Sawa! dismissed the 


the MB made significant 


said Sawaf 


it could not realistically 


they recommended the USG step up assistance 


wife of imprisoned AI Ghad Party 
told the DASes that Nour will try to 


or a health-based 


civil 


s (and the 
s and President 


Column 4 
we will need to continue to emphasize that message in 


and holding both reformers and non-reformers 
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economical and 


papers reported the final communique of 


Pasqualina 
said that her current visit to Syria came within the 


papers continued to report that Israeli forces are 
in the presence 


in order to include the two areas in the UNIFIL 
as a prelude to demarcation of their borders and their 


papers reported the Conference of Interior Ministers of 
in Jeddah. Syrian Interior Minister 


Column 4 


9/19) 


9/19) 


9/19) 


9/19) 


9/19) 


an editorialist in government-owned 
wrote (9/19): V'There is a link between peace in the 


Column 4 


this means that the road to a possible 


which lie behind all the 
which has led 

in text and in spirit 

in a way that removes the 
namely 


the Anglo-American occupation of Iraq 
and the policy of unilateralism and double 


Chief Editor of government-owned Tishreen 


has failed to bring to life its New Middle East 
however 

thought 

will stop.... 

planners of the latest Israeli war against Lebanon 


and those who stressed that the 


will not surrender to this major failure. 


we expect not only the leadership 
but also all forces that oppose the American-Zionist 


to conduct an in-depth study of the 
facts 


Column 4 
on the one hand 
thought 


a firm foundation 
pro-Israel forces of international 


a columnist in government-owned in Al-Ba\'th 
end the suffering 


and activate the Palestinian issue on the 


and Israel obstruction.... The American 


an op-ed writer in government-owned Al-Thawra 


in the form of religious 


represented by the Jews and 


in particular 
represented by takfiri and salafi organizations... 


Column 4 
including the Vatican 
extremists 


struggles that were aimed at building free 


regardless of their 
whose 


free of sects.... V 


back to the Scene" 


a commentator in government-owned Al-Ba\'th 


these forces certainly remain 


of whatever group....\" 
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emphasizing that he was raising a separate matter 


Wu said he does not understand why 


especially those of us working hard to advance 
\" said Wu. 
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according to Wu. Wu 


saying V'this word 


Polmincouns 
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the UAE has 


especially since some of the 
post believes that it is 
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and in Adana against last week\'s bombing in 
Silopivs DTP Provincial 


Column 4 


the DTP Provincial Chairperson for Cizre 


and members of KESK (Confederation of 
joined protesters in 


chanted pro-PKK slogans and 
but dispersed when 


to 


non-commissioned officers and officers. The 


have claimed his corpse 


the authorities buried the unidentified 


the fire spread to both 


and found 3000 cigarette packets in a 


Column 4 


and 
offered a seminar covering 


who noted that economically 


believed that volunteers attending those 


rector of the 
complained about the shortage of administrative 


and the RectorVs Office of 

are among the institutions sponsoring the 
including 100 

will reportedly come 


mayor of Adana\'s Seyhan district 


together with the mayor of Gaziantep\'s Sehitkamil 


one of AdanaVs soccer 
by making a 40 


mayor of Adana and the Honorary 


Column 4 
will host a luncheon for the 
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\"was reflected in the election results." Asked 


particularly private stations 
independent polling 
he noted 


the way 


the early 
and historic elections 


ICM SecGen Dr. 


said al-Bousairi 


and said the sides are meeting now to look at options 


implementation of Sharia law 

health care and education. On education 
V'Nation in 

\" noting that Kuwait faces a similar crisis in 


Column 4 


al-Bousairi said southern Iraq is a 


and that the \"environment of extremism\" 


and the 


including through a more 


citing the presence of Hizballah 


V and presents a 


947 
coming in second in his district; he was first elected 
and is one of 


a position he will hold for the duration of the 
he and Dr. 
another ICM MP 


none of whom 
Al-Bousairi 
but nonetheless 


731 votes from women. Al-Bousairi received a 


but prefers to conduct meetings in Arabic. 


Column 4 


visit: 
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many senior IP officials 


particularly the recent recruits 
especially with weapons. Some of our sources 


especially for 


operations and maintenance 


and their 


many IP officials consider 


Column 4 
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\" support for a negotiated settlement 


Russia\'s Contract 


hewed closely to these lines in a 


Botsan-Kharchenko 


Botsan-Kharchenko said that Lavrov had underlined that 


but at the same time Moscow insisted 


he acknowledged they were far apart (while arguing that 
and said that more time was 


arguing it 
which might take 


Botsan-Kharchenko stressed 
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Botsan-Kharchenko said the Kosovan\'s insistence 


he argued that the critical factor was whether a 


\" Serbian Charge d\'Affaires Jelica Kurjak was 


Botsan-Kharchenko had expressed pessimism to her over 
noting western unity 

she said 

seek to exploit divisions within 


the 


pan-Slav nationalists and the Russian Orthodox Church. 
in the 
they would fall into line behind the likely Kremlin 


she concluded 


an academic 


which 


Column 4 


Moscow would not block this from happening 


other interlocutors were dubious. Pavel 
an Balkans expert at the Institute of Europe 


but thought that 


it was focused on the 


not old ties to Belgrade 


according to Aleksey 
Dean of International Politics at the Moscow State 
which is 


showed the Serbs 
but ultimately was an 


Bogaturov explained. Those troops were no longer in the 
and Russia had no concrete way of helping the Serbs. 


and 

V he said. Besides 

while the issue can at times strike an 
public opinion is not as 

during the height 


Russia might lend 


Column 4 


he said. 


some Russians are likely to object loudly and 


a 


religious organizations and elements of civil 


the 


not just of those who lived in 


\" Chaplin said 


Column 4 


the Carnegie 

Russia was 

motivated by the same considerations that drove 
Trenin believed that Russian policy would be driven 


Russia would gladly accede to Kosovo 
he maintained 


but when they are made to 
S decision 


simply because it was 


speculation has been rife about the specific 


diplomats 


South 


Column 4 
he said. After Kosovo gains independence 


we have said we recognize the territorial 
\" Bogaturov explained. 
we could say that these areas 


CarnegieVs Trenin discounted GOR motivations to 


itis not one that he wants to invoke 


would render every post-Soviet border \"conditional.\" 


Moscow will likely have to face the question of 


Moscow might wait until the eleventh hour 


it would be a mistake to 
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the uranium sector has not 


we expect the GON to be 
and to make reasonable 


Column 4 
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HeVs Our Man 


the Ministry of Health IG and elected IG 
nominated himself to 


we have reservations with Dr. Adel filling this 


with no input from the Board of 
CPI 
some IGs and the other 


namely the CPI. The CPIVs 


with an overarching coordinator. The State 


stating he understood Dr. Adel is the IG 
and asked who would coordinate all three 


has been the 
and was elected to be the Chairman of 


not 


the State IG asked 


Column 4 


| have to support them 


s appointment in June 
something 


but also the IGs and BSA 


in Iraq a simple allegation and witness or written 


sometimes for up to two years without seeing 


BSA 


Column 4 
and the COR Integrity 


showing 
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which has a specific military meaning not 


as well as diplomatic engagements with 
also point to ongoing 
though the nature 


is not always clear." Post 


post 


while the paper details Afghan 
it does not 

which 

nor the GOP\'s work on a 


so 


salutory laws on 
including these. We believe AML and related 
so it is important now to 


Column 4 
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including non-State personnel 


and 


Lahore 


and those staying more than one week must attend 


and Christian targets continue to be threatened and 


U.S. citizens should consult the 


Column 4 


available via the internet at 


TAD 
US Embassy 


principally if FPD 
DOD personnel 


as well as to be reminded of applicable 


extremist elements know that 


an October 2004 bombing in the lobby of the Islamabad 
several seriously. 


they may continue to be used to 


where possible 


residences currently occupied by PCS or 
or houses rented 


but should arrive in the 


ordered directly from one of the restaurants 


Column 4 


away from the main roads that 


since fire fighting is not up to U.S. standards 


Americans are 


the demands on the motor pool have 


Post strongly urges all TDYers either to 


a Foreign Service 


Column 4 


Karachi 
and Lahore. 


eggs 
pasta 


especially peeled fruits 
mayonnaise-based dishes and buffet offerings 


coffee 


so avoid ice 


and the risks of infection vary depending on 
altitude and season. During the rainy season all 
especially those 


such as wearing clothing that covers most of the 


Column 4 


hepatitis b 
and tetanus in addition to usual childhood 


which is only available in Washington. The 


the flu treatment drug 


they will need to consult their local provider in 


vehicles in Pakistan 
which adds another 


especially after 
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Hamdan Al-Shaair 
\" (circulation 20 


Column 4 


which 


itis well known that 


through the quotations which he used 
to link spreading Islam 


especially since 


Abdulwahab Badrkhan 


000) op-ed: 


a columnist 


wrote a 09/19 op-ed on Sharjah-based Arabic daily 
000): 


given the timing of the 


this time 


Column 4 


9/19/2006 12:51 


he termed the Sukhoi/Rosoboron sanctions 
and 


Russian 
where he had an informal 
a separate two-hour discussion with former 


in addition to other 


who 


strategy and speaking with one voice 


which did not even 

he emphasized 

rather 

with the Japanese also tempted. 


but 


Ivanov warned that 


Column 4 


Ivanov argued 


which Solana told Ivanov was the 


was that it led to nuances within the 


while 


Ivanov added 


and noted Solana\'s guarded telephone 


having staked out such an uncompromising public 


Ivanov floated the 


which could provide a useful beginning to 


formal or informal 

in the absence of an 

it was essential to move toward 
as Russia had earlier 


but remained 
the prospect of 
and the necessity of speaking with one 


Column 4 


which had received 


Ivanov insisted 
and seemed certain to drive Iran away from 


the GOR would approach imposing sanctions 
he insisted 

Japan 

with 


but by pragmatic concerns over the destabilizing 
perhaps leading to military action 

on Russian interests in the Caucasus 

and North Korea. Before Russia advanced to the next 
it needed to know the final destination. In this 

Ivanov drew attention to Israeli vulnerability to a 
lacking even basic ABM defenses against an 


underscoring the difficulties that 


Iranian disinformation or a political 
but reasserted that Iran 


acknowledging that it was both difficult and 
but stating that the process had not played 


Y Ivanov said a subsequent resolution could 


in order to open the door to 
and the U.S. looked to Russia for assistance 


Column 4 
and reinforcing 


particularly in the 


Ivanov 


at 
the option of unilateral withdrawal to Olmert 


particularly given disquiet 


ata time of 


Ivanov said he 


the GOR feared the possibility of an 


and had its faction of hot heads who exacerbated 


he expressed frustration over 


but Georgia was 


Column 4 


it must negotiate one 
maybe as a 


but V'maybe because they have become accustomed 
he warned 


which the Russians could not 
\" since the 


whether on Ajaria 

the facilitation of those refugees who wanted to 
the work on reopening the railroad from Sochi to 
and assistance on energy (sic). This track record 


Georgian issues. However 
\"it would be hard to stop the people from 


Ivanov repeated 
could lead to an outbreak of hostilities. 


Georgia would need to negotiate with the breakaway 


noting that a U.S. Senate delegation 


and that Russia had a 


Column 4 

since it would complicate 

a step toward NATO 

would make Russia\'s relations with NATO more 
not 


he maintained 


the 


given its intimate connection to 


Georgia\'s embrace of NATO 


Ivanov 
questioning the stability and reliability of the 


Iraq and other events had eroded 


Ivanov noted 
he insisted that it was a reminder 
even 


he observed 


and 


Column 4 
EU 


talked 
the GOM needed to 


there was a dearth of 


and is waiting for the 
chaired by 


but Ivanov was unclear with whom he 
including on the Black Sea fleet 

and attempting to 

he 

would be able to accomplish a lot after a six 


the dialogue 
but the reality of new Turkmen gas deal meant that 


noting the signing of the 


and asking the Ambassador for an update on the 


pushing back a possible delivery date from 2010 to 


NSC Deputy Nazarov linked the Boeing sale to 
with 


reiterating that the U.S. was prepared to review the 


Column 4 

which was the preserve of the MFA. 
V that the GOR 

as a Vpolitical signal 


and Indonesia. The GOR had carefully reviewed the 


of abuse of 
that was not the case in this 


V Ivanov repeated. The result 


was a poisoning of the atmosphere: U.S. actions were 


the U.S. could withdraw and impose sanctions. 


the 
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characterizing the 


Column 4 
but Karslioglu indicated he would prefer a 


Africa 


and the Pacific Ahmet Uzumcu will be transferring posts 
they would like to use a meeting to 


in his personal opinion 


albeit 
reply to Turkey\'s previous proposal...in short 


is probably right. As Turkey moves into this 
the GOT will seek to prolong these 


they also do not wish to find 
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puts the OVP 
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with the OVP 
and the SPO making vague 


who left the FPO to form his own party and then 
but rather Heinz-Christian Strache. 


thereby depriving 


the next 


policy change would 


the big news 


that is because the defining event of this 


the \"Bank fuer Arbeit und Wirtschaft A.G.\" (BAWAG) 
the OGB 


the relationship between the two 


who had 
were not amused. 


the 
played the BAWAG 


Column 4 
as 


one can barely find the 
and no one thinks of it 
emitting the occasional grunt (as when it 


000 Euro \"consulting fee\" in 1999 to former SPO Chancellor 
the last truly iconic SPO politician). 


the strategic landscape for the 
the SPO had 


when the OVP 
the 


and the SPO that is trailing at 35-36 percent. If 
V the OVP could 


but nevertheless pull the lever for the FPO list. 
which Joerg Haider 
is fading fast 


the 


Column 4 


this is an important factor. 


V'Stay better." Another common poster shows 
VBecause he can do 
OVP campaign material highlights the 


together with inflation and unemployment rates that 
the OVP is banking on an almost 


that of the opposition SPO seems almost 


the SPO has 


the things Schuessel has done over their objections 
have actually 


who is a competent party man but only an average 


but risk displaying a certain befuddlement 


Vbecause Austria is my homeland 
because (Education Minister 


a professorial type 
proclaims 
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the BZO 


and no one else on the 


and they are for a 
but who isnVt? 


the FPO has grabbed the jingoist mantle. Joerg 


whose assertive claim to 


V Down Home 


unique 


he made a name for himself by \"exposing\" 


he received 
the 


Martin has made some 


almost eight percent of the vote could be 


Column 4 
possible 


an OVP-Green coalition 


in a Vienna where political pragmatism rules the day 


V anything is possible. 


seems to intrigue Schuessel. There is a precedent 


although they are thin beyond 
Schuessel probably prefers a 


he was able to marginalize his junior partner. The 


which forms roughly half of the national party 


Greens generally come 
conservationist background. Van 


and this has always had the result 


even at the 


may Austrians still see 


the former OVP Vice Chancellor under Vranitzky 


Column 4 


a former Foreign 

foreign policy has been practically invisible 

Iran 

the spread of democracy in Eastern Europe -- none 


Strache\'s FPO has highlighted the fear of Turkish 


calling for VHomeland instead of Schuessel 


of course -- the impact of 


if the 
things would 
the BZO Transportation Minister 


Austrian foreign 


there still remains a solid cadre of 


Interior and Defense Ministries. 


for instance 
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Serbia will require a delicate 


with a close eye on reactions in Voivoidina and 


\" with no recent high-level visits. 


achieving decentralization 


Turkey focused its attention on 
limiting its contacts with ethnic Turks in Kosovo. 


Ozal 
according to Turbedar 


Turbedar explained. Since then 


Column 4 
but Turbedar characterized 


since many Turkish politicians 
there remains a residual concern for and 


Middle East 


or 
for dealing with Kosovo independence 
and 


he wondered whether 


but rather inevitable 


we see little inclination here 


Column 4 
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9/19/2006 13:30 
9/19/2006 13:31 


Koda said his government would take 
noting that 54 per cent of 


despite countless rounds of 
have Madhu Koda and his UPA patrons failed to 


Madhukar (Madhu) Koda is the youngest Chief Minister of 


thick moustached and 
who prefers designer clothes to the khadi 


Column 4 
would one day emerge as the dark horse to dismount 


Koda began his career 


Koda 


which was formed soon after 


1971 at Patahatu in West Singhbhum 
including the 


not allowing his personal life to affect his political 
X 


it will be the support and 
my elders and friends. V 
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but 


HAMAS 


Singaporean and 
Israeli NSC Counterterrorism Bureau 


primarily in areas of: 
intelligence 


Hizballah and 


Column 4 


Y the advisor asserted 


rather 


Shimon suggested 


he suggested that this will take the form of financial 


Shimon said Hamas wants 


Arditi said it 


and more willing to criticize 
than he was in June. Although the Lebanese Armed 
militarily they are capable of dealing 


Arditi predicted 
000 
noting 


\"Hizballah headquarters still seems to be 


Arditi said he was encouraged 


virtually all of Hizballah\'s long-range missiles 
000 medium-range missiles 


approximately 70 
he said 
Assad might not change Syria\'s relations with Iran. 


\" Arditi paused searching for the right 
Vlike an outer-space alien 
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Palmer met with MFA Strategic Affairs 
Office Director for CT and 


reportedly because Yaacov\'s abrasive approach had riled 


however 


they will be even more 
Ziv suggested. 


prevent Vfurther backsliding\" on Hamas 


as a result of the evidence Israel now has that 


Moustaki wondered aloud if it might 


EU 


in coordination with the U.S. Department of the 
Israel is talking directly to European banks that 


Yaacov said Israel was pushing 


in 
the GOI will 


so that the USG could 


Column 4 


V but that Hizballah\'s \"weak performance" 


pushing its neighbors in the 
and accelerating 


a missile program 

there is little political will to address these 
unlike North Korea 

and it needs to be made clear to Iran 


and considered this a 


but urged greater working 


Column 4 
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lack of democratic traditions 
he noted 


all the MPs agreed 


Tomson said. Discussions among MPs has not 
she added 


while Reiljan and Laur (Social Democrat) noted 


they represent parties that 


but two of the 


Column 4 
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leading Arabic daily \"Oman\" - which as a government 


the article stated 


and 


though buried inside the paper) by a 
\"Muslims 


Omani dailies have given 


\" for example 


and in terms of column inches 


the controversy surrounding the 


mostly in 
to inject balance into what was otherwise a steady 


Column 4 


Board Member of the 
told Pol/Econ Couns on September 


\" he stated. Lawati added that the 
rather than the content 


one of whom 


which toes the government line 


is accordingly out of step with usual Omani 
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whose remarks at the Embassy\'s September 


stressed that Islam was a peaceful faith with no ill 


2001 


convinced that a proper reading of history 


Column 4 


local 


stating that the number of Jews in 
for example 


as participants 
cited historical evidence of IslamVs good intentions 


u 


and went so far 


the 


MFA 


helping them recruit impressionable young 


something happens to take us back to 


but no violence in 
where public demonstrations remain tightly 
\" 


it is difficult to 


of course 


Column 4 
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rejecting 
and appealing 


considered by German authorities as at least 
told ConGen Hamburg they have told 
despite their 


Lale Akguen 
said that criticism of the PopeVs statement 


though the remarks were V'clumsy 


while others thought it did make dialog 


that there was no threat to the planned September 27 
who 
said in the September 18 “ег Spiegel" 


and responsible politicians of the whole world to 


and 


Column 4 
suggesting that reactions there tended to reinforce 


notably freedom of speech. The government 


in which one 


though the Pope\'s German background provides a 


V and reiterating her own support for a dialog 
Interior 

on the basis that 

since Martin Luther 
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and not 

\" they say. 


a daily says. 


a lawyer for Elsner 


however 


Column 4 
leader of Austria\'s Islamic 


played down the significance of the strong reaction to 


Schakfeh noted that 

only a couple of thousand are 

however 

| can understand these reactions because | know how 


Schakfeh said 


Schakfeh 


as 


ORF radio early morning news Morgenjournal reports. 


according to ORF 


Ahmadinejad Address UN General Assembly 


as are the 
South Africa and Pakistan. Iranian President 


Column 4 


with the exception of visits to international 


though 


US President Bush is going to push for sanctions again - 


in a surprise move 


Chirac added. As the first high-ranking 

the French President is expected to repeat 
a diplomatic affront seems to 

US President Bush stated the exact 


an Austrian daily says in an analysis: They are 
cartoons published in a 


the West 
\" 


because the people there are 

\" the daily continues. The 

which is 

brutal and hypocritical 

the \"protests of the masses the mullahs 


the 


the daily concludes 


Column 4 
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V said Dr. Sahni 


but will continue to do as they\'ve done in 
whether by government or by force 

it 

V Sahni argued. The 


will not make concessions 
he contended. 


albeit only as a last resort. Dr. Sahni 


countered that view 


however 

they would have done so already. Sahni was 
stating that a military takeover is only one 
slow dissolution of power in Nepal. The 


V former Ambassador 


local journalist Bharat 


Column 4 


arrange \"joint custody" of arms 


along 


V Bhushan stressed. \"Giving them 


and find that it makes 


so 


and we should concentrate on improving the 
as people are \"being terrorized and 


appearing to 


as this action appeared to signal the Maoists that 


Column 4 


it shouldn't be done.\" 


these luminaries can\'t agree on how 


these well-connected civilian contacts suggest Indian 
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the 


which you participated in 


particularly by increasing 


but we have told him this will not happen in 2006. 


but 


but Velchev has shown every intention of following 


a move 


like Kalfin 


Column 4 


adding to 


you may wish to raise the issue of energy 
perhaps using your recent meetings in Kiev as a 


sometimes overlapping interests 


while Kalfin\'s views appear more similar to 


the 


a point you should make to Kalfin. 
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Turkey\'s elite business group TUSIAD warned in a report 
bureaucrats and lawmakers that a failure to 


adding that the EU was closely watching the prosecution of 


just a few days before the EU kicks off discussing the Turkey 
TUSIAD stressed. 


Sabah 
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and that the Iraqi Constitution does not 


Joseph Ralston 


V noted Gul 


the 


Gul stated that the 
and the issue was freely 


V said Gul. Gul also stressed that Turkey\'s membership 


Turkey will be a very different country 
might not want to join the EU 


urging them to grab opportunities. Addressing the 10th 


Erdogan called for a new 
Meskhetian 


Erdogan said 
Baku-Tbilisi- Erzurum natural gas pipeline will 


and a project on Kars-Ahilkelek-Tbilisi-Baku railway 


Column 4 


Cumhuriyet and others: The withdrawal of appeal initiated 


according 

the MFA 

did not ask to withdraw 

the Danistay had struck down a decision by 


he 


an influential columnist close to the ruling AK Party 


the 


Turkey must be on the same side as the US. As 


itis hoped that Turkey will be a part of an 


in the mass appeal Sabah 


Column 4 


including Rice are said to think that the 
and it is an 


the presidency issue will be discussed and decided by the 


11 


and 11.3 times more on culture and 


according to the 2005 


adding Turkey still had to take measures to reduce the 


said Turkey\'s strong economy had given a fast response 


Column 4 
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itis of the utmost 


we have noted with some surprise the comments made 
saying that he was told in 


and that the UK seemed at the time to be 
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like del Ponte\'s advisor 
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as roughly one in four 


the Spanish have been somewhat more successful in 


residents of the Iberian peninsula 


as well as the colonization of 


has a large diplomatic and assistance presence in 
commensurate with its hydrocarbon interests in the 


enclaves on the North African Coast that have also 


the terrorist 


Spain launched Plan 


Column 4 


Spain is a European leader in debt relief; it 


but they insist that their 


Spain has sought EU 


education 

democracy building 

Spain is also opening Casa Africa 
economic 

and cultural ties. 


it would 


Kosovo 
Spanish authorities are 


the bilateral relationship 
over the past two years 


most notably with a force contribution in 


justice 


Column 4 


most notably on Cuba 
and Venezuela. At their spring meeting 


Congo 
Horn of Africa 


but we have made 


and Congo. As SpainVs experience in the region is 
they might appreciate the assistance and 


food assistance and potable water. More 

Equatorial Guinea could be an opportune area 

rule of 

and human rights. The Spanish are well plugged into 


Embassy Madrid would 


Iranzo may also meet with A/S Welch on 
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we believe we can take part in Lebanon. 


in theory 
but that it usually occurs over a period of 18 


such as surveying and replacing equipment 


Sevold said that the 


and noted that the second week of the TSC is 


Sevold noted that staff training 


rolling stock and 


possibly producing an 


Column 4 


or 


scheduled 


Chief of Operations and 


Deputy Chief of Operations; 
JAG Officer and Advisor to the Ministry 


Commandant of the Peacekeeping Training 
Military Intelligence 

Aide de Camp to Major General Semfuko; and 
Defense Foreign Liaison 

Director of 


and Ambassador Liberata Mulamula 


asking for an accelerated 


there is keen 
but on 
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where Moldova and 


Nesterushkin emphasized the 1997 Moscow 
which granted a special status to Transnistria with 


this is Reality 


including \"Foreign Minister" Valeriy Litskai 
Transnistria a black hole of Europe was irrelevant. 


\"After all 


Nesterushkin did not provide any clarity 


but jokingly asked whether the 


Column 4 
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\" but added that the GOJ 


68 Members of Parliament signed a petition 


Friday September 22. 
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that the ESSP is not subject to the Quartet\'s 
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\" would be a hard sell in 


articulated during the National Dialogue 
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and suggested deleting 


V Jurisdiction of the 


\"Crimes Under 


which (according to Brammertz) 


Brammertz was very engaged and 
and Rizk concluded from 
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international analyst of leading V'Clarin 


thereby preventing both 


Column 4 


these are Vsafe 


Bush will not succeed in his attempt... He is facing 


on special assignment in Washington for leading 
V writes (09/16) V'An unexpected battle within the G.O.P. 


George W. Bush is asking Congress to approve the 


prominent Republican figures are not only against supporting 


Bush insisted yesterday that the program 
military courts 


and criticize 


the Southern countriesY right to have Vnuclear 
and criticism of the US 


and support for a Lebanese request that 


the Non Aligned Movement Summit started 


Column 4 
which will end today 
many of which are part of the so-called Vaxis of 


such as 
Venezuela 


far from Bush and close to investors" 


on special assignment in New York for 
V comments (09/17) V'A high-ranking 


he is going to New York. The phrase summarizes the 


but it will include a long series of meetings with several 


the 


Washington-based correspondent for 
V writes (09/17) V'Argentine exports\' stay 


is the title of a paid 


full-color and imitating those old Far West 
the paid aid includes pictures 

Hugo Chavez (VRadicalV) 

and Vladimir Putin (VAutocratV). 


Column 4 


where he will attend the 
he will go to Wall 


the head of economic advisors at USA For Innovation 
does not rely on Kirchner. Formerly Trade Assistant 
he is attempting to 


Argentina appears at the bottom 

according to Congressmen 

and it 

Evo and Chavez" 

on special assignment in Singapore for leading 

\" comments (09/17) V The political friendship among Nestor 


Hugo Chavez and Evo Morales raises concern at the IMF. 


head of the IMF Western Hemisphere Division 


IMF main economist Raghram Rajan had warned Latin 


Singh emphasized that Argentina and Venezuela are 


Singh said that the two countries are facing VrisksV to 


Argentina is suffering an energy crisis\" 


Argentine energy consumption is increasing faster than 
and given the lack of incentives for investment and 
there is no real possibility to reverse this trend in 


Column 4 
Argentine President Nestor 


the statistics handled by the US Department of Energy 


gas and electricity. 


which asserted 


which pointed out that there is a gap in the local energy 


Cristian Folgar 


visit our 
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scheming 


and the more histrionic among 
Jean-Paul Dias has 


and his son has been transferred back to 
fuel 


this is 
most unsettled rentree politique in years. 


when the air and the rains are 
the rhythm of life is still easy and old friends or 


however 


Y and wonder if it is true that there is V'a 
energy and justice ... the flower of 


V similarly 


an odd couple of old friends who edit the 
V and the 


and fear his pride and desire 


Wade\'s 

firmly believes Wade wishes 
though 

as in manipulation 

De believes 


Column 4 
De argues 
V that he risks 


combined with 


De adds 
for him 


the leftVs only remaining 
has reaffirmed that he 
Bassirou Sarr 

providing an 


unexpectedly drops out of the presidential race 


his one-time biographer and current Justice Ministry 
says the President is 


adding that Wade predicts a very close 


and that Wade personally ordered the Interior 


and that 

Wade did pardon and release Jean-Paul 

and son Barthelemy has been transferred back to Dakar 
the Council of Ministers approved 


giving Wade an opportunity to allocate more 


Column 4 


Wade raised 


it will probably discourage ruling 


Wade absolutely must co-opt 


or simply refrain from voting for Wade. Back 
Oumar Sarr tried to 


for example by spending an uninterrupted 


and claimed Socialist leader Tanor and Seck had 
Sarr added 


WOE IS US! 


but it seems to have lost its nerve during 


let alone electoral 


uses national radio and television as part of his 
was jiggering the registration process in 

was holding the possibility of election 

knows how to keep his rivals 

and still controls gangs of young political 
though 


Column 4 

was in an apocalyptic mood as he joined us for 
he pleaded 

relinquish his 

and stop arresting opposition 

he 

\"this country will fall apart 

maybe even before the elections.\" 
GETTING HIGH 

but this year people seem 
Dakarois reacted with 


though 


mud 
and heavy-handed exercise of power by voluntary 


creating panic over gas supplies 
shortages 
garbage pick-up 


there is a 


there are signs that the urban poor are 


resulting in both injuries and arrests. 
two urban sociologists told us most tunes 


there is another form of escape: buying a 


they create both self-doubt and criticism of the 


Column 4 

people 

was far better positioned than the Socialists to 
but he has not succeeded in six 


so far unsuccessfully 


but this hardly means all the criticism is true 


Cheikh Gueye rejects the twin charges that Wade 


an not 
chages that WadeVs 


for example by seeking parliamentary 


problems 

evidence of corruption in 
deteriorating urban mobility in Dakar 
mismanagement in the public sector 
all set against the context of renewed 
will raise questions about Wade\'s 


some Senegalese argue 


in turn 
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its DAS-equivalent for EU 


having concluded that the 
in the 


Column 4 
there would need to be 


and September 18 with MFA DAS-equivalent 


with 
followed by a press 


and separately in restricted 


but in the 


stressing that it was 


in ten to fifteen years 


there was no need for crises that would 
according to Gul 
in particular Iran. Oz claimed 


a conclusion supported by an article in 


namely that Turkey should look forward 


Column 4 


a think thank 
as a consequence of Turkey\'s decision to 


that Turkey\'s 
she was 


given the National AssemblyVs 


Oz 


and that it could not be expected to 


who had no specific ideas of their own 
were reduced to calling on 
however small 


also given ChiracVs 


Oz said the Turks were convinced that France 


but she expressed pessimism that this would be 


but that Gul 


nor could they have any 
the EU\'s pledges of aid for Turkish 


not the EU 


without direct linkages 
that might prove satisfactory to the Turks 


Column 4 


she 
just to suspend work on three chapters. 


Oz said Gul 


whose report could be 
understood that 


Oz 


and he expressed confidence that Chirac would be equally 


although the issue came up in the context of 


Oz volunteered that Greek Cypriot 


who however had not used it 


given that 


an opinion which he believed Gul\'s 


Column 4 
as he repeated several times 


nor 


who has made no bones about 


are in the 


the French appear to view 
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submission of confidence building 
) and bio security and preparedness; 


and providing 
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noting that there was 


Wormgoor pointed to the need 


and suggested that States Parties\' redlines might 


Wormgoor said the UK was working on proposals but he 


he acknowledged 
India 
van der Kwast said 


such as Pakistan. 


especially with regard to IndiaVs ability to 


has fallen back on domestic political excuses. 


Van der Kwast said the GONL would like to 


Column 4 
and appreciated any assistance Blum might be 
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but told the Ambassador he would look 


S secretary general and speaker of the parliament 
telling a reporter September 19 


many in the MLC see the fire as a 


the city\'s main 


both armed and civilian 


it appeared that 


but apparently leaving operations to the police. 


s or Bemba 
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he summed up the difference 


Column 4 
not its collapse." Besancenot suggested а 


as opposed to the sequential process set 


MFA 


to be realistic 


he saw no need to be V'too 


all indications were that France was 


Besancenot noted that Douste-Blazy 


Prime Minister Olmert 
and Labour Party leader Amir Peretz) were 
\" said Besancenot with a shrug. 


which may be why 


said Besancenot 


Column 4 
and to limit IranVs influence it will be 


\" he said. He assessed that the mutual 


notwithstanding the setbacks in NUG 
he 


where Hamas 
as evidenced by their 


the population 


not the Hamas government 


Hamas would pick up even more 
France has decided to bet on Hamas\'s evolution 


the MFA thinks the 


saying that 


and Washington appears unlikely (from a 


Besancenot opined 


\" said Besancenot 


an 
Besancenot advocated 


borders 


Column 4 


Y he summarized. 


Besancenot noted 


and to find means of strengthening 


there is a strong 


the release of prisoners 


would like to see the departure of President Lahoud but 


and expressed concern about the anti-PM Siniora 
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and he cited a recent statement of former 


by Minni Minawi 


and he 
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the USG called on the Sudanese government to accept 


which was likely to deteriorate. Hume 


both sides wanted peace and security for 


the two main 


albeit with little success 

and it was still 

despite their disagreement on 
perhaps the two sides could still 
the Sudanese government position 
precluded compliance with the 
even by the African Union. 


the Sudanese government had blocked capacity of the 


air mobility 


Hume asked if it 


creating an 


but they would not do so when confronted 


and its plan might fail. A moritorium could 


the circumstances might be more 


Column 4 


in light of BashirVs 
perhaps 


but he signalled that he does not 


however 
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Y Flores was 


during which he was critical of the 


V'it is especially 
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but determine if 


Conatel 
a major 


Alberto Federico Ravell 


but in fact entered 


Ravell and Globovision 
Conatel is not charged with investigating 


but would 
as well. 


Rosales labeled the governmentVs 
V arguing 


and for 
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a vaguely 


though each indicated a 


but 
and was caught on video dumping its load at 


saying the 
because \"it can\'t be possible 


though the BRV has actively and 


and the trash incident is 


state 


that the BRV\'s Mercosur partners saw fit to reject 
these latest 


independent media. 
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as some U.S. officials seemed to look favorably 


an influential voice in the 


the vice president characterized his meetings with 


set to expire 


he believed he 


when congressmen might be 


but he stopped short of any serious commitment to 
preferring 
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\" he said 
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Al-Attiya 

was to guarantee that 

no more military coups. V 

describing the passing of a regions law as V'a 
but one that we don\'t need to use for 

four 


however 


PolCouns urged both 


Al-Attiya 


in his personal opinion 


to delay again 
V but he seemed open to exploring the possibility of 


in 


and Taqi confirmed 


\" Al-Attiya continued. He cautioned that federalism 


which provides for the review 


Column 4 


V he said; \"They are trying to equate 


both Al-Attiya and Taqi 


the exceptions being 


and Al-Attiya also claimed that Fadhila would 


a Fadhila leader 


in that he was no longer 


Taqi claimed 


Column 4 
the Sadrists 


itis possible that the UIC majority 
would not be able to muster a 


but open to compromise on the nature of 
the SCIRI draft has not 


nor does the draft contain any new 
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which will mainly deal with the 
French President 


Chirac revealed a turning point on the sensitive 
the French 


he suggested that 


Column 4 
which will seek 


on special assignment in Singapore for 
Argentina complained to the US for its 


but the US downplayed the issue. 


Economy Minister Felisa Miceli met yesterday with US 
and the two of them 


during recent months 


who usually goes straight to the point 


Paulson and Miceli agreed that the next time a loan to 


bilateral contacts will be 


in Argentina. According to a high-ranking 
Paulson acknowledged the country's Vhigh 


there was no criticism during the 
its energy supply system 
or Argentina\'s vote against the IMF 


columnist of Daily-of-record \"La Nacion\'s\" 
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Advisor for the Western Hemisphere at the US Treasury 
who said that Argentina should have legislation against 


Van Lingen said \'we understand that 
Argentina supported the Financial 
which generates some pressure for 


Van Lingen 


columnist of leading V'Clarin 
he will submit a national 


they will seek a 


Fundar and the US 


such as the global 


Policy Advisor for the Western Hemisphere 
said that Vonly through joint 
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regulators and institutions\' should seek and 


the focus of a seminar on 


international columnist of business-financial 
V comments (09/19) “Іп the framework of the Regional Forum 
which was held at the 


the US-Argentine Dialogue 
several 


Theo Van Lingen 
asserted that financial institutions should play a 


both credit cards and phone and banking 


he made clear that financial 
and he underscored the 


center-right \"InfoBae\" reports (09/19) \"The US 
Michael Matera characterized Argentine 
V and 


information exchange and training 


Matera highlighted that “талу of the problems 


Column 4 


V which will be coordinated among different governmental 


which he opened along 


Michael Matera 


the US representative 
called cooperation in 


Washington-based correspondent for leading V'Clarin 


she gave a long explanation on why populism is the 


the first thing the IMF advises 
is constraining consumption 


something which 
goes against consumption... 


its national decision 


whenever it wants to make autonomous decisions according to 


and to have its own integration project 
it is incorrectly called 


integration will be 


professor 


who writes (09/19) V'In the framework of Venezuela\'s 
President Chavez emphasized 
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trade and energy ties to Venezuela 
which are strongly confronted with those of the 
particularly those of Washington and Israel. 


visit our 
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Teixeira noted what 


and another visit from Californian 


like Brazil 


and he also 


adding \"we need 
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\"they are NOT Vour NGOsY - they are international 
\"many NGOs don\'t know what they are 


ABDI is currently 


and expressed 
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and restrictions related to 


and focus instead on activities related to people 
mother to child transmission 


and 


Column 4 
Director of the Office of 


including proposed assistance from 


and other infectious diseases. The Minister 
and its suitability for training personnel 
along with BrazilVs interest in making its 


particularly HIV/AIDS 
including Lusophone Africa. 


including university exchanges and mechanisms to 


Ambassador Sobel 
visited the offices of the National HIV/AIDS 


such as an early national 
that characterized 
Dr. Simao 


a focus on people living with AIDS 


this is the second time in the last four 


Column 4 
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and there 


it was time for a woman needed to 


though she would have to leave early to 


where she would have the 


in a recent meeting 


however 
though he had noted that it would 


as part of long-standing U.S. support 


and the 
would deepen the 


that should not be understood to imply 
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Column 4 
VWe want to ensure that we help you the best we 


Head 

Chief Executive 

Director of International Linkages 
Science 

NZDF 

NZDF 

Antarctic Policy Unit 

Deputy Director 

MFAT Americas Division 


Embassy Wellington 
Economic Officer 
Pol-Econ Counselor 
Science Officer 
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an act that drew harsh 


but Montealegre\'s poor judgment in selecting 


Column 4 
Ortega successfully recruited ALN National 


the 


which he calls 


an act that drew harsh criticism from a 
including claims that the defacement of 


marking or stamping 


but given the FSLNVs 
no action against Ortega 


Roberto Ferrey 
Jorge Luis Gutierrez and 


who support Eduardo Montealegre) regarding 


Montealegre 
replacing him with 


while on September 18 


citing the case of an FSLN 


Column 4 


but does not mention the 
now that the 


changing the ballot is out of 
of course 


Talavera 
was 
and he also 


but was rebuffed. 


assessed ALN Assembly candidate Maria 


but Montealegre\'s poor judgment in selecting 


including a number of other PRN members 
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and that they have their WHO yellow cards 


not a booster 


Column 4 


and disruption of travelersY itineraries. 
both 


Tel (55)(61) 3312-7401 
cellular phone (55)(61) 
email: NormanPD@state.gov 


Quadra 801 
fax number (from U.S.) 011+(55) (61) 


telephone number (from 
fax number (from U.S.) 


381 - Chacara Santo Antonio 
fax number (from U.S.) 011+(55)(11) 


Column 4 
the Government of Brazil started fingerprinting 


however 


INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


DOD 


phone number 


the Health Unit will try to facilitate access 


regardless of length of stay 


but are 


cashier accommodation exchange 


Column 4 


there is a charge for 


based on a 
prorated for the length of stay. For example 


please be prepared to sign a Memorandum of Understanding (MC 


500 for the fiscal year. 
the TDYers should bring this documentation 


Rio de Janeiro 


especially at night. Embassy visitors have 


individuals and organizations with ties to 


as well as Embassy Asuncion and/or 


Column 4 


just as they would in any large city in the world. Some 


bank or simply cross the street. 


statistics show that resistance leads to injury. 


or call the front 
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Column 4 


saying that they are hooked on obtaining as much 


Ortega and Aleman strengthen 


Aleman continues at the helm of the PLC and the 


Brenes related that he will preside over a mass 


Brenes admitted that 


eliciting the 


he does not necessarily mean 


Brenes replied that 


500 


except for hats which they will 


Column 4 


but his efforts to encourage the same of regional 


while 
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while others 


reassuring them that their actions are important for 


and promised that 


but the movement appears limited 


but one noted that the body had only 16 


Column 4 
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preventing its \"soft\" opening that 


Jimmy Arias 


the earliest this application can 


Sr. and Jr. 


they contacted an attorney at the Gaming Board and 


and Cirsa (Spain). The gaming industry in 


Column 4 


Royal Games sought and received a directive 
2006 (one year 


they received an official denial signed by Controller 
Minister Vallarino (who was not present at 


$238 million 
up 1096 from 2004. Citing the social 
National 


Thunderbird\'s 


Joaquin Franco (grandson of Spanish dictator 


falsifying records and 


Merit\'s experience 


perhaps more reputable players 
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Column 4 
as have GOM officials in the past 


SRE produced a 
while averring that Mexico and the U.S. share 


SRE also announced a 


Texas. We are working with SRE to coordinate such a 


Mexican officials had expressed skepticism 


Secretary 


and the particularly brazen incident on 


tortured and threatened with death 


September 18 


Minister of 


said he understood perfectly our 
but cautioned that there might be unpredictable 


noting that these days V'even grandmothers sell 


most papers 


Column 4 


former Foreign Secretary Jorge 


as well as on the limited response capability of 
many outlets 


but most maintained focus on the core 
told a radio 

while it irritates us that Ambassador 
there\'s truth to what he is saying. 
about how 


there is much the remains to be done." On September 
both centrist El Financiero and Reforma carried lengthy 


most eyes last 
and the consular announcement and 


Saturday's extradition of Arellano Felix provided 


including EI 
argued that they were inconsistent. More 
the Sunday statement has fed into the broader 


our public diplomacy on Mexico\'s 
at least temporarily 


and they have clearly registered 
our 


the Embassy will have 


Column 4 
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investment grew 18.5 percent yoy 
and 


respectively. 


the Argentine Supreme Court ruled unconstitutional 
instead requiring across the board increases to restore 


effective January 1 


roughly 0.55 percent of 


the projections 
an 8-11 percent inflation band 


only to later 


Column 4 


with an initial capitalization 


transportation and sales of national 


saying that 


the Senate approved a bill to promote electric 


biogas 


Column 4 


partially offset by an appreciation 


Argentine and Chilean presidents Nestor 
by the end of 2009 


an ongoing source of 


with plans to increase 


will speak on behalf of her 


Column 4 


national public 


inflation 
public debt rose USD 165 million. 


with 24.6 percent of the outstanding Lebac and 
with 5.31 percent of the 


to expand oil exploration off Argentina\'s Atlantic coast. 


with Enarsa reimbursing them for its share of 


2004] 


the GOA launched its plan to ease mortgage 

in an effort to control rising rent prices. As 

state-owned Banco Nacion announced the most \"aggressive\" 
with an 8.4 percent annual fixed rate 

000 and ARP 300 

with fixed rates 


Column 4 


during a meeting of central bankers held in 
BCRA president Martin Redrado discussed the importance of 


exchange rate flexibility and 


vs. ARP 767 million in Lebacs that came due 


the 609-day Lebac 


respectively. The 504-day Lebac was withdrawn 


even though demand for these 


closing at 3.12 ARP/USD. 


and have increased USD 9.1 
or 49 percent 
2006 


by Federico Thomsen 


Column 4 
even though consumption of gas and electricity grew in 
residential consumers did not suffer from cuts and 


however 
without public debate 
the government concluded world class gas and 


transportation and distribution systems were 
companies were privatized and competition was introduced 


an energy sector transition 


the Government took another direction: 


while normalizing tariffs for the 


it did 
instead of filling 


private companies will not 
authorities decide what to 
which companies will do it 
with the subsequent risks of politicization 


Enarsa S.A. which 

is acting in the market. 

without a clear view of just where this new hybrid 
are we going to 


step by step 


\"crisis\" means a decisive moment for an important business 
the Argentine energy 


Column 4 


not of the Embassy. End Note.) 
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cultural exchange 
was trying 


the initiative was 


misperceptions 


as 
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former member of the Supreme Court and current legal 
speculates Borbua may be stalling 


the case will be barred by 


seats on the Court were 


2004 


including his last ditch attempt to dissolve it 


Column 4 

led to the downfall of the government. 
2005 

while extra-constitutional 


the Court has been working hard to 


embarked on a publicity campaign 


Guillermo Castro 


it continues to be weighed down by a generally 


the Court has 


he said. Velasco is close to 


for the moment 


Velasco had been 


Column 4 
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or (2) have their agency 


various groups in New Zealand 


the host 


Wellington and Auckland have experienced an 
but they are usually 

home invasion robberies and 

once very rare 


Christchurch and Wellington 
such as scams and pickpockets 


especially at night 


New Zealand does not play a significant role in 
evidence indicates that New 


Heroin and Cocaine to Australia. The most abused drugs in 


Column 4 


at night visitors should use common sense 


during rush hour moderate delays 


visitors who experience 


and to securely safeguard classified or 


which are available via the 


visitors to New Zealand must exercise 


24 
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Column 4 


and they were awaiting further guidance from 


though Lau conceded 


which govern bank loans 


and determining which 


who currently heads the Guangdong Foreign 


noted that SAFE recently responded in writing to 


Column 4 


he said Citibank is intent on gaining 


and are 


one step 
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preventing the FSLN from winning 
the 


in large part 


which was reduced to a small 
the Nicaraguan Resistance 
and parties formed to 

such as the Nicaraguan 

and the Christian Alternative 


Column 4 


most notably the 


however 

coercion and discipline 

Ortega pledged to V'rule from below using 
armed forces 


but were unable to gain a 
which 


which has 
virtually all 


the PLC was able to bring 


Aleman 
was convicted of fraud and money 
stripped of his parliamentary immunity (which he 


a small number of Liberal and 
but the vast 
unhappy with Aleman\'s 


formed the Alliance for the 
a party loyal to and supported by the 


Column 4 


was moved to a hospital 


but alienated Liberals and Sandinistas 


at times threatening 


the 


the PLC 58 
and the PRN one. The Sandinistas claimed victory with 


APRE and other minor parties dividing the 


which many people blamed on the votersV 


Sandinista dissident Herty Lewites broke 
and Liberal dissident 


the PC 


and Bolanos\' vice president Jose Rizo 


changed its name to 


but APRE 


V causing Jose 


Column 4 


or perhaps 

JarquinQ 

the shift of Liberal politicians back and forth 
depending on their calculation of 
continues. 


relations between the ALN and PLC have continued 


forcing the 

or debt bonds). Although 
the mediaQ 

s campaign by raising 


the recent denunciations of a 


s smear campaign 
s insistence on remaining a Presidential candidate 


it 


the CID-Gallup poll showed 


Column 4 
sample size 802 nationwide 


Carter 
given the 


CNN and Channel 2 co-sponsored a 
Rizo 

declaring the 

113 

followed by Montealegre. Jarquin 


charisma 


IRI 


significant 


the CSE has fallen behind in the 


the CEPPS 


Column 4 


highlighting the 


leaving the 
IPADE 


Mexico 


working with 
finalized a civil society audit of the voter roll 


which will impede their ability to vote. 
10% of the voting population (individuals currently 


only 101 (18.896) received their ID 


IFES is conducting 
regional 


they have conducted a survey of all outstanding 
000 new voter IDs must 


approximately 200 
as well as in guides 


the CSE has refurbished an electoral bus that will 


Column 4 


which challenges youth to participate in the 
includes TV and radio spots and eight 


IRI is training 12 

000 for the ALN. Political party 

which were developed by IRI several 

were pulled from circulation following criticism 


presidential 
and other ALN 


fight 
promote economic growth using micro-finance programs 


his campaign continues to struggle with internal 
reaching rural voters and inadequate campaign finances. 


VM of Foreign 
a Miskito 


Gustavo Fernandez 


Column 4 
Dante 


the 
S electoral 


who will field 200 observers on Election Day 
who 


Fenix 


and claims that 


s team how an 
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was due to 


a publicly listed company in 
the Singapore Governments holding company 


ST Engineering handles many if not most of the 


and is confident that 


Column 4 
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a junior ruling coalition member 


where he was 


Hamburg 
teaching international economic 
he was Minister of Foreign 


then still a part of Yugoslavia. In 1989 he 


when he 
representing his country 
and also served from 1999-2000 as the 


he was 

a position he held 

when he moved to New York as Macedonia\'s UN 
he began 


the polyglot Kerim speaks 

German 

and Serbo-Croatian (but not 

despite his Turkish family origins). A pro-Western 
active reformist since his youth in Yugoslavia 
confident 


Asan Kerim 


and was 
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moderate Yomiuri editorialized (9/20): \"The 


Column 4 


there was no option but to 


as well as one 
from remitting funds overseas. The sanctions 


as well as funds to the North. Japan imposed 


as 
as soon as possible. 


there will be no solution to the problem." 


conforming with the UNSC resolution which 


were still rudimentary 


depending on 


Column 4 
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and thought that French 


an idea Volker 


even if 


Germany and the UK are all concerned about 
said Volker 


he said 
Volker added 


so that Ministers could openly discuss the decision 


and support them as far as they were 


to deal with emerging crises 
he added 


to which 

with one or two 

to prepare an options paper. De Groot 
though it 


Column 4 


and we 
as 


and they 
and it was his 


no reconciliation 
de Groot contributed 


to bring 


Dutch Ambassador 
take the lead. Volker floated a suggestion 


prior to Riga. He 
it 


Afghanistan would be one example among many of how 


particularly in Asia and Africa 


particularly in the U.S. Congress 

he 

to support the \"Bolivarian Revolution" elsewhere in 
to attack the U.S. and to make life easier for 


by contrast 
and is a contributor to UN 


Column 4 

where they lost 

V coming from 

he added. Geerts responded 


said Geerts 
he said 


and put forward the idea of a 
in case some allies wanted to contribute but did 


who had proposed a NATO clearinghouse possibility 


but said that we 


he said 


including expressions of 
too 


given Kazakhstan\'s recent election and lack of 


he said 


we should support Greece 


Column 4 
Lithuania for 2010 and consider Kazakhstan again 


though 


at the UNGA. 


they said 
and it is far from certain that sufficient votes 


said Geerts 
he said 
he believed 


scheduled for this spring 


and the need for us to be sensitive 


respectively 


Column 4 

a strong supporter of 

was one of the instigators of 
in a separate meeting 
whose Liberals are junior 
added 


there was real concern that the U.S. was drifting away 


but 


Koenders 
Volker vigorously defended 
guaranteeing ICRC access 


the Detainee Treatment Act and the 


and indeed that President Bush had taken steps 
treatment 
and underlying values issues that had been of concern 


consistent 


Dutch media chose to focus 
while the detainees 


the CIA program itself 
in turn 


and van Baalen) to express deep disappointment with 


Column 4 
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the Support for 
Capacity Building by 4.896 


only 396 of the TS staff works in ICA. 


for example 


000 


Rick Martin 
i.e. program delivery 


Column 4 


4.25 


or at least 


but they could better 


but 


Alexander Khodakov 


Liu Zhixian 


Column 4 


especially the First Committee and 
as well as with other international 


Liu 


the Director of the Office of 
introduced the OIO budget noting that it 


Column 4 


noting that 84% is the current figure for 
which was 


for valid reasons 


so a 100% implementation rate would 


Louati said that he currently had eight 


the Director ofthe Legal Advisors 
introduced the LAO budget saying that the LAO would 


the reality was that the expertise on 


but it was 


Column 4 


Onate said that 


for example 


as the Director was not 


the Head of the Health and Safety 
introduced the HSB budget noting that the 2007 


Joe Hogan 


OCS had significantly upgraded 


Column 4 


the facilitators encouraged 


together with Beth Scott 
met with Per 
Faisa Patel King 


dated 13 September 2006). 


the TS asks that we reply 
2006 to enable this 


informing delegations that only ten states 
only Mauritania adhered to the Convention before 2003. 


Mauritania must 


69 of 
44 of these states are in 


and some have sent legislation for 


Column 4 


supported by Colombia 


but noted that the reports 


the CSP in December. Onate responded that if the 
the TS would not have 


noting that much of the progress noted in the 


sponsored training 
and sponsored or contributed to targeted TAVs in 


TAVs are the most effective venue 


noting that the 25 SPs about 


the TS worked for 19 months to 
the TS was told that Afghanistan would like a TAV -- 


whether the TAV should be in 


he became the 
and should be enacted by 


it would provide an update on the status of its 
which recently established its 


Column 4 
has requested a TAV to assist its drafting effort. 


but noted that Paris is not expected to 


for New Zealand 
000 euros to support former TS staff 


Cook Islands 
as well as its 


one of the states about 
is targeted for the next round of 


and provided copies to those 


and a list of the 92 member states 


he noted that there is a particular focus on 


Lutay said there would be a meeting in 
funded by 


to assist the six countries of Central Asia. The 


Column 4 
with 


Lutay said that 


and that Switzerland has 
stated Lutay 


he noted that 
but some is 


Lutay said that 
and the most 


Lutay 
offers of aircraft are 


Carvalho 


the problem is 


Column 4 


two 

and Carvalho replied that the U.S. 
all SPs 

of which there 


and 
it is not clear exactly 


but 


Schramml noted that he will be returning to 


adding that there may also be 
non-WEOG facilitator to 
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largely attributable to the 
and recent Georgian military exercises 


the latest 


Column 4 

it 

with 

South 

and North Ossetia -- engaging in circular arguments 


Georgian 


which gave the lie to South Ossetian JCC 


and Antadze had told Reeve that he mentioned it 


Antadze thought the Ossetians 
despite 


however 


V although the date 


clearly suggesting that 
as he had in Moscow. 


Column 4 


arguing that in the current climate a 


a large 


were by the South Ossetians. Even more 
Reeve said 


and were talking about how easy they believe it 
oil 


Reeve said OSCE had seen tracks and heard reports 
the 


but it was 


Reeve 
and there is ample reason to be worried where the 
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Beth 
and Larry Denyer (Del). Per Runn 


Industry Verification Branch 


Column 4 


taking 
Bill Kane (Chief of IVB) gave a 


when the CWC 
the TS was not ready to do S&A. In 2005 


Acting Head 
next gave a presentation on \"Tasks 


Details 


Per Runn pointed out that 


and the notification period will be five days 


it was agreed that (a) the TEI would start as soon 
(b) the words 


and (c) if the inspected state party made every 


that fact would be 


Column 4 


they will not/not seek alternative S&A 


use of the siteVs analytical equipment) during 


the TS referred to Note S/548/2006 dated 10 February 


provided temperature 
etc. 


the U.S. 


the sides 


and that requests for the taking of samples must be 


Column 4 


truck rental 


but the costs would be significantly higher.) 
Commerce may be unable to afford more than one 


one 


however 


a procedure that takes at least two hours. 


the discussions were cordial and highly 


but they should be resolved as both sides gain 
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Regional Coordinator 


Regional Coordinator 


religious and community leaders 


Column 4 


and the key theme was promoting 
including with 


tribal 
civil society 


council members and the governor. It was signed by 
tribal leaders 


Column 4 


bringing together community leaders to sign such a human 


but the 
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a step-like airspace 


Atsugi 
any civilian plane 


000 to 407 


500-meter runway at Narita Airport is also scheduled 
pushing up the number of 

000 to 

000. 


Infrastructure and Transport Ministry conducted talks with 


seeking a total return of the Yokota airspace 
the two countries managed to produce a US 


however. This forced the Transport Ministry to call 


a pragmatic response. The 


Column 4 


reducing near-miss accidents 


and carbon dioxide emissions. 


the Iwakuni base in Yamaguchi 
airspace control at Kadena Air Base is set to be 


which evolved from Aviation Day 


the 40th anniversary of 


2006 


58 


the 


centered on the propriety of the realignment of US 


there are wide differences in views on the 
the Self-Defense Force 
and national security. The opposition parties are urged to 


Itokazu 


Column 4 


including opposition 


who was involved in the anti-war peace 
her position on the base 


71 
if Itokazu has a strong reformist flavor 
Sozo gave up 


Mikio Shimoji 


with 


2006 


58 


also deputy chief of Okinawa Shakai Taishuto 
said: VI really feel the responsibility 
and it is having a bracing effect on me. | would like to 


y 


Column 4 


Itokazu said: 


| would like to convey Okinawan residentsV 


Itokazu replied: V'Looking back 
itis apparent that unless we band 
it will be impossible to win a victory. Receiving the 


| felt a great sense of mission." She added: \"| expect 


headed by Mikio Shimoji 
its representative said: VIt is necessary to 


the six opposition 


including opposition to the Camp Schwab coastal plan. A 


2006 


the Liberal Democratic Party (LDP) has decided to lower the 


Column 4 


Policy Research 


the high interest rate will remain in place for five years. 


such as the link between 


will shift to the extraordinary Diet session. 


the Financial Services Forum 


urging him not to place a cap 
as it will lead to the proliferation of loan 


followed by GE Capital. These 


consumer financing is a lucrative business area for them. 
some foreign companies have stake in Japanese consumer 
even though they are not directly engaging in 

the issue this time was somebody elseVs 


2006 


Column 4 


a managing director of the Japan International 
to serve as ambassador to 
and other ambassadors. The appointments were formally 


who was appointed as deputy permanent 


is to 


after 


after serving as director general of the External 


after serving 
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Lee Teng-hui Will Invite Lien 


Lee Teng-hui Does Not Rule out Possibility 
V Taiwan\'s 

by contrast 

[But] Lee Teng-hui 


a \"Сһіпа Times V" 


pro-independence 


Column 4 


000] 


no one is happy to see the confrontation 

the most important thing right now is not to find an enemy 
and the most urgent issue is not about its 

the top priority is to rebuild the values 

to reclaim the 

and to establish a sound foundation 


Blue and Green 


pure 
which is derived from love 


000] 


people who want to oust Bian flooded 


Chen Shui-bian undoubtedly not only feels uneasy at the 


he still faced protests of those who want him to step down; 


and Taiwan will cease to 


such as the closing of the case on the special account for 
to test again the attitudes of the DPP and the 

which abstained from voting 

will have to reconsider its position 


Column 4 


while ChenVs 


Not Confrontation" 


English-language \"Taiwan News\" [circulation: 
000] noted in an editorial (9/20): 


both by the VDepose Chen" 

have demonstrated a 

more political 

continued economic improvement 


but it has gone through bottom-up and grassroots evolution. 
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but said that it was hard to see a good solution on this 


A/S Sauerbrey stated 


that would endanager the Hmong\'s 


but without the Lao 
the issue would be never-ending. Winai 


that the Petchaboon Hmong would be 


Column 4 


camp-like location closer to the 


including 


but went to 


they wanted to stay in Thailand. A/S Sauerbrey 
but PRM would look 


in protracted refugee 


the Prime 


educational 


but there were many factors to consider 


Ministry of Interior Deputy 


Column 4 


he said that the RTG planned 


but was considering a site 


but there were now fast track 


in keeping with previous RTG commitments. Chairerk 


but the current approach was to \"let them 


but returns were possible if conditions were 


Column 4 
but noted that an unexpected fallout 


while also staying mindful of the 


which denied that the Hmong were from 


Krit said that the RTG was worried about 


000 North Koreans waiting to enter 


was also a concern. The RTG was not 


Krit informed the 


000-3 


Column 4 
such as 


typically last 2-3 years. It would not be cost 


A/S Sauerbrey received 
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and provide 


Azerbaijani opposition politician 


and economic rights 


claiming the 


Mammadov urged conference attendees 


Column 4 


Sadiq Isabeyli 


Isabeyli sought to illuminate the 


an ethnic Azeri originally from Iran and head of 


offered 


and called upon Azeris 


NGOs 


Sardar Jalaloghlu 
and Almurad 
brother of late President Abulfaz Elchibay. Also 


saying privately 


a well-known Azerbaijani human rights activist 
a vocal advocate on the behalf of 


Column 4 


Mahmud Bilgin of the Azerbaijani 
Baku spokesperson of the Southern 


and Saleh Ildirim of the South Azerbaijan 
these 


Etibar Mammadov was selected to 


journalists from Turkey\'s TRT Television covered 
Baku bureau chief of the 
herself an ethnic Azeri 


a number of roundtable discussions and strategy 
affording participants the opportunity to 


several 
Etibar Mammadov 
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V 


Column 4 


and Policy 


but Aso was expected to 
the 


leading Aso and 


Tanigaki was generally regarded to have been a 
and a stronger 


down about 8 percent 
likely reflecting 
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the Ambassador said. 


Column 4 
and that military experts should be responsible 


the U.S. maintained its 
despite the 

000 to 

000 


the Ambassador assured Lee 
there 
if 


the Ambassador said. 


noting 


and 


Column 4 


experts should consult 

and only then the leaders should 
when the North 

was 


and that experts would address the issue of timing. 


TIMING 


but he remained concerned 


and many people in the ROK were worried about the 


including the continued North 


the Ambassador said 


9/20/2006 9:06 
many foreign hedge fund will see this as a 


perhaps above previous levels. One analyst 
the Stock 


Column 4 


but 


while 
had no expectation that it would be 


the Assistant BoT 


presumably because of a decline 


000/contract to US$55 
000 this afternoon. 


an economics 
said the military was not 


recalling that after the 1991 coup 


saw no real downside to their 


but believed the impact would be 


Column 4 


including government 


a sector that contributes 6 


the feeling among most Thais is that overall 
and less 


it appears that they will be little changed. 


is striking. One foreign 
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but expects 

MFA Deputy Director Sun 


including 
although the coup could create complications 


MFA Asia Department Southeast 


Column 4 
Sun said 
the political tensions that led to the coup were not 


but China was surprised that the officers had acted now 


China hopes to see 

peaceful and prosperous Thailand no matter how the 
Sun said. Given the 

China expects no 


he said. ThaksinVs wife and some ministers have 
while others have left Bangkok for 
he said. Should any of those 


that would present an \"unwelcome\" development 


Sun 
and 
within ASEAN given the flight of 


it could 


Sun commented. China expects 


Sun said. 


but Sun said a statement is 


according to Sun 
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home to large numbers of supporters of the 
000 


plunging the scene into chaos. 
brought in from surrounding areas 


September 19 
a major DPP stronghold 


pro-Chen demonstrators threw 
injuring several anti-Chen protesters. 
including special riot police 

the police had 

police buses were 


the pro-Chen crowd dispersed without further 


including an incident in which 


cautioning 


Column 4 


but will continue to serve for the time being. 


expected to take place over the 


told AIT on 

V but include 

000 \"peacekeepers\" to maintain 
paradoxically 


Sheng assured AIT that \"Depose Chen\" leader 
who up 


warned the protesters yesterday that police 


they would be 


Anti-Chen protesters in Pingtung county are 


000 


just after midnight) 


Anti-Chen campaign expected to continue 


Anti-Chen sit-in campaign must 


Column 4 


the \"Democratizing Taiwan Campaign 
plans to mobilize up to 300 


Anti-Chen campaign plans to surround the 


The Taiwan Society 
000 person \"Formosa Sunrise\" 
said it may organize a 


issued August 30 


DPP supporters in southern 
the latter of whom they blame for inciting 
which some Green 


seems to be the major direct cause of 


many of whom 


anti-Chen protesters increase their vulnerability 
especially in Green 


party 


Column 4 
embarrassing the 


the overall security situation in Taiwan remains 
for 


there is nothing to suggest anything out of the 
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a raid 


with US Police Training Team 


which lasted about 10 minutes (Note: statements 
Shenshel accused 


\" he ranted 


which lasted almost 
other members weighed in with a mixture of 


the Sadrist MPs 


as CoR Deputy Speaker Aref 
are 


Column 4 
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and that it has made a positive 


with sufficient lead time 
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but slowed the 


and 


though it would continue 


such 


but 


S prerogatives.) 


but added that it is forcing 


Column 4 
which \"grated\" on 


given Malaysia 


she said that devising a mutually 


and undoubtedly was complicated by 
she also 


notably in Prime Minister Abdullah 
that the government 


9/20/2006 9:32 


V a crushing blow to political 


a well-known 1988 student activist who 
tells his close 
\"It\'s OK if you forget about me 


where many were 


Column 4 


a former political prisoner who remains 
said that Burmese prison is like a 


upon whom they now rely for networking 


some 
taught 


and now plans to start her own greeting card 


reestablish old friendships 
and network. Several former prisoners 


such as wedding ceremonies and funerals of 
to network. 


when the pressure of adjusting becomes most intense. 


a well-known former prisoner 


the 


Column 4 


and that the lack of access to mental health care 


and workshops for health care 


particularly 
who 


who 
was asked to 


where Dr. Tin Myo Win and former political prisoner 
is the only place in Rangoon where 

the Muslim Free Hospital only 

two of the most common (and 

also suffer from 

which require diagnosis by specialists 


as well as 
Min Ko Naing relies on 


many now in their late 30\'s and 


Column 4 
and younger students. Most former prisoners prefer 


the best options 


more former 


as well as providing critical 


Post 


an expert in 


to develop teaching materials and case 


which contributes to 


we have 


while acknowledging the need for screening to keep 


the class 


Column 4 


assuming he had been abroad. 
they 


who was a 
the 


the authorities allowed him to return to school 


including 
who played an essential 


they said 


they disseminated 
helped with grassroots organizing 


their main 
some 


V as well as 


Column 4 


such as volunteer teaching or working with HIV/AIDS 
enable them to build up trust with the public and 


V they would gladly do so if 


as well 
conflict resolution 
and human rights. Several suggested a very basic 


they said 


and then demanded that prison authorities 


and some were laughing 


\" she said 

and they 

people faced 

but they were more afraid of speaking up to a 


and some have 


who will risk their futures to 


Column 4 
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which is to operate according to the 
Y Trong asserted. 


V he said. The Steering Committee should only 
to focus on 


he continued. The 


as the head 


but apparently his 
Dr. Dzung claimed. 


in a separate meeting 


said that the 


the establishment of an independent ministry/agency 


that the Steering CommitteeYs Executive Office will 
currently a 


may likely be promoted to become the standing 
Anh said. 


the standing member of the Steering 


Column 4 


given 


Y called NA 


Gift Ban 


the CPV Central Committee released 


a deputy department 
law 


as they will not have to receive the Party 
investigations and 


the CPV Central Committee 


a formula that has been proven to be \"very 
according to Lan. 


Dzung expressed doubt that this 

together with the establishment of the Steering 
would bring notable progress. Rather 

without a strong political commitment by the new 


namely standing member to the Party 


Nong Duc Manh (whose family members were implicated in 
retained the top 


Dzung surmised. 


the Ministry of Finance announced a 


Column 4 


000 (roughly USD 31) in 


Tran Dai Hung 
admitted to us that there is no 


the Government 


100); and 


this draft decree will be 


Prime Minister Dzung publicly called 


who was once regarded 


MPS held a press conference at which ranking 


Prime Minister Dzung sent an 
the Supreme 


land-related corruption case in Haiphong. 
on August 28 


000 (roughly USD 3) each 


Column 4 


the Supreme People\'s Court and Procuracy responded to the 


soon to be followed by a 


except for those in the very top 
can take lightly scrutiny by the press. According 
the only way to make real progress in curbing 


Dzung asserted that the best way 


a national TV 


in response to inquiries from the public 


the Vietnam 
the 


Column 4 


and avoiding these pitfalls would improve the medias 


especially those at the grassroots level 


Anh said. 


public opinion remains divided on whether the 
fueled by 


provided they are allowed to continue their current 
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coups in Thailand 


said Li Tao (protect) 


Chinese media 


Column 4 


Li said. 

if a Kyrgyz- or Ukraine-style popular 
the Propaganda 

a hot topic in China 


Zhou the free 


Thaksin 


Zhou asserted in explaining the prominence of 
a neighbor with deep 
has surged in recent years among 


where investment 


he said. 
when Thaksin came to power 


V Zhou 
he continued 


most comments opposed the military\'s action 


Column 4 


\"Once again 
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five kilometers south of the 


citing the testimony of a sole 

publicly accused the Liberation 

in 

claimed in a statement released September 19 that V'the 


claiming tensions 


announcing a pending investigation 


Railways Minister 
told the press: \"The LTTE have been known for 


that the killings had taken place in an area 


approximately 1000 Muslims in Pottuvil 


Ulla. According to 

the Arugam Bay bridge has been closed and some 
in 

has been trapped in her Arugam Bay hotel 


Column 4 


the facts regarding the 


such as the Sri Lanka 
are ineffective due to 
due in part to the very real 
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but that the 


but it was interrupted by the Ігад-Ігап war from 
the country was carrying a 
and did not restart the development plan until 


leading to the present 


and said MoE\'s control centers 


Hasan raised daily peak 
700 megawatts (MW) to 5 
000MW 


destroying 


600MW to meet daily 


economic and legal issues 


Column 4 
transmission (high voltage 


a fact which 


but 


the agency 


takes actions that are V'sometimes silly 


and 


dedicated 


given his 


Column 4 


and has worked in the 


lives in Jordan. 
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shedding no tears for the widely disliked 

but expressing disapproval at the use of force to 
beginning 

voiced their expectation that 


Malaysian 


speaking to 
said he was \"shocked\" 
noting that a forcible change in government 


however 


and if possible 


\" Abdullah stated. 


Column 4 

a close advisor 

told Polcouns on 

\"People may not like Thaksin 

though.\" In response to PolcounsY query 


a political secretary to Prime Minister 
expressed no anxiety over events in Thailand and 


in 
described the coup 
and in fact it offered the potential to increase 


more effective strategy 


youth wing leader Salahuddin Ayub 
Salahuddin told reporters 

a Muslim 

itis hoped 


the atrocities and 


\"the hatred of Muslims throughout 


former 
released a statement on September 20 entitled 
abuses of power and subversion of democratic 


V while also stating that the military coup had 
human 


Column 4 


The Star 


buses and trains bound for Thailand had all kept to 


The Star\'s 
lan McIntyre 


\"in the event of an intensification of the Thai 


the 


and that his forces were \"preparing for 
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Yachi observed. Turning to the upcoming 
Yachi said UNESCO 


if no promising candidates emerge. 
however 


Yachi said. Yachi also asked the United States to 


technology 
he reminded. Yachi also urged U.S. 


Column 4 


but 


Japan would be 
if 


the meeting after APEC should be 
he suggested. 


Yachi 


JapanVs new prime minister could face 


Yachi stressed 


\" he stated. Nonetheless 


insurance 


Yachi 


Japanese companies will not sign 


Column 4 


adding that Washington is nervous about requirements 
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approved on September 19 by the umbrella opposition 
drug issues 
social 


ethnic political parties and ethnic 
and carries out self-imposed 


but also international problems. That is why on 
2006 


NLD spokesperson U 


but that if the UNSC passes a 
it will give the UNSYG the 


Column 4 


VWe can see hope for national 


VThe UNSC 


leaders of the 


\"We welcome the decision 


regional countries 


but majority ruled. 


he said 
the ten countries (who voted for inclusion) 


a prominent 
told Embassy staff on September 20 


many 
veteran politicians 


the CRPP plan to send 

USYG Gambari 

and all ten countries that voted \"yes\" to place 
praising their efforts to pursue 


Column 4 


predictably 
Japan (as a V'traitor to 
and the opposition. On September 19 


declaring in one passage that 
the 


V blaming the U.S. for interfering in 
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what the economic analyst have suspected 


especially because of EU\'s pressures so that the nation 


thereby 


but mainly the HungariansV 


who is concluding his 
have acted 


Column 4 


Annan gradually raised the tone of his \'observations.\' Now 


including Syria and Iran 


which have right 


has been revived. 
the UN continues submitted to a system of powerful nations. 
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the Court said AzizVs lack of a prior 


Mohammad Cholily 
received an 18-year 
the highest of the four and three years longer than 


the judges said that Cholily\'s 


some of which had been used in last year\'s suicide 


Dwi Widyarto (aka Wiwid) received an 


Wiwid assisted Top in taping the 


the eight-year sentence was two years less than the ten 


Column 4 
Anif Solchanudin received the last of the 
a 15-year sentence which exceeded the 


had provided logistical assistance to both Azahari 
and had been actively involved in recruiting new Jl 
including Abdul Aziz. There also was an indication 


these four verdicts fall somewhere in the middle 


these four JI members largely 
which 
who 


and Azahari 
just over one month after the attacks. 
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but rather seeks a constructive form of 


Grieco 
UNDP balances the alienating impact on the GOL of 


written report on UNDP\'s 


UNDP has launched a 


UNDP held a capacity-building seminar this 


Column 4 


respectively: (1) support women 


and 


has a staff of 17 
according 


UNDP has projects that address the following issues: 
education 

millennium development goals 

veterinary services 

UNDP will focus on information 

and environmental capacity and 


it funds the UN\'s work in Libya. The UN 
however 


Scientific and Cultural Organization 

Grieco 

but UNESCO officials have visited Libya on several 
Grieco said 


Grieco said 


Column 4 
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however 


more acceptance of non-traditional lifestyles 
and working women). A large 
segment of the party objects to 


and 
the SPD is in 


especially at the mid-levels 


the SPD faces political challenges from the Left 


but their impact 


a general policy 


Column 4 
Ministers strongly defended the 


indirect remarks directed at the SPD - for 


middle) classes was an 


SPD 


it puts a brake on Merkel\'s government 


Lebanon). This will not 
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economic integration and 


Foreign Minister Douste-Blazy\'s 


Thoizy indicated that the MFA had 


Column 4 
but the French 


Thoizy was 


MFA 
Besancenot assumed Chirac\'s announcement was a garbled 
Besancenot 


the French would like to hold in Beirut in November or 
security permitting. Failing that 


the MFA had 
affirmed that Chirac 


one for Lebanon 


the 


and suggested that the 
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Column 4 
the few anti-Thaksin 


Chiang Mai 


many people passing through 


Thaksin\'s political strength relied on a top-down 
TRT organizers 


middle class workers 
almost no NGOs or civic groups not tied into the TRT 


it seems unlikely that there will be any 


northern Thais - like 


something that even Thaksin\'s most 
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in Nigeria 
however. Atiku claims 


they continue to interact on a professional 


Column 4 


and he expected to receive a 


Atiku remains calm and 
viewing the impeachment proceedings against him as 


but he does not think 
it is 
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including who benefits from the related 


including the UAE\'s political structure 


Column 4 


DAS Saeed and Ambassador met with 


social and political think tank of 15-20 people 


in an attempt to understand where the country 


but negative sentiment 


which can be 


SR Technics 


about 


claiming that ADIA does not 


but at this 


Column 4 
itis unclear why Al-Kindi downplayed their 


without commenting on the size of its portfolio. 
15% in global 

5% in corporate bonds 

hedge 


and private equity (396) make up smaller parts of 
Al-Kindi stated that ADIA is 1196 


it has had some difficulties 


focused on large-cap investments. 
small- and 


ADIA eschews non-government and emerging market 


or 
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Column 4 


the participants commended the GOB\'s 


Pol/Econ Chief hosted a screening of the 
\"Frontline: Sex Slaves\" 


attending journalists and 


\" arguing that trafficked victims have varied looks and 


Pol/Econ Chief led a 


claimed existing TIP legislation was poorly implemented. 
but there was little funding to 
in large part because of the lack of 


U.N. Development 
International Organization for Migration 


as evidenced by the high volume of calls received by 
social stigmas associating 


especially from the USG 


Column 4 


the major complaints with the GOB were 


V Belarusian leaders should simultaneously seek 
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Carinthia\'s Provincial Governor 


he is trying to establish that money changed hands 

which 

are the main SPOe donors. Independent daily \"Der Standard\" 
nor does it prove the 


who was last heard of as investment partner of former OeVP 
who visited Elsner before his arrest in France. 


000 Refco clients. 


Baway boss Ewald Nowotny has 


\" Nowotny said 


in the new text 


\" writes economic 


Ahmadinejad Appear Before UN 


Column 4 


and Bush calling upon Iran to abandon 


stressing at 
however 
the US President emphasized 


and said the US had 


the US President underscored Americas respect for 


the Presse says. However 


for which he blames right-wing 
however 


but the Prime Minister seems 
saying he wants to restore peace and order. 


which is expected to 


blaming the bad economic situation 
overblown bureaucracy 


writes centrist 


Column 4 


reports ORF online. The royal family is 
the daily points out 
the 


points out ORF online. 


Japan\'s Prime Minister Junichiro Koizumi is 


cut back 
Shinzu Abe 


a defender of JapanVs role in World 
and a possible destabilizer who could create new conflicts 


speculates centrist 
\" adding that this would make further 


a regular 
and 


warns \"Die Presse and 
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Chairman of the Islamic Action Front in Lebanon" 
9/20) 

consequences of 

9/20) 

to prepare for their 


000 cluster 
9/20) 
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9/20) 


9/20) 


9/20) 


9/20) 


000 Palestinians have been arrested since IsraelVs 


9/20) 


to Obstacle to Peace!" 


an editorialist in government-owned Tishreen 
not the use 
is the way to peace and stability in the Middle 


particularly the non-aligned 
must act swiftly and effectively to stop 


Shab\'a Farms 


which has turned from a sponsor of the peace process to a 


Column 4 
racist policy 
and rejection of the peace 


which rejects Israel\'s decision to 


must engage in effective political work at the 
must stick to the Arab peace plan without 

must understand the spirit of challenge that the 
and must push the 


an editorialist in government-owned Al-Thawra 


according to the sources 

minimize 

or achieve through politics what was impossible to 
has also failed. It is for this reason that 


Column 4 


an op-ed writer in government-owned Al-Thawra 


the American empire 
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V which Kazakh Prime Minister Danial Akhmetov told press 


the energy club 


which will meet again some time 
Tashkent. 


China and Tajikistan affirmed the 


as well as discussing 
and to V'deepen mutual 


anti-drug trafficking 
and radio 
the Kyrgyz representative complained that 


(from which Tajikistan borrowed $637 million). 


PakistanVs Prime 


expanding it in areas including 


Column 4 
security 


which Prime Minister Aziz said would be another 


with the Chinese premier adding that Beijing had also 
the 


the 


to resolve trade and transport issues or broker 


local Tajik 
but Tajikistan will benefit from 


and Pakistan seem to have bought in to the 
which one local NGO representative called the 


Russia and others 
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and civil society contacts we spoke to today believed 


believing that there was 


at least for now 


Column 4 


Chairman 

Leader 

First Deputy Leader 
Second 


Third Deputy 


despite the fact that PM Thaksin 
was considered a police ally. We have heard that 


but he knew about it and 


to stem the tide against him 


mostly couched in reassuring language. 
and plan to return the government to 


who 
told the Ambassador last night that it 


Gen. Sonthi committed to the transfer within two 


Column 4 


but appear to be back 


alleging that Thaksin had 


for example 


a 


and they regretted it. But both the 


but that 
and 


which we have also noticed. People are 
and for the most 
getting on with their normal lives. They are relieved 


Column 4 


he won 


reportedly at Army HQ. 
who 


these reports are not true.) 


and that it will proceed with 
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Column 4 
the landlord 


V making Adam too much trouble at 


the struggle 
if not years. 


which includes getting a permit for 

a 

compulsory 

and a mugshot. Adam confirmed that this was 
who has lived 


a file is created on virtually every Chechen 


particularly 
following the 
monitoring of legal 


Adam said. Chechen residences were 
cellphones were checked to see what 
and phones were tapped. 


can get registered to receive benefits outside the 


when Adam 
it took him almost six months on top of 


Column 4 


he was accused of 


which are confusing and complicated 


after 
he found it nearly 


where he said 


who stayed in Grozny. 


they brought in OMON troops 


Moscow Mayor Yuriy Luzhkov announced V'Operation 
\" enlisting over 20 


Column 4 

000 non-Muscovites 

and resulted in the 

000 individuals who reportedly 


the only alternatives open to him would be to 


riders on the Moscow Metro who appear non-Slavic 


the study found that police stops uncover 


which calls into question the effectiveness of ethnic 


but that the last time he was stopped was 

the situation was worse 3-4 years 

he 

and are targeting working-class migrants from 


middle-class Chechens. 


many of their classmates would use ethnic slurs 


teachers treated them more harshly than 


Column 4 


he made it clear that his 

renting an apartment 

and being racially profiled were par for the 
he would move back 

particularly from the 

is increasingly at odds with Putin\'s declared 
\" 


58 percent of respondents 


51 percent of respondents believe that \"ethnic 
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extra-judicial executions 


a 
subsequently shared detailed 


Katawal allegedly threatened in 


the Maoists frequently used schools as a base 
the Maoists were conducting a 


Column 4 
2003 to September 10 


however 


in their view 

Army sources believe 

the senior civil 

who reports directly to 
told emboff September 18 


U.S. interests would not be best 


the unspecified 


the most troubling 


Embassy sources 


mindful of minimizing collateral damage. 


we will continue to urge the Government 


it would ultimately strengthen the Nepal Army 
to air and answer the charges 


Column 4 


the GON maintains a 
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because of growing urbanization. 


Borno 
and Zamfara States 


Sokoto 
and Borno already had suffered protracted drought as far 


Taraba 
Kwara 


which exacerbated 


overexploitation 

and poor irrigation practices. At that time 
000 hectares 

000 acres) 

000 hectares (74 


as the area affected by wind erosion increased to 9 
up from 6.5 million hectares (16.06 million acres) in 


000 hectares (988 
up from 350 


with desert 


Column 4 


starting from a base of 90F) and 


livestock in the north 


Soil surface temperatures often exceed 50 


especially as ever-more marginal land is cultivated. This 
which moves 


13.5 million sheep 


roughly two-thirds of its sheep and goats 
camels 


Niger 


in the same period 


the U.S.-based Earth Policy Institute 


then ends 


and more of overgrazing 


the competition between farmers and pastoralists for 


Column 4 


who often are 
and who are moving ever farther south in search of better 


but pastoralists now are forced to move through 
threatening farmersY crops. 


this often appears as a 


the GON announced in March 2005 it 


500 km (940 miles) long 
from the Sokoto Basin in the northwest to the Lake 
state 


each capable of 


however 
Nigeria had experienced V'no tangible improvement" against 


most 
probably for use as 
and the Ministry 


000 hectares (74 
less than 1096 of the area claimed by the desert 


state 


but rapid improvement 
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Column 4 


butisa 


shadowing some positive 


the reality is that serious systemic 
conspiring 


who outlined 


and the Mission\'s 


joint efforts to 
the prosecution of Somali pirates 


Not Me 


against which there has been plenty 
but little in terms of prosecution. 
shoddy prosecutors 

V were to blame 


he 

allowed a wealthy man like Kamlesh Pattni 
to keep moving his case 

never facing the charges. 


but the donor community placed all its 


Column 4 


Wako asserted. The KACC is able to offer much 
and has lured away DPP staff. (NOTE: The 


and the donor community provides little 
not donors 


exploited by high-priced lawyers 


Wako told the Ambassador 


as of early 2006 
\" including 
Wako said 


higher paid) 


V he announced. Wako explained 


\" he said 


Wako reported 


a number of complementary 
as well. 


before it 


Wako said. A prominent childrenVs rights 


Column 4 
but it is the Ministry of Home 


but the jury is still out 


particularly for the powerful. Still other 


with an emphasis on terrorism and 
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Army Commander-in-Chief 


V and offenses to 
along with a provisional legislative 


thus paving the way for popular 


Sonthi was evasive when pressed to 


but 


Column 4 


the other five members of the CDRM were in 
Chairman; General 

Leader; 

1st 


2nd Deputy Leader; Police General Kowit 
3rd Deputy Leader; 


Secretary General.) 


there were words and actions 
the 


said Sonthi 
to bring peace and normalcy back to 
VWe have acted to solve the existing 


respect 
and work to have 


he 
CDRM members had an audience with the King and Queen. 


in two weeks the CDRM will put in place a 


thus paving the way for popular elections. 


the UK 


Column 4 


he 
had suddenly changed and prompted a military coup? 
V'The military has been watching the situation 


but recently we have learned 


so we acted. Our purpose is to make 


and if Thailand\'s borders remain open. 
but affirmed 


his family 
his family 


while unspecified 

the CDRM does not have any plans 
asked the UK 

has Thaksin done? Sonthi replied 


and questioned 


V'The people 


Column 4 
which in the past was not tangible and 


the Finnish Ambassador asked 1) When will 
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what 
and how 


Meeting with Restrepo 


its first in 10 years 

without 

ELN 

and ELN prisoner Juan Carlos 


September 21. Restrepo told 


Column 4 


what kind of ELN 


and how the GOC 


after which its 


although Jimenez said 
September 24. Akerman 


Political Decisions at ELN Congress 


ostensibly 


or as 


to stressing they were Colombians 
ELN members second. He argued this shift was 


Evo Morales Influence 


and others had persuaded them that the ELN\'s political 


Column 4 
rather 


\"they know Morales speeches by heart.\" The 


as well as the right for ELN leaders to 


but Akerman planned a workshop in Medellin at 
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including women in significant 


post believes the 
s main urban area -- i.e. the 


post 
t shoot" order will remain in 
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one Bank of Cyprus insider told us he thought the 


Column 4 


he noted 


paying his company over CYP 1.7 


Pierides --- another Rologis ally -- was 


who was elected Chairman by the Board in 2005 by a 


Rologis tendered his resignation as 


following a major Board battle 


the massive increase in BOC\'s 


2005 
the BOC Board 
aged 73 


Central Bank Governor Christodoulou 


instead of running banks like 


Cyprus\'s 


Column 4 

with profits up by 110.7 percent at CYP 
Kikis Lazarides 

who had held that job for over 30 years 
2006. Lazarides had made an effort to bow 
in September 2005 

his 

which has 

finally forced Lazarides to 


Laiki\'s most senior General Manager with 
was appointed to the board and elected 
V'The Cypriot 


though stronger than ever 


at some point in 
bestowing them honorary titles. Boards need 
an appetite for work 


the wave of mergers and acquisitions promising 
Egnatia Bank also in Greece 

which is 31.5 

currently has a 12 percent stake 


Marfin and Laiki 
and September 19 


creating the 
which is likely to have a new name 
Dubai and Nicosia. The Central Bank of 


as opposed to Athens or Dubai. The 


the island\'s third-largest 
Hellenic 


with a view to pursue these 


Column 4 


9/20/2006 13:33 


practical input to the PBC that will enable this 


UN mission representatives from Commission 


and several staff personnel from the 


but a Burundi CS representative was not able to 


preventing 


Column 4 


one of two countries selected for evaluation in PBC 


and provide targeted practical input to the PBC 
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but perhaps only after some long 
he suggested that all members should 
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the 


or targeted only at 

the GOT\'s tactics have intensified beyond 
V Le. 

but is not 

excessive requests for diplomatic notes 
or demands for GOT 


an impersonator intercepted an Embassy 


Column 4 
the impersonator stated that he no longer wished to 


on September 19 three Arabic language dailies 


there is little doubt that these incidents reflect 


para 7. End Summary. 


Embassy 


particularly but not exclusively during visits 


in chronological order 
when such actions have been 


Charge refused to accede to the request that 


however 


MFA interlocutors gave a shifting 
including 
the 


Column 4 


claiming that Tunisia was a country 


there has been no formal answer. (Comment: It 


and 
reflexively put pressure on 


V'You know we 
but we need to know about your 


EconCommercialOff and 


like the local Chamber 
insisted on Dip Notes or other evidence of GOT 


he was given 


Sfax contacts remained reluctant to 
two 


meetings s/he had 


every morning one of the 


they apparently expected the restaurants to 


Column 4 


Nefta 


whose 


too 


Hassan Soukni (protect) an Embassy 
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Soukni admitted that he had been instructed to 


a human rights activist and member of the 
an 


the impersonator told the driver that he 


Protocol FSN called the invitee to 


and that he 


some activists noted the 
№ 


including the primus 


as well as the Interior Minister 
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which is 
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in particular 
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receptions and sometimes volunteer to 


officials prepare their VintelligenceV 
one of 


did not hesitate one single moment to accept to meet 


in 
providing this embassy\'s official with documents 


this culture of suspicion is 
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USG funding is behind many projects in Tunisian 


this phenomenon is not new 
Tunisian authorities on September 
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which according 
is 
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and also make insider trading and market abuse 
which remains legal tender. 
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is a key strategic objective of the government. 
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formation 


seventy dollar per barrel oil 
South America and in my country 


the United States has maintained 


economic diversification and related policies and 


like Turkey 


it was contemplated that countries and 
the President found that Hong Kong 
Singapore and Taiwan had reached a point in their economic 


noting that these countries had \"achieved an impressive 
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itis not at all in the same 
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but recent data also reveal the fragile nature 
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Pakistan and 
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but it is in serious need of diversification. 

Turkey maintains one of 


and it is evident that Turkey is 


with respect to Turkey\'s 


the GSP program remains a critical factor in our 


| also would like to request that the one Turkish sector 
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India 
Hong Kong and Italy without GSP 
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we need to 
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Guardia di Finanza 
and deputy legal adviser at the Ministry 


he said 


but the new trend involving 


PM Prodi\'s diplomatic adviser 


he said 


noting 


he said 


these individuals are not 
a centrist in 


commented that he considers 


especially if it were to generate friction with the 
he felt that the government's foreign affairs 


of the PM\'s 
who is in charge of overall intelligence policy. 
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end quote. The GOI 
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senior political leaders from the 
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9/20/2006 14:31 
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obtaining convictions and appropriate sentences 


won the majority 
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engaged in coalition negotiations 


threatening to return its parliamentary mandates 
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but democratically 


both of 
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as well as a wiretapping law 


Column 4 
with adoption in 2006 of a national strategy 
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as warranted 
and continue to investigate 
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along with fighting corruption 
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Milososki was the 
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Minister Babacan had promised to 
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the founder of modern 

as well as denigrating Turkishness 
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prosperity 
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Talat was introduced as the President of the 
an entity recognized 


all eyes 


Bugun and others report that 


reportedly 


a Turkish 
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were seen as trying to steer with their hands 

another Greek coastguard boat was seen by the Turkish 


according to Hurriyet. 
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which we always considered a threat to 
was not alone -- the Pope represents 
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accused the two of 
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the former Secretary General ofQ Kuwait 
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in a September 20 article in Al-Qabas 
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most Kuwaitis have urged a 
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Dr. Sami Alrabaa 
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terrorizing the world." He 


we do not pose any threat to anybody and 
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people will be 
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told 


an American Imam visiting Kuwait on 
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Kuwaiti Islamists have stressed that 
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Romain Nyimi 
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however 
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Siniora said that the tribunal must be 
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he thought. 


Siniora said that financing for the tribunal 
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the composition of the tribunal needed to be worked 
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Siniora 
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Siniora contrasted Qatari 
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is financing a few projects through the GOL. He shook 
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Algeria just sided with Syria 
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Minister of Finance Azour 


Siniora and his staff 
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but had no further information. He queried the 
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but 


and have received wide play in 
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Pope Benedict 


lent itself 


but religion 

go together. | hope that my profound respect for 
who ‘worship the one God\' and 

liberty 


there was talk among diplomats and 


for one 


an 
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\" and 
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said that in 

Pope Benedict did not engage with 

but with a version of Islam enunciated by a Christian 


a former inter-religious affairs 
said the pope blurred 


even if 
ona 
Borelli said situations like those caused by the 


V'and move forward with 
hope and cooperation.\" 


a former Vatican official now working at 
lamented the \"banishment\" of 
Archbishop 

to the nunciature in Cairo 


practice and tradition." Michel said that the fact that 


a representative of the Community of 
told us his 


\" he speculated. Betti thought much of the Muslim 
and noted that the violent responses 
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trying to outdo each other in 


he said 


the pope 
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the pope again 


but indications from the Vatican are that 
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Corsepius mentioned renewables as an area 
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according to 

MFA\'s Director General of European Policy 
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through its presidency 


with Tempel noting that officials realize EU 
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competition and working to fulfill the goals 
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Germany wants to reexamine 
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with constitutional reform 
Germany's efforts to tackle one of the EU\'s most 


rather than allowing EU institutions into 
members need to keep discussions 
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yet 
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globalization-related issues 
the top global goods exporter 
even while its 

positive 


Germany nonetheless wants to try to get 
using the 


German officials 
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in addition to the four off-shore blocks already under 
including one by U.S. oil firm Kerr-McGee. Bids for 
2006. END NOTE.) 
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the demonstrations have grown dramatically 
diverse 


however 


PM Gyurcsany emphasized his 
identified a 


and expressed confidence that the government would 


the PM referred to the \"deep political schism\" that 


and 


V and believes the MSZP is 
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the latter 


Gyurcsany 

but made clear that he 
№" 

with whom 


for his public pledge to 


V as an example of an opposition figure with whom 


V driven by a hard core of \"50 - 300 soccer 
paid enforcers 


V admitting the damage done 


Gyurcsany referred to 


he reiterated 


commenting that V'not even | would accuse the 


emphasizing Hungary\'s respect for the V'pride of all 


Gyurcsany explained that he had resolved not to wait 
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\" and V'past practice - not our policy" was 
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and that the 


Gyurcsany appealed to the diplomatic 


Gyurcsany was very 


economic 
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the political 
all sides concurred that the first reading of the 


a constitutional review committee will be 


with most of the bloc appearing at the 
s agenda had 


contacts have told 
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which included the postponement of 


during which time the Article 142 constitutional 


or until after the constitutional review committee 


but that Tawafuq had asked for one 


most likely to ascertain whether 


even if 


S passage in advance of constitutional review?\" Tawafuq 


S passage in 


saying that adhering to it at all 


in Ani 
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who wanted to impose a speedy region formation 


he argued 

even if the regions law were passed 
four months from now 

Ani added 


Ani told poloffs that 
Tawafuq was not 


however 


Ani said 


told PolOff in separate conversations on September 


with 


the Sadrists are leery of the formation of a Shia state 
as Shia 
the 
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emigration 

and a surge in Colombian 


\"all bets are 


with Colombians strongly represented 

political and professional elites. 

Ecuador\'s internal political instability complicates 
with Ecuadorian politicians routinely 


and has 
\" 


Reyes predicted bilateral ties would 
if pro-Venezuela and populist 
\"all bets are off.\" 


safe haven 
000 Colombians live in the 
while Colombia puts the figure at 150 


both legal and illegal 


with Ecuadorians routinely 
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Reyes said 


and 


but corruption within the Ecuadorian military 


although military cooperation has 


illegal bank without first 


Administrative Department for 


Aruba 


9/20/2006 18:04 
9/20/2006 18:07 
9/20/2006 18:14 
9/20/2006 18:15 
9/20/2006 18:15 
9/20/2006 18:16 


the United 
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and that some EU countries view the 


highlighting its beneficial effects for the EU 
as well as its utility in bringing major 


Gronberg 


he did think that both countries 


timing of the Fifth Committee deliberation was 


but may not be in a position to engage 


Ambassador Wallace reiterated the 
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on special assignment in Washington for leading 
V writes (09/19) “Тһе two of them were in the same building 
US President George 
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Bush made it clear that he has 
he insisted on 
and asserted 


the truth is that the US has not obtained (and it 


international editor of leading V'Clarin 
the 


but it lost 
although its 


the diplomacy that 


as wanted by Washington) of 
and he said the Bush administration should acknowledge 


General Ken Keen 
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center-right \"InfoBae\" reports (09/20) \"Bolivian 


particularly bearing in 


Evo Morales is attempting 


political columnist of leading V'Clarin 


but its main concern is Kirchner\'s 


it has some costs now." 


businessmen told him that a framework of clearer 


from which 


on special assignment in New York for 
\" comments (09/20) \"For the first time in 
Argentine President Nestor Kirchner decided to miss the 
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the US-Argentine bilateral relationship has been 
according to Kirchner - who is particularly encouraged to 


in which he only spoke about terrorism and made warnings to 


according to a source in the Argentine delegation 


and it is 


figures indicate that we are on a good track.V 


she said that 
poverty has gone down 30%. She pointed out that the 


as did Brazil." 


therefore 


the announcements mde in the Singapore meeting 
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statistics show that resistance leads to injury. 
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06TOKYO5322 


would be dangerous 


O6BAGHDAD3458 
06GUANGZHOU30120 


Column 6 Column 7 Column 8 


Embassy Tokyo UNCLASSIFIED 


as there 


Embassy Baghdad CONFIDENTI/06STATE151212 
Consulate Guangzh UNCLASSIFIED//FOR OFFICIA 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


a bilateral 
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was that the calls to the talk radio 
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and Russia 
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and Russia at the regular IAEA Board of 
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the 
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and other countries near North 
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by 


that deliberations on those 
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schoolteachers and 
culture 
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and 
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Ota 


who is 
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based in 
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chief 
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such 
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if we are 


no 


Column 5 Column 6 Column 7 Column 8 
India 


the history issue political affairs 
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some express concern: 


Column 5 Column 6 Column 7 Column 8 


nongovernmental organizations 


but most of them work in 
and 
we 


000 certified care 
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gives 
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and Ota all said in 


Australia 
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гапа 
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said that 


American Institute IUNCLASSIFIED 
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said the fact that only one 


a manifestation of the 


English-language V Taipei 


who now has the upper hand tried to 
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the solid gathering of people joining in the 
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Column 5 Column 6 Column 7 Column 8 
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or 
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to 


and culture will still occupy the largest 
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before the 


Column 5 Column 6 Column 7 Column 8 


paid a 
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Security 
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the series 
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Column 5 Column 6 Column 7 Column 8 
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moderation and 
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with one Oxford economist publishing a rebuttal 


to 
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among other things 
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Vand Vprotection from 
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Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 
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and hard-line views. 


Column 5 Column 6 Column 7 Column 8 
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O6BEIJING 19663 Embassy Beijing CONFIDENTIAL 

O6HARARE1143 Embassy Harare CONFIDENTI/O6HARARE1 130 
O6KINSHASA1447 Embassy Kinshasa UNCLASSIFIE 06KINSHASA13€ 


a prominent member of KabilaVs 
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Department of 
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Column 5 Column 6 Column 7 Column 8 


O6PARIS6199 Embassy Paris CONFIDENTIAL 


who were once 
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it does not 
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Training 
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and Egypt 
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and deport 
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are 
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he 
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remains unknown amidst 


Column 5 Column 6 Column 7 Column 8 


VDaily 


NIA officials 


the GOTGVs 
they 


following JammehVs expected 


O6ALMATY3278 US Office Almaty UNCLASSIFIEO6ALMATY3178 


Column 5 Column 6 Column 7 Column 8 


Kazakhstan 


would be 
had already hired a 
and a Russian Human 


KMGVs board is 


Column 5 Column 6 Column 7 Column 8 


but 


and V'the airports. V" 


Column 5 Column 6 Column 7 Column 8 
would pay far more to the State in taxes 


O6BEIJING 19793 Embassy Beijing CONFIDENTIAL 


he said. 


Column 5 Column 6 Column 7 Column 8 


Lebanon and North Korea. On 
while 


Column 5 Column 6 Column 7 Column 8 


the Chairman of the 


Wen attended the 


transportation and 


Column 5 Column 6 Column 7 Column 8 


Iran and East Asia 


innovative societies and 


Column 5 Column 6 Column 7 Column 8 


who said \"it will be 
who served as 


Column 5 


energy 
IPR 


Latin American relations. 


06RANGOON!1354 


discussed a wide 


but both Yu and Deng 
they waste a 


Column 6 Column 7 Column 8 


African 


Embassy Rangoon CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


and 


who had the foresight to 


although they were 


Column 5 Column 6 Column 7 Column 8 


speaks very good Burmese and 


06ISLAMABAD!18379 Embassy Islamabat CONFIDENTIAL 
06ТА!РЕ!3233 American Institute TCONFIDENTIZO6TAIPEI2513 


Column 5 Column 6 Column 7 Column 8 


tell AIT that USG statements have been 


that 


12 independent) of 


Column 5 


by specifying they 


appears to 


Speaker Wang told the Director 


Ma has 


the LY Defense Committee 


KMT Vice Chairman John 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


the KMT LY caucus would probably cut 


Column 5 Column 6 Column 7 Column 8 


would be the last chance to 


Column 5 Column 6 Column 7 Column 8 


bea 


O6ALMATY3280 US Office Almaty UNCLASSIFIED/FOR OFFICIA 


though less 


in 


Column 5 Column 6 Column 7 Column 8 


told Econoff that 


which 


to Kulibayev. One 


Column 5 Column 6 Column 7 Column 8 


KazEnergy promised to 


O6BEIRUT3014 Embassy Beirut SECRET O6BEIRUT3014 


Column 5 Column 6 Column 7 Column 8 


realistically it could 


another 


Column 5 Column 6 Column 7 Column 8 


and media to link suspects. 


UNIIIC is only looking for links 


Column 5 Column 6 Column 7 Column 8 


ОӨРНМОМРЕМН1691 Embassy Phnom Pı UNCLASSIFIED//FOR OFFICIA 
but we understand from other sources 


O6PARIS6234 Embassy Paris UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


Britain Russia China and the U.S. 


and American 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 
religious or 


he cannot 


that when facing the West\'s determination 


Column 5 Column 6 Column 7 Column 8 


Henri Emmanuelli 


our nation has not sunk 


Asian and Latin American 


O6PHNOMPENH1693 Embassy Phnom Pı UNCLASSIFIE 06PHNOMPENH 
O6BANGKOK5747 Embassy Bangkok CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 
OGTELAVIV3705 Embassy Tel Aviv UNCLASSIFIE O6TELAVIV3370 


V has 


Column 5 Column 6 Column 7 Column 8 


vital economic 


Column 5 Column 6 Column 7 Column 8 


06ТАІРЕІЗ234 American Institute TCONFIDENTIAL 


anti-Chen movement 


000 


V knelt 


Column 5 Column 6 Column 7 Column 8 


and tended to be in 


V referring to 


and 


Column 5 Column 6 Column 7 Column 8 


the President. Chen\'s biggest 
may come in the weeks or months ahead 


O6BUENOSAIRES2117 Embassy Buenos AUNCLASSIFIED 


\" and \"InfoBae\" extensively report 


said yesterday that regional prosperity will 


which are 


Column 5 Column 6 Column 7 Column 8 


a member of the Pacific Forum 


center-right 


Column 5 


Pacific Forum 


in this case 


member of the 
the 


Column 6 Column 7 


Center for 


investment will not be 


Column 8 


Column 5 Column 6 Column 7 Column 8 


but it is 


and 


the US is 


Column 5 Column 6 Column 7 Column 8 


Chinese companies are owned by the 
therefore havea 


who went 


Column 5 Column 6 Column 7 Column 8 


06BANGKOK5748 Embassy Bangkok UNCLASSIFIED 
O6BEIRUT3017 Embassy Beirut SECRET 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


he does not 


he claimed to be 


Column 5 Column 6 Column 7 Column 8 


06ADDISABABA2527 Embassy Addis Abe UNCLASSIFIED//FOR OFFICIA 
O6BEIRUT3018 Embassy Beirut SECRET O6BEIRUT3018 


Column 5 Column 6 Column 7 Column 8 


realistically it could 


Column 5 Column 6 Column 7 Column 8 


another 


and media to link suspects. 


UNIIIC is only looking for links 


Column 5 Column 6 Column 7 Column 8 


06COLOMBO1531 Embassy Colombo CONFIDENTI/06COLOMBO!4^ 


Column 5 Column 6 Column 7 Column 8 


which gives Norway a window to seek an 


06CHENNAI2145 Consulate Chennai UNCLASSIFIE 06Chennai1705 


who allegedly played the 


Column 5 Column 6 Column 7 Column 8 


he said 


O6KABUL4232 Embassy Kabul CONFIDENTI/ O6KABUL4001 


Column 5 Column 6 Column 7 Column 8 


Helmand 


refusal to transfer from home district or 


or criminals. In an effort to 


Column 5 Column 6 Column 7 Column 8 


and nationally 


Central and West 


Mazar-e-Sharif Herat Farah Kandahar 


and emergencies. The 


medical 
non-lethal weapons and the 


requires a 


Column 5 Column 6 Column 7 Column 8 


CSTC-A Police Reform Directorate who 


and heavily armed insurgents. Mr. Collins 


UNAMA and other key 


Column 5 Column 6 Column 7 Column 8 


and reconstruction goals here. 


O6MUSCAT 1368 Embassy Muscat UNCLASSIFIED/FOR OFFICIA 


\"At the end of the day Islamic banks 


and interest rates. Zadjali also noted 


Column 5 Column 6 Column 7 Column 8 


06MOSCOW 10382 Embassy Moscow CONFIDENTI/O6STATE148157 
and support for the 


and President Mubarak provide 


Tel Aviv and Ramallah. Lavrov 


peace process 


Nabbi Berri and FM 
who 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


and was ready 


was not categorical in ruling out a 


was realistic about 


Column 5 


would not derail the 


and 


Syrians 


but a beginning of a 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 
with the 


to 


and ministerial indicate the GOR 


Column 5 Column 6 Column 7 Column 8 


O6DHAKA5892 Embassy Dhaka SECRET 


with support from our Canadian British and 


Column 5 Column 6 Column 7 Column 8 


was being 


and have 


she says 


Column 5 Column 6 Column 7 Column 8 


looks more and more foreboding 


while boycott 


O6KABUL4233 Embassy Kabul CONFIDENTI/ O6KABUL1 714101 


s Taliban 


Column 5 Column 6 Column 7 Column 8 


Afghan National Police (ANP) and Afghan 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


none 


Column 5 Column 6 Column 7 Column 8 


and thereby the GOA S reach into Kunar and 


offering some 


Column 5 Column 6 Column 7 Column 8 


O6VIENNA2774 Embassy Vienna UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


has become the battlefield 


who 


until 


Centrist 
embarked on the election campaign 


Column 5 Column 6 Column 7 Column 8 


fundamentalists 


welded together 


Column 5 Column 6 Column 7 Column 8 


O6ADDISABABA2532 Embassy Addis Abe UNCLASSIFIED//FOR OFFICIA 
06COLOMBO1533 Embassy Colombo CONFIDENTIAL 


Column 5 


O6YEREVAN1300 


000) 


188 (IT portion: $100 
529 (IT portion: $100 


Column 6 Column 7 Column 8 


Embassy Yerevan UNCLASSIFIE 06STATE142147 


000) 
000) 


Column 5 Column 6 Column 7 Column 8 


685 (IT portion $22 772) 


State Tax 


Government Agencies of 


Column 5 


services and 


000 (IT portion: $67 
000 (IT portion: $50 


other civil society 


000 (IT portion: $120 
000 (IT portion: $50 


Column 6 Column 7 


000) 
000) 


000) 
000) 


Column 8 


Column 5 Column 6 Column 7 Column 8 
scanners 


UPS servers etc. to enable ports o 


scanners digital 


Column 5 Column 6 Column 7 Column 8 


for the customs service. 


hub switch cabling workstations 
O6BERLIN2748 Embassy Berlin UNCLASSIFIE OGBERLIN2546 
O6BISHKEK1333 Embassy Bishkek CONFIDENTI/O6BISHKEK1316 


and the government. A 


V in the southern 


and 


did not attend and 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


apparently failed to capture the momentum 


produced little new in terms of 


O6PRISTINA782 Embassy Pristina  UNCLASSIFIE 06PRISTINA265 


seemed 


Column 5 Column 6 Column 7 Column 8 


judicial and 


O6NEWDELHI6504 Embassy New Delh UNCLASSIFIE 06 USDOC4749 
O6BEIRUT3021 Embassy Beirut SECRET 


Column 5 Column 6 Column 7 Column 8 


O6ASHGABAT985 Embassy Ashgabat UNCLASSIFIE 06ASHGABAT98 
O6BRIDGETOWN1645 Embassy Bridgetown UNCLASSIFIE 065ТАТЕ151636 
O6KIEV3552 Embassy Kyiv CONFIDENTI/ 06KYIV2804|06K 


Column 5 Column 6 Column 7 Column 8 


\"and Ivchenko demonstrated the 


Column 5 Column 6 Column 7 Column 8 


argued gas 


Column 5 Column 6 Column 7 Column 8 


O6KIEV3553 Embassy Kyiv CONFIDENTI/ 06KYIV3463|06K 


and Hrytsenko 


and 


Column 5 Column 6 Column 7 Column 8 


although the text on 


Column 5 Column 6 Column 7 Column 8 


and only the standard: 
there would be 


had 


at 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


and transmissions. Production 


O6CALCUTTA423 Consulate Kolkata UNCLASSIFIED//FOR OFFICIA 


enhanced social 


Column 5 Column 6 Column 7 Column 8 


being already approved would go 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


O6ABUDHABI3685 Embassy Abu Dhak CONFIDENTI/06ABUDHABIS5t 


and 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 
ADNCC will 


\" it would take 


had caught everyone 


did the UAE. Bin Yousef 


and (possibly) telecoms. He explained that 


Column 5 Column 6 Column 7 Column 8 


Al-Saleh noted he was not 


and Oman all had different economies 


the U.S. Congress has the 


Column 5 Column 6 Column 7 Column 8 


pharmaceuticals consulting and IT 


Column 5 Column 6 Column 7 Column 8 


06MINSK1018 Embassy Minsk — CONFIDENTI/06MINSK951 


displayed signs that read 


the original 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


three city buses 


the 


stickers and bandanas 


06МІМ5К1019 Embassy Minsk СОМҒІПЕМТІ/06МІМ5К1019 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 
claiming 


President of the Belarusian 


Column 5 Column 6 Column 7 Column 8 


O6MUSCAT1370 Embassy Muscat UNCLASSIFIED 


all Omani dailies front-paged 


Column 5 Column 6 Column 7 Column 8 


insufficient. The 


regional and international 


Column 5 Column 6 Column 7 Column 8 


circulation 
am 


are urged to despise 


Column 5 Column 6 Column 7 Column 8 


O6BAGHDAD3496 Embassy Baghdad CONFIDENTI/06BAGHDAD34C 


O6MUSCAT1371 Embassy Muscat CONFIDENTIAL 


\"We are 


Column 5 Column 6 Column 7 Column 8 


and 
and labor among 
in 
and 
06BRIDGETOWN1648 Embassy Bridgeton UNCLASSIFIED 


06SKOPJE880 Embassy Skopje | CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


and the 


and others as 


and Bosnia-Herzegovina. The Ambassador 


Column 5 Column 6 Column 7 Column 8 


regarding the poor state of the 


and flexibility in trying to 


and its 
Y and 


Column 5 Column 6 Column 7 Column 8 


Catholic Church 


Column 5 Column 6 Column 7 Column 8 


enter Macedonia simply by 


churches in the 


if they fail 


Column 5 Column 6 Column 7 Column 8 


O6SAOPAULO1 002 Consulate Sao Pau UNCLASSIFIED//FOR OFFICIA 


NOR FMD RELIEF 


and 50 countries banned the 


are not 


no negative report is ever generated that would 


Column 5 Column 6 Column 7 Column 8 


helped minimize the 


and the Bertini 


Column 5 Column 6 Column 7 Column 8 
will have the 


Column 5 Column 6 Column 7 Column 8 


the plant should become 


parents and 


Column 5 Column 6 Column 7 Column 8 


leaves the state 


marshy wilderness area 


Column 5 


and 


state and 


and will need to be 


O6VATICAN199 


and focused 


in order 


Column 6 


Embassy Vatican 


Column 7 Column 8 


CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 
subsequently 


and the Qur\'an. In this 


Column 5 Column 6 Column 7 Column 8 


or any 


and modern European 


said he read the pope\'s 


prejudicial and a barrage of other 


head 


but it is not clear that 


Column 5 


issued an additional 


their 


and 


that if some believers from another 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


had the pope circulated his text in 


Column 5 


the decision to quote the precise 


O6ABUDHABI3686 
O6MUMBAI1 707 


Column 6 Column 7 Column 8 


Embassy Abu Dhak CONFIDENTIAL 
Consulate Mumbai UNCLASSIFIED//FOR OFFICIA 


Column 5 Column 6 Column 7 Column 8 


the 


although V' maybe only five" managers 


with Jet planning a 


Column 5 Column 6 Column 7 Column 8 


OGANKARA5436 Embassy Ankara CONFIDENTIAL 


Column 5 Column 6 


and property for the 


says the time is not ripe 


that Ankara 
view at it as a point of 


is that they usually do not 


also referred to in December 2002 EU Summit 


Column 7 


Column 8 


Column 5 
states that 
the UK 


is an exacting contracts 


the EU accepts documents 


was to get some 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


to have a leaders 


\"We\'re seeking a settlement. V 


Column 5 Column 6 Column 7 Column 8 


but we want and 


O6ABUDHABI3687 Embassy Abu Dhak UNCLASSIFIED//FOR OFFICIA 


added 


Column 5 Column 6 Column 7 Column 8 


Under Secretary 


said that respect for 


O6STOCKHOLM! 501 Embassy Stockholn CONFIDENTI/ O6STOCKHOLM 


O6KHARTOUM2276 Embassy Khartoum UNCLASSIFIE 065ТАТЕ140816 


Column 5 Column 6 Column 7 Column 8 


O6KHARTOUM2277 Embassy Khartoum CONFIDENTI/ 06KHARTOUM2 


to terrorist 


Column 5 Column 6 Column 7 Column 8 


O6ASHGABAT987 Embassy Ashgabat CONFIDENTIAL 


had bought the rights to air 


Column 5 Column 6 Column 7 Column 8 


was unimpressed. 


Column 5 Column 6 Column 7 Column 8 


they were 


embassy 


O6MANAMA1669 Embassy Manama CONFIDENTIAL 
led by 
also ofAkhbar Al 


Column 5 


06MAPUTO! 190 
OGANKARA5437 
OGANKARA5438 
O6KABUL4245 
O6BRASILIA1966 


and 


Column 6 


Embassy Maputo 
Embassy Ankara 
Embassy Ankara 
Embassy Kabul 

Embassy Brasilia 


Column 7 Column 8 


UNCLASSIFIE 06SECSTATEW, 
UNCLASSIFIE 06STATE151961 
UNCLASSIFIE 065ТАТЕ149622 
UNCLASSIFIE O6KABUL4001 
SECRET 


Column 5 Column 6 Column 7 Column 8 


piracy and 


but is mindful of not \"stigmatizing\" the 


Column 5 


as 
though 


made up mostly of Maronite and 


and INL A/S were 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 
and that the 


and INL A/S and 


but that the Brazilian military continues 


with no elaboration 


Column 5 Column 6 Column 7 Column 8 


in particular the possible necessity of 
06DAMASCUS4534 Embassy Damascu UNCLASSIFIED 
Speaker of the 


Deputy Prime 


borders and for restoration of Palestinian 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


and national 


that it is 


and elsewhere after 9/11. | believe 


preemptive wars and 


Column 5 Column 6 Column 7 Column 8 


wrote 


must not forget from now 


blood-thirsty terrorism... 


unleashed Israeli aggression 


Column 5 Column 6 Column 7 Column 8 


Column 5 


O6BAGHDAD3498 
O6NDJAMENA1151 
O6KUWAIT3746 
O6NIAMEY 1051 
O6MADRID2340 


were eliminated 


O6PARIS6244 


since his 


Column 6 Column 7 Column 8 


Embassy Baghdad CONFIDENTI/ OGBAGHDAD33€ 
Embassy Ndjamen: CONFIDENTIAL/NOFORN 
Embassy Kuwait UNCLASSIFIE O6STATE154200 
Embassy Niamey UNCLASSIFIED 

Embassy Madrid UNCLASSIFIEOG6SECSTATE15 


Embassy Paris CONFIDENTI/ O6PARIS3129 


Column 5 Column 6 Column 7 Column 8 


their grip on power. 


created unhelpful ambiguity about French 


and one wonders perhaps went beyond 


O6KIEV3569 Embassy Kyiv CONFIDENTI/ 06KYIV3569|06U 


Column 5 Column 6 Column 7 Column 8 


Yanukovych had 


cited the March parliamentary 


in order to allow time for negotiations 


Column 5 Column 6 Column 7 Column 8 


by virtue of 


or five-year multiple 


Column 5 Column 6 Column 7 Column 8 


000 euros to develop a metering 
for natural gas deliveries 


Column 5 Column 6 Column 7 Column 8 


O6PARIS6246 Embassy Paris CONFIDENTI/ O6PARIS61 78 
particularly the MOD. The 250 million 


and clean up contaminated areas. Montel 
and 


could help lvoirians 


on the margins of the UN 


Column 5 Column 6 Column 7 Column 8 


O6BERLIN2754 Embassy Berlin UNCLASSIFIE O6BERLIN2534|C 
raising questions 


O6KIEV3570 Embassy Kyiv CONFIDENTI/ 06KYIV3029|06K 


Column 5 Column 6 Column 7 Column 8 


are 


political and personnel developments 


Column 5 Column 6 Column 7 Column 8 


asked for a positive 


but 


Column 5 Column 6 Column 7 Column 8 


the GOU would 


O6THEHAGUE2029 Embassy Тһе Hagu UNCLASSIFIE 065ТАТЕ149622 
O6THEHAGUE2030 Embassy Тһе Hagu UNCLASSIFIE 065ТАТЕ153946 
OGANKARA5440 Embassy Ankara CONFIDENTI/O6SECSTATE14 


Column 5 Column 6 Column 7 Column 8 


06PRAGUE!1 157 Embassy Prague | UNCLASSIFIE 065ТАТЕ51211 
O6PRAGUE1 158 Embassy Prague UNCLASSIFIE 065ТАТЕ140757 
O6THEHAGUE2031 Embassy The HaguSECRET O6STATE149547 


that the USG failure 


Column 5 Column 6 Column 7 Column 8 


O6MADRID2343 Embassy Madrid UNCLASSIFIEO6SECSTATE14 
O6KHARTOUM2280 Embassy Khartoum UNCLASSIFIED//FOR OFFICIA 
O6SOFIA1330 Embassy Sofia CONFIDENTI/ O6SOFIA1230|06 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


saying that we 


06SOFIA1331 Embassy Sofia UNCLASSIFIE O6SOFIA1045 
O6PRETORIA3888 Embassy Pretoria UNCLASSIFIE OGKINSHASA99€ 


created a more stable 


and 


Column 5 Column 6 Column 7 Column 8 


2000 troops from 


rescue and 
and share 


but was caught 


localized" dispute 


Column 5 Column 6 Column 7 Column 8 


O6BUENOSAIRES2120 Embassy Buenos AUNCLASSIFIED//FOR OFFICIA 
O6DAKAR2255 Embassy Dakar CONFIDENTI/O6NDJAMENA11 
O6PARIS6247 Embassy Paris UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


was satisfied with the even-handedness of the 


O6PARIS6251 Embassy Paris UNCLASSIFIED 


permanent staff office space communicatio etc. 


Column 5 Column 6 Column 7 Column 8 


O6KHARTOUM2281 Embassy Khartoum UNCLASSIFIE 06KHARTOUM2; 
O6PRETORIA3889 Embassy Pretoria CONFIDENTI/O6DARESSALAA 


Column 5 Column 6 Column 7 Column 8 


Tanzania 


since they 


but particularly on the 


Column 5 Column 6 Column 7 Column 8 


O6BRASILIA1968 Embassy Brasilia UNCLASSIFIED/FOR OFFICIA 


Lula would 


development communications and 


Column 5 Column 6 Column 7 Column 8 


population and 


Costa said Lula is 


Column 5 Column 6 Column 7 Column 8 


O6NDJAMENA1153 Embassy Ndjamene CONFIDENTI/ O6STATE1 44652 
O6TEGUCIGALPA1 747 Embassy Tegucigal CONFIDENTI/ O6SANSALVADC 
O6LAPAZ2515 Embassy La Paz CONFIDENTI/O6LAPAZ2130 


Column 5 


where her husband now works 


has yet 


could lead to dismissal if the 


free press 


O6ABIDJAN1050 
O6KINSHASA1458 


strong individuals in key positions. 


Column 6 Column 7 Column 8 


has been held 


and assembly 


Embassy Abidjan CONFIDENTI/O6ABIDJAN997 
Embassy Kinshasa CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


anda 
ОбАССВА2181 Embassy Accra UNCLASSIFIE 06АССВА1 634 
O6RABAT 1731 Embassy Rabat UNCLASSIFIE 06RABAT 1713/0 


O6BRASILIA1971 Embassy Brasilia UNCLASSIFIED/FOR OFFICIA 


Column 5 Column 6 Column 7 Column 8 


had invited Receita 


\ you 


O6RABAT 1733 Embassy Rabat CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


Morocco\'s 


have preempted Islamists who 


O6LAPAZ2519 Embassy La Paz | UNCLASSIFIE 06LAPAZ251 1 


Column 5 Column 6 Column 7 Column 8 


that the GOBVs main objectives remain the 


O6SAOPAULO1 005 Consulate Sao Pau UNCLASSIFIED 


however may 


Column 5 Column 6 Column 7 Column 8 


its neighbor Paraguay. 


vaccines and 


sometimes explicitly 


O6PANAMA1825 Embassy Panama UNCLASSIFIEO6STATE145242 
O6BRASILIA1972 Embassy Brasilia UNCLASSIFIEO6LAPAZ2511 


Column 5 Column 6 Column 7 Column 8 


however that the issue of compensation 


stating 


and that 


that Bolivia had not backed 


giving the 


Column 5 


O6BRASILIA1973 


environmental considerations 


or other 


that the USG and GOB must iron out their 


Column 6 


Embassy Brasilia 


research 


Column 7 Column 8 


UNCLASSIFIE O6BRASILIA193¢ 


Column 5 Column 6 Column 7 Column 8 


O6KINGSTON1851 Embassy Kingston CONFIDENTI/O6SECSTATE12 


Column 5 Column 6 Column 7 Column 8 


O6MANAGUA2044 Embassy Managua SECRET 06MANAGUA43* 


Column 5 Column 6 Column 7 Column 8 


with 


Gilberto Wong 


and the Sandinistas (in 


Column 5 Column 6 Column 7 Column 8 


and 


who 


000). 


Column 5 Column 6 Column 7 Column 8 


no decision has been issued). 


Column 5 Column 6 Column 7 Column 8 


who 


and to speak out clearly and 


Column 5 Column 6 Column 7 Column 8 


especially 


and observation 
and IFES 


and material 


and developing 


and credible elections on November 5. Thus 
and the Europeans may be 


to maintain close 


Column 5 Column 6 Column 7 Column 8 
000 including over 4 500 benefiting from 


Column 5 Column 6 Column 7 Column 8 


remittances Free Trade Zone jc 


narcotrafficking activities; 


06SANTODOMINGO2987 Embassy Santo Doı UNCLASSIFIED//FOR OFFICIA 


Column 5 Column 6 Column 7 Column 8 


06CARACAS2845 Embassy Caracas CONFIDENTI/06CARACAS262 


or distract 


the 


Column 5 Column 6 


\"the President could easily just 


Y one 


movements of voters the 
Chavez asserted 


Chavez placed responsibility on the 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


VMr 


and social problems 


re-election as well as the 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


and cash 


of the 


Column 5 Column 6 Column 7 Column 8 


independent audit of the 


convincing win in order to 


is more concerned about 


Column 5 Column 6 Column 7 Column 8 


but the more he 


the more he 


voters 


O6BUENOSAIRES2122 


Embassy Buenos A CONFIDENTI/ O2BUENOSAIRE 
in reality 


Column 5 Column 6 Column 7 Column 8 


upon 


of the GOA ban on beef exports. 


Column 5 Column 6 Column 7 Column 8 


O6BUENOSAIRES2123 Embassy Buenos A CONFIDENTI/06BUENOSAIRE 


much the same as | imagine you 


Column 5 Column 6 Column 7 Column 8 


was 


has been 


Column 5 Column 6 Column 7 Column 8 


06USUNNEWYORK1834 USUN New York | CONFIDENTI/ OGLONDON6591 


O6CARACAS2852 Embassy Caracas CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


in turn talked with Chavez on the subject. 


Column 5 Column 6 Column 7 Column 8 


detailed 


and even the AG carry the load.) 


etc.) where the BRV\'s record is 


Column 5 
OGSTATE154949 
06GEORGETOWN948 


O6MANAGUA2051 
O6OTTAWA2837 


third reading with 


steel 


Column 6 Column 7 Column 8 


Secretary of State SECRET O6ALMATY3245 
Embassy Georgeto' UNCLASSIFIEO6GEORGETON 
Embassy Managua UNCLASSIFIE 05MANAGUA25* 
Embassy Ottawa UNCLASSIFIE O6STATE147265 


and chemicals (a particular 


Column 5 Column 6 Column 7 Column 8 


but 


Column 5 Column 6 Column 7 Column 8 


that such a 


is hampering the Harper governments efforts 


Column 5 Column 6 Column 7 Column 8 


said that he 


Column 5 Column 6 Column 7 Column 8 


Ambassador 


if we could look 


but 


Column 5 Column 6 Column 7 Column 8 


and for the relationship between our two 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


O6MANAGUA2053 Embassy Managua CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


the high cost of 
and 


Column 5 Column 6 Column 7 Column 8 
was concerned about the status of 


believes that 


Column 5 Column 6 Column 7 Column 8 


formally of the PLC and 


and unemployment and that people 


Va 


Column 5 Column 6 Column 7 Column 8 


06TOKYO5336 Embassy Tokyo SECRET 06TOKYO5177 


and 


the Ministry 


Director of 
Pacific 
Seventh Fleet Fifth Air Force U.S. Embassy 


the Joint Staff Office 


Column 5 Column 6 Column 7 Column 8 
and 


USFJ Deputy 


by the end 


JDA 
Embassy Tokyo and USFJ. 


Column 5 Column 6 Column 7 Column 8 


intelligence and 


Column 5 


and policy 


and working level 


and working 


or Situation in Areas 


Republic of Korea 


to 


Column 6 


Russia and European 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


and UNSCR 1695; and 


and effectiveness of the USFJ interim 


on the posture 


Column 5 Column 6 Column 7 Column 8 


to address those issues 


Column 5 Column 6 Column 7 Column 8 


06SEOUL3222 Embassy Seoul CONFIDENTIAL 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


Colonel Lee 


Column 5 Column 6 Column 7 Column 8 


that the bridging 


Column 5 Column 6 Column 7 Column 8 


but 


who 


which argues 


the opposition 


Column 5 Column 6 Column 7 Column 8 


adding that he 


that following the 5 July 


Column 5 Column 6 Column 7 Column 8 


\" result 


O6KATHMANDU2538 Embassy Kathmanc CONFIDENTI/ 06KATHMANDU: 


Column 5 Column 6 Column 7 Column 8 


Column 5 Column 6 Column 7 Column 8 


was 


the 


O6KATHMANDU2539 Embassy Kathmanc CONFIDENTIAL//NOFORN 


Column 5 Column 6 Column 7 Column 8 


according to the 


and the Nepal 


Column 5 Column 6 Column 7 Column 8 


and cadre stating that the urban 


Column 5 Column 6 Column 7 Column 8 
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but the country\'s annual rate of reforestation was 
000 acres). Nigerians use well over 


400 
000 hectares in 1990-99. 


Column 5 Column 6 Column 7 Column 8 


26 million goats and 2.2 million pigs 
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\"but 


Column 5 Column 6 Column 7 Column 8 


was 


Germany and Austria against Islam. 


Column 5 Column 6 Column 7 Column 8 


insisted that Islam is a 
and wisdom" and emphasized that 


O6JERUSALEM4239 Consulate Jerusale CONFIDENTI/ O0JERUSALEM1 
O6KINSHASA1471 Embassy Kinshasa UNCLASSIFIED//FOR OFFICIA 
O6PARIS6323 Embassy Paris UNCLASSIFIED//FOR OFFICIA 
O6KINSHASA1472 Embassy Kinshasa UNCLASSIFIE O6KINSHASA14; 


issued a similar declaration. Such 


Column 5 Column 6 Column 7 Column 8 


and intimidation of voters 


carried forth the same line in 


06SANSALVADOR2300 Embassy San Salve UNCLASSIFIED 
O6PARIS6326 Embassy Paris CONFIDENTI/ 06PARIS621 1 


Column 5 Column 6 Column 7 Column 8 


Total had to pursue the interest of its 


O6PANAMA1842 Embassy Panama UNCLASSIFIE ΟΘΡΑΝΑΜΑΊ 782 


Column 5 Column 6 Column 7 Column 8 


said the 


Column 5 


O6BUCHAREST1479 
O6KINSHASA1473 
O6BEIRUT3060 


he said 


the further the tribunal was from Lebanon 


Column 6 Column 7 Column 8 


Embassy Buchares CONFIDENTI/ O6STATE150032 
Embassy Kinshasa UNCLASSIFIE O6KINSHASAQ6E 
Embassy Beirut SECRET 


would help 


Column 5 Column 6 Column 7 Column 8 


is also a problem. The 


inexplicably. 


Column 5 Column 6 Column 7 Column 8 


Siniora noted 


after a brief discussion talked 


Column 5 Column 6 Column 7 Column 8 


and 


O6VATICAN201 Embassy Vatican CONFIDENTI/O6VATICAN199 


Column 5 Column 6 Column 7 Column 8 


Social justice and moral 


Column 5 Column 6 Column 7 Column 8 


and claimed that 


Column 5 Column 6 Column 7 Column 8 


O6BERLIN2782 Embassy Berlin CONFIDENTI/ O6BERLIN1993 


Column 5 Column 6 Column 7 Column 8 


non-CO2 emitting 


and 


take the 


Column 5 Column 6 Column 7 Column 8 


what 


elections in other member states or a crisis 


energy and demand for raw 


Column 5 


it can achieve tangible 
has clearly 


however 


06СОТОМО0918 


telecommunications and energy. 


Column 6 Column 7 Column 8 


have yet to express a 


Embassy Cotonou UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


according to Benin Telecom\'s director has an 


O6BUDAPEST1902 Embassy Budapest CONFIDENTI/ OGBUDAPEST18 


and 


Column 5 Column 6 Column 7 Column 8 


and riot activists" who had \"по 


Column 5 Column 6 Column 7 Column 8 


and moral aspects of the 


Embassy Kinshasa UNCLASSIFIE 06KINSHASA13€ 
Embassy San Salve UNCLASSIFIED 
Embassy Baghdad CONFIDENTIAL 


O6KINSHASA1474 
O6SANSALVADOR2303 
O6BAGHDAD3529 


Column 5 Column 6 Column 7 Column 8 


S view was coming from g especially 


Column 5 Column 6 


Iraq will continue to 


or four years from now.8 In 


no 


given that the Sunnis 


that agreement could be reached on 


a 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 
06BOGOTA8663 Embassy Bogota CONFIDENTIAL 
GOC spraying 


and logistics); 


000); coca 


from Colombia wiping out 


Column 5 Column 6 Column 7 Column 8 
and Brazil. 
06SANAA2697 Embassy Sanaa UNCLASSIFIE 065ANAA2696 
O6RABAT 1745 Embassy Rabat UNCLASSIFIE ΟΘΘΤΑΤΕΊ55988 
06USUNNEWYORK1845 USUN New York UNCLASSIFIED 
O6BRIDGETOWN1673 Embassy Bridgetown UNCLASSIFIED 
06USUNNEWYORK1846 USUN New York UNCLASSIFIED 


06USUNNEWYORK1847 USUN New York UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


O6BUENOSAIRES2149 Embassy Buenos A UNCLASSIFIED 


Column 5 Column 6 Column 7 Column 8 


V opines 


is in Bolivia. V 


Column 5 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


according to the National Institute 


Column 5 Column 6 Column 7 Column 8 


O6BRASILIA1999 Embassy Brasilia UNCLASSIFIEO6STATE152623 


it should be given at 


Column 5 


Fax 


Lote 3 


telephone number (from 


that official 


Column 6 Column 7 


telephone number (from U.S.) 


Column 8 


Column 5 Column 6 


and CDC need not take further action. Direct Hire 


and policy number of their medevac insurance 


must bring/forward 


control room staffing 


Column 7 


Column 8 


Column 5 


Sao Paulo and 


Column 6 


Column 7 


Column 8 


Column 5 Column 6 Column 7 Column 8 


O6BRASILIA2001 Embassy Brasilia  UNCLASSIFIE 065ТАТЕ78664 


Embassy delivered to Secretary Everton F. 
Ministry of 
the National 


Brazil. 


Column 9 


VZCZCXRO212100 RUEHAGDE RUEHDM #4448 2561539ZNY ССССС ZZHO 1315397 SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO212200 RUEHIK RUEHYGDE RUEHFR #6153 2561540ZNR UUUUU ZZHO 131540Z SEP 06FM AN 
VZCZCXRO213000 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2971/01 2561545ZNY CCCCC ZZH 


Column 9 


VZCZCXRO2156PP RUEHASTDE RUEHRO #2582 2561550ZNR UUUUU ZZHP 1315507 SEP 06FM AMEMBAS 
VZCZCXRO2162PP RUEHASTDE RUEHSL #0764/01 2561551ZNR UUUUU ZZHP 131551Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO213500 RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTO #200 


VZCZCXRO2032PP RUEHMRDE RUEHMR #0455/01 2561619ZNR UUUUU ZZHP 131619Z SEP 06FM AMEMB 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHDG #2941/01 2561645ZNY CCCCC ZZHP 131645Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHZP #1793/01 2561646ZNR UUUUU ZZHR 131646Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ0013PP RUEHWEBDE RUEHWN #1605 2561704ZNR UUUUU ZZHP 131704Z SEP 06FM AMEMBA. 
VZCZCXRO2158PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHRK #0331 2561712ZNY 555: 


VZCZCXRO2160PP RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMIL 


Column 9 


VZCZOCXYZ0009RR RUEHWEBDE RUEHRB #1706/01 2561726ZNR UUUUU ZZHR 1317267 SEP 06FM AMEMI 


Column 9 


VZCZCXRO2196RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK 7144/01 2561731ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0046PP RUEHWEBDE RUEHKI #1434 2561742ZNR UUUUU ZZHP 1317427 SEP 06FM AMEMBAS: 
VZCZCXRO220600 RUEHMA RUEHPADE RUEHCO #0887/01 2561747ZNR UUUUU ZZHO 131747Z SEP 06FI 


Column 9 


VZCZCXYZ0017RR RUEHWEBDE RUEHSN #2249/01 2561805ZNY ССССС ΖΖΗΗ 1318057 SEP 06FM АМЕМЕ 


Column 9 


VZCZCXYZ0011RR RUEHWEBDE RUEHSJ #2037 2561844ZNR UUUUU ZZHR 131844Z SEP 06FM AMEMBAS 


VZCZCXRO2252PP RUEHAGDE RUEHCV #2799/01 2562000ZNY ССССС ZZHP 1320004 SEP 06FM AMEMB/ 
VZCZCXYZ0010RR RUEHWEBDE RUEHGE #0915/01 2562020ZNY CCCCC ZZHR 132020Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ003600 RUEHWEBDE RUEHBU #2091/01 2562021ZNR UUUUU ZZHO 132021Z SEP 06FM AMEM 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHDG #2946 2562027ZNR UUUUU ZZHP 132027Z SEP 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHPE #3654 2562039ZNR UUUUU ZZHP 1320397 SEP 06FM AMEMBAS 
VZCZOCXYZ0000RR RUEHW EBDE RUEHSJ #2041 2562119ZNR UUUUU ZZHR 1321197 SEP 06FM AMEMBAS 


VZCZCXYZ0000PP RUEHWEBDE RUEHGE #0918 2562121ZNR UUUUU ZZHP 1321217 SEP 06FM AMEMBAS 
VZCZCXYZ0001RR RUEHW EBDE RUEHOT #2766 2562126ZNR UUUUU ZZHR 132126Z SEP 06 ZDKFM AME! 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHQT #2289/01 2562154ZNY CCCCC ZZHO 132154Z SEP 06FM AMEM 


Column 9 


VZCZCXYZ0023RR RUEHW EBDE RUEHZP #1798/01 2562248ZNR UUUUU ZZHR 132248Z SEP 06FM AMEME 
VZCZCXRO2458PP RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR ВОЕННА ВОЕННО RUEHMC RUEHNGI 
VZCZCXRO2462PP RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNGI 
VZCZCXRO2468PP RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR ВОЕННА ВОЕННО RUEHMC RUEHNGI 


Column 9 


VZCZCXRO2537PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5286/01 2570224ZNR UUUUU ZZ 


Column 9 


VZCZCXRO2551RR RUEHBI RUEHCIDE RUEHLM #1509 2570251ZNY ССССС ZZHR 140251Z SEP 06FM AMI 
VZCZCXRO2552RR RUEHBI RUEHCIDE RUEHLM #1510 2570252ZNY ССССС ZZHR 1402527 SEP 06FM AMI 
VZCZCXYZ0001RR RUEHWEBDE RUEHWL #0723/01 2570309ZNR UUUUU ZZHR 140309Z SEP 06FM AMEM 


Column 9 


VZCZCXRO6621RR RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5288/01 2570342ZNR UUUUU ZZ 


Column 9 
VZCZCXRO2609RR RUEHNZDE RUEHWL #0724/01 2570409ZNR UUUUU ZZHR 140409Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO2594PP RUEHDBU RUEHDT RUEHKN RUEHLMC RUEHMJ RUEHMR RUEHPBDE RUEHDR #153 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #2495/01 2570453ZNY CCCCC ZZHO 140453Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO2628RR RUEHAGDE RUEHHE #0936 2570503ZNY ССССС ZZHR 1405037 SEP 06FM AMEMBAS*: 


Column 9 


nullLucia A Keegan 09/18/2006 10:20:46 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO265300 RUEHCHI RUEHDT RUEHHMDE RUEHML #3882 2570539ZNR UUUUU ZZHO 140539Z S 
VZCZCXRO2667RR RUEHCN RUEHGHDE RUEHBJ #9482/01 2570606ZNY CCCCC ZZHR 140606Z SEP 06FN 


Column 9 


VZCZCXRO267000 RUEHCN RUEHGH RUEHVCDE RUEHBJ #9483 2570608ZNY 55555 ZZHO 1406087 SEI 


VZCZCXYZ0014RR RUEHWEBDE RUEHNE #6409/01 2570646ZNR UUUUU ZZHR 140646Z SEP 06FM AMEMI 
VZCZCXRO2678PP RUEHPBDE RUEHPB #0385 2570650ZNY CCCCC ZZHP 140650Z SEP 06FM AMEMBASS 
VZCZCXRO2685PP RUEHPBDE RUEHBY #1410/01 2570653ZNY CCCCC ZZHP 1406537 SEP 06FM AMEMBA 


Column 9 


VZCZCXRO2690RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0832 2570701ZNR UUUUU ZZHR 140; 
VZCZCXRO2692RR RUEHASTDE RUEHTL #0833 2570703ZNR UUUUU ZZHR 140703Z SEP 06FM AMEMBAS 
VZCZCXRO2694RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0834 2570704ZNR UUUUU ZZHR 140; 
VZCZCXRO2981PP RUEHBC RUEHDBU RUEHDE RUEHKUKDE RUEHYE #1278/01 2570718ZNY CCCCC ZZI 
VZCZCXYZ001300 RUEHWEBDE RUEHNR #3988/01 2570723ZNR UUUUU ZZHO 140723Z SEP 06FM AMEM 
VZCZCXRO2773RR RUEHASTDE RUEHVB #1109 2570736ZNR UUUUU ZZHR 140736Z SEP 06FM AMEMBAS 


VZCZCXRO2709PP RUEHDBUDE RUEHMO #0230/01 2570746ZNY CCCCC ZZHP 140746Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO2756PP RUEHBC RUEHDE RUEHKUKDE RUEHSW #1686/01 2570749ZNY CCCCC ZZHP 140749. 


Column 9 


VZCZCXRO2799RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHAD #3629/01 2570751ZNR UL 


Column 9 


VZCZCXRO272100 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2975/01 2570751ZNY 55555 ZZH( 


Column 9 


nullDayna R Robison 09/20/2006 11:06:52 AM From DB/Inbox: Dayna R RobisonCable Text: 


Column 9 


VZCZCXRO2735PP RUEHPADE RUEHUJA #2415/01 2570806ZNY CCCCC ZZHP 140806Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO274100 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3444 2570806ZNY CCCCC ZZHO 
VZCZCXRO274000 RUEHFL RUEHNPDE RUEHRO #2588 2570808ZNY SSSSS ZZHO 140808Z SEP 06FM AN 
VZCZCXRO2768PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5308/01 2570824ZNR UUUUU ZZ 


Column 9 


VZCZCXRO2764PP RUEHDBUDE RUEHDBU “1711/01 2570832ZNY ССССС ΖΖΗΡ В 140832Z SEP 06FM AME 


Column 9 


VZCZCXRO281000 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5662 2570840ZNR UUUUU ZZHO 1 


Column 9 
VZCZCXYZ0002RR RUEHWEBDE RUEHTL #0835/01 2570840ZNY CCCCC ZZHR 140840Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHUL #3170/01 2570841ZNR UUUUU ZZHR 1408417 SEP 06FM AMEME 


Column 9 


VZCZCXRO278200 RUEHCN RUEHGH RUEHVCDE RUEHBJ #9543/01 2570847ZNY CCCCC ZZHO 140847Z 


Column 9 


VZCZCXRO2786RR RUEHLADE RUEHMD #2288 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS: 
VZCZCXRO2787RR RUEHLADE RUEHMD #2289 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS: 
VZCZCXRO2788RR RUEHLADE RUEHMD #2290 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS< 
VZCZCXRO2789RR RUEHLADE RUEHMD #2291 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS< 
VZCZCXRO2790RR RUEHLADE RUEHMD #2292 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS: 
VZCZCXRO2792RR RUEHLADE RUEHMD #2293 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBAS: 


Column 9 

VZCZCXYZ0008RR RUEHWEBDE RUEHMD #2294 2570848ZNR UUUUU ZZHR 1408487 SEP 06FM AMEMBA 
VZCZCXRO2794RR RUEHMREDE RUEHMD #2295 2570848ZNR UUUUU ZZHR 140848Z SEP 06FM AMEMBA 
VZCZCXRO2795RR RUEHLADE RUEHMD #2296 2570848ZNR UUUUU ZZHR 140848Z SEP 06FM AMEMBAS: 
VZCZCXYZ0015RR RUEHWEBDE RUEHMD #2297 2570849ZNR UUUUU ZZHR 1408497 SEP 06FM AMEMBA 
VZCZCXRO2798RR RUEHLADE RUEHMD #2298 2570849ZNR UUUUU ZZHR 1408497 SEP 06FM АМЕМВА$: 
VZCZCXRO2777RR RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHHM #1047 2570855ZNR UUUUU ZZHR 1 


VZCZCXRO2725PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1444/01 2570! 


Column 9 


VZCZCXYZ0017RR RUEHWEBDE RUEHIN #3187/01 2570907ZNR UUUUU ZZHR 140907Z SEP 06FM AIT TAII 


Column 9 


VZCZCXRO2856RR RUEHASTDE RUEHPG #1131 2570914ZNR UUUUU ZZHR 140914Z SEP 06FM AMEMBAS 
VZCZCXRO2839RR RUEHMA RUEHROVDE RUEHKH #2219 2570916ZNR UUUUU ZZHR 1409167 SEP 06 ZD 
VZCZCXRO2826RR RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHHM #1050/01 2570920ZNR UUUUU ZZHI 


Column 9 


VZCZCXRO284300 RUEHLHDE RUEHIL #8189 2570924ZNY SSSSS ZZHO 140924Z SEP 06FM AMEMBASSY 
VZCZCXRO2844PP RUEHLHDE RUEHIL #8190 2570925ZNY CCCCC ZZHP 140925Z SEP 06FM AMEMBASSY 
VZCZCXRO2841RR RUEHLMCDE RUEHLM #1514 2570926ZNR UUUUU ZZHR 140926Z SEP 06FM AMEMBA: 
VZCZCXYZ0003RR RUEHWEBDE RUEHLM #1515 2570930ZNR UUUUU ZZHR 1409307 SEP 06FM АМЕМВА: 
nullLucia A Keegan 09/18/2006 10:21:31 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO2865RR RUEHATDE RUEHTC #2013/01 2570935ZNR UUUUU ZZHR 140935Z SEP 06FM AMEMB/ 
VZCZCXYZ0004RR RUEHWEBDE RUEHLGB #0887/01 2570947ZNR UUUUU ZZHR 1409477 SEP 06FM AMEN 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHDK #2224 2570953ZNR UUUUU ZZHO 140953Z SEP 06FM AMEMBA 
VZCZCXYZ0035RR RUEHW EBDE RUEHAD #3631 2571003ZNR UUUUU ZZHR 1410037 SEP 06FM АМЕМВА: 
VZCZCXRO2821PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHIT #1669/01 257101 


Column 9 


VZCZCXRO289100 RUEHBI RUEHCIDE RUEHNE #6423 2571012ZNY CCCCC ZZHO 141012Z SEP 06FM AM 
VZCZCXRO288700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5294/01 2571! 


Column 9 


nullLucia A Keegan 09/18/2006 10:22:02 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ0030PP RUEHWEBDE RUEHVN #0894/01 2571042ZNY CCCCC ZZHP 141042Z SEP 06FM AMEME 
VZCZOCXYZ0000RR RUEHW EBDE RUEHEG #5779/01 2571043ZNR UUUUU ZZHR 1410437 SEP 06FM AMEM| 
VZCZCXRO2942RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVL #0850/01 2571€ 


Column 9 


VZCZCXRO2931RR RUEHCIDE RUEHKA #5839 2571100ZNY CCCCC ZZHR 1411004 SEP 06FM AMEMBASS\ 


Column 9 


VZCZCXRO2939RR RUEHBC RUEHDE RUEHKUKDE RUEHKU #3692 2571100ZNY CCCCC ZZHR 141100Z SI 


Column 9 


nullLucia A Keegan 09/18/2006 10:22:26 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO3014PP RUEHPADE RUEHAB #1036/01 2571102ZNY CCCCC ZZHP 1411027 SEP 06FM АМЕМВА: 


Column 9 


VZCZCXRO294400 RUEHDEDE RUEHKU #3693 2571102ZNY ССССС 77НО 141102Z SEP 06FM АМЕМВАЅ‹ 
VZCZCXRO296000 RUEHDT RUEHPADE RUEHBUL #4127 2571105ZNR UUUUU ZZHO 141105Z SEP O6FM ἐ 
VZCZCXRO7451PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0197/01 2571110ZNY C( 


Column 9 


VZCZCXRO2953PP RUEHDEDE RUEHAD #3632/01 2571111ZNY SSSSS ZZHP 141111Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAD #3633 2571115ZNY CCCCC ΖΖΗΡ 1411157 SEP 06FM AMEMBAS: 


VZCZCXRO2950PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHNC #1565 2571116. 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHNR #4000/01 2571118ZNR UUUUU ZZHP 1411187 SEP 06FM AMEMB 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHNE #6431 2571119ZNR UUUUU ZZHR 1411197 SEP 06FM AMEMBAS 
VZCZCXYZ004600 RUEHWEBDE RUEHBJA #9546 2571121ZNR UUUUU ZZH ZUI RUEWMCF 1948 2571211C 


Column 9 


VZCZCXRO3001RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0836 2571125ZNR UUUUU ZZHR 1411 


Column 9 


VZCZCXRO297900 RUEHBIDE RUEHLM #1517/01 2571127ZNY CCCCC ZZHO 141127Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO2989PP RUEHROVDE RUEHDS #2504 2571129ZNR UUUUU ZZHP 141129Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHNR #4002/01 2571133ZNR UUUUU ZZHP 1411337 SEP 06FM AMEME 
VZCZCXYZ0007RR RUEHW EBDE RUEHMO #0247 2571141ZNR UUUUU ZZHR 1411417 SEP 06FM AMEMBA: 
VZCZCXRO3059RR RUEHAST RUEHDA RUEHVKDE RUEHAK #5324/01 2571157ZNR UUUUU ZZHR 141157Z 


VZCZCXRO305300 RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBS #309 


Column 9 


VZCZCXRO306400 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2984/01 2571202ZNY CCCCC ZZH 


Column 9 


VZCZCXRO3071RR RUEHDBUDE RUEHYE #1280/01 2571202ZNY CCCCC ZZHR 141202Z SEP 06FM AMEME 


Column 9 


VZCZCXRO3087RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0839 2571212ZNR UUUUU ZZHR 141: 
VZCZCXRO3070PP RUEHFL RUEHNPDE RUEHRO #2593 2571219ZNY CCCCC ZZHP 141219Z SEP 06FM AN 
VZCZCXYZ000000 RUEHWEBDE RUEHTL #0840 2571219ZNY ССССС ZZHO 1412197 SEP 06FM AMEMBAS 
VZCZCXYZ0002PP RUEHWEBDE RUEHMO #0248 2571220ZNY CCCCC ΖΖΗΡ 1412207 SEP 06FM АМЕМВА: 


Column 9 


VZCZCXRO3097RR RUEHASTDE RUEHSF #1311 2571222ZNR UUUUU ZZHR 141222Z SEP 06FM AMEMBAS 
VZCZCXRO3076PP RUEHMA RUEHROVDE RUEHKH #2223/01 2571223ZNR UUUUU ZZHP 141223Z SEP 06F 
VZCZCXRO3078PP RUEHROVDE RUEHKH #2224 2571223ZNR UUUUU ZZHP 141223Z SEP 06FM AMEMBAS 
VZCZCXROS3099PP RUEHDEDE RUEHAD #3641 2571226ZNY ССССС ZZHP 141226Z SEP 06FM AMEMBASS 


Column 9 
VZCZCXRO310500 RUEHAGDE RUEHDM #4482/01 2571240ZNY CCCCC ZZHO 141240Z SEP 06FM AMEME 


Column 9 


VZCZCXRO3106RR RUEHDEDE RUEHDE #5780 2571250ZNR UUUUU ZZHR 141250Z SEP 06FM AMCONSUI 


Column 9 


VZCZCXRO3158PP RUEHBC RUEHDBU RUEHDE RUEHKUKDE RUEHYE #1286/01 2571254ZNY CCCCC ZZI 


Column 9 


VZCZCXROS3144PP RUEHDBUDE RUEHEK #1316/01 2571255ZNY ССССС ZZHP 141255Z SEP 06FM AMEME 


Column 9 


nullBrooke F Adams 09/19/2006 11:20:00 AM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


nullBrooke F Adams 09/14/2006 04:41:08 PM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


VZCZCXRO3177RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVL #0852 2571300. 


Column 9 


nullBrooke F Adams 09/14/2006 04:41:27 PM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


VZCZCXRO3137PP RUEHMA RUEHROVDE RUEHKH #2225/01 2571305ZNR UUUUU ZZHP 141305Z SEP 06F 


Column 9 


VZCZCXRO3146PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0148 2571308ZNY CCCCC ZZHP 1413082 S 


Column 9 


VZCZCXRO316000 RUEHASTDE RUEHFR #6176 2571309ZNR UUUUU ZZHO 141309Z SEP 06FM АМЕМВА: 
VZCZCXYZ0003RR RUEHW EBDE RUEHMD #2299 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM АМЕМВА 
VZCZCXYZ0001RR RUEHWEBDE RUEHMD #2300 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM AMEMBA 
VZCZOCXYZ0000RR RUEHWEBDE RUEHMD #2301 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM АМЕМВА 
VZCZOCXYZ0009RR RUEHWEBDE RUEHMD #2302 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM AMEMBA 
VZCZCXYZ0003RR RUEHWEBDE RUEHMD #2303 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM AMEMBA 
VZCZCXYZ0002RR RUEHWEBDE RUEHMD #2304 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM AMEMBA 
VZCZCXRO3175RR RUEHLADE RUEHMD #2305 2571318ZNR UUUUU ZZHR 141318Z SEP 06FM AMEMBAS: 
VZCZOXYZ0005RR RUEHWEBDE RUEHMD #2306 2571319ZNR UUUUU ZZHR 1413197 SEP 06FM AMEMBA 
VZCZCXYZ0004RR RUEHWEBDE RUEHMD #2307 2571319ZNR UUUUU ZZHR 1413197 SEP 06FM АМЕМВА 
VZCZCXYZ0003RR RUEHWEBDE RUEHMD #2308 2571319ZNR UUUUU ZZHR 141319Z SEP 06FM AMEMBA 


Column 9 

VZCZCXYZ0001RR RUEHWEBDE RUEHMD #2309 2571319ZNR UUUUU ZZHR 1413197 SEP 06FM AMEMBA 
VZCZCXRO3176RR RUEHLADE RUEHMD #2310 2571319ZNR UUUUU ZZHR 1413197 SEP 06FM АМЕМВА5: 
VZCZCXYZ0010RR RUEHWEBDE ВОЕНЕН #6177/01 2571332ZNY CCCCC ZZHR 141332Z SEP 06FM AMEME 


Column 9 


VZCZCXRO3315PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #1110 2571333; 
VZCZCXRO3206RR RUEHASTDE RUEHSF #1314 2571334ZNR UUUUU ZZHR 141334Z SEP 06FM AMEMBAS 
VZCZCXRO320400 RUEHBC RUEHDE RUEHKUKDE RUEHMK #1657 2571343ZNY ССССС ZZHO 141343Z € 
VZCZCXYZ000000 RUEHWEBDE RUEHMK #1658 2571345ZNY CCCCC ZZHO 141345Z SEP 06FM AMEMBA 
VZCZCXRO323000 RUEHDADE RUEHAK #5329/01 2571351ZNR UUUUU ZZHO 141351Z SEP 06FM AMEMB, 


Column 9 


VZCZCXYZ004100 RUEHWEBDE RUEHEG #5796 2571352ZNY CCCCC ZZHO 141352Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO3248RR RUEHLADE RUEHMD #2311 2571401ZNR UUUUU ZZHR 1414017 SEP 06FM AMEMBASS 
VZCZCXRO3249RR RUEHLADE RUEHMD #2312 2571401ZNR UUUUU ZZHR 1414017 SEP 06FM AMEMBAS< 
VZCZCXRO324700 RUEHROVDE RUEHNR #4018 2571402ZNY ССССС ZZHO 1414027 SEP 06FM AMEMBA 
VZCZCXRO3243PP RUEHROVDE RUEHDS #2505 2571403ZNY ССССС ZZHP 1414037 SEP 06FM AMEMBAS 
VZCZCXRO3246PP RUEHMA RUEHROVDE RUEHDS #2506 2571404ZNR UUUUU ZZHP 1414047 SEP 06ЕМ, 
VZCZCXRO325900 RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBS #310 


Column 9 


VZCZCXRO325400 RUEHPA RUEHROVDE RUEHFR #6178/01 2571407ZNY CCCCC ZZHO 141407Z SEP 06F 
VZCZCXRO3277PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1438 2571417ZNR UUUUU ; 


VZCZCXYZ004500 RUEHWEBDE RUEHRB #1713 2571419ZNY EEEEE ZZHO 141419Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ0030PP RUEHWEBDE RUEHSN #2255/01 2571419ZNR UUUUU ZZHP 141419Z SEP 06FM AMEME 
VZCZCXRO3275PP RUEHROVDE RUEHKH #2227 2571420ZNR UUUUU ZZHP 1414207 SEP 06FM AMEMBAS 
VZCZCXRO3282PP RUEHROVDE RUEHKH #2228 2571429ZNR UUUUU ZZHP 1414297 SEP 06FM AMEMBAS 
VZCZCXRO331100 RUEHROVDE RUEHJL #0572 2571430ZNY CCCCC ZZHO 141430Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO329400 RUEHDBUDE RUEHAH #0963/01 2571434ZNY CCCCC ZZHO 141434Z SEP 06FM AMEM 


Column 9 


VZCZCXRO3304PP RUEHMR RUEHRNDE RUEHKI #1439 2571436ZNY CCCCC ZZHP 141436Z SEP 06FM AN 


Column 9 
VZCZCXRO3312PP RUEHROVDE RUEHKH #2229 2571438ZNY CCCCC ZZHP 141438Z SEP 06FM AMEMBAS 
null VZCZCXRO3486PP RUEHDBUDE RUEHKV #3532/01 2571439ZNY ССССС ZZHP 1414397 SEP 06FM АМ 


Column 9 


VZCZCXRO335400 RUEHIK RUEHYGDE RUEHTL #0842 2571441ZNR UUUUU ZZHO 1414417 SEP 06FM AN 
VZCZCXRO332900 RUEHDEDE RUEHMK #1659 2571442ZNR UUUUU ZZHO 1414427 SEP 06FM AMEMBAS 
VZCZCXROS3325PP RUEHDBUDE RUEHMO #0285 2571445ZNY ССССС ZZHP 1414457 SEP 06FM АМЕМВА: 


Column 9 


VZCZCXYZ0050PP RUEHWEBDE RUEHNR #4020 2571445ZNR UUUUU ZZHP 1414457 SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO3348PP RUEHROVDE RUEHKH #2237/01 2571447ZNY CCCCC ZZHP 141447Z SEP 06FM AMEME 
VZCZCXRO334600 RUEHDEDE RUEHMK #1660 2571447ZNR UUUUU ZZHO 141447Z SEP 06FM AMEMBAS 
VZCZCXRO3370PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5331 2571450. 


VZCZCXYZ0001RR RUEHWEBDE RUEHKH #2238 2571451ZNR UUUUU ZZHR 1414517 SEP 06FM АМЕМВА: 
VZCZCXRO336400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #6179/01 2571: 


Column 9 


VZCZCXYZ0018RR RUEHWEBDE RUEHSP #1070 2571455ZNR UUUUU ZZHR 141455Z SEP 06FM AMEMBAS 
VZCZOXYZ0005RR RUEHWEBDE RUEHAK #5332/01 2571459ZNY ССССС ZZHR 1414597 SEP 06ЕМ AMEME 


Column 9 


VZCZCXYZ0028RR RUEHWEBDE RUEHMO #0289 2571501ZNR UUUUU ZZHR 141501Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO3373PP RUEHBC RUEHDE RUEHKUKDE RUEHRB #1716 2571503ZNY CCCCC ZZHP 141503Z SI 
VZCZCXRO3421PP RUEHAGDE RUEHAK #5333/01 2571507ZNY CCCCC ZZHP 141507Z SEP 06FM AMEMBA 
VZCZCXYZ0051RR RUEHWEBDE RUEHLO #6661 2571507ZNR UUUUU ZZHR 141507Z SEP 06FM АМЕМВА: 


Column 9 


VZCZCXYZ0029PP RUEHWEBDE RUEHRA #0743 2571507ZNY CCCCC ΖΖΗΡ 1415077 SEP 06FM AMEMBAS 


VZCZCXRO3438PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPW RUEHSRDE RUEHGV #225 


Column 9 


VZCZCXRO342700 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHEG #5799 2571514ZNY CCCCC ZZHO 


Column 9 


VZCZCXRO346400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #1134/01 2571 


VZCZCXYZ0035RR RUEHWEBDE RUEHAK #5334/01 2571518ZNY CCCCC ZZHR 141518Z SEP 06FM AMEME 


Column 9 


VZCZCXRO344500 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSF #1316 257152C 


VZCZCXYZ000400 RUEHWEBDE RUEHBS #3105/01 2571521ZNY ССССС ZZHO 1415217 SEP 06FM AMEMI 


Column 9 


VZCZCXYZ004600 RUEHWEBDE RUEHBS #3109/01 2571531ZNY CCCCC ZZHO 141531Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ0029RR RUEHWEBDE RUEHRB #1718/01 2571531ZNY CCCCC ZZHR 141531Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ001800 RUEHWEBDE RUCNDT #1816/01 2571532ZNR UUUUU ZZHO 141532Z SEP 06FM USMIS 


Israel 


Column 9 


VZCZCXRO3455PP RUEHMA RUEHROVDE RUEHKH #2239/01 2571540ZNR UUUUU ZZHP 141540Z SEP 06F 


Column 9 


VZCZCXROS3520PP RUEHQUDE RUEHPU #1734 2571546ZNY ССССС ZZHP 1415467 SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO335700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #2140/01 2571! 


Column 9 


VZCZCXRO3497RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #1068 2571549ZNR UUUUU ZZHR 141! 
VZCZCXRO3501PP RUEHAG RUEHKW DE RUEHLI #1989/01 2571550ZNY ССССС ΖΖΗΡ 1415507 SEP 06FM 


Column 9 


VZCZCXRO3462PP RUEHBC RUEHDE RUEHKUKDE RUEHRB #1720 2571550ZNR UUUUU ZZHP 141550Z SI 
VZCZCXRO3508RR RUEHTRODE RUEHNJ #1137/01 2571552ZNR UUUUU ZZHR 141552Z SEP 06FM AMEME 


VZCZCXRO3487PP RUEHPADE RUEHUJA #2423 2571555ZNY CCCCC ZZHP 141555Z SEP 06FM AMEMBAS: 


Column 9 


VZCZCXYZ0017PP RUEHWEBDE RUEHSG #1959 2571557ZNR UUUUU ZZHP 1415572 SEP 06FM AMEMBAS 
VZCZCXRO3573PP RUEHRGDE RUEHBR #1937 2571559ZNR UUUUU ZZHP 141559Z SEP 06 ZDKFM AMEM 


VZCZCXYZ000100 RUEHWEBDE RUEHQT #2294 2571600ZNR UUUUU ZZHO 141600Z SEP 06FM AMEMBA 


VZCZCXYZ0001PP RUEHWEBDE RUEHFR #6189 2571608ZNY CCCCC ZZHP 141608Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO342300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1450 257161t 
VZCZCXRO3506RR RUEHDU RUEHJO RUEHRNDE RUEHMR #0458 2571617ZNR UUUUU ZZHR 141617Z SE 


VZCZCXRO351500 RUEHROVDE RUEHKH #2240/01 2571620ZNY ССССС ZZHO 1416207 SEP 06FM AMEM 


Column 9 


VZCZCXRO3428PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1451 2571623 


VZCZCXROS353600 RUEHDEDE RUEHKU #3697 2571624ZNY CCCCC ZZHO 141624Z SEP 06FM AMEMBAS: 


Column 9 


VZCZCXRO3575RR RUEHPADE RUEHAB #1037 2571626ZNY CCCCC ZZHR 141626Z SEP 06FM AMEMBASS 
nullDayna R Robison 09/20/2006 11:06:02 AM From DB/Inbox: Dayna R RobisonCable Text: 


Column 9 


nullCarol X Weakley 09/15/2006 02:41:41 PM From DB/Inbox: Carol X WeakleyCable Text: 


Column 9 


nullLeza L Olson 09/18/2006 08:52:09 AM From DB/Inbox: Leza L OlsonCable Text: 


Column 9 


VZCZCXYZ0023PP RUEHWEBDE RUEHME #5233 2571654ZNR UUUUU ZZHP 141654Z SEP 06FM AMEMBAS 
VZCZCXRO357000 RUEHGRDE RUEHKG #1826 2571702ZNR UUUUU ZZH ZZKO 141702Z SEP 06 ZFFAFM 


VZCZCXYZ0001RR RUEHWEBDE RUEHPE #3662/01 2571709ZNR UUUUU ZZHR 1417097 SEP 06FM AMEMI 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHDG #2958 2571811ZNY CCCCC ZZHP 141811Z SEP 06FM AMEMBAS 


VZCZCXYZ0002PP RUEHWEBDE RUEHDG #2962 2571811ZNY ССССС ZZHP 1418117 SEP 06FM AMEMBAS 


VZCZCXYZ001100 RUEHWEBDE RUEHGB #3454/01 2571859ZNY ССССС ZZHO 1418597 SEP 06FM AMEM 


Column 9 


VZCZCXYZ0007PP RUEHWEBDE RUEHSG #1961 2571900ZNR UUUUU ZZHP 141900Z SEP 06FM AMEMBAS 
VZCZCXYZ0000RR RUEHWEBDE RUEHWL #0725/01 2571900ZNY CCCCC ZZHR 141900Z SEP 06FM AMEM 
VZCZOXYZ0000RR RUEHW EBDE RUEHMN #0860 2571933ZNY ССССС ZZHR 141933Z SEP 06FM AMEMBA: 


VZCZCXRO365500 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3456/01 2571935ZNY SSSSS ZZH 


Column 9 


VZCZCXYZ0016PP RUEHWEBDE RUEHLP #2492 2572003ZNR UUUUU ZZHP 142003Z SEP 06FM AMEMBAS 


VZCZCXYZ0000RR RUEHW EBDE RUEHSN #2264/01 2572005ZNR UUUUU ZZHR 1420057 SEP 06FM AMEMI 
VZCZCXRO3722RR RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNG 
VZCZCXYZ0038RR RUEHWEBDE RUEHWL #0726 2572011ZNR UUUUU ZZHR 1420117 SEP 06FM АМЕМВА: 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHLP #2494 2572018ZNR UUUUU ZZHP 1420187 SEP 06FM AMEMBAS 


VZCZCXYZ0043PP RUEHWEBDE RUEHWN #1622 2572020ZNR UUUUU ZZHP 1420207 SEP 06FM AMEMBA. 
VZCZCXYZ0002RR RUEHWEBDE RUEHWN #1623/01 2572020ZNY ССССС ΖΖΗΗ 1420207 SEP 06FM АМЕМ 


Column 9 


VZCZCXYZ0042PP RUEHWEBDE RUEHWN #1624 2572020ZNR UUUUU ZZHP 1420207 SEP 06FM AMEMBA 
VZCZCXYZ0004PP RUEHWEBDE RUEHLP #2495 2572034ZNR UUUUU ZZHP 1420347 SEP 06FM AMEMBAS 
VZCZCXYZ0007PP RUEHWEBDE RUEHGT #1831 2572045ZNR UUUUU ZZHP 1420457 SEP 06FM AMEMBAS 
VZCZCXYZ0019PP RUEHWEBDE RUEHPE #3667/01 2572126ZNR UUUUU ZZHP 142126Z SEP 06FM AMEME 


See 04 


Column 9 


VZCZCXYZ0000RR RUEHW EBDE RUEHPE #3674/01 2572223ZNR UUUUU ZZHR 1422237 SEP 06FM АМЕМІ 


Column 9 


O 142236Z SEP 06FM SECSTATE WASHDCTO AMEMBASSY TOKYO IMMEDIATEAMEMBASSY CANBERRA II 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #5309 2572250ZNY ССССС ZZHO 1422507 SEP 06FM AMEMBA 


VZCZCXYZ0000PP RUEHWEBDE RUEHSJ #2060/01 2572306ZNY CCCCC ZZHP 142306Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO3820RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3242/01 2580049ZNR UUUUU ZZHI 
VZCZCXRO382800 RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3245 2580115ZNR UUUUU ZZHO 1 
nullLeza L Olson 09/18/2006 09:00:21 AM From DB/Inbox: Leza L OlsonCable Text: 

VZCZCXRO3879PP RUEHDT RUEHHMDE RUEHCHI #0152/01 2580429ZNY CCCCC ZZHP 150429Z SEP 06FI 


Column 9 


VZCZCXYZ008200 RUEHWEBDE RUEHML #3899 2580437ZNR UUUUU ZZHO 150437Z SEP 06FM AMEMBA 
VZCZCXRO3889PP RUEHDADE RUEHAK #5335/01 2580453ZNR UUUUU ZZHP 150453Z SEP 06FM AMEMBZ 


Column 9 


VZCZCXRO3891PP RUEHFKDE RUEHKO #5322 2580454ZNR UUUUU ZZHP 150454Z SEP 06FM AMEMBASS 


VZCZCXYZ0111PP RUEHWEBDE RUEHGB #3458 2580511ZNY CCCCC ZZHP 1505117 SEP 06FM AMEMBAS 
VZCZCXRO3914RR RUEHCN RUEHGH RUEHVCDE RUEHGZ #0120/01 2580511ZNR UUUUU ZZHR 150511Z 


Column 9 


VZCZCXRO3910PP RUEHPBDE RUEHBY #1425 2580513ZNY CCCCC ZZHP 150513Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXYZ023500 RUEHWEBDE RUEHWL #0727 2580542ZNY CCCCC ZZHO 150542Z SEP 06FM AMEMBA 
VZCZCXRO3949RR RUEHHMDE RUEHHI #2352 2580615ZNR UUUUU ZZHR 150615Z SEP 06FM AMEMBASS 
VZCZCXRO395600 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #2987/01 2580628ZNY ССССС ZZH 


Column 9 


VZCZCXRO4001PP RUEHASTDE RUEHMD #2319 2580722ZNR UUUUU ZZHP 150722Z SEP 06FM AMEMBAS 
VZCZCXRO3994PP RUEHBI RUEHCIDE RUEHLM #1527 2580725ZNY CCCCC ZZHP 150725Z SEP 06FM AME 


Column 9 


VZCZCXRO4012RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK #1149 2580727ZNY CCCCC ZZHR 1 
VZCZCXRO4021PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5325/01 2580735ZNR UUUUU ZZ 


Column 9 


VZCZCXRO4027PP RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHBY #1430/01 2580738ZNY SSSSS ZZHP 


Column 9 


VZCZCXYZ0650PP RUEHWEBDE RUEHYD #1431/01 2580748ZNY CCCCC ZZHP 150748Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ081000 RUEHWEBDE RUEHKO #5330/01 2580817ZNY CCCCC ZZHO 150817Z SEP 06FM AMEM 


Column 9 


VZCZCXRO4096PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5331/01 2580822ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ084600 RUEHWEBDE RUEHKL #1740 2580829ZNR UUUUU ZZHO 1508297 SEP 06FM АМЕМВА: 
VZCZCXRO411300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTL #0845/01 2580€ 


Column 9 


VZCZCXYZ0903RR RUEHWEBDE RUEHIN #3198/01 2580841ZNR UUUUU ZZHR 150841Z SEP 06FM AIT TAII 


Column 9 


VZCZCXYZ0907RR RUEHWEBDE RUEHIN #3199/01 2580842ZNR UUUUU ZZHR 150842Z SEP 06FM AIT TAII 


Column 9 


VZCZCXYZ008600 RUEHWEBDE RUEHKO #5332 2580849ZNY ССССС ZZHO 150849Z SEP 06FM AMEMBA 
VZCZCXYZ092500 RUEHWEBDE RUEHKO #5333 2580850ZNY ССССС ZZHO 1508507 SEP 06FM AMEMBA 
VZCZCXRO4129PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5693 2580900ZNY ССССС ZZHP 1: 
VZCZCXYZ105400 RUEHWEBDE RUEHBK #5695/01 2580902ZNR UUUUU ZZHO 150902Z SEP 06FM AMEM 


Column 9 


VZCZCXRO412400 RUEHDBU RUEHFL RUEHLA RUEHMRE RUEHROV RUEHSRDE RUEHMO #0309/01 25€ 


Column 9 


VZCZOXYZ1096RR RUEHW EBDE RUEHINA #3210 2580913ZNY CCCCC ZZH ZUI RUEWCSE5831 2580914R 
VZCZCXYZ107500 RUEHWEBDE RUEHKO #5334 2580915ZNY 55555 ZZHO 150915Z SEP 06FM AMEMBAS 
VZCZCXYZ100600 RUEHWEBDE RUEHBK #5700 2580925ZNR UUUUU ZZHO 150925Z SEP 06FM AMEMBA 
VZCZCXYZ1036RR RUEHWEBDE RUEHHK #3713 2580934ZNR UUUUU ZZHR 1509347 SEP 06FM AMCONSI 


Column 9 


VZCZCXYZ1037RR RUEHWEBDE RUEHHK #3714 2580935ZNR UUUUU ZZHR 150935Z SEP 06FM AMCONSI 
VZCZCXRO416600 RUEHNHDE RUEHML #3913/01 2580938ZNR UUUUU ZZHO 150938Z SEP 06FM AMEMB 


VZCZCXRO4164PP RUEHCN RUEHGH RUEHVCDE RUEHBJ #9660/01 2580942ZNY CCCCC ZZHP 1509427: 
VZCZCXRO4181RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #2358/01 2580942ZNR UUUUU ZZHR 150942Z 


Column 9 


nullLucia A Keegan 09/18/2006 10:23:29 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO4162RR RUEHDADE RUEHDA #0202/01 2580950ZNR UUUUU ZZHR 1509507 SEP 06FM AMCON: 


Column 9 


VZCZCXRO4169RR RUEHCHI RUEHCN RUEHDT RUEHGH RUEHHM RUEHNH RUEHVCDE RUEHBK #5705/ 


Column 9 


VZCZCXRO4200PP RUEHCN RUEHGH RUEHVCDE RUEHGZ #0121/01 2580955ZNR UUUUU ZZHP 1509552 


Column 9 


VZCZCXRO4204PP RUEHCN RUEHGH RUEHVCDE RUEHGZ #0122/01 2580956ZNR UUUUU ZZHP 150956Z 
VZCZCXRO419100 RUEHCHI RUEHDT RUEHHMDE RUEHML #3914/01 2580956ZNY SSSSS ZZHO 150956Z 


Column 9 


VZCZCXRO419700 RUEHCHI RUEHDT RUEHHMDE RUEHML #3915/01 2580957ZNY 55555 ZZHO 1509572 


Column 9 


VZCZCXRO424000 RUEHPADE RUEHCO #0893 2581002ZNY CCCCC ZZHO 151002Z SEP 06FM AMEMBAS: 
VZCZCXRO7315PP RUEHHMDE RUEHHI #2360/01 2581005ZNR UUUUU ZZHP 151005Z SEP 06 ZDKFM AME 


Column 9 


Debra P Tous 02/16/2007 09:56:33 AM From DB/Inbox: Search ResultsCable Text: 


Column 9 


VZCZCXYZ150500 RUEHWEBDE RUEHBJA #9661 2581011ZNY CCCCC ZZH ZUI RUEWMCF4783 2581008C 


Column 9 


VZCZCXYZ1522RR RUEHWEBDE RUEHGZA #0123 2581011ZNR UUUUU ZZH ZUI RUEWCSE5951 2581022F 
VZCZCXYZ1643PP RUEHWEBDE RUEHBJA #9662 2581016ZNY CCCCC ZZH ZUI RUEWMCFA807 2581023P 


VZCZCXRO4258RR RUEHCHI RUEHDT RUEHHMDE RUEHJA #1472/01 2581016ZNY ССССС ZZHR 1510164 


Column 9 


VZCZCXRO4211PP RUEHBI RUEHCIDE RUEHCI 40420 2581021ZNR UUUUU ZZHP 151021Z SEP 06FM AMC 


Column 9 


VZCZCXYZ132600 RUEHWEBDE RUEHKT #2518/01 2581023ZNY CCCCC ZZHO 151023Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO422200 RUEHCHI RUEHDT RUEHHMDE RUEHBK #5711/01 2581026ZNY CCCCC ZZHO 1510262 


Column 9 


VZCZCXRO7317PP RUEHHMDE RUEHHI 2361/01 2581027ZNR UUUUU ZZHP 151027Z SEP 06 ZDKFM AME 
VZCZCXRO423100 RUEHMA RUEHROVDE RUEHDS #2523/01 2581029ZNR UUUUU ZZHO 151029Z SEP 06 


Column 9 


VZCZCXYZ124100 RUEHWEBDE RUEHFR #6195 2581034ZNR UUUUU ZZHO 151034Z SEP 06FM AMEMBA: 
VZCZCXYZ140800 RUEHWEBDE RUEHKT #2523 2581039ZNR UUUUU ZZHO 1510397 SEP 06FM АМЕМВА: 
VZCZCXRO424100 RUEHCN RUEHGHDE RUEHIN #3214/01 2581039ZNY ССССС ZZHO 151039Z SEP 06FN 


Column 9 


VZCZCXRO4267PP RUEHBIDE RUEHSW #1710 2581045ZNY ССССС ΖΖΗΡ 151045Z SEP 06FM AMEMBASS 


VZCZCXRO424300 RUEHDBUDE RUEHEK #1329 2581046ZNY CCCCC ZZHO 151046Z SEP 06FM AMEMBA: 
VZCZCXRO4291PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #1474/01 2581047ZNR UUUUU ZZHP 151047Z 


Column 9 


VZCZCXRO4293PP RUEHDE RUEHPBDE RUEHJA #1475/01 2581047ZNR UUUUU ZZHP 151047Z SEP 06FM 
VZCZOXYZ1459PP RUEHWEBDE RUEHKT #2524/01 2581048ZNR UUUUU ZZHP 151048Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ1271RR RUEHWEBDE RUEHAH #0978 2581052ZNR UUUUU ZZHR 1510527 SEP ΟΘΕΜ АМЕМВА: 
VZCZCXRO4249PP RUEHCHI RUEHDT RUEHNHDE RUEHHM #1055 2581052ZNR UUUUU ZZHP 151052Z SE 


Column 9 


VZCZCXYZ1339RR RUEHWEBDE RUEHSF #1320/01 2581055ZNR UUUUU ZZHR 151055Z SEP 06FM AMEME 


Column 9 


VZCZCXRO4257PP RUEHCHI RUEHDT RUEHNHDE RUEHHM #1056/01 2581058ZNY CCCCC ZZHP 1510582 


Column 9 


VZCZCXRO4388RR RUEHASTDE RUEHVB #1114 2581110ZNR UUUUU ZZHR 151110Z SEP 06FM AMEMBAS: 
VZCZCXRO4390RR RUEHASTDE RUEHVB #1115 2581110ZNR UUUUU ZZHR 151110Z SEP 06FM AMEMBAS: 
VZCZCXRO4278PP RUEHASTDE RUEHROV #0198 2581114ZNR UUUUU ZZHP 151114Z SEP 06FM AMEMBA 


Column 9 


VZCZCXYZ152400 RUEHWEBDE RUEHBU #2100/01 2581125ZNR UUUUU ZZHO 1511257 SEP 06FM AMEMI 


Column 9 


VZCZCXRO4372PP RUEHASTDE RUEHPG #1140 2581127ZNR UUUUU ZZHP 151127Z SEP 06FM AMEMBAS 
VZCZCXRO431900 RUEHCN RUEHGH RUEHVCDE RUEHBJ #9663 2581129ZNY CCCCC ZZHO 151129Z SE 


VZCZCXRO4326RR RUEHMR RUEHRNDE RUEHSB #1143/01 2581129ZNY ССССС ZZHR 1511297 SEP 06FN 
VZCZCXRO4330RR RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1447 2581140ZNR 00000. 


VZCZCXRO4345PP RUEHBI RUEHCIDE RUEHLM #1528/01 2581141ZNY CCCCC ZZHP 151141Z SEP 06FM A 


Column 9 


VZCZCXRO4336RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1717/01 2581146ZNR UUUUU ZZHR 1511462 
VZCZCXRO4370RR RUEHAGDE RUEHDL #1078 2581148ZNY ССССС ZZHR 1511487 SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO436900 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHFR #6199/01 2581 


Column 9 


nullBrooke F Adams 09/19/2006 08:43:51 AM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


VZCZCXRO4437RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHLJ #0600/01 25812 


Column 9 


VZCZCXYZ0631PP RUEHWEBDE RUEHRB #1723 2581235ZNR UUUUU ZZHP 151235Z SEP 06FM AMEMBAS 


VZCZCXRO443300 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3001 2581242ZNY 55555 ZZHO 1. 


Column 9 


VZCZCXRO843700 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3002 2581245ZNY CCCCC ZZHO 1 
VZCZCXRO444100 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3003/01 2581246ZNY ССССС ZZH 


Column 9 


VZCZCXRO4476RR RUEHASTDE RUEHBW #1492 2581257ZNR UUUUU ZZHR 151257Z SEP 06FM AMEMBA 
VZCZCXYZ027500 RUEHWEBDE RUEHKI #1448 2581300ZNR UUUUU ZZHO 151300Z SEP 06FM AMEMBAS 


VZCZCXRO446700 RUEHDADE RUEHAK #5369/01 2581301ZNR UUUUU ZZHO 151301Z SEP 06FM АМЕМВ. 


bzon. 


Column 9 


VZCZCXRO4462RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1718/01 2581309ZNR UUUUU ZZHR 151309; 


Column 9 


VZCZCXYZ0322PP RUEHWEBDE RUEHCV #2817 2581315ZNR UUUUU ZZHP 151315Z SEP 06FM AMEMBAS 
VZCZCXRO4472PP RUEHDBUDE RUEHMO #0324 2581319ZNY ССССС ZZHP 1513197 SEP 06FM АМЕМВА: 


VZCZCXRO458300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #1126 2581324 


VZCZCXRO451000 RUEHMA RUEHROVDE RUEHDS #2524/01 2581335ZNR UUUUU ZZHO 1513357 SEP 06 


Column 9 


VZCZCXYZ0804PP RUEHWEBDE RUEHRL #2733 2581351ZNY CCCCC ZZHP 151351Z SEP 06FM AMEMBAS 
VZCZCXYZ0036RR RUEHWEBDE RUEHPG #1142/01 2581351ZNR UUUUU ZZHR 1513517 SEP 06FM AMEMI 
VZCZCXRO4535PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1451 2581359ZNR UUUUU ; 


Column 9 


nullLucia A Keegan 09/18/2006 10:24:21 AM From DB/Inbox: Lucia A KeeganCable Text: 


VZCZCXRO454000 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSM #1489/01 2581 


Column 9 


and 


VZCZCXRO4547PP RUEHIK RUEHYGDE RUEHAK #5388 2581401ZNR UUUUU ZZHP 151401Z SEP 06FM AM 
VZCZCXYZ1207PP RUEHWEBDE RUCNDT #1818 2581409ZNY CCCCC ZZHP 1514097 SEP 06FM USMISSIC 


Column 9 


VZCZOXYZ1314RR RUEHWEBDE RUEHGE #0925/01 2581413ZNY ССССС ZZHR 151413Z SEP 06FM AMEMI 


Column 9 


nullLeza L Olson 09/18/2006 09:01:23 AM From DB/Inbox: Leza L OlsonCable Text: 


Column 9 


VZCZCXRO4561PP RUEHMA RUEHPADE RUEHUJA #2434/01 2581418ZNR UUUUU ZZHP 151418Z SEP 06ΕΙ 


Column 9 


nullDianne Wampler 09/18/2006 10:18:31 AM From DB/Inbox: Dianne WamplerCable Text: 
nullLeza L Olson 09/18/2006 09:03:15 AM From DB/Inbox: Leza L OlsonCable Text: 


Column 9 


VZCZCXRO455200 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHWR #2008/01 258° 


Column 9 


VZCZCXRO457300 RUEHDBUDE RUEHAH #0983/01 2581430ZNY CCCCC ZZHO 151430Z SEP 06FM AMEM 


Column 9 


VZCZCXYZ1129PP RUEHWEBDE RUEHAK #5395/01 2581431ZNR UUUUU ZZHP 151431Z SEP 06FM AMEME 
VZCZCXRO4595PP RUEHDADE RUEHAK #5396/01 2581431ZNR UUUUU ZZHP 151431Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO4597RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHAK #5398/01 2581435ZNR UL 
nullDayna R Robison 09/20/2006 11:05:17 AM From DB/Inbox: Dayna R RobisonCable Text: 


Column 9 


VZCZCXRO463800 RUEHMR RUEHPA RUEHRNDE RUEHDK #2243 2581454ZNY CCCCC ZZHO 151454Z SE 


VZCZCXRO4842PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHMD #2322 2581500ZNY SSS: 


Column 9 


VZCZCXRO4634PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #2023 2581504. 
VZCZCXRO454900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #2160/01 2581: 


Column 9 


VZCZCXRO464600 RUEHFL RUEHNPDE RUEHRO #2618 2581519ZNR UUUUU ZZHO 1515197 SEP 06FM A 
VZCZCXRO465800 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3006/01 2581528ZNY 55555 ZZH( 


Column 9 


VZCZCXYZ1582RR RUEHWEBDE RUEHAC #0949/01 2581529ZNR UUUUU ZZHR 151529Z SEP 06FM AMEMI 
nullLucia A Keegan 09/18/2006 10:24:51 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO4672PP RUEHLADE RUEHMD #2325 2581541ZNR UUUUU ZZHP 151541Z SEP 06FM AMEMBASS 
VZCZCXYZ2057RR RUEHWEBDE RUEHMD #2326 2581541ZNR UUUUU ZZHR 151541Z SEP 06FM AMEMBA 
VZCZCXYZ2060RR RUEHW EBDE RUEHMD #2327 2581541ZNR UUUUU ZZHR 1515417 SEP 06FM АМЕМВА 
VZCZCXRO468000 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3007/01 2581542ZNY CCCCC ZZH 


Column 9 


VZCZCXRO4675RR RUEHLADE RUEHMD #2328 2581542ZNR UUUUU ZZHR 1515427 SEP 06FM AMEMBAS: 
VZCZCXRO4676RR RUEHLADE RUEHMD #2329 2581542ZNR UUUUU ZZHR 1515427 SEP 06FM AMEMBAS: 
VZCZCXYZ2068RR RUEHWEBDE RUEHMD #2330 2581542ZNR UUUUU ZZHR 151542Z SEP 06FM AMEMBA 
VZCZCXRO4678RR RUEHATDE RUEHMD #2331 2581542ZNR UUUUU ZZHR 1515427 SEP 06FM AMEMBAS: 
VZCZCXRO470700 RUEHDBUDE RUEHBUL #4161/01 2581545ZNY CCCCC ZZHO 1515457 SEP 06FM AMEN 


Column 9 


VZCZCXRO467400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTO #2024 2581547 


Column 9 


VZCZCXYZ180800 RUEHWEBDE RUEHLO #6714 2581550ZNY ССССС ZZHO 1515507 SEP 06FM АМЕМВА: 


VZCZCXYZ2147RR RUEHWEBDE RUEHMD #2332 2581550ZNR UUUUU ZZHR 151550Z SEP 06FM AMEMBA 
VZCZCXRO4758PP RUEHPADE RUEHAB #1042/01 2581556ZNY CCCCC ZZHP 151556Z SEP 06FM AMEMBA 
VZCZCXYZ241800 RUEHWEBDE RUEHRL #2740 2581559ZNY CCCCC ZZHO 151559Z SEP 06FM AMEMBAS 
VZCZCXYZ1501RR RUEHWEBDE RUEHPS #0777 2581601ZNR UUUUU ZZHR 151601Z SEP 06FM USOFFICI 
VZCZCXYZ1503RR RUEHWEBDE RUEHPS #0778 2581601ZNR UUUUU ZZHR 151601Z SEP 06FM USOFFICI 
VZCZCXRO470000 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHRO #2622/01 2581601ZNY SSSSS ZZH 


Column 9 


VZCZCXYZ1912PP RUEHWEBDE RUEHPE #3677 2581602ZNR UUUUU ZZHP 151602Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ0029RR RUEHWEBDE RUEHLI #2002/01 2581603ZNY CCCCC ZZHR 151603Z SEP 06FM AMEMB, 
VZCZCXRO4736RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHLI #2003 2581604ZNR UUUUU ZZHR 1516 
VZCZOXYZ1583RR RUEHWEBDE RUEHAB #1043 2581610ZNY CCCCC ZZHR 151610Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ2152PP RUEHWEBDE RUEHDG #2972 2581623ZNR UUUUU ZZHP 151623Z SEP 06FM AMEMBAS 
VZCZCXYZ2136RR RUEHW EBDE RUEHAC #0950/01 2581624ZNY ССССС ZZHR 1516247 SEP 06FM АМЕМЕ 
VZCZCXRO4750PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3008/01 2581629ZNY CCCCC ZZHI 


Column 9 


VZCZCXRO4749PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHMD #2334 258162€ 


Column 9 


VZCZCXYZ0609PP RUEHWEBDE RUEHSG #1971 2581641ZNR UUUUU ZZHP 1516417 SEP 06FM AMEMBAS 
VZCZCXRO4765PP RUEHPADE RUEHFN #0776/01 2581649ZNY CCCCC ZZHP 151649Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO4771PP RUEHLADE RUEHMD #2335 2581657ZNY ССССС ΖΖΗΡ 151657Z SEP 06FM AMEMBASS 
VZCZCXYZ2619RR RUEHWEBDE RUEHPE #3680/01 2581725ZNR UUUUU ZZHR 151725Z SEP 06FM AMEMI 
VZCZCXYZ0018RR RUEHWEBDE RUEHZP #1820/01 2581733ZNR UUUUU ZZHR 15173327 SEP 06FM AMEME 


Column 9 


VZCZCXYZ0025PP RUEHWEBDE RUEHSG #1974 2581741ZNR UUUUU ZZHP 151741Z SEP 06FM AMEMBAS 
VZCZCXRO479900 RUEHAG RUEHDF RUEHHM RUEHIK RUEHLN RUEHLZ RUEHMA RUEHPBDE RUEHRL 


Column 9 


VZCZCXRO4797PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0150 2581747ZNY CCCCC ZZHP 15174775 


Column 9 


VZCZCXYZ0138RR RUEHWEBDE RUEHGE #0927 2581812ZNR UUUUU ZZHR 1518127 SEP 06FM AMEMBA: 
VZCZCXRO4867RR RUEHRGDE RUEHBR #1960/01 2581816ZNR UUUUU ZZHR 151816Z SEP 06FM AMEMB, 


VZCZCXRO4870RR RUEHRGDE RUEHBR #1961/01 2581817ZNR UUUUU ZZHR 151817Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO484600 RUEHQUDE RUEHPU #1755/01 2581819ZNY CCCCC ZZHO 151819Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO4876RR RUEHRGDE RUEHBR #1963/01 2581821ZNR UUUUU ZZHR 151821Z SEP 06FM AMEMB, 


Column 9 


VZCZCXYZ0198PP RUEHWEBDE RUEHWN #1637 2581856ZNR UUUUU ZZHP 151856Z SEP 06FM AMEMBA 
VZCZCXYZ0195PP RUEHWEBDE RUEHWN #1638 2581856ZNR UUUUU ZZHP 1518567 SEP 06FM АМЕМВА. 
VZCZCXYZ0197PP RUEHWEBDE RUEHWN #1639 2581856ZNR UUUUU ZZHP 1518567 SEP 06FM AMEMBA. 
VZCZCXYZ0286PP RUEHWEBDE RUEHQT #2305 2581903ZNR UUUUU ZZHP 1519037 SEP 06FM AMEMBAS 
VZCZCXRO4902PP RUEHLMCDE RUEHLP #2505/01 2581914ZNY CCCCC ZZHP 151914Z SEP 06FM AMEMB 
VZCZCXRO4910PP RUEHLMCDE RUEHLP #2506 2581917ZNY CCCCC ΖΖΗΡ 1519172 SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ0389RR RUEHWEBDE RUEHPE #3686/01 2581929ZNR UUUUU ZZHR 151929Z SEP 06FM AMEMI 


NO 


Column 9 


VZCZCXRO4869RR RUEHDEDE RUEHCV #2825/01 2581935ZNY ССССС ZZHR 1519357 SEP 06FM AMEMB/ 
VZCZCXRO4890PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHCV #2826/01 25816 


Column 9 


VZCZCXYZ0714PP RUEHWEBDE RUEHWN #1640/01 2581953ZNY CCCCC ZZHP 1519537 SEP 06FM AMEM| 
VZCZCXRO4919PP RUEHAGDE RUEHCV #2827/01 2582002ZNY ССССС ZZHP 1520027 SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO4939RR RUEHGRDE RUEHSP #1080 2582011ZNR UUUUU ZZHR 1520117 SEP 06FM AMEMBASS 


VZCZCXRO4930PP RUEHAGDE RUEHCV #2829/01 2582012ZNY CCCCC ZZHP 152012Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO495400 RUEHAO RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHNG RUEHNLI 


Column 9 


VZCZCXYZ0006RR RUEHW EBDE RUEHGE #0932 2582024ZNY CCCCC ZZH (ССҮ AD247927 MSI3394-695)F 
VZCZCXRO4951PP RUEHAG RUEHMR RUEHPA RUEHRNDE RUEHCV #2830/01 2582039ZNY CCCCC ZZHP 


Column 9 


VZCZCXYZ0901RR RUEHWEBDE RUEHPE #3689 2582047ZNR UUUUU ZZHR 1520472 SEP 06FM АМЕМВА: 
VZCZCXYZ0891PP RUEHWEBDE RUEHKQG #1842 2582050ZNY CCCCC ZZHP 152050Z SEP 06FM AMEMBAS 
VZCZCXYZ121700 RUEHWEBDE RUEHQT #2315/01 2582052ZNY ССССС ZZHO 1520527 SEP 06FM AMEM 


Column 9 


VZCZCXYZ0946PP RUEHWEBDE RUEHBO #8522 2582113ZNY CCCCC ZZHP 152113Z SEP 06FM AMEMBAS 
VZCZCXYZ0981RR RUEHWEBDE RUEHGE #0933 2582119ZNR UUUUU ZZHR 152119Z SEP 06FM AMEMBAS 
VZCZCXYZ0948RR RUEHW EBDE RUEHCV #2831/01 2582121ZNR UUUUU ZZHR 152121Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO4978PP RUEHAGDE RUEHCV #2832/01 2582130ZNY ССССС ZZHP 152130Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO5039PP RUEHBC RUEHDE RUEHKUK RUEHMR RUEHPA RUEHRN RUEHROVDE RUCNDT #182 
VZCZCXYZ1096PP RUEHWEBDE RUEHWN #1642 2582147ZNR UUUUU ZZHP 1521472 SEP 06FM AMEMBA. 
VZCZCXRO5030PP RUEHLMCDE RUEHLP #2511 2582147ZNY CCCCC ZZHP 152147Z SEP 06ЕМ AMEMBAS. 


Column 9 


VZCZCXYZ1190PP RUEHWEBDE RUEHPE #3693/01 2582212ZNR UUUUU ZZHP 152212Z SEP 06FM AMEME 


Column 9 


VZCZCXRO5102RR RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3465 2590421ZNY CCCCC ZZHR * 
VZCZOXYZ2054PP RUEHWEBDE RUEHKU #3703/01 2590716ZNR UUUUU ZZHP 1607167 SEP 06FM AMEME 
VZCZCXRO513400 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHRH #7211/01 2590943ZNY 55555 ZZH 


Column 9 


VZCZCXRO512700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0779/01 2590! 


Column 9 


VZCZCXRO5139PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #3717/01 2590952ZNR UUUUU ZZHP 1609522 


Column 9 
VZCZCXROB5131PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0780/01 2590€ 


Column 9 


VZCZCXRO5165RR RUEHPADE RUEHJL #0574/01 2591033ZNY ССССС ZZHR 161033Z SEP 06FM AMEMBA: 


Column 9 


VZCZCXRO5162RR RUEHDEDE RUEHKU #3718/01 2591142ZNY CCCCC ZZHR 1611427 SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO5172RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHTO #1181/01 2591152ZNR UUUUU ZZHF 
VZCZCXYZ2449PP RUEHWEBDE RUEHTO #1182 2591157ZNR UUUUU ZZHP 161157Z SEP 06FM AMEMBAS 
VZCZCXRO5168PP RUEHASTDE RUEHBW #1502/01 2591214ZNR UUUUU ZZHP 161214Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO517900 RUEHROVDE RUEHDS #2525/01 2591313ZNY CCCCC ZZHO 161313Z SEP 06FM AMEM 


Column 9 


VZCZCXRO518100 RUEHROVDE RUEHDS #2526/01 2591317ZNY CCCCC ZZHO 161317Z SEP 06FM AMEM 


Column 9 


VZCZCXRO5204PP RUEHIK RUEHYGDE RUCNDT 7823/01 2591414ZNR UUUUU ZZHP 1614147 SEP 06FM 


Column 9 


VZCZCXRO5199RR RUEHDEDE RUEHKU #3720/01 2591433ZNY ССССС ZZHR 161433Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO5208RR RUEHDEDE RUEHKU #3721 2591526ZNY CCCCC ΖΖΗΗ 1615267 SEP 06FM AMEMBASS 


VZCZCXRO520200 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0781/01 2591: 


Column 9 


VZCZOXYZ3195RR RUEHWEBDE RUEHKU #3725/01 2600758ZNR UUUUU ZZHR 170758Z SEP 06FM AMEMI 
VZCZCXRO528900 RUEHDEDE RUEHKU #3726/01 2600821ZNR UUUUU ZZHO 170821Z SEP 06FM AMEMB 
VZCZCXRO529500 RUEHBC RUEHDE RUEHKUKDE RUEHKU #3727 2600833ZNR UUUUU ZZHO 170833Z € 


Column 9 


VZCZCXYZ3224RR RUEHWEBDE RUEHDO #1384/01 2600900ZNR UUUUU ZZHR 170900Z SEP 06FM AMEM 


Column 9 


VZCZCXRO5322RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHMT #0993 2601156ZNR UUUUU ZZHR 17 
VZCZCXRO5321PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3471/01 2601201ZNY CCCCC ZZH 


Column 9 


VZCZCXRO5333PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #3733/01 2601307ZNY ССССС ZZHP 1713072 


Column 9 


VZCZCXRO5332PP RUEHMA RUEHROVDE RUEHKH 32254/01 2601317ZNR UUUUU ZZHP 171317Z SEP 06F 


Column 9 


VZCZCXRO849900 RUEHROVDE RUEHKH #2264/01 2601659ZNY SSSSS ZZHO 171659Z SEP 06 ZDSFM Ah 


Column 9 


VZCZCXYZ4028RR RUEHWEBDE RUEHDK #2244 2601721ZNR UUUUU ZZHR 1717217 SEP 06FM АМЕМВА: 
nullBrooke F Adams 09/19/2006 11:20:44 AM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


VZCZCXRO5391RR RUEHNZDE RUEHWL #0729/01 2610134ZNR UUUUU ZZHR 180134Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO5395RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3485/01 2610217ZNR UL 
VZCZCXRO5401RR RUEHCN RUEHGH RUEHVCDE RUEHIN #3218/01 2610235ZNY SSSSS ZZHR 180235Z S 


Column 9 


VZCZCXRO5422RR RUEHCN RUEHGH RUEHVCDE RUEHGZ #0165/01 2610324ZNR UUUUU ZZHR 180324Z 


Column 9 


VZCZCXRO5431PP RUEHDEDE RUEHJI #0614/01 2610430ZNY CCCCC ZZHP 180430Z SEP 06FM AMCONSL 
VZCZCXYZ4784RR RUEHWEBDE RUEHAK #5399/01 2610503ZNY 55555 ZZHR 1805037 SEP 06FM AMEMB 
VZCZCXRO551600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #1482/01 2610613ZNY 55555 ZZHO 1806132 


Column 9 


VZCZCXRO5484PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0151/01 2610618ZNY CCCCC ZZHP 180618: 


Column 9 


VZCZCXRO5515PP RUEHRNDE RUEHEG #5831 2610641ZNR UUUUU ZZHP 1806417 SEP 06FM AMEMBASS 
VZCZCXRO5585PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3271/01 2610642ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO5587PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3272/01 2610644ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO5590PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3273/01 2610645ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO5519RR RUEHCN RUEHGH RUEHVCDE RUEHBJ #9682/01 2610645ZNR UUUUU ZZHR 180645Z 


Column 9 


VZCZCXRO5702RR RUEHCN RUEHGH RUEHVCDE RUEHBJ #9683/01 2610645ZNY 55555 ZZHR 1806457 € 
VZCZCXRO562800 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1346/01 2610646ZNY CCCCC ZZH 
VZCZCXRO7190PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #3740/01 2610652ZNY CCCCC ZZHP 1806522 


Column 9 


VZCZCXRO555500 RUEHDEDE RUEHKU #3741/01 2610704ZNY CCCCC ZZHO 180704Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO5527RR RUEHDBUDE RUEHDBU #1720/01 2610705ZNY CCCCC ZZHR 180705Z SEP 06FM AME? 


Column 9 


VZCZCXRO5531RR RUEHDBUDE RUEHMO #0370/01 2610706ZNY CCCCC ZZHR 180706Z SEP 06FM AMEM 


Column 9 


VZCZCXRO5646PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3274/01 2610713ZNR UUUUU ZZHF 


Column 9 


nullLeza L Olson 09/18/2006 01:36:04 PM From DB/Inbox: Leza L OlsonCable Text: 

VZCZCXRO5651PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3275 2610714ZNR UUUUU ZZHP 1€ 
VZCZCXRO5560RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTL #0849 2610718ZNR UUUUU ZZHR 180; 
VZCZCXRO5636RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGP {2978/01 2610741ZNR UUUUU ZZH 


Column 9 


VZCZCXRO5632PP RUEHDADE RUEHAK #5401/01 2610746ZNR UUUUU ZZHP 1807467 SEP 06FM AMEMBA 


Column 9 


VZCZCXRO563800 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3010 2610754ZNY 55555 ZZHO 1. 


Column 9 


VZCZCXYZ535100 RUEHWEBDE RUEHJA #1522 2610758ZNR UUUUU ZZHO 180758Z SEP 06FM АМЕМВА‹ 
VZCZOCXYZ0000RR RUEHWEBDE RUEHUL #3217/01 2610759ZNY CCCCC ZZHR 1807597 SEP 06FM AMEME 


Column 9 


VZCZCXRO5672RR RUEHCN RUEHGH RUEHVCDE RUEHGZ #0247/01 2610831ZNR UUUUU ZZHR 1808312 


Column 9 


VZCZCXRO8340RR RUEHASTDE RUEHSK #1013/01 2610836ZNR UUUUU ZZHR 180836Z SEP 06 ZDKFM AN 


Column 9 


VZCZCXRO5681RR RUEHMR RUEHRNDE RUEHLS #1264/01 2610854ZNY ССССС ZZHR 1808547 SEP 06F^ 


Column 9 


VZCZCXRO5680PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5741/01 2610856ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO5691PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5742/01 2610900ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO5682RR RUEHDADE RUEHDA #0203/01 2610902ZNR UUUUU ZZHR 180902Z SEP 06FM AMCON: 


Column 9 


VZCZOXYZ5554RR RUEHW EBDE RUEHIN #3231/01 2610903ZNR UUUUU ZZHR 1809037 SEP 06FM AIT TAI! 


Column 9 


nullLucia A Keegan 09/20/2006 10:00:17 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ5561RR RUEHWEBDE RUEHNR #4048/01 2610910ZNR UUUUU ZZHR 180910Z SEP 06FM AMEM 


Column 9 


VZCZCXRO5724PP RUEHMA RUEHPADE RUEHDK #2245/01 2610917ZNR UUUUU ZZHP 180917Z SEP 06ΕΝ 


Column 9 


VZCZCXYZ5617RR RUEHWEBDE RUEHAH #0984/01 2610925ZNR UUUUU ZZHR 180925Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO5769RR RUEHPADE RUEHDK #2246/01 2610929ZNY CCCCC ZZHR 180929Z SEP 06FM AMEMB/ 
VZCZCXRO5734RR RUEHPADE RUEHJL #0576/01 2610935ZNY ССССС ZZHR 1809357 SEP 06FM AMEMBA: 


Column 9 


VZCZCXRO5788RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3278/01 2610941ZNR UUUUU ZZHI 


Column 9 


VZCZCXRO682300 RUEHCN RUEHGH RUEHVCDE RUEHBJ #9793/01 2610942ZNY ССССС ZZHO 1809427 


Column 9 


VZCZCXRO582100 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1354/01 2610950ZNY CCCCC ZZH 


Column 9 


VZCZCXRO5765PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #8379/01 2611002ZNY CCCCC ZZHP 181002Z 
VZCZCXRO577900 RUEHCN RUEHGHDE RUEHIN #3233/01 2611016ZNY CCCCC ZZHO 1810167 SEP O6FN 


Column 9 


VZCZCXRO5876RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #3280 2611017ZNR UUUUU ZZHR 1: 


Column 9 


VZCZCXRO5785PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3014/01 2611017ZNY SSSSS ZZHP 


Column 9 


VZCZCXRO577600 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1691/01 2611019ZNR UUUUU ΖΖΗΙ 


nullLucia A Keegan 09/20/2006 10:00:57 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO5783PP RUEHCHI RUEHDT RUEHHM RUEHJO RUEHNHDE RUEHPF #1693/01 2611025ZNR UUL 
VZCZCXRO5790PP RUEHCHI RUEHDT RUEHHMDE RUEHBK #5747 2611034ZNY CCCCC ZZHP 181034Z SE 


Column 9 
nullLeza L Olson 09/19/2006 01:05:20 PM From DB/Inbox: Leza L OlsonCable Text: 


Column 9 


VZCZCXRO582400 RUEHCN RUEHGH RUEHVCDE RUEHIN #3234/01 2611046ZNY CCCCC ZZHO 1810462. 


Column 9 


VZCZCXYZ600900 RUEHWEBDE RUEHBU #2117/01 2611051ZNR UUUUU ZZHO 181051Z SEP 06FM AMEMI 


Column 9 


nullDebra P Tous 09/27/2006 11:00:22 AM From DB/Inbox: Debra P TousCable Text: 
VZCZCXRO5859PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #8017/01 2611102ZNY SSSSS ZZHP 


Column 9 


VZCZCXRO5881PP RUEHROVDE RUEHDS #2527 2611111ZNR UUUUU ZZHP 181111Z SEP 06FM AMEMBAS: 
VZCZCXRO5995PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3018/01 2611121ZNY 55555 ZZHP 


Column 9 


VZCZCXRO528400 RUEHBIDE RUEHLM #1531/01 2611125ZNY ССССС ZZHO 1811257 SEP 06FM AMEMBA: 


Column 9 


VZCZCXRO5921RR RUEHBI RUEHCIDE RUEHCG #2145/01 2611127ZNR UUUUU ZZHR 181127Z SEP 06FM / 


Column 9 


VZCZCXRO594800 RUEHDBUDE RUEHBUL #4232/01 2611140ZNY CCCCC ZZHO 181140Z SEP 06FM AMEN 


Column 9 


VZCZOXYZ6178RR RUEHWEBDE RUEHMS #1368/01 2611140ZNR UUUUU ZZHR 181140Z SEP 06FM AMEME 


Column 9 


VZCZCXRO5909PP RUEHDBUDE RUEHMO #0382/01 2611143ZNY ССССС ΖΖΗΡ 1811437 SEP 06ЕМ AMEME 


Column 9 


VZCZCXRO5925RR RUEHCIDE RUEHKA #5892/01 2611147ZNY SSSSS ZZHR 181147Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO3890PP RUEHDBUDE RUEHBUL #4233/01 2611147ZNY CCCCC ZZHP 181147Z SEP 06FM AMEMI 


Column 9 


nullDayna R Robison 09/20/2006 11:02:30 AM From DB/Inbox: Dayna R RobisonCable Text: 


Column 9 


VZCZCXRO5951PP RUEHROVDE RUEHDS #2532 2611155ZNR UUUUU ZZHP 181155Z SEP 06FM AMEMBAS 
VZCZCXRO5289PP RUEHBIDE RUEHLM #1533/01 2611215ZNY ССССС ZZHP 1812157 SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO5981RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHYE 3300/01 2611215ZNR UUUUU ZZHI 


f entry to 


Column 9 


etc. to train 


VZCZCXRO5970RR RUEHASTDE RUEHRL #2748 2611217ZNR UUUUU ZZHR 1812177 SEP 06FM AMEMBAS 
VZCZCXRO5966RR RUEHDBUDE RUEHEK 7333/01 2611218ZNY ССССС ZZHR 181218Z SEP 06FM AMEME 


Column 9 


VZCZCXRO588900 RUEHASTDE RUEHPS #0782/01 2611224ZNR UUUUU ZZHO 1812247 SEP 06FM USOFF 


Column 9 


VZCZCXYZ6528RR RUEHWEBDE RUEHNE #6504 2611229ZNR UUUUU ZZHR 181229Z SEP 06FM AMEMBAS 
VZCZCXRO599100 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3021 2611231ZNY SSSSS ZZHO 1: 


Column 9 


VZCZCXRO5985RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHAH #0985/01 2611236ZNR UUUUU ZZH 
VZCZOXYZ6444PP RUEHWEBDE RUEHWN #1645 2611238ZNR UUUUU ZZHP 181238Z SEP 06FM AMEMBA: 
VZCZCXRO6090PP RUEHDBUDE RUEHKV #3552/01 2611245ZNY CCCCC ZZHP 181245Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO6093PP RUEHDBUDE RUEHKV #3553/01 2611246ZNY CCCCC ZZHP 181246Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO5994PP RUEHBI RUEHCIDE RUEHCI #0423/01 2611248ZNR UUUUU ZZHP 1812487 SEP 06FM AI 


Column 9 


VZCZCXRO6039PP RUEHDEDE RUEHAD #3685/01 2611251ZNY CCCCC ZZHP 181251Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO8314PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHMRE RUEHROV RUEHSRDE RUEHSK #10 


Column 9 


VZCZCXRO8318PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #1019/01 26112 


Column 9 


VZCZCXRO6033PP RUEHBC RUEHDE RUEHKUKDE RUEHMS 3H 370/01 2611258ZNR UUUUU ZZHP 181258 


Column 9 


VZCZCXRO6037PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3496 2611313ZNY CCCCC ZZHP 1 


VZCZCXRO6042RR RUEHDEDE RUEHMS #1371 2611315ZNY CCCCC ZZHR 1813157 SEP 06FM АМЕМВАЅ‹ 


Column 9 


VZCZCXYZ6741PP RUEHWEBDE RUEHWN #1648 2611325ZNR UUUUU ZZHP 181325Z SEP 06FM AMEMBA: 
VZCZCXRO6106PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ #0880/01 2611: 


Column 9 


VZCZCXRO6151RR RUEHRGDE RUEHSO #1002/01 2611336ZNR UUUUU ZZHR 181336Z SEP 06FM AMCON 


Column 9 


VZCZCXRO604900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0199/01 2611337ZNY C 


Column 9 


VZCZCXRO6065PP RUEHDEDE RUEHAD #3686 2611340ZNY CCCCC ZZHP 181340Z SEP 06FM AMEMBASS 
VZCZCXRO6056PP RUEHBI RUEHCIDE RUEHBI #1707/01 2611340ZNR UUUUU ZZHP R 181340Z SEP 06FM 


Column 9 


VZCZCXRO6069PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5436/01 26113 


Column 9 


VZCZCXRO6068PP RUEHDEDE RUEHAD #3687 2611345ZNR UUUUU ZZHP 181345Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO608800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSM #1501/01 2611 


VZCZCXRO607600 RUEHMA RUEHROVDE RUEHKH #2276 2611358ZNR UUUUU ZZHO 181358Z SEP 06FM 


Column 9 


VZCZCXRO6077PP RUEHROVDE RUEHKH #2277 2611358ZNY CCCCC ZZHP 181358Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO608400 RUEHDBUDE RUEHAH #0987/01 2611359ZNY CCCCC ZZHO 181359Z SEP 06FM AMEM 


Column 9 


VZCZCXRO610000 RUEHBC RUEHDE RUEHKUKDE RUEHMK #1669 2611404ZNY CCCCC ZZHO 181404Z S 


Column 9 


VZCZCXYZ7734RR RUEHWEBDE RUEHTO #1190/01 2611407ZNR UUUUU ZZHR 181407Z SEP 06FM AMEME 
VZCZOXYZ7284PP RUEHWEBDE RUEHAK #5437 2611410ZNR UUUUU ZZHP 181410Z SEP 06FM AMEMBAS 
VZCZOXYZT379PP RUEHWEBDE RUEHAK #5438 2611416ZNR UUUUU ZZHP 1814167 SEP 06FM AMEMBAS 
VZCZCXRO613800 RUEHDBU RUEHIK RUEHYGDE RUEHBUL #4245/01 2611417ZNR UUUUU ZZHO 181417 
VZCZCXRO6209PP RUEHRGDE RUEHBR #1966/01 2611421ZNY SSSSS ZZHP 181421Z SEP 06FM AMEMBA 


Column 9 


VZCZCXYZ902600 RUEHWEBDE RUEHDM #4534/01 2611425ZNR UUUUU ΖΖΗΟ 1814257 SEP 06FM АМЕМ 


Column 9 


VZCZCXRO6130PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3498/01 2611430ZNY CCCCC ZZH 
VZCZCXRO6158RR RUEHROVDE RUEHNJ #1151 2611431ZNY ССССС ZZHR 181431Z SEP 06FM AMEMBAS 
VZCZOXYZ8763PP RUEHWEBDE RUEHKU #3746/01 2611435ZNR UUUUU ZZHP 181435Z SEP 06FM AMEME 
VZCZCXRO6157RR RUEHMA RUEHPADE RUEHNM #1051 2611447ZNR UUUUU ZZHR 181447Z SEP 06FM A 
VZCZCXYZ7738PP RUEHWEBDE RUEHMD #2340 2611453ZNR UUUUU ZZHP 181453Z SEP 06FM AMEMBAS 


VZCZCXRO615600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #6244 2611455 


Column 9 


VZCZCXRO6287PP RUEHDBUDE RUEHKV #3569/01 2611458ZNY CCCCC ZZHP 181458Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO6160RR RUEHPADE RUEHFR #6246/01 2611459ZNY CCCCC ZZHR 181459Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO6183PP RUEHAG RUEHDF RUEHLZDE RUEHRL #2754/01 2611501ZNR UUUUU ZZHP 181501Z S 


VZCZCXRO6301PP RUEHDBUDE RUEHKV #3570/01 2611504ZNY CCCCC ZZHP 1815047 SEP 06FM AMEMB 


Column 9 


VZCZOXYZ8439PP RUEHWEBDE RUEHTO #2029 2611505ZNR UUUUU ΖΖΗΡ 1815057 SEP 06FM AMEMBAS 
VZCZCXYZ7804PP RUEHWEBDE RUEHTO #2030 2611505ZNR UUUUU ZZHP 1815057 SEP 06FM AMEMBAS 
VZCZCXYZ795000 RUEHWEBDE RUEHAK #5440 2611510ZNY CCCCC ZZHO 1815107 SEP 06FM АМЕМВА: 


Column 9 


VZCZCXRO6246RR RUEHASTDE RUEHPG #1157 2611518ZNR UUUUU ZZHR 181518Z SEP 06FM AMEMBAS 
VZCZCXRO6254RR RUEHASTDE RUEHPG #1158 2611523ZNR UUUUU ZZHR 181523Z SEP 06FM AMEMBAS 
VZCZCXYZ801000 RUEHWEBDE RUEHTC #2031/01 2611524ZNY SSSSS ZZHO 181524Z SEP 06FM AMEME 


Column 9 


VZCZCXRO6225PP RUEHBIDE RUEHMD #2343 2611533ZNR UUUUU ZZHP 181533Z SEP 06FM AMEMBASS' 
VZCZCXRO6217PP RUEHMA RUEHROVDE RUEHKH #2280 2611534ZNR UUUUU ZZHP 1815347 SEP 06FM , 
VZCZCXRO6257PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSF #1330/01 26115 


Column 9 


VZCZOXYZ8254PP RUEHWEBDE RUEHSF #1331 2611543ZNR UUUUU ZZHP 181543Z SEP 06FM AMEMBAS 
VZCZCXRO6262RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHSA #3888/01 2611602ZNR UUUUU ZZHR 


Column 9 


VZCZCXYZ844600 RUEHWEBDE RUEHBU #2120/01 2611608ZNR UUUUU ZZHO 181608Z SEP 06FM AMEM 
VZCZCXYZ8471PP RUEHWEBDE RUEHDK #2255 2611611ZNY CCCCC ZZHP 1816117 SEP 06FM AMEMBAS 
nullLucia A Keegan 09/20/2006 10:01:31 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


nullLucia A Keegan 09/20/2006 10:02:00 AM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO6290PP RUEHROVDE RUEHKH #2281/01 2611617ZNR UUUUU ZZHP 1816177 SEP 06FM AMEME 
VZCZCXRO6294RR RUEHMR RUEHRNDE RUEHSA #3889/01 2611617ZNY CCCCC ZZHR 181617Z SEP 06ΕΝ 


Column 9 


VZCZCXRO6050PP RUEHRGDE RUEHBR #1968/01 2611622ZNR UUUUU ZZHP 181622Z SEP 06FM AMEMB/ 


Column 9 


VZCZOXYZ8633RR RUEHWEBDE RUEHNJ #1153/01 2611622ZNY ССССС ZZHR 1816227 SEP 06FM AMEME 
VZCZCXRO632200 RUEHLMCDE RUEHTG 3747/01 2611627ZNY ССССС ZZHO 1816272 SEP 06FM AMEM 
VZCZCXRO6341PP RUEHLMCDE RUEHLP #2515 2611631ZNY CCCCC ZZHP 1816317 SEP 06 ZDKFM AMEN 


Column 9 


VZCZCXRO5521RR RUEHPADE RUEHAB #1050/01 2611635ZNY CCCCC ΖΖΗΗ 1816357 SEP 06 ZDK ALL DU 
VZCZCXRO6335PP RUEHMR RUEHRNDE RUEHKI #1458/01 2611656ZNY CCCCC ZZHP 181656Z SEP 06FM 


Column 9 


VZCZCXYZ8829RR RUEHWEBDE RUEHAR #2181/01 2611720ZNR UUUUU ZZHR 1817207 SEP 06FM AMEMI 
VZCZCXYZ0000PP RUEHWEBDE RUEHRB #1731 2611730ZNR UUUUU ZZHP 1817307 SEP 06FM AMEMBAS 
VZCZCXRO6414PP RUEHRGDE RUEHBR #1971/01 2611732ZNR UUUUU ZZHP 181732Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO6366PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHRB #1733 261173Е 


Column 9 


VZCZCXYZ9501PP RUEHWEBDE RUEHLP #2519 2611827ZNR UUUUU ZZHP 181827Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXYZ991400 RUEHWEBDE RUEHSO #1005 2611830ZNR UUUUU ZZHO 181830Z SEP 06FM AMCONS 


Column 9 


VZCZCXYZ9378RR RUEHW EBDE RUEHZP #1825 2611836ZNR UUUUU ZZHR 1818367 SEP 06FM AMEMBAS 
VZCZCXRO6490PP RUEHRGDE RUEHBR #1972/01 2611845ZNR UUUUU ZZHP 181845Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO6505PP RUEHRGDE RUEHBR #1973/01 2611857ZNR UUUUU ZZHP 1818572 SEP 06FM AMEMB/ 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHKG #1851/01 2611939ZNY ССССС ΖΖΗΗ 1819397 SEP 06 ZDKFM А) 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHMU #2044/01 2611945ZNY 55555 ZZHP 1819457 SEP 06FM AMEMB 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHDG #2987 2612028ZNR UUUUU ZZHP 182028Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO6520PP RUEHAGDE RUEHCV #2845/01 2612032ZNY ССССС ΖΖΗΡ 1820327 SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO6554PP RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHQU RUEHTM RUEHVCI 


Column 9 


VZCZCXRO6578PP RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHQU RUEHTM RUEHVCI 


Column 9 


VZCZCXYZ052800 RUEHWEBDE RUCNDT 7834/01 2612109ZNY CCCCC ZZHO 1821097 SEP 06FM USMIS 


VZCZCXYZ0001PP RUEHWEBDE RUEHCV #2852/01 2612130ZNY CCCCC ZZHP 182130Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ048600 RUEHWEBDE RUEHC #4949 2612141ZNY 55555 ZZHO 1821347 SEP 06FM SECSTATE 
VZCZCXYZ0537PP RUEHWEBDE RUEHGE #0948 2612135ZNR UUUUU ZZHP 182135Z SEP 06FM AMEMBAS 
VZCZOXYZ0002RR RUEHWEBDE RUEHMU #2051/01 2612143ZNR UUUUU ΖΖΗ (CCY ADX25FAEC MSI7778 
VZCZCXRO653700 RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHOT #2837/01 2612153ZNR UUUUU ZZHC 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHMU #2053/01 2612212ZNY CCCCC ZZHP 182212Z SEP 06FM AMEME 


Column 9 


VZCZCXRO661200 RUEHFK RUEHKSO RUEHNHDE RUEHKO #5336/01 2612212ZNY SSSSS ZZHO 182212; 


Column 9 


VZCZCXYZ086700 RUEHWEBDE RUEHUL #3222/01 2612346ZNY CCCCC ZZHO 182346Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #2538/01 2620110ZNY CCCCC ZZHO 190110Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #2539/01 2620110ZNY CCCCC ZZHO 190110Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHWL #0732/01 2620126ZNY CCCCC ZZHP 190126Z SEP 06FM AMEME 


Column 9 


VZCZCXRO6699RR RUEHPBDE RUEHWL #0733/01 2620127ZNY CCCCC ZZHR 190127Z SEP 06FM АМЕМВ, 


Column 9 


VZCZCXRO2531PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1694/01 2620131ZNR UUUUU ZZHF 


Column 9 


VZCZCXRO6706PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3500/01 2620224ZNY CCCCC ZZH 


Column 9 


VZCZCXRO715800 RUEHDBUDE RUEHBUL #4247 2620305ZNY CCCCC ZZHO 190305Z SEP 06 ZFR ZDKFN 
VZCZCXYZ0000PP RUEHWEBDE RUEHKL #1752 2620308ZNR UUUUU ZZHP 190308Z SEP 06FM AMEMBAS 
VZCZCXRO6756PP RUEHBC RUEHDA RUEHDBU RUEHDE RUEHGI RUEHKUK RUEHLH RUEHPWDE RUEF 


Column 9 


VZCZCXYZ0003RR RUEHW EBDE RUEHWL #0734 2620354ZNR UUUUU ZZHR 1903547 SEP 06FM AMEMBA: 


VZCZCXRO676800 RUEHGHDE RUEHIN #3239 2620421ZNY 55555 ZZHO 1904217 SEP 06FM AIT TAIPEIT( 
VZCZCXRO7321PP RUEHHMDE RUEHHI 2380/01 2620431ZNR UUUUU ZZHP 190431Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO6769PP RUEHCHI RUEHDT RUEHHMDE RUEHHI #2381/01 2620431ZNR UUUUU ZZHP 190431Z 


Column 9 


VZCZCXRO6781PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5339/01 2620448ZNR UUUUU ZZ 


Column 9 


VZCZCXRO6796PP RUEHFKDE RUEHKO #5340 2620448ZNR UUUUU ZZHP 190448Z SEP 06FM AMEMBASS 


VZCZCXRO6777RR RUEHDU RUEHJO RUEHMR RUEHRNDE RUEHLS #1269/01 2620453ZNR UUUUU ZZHR 


Column 9 


VZCZCXRO6816RR RUEHNZDE RUEHWL #0735/01 2620453ZNR UUUUU ZZHR 190453Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO685800 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1360/01 2620510ZNY CCCCC ZZH 


Column 9 


VZCZCXRO681300 RUEHDADE RUEHAK #5442/01 2620513ZNR UUUUU ZZHO 190513Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO6881PP RUEHBC RUEHDBU RUEHDE RUEHKUKDE RUEHKB #1367/01 2620516ZNY 55555 ZZF 


Column 9 


VZCZCXRO6811RR RUEHDADE RUEHDA #0204/01 2620524ZNR UUUUU ZZHR 1905247 SEP 06FM AMCONS 


Column 9 


made a press 


Column 9 


VZCZCXRO6868PP RUEHASTDE RUEHTA #3296 2620524ZNR UUUUU ZZHP 1905247 SEP 06FM AMEMBAS: 
VZCZCXYZ001200 RUEHWEBDE RUEHML #3935/01 2620536ZNR UUUUU ZZHO 190536Z SEP 06FM AMEM 


Column 9 


VZCZCXRO6831RR RUEHCN RUEHGH RUEHVCDE RUEHGZ #0248/01 2620537ZNR UUUUU ZZHR 1905372 


Column 9 


VZCZCXYZ0013PP RUEHWEBDE RUEHSQ #0885 2620543ZNY CCCCC ΖΖΗΡ 1905437 SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO684700 RUEHDBUDE RUEHBUL #4251/01 2620547ZNY SSSSS ZZHO 190547Z SEP 06FM AMEN 


Column 9 


VZCZCXRO689600 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1361/01 2620548ZNY CCCCC ZZH 


Column 9 


VZCZCXRO6844PP RUEHPBDE RUEHBY #1444 2620551ZNY CCCCC ZZHP 190551Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXYZ0010PP RUEHWEBDE RUEHKO #5351/01 2620553ZNR UUUUU ZZHP 190553Z SEP 06FM AMEME 


Column 9 


VZCZCXRO686600 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHNE #6511/01 262C 


Column 9 


VZCZCXRO6854PP RUEHMA RUEHROVDE RUEHKH #2283/01 2620610ZNR UUUUU ZZHP 190610Z SEP 06F 
VZCZCXRO6870PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3501/01 2620617ZNY CCCCC ZZH 
VZCZCXRO6891PP RUEHDEDE RUEHKU #3747 2620634ZNR UUUUU ZZHP 190634Z SEP 06FM AMEMBASS 
VZCZCXYZ000000 RUEHWEBDE RUEHKA #5911/01 2620645ZNR 00000 ZZHO 1906457 SEP 06FM AMEMI 
VZCZCXRO683400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0788/01 2620! 


Column 9 


VZCZCXRO692000 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #6513/01 2620707ZNY CCCCC ZZHO © 


Column 9 


VZCZCXYZ0013PP RUEHWEBDE RUEHMO #0432/01 2620711ZNR UUUUU ZZHP 190711Z SEP 06FM AMEME 
VZCZCXYZ0015PP RUEHWEBDE RUEHMO #0434 2620711ZNR UUUUU ZZHP 1907117 SEP 06FM AMEMBAS 
VZCZCXRO7830PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRO #2636/01 2620: 


Column 9 

VZCZCXRO6945RR RUEHCN RUEHGH RUEHVCDE RUEHHK #3745 2620755ZNR UUUUU ZZHR 190755Z SE 
VZCZCXRO6952RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #1723/01 2620805ZNR UUUUU ZZHR 190805; 
VZCZCXYZO005RR RUEHWEBDE RUEHHK #3749 2620809ZNR UUUUU ZZHR 1908097 SEP 06FM AMCONSI 
VZCZCXRO6993PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5357/01 2620816ZNR UUUUU ZZ 


Column 9 


VZCZCXRO7025PP RUEHASTDE RUEHBW #1509/01 2620829ZNR UUUUU ZZHP 190829Z SEP 06FM AMEMI 


Column 9 
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VZCZCXRO7003RR RUEHROVDE RUEHNR #4070/01 2620838ZNR UUUUU ZZHR 190838Z SEP 06FM AMEM 


Column 9 


VZCZCXRO7006PP RUEHCN RUEHGH RUEHVCDE RUEHHK #3750/01 2620844ZNY CCCCC ZZHP 190844Z 


Column 9 


VZCZCXRO8409PP RUEHDBU RUEHDT RUEHKN RUEHLMC RUEHMJ RUEHMR RUEHPBDE RUEHDR #156 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHKU #3750 2620845ZNR UUUUU ZZHP 190845Z SEP 06FM AMEMBAS 
VZCZCXRO710100 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO 3363/01 2620851ZNY CCCCC ZZH 


Column 9 


VZCZCXRO7035RR RUEHDEDE RUEHKU #3751/01 2620854ZNY CCCCC ZZHR 190854Z SEP 06FM АМЕМВ/ 


Column 9 


VZCZCXRO704200 RUEHBC RUEHDE RUEHKUKDE RUEHRO #2637/01 2620904ZNY CCCCC ZZHO 190904 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHTO #1195/01 2620913ZNR UUUUU ZZHR 1909137 SEP 06FM AMEMI 
VZCZCXRO7055RR RUEHATDE RUEHTC #2033/01 2620913ZNR UUUUU ZZHR 1909137 SEP 06FM AMEMB/ 
VZCZCXRO7057RR RUEHATDE RUEHTC #2034/01 2620916ZNR UUUUU ZZHR 190916Z SEP 06FM AMEMB/ 
VZCZCXRO707900 RUEHCN RUEHGH RUEHVCDE RUEHIN #3240/01 2620921ZNY 55555 ZZHO 190921Z € 


Column 9 


VZCZCXRO707300 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1700/01 2620927ZNR UUUUU ZZH 
VZCZCXYZ0010RR RUEHW EBDE RUEHIN #3242/01 2620934ZNR UUUUU ZZHR 190934Z SEP 06FM AIT TAII 


Column 9 


VZCZCXRO7085PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHNH #0204/01 2620939ZNR UUUUU ZZ 
VZCZCXRO7090RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #2389 2620945ZNY CCCCC ZZHR 190945Z SE 


VZCZCXYZ000300 RUEHWEBDE RUEHKO #5361/01 2620945ZNY SSSSS ZZHO 190945Z SEP 06FM AMEME 


Column 9 


VZCZCXRO7111RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #2397/01 2621002ZNR UUUUU ZZHR 191002Z 


Column 9 


VZCZCXRO714800 RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5362/01 2621006ZNR UUUUU ZZ 


Column 9 


VZCZCXRO7202PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #1582/01 2621012ZNR UUUUU ZZHP 191012Z 


Column 9 


VZCZCXYZ001500 RUEHWEBDE RUEHKT #2551/01 2621026ZNY CCCCC ZZHO 191026Z SEP 06FM AMEMI 


Column 9 


VZCZCXRO719400 RUEHBI RUEHCIDE RUEHNE #6520/01 2621026ZNY CCCCC ZZHO 1910267 SEP 06ЕМ, 


Column 9 


VZCZCXRO724800 RUEHCHI RUEHDT RUEHHMDE RUEHJA #1585 2621032ZNR UUUUU ZZHO 191032Z SI 
VZCZCXRO7163RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #2399/01 2621039ZNR UUUUU ZZHR 1910397 


Column 9 


VZCZCXRO7198PP RUEHDEDE RUEHAD #3689/01 2621043ZNY CCCCC ZZHP 191043Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO7214RR RUEHAG RUEHDBU RUEHDF RUEHIK RUEHLN RUEHLZ RUEHVK RUEHYGDE RUEHAI 


Column 9 


VZCZCXRO722000 RUEHMA RUEHROVDE RUEHKH #2288/01 2621056ZNR UUUUU ZZHO 191056Z SEP 06 


Column 9 


VZCZCXYZ0016PP RUEHWEBDE RUEHJA #1588/01 2621103ZNR UUUUU ZZHP 191103Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO7255PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5463/01 26211 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHEG #5865 2621110ZNY CCCCC ZZHO 191110Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO7262RR RUEHHM RUEHJODE RUEHLO #6761/01 2621110ZNR UUUUU ZZHR 1911104 SEP 06ΕΝ 


Column 9 


VZCZCXRO728900 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHNE #6523/01 2621 
VZCZCXYZ0002PP RUEHWEBDE RUEHBM #1461/01 2621143ZNR UUUUU ZZHP 1911437 SEP 06FM AMEME 


Column 9 


VZCZCXRO7305RR RUEHLADE RUEHMD #2351 2621147ZNR UUUUU ZZHR 191147Z SEP 06FM AMEMBASS 
VZCZCXRO7299PP RUEHBI RUEHCIDE RUEHLM #1538/01 2621148ZNY CCCCC ZZHP 191148Z SEP 06FM A 


Column 9 


VZCZCXYZ0012RR RUEHWEBDE RUEHMD #2352 2621148ZNR UUUUU ZZHR 191148Z SEP 06FM AMEMBA: 
VZCZCXYZ0013RR RUEHWEBDE RUEHMD #2353 2621148ZNR UUUUU ZZHR 191148Z SEP 06FM AMEMBA! 
VZCZCXRO730200 RUEHBIDE RUEHLM #1539/01 2621149ZNY CCCCC ZZHO 191149Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO7301RR RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1462 2621149ZNR 00000. 


Column 9 


VZCZCXRO7304RR RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1465 2621151ZNR 00000. 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHEG #5867/01 2621206ZNY CCCCC ZZHO 191206Z SEP 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHDM #4560/01 2621207ZNR UUUUU ZZH (TAO)O 191207Z SEP 06FM 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHBJ #9895/01 2621215ZNY CCCCC ZZHO 191215Z SEP 06FM AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAD #3693 2621216ZNY 55555 ZZHP 1912167 SEP 06FM AMEMBAS: 


VZCZCXRO7329RR RUEHDADE RUEHDA #0205/01 2621219ZNR UUUUU ZZHR 1912197 SEP 06FM AMCON! 


Column 9 


VZCZCXRO7380RR RUEHBC RUEHDE RUEHKUKDE RUEHKU #3756/01 2621220ZNY CCCCC ZZHR 191220; 


Column 9 


VZCZCXRO738100 RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3505 2621230ZNR UUUI 


Column 9 


VZCZCXRO736400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHMO #0438/01 2621 


Column 9 


VZCZCXRO7372RR RUEHMA RUEHPADE RUEHNM 7055/01 2621231ZNR UUUUU ZZHR 1912317 SEP 06Ғ? 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHGB #3506/01 2621243ZNY CCCCC ZZHP 191243Z SEP 06FM AMEME 


Column 9 


VZCZCXRO7397PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #8473 2621245ZNY CCCCC ZZHP 191245Z SE 


Column 9 


VZCZCXRO739800 RUEHLH RUEHPWDE RUEHIL #8474/01 2621246ZNR UUUUU ZZHO 1912467 SEP O6FN 


Column 9 


VZCZCXRO740200 RUEHDEDE RUEHAD #3702 2621250ZNR UUUUU ZZHO 191250Z SEP 06FM AMEMBAS 


Column 9 


VZCZCXRO738800 RUEHDBUDE RUEHMO #0439/01 2621251ZNY CCCCC ZZHO 191251Z SEP 06FM AMEN 


Column 9 


VZCZCXRO7416PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5471 2621301. 


Column 9 


VZCZCXRO742600 RUEHASTDE RUEHVI #2787/01 2621308ZNR UUUUU ZZHO 191308Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO7441RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #5475/01 2621: 


Column 9 
VZCZCXYZ0016PP RUEHWEBDE RUEHDR #1561 2621328ZNR UUUUU ZZHP 191328Z SEP 06FM AMEMBAS 


VZCZCXRO7591RR RUEHASTDE RUEHVB #1143 2621330ZNR UUUUU ZZHR 191330Z SEP 06FM AMEMBAS 
VZCZCXRO7443PP RUEHBI RUEHCIDE RUEHCI #0425 2621331ZNR UUUUU ZZHP 191331Z SEP 06FM AMC 


Column 9 
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Column 9 


VZCZCXRO746200 RUEHIK RUEHYGDE RUEHTL #0851 2621340ZNR UUUUU ZZHO 191340Z SEP 06FM AN 


Column 9 


VZCZCXRO7514RR RUEHBC RUEHDE RUEHKUKDE RUEHMS #1376 2621343ZNY CCCCC ZZHR 191343Z S 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHBS #3164 2621345ZNR UUUUU ZZHO 1913457 SEP 06FM АМЕМВА: 
VZCZCXRO7487RR RUEHATDE RUEHTC #2036/01 2621345ZNR UUUUU ZZHR 191345Z SEP 06FM AMEMB/ 
VZCZCXRO7490RR RUEHATDE RUEHTC #2037/01 2621346ZNR UUUUU ZZHR 1913462 SEP 06FM AMEMB/ 
VZCZCXRO7492RR RUEHATDE RUEHTC #2038/01 2621346ZNR UUUUU ZZHR 1913462 SEP 06FM AMEMB/ 
VZCZCXRO7495RR RUEHATDE RUEHTC #2039/01 2621346ZNR UUUUU ZZHR 191346Z SEP 06FM AMEMB/ 
VZCZCXRO7498RR RUEHATDE RUEHTC #2040/01 2621346ZNR UUUUU ZZHR 1913462 SEP 06FM AMEMB/ 
VZCZCXRO7505RR RUEHATDE RUEHTC #2041/01 2621346ZNR UUUUU ZZHR 191346Z SEP 06FM AMEMB/ 
VZCZCXRO7510RR RUEHATDE RUEHTC #2042/01 2621346ZNR UUUUU ZZHR 191346Z SEP 06FM AMEMB/ 
VZCZCXYZ0023PP RUEHWEBDE RUEHLC #0598 2621353ZNY ССССС ZZHP 191353Z SEP 06FM AMEMBAS 
VZCZCXRO7535PP RUEHDEDE RUEHAD #3706 2621403ZNY CCCCC ZZHP 191403Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXYZ0026RR RUEHWEBDE RUEHRL #2766/01 2621411ZNR UUUUU ZZHR 191411Z SEP 06FM AMEME 


Column 9 


VZCZCXRO5709RR RUEHATDE RUEHTC #2043/01 2621413ZNR UUUUU ZZHR 191413Z SEP 06FM AMEMB/ 
VZCZCXRO7547RR RUEHHM RUEHMR RUEHPA RUEHPB RUEHRNDE RUEHUJA #2459 2621417ZNY CCCC 
VZCZCXYZ0000PP RUEHWEBDE RUEHEG #5872 2621418ZNR UUUUU ZZHP 1914187 SEP 06FM AMEMBAS 
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Column 9 
VZCZCXRO7587RR RUEHBC RUEHDE RUEHDU RUEHGI RUEHJO RUEHKUK RUEHMA RUEHMR RUEHPAF 
VZCZCXRO860800 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #6527/01 2621428ZNY CCCCC ZZHO ` 


Column 9 


VZCZCXRO762100 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSF #1342/01 2621: 


Column 9 


VZCZCXRO760400 RUEHDADE RUEHAK #5488/01 2621439ZNR UUUUU ZZHO 1914397 SEP 06FM AMEMB, 


Column 9 


VZCZCXRO7650PP RUEHAP RUEHBZ RUEHDBU RUEHDT RUEHKN RUEHLMC RUEHMJ RUEHMR RUEHPE 
VZCZCXRO7639PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #2044 2621502. 


Column 9 


VZCZCXRO7663PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHMD #2359/01 2621! 


Column 9 


VZCZCXYZ0082PP RUEHWEBDE RUEHDR #1564/01 2621520ZNY CCCCC ZZHP 191520Z SEP 06FM AMEME 


Column 9 


VZCZCXRO7677PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHMD #2360 2621523ZNY SSS. 
VZCZCXRO756700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #2199 2621529 
VZCZCXRO768400 RUEHDBU RUEHFL RUEHLA RUEHMRE RUEHROV RUEHSRDE RUEHMO #0486 26215: 


Column 9 


VZCZCXRO7697RR RUEHROVDE RUEHAM #7213 2621544ZNR UUUUU ZZHR 191544Z SEP 06FM AMEMBA 


VZCZCXRO7716RR RUEHASTDE RUEHBW #1522/01 2621546ZNR UUUUU ZZHR 191546Z SEP 06FM AMEM 
VZCZCXYZ000100 RUEHWEBDE RUEHJM #4232 2621556ZNY ССССС ZZHO 1915567 SEP 06FM AMCONS 


VZCZCXRO7721PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3042 2621601ZNY SSSSS ZZHP 19 
VZCZCXRO7722PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3043 2621603ZNY ССССС ZZHP 1! 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHBU #2129/01 2621608ZNR UUUUU ZZHO 191608Z SEP 06FM AMEM 


Column 9 


VZCZCXRO7732PP RUEHPADE RUEHDK #2271/01 2621611ZNY CCCCC ZZHP 191611Z SEP 06FM AMEMBA: 


Column 9 


VZCZCXRO773500 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #6274/01 2621 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHTC #2046/01 2621632ZNY CCCCC ZZHO 191632Z SEP 06FM AMEM 


Column 9 


VZCZCXRO776900 RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1470/01 2621711ZNR UUUL 
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Column 9 


VZCZCXRO779800 RUEHROVDE RUEHKH #2294/01 2621726ZNY CCCCC ZZHO 191726Z SEP 06FM AMEM 


Column 9 


VZCZCXRO7782PP RUEHAGDE RUEHCV #2877/01 2621728ZNY CCCCC ZZHP 191728Z SEP 06FM AMEMB/ 


Column 9 

VZCZCXRO7806RR RUEHPADE RUEHJL #0583 2621733ZNY CCCCC ZZHR 191733Z SEP 06FM AMEMBASS' 
VZCZCXRO7818PP RUEHMA RUEHPADE RUEHDK #2276 2621733ZNR UUUUU ZZHP 1917337 SEP 06FM ΑΝ 
VZCZCXYZ0036RR RUEHWEBDE RUEHLP #2538 2621737ZNR UUUUU ZZHR 191737Z SEP 06FM AMEMBAS 


VZCZCXRO7833PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3512/01 2621801ZNY CCCCC ZZH 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBU #2136/01 2621807ZNR UUUUU ZZHO 191807Z SEP 06FM АМЕМ 


Column 9 


VZCZCXYZ0028RR RUEHW EBDE RUEHME #5293 2621819ZNR UUUUU ZZHR 1918197 SEP 06FM AMEMBA: 
VZCZCXYZ0035RR RUEHW EBDE RUEHLP #2539 2621829ZNR UUUUU ZZHR 1918297 SEP 06FM AMEMBAS 
VZCZCXRO7924PP RUEHRGDE RUEHBR #1992/01 2621847ZNR UUUUU ZZHP 191847Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXRO7935PP RUEHRGDE RUEHBR #1993/01 2621854ZNR UUUUU ZZHP 191854Z SEP 06FM AMEMB/ 


Column 9 


VZCZCXYZ0026PP RUEHWEBDE RUCNDT #1838 2621915ZNY CCCCC ZZHP 191915Z SEP 06FM USMISSIC 


VZCZCXRO7922RR RUEHNZDE RUEHWL #0736/01 2621918ZNR UUUUU ZZHR 191918Z SEP 06FM AMEMB, 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHMU #2059/01 2621919ZNY CCCCC ZZHP 191919Z SEP 06FM AMEME 


Column 9 


VZCZCXRO7957RR RUEHRGDE RUEHBR #1994/01 2621929ZNR UUUUU ZZHR 191929Z SEP 06FM AMEMB, 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHMU #2060 2621938ZNR UUUUU ZZHR 191938Z SEP 06FM AMEMBA 
VZCZCXYZ0000PP RUEHWEBDE RUEHMU #2061/01 2621943ZNY CCCCC ZZHP 1919437 SEP 06FM AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHMU #2062/01 2621945ZNY ССССС ΖΖΗΡ 1919457 SEP 06FM AMEME 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHZP #1836/01 2622015ZNY ССССС ZZHR 1920157 SEP 06FM AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHDG #3000/01 2622021ZNY ССССС ZZHP 1920217 SEP 06FM AMEME 
VZCZCXRO7996RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHBO #8623 2622156ZNY CCCCC ZZHP 192156Z SEP 06FM AMEMBAS 
VZCZOCXYZ0000RR RUEHW EBDE RUEHBU #2139/01 2622200ZNR UUUUU ZZHR 1922007 SEP 06FM AMEMI 


Column 9 


VZCZCXYZ000000 RUEHW EBDE RUEHQT #2351 2622204ZNR UUUUU ZZHO 1922047 SEP 06FM AMEMBA 


VZCZCXYZ000300 RUEHWEBDE RUEHQT #2352/01 2622233ZNY ССССС ZZHO 192233Z SEP 06FM AMEM 


Column 9 


VZCZCXRO8078RR RUEHNZDE RUEHWL #0737/01 2622258ZNR UUUUU ZZHR 192258Z SEP 06FM AMEMB, 


Column 9 


VZCZCXRO8084RR RUEHCN RUEHGH RUEHVCDE RUEHGZ #0413/01 2622338ZNR UUUUU ZZHR 192338Z 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHC #5973 2622348ZNR UUUUU ZZHO 192339Z SEP 06FM SECSTATE 
VZCZCXYZ0006PP RUEHWEBDE RUEHMU #2065/01 2622354ZNR UUUUU ZZHP 192354Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHGP #3003 2630051ZNR UUUUU ZZHR 2000517 SEP 06FM AMEMBA: 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHKA #5933/01 2630135ZNR UUUUU ZZHP 200135Z SEP 06FM AMEME 
VZCZCXYZ0000PP RUEHWEBDE RUEHSQ #0887 2630137ZNR UUUUU ZZHP 2001372 SEP 06FM AMEMBAS 


VZCZCXRO8126PP RUEHFKDE RUEHKO #5372 2630239ZNR UUUUU ZZHP 200239Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO8170PP RUEHCHI RUEHDT RUEHNHDE RUEHHM #1066/01 2630521ZNR UUUUU ZZHP 2005212 
VZCZCXRO8174PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #2047/01 2630* 


Column 9 
VZCZCXYZ000400 RUEHWEBDE RUEHTC #2048/01 2630648ZNR UUUUU ZZHO 200648Z SEP 06FM AMEM 


Column 9 


VZCZCXRO425100 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSI #2512/01 26306 


Column 9 


VZCZCXYZ001500 RUEHWEBDE RUEHTC #2049/01 2630727ZNR UUUUU ZZHO 200727Z SEP 06FM AMEM 


Column 9 


VZCZCXRO8282PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0152 2630755ZNY ССССС ZZHP 200755Z S 


Column 9 


VZCZCXRO8349PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5399/01 2630810ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0006RR RUEHW EBDE RUEHIN #3259/01 2630833ZNR UUUUU ZZHR 200833Z SEP 06FM AIT TAI! 


Column 9 


VZCZCXYZ0005PP RUEHWEBDE RUEHBK #5796/01 2630848ZNY CCCCC ZZHP 2008487 SEP 06FM AMEME 


Column 9 


VZCZCXRO8489PP RUEHBC RUEHDBU RUEHDE RUEHKUKDE RUEHKB #1372/01 2630856ZNY CCCCC ZZI 


Column 9 


VZCZCXRO843600 RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #5408 2630900ZNR UUUUU ZZHC 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHUL #3249/01 2630903ZNY CCCCC ZZHP 200903Z SEP 06FM AMEMB 


Column 9 


VZCZCXRO8434PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5797/01 2630906ZNR UUUUU ΖΖΗΙ 


Column 9 


VZCZOCXYZ0000RR RUEHW EBDE RUEHJA #1660/01 2630907ZNR UUUUU ZZHR 2009077 SEP 06FM AMEME 
VZCZCXYZ0011RR RUEHWEBDE RUEHMS #1382 2630908ZNR UUUUU ZZHR 200908Z SEP 06FM AMEMBA! 
VZCZCXRO843900 RUEHCHI RUEHCN RUEHDT RUEHGH RUEHHM RUEHNH RUEHVCDE RUEHBJ #0011 


Column 9 


VZCZCXRO844300 RUEHCHI RUEHDT RUEHHMDE RUEHML #3959 2630914ZNY CCCCC ZZHO 200914Z S 
VZCZCXRO844100 RUEHCHI RUEHCN RUEHDT RUEHGH RUEHHM RUEHNH RUEHVCDE RUEHBJ #0012 


Column 9 
VZCZCXRO844700 RUEHCN RUEHGHDE RUEHIN #3261/01 2630921ZNY CCCCC ZZHO 2009217 SEP 06FN 


Column 9 


VZCZCXRO8442PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3515 2630924ZNY CCCCC ZZHP 2 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHAK #5490 2630928ZNY ССССС ZZHP 200928Z SEP 06FM AMEMBAS 


VZCZCXYZ0001PP RUEHWEBDE RUEHKL #1763/01 2630928ZNY ССССС ZZHP 2009287 SEP 06FM AMEMB 


Column 9 


VZCZCXRO0102PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1375/01 2630932ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHAR #2212/01 2630942ZNR UUUUU ZZHP 2009427 SEP 06FM AMEME 
VZCZCXRO8468RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #2412/01 2630945ZNY CCCCC ZZHR 200945Z 


Column 9 


VZCZCXRO849300 RUEHCN RUEHGH RUEHVCDE RUEHBJ #0019/01 2631001ZNY CCCCC ZZHO 201001Z 


Column 9 


VZCZCXRO849500 RUEHBIDE RUEHLM #1540 2631009ZNY CCCCC ZZHO 201009Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO849600 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3516/01 2631010ZNY CCCCC ZZF 


Column 9 


VZCZCXRO026500 RUEHCHI RUEHDT RUEHHMDE RUEHKL #1764/01 2631023ZNY 55555 ZZHO 2010232 


Column 9 


VZCZCXRO9428RR RUEHATDE RUEHTC #2050/01 2631029ZNR UUUUU ZZHR 201029Z SEP 06FM AMEMB/ 
VZCZCXRO425800 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #1376/01 2631032ZNY CCCCC ZZH 
VZCZCXRO006100 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #5799/01 2631035ZNY ССССС ZZH 
VZCZCXYZ000500 RUEHWEBDE RUEHKO #5410/01 2631039ZNY ССССС ZZH (CCY - AD272678 MSI3014 5 


Column 9 


VZCZCXRO428300 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO 7377/01 2631042ZNY ССССС ZZH 


Column 9 


VZCZCXRO104900 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1723/01 2631044ZNR UUUUU ZZH 
VZCZCXYZ000300 RUEHWEBDE RUEHSO #1013 2631051ZNR UUUUU ZZHO 201051Z SEP 06FM AMCONS 


Column 9 


VZCZCXRO4167RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHLI #2069 2631052ZNR UUUUU ZZHR 2010 
VZCZCXRO426500 RUEHCHI RUEHDT RUEHHMDE RUEHJA #1663/01 2631100ZNR UUUUU ZZHO 2011007 


Column 9 


nullBrooke F Adams 09/24/2006 10:23:44 AM From DB/Inbox: Brooke F AdamsCable Text: 


Column 9 


VZCZCXRO4219RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRL #2769/01 26311 


Column 9 


nullLucia A Keegan 09/20/2006 03:23:17 PM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXRO4223RR RUEHATDE RUEHTC #2051/01 2631115ZNR UUUUU ZZHR 201115Z SEP 06FM AMEMBA 
VZCZCXRO4230PP RUEHDT RUEHHMDE RUEHCHI #0157/01 2631122ZNY CCCCC ZZHP 2011227 SEP 06F^ 


Column 9 


VZCZCXRO4235RR RUEHATDE RUEHTC #2052/01 2631122ZNR UUUUU ZZHR 201122Z SEP 06FM AMEMBA 
VZCZCXRO424600 RUEHBIDE RUEHLM #1541 2631130ZNR UUUUU ZZHO 201130Z SEP 06FM AMEMBASS 
VZCZCXRO4279PP RUEHMR RUEHPA RUEHRNDE RUEHUJA #2465 2631141ZNY CCCCC ZZHP 2011412 SE 


Column 9 


VZCZCXRO4285PP RUEHDEDE RUEHAD #3709/01 2631144ZNY CCCCC ZZHP 201144Z SEP 06FM AMEMBA 


Column 9 


VZCZCXRO429500 RUEHCHI RUEHDT RUEHHMDE RUEHBK #5800 2631155ZNY ССССС ZZHO 201155Z SI 
VZCZCXRO5358RR RUEHASTDE RUEHSK #1031 2631200ZNR UUUUU ZZHR 2012007 SEP 06 ZDKFM AME? 


Column 9 


nullDayna R Robison 09/21/2006 04:51:27 PM From DB/Inbox: Dayna R RobisonCable Text: 


Column 9 


VZCZCXYZ0014RR RUEHWEBDE RUEHMS #1384 2631204ZNR UUUUU ZZHR 201204Z SEP 06FM AMEMBA: 
VZCZCXYZ000000 RUEHW EBDE RUEHDM #4584/01 2631206ZNR UUUUU ZZH (ТАО)О 201206Z SEP 06FM 


Column 9 


VZCZCXRO4317PP RUEHLN RUEHVK RUEHYGDE RUEHDBU #1726/01 2631216ZNR UUUUU ZZHP 2012162 


Column 9 


VZCZCXRO4467RR RUEHATDE RUEHTO #2053/01 2631221ZNR UUUUU ZZHR 2012217 SEP 06FM АМЕМВА 
VZCZCXRO4331PP RUEHROVDE RUEHKH #2304 2631225ZNY CCCCC ZZHP 201225Z SEP 06FM AMEMBAS 
VZCZCXRO435700 RUEHCHI RUEHDT RUEHHMDE RUEHBK #5811 2631229ZNY ССССС ZZHO 2012292 SI 
VZCZCXRO436600 RUEHCHI RUEHDT RUEHHMDE RUEHBK #5812/01 2631235ZNY CCCCC ZZHO 201235; 


Column 9 


VZCZCXRO4355PP RUEHDBUDE RUEHMO #0502/01 2631235ZNY CCCCC ZZHP 201235Z SEP 06FM AMEMI 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHKT #2557/01 2631242ZNY CCCCC ZZHP 201242Z SEP 06FM AMEMB 


Column 9 


VZCZCXYZ0031PP RUEHWEBDE RUEHKG #1859 2631242ZNR UUUUU ZZHP 201242Z SEP 06FM AMEMBAS 
VZCZCXRO4381PP RUEHMA RUEHPADE RUEHUJA #2466/01 2631246ZNR UUUUU ZZHP 2012467 SEP 06FT 


Kebbi 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHNR #4105/01 2631248ZNY CCCCC ZZHP 2012487 SEP 06FM AMEME 


Column 9 


VZCZCXRO443300 RUEHCHI RUEHDT RUEHHMDE RUEHBK #5814/01 2631302ZNY ССССС ZZHO 201302; 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBO #8649/01 2631308ZNY CCCCC ZZHO 201308Z SEP 06FM AMEM 


Column 9 


VZCZCXYZ0015PP RUEHWEBDE RUEHAE #0751/01 2631313ZNY CCCCC ΖΖΗΡ 2013137 SEP 06FM AMEME 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #2558/01 2631313ZNY ССССС ZZHO 2013137 SEP 06FM AMEMI 
VZCZCXYZ0000RR RUEHW EBDE RUEHNC #1600/01 2631327ZNR UUUUU ZZHR 2013272 SEP 06FM AMEM| 


Column 9 


VZCZCXYZ0022PP RUEHWEBDE RUCNDT #1839 2631333ZNR UUUUU ZZHP 201333Z SEP 06FM USMISSIC 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHVI #2809 2631336ZNR UUUUU ZZHO 201336Z SEP 06FM AMEMBAS 


VZCZCXYZ0007PP RUEHWEBDE RUEHTU #2408/01 2631337ZNY ССССС ΖΖΗΡ 201337Z SEP 06FM AMEME 


Column 9 


VZCZCXRO455800 RUEHDEDE RUHMK #1680 2631350ZNY ССССС ZZHO 201350Z SEP 06FM AMEMBASS 


Column 9 


VZCZCXRO4557RR RUEHDEDE RUEHCV #2881/01 2631400ZNY CCCCC ZZHR 2014007 SEP 06FM АМЕМВ/ 


Column 9 


nullCarol X Weakley 09/21/2006 04:06:35 PM From DB/Inbox: Carol X WeakleyCable Text: 


Column 9 


nullDianne Wampler 09/21/2006 04:36:30 PM From DB/Inbox: Dianne WamplerCable Text: 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHDM 44588 2631423ZNY ССССС ZZHO 2014237 SEP 06FM АМЕМВА 
VZCZCXRO4627PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRO #2653/01 2631: 


Column 9 


VZCZCXRO489800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ #0888/01 2631 


Column 9 


VZCZCXYZ0020PP RUEHWEBDE RUEHBO #8650 2631432ZNR UUUUU ZZHP 2014327 SEP 06FM AMEMBAS 
VZCZCXRO4722RR RUEHGHDE RUEHNJ #1163/01 2631434ZNR UUUUU ZZHR 201434Z SEP 06FM AMEMB/ 
VZCZCXYZ0021PP RUEHWEBDE RUEHSN #2297 2631435ZNR UUUUU ZZHP 201435Z SEP 06FM AMEMBAS 
VZCZCXRO470300 RUEHDADE RUEHAK #5512/01 2631442ZNR UUUUU ZZHO 2014427 SEP 06FM АМЕМВ. 


Column 9 


rand Prix 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHJM #4238 2631445ZNY ССССС ZZHO 2014457 SEP 06FM AMCONS 


Column 9 


VZCZCXRO4709PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHKU #3787/01 2631 


Column 9 


VZCZCXYZ000400 RUEHWEBDE RUEHJM #4239 2631446ZNY CCCCC ZZHO 2014467 SEP 06FM AMCONS 
VZCZCXRO4713PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1471 2631456ZNR UUUUU ; 
VZCZCXYZ0000RR RUEHWEBDE RUEHFR #6323/01 2631501ZNR UUUUU ZZHR 201501Z SEP 06FM AMEMI 
VZCZCXRO4754PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1472 2631513ZNR UUUUU ; 


Column 9 


VZCZCXYZ0022PP RUEHWEBDE RUEHSN #2300 2631520ZNR UUUUU ZZHP 2015207 SEP 06FM AMEMBAS 
nullLucia A Keegan 09/21/2006 02:26:17 PM From DB/Inbox: Lucia A KeeganCable Text: 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHZP #1842/01 2631535ZNR UUUUU ZZHR 2015357 SEP ΟΘΕΜ AMEME 


Column 9 


VZCZCXRO4712PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1479 2631558 
VZCZCXRO4814PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #1473/01 2631604ZNR UUUL 
VZCZCXRO4823PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #3060/01 2631620ZNY SSSSS ZZHP 


Column 9 


VZCZCXRO4875PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHROV #0201/01 26: 


Column 9 


nulC ONFIDENTIAL BERLIN 02782SIPDISCXBERLIN: ACTION: AMB INFO: POL ECON DCM CF 


Column 9 


VZCZCXRO4921PP RUEHMA RUEHPADE RUEHCO #0918 2631644ZNR UUUUU ZZHP 201644Z SEP 06FM Al 


Column 9 


VZCZCXRO490700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHUP #1902/01 2631 


Column 9 


VZCZCXYZ0035RR RUEHWEBDE RUEHKI #1474/01 2631648ZNR UUUUU ZZHR 2016487 SEP 06FM AMEMB 
VZCZCXYZ0012PP RUEHWEBDE RUEHSN #2303 2631704ZNR UUUUU ZZHP 201704Z SEP 06FM AMEMBAS 
VZCZCXRO4910PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #3529/01 2631712ZNY CCCCC ZZH 


Column 9 
VZCZCXYZ0000PP RUEHWEBDE RUEHBO #8663/01 2631732ZNY CCCCC ZZHP 201732Z SEP 06FM AMEME 


Column 9 


VZCZCXRO4953PP RUEHDEDE RUEHYN #2697 2631804ZNR UUUUU ZZHP 201804Z SEP 06FM AMEMBASS 
VZCZCXYZ000900 RUEHWEBDE RUEHRB #1745 2631807ZNR UUUUU ZZHO 2018077 SEP 06FM AMEMBA 
VZCZCXYZ000400 RUEHWEBDE RUCNDT #1845 2631814ZNR UUUUU ZZHO 2018147 SEP 06FM USMISSIt 
VZCZCXYZ0000PP RUEHWEBDE RUEHWN #1673 2631815ZNR UUUUU ZZHP 201815Z SEP 06FM AMEMBA. 
VZCZCXYZ0001PP RUEHWEBDE RUCNDT #1846 2631815ZNR UUUUU ZZHP 201815Z SEP 06FM USMISSIC 
VZCZCXYZ0025PP RUEHWEBDE RUCNDT #1847 2631816ZNR UUUUU ZZHP 2018167 SEP 06FM USMISSIC 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHBU #2149/01 2631828ZNR UUUUU ZZHO 201828Z SEP 06FM AMEM 


Column 9 


VZCZCXRO5017PP RUEHRGDE RUEHBR #1999/01 2631837ZNR UUUUU ZZHP 2018377 SEP 06FM AMEMB/ 


Column 9 


VZCZCXYZ0014RR RUEHWEBDE RUEHBR #2001 2631904ZNR UUUUU ZZHR 201904Z SEP 06FM AMEMBA: 


Column 10 


CONFIDENTIALDAMASCUS 004448 SIPDIS SIPDIS PARIS FOR WALLER, LONDON FOR TSOU, DEF 


Column 10 


UNCLAS PARIS 006153 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: NATO, PREL, OPDC, FR, UNO, U 
CONFIDENTIALSECTION 01 OF 02 BEIRUT 002971 SIPDIS SIPDIS STATE NEA/ELA FOR ABERCROI 


Column 10 


UNCLAS ROME 002582 SIPDIS SIPDIS E.O. 12958: N/A TAGS: UNGA, PREL, PGOV, PHUM, KDEM, IT SUBJ 
UNCLAS SECTION 01 OF 03 BRATISLAVA 000764 SIPDIS SENSITIVE SIPDIS BUDAPEST FOR ERIC GAUD! 


Column 10 


CONFIDENTIALTHE HAGUE 002005 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PREL, PAR 


UNCLAS SECTION 01 OF 02 MASERU 000455 SIPDIS SIPDIS DEPT FOR AF/RSA; AFR/DP/PAB; AND AFR/S 


Column 10 


CONFIDENTIALSANTO DOMINGO 002941 SIPDIS SIPDIS DEPARTMENT FOR WHA/CAR SEARBY E 


Column 10 


UNCLAS PANAMA 001793 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, EINV, ETRD, KCF 


Column 10 


UNCLAS BRIDGETOWN 001605 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: PHUM, PREL 
SECRETREYKJAVIK 000331 SIPDIS NOFORN SIPDIS DEPT FOR EUR/NB, EUR/UMB, EUR/PGI, IO/UNP 


CONFIDENTIALSECTION 01 OF 02 MEXICO 005210 SIPDIS SIPDIS E.O. 12958: DECL: 09/11/2016 T/ 


Column 10 


UNCLAS RABAT 001706 SIPDIS SIPDIS DEPT FOR NEA/MAG AND EUR/RUS E.O. 12958: N/A TAGS: PREL, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NOUAKCHOTT 001144 SIPDIS SIPDIS E.O. 12958: DECL: 09/12/2 


Column 10 


UNCLAS KINSHASA 001434 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, KPKO, CG, EL 
UNCLAS SECTION 01 OF 02 COTONOU 000887 SIPDIS SENSITIVE SIPDIS FROM AMBASSADOR BROWN 


Column 10 


CONFIDENTIALSAN SALVADOR 002249 SIPDIS SIPDIS E.O. 12958: DECL: 10 YEARS TAGS: ASEC,I 


Column 10 


UNCLAS SAN JOSE 002037 SIPDIS SIPDIS STATE PASS TO USTR FOR KSCHAGRIN E.O. 12958: N/A TAG 


CONFIDENTIALSECTION 01 OF 02 CARACAS 002799 SIPDIS SIPDIS DEPT PASS TO IO/UNP (HARR 
CONFIDENTIALGEORGETOWN 000915 SIPDIS SENSITIVE SIPDIS WHA - DAS DUDDY WHA/CAR М 


Column 10 


UNCLAS BUENOS AIRES 002091 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WH/ 


Column 10 


UNCLAS SANTO DOMINGO 002946 SIPDIS SIPDIS DEPARTMENT FOR IO, IO/UNP, WHA/CAR SEARBY E. 
UNCLAS LIMA 003654 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OVIP, PREL, UNGA, PE SUBJECT: PRESIDEN] 
UNCLAS SAN JOSE 002041 SIPDIS SIPDIS STATE PASS TO USTR FOR KSCHAGRIN E.O. 12958: N/A TAG 


UNCLAS GEORGETOWN 000918 SIPDIS IO/UNP - HARRIS USUN - OLSON NSC - WILIAMS-MANIGAULT WI 
UNCLAS OTTAWA 002766 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR OES/ETC AND WHA/CAN Е.О. 1 


Column 10 


CONFIDENTIAL QUITO 002289 SIPDIS SIPDIS E.O. 12958: DECL: 09/06/2014 TAGS: PGOV, PREL, M/ 


Column 10 


UNCLAS PANAMA 001798 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, EINV, ETRD, KCF 
UNCLAS SECTION 01 OF 02 BRASILIA 001933 SIPDIS SENSITIVE SIPDIS DEPT FOR GMANUEL AND JMIO 
UNCLAS SECTION 01 OF 03 BRASILIA 001934 SIPDIS SENSITIVE SIPDIS DEPT FOR GMANUEL AND JMIO 
UNCLAS SECTION 01 OF 02 BRASILIA 001935 SIPDIS SENSITIVE SIPDIS DEPT FOR GMANUEL AND JMIO 


Column 10 


UNCLAS SECTION 01 OF 09 TOKYO 005286 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIAL COLOMBO 001509 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 09/13/2016 TAGS: PGOV, PHUN 
CONFIDENTIAL COLOMBO 001510 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PGOV, PHUN 
UNCLAS WELLINGTON 000723 SIPDIS SENSITIVE SIPDIS STATE ЕАР/АМР - DAN RICCI STATE PASS TOT 


Column 10 


UNCLAS SECTION 01 OF 03 TOKYO 005288 SIPDIS SENSITIVE SIPDIS EB FOR A/S SULLIVAN USTR FOR 


Column 10 
UNCLAS SECTION 01 OF 02 WELLINGTON 000724 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAP 


Column 10 


CONFIDENTIALSECTION 01 OF 04 DAR ES SALAAM 001533 SIPDIS SIPDIS DEPT FOR AF FRAZER 


Column 10 


CONFIDENTIALKATHMANDU 002495 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PGOV, PT 


Column 10 


CONFIDENTIALHELSINKI 000936 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2013 TAGS: PREL, PGOV, 


Column 10 


UNCLAS PARIS 006159 SIPDIS BRUSSELS PASS USEU FOR AGMINCOUNSELOR STATE FOR OES; EUR/E 


Column 10 


UNCLAS MANILA 003882 SIPDIS SIPDIS DEPT FOR EAP/MTS, EAP/RSP, G/TIP SNEUMANN, INL/AAE YKAF 
CONFIDENTIALSECTION 01 OF 03 BEIJING 019482 SIPDIS SIPDIS DEPT PASS USTR LABOR FOR | 


Column 10 


SECRETBEIJING 019483 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2026 TAGS: PTER, EFIN, PREL, IN, CI 


UNCLAS NEW DELHI 006409 SIPDIS SIPDIS USDOC FOR 532/OEA/M. NICKSON-DORSEY/J. HATFIELD US 
CONFIDENTIAL PORT MORESBY 000385 SIPDIS SIPDIS FOR EAP/ANP E.O. 12958: DECL: 9/14/201 
CONFIDENTIALSECTION 01 OF 02 CANBERRA 001410 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 


Column 10 


UNCLAS TALLINN 000832 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PTER, ECON, IS, LE, ΕΝ 
UNCLAS TALLINN 000833 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, РИМА, ICTY, SR, ' 
UNCLAS TALLINN 000834 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, KNNP, MNUC, W 
CONFIDENTIALSECTION 01 OF 02 YEREVAN 001278 SIPDIS SIPDIS FOR EUR/CARC, NEA/NGA E.( 
UNCLAS NAIROBI 003988 SIPDIS AIDAC SIPDIS USAID/DCHA FOR MHESS, WGARVELINK, LROGERS DC 
UNCLAS ZAGREB 001109 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, MARR, NATO, HR, DEF 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 010230 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 ` 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BERN 001686 SIPDIS CORRECTED COPY -- FORMATTING 


Column 10 


UNCLAS SECTION 01 OF 07 ABU DHABI 003629 SIPDIS SENSITIVE SIPDIS STATE FOR EB A/S DSULLIVAN 


Column 10 


SECRET SECTION 01 OF 03 BEIRUT 002975 SIPDIS SIPDIS NOFORN STATE NEA/ELA FOR ABERCRON 


Column 10 


UNCLAS VIENNA 002740 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 002415 SIPDIS SIPDIS E.O. 12958: DECL: 09/12/2106 TAC 


Column 10 


CONFIDENTIALBAGHDAD 003444 SIPDIS SIPDIS E.O. 12958: DECL: 09/07/2026 TAGS: ECON, ENRC 
SECRETROME 002588 SIPDIS SIPDIS SECRET/NOFORN SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: 
UNCLAS SECTION 01 OF 04 TOKYO 005308 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DUSHANBE 001711 SIPDIS SIPDIS SCA FOR FEIGENBAUM E.O 


Column 10 


UNCLAS BANGKOK 005662 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, UNSC, KDEN 


Column 10 
CONFIDENTIALTALLINN 000835 SIPDIS SIPDIS STATE PASS USTR FOR LAURIE MOLNAR, EUR/NB 


Column 10 


UNCLAS SEOUL 003170 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, KS SUBJECT: WILL THE YOU 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BEIJING 019543 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2031 T/ 


Column 10 


UNCLAS MADRID 002288 SIPDIS SIPDIS STATE FOR EUR/WE INT/USGS/RESTON/JSAFFER, JSAFFER@L 
UNCLAS MADRID 002289 SIPDIS SIPDIS STATE FOR EUR/WE INT/USGS/RESTON/JSAFFER, JSAFFER@L 
UNCLAS MADRID 002290 SIPDIS SIPDIS STATE FOR EUR/WE DEPT OF TRANSPORTATION PASS TO FMC 
UNCLAS MADRID 002291 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002292 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002293 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 


Column 10 

UNCLAS MADRID 002294 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002295 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002296 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002297 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002298 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS HO CHI MINH CITY 001047 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, PREL 


CONFIDENTIALSECTION 01 OF 08 BUCHAREST 001444 SIPDIS SIPDIS DEPT FOR EUR/NCE E.O. 


Column 10 


UNCLAS AIT TAIPEI 003187 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRES 


Column 10 


UNCLAS PRAGUE 001131 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE E.O. 12958: N/A TAGS: EAIE 
UNCLAS KHARTOUM 002219 SIPDIS SIPDIS FOR DS/IP/AF, DSS/ITA, AF/EX, CA/OCS, AF/SPG, AF/RSA E.C 
UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 001050 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: 


Column 10 


SECRETISLAMABAD 018189 SIPDIS SIPDIS E.O.12356: DECL: upon receipt TAGS: PREL, PGOV, PK SU 
CONFIDENTIALISLAMABAD 018190 SIPDIS SIPDIS E.O.12356: DECL: upon receipt TAGS: ACOA SUB 
UNCLAS COLOMBO 001514 SIPDIS SIPDIS STATE FOR NICOLAS FETCHKO, EB/CIP/BA STATE PASS USA 
UNCLAS COLOMBO 001515 SIPDIS SIPDIS STATE FOR EB/IFD/OIA/JPROSELI AND L/CID/EDAUGHTRY SE 
UNCLAS SECTION 01 OF 02 PARIS 006165 SIPDIS FROM US MISSION TO UNESCO PARIS STATE FOR IO 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002013 SIPDIS SIPDIS FOR NASA/JSC - EDDIE GLOOR E.O. 12€ 
UNCLAS KIGALI 000887 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PHUM, RW SUBJE 


Column 10 


UNCLAS DAKAR 002224 SIPDIS SIPDIS SENSITIVE FOR DS, S/CT, D, P, M, INR, CA, AF/EX, AF/W AND DS/I 
UNCLAS ABU DHABI 003631 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AORC, ECPS, EWWT, IMO, 
CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001669 SIPDIS NOFORN SIPDIS DEPARTMENT FOR 


Column 10 


CONFIDENTIALNEW DELHI 006423 SIPDIS SIPDIS NEA FOR LEBANON DESK OFFICER ANN DONIC 
CONFIDENTIALSECTION 01 OF 02 ANKARA 005294 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2021 T/ 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 006166 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIAL VIENTIANE 000894 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS, EUR/ERA, PRM/AN 
UNCLAS CAIRO 005779 SIPDIS STATE FOR NEA/ELA, NEA/RA, AND EB/IDF USAID FOR ANE/MEA MCCLOL 
CONFIDENTIALSECTION 01 OF 02 VILNIUS 000850 SIPDIS SIPDIS E.O. 12958: DECL: 09/10/2016 TF 


Column 10 


CONFIDENTIAL DHAKA 005839 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, KI 


Column 10 


CONFIDENTIALKUWAIT 003692 SIPDIS NOFORN SIPDIS NEA/ARP E.O. 12958: DECL: 09/12/2016 T 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 006172 SIPDIS DEPT FOR EUR/PPD, EUR/WE E.O. 12958: N/A TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ABIDJAN 001036 SIPDIS SIPDIS KINSHASA PASS TO BRAZZAVII 


Column 10 


CONFIDENTIALKUWAIT 003693 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PARM, PREL, K 
UNCLAS KABUL 004127 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OVIP, PREL, UNGA, AF SUBJECT: PRESIDEI 
CONFIDENTIALSECTION 01 OF 03 VATICAN 000197 SIPDIS CORRECT E D COPY (ISLAMIC COL 


Column 10 


SECRET SECTION 01 OF 03 ABU DHABI 003632 SIPDIS SIPDIS DEPARTMENT FOR PM, NEA/ARP, NEA 


Column 10 


CONFIDENTIALABU DHABI 003633 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: MNUC, PAR 


CONFIDENTIALNICOSIA 001565 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PREL, PGOV, F 


Column 10 


UNCLAS NAIROBI 004000 SIPDIS SIPDIS STATE FOR AF/E, AF/EPS, AF/PD, AND IO NSC FOR JMELINE E. 


Column 10 


UNCLAS NEW DELHI 006431 SIPDIS SIPDIS USDOC FOR 532/OEA/M. NICKSON-DORSEY/L. RITTER USD( 
UNCLAS BEIJING 019546 SIPDIS  SIPDIS E.O. 12958: N/A TAGS: PREL, CH, KN, JA SUBJECT: SEPTEMBEI 


Column 10 


UNCLAS TALLINN 000836 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, UN, EN, YI, SR, BO, IR, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001517 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 


Column 10 


UNCLAS ADDIS ABABA 002504 SIPDIS SENSITIVE SIPDIS AF FOR DAS YAMAMOTO USUN FOR EMILY BR 


Column 10 


UNCLAS NAIROBI 004002 SIPDIS SIPDIS STATE FOR AF/E, AF/EPS, AF/PD, AND IO NSC FOR JMELINE E.t 
UNCLAS MOSCOW 010247 SIPDIS SIPDIS STATE FOR EUR/RUS STATE PASS TO OPIC E.O. 12958: N/A T. 
UNCLAS SECTION 01 OF 02 ANKARA 005324 SIPDIS DEPT PLS PASS EST COLLECTIVE G STAFF FOR JEI 


CONFIDENTIALBRUSSELS 003098 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: BE, PGOV, Е 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 002984 SIPDIS SIPDIS STATE NEA/ELA FOR ABERCROI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 001280 SIPDIS SIPDIS FOR EUR/CARC E.O. 12958: L 


Column 10 


UNCLAS TALLINN 000839 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, UNGA, PTER, PHUM, C 
CONFIDENTIALROME 002593 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PHUM, РІГ 
CONFIDENTIALTALLINN 000840 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: ASE( 
CONFIDENTIALMOSCOW 010248 SIPDIS SIPDIS STATE FOR EUR/RUS TREASURY COX/ALIKONIS. 


Column 10 


UNCLAS SOFIA 001311 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: UNGA, PREL, PGOV, PHUM, KDE 
UNCLAS SECTION 01 OF 02 KHARTOUM 002223 SIPDIS AIDAC SIPDIS SENSITIVE STATE FOR AF/SPG, P 
UNCLAS KHARTOUM 002224 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, MOPS, UN, UG, SU SUB 
CONFIDENTIALABU DHABI 003641 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PGOV, KDE! 


Column 10 
CONFIDENTIALSECTION 01 OF 02 DAMASCUS 004482 SIPDIS SIPDIS PARIS FOR WALLER, LOND( 


Column 10 


UNCLAS DUBAI 005780 SIPDIS SENSITIVE SIPDIS TREASURY FOR DAS CLAY LOWERY AND OFFICE OF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 001286 SIPDIS SIPDIS FOR EUR/CARC, NEA/NGA E. 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BISHKEK 001316 SIPDIS SIPDIS DEPT FOR SCA/CEN E.O. 129£ 


Column 10 


SECRET SECTION 01 OF 02 TRIPOLI 000494 SIPDIS DEPARTMENT FOR DS/IP/NEA, DS/IP/ITA, DS/IP/O 


Column 10 


CONFIDENTIAL TRIPOLI 000497 SIPDIS DEPARTMENT FOR DS/IP/NEA, DS/IP/ITA, NEA/EX, NEA/MA! 


Column 10 


CONFIDENTIAL VILNIUS 000852 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, LH, EUN 


Column 10 


SECRET SECTION ΟἹ OF 05 TRIPOLI 000498 SIPDIS STATE NEA/MAG FOR GAVITO, CRITTENBERGER, 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002225 SIPDIS AIDAC SIPDIS SENSITIVE STATE FOR AF/SPG, P 


Column 10 


CONFIDENTIALBASRAH 000148 SIPDIS SIPDIS E.O. 12958: DECL: 9/14/2016 TAGS: PGOV, PREL, F 


Column 10 


UNCLAS PARIS 006176 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, FR, PGOV, UNBRO, EU, Y! 


UNCLAS MADRID 002299 
UNCLAS MADRID 002300 
UNCLAS MADRID 002301 
UNCLAS MADRID 002302 
UNCLAS MADRID 002303 
UNCLAS MADRID 002304 
UNCLAS MADRID 002305 
UNCLAS MADRID 002306 
UNCLAS MADRID 002307 
UNCLAS MADRID 002308 


SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 


SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 


STATE FOR EUR/WE DOE PASS TO DOE/EH/J JAN.STUBBLEFIEI 
STATE FOR EUR/WE STATE PASS TO NASA/OER:ALLISON TITM, 
STATE FOR EUR/WE STATE PASS TO NASA/OER:KENT BRESS, | 
STATE FOR EUR/WE DOE PASS TO NNSA CHERYL DOBBS/CHEI 
STATE FOR EUR/WE DOE PASS TO NNSA CHERYL DOBBS/CHEI 
STATE FOR EUR/WE DOE PASS TO NNSA CHERYL DOBBS/CHEI 
STATE FOR EUR/WE EPAOIA DMEDEARIS E.O. 12958: N/A TAGS 
STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, CDC, SP, OTI 
STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, CDC, SP, OTI 
STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, CDC, SP, OTI 


Column 10 

UNCLAS MADRID 002309 SIPDIS SIPDIS STATE FOR EUR/WE DOE PASS TO NNSA, CHERYL.DOBBS@NN 
UNCLAS MADRID 002310 SIPDIS SIPDIS STATE FOR EUR/WE DOE PASS TO GEORGE VERRY, GEORGE! 
CONFIDENTIAL PARIS 006177 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, EC 


Column 10 


CONFIDENTIALZAGREB 001110 SIPDIS SIPDIS DEPT FOR EUR/SCE BALIAN, CARCANI E.O. 12958 
UNCLAS SOFIA 001314 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, UNSC, KPKO, KDE 
CONFIDENTIALMANAMA 001657 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PHUM, 
CONFIDENTIALMANAMA 001658 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PTER, I 
UNCLAS SECTION 01 OF 03 ANKARA 005329 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR, 


Column 10 


CONFIDENTIAL CAIRO 005796 SIPDIS SIPDIS NSC STAFF FOR RICK WATERS E.O. 12958: DECL: 0 


Column 10 


UNCLAS MADRID 002311 SIPDIS SIPDIS STATE FOR EUR/WE FAA FOR CARRIE.KOZORA@FAA.GOV E.O 
UNCLAS MADRID 002312 SIPDIS SIPDIS STATE FOR EUR/WE FAA FOR JUANDA.CTR.SPEARSOFAA.GOV 
CONFIDENTIALNAIROBI 004018 SIPDIS SIPDIS DEPT FOR AF/E; LONDON AND PARIS FOR AFRICA 
CONFIDENTIALADDIS ABABA 002505 SIPDIS SIPDIS DEPARTMENT FOR IO AND AF/E E.O. 12958: I 
UNCLAS ADDIS ABABA 002506 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/SPG E.O. 12958: N/A ТА! 
CONFIDENTIALBRUSSELS 003103 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: BE, PGOV, Е 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 006178 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAG 
UNCLAS KINSHASA 001438 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, KPKO, CG, El 


UNCLAS E F T O RABAT 001713 SIPDIS NOFORN SENSITIVE SIPDIS DEPT FOR NEA/MAG E.O. 12958: N/ 


Column 10 


UNCLAS SAN SALVADOR 002255 SIPDIS SIPDIS DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, | 
UNCLAS KHARTOUM 002227 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/ATAGS: PGOV, KCOR, SU SUBJEC 
UNCLAS KHARTOUM 002228 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, EAID, MOPS, UN, UG, SU SUB 
CONFIDENTIALBANJUL 000572 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, L 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ASHGABAT 000963 SIPDIS SIPDIS DEPT. FOR SCA/CEN (PERRY 


Column 10 


CONFIDENTIALKINSHASA 001439 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PGOV, PREL 


Column 10 
CONFIDENTIALKHARTOUM 002229 SIPDIS SIPDIS DEPT FOR AF/SPG, AF/RSA, S/CRS, AND INIS E 
CONFIDENTIALSECTION 01 OF 02 KIEV 003532 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS 


Column 10 


UNCLAS TALLINN 000842 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EU, NATO, PREL, ОРОС, IZ, El 
UNCLAS MANAMA 001659 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, ECPS, EU, EWWT, IMO, INMARSA 
CONFIDENTIALMOSCOW 010285 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PHUM 


Column 10 


UNCLAS NAIROBI 004020 SIPDIS DEPT FOR AF/E, AF/RSA DEPT ALSO PASS TO USTR FOR BILL JACKSOI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KHARTOUM 002237 SIPDIS SIPDIS DEPT OR AF/SPG, S/CRS E. 
UNCLAS MANAMA 001660 SIPDIS SIPDIS E.O. 12958: N/A TAGS: UNGA, PREL, PGOV, PHUM, KDEM, BA, R 
CONFIDENTIALANKARA 005331 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2021 TAGS: PREL, PHUM, I 


UNCLAS KHARTOUM 002238 SIPDIS SIPDIS DEPT FOR AF/PRM/AFR, AF/SPG, AND AF/RSA GENEVA FOR 
CONFIDENTIALSECTION 01 OF 03 PARIS 006179 SIPDIS SIPDIS E.O. 12958: DECL: 01/01/2016 TAG 


Column 10 


UNCLAS PORT OF SPAIN 001070 SIPDIS SIPDIS SENSITIVE DEPT FOR WHA/CAR E.O. 12958: N/A TAGS: 
CONFIDENTIALANKARA 005332 SIPDIS SIPDIS DEPT ALSO FOR EUR MATT BRYZA AND STEVE HE 


Column 10 


UNCLAS MOSCOW 010289 SIPDIS SIPDIS DEPT FOR EUR/RUS E.O. 12958: N/A TAGS: PGOV, PHUM, SO! 


Column 10 


CONFIDENTIALRABAT 001716 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, MO, IR SL 
CONFIDENTIALSECTION 01 OF 02 ANKARA 005333 SIPDIS SIPDIS E.O. 12958: DECL: 09/07/2021 TF 
UNCLAS LONDON 006661 SIPDIS SENSITIVE SIPDIS AIAG FOR LANGE, SINGER AND AHMAD, HHS PLEA 


Column 10 


CONFIDENTIALRIGA000743 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2011 TAGS: PREL, SY, LG SUB 


CONFIDENTIALSECTION 01 OF 02 GENEVA 002251 SIPDIS SIPDIS IO/RHS, DRL/MLDG, L/HRR E.O 


Column 10 


CONFIDENTIALCAIRO 005799 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, UN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PRAGUE 001134 SIPDIS NOFORN SIPDIS EUR/NCE FOR ERIC F 


CONFIDENTIALANKARA 005334 SIPDIS SIPDIS DEPT ALSO FOR EUR MATT BRYZA AND STEVE HE 


Column 10 


CONFIDENTIALSOFIA001316 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, EU 


CONFIDENTIALBRUSSELS 003105 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/12/2011 TAGS: PI 


Column 10 


CONFIDENTIALBRUSSELS 003109 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/12/2011 TAGS: PF 


Column 10 


CONFIDENTIALRABAT 001718 SIPDIS SIPDIS STATE FOR NEA/MAG E.O. 12958: DECL: 09/14/2016 


Column 10 


UNCLAS USUN NEW YORK 001816 SIPDIS SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/ATAGS 


and 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002239 SIPDIS SENSITIVE, SIPDIS DEPT FOR AF/SPG, S/CRS D 


Column 10 


CONFIDENTIAL PORT AU PRINCE 001734 SIPDIS SIPDIS STATE FOR WHA/CAR S/CRS SOUTHCON 


Column 10 


CONFIDENTIALSECTION 01 OF 08 SARAJEVO 002140 SIPDIS SIPDIS DEPT FOR EUR, EUR/SCE, P 


Column 10 


UNCLAS DUBLIN 001068 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, El SUBJECT: JUS 
CONFIDENTIALSECTION 01 OF 02 LISBON 001989 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TA 


Column 10 


UNCLAS RABAT 001720 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, MO SUBJECT: MOROCC( 
UNCLAS SECTION 01 OF 02 NDJAMENA 001137 SIPDIS SIPDIS DEPT FOR AF, EB, ENERGY FOR CAROLY 


CONFIDENTIALABUJA 002423 SIPDIS SIPDIS E.O. 12958: DECL: 09/10/2016 TAGS: PGOV, ECON, NI 


Column 10 


UNCLAS SANTIAGO 001959 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM E.O. 12958: N/A TAGS: N 
UNCLAS BRASILIA 001937 SIPDIS SIPDIS PLEASE PASS TO OES/ETC SCASWELL E.O. 12958: N/A TAGS: 


UNCLAS QUITO 002294 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, UNS 


CONFIDENTIALPARIS 006189 SIPDIS SIPDIS DEPARTMENT FOR ISN, EUR AND EAP E.O. 12958: D 


Column 10 


CONFIDENTIALBUCHAREST 001450 SIPDIS SIPDIS DEPT FOR EUR/NCE E.O. 12958: DECL: 09/12/. 
UNCLAS MASERU 000458 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, ECON, KDEM, LT SUBJECT: LESO 


CONFIDENTIALSECTION 01 OF 03 KHARTOUM 002240 SIPDIS SIPDIS DEPT FOR AF A/S FRAZER 4 


Column 10 


CONFIDENTIALBUCHAREST 001451 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PGOV, PR 


CONFIDENTIALKUWAIT 003697 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PGOV, E 


Column 10 


CONFIDENTIALABIDJAN 001037 SIPDIS SIPDIS KINSHASA FOR BRAZZAVILLE; EUCOM ALSO FOR 
UNCLAS SECTION 01 OF 02 VIENNA 002749 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVI 


Column 10 


CONFIDENTIALSECTION 01 OF 04 TELAVIV 003669 SIPDIS NEA/FO FOR DANIN; NEA/IPA FOR WILI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TELAVIV 003670 SIPDIS NEA/FO FOR DANIN; NEA/IPA FOR WILI 


Column 10 


UNCLAS MEXICO 005233 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, UN 
UNCLAS KINGSTON 001826 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PREL, PTER, KPAO 


UNCLAS LIMA 003662 SIPDIS SIPDIS SENSITIVE DEPT FOR WHA/AND, WHA/EPSC, EB/OMA, EB/TPP COI 


Column 10 


CONFIDENTIALSANTO DOMINGO 002958 SIPDIS SIPDIS STATE FOR IO, IO/UNP, WHA, WHA/CAR, 


CONFIDENTIALSANTO DOMINGO 002962 SIPDIS SIPDIS STATE FOR WHA, WHA/CAR, INR/IAA; US 


CONFIDENTIALBAGHDAD 003454 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PGOV, PINS, 


Column 10 


UNCLAS SANTIAGO 001961 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM E.O. 12958: N/A TAGS: N 
CONFIDENTIALWELLINGTON 000725 SIPDIS SIPDIS NOFORN STATE FOR D (FRITZ), EAP/FO, AN 
CONFIDENTIALMONTEVIDEO 000860 SIPDIS SIPDIS STATE FOR A/S SHANNON AND A/S SULLIVAN 


SECRET SECTION ΟἹ OF 03 BAGHDAD 003456 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: IZ, 


Column 10 


UNCLAS LA PAZ 002492 SIPDIS SIPDIS E.O. 12958: N/A TAGS: UNGA, UNSC, PREL, BL, CU SUBJECT: GOI 


UNCLAS SAN SALVADOR 002264 SIPDIS STATE PASS AID/LAC USDOC FOR 4332/ITA/MAC/WH/MSIEGELM 
UNCLAS SAN SALVADOR 002267 SIPDIS SIPDIS DEPT FOR INL DIAZ-RODRIGUEZ DEPT FOR INL MARTIN 
UNCLAS WELLINGTON 000726 SIPDIS SIPDIS STATE FOR IIP/G/EA - TVOSE; EAP/PD - AGRIMES, JBOOKI 


Column 10 


UNCLAS LA PAZ 002494 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, PTER, UNGA, CU 


UNCLAS BRIDGETOWN 001622 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, BB SI 
CONFIDENTIALBRIDGETOWN 001623 SIPDIS SIPDIS DEPARTMENT FOR WHA/CAR SOUTHCOM A 


Column 10 


UNCLAS BRIDGETOWN 001624 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, KHIV, 
UNCLAS LA PAZ 002495 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, PTER, IAEA, UNS 
UNCLAS GUATEMALA 001831 SIPDIS SIPDIS DEPARTMENT FOR L/PM (M. COFFEE) AND PM/RSAT (B. KO 
UNCLAS LIMA 003667 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ASEC, OTRA, PE SUBJECT: Count 


Column 10 


UNCLAS LIMA 003674 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND, WHA/EPSC, EB/OMA, EB/TPP COI 


Column 10 


SECRET STATE 152914 SIPDIS Ε.Ο. 12958: DECL: UPON KOREAN REUNIFICATION TAGS: PARM, KNNI 


Column 10 


CONFIDENTIALTOKYO 005309 SIPDIS SIPDIS E.O. 12958: DECL: 09/12/2016 TAGS: UNGA, UNSC, F 


CONFIDENTIALSAN JOSE 002060 SIPDIS SIPDIS STATE FOR WHA/CEN, WHA/PPC AND INL/LP DO 


Column 10 


UNCLAS SECTION 01 OF 03 ALMATY 003242 SIPDIS SIPDIS DEPARTMENT FOR SCA/CEN (M. OVMARA) A 
UNCLAS ALMATY 003245 SIPDIS DEPARTMENT FOR S/WCI (WITTEN), L/PM (AHAINES), SCA/CEN (J. MUL 
SECRETTELAVIV 003671 SIPDIS E.O. 12958: DECL: 09/14/2026 TAGS: PREL, IS, IR, TC SUBJECT: ISRAI 
CONFIDENTIALSECTION 01 OF 02 CHIANG MAI 000152 SIPDIS SIPDIS E.O. 12958: DECL: 9/15/201 


Column 10 


UNCLAS MANILA 003899 SIPDIS SENSITIVE SIPDIS STATE FOR IO/PHO, AF/SPG, AND EAP/MTS USPACOI 
UNCLAS SECTION 01 OF 02 ANKARA 005335 SIPDIS DEPT PLEASE PASS USTR FOR LERRION/BPECK DE 


Column 10 


UNCLAS ΤΟΚΥΟ 005322 SIPDIS SIPDIS STATE FOR Ι/ΗΕ, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E 


CONFIDENTIALBAGHDAD 003458 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, PGOV 
UNCLAS SECTION 01 OF 03 GUANGZHOU 030120 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM USDOC 


Column 10 


CONFIDENTIALCANBERRA 001425 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: P 


Column 10 


CONFIDENTIALWELLINGTON 000727 SIPDIS SIPDIS STATE FOR D (FRITZ), EAP/FO, EAP/ANP, ANE 
UNCLAS HANOI 002352 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: UNSC, PREL, PTER, PHUM, KPk 
CONFIDENTIALSECTION 01 OF 02 BEIRUT 002987 SIPDIS SIPDIS STATE NEA/ELA FOR ABERCROI 


Column 10 


UNCLAS MADRID 002319 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, UN 
CONFIDENTIAL COLOMBO 001527 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PGOV, PTEF 


Column 10 


CONFIDENTIALNOUAKCHOTT 001149 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: PINR, PF 
UNCLAS SECTION 01 OF 10 TOKYO 005325 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


SECRET SECTION 01 OF 02 CANBERRA 001430 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/15/201€ 


Column 10 


CONFIDENTIALYAOUNDE 001431 SIPDIS SIPDIS DEPT FOR AF/C, AF/RSA, IO/UNP, PM LONDON At 


Column 10 


CONFIDENTIALTOKYO 005330 SIPDIS SIPDIS DEPARTMENT FOR NEA/ELA DONICK E.O. 12958: D 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 005331 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS KUALA LUMPUR 001740 SIPDIS SENSITIVE SIPDIS DEPT FOR IO, EAP/MTS E.O. 12958: N/A TAC 
CONFIDENTIALSECTION 01 OF 02 TALLINN 000845 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 T/ 


Column 10 


UNCLAS AIT TAIPEI 003198 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRES 


Column 10 


UNCLAS AIT TAIPEI 003199 SIPDIS INFO USDOC WASHDC AMEMBASSY BANGKOK AMEMBASSY BEIJINC 


Column 10 


CONFIDENTIALTOKYO 005332 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: UNGA, PREL, Pt 
CONFIDENTIALTOKYO 005333 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, UNSC, UI 
CONFIDENTIALBANGKOK 005693 SIPDIS SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 09/15/2016 
UNCLAS BANGKOK 005695 SIPDIS SIPDIS DOE HQ FOR BOBBY CARTER E.O. 12958: N/A TAGS: OTRA, А 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 010309 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 ` 


Column 10 


CONFIDENTIALAIT TAIPEI 003210 SIPDIS  SIPDIS STATE PASS USTR STATE FOR EAP/TC COMMI 
SECRET TOKYO 005334 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PARM, KNNP, PREL, PGO\ 
UNCLAS BANGKOK 005700 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PZ 
UNCLAS HONG KONG 003713 SIPDIS USDOC FOR 532/OEA/LHINES/DFARROW USDOC FOR 3132 FOR ΕΙ 


Column 10 


UNCLAS HONG KONG 003714 SIPDIS USDOC FOR 532/OEA/LHINES/DFARROW USDOC FOR 3132 FOR Ft 
UNCLAS SECTION 01 OF 02 MANILA 003913 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, MARR, KCRM, C 


CONFIDENTIALSECTION 01 OF 02 BEIJING 019660 SIPDIS SIPDIS USDOC FOR 4420 TREASURY F 
UNCLAS SECTION 01 OF 04 HANOI 002358 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EAP/MLS AND 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 006194 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000202 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


SECRET SECTION 01 OF 03 BANGKOK 005705 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: OP 


Column 10 


UNCLAS SECTION 01 OF 03 GUANGZHOU 030121 SIPDIS SIPDIS STATE FOR OES/WATSON, OES/EGC-D 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 030122 SIPDIS SIPDIS STATE FOR OES/WATSON, OES/EGC-D 
SECRET SECTION ΟἹ OF 02 MANILA 003914 SIPDIS SIPDIS STATE FOR PM, S/CT, AND EAP/MTS USPA 


Column 10 


SECRET SECTION 01 OF 02 MANILA 003915 SIPDIS SIPDIS STATE FOR PM, S/CT, AND EAP/MTS USPA 


Column 10 


CONFIDENTIALCOTONOU 000893 SIPDIS SIPDIS DEPT FOR AF/W AND I/O E.O. 12958: DECL: 09/1 
UNCLAS SECTION 01 OF 02 HANOI 002360 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND DRL/IRF 


Column 10 


UNCLAS SECTION 01 OF 03 BANGKOK 005706 DEPT PASS TO USTR TREASURY FOR OASIA SENSITIVE/ 


Column 10 


CONFIDENTIALBEIJING 019661 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, ENRG, . 


Column 10 


UNCLAS GUANGZHOU 030123 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM, EAP/RSP/TC STATE PAS: 
CONFIDENTIALBEIJING 019662 SIPDIS SIPDIS USDOC FOR 4420 TREASURY FOR OASIA/ISA - DO 


CONFIDENTIALSECTION 01 OF 02 JAKARTA 011472 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2011 T. 


Column 10 


UNCLAS CALCUTTA 000420 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, SOCI, IN SUBJECT: . 


Column 10 


CONFIDENTIALKATHMANDU 002518 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PGOV, PT 


Column 10 


CONFIDENTIALSECTION 01 OF 04 BANGKOK 005711 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002361 SIPDIS SENSITIVE BUT UNCLASSIFIED SIPDIS STATE FOR G, 
UNCLAS SECTION 01 OF 04 ADDIS ABABA 002523 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/SPG 


Column 10 


UNCLAS PARIS 006195 SIPDIS SIPDIS DEPT FOR WHA/CAR (RYAN) E.O. 12958: N/A TAGS: PREL, UNSC, 
UNCLAS KATHMANDU 002523 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ETTC, KOMC, KSEP, NP SUBJECT: Bl 
CONFIDENTIALSECTION 01 OF 02 TAIPEI 003214 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2031 TAC 


Column 10 


CONFIDENTIALBERN 001710 SIPDIS SIPDIS STATE FOR SCA E.O. 12958: DECL: 09/15/2016 TAGS: 


CONFIDENTIALBISHKEK 001329 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PGOV, PREL, 
UNCLAS SECTION 01 OF 03 JAKARTA 011474 SIPDIS SENSITIVE SIPDIS DEPT PASS USTR FOR KATZ AN 


Column 10 


UNCLAS SECTION 01 OF 02 JAKARTA 011475 SIPDIS SENSITIVE SIPDIS STATE FOR ISN/CB, SCA, SA, AF 
UNCLAS KATHMANDU 002524 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/INS, OES E.O. 12958: N/A TAGS 


Column 10 


UNCLAS ASHGABAT 000978 SIPDIS SIPDIS STATE FOR SCA/CEN (PERRY) E.O. 12958: N/A TAGS: PREL, 
UNCLAS HO CHI MINH CITY 001055 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, KIRF, 


Column 10 


UNCLAS SOFIA 001320 SIPDIS USDA/FAS/OA FOR ROSADAR, CMP FOR NUTTALJ, JARRELLP SIPDIS E.C 


Column 10 


CONFIDENTIALSECTION 01 OF 04 HO CHI MINH CITY 001056 SIPDIS SENSITIVE SIPDIS E.O. 1295 


Column 10 


UNCLAS ZAGREB 001114 SIPDIS SIPDIS SENSITIVE DEPT FOR EUR/SCE RBALIAN, EB/TRA/AN COLEMA 
UNCLAS ZAGREB 001115 SIPDIS SIPDIS SENSITIVE DEPT FOR PRM ROLSON, EUR/SCE RBALIAN Е.О. * 
UNCLAS VATICAN 000198 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, VT SUBJECT: HOLY SEE: POPE N, 


Column 10 


UNCLAS BUENOS AIRES 002100 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, МНА 


Column 10 


UNCLAS PRAGUE 001140 SIPDIS SIPDIS EUR/NCE (FICHTE), IO/UNP (HARRIS), UNSUN (OLSON), NSC (V 
CONFIDENTIALBEIJING 019663 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, PHUM, Е 


CONFIDENTIALSECTION 01 OF 02 HARARE 001143 SIPDIS SIPDIS AF/S FOR S. HILL SENIOR AFRI 
UNCLAS KINSHASA 001447 SIPDIS SIPDIS SENSITIVE E.O.12958: N/A TAGS: PGOV, KDEM, PINS, KPAO, C 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001528 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 


Column 10 


UNCLAS SECTION 01 OF 04 DUSHANBE 001717 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/CEN, OES E 
CONFIDENTIAL DUBLIN 001078 SIPDIS SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: MARR, MOPS, I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 006199 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAG 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TRIPOLI 000506 SIPDIS STATE FOR NEA/MAG, PRM, DRL E.O. 1 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LJUBLJANA 000600 SIPDIS SIPDIS DEPT FOR EUR/NCE, EUR/S 


Column 10 


UNCLAS RABAT 001723 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, LE, MO SUBJECT: MAINT 


SECRET BEIRUT 003001 SIPDIS SIPDIS NOFORN STATE NEA/ELA FOR ABERCROMBIE-WINSTANLEY/ 


Column 10 


CONFIDENTIALBEIRUT 003002 SIPDIS CORRECTED COP Y- PARA 7 RENUMBERED PARA 5 
CONFIDENTIALSECTION 01 OF 02 BEIRUT 003003 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MAR 


Column 10 


UNCLAS BELGRADE 001492 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, KNNP, MNUC, WMD, CT, 
UNCLAS KINSHASA 001448 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, CG SUBJECT 


UNCLAS SECTION 01 OF 03 ANKARA 005369 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR, 


Column 10 


UNCLAS SECTION 01 OF 02 DUSHANBE 001718 SIPDIS STATE FOR SCA/CEN SIPDIS E.O. 12958: N/A TAC 


Column 10 


UNCLAS CARACAS 002817 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, L 
CONFIDENTIALMOSCOW 010324 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, MARR 


CONFIDENTIALZAGREB 001126 SIPDIS SIPDIS DEPT FOR EUR DICARLO; EUR/SCE HOH, SAINZ, E 


UNCLAS SECTION 01 OF 04 ADDIS ABABA 002524 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/SPG 


Column 10 


CONFIDENTIALBERLIN 002733 SIPDIS SIPDIS DEPT. FOR ISN AND EUR/GM E.O. 12958: DECL: 09/ 
UNCLAS PRAGUE 001142 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, EZ SUBJECT: C; 
UNCLAS KINSHASA 001451 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, KPKO, CG, ELECTIONS S 


Column 10 


CONFIDENTIALPARIS 006211 SIPDIS STATE FOR EB/ESC, EUR/WE, EUR/ERA, NEA/NGA AND EAPA 


CONFIDENTIALSECTION 01 OF 02 STOCKHOLM 001489 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/20 


Column 10 


UNCLAS ANKARA 005388 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, NATO, TU, EU SUBJECT: TURKEY: I 
CONFIDENTIALUSUN NEW YORK 001818 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 09/14/2011 T/ 


Column 10 


CONFIDENTIALGEORGETOWN 000925 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD E.O. 12958: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 003691 SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 002434 SIPDIS SIPDIS STATE PASS DOT FOR SAMPLE E.O. 12958: N, 


Column 10 


CONFIDENTIALANKARA 005392 SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: IR, PREL, PTER, IAEA, 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 003692 SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 04 WARSAW 002008 SIPDIS SIPDIS STATE FOR EUR, EUR/NCE, El 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ASHGABAT 000983 SIPDIS SIPDIS DEPT FOR SCA/CEN (PERRY 


Column 10 


UNCLAS ANKARA 005395 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, OREP, AMGT, AFIN, PGOV, TU SUB 
UNCLAS SECTION 01 OF 02 ANKARA 005396 SIPDIS TREASURY FOR U/S ADAMS STATE FOR A/S SULLIV/ 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 005398 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PTER, PRE 
UNCLAS SECTION 01 OF 02 VIENNA 002765 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVI 


Column 10 


CONFIDENTIAL DAKAR 002243 SIPDIS SIPDIS STATE FOR IO/UNP, AF/SPG AND AF/W E.O. 12958: | 


SECRET MADRID 002322 SIPDIS C ORRECTEDOCO P Y- CHANGED WORD IN SUBJECT LINE SIPC 


Column 10 


CONFIDENTIALTHE HAGUE 002023 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, PTE 
CONFIDENTIALSECTION 01 OF 02 SARAJEVO 002160 SIPDIS SIPDIS DEPARTMENT FOR EUR DIC 


Column 10 


UNCLAS ROME 002618 SIPDIS SIPDIS DEPT FOR EUR/SCE E.O. 12958: N/A TAGS: PREL, SR, YI, IT SUBJ 
SECRET SECTION 01 OF 02 BEIRUT 003006 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/H/ 


Column 10 


UNCLAS ASUNCION 000949 SIPDIS SIPDIS STATE FOR WHA/BSC - GABRIEL ALVARADO E.O. 12958: N/A 
UNCLAS PARIS 006225 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE E.O.: 12958: N/A TAGS: Ш 


Column 10 


UNCLAS MADRID 002325 SIPDIS SIPDIS STATE FOR EUR/WE INT/USGS/RESTON/JSAFFER, JSAFFER@L 
UNCLAS MADRID 002326 SIPDIS SIPDIS STATE FOR EUR/WE STATE PASS TO NASA/ESAR, JENNIFER.L.” 
UNCLAS MADRID 002327 SIPDIS SIPDIS STATE FOR EUR/WE STATE PASS TO LARC/OCFO, LINDA.R.SMI 
CONFIDENTIALSECTION 01 OF 03 BEIRUT 003007 SIPDIS SIPDIS STATE NEA/ELA FOR ABERCROI 


Column 10 


UNCLAS MADRID 002328 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002329 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: KSCA, TBIO, SP, OT 
UNCLAS MADRID 002330 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: ENRG, OTRA, SP, TI 
UNCLAS MADRID 002331 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: ENRG, OTRA, SP, TI 
CONFIDENTIALSECTION 01 OF 03 KABUL 004161 SIPDIS SIPDIS STATE FOR SCA/FO DAS GASTRI 


Column 10 


CONFIDENTIALTHE HAGUE 002024 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: PREL, PHL 


Column 10 


CONFIDENTIALLONDON 006714 SIPDIS SIPDIS PLEASE PASS OES/ETC CHRISTINE DAWSON E.C 


UNCLAS MADRID 002332 SIPDIS SIPDIS STATE FOR EUR/WE FAA AERONAUTICAL CEN OKLAHOMA CITY 
CONFIDENTIALSECTION 01 OF 02 ABIDJAN 001042 SIPDIS SIPDIS KINSHASA FOR BRAZZAVILLE; 

CONFIDENTIALBERLIN 002740 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PTER 
UNCLAS PRISTINA 000777 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, ASEC, YI SUBJECT: COUNTRY CI 
UNCLAS PRISTINA 000778 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, ETT, ҮІ, МК SUBJECT: CO 
SECRET SECTION ΟἹ OF 03 ROME 002622 SIPDIS SIPDIS TREASURY FOR U/S STUART LEVEY; STATE 


Column 10 


UNCLAS LIMA 003677 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: SNAR, PGOV, PE SUBJECT: GOP ` 


Column 10 


CONFIDENTIALLISBON 002002 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: ETRD, PREL, SI 
UNCLAS LISBON 002003 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KDEM, PREL, PGOV, PHUM, PO SUBJECT: 
CONFIDENTIALABIDJAN 001043 SIPDIS SIPDIS KINSHASA FOR BRAZZAVILLE; EUCOM ALSO FOR 


Column 10 


UNCLAS SANTO DOMINGO 002972 SIPDIS SIPDIS DEPARTMENT FOR WHA/CAR SEARBY, L/LEI FOR TOF 
CONFIDENTIALASUNCION 000950 SIPDIS SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE PA 
CONFIDENTIALSECTION 01 OF 04 BEIRUT 003008 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MAR 


Column 10 


CONFIDENTIALMADRID 002334 SIPDIS SIPDIS DEPT FOR EUR AND NEA E.O. 12958: DECL: 09/16/ 


Column 10 


UNCLAS SANTIAGO 001971 SIPDIS SIPDIS E.O. 12958: N/A TAGS: MARR, MASS, PREL, PHUM, CI SUBJEC 
CONFIDENTIALSECTION 01 OF 04 FREETOWN 000776 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/201 


Column 10 


CONFIDENTIALMADRID 002335 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL 
UNCLAS LIMA 003680 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EAIR, OTRA, ASEC, PE SUBJECT: 
UNCLAS PANAMA 001820 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, EINV, ETRK, KCRM, PTER, F 


Column 10 


UNCLAS SANTIAGO 001974 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM E.O. 12958: N/A TAGS: N 
UNCLAS SECTION 01 OF 02 BERLIN 002743 SIPDIS SIPDIS DEPT PASS CEQ - BANKS, AND EPA - MEDEA 


Column 10 


CONFIDENTIALBASRAH 000150 SIPDIS SIPDIS E.O. 12958: DECL: 9/15/2016 TAGS: PGOV, PREL, F 


Column 10 


UNCLAS GEORGETOWN 000927 SIPDIS WHA/CAR - TIMOTHY RYAN AND NADEREH LEE SIPDIS E.O. 12! 
UNCLAS SECTION 01 OF 02 BRASILIA 001960 SIPDIS SENSITIVE NOT FOR INTERNET SIPDIS E.O. 12958 


UNCLAS SECTION 01 OF 02 BRASILIA 001961 SIPDIS SENSITIVE NOT FOR INTERNET SIPDIS E.O. 12958 


Column 10 


CONFIDENTIALSECTION 01 OF 04 PORT AU PRINCE 001755 SIPDIS SIPDIS STATE FOR WHA/CAR 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 001963 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PF 


Column 10 


UNCLAS BRIDGETOWN 001637 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, ΑΜΑ] 
UNCLAS BRIDGETOWN 001638 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, BB SI 
UNCLAS BRIDGETOWN 001639 SIPDIS SIPDIS DEPT. FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, TBIO, 
UNCLAS QUITO 002305 SIPDIS SIPDIS EB/CIP/BA FOR NICOLAS FETCHKO E.O. 12958: N/A TAGS: EAID, | 
CONFIDENTIALSECTION 01 OF 02LA PAZ 002505 SIPDIS SIPDIS E.O. 12958: DECL: 08/18/2016 TAC 
CONFIDENTIALLAPAZ 002506 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: ECON, PGOV, P 


Column 10 


UNCLAS LIMA 003686 SIPDIS SIPDIS DEPT FOR WHA/AND, WHA/EPSC, OES TREASURY FOR U/S TAYLO 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 002825 SIPDIS SIPDIS ENERGY FOR CDAY, DPUMPH 
CONFIDENTIALSECTION 01 OF 03 CARACAS 002826 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALBRIDGETOWN 001640 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD E.O. 12958: [ 
CONFIDENTIALSECTION 01 OF 02 CARACAS 002827 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


UNCLAS PORT OF SPAIN 001080 SIPDIS SIPDIS DEPT FOR WHA/CAR, INL/LP E.O. 12958: N/A TAGS: PRE 


CONFIDENTIALSECTION 01 OF 02 CARACAS 002829 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 002309 SIPDIS SENSITIVE SIPDIS PLEASE PASS ALSO T 


Column 10 


CONFIDENTIALGEORGETOWN 000932 SIPDIS SIPDIS CORRECTED COP Y (Added EC Caric 
CONFIDENTIALSECTION 01 OF 02 CARACAS 002830 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


UNCLAS LIMA 003689 SIPDIS SIPDIS ISN FOR JOAN CORBETT ШРМ FOR THERESA K. MITCHELL Ε.Ο. 12 
CONFIDENTIALKINGSTON 001842 SIPDIS SIPDIS STATE FOR INR/IAA WHA/EX WHA/CAR (RANDAI 
CONFIDENTIALQUITO 002315 SIPDIS SENSITIVE SIPDIS SECSTATE PASS TO INR/B E.O. 12958: D 


Column 10 


CONFIDENTIALBOGOTA 008522 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 TAGS: KJUS, PGOV, F 
UNCLAS GEORGETOWN 000933 SIPDIS PM/DTCC - BLUE LANTERN COORDINATOR SIPDIS E.O. 12958: 
UNCLAS CARACAS 002831 SIPDIS SENSITIVE SIPDIS TREASURY FOR KLINGENSMITH AND NGRANT CC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CARACAS 002832 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 USUN NEW YORK 001822 SIPDIS SIPDIS E.O. 12958: DECL: 09/° 
UNCLAS BRIDGETOWN 001642 SIPDIS SIPDIS DEPT FOR WHA/CAR E.O. 12958: N/A TAGS: OTRA, DR, B 
CONFIDENTIALLAPAZ 002511 SIPDIS SIPDIS E.O. 12958: DECL: 09/07/2016 TAGS: ECON, PGOV, PI 


Column 10 


UNCLAS LIMA 003693 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, INR, PE SUBJECT: REGION 


Column 10 


CONFIDENTIALBAGHDAD 003465 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 TAGS: EAGR, ECON 
UNCLAS KUWAIT 003703 SIPDIS SIPDIS ABU DHABI FOR RLA MICHEAL GUNNISON, DOJ FOR OPDAT PR 
SECRET SECTION 01 OF 02 RIYADH 007211 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/15/2016 ΤΑί 


Column 10 


CONFIDENTIALSECTION 01 OF 04 PRISTINA000779 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 003717 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP E.O. 12958 


Column 10 
CONFIDENTIALSECTION 01 OF 02 PRISTINA 000780 SIPDIS SIPDIS DEPT FOR DRL, INL, AND EUR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANJUL 000574 SIPDIS SIPDIS DAKAR PLS PASS DAO, ODC,AN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 003718 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, 


Column 10 


UNCLAS SECTION 01 OF 03 MAPUTO 001181 SIPDIS SIPDIS AF/S FOR HTREGER MCC FOR SGAULL USA 
UNCLAS MAPUTO 001182 SIPDIS SIPDIS FOR PM/DTCC/RAD AND AF/S:HTREGER E.O. 12958: N/A TAGS: 
UNCLAS SECTION 01 OF 02 BELGRADE 001502 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PINR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ADDIS ABABA 002525 SIPDIS SIPDIS AF FOR A/S JENDAYI РВА: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ADDIS ABABA 002526 SIPDIS SIPDIS AF FOR A/S FRAZER E.O. 


Column 10 


UNCLAS SECTION 01 OF 03 USUN NEW YORK 001823 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 003720 SIPDIS SIPDIS NOFORN FOR NEA/ARP, OES, E 


Column 10 


CONFIDENTIALKUWAIT 003721 SIPDIS SIPDIS E.O. 12958: DECL: 09/16/2016 TAGS: PTER, PREL, K 


CONFIDENTIALSECTION 01 OF 02 PRISTINA000781 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE 


Column 10 


UNCLAS KUWAIT 003725 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OREP, AMGT, ASEC, AFIN, KU, GM, IZ SUB 
UNCLAS SECTION 01 OF 02 KUWAIT 003726 SIPDIS SIPDIS USDA FOR FAA/MEA/HAGER E.O. 12958: N/A 
UNCLAS KUWAIT 003727 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, Н/М? 


Column 10 


UNCLAS DOHA 001384 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARPI, NEA/PPD AND S/CT INFO NSC F 


Column 10 


UNCLAS MONTREAL 000993 SIPDIS SIPDIS STATE FOR PM/DTC Blue Lantern Coordinator Rebecca Velerin 
CONFIDENTIAL SECTION 01 OF 02 BAGHDAD 003471 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 09/16/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 003733 SIPDIS NOFORN SIPDIS STATE FOR NEA/IR, N 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002254 SIPDIS AIDAC SIPDIS SENSITIVE STATE FOR AF/SPG, P 


Column 10 


SECRET SECTION ΟἹ OF 03 KHARTOUM 002264 SIPDIS CORRECT ED COPY - CORRECTING CLAS 


Column 10 


UNCLAS DAKAR 002244 SIPDIS SIPDIS STATE FOR AF/RSA AND AF/W AID/W FOR AFR/DP/PAD AND AFR/ 
UNCLAS TRIPOLI 000511 SIPDIS DEPT FOR NEA/MAG GAVITO, OES FOR BOB SENSENEY; COMMERCE F 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000729 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAD 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 003485 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAGR, EAID, ECON, 
SECRET SECTION ΟἹ OF 03 TAIPEI 003218 SIPDIS SIPDIS STATE PASS USTR STATE FOR EAP/TC US] 


Column 10 


UNCLAS SECTION 01 OF 05 GUANGZHOU 030165 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM STATE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 JEDDAH 000614 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 
SECRETANKARA 005399 SIPDIS SIPDIS TREASURY FOR OTI - JSERAFINI AND RLOEFFLER E.O. 129: 
SECRET SECTION ΟἹ OF 03 JAKARTA 011482 SIPDIS SIPDIS PLEASE PASS TO THE OFFICE OF THE V 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BASRAH 000151 SIPDIS SIPDIS E.O. 12958: DECL: 9/18/2016 T^ 


Column 10 


UNCLAS CAIRO 005831 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, UNGA, UNSC, PHUM, UNHCR-1, EW\ 
UNCLAS SECTION 01 OF 02 ALMATY 003271 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (M. 


Column 10 


UNCLAS SECTION 01 OF 03 ALMATY 003272 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (M. 


Column 10 


UNCLAS SECTION 01 OF 03 ALMATY 003273 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (M. 


Column 10 


UNCLAS SECTION 01 OF 02 BEIJING 019682 SIPDIS SIPDIS USDOC FOR 532/BIS/OEA/TANDRUKONIS/MC 


Column 10 


SECRET SECTION ΟἹ OF 03 BEIJING 019683 SIPDIS SIPDIS USDOC FOR 532/BIS/OEA/TANDRUKONIS/ 
CONFIDENTIALSECTION 01 OF 02 RANGOON 001346 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 003740 SIPDIS NOFORN SIPDIS STATE FOR NEA/IR AN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 003741 SIPDIS NOFORN SIPDIS FOR NEA/ARP, INL/HS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DUSHANBE 001720 SIPDIS SIPDIS E.O. 12958: DECL: 9/18/201€ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MOSCOW 010370 SIPDIS SIPDIS E.O. 12958: DECL: 09/13/2016 ` 


Column 10 


UNCLAS SECTION 01 OF 03 ALMATY 003274 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (M. 


Column 10 


UNCLAS TEL AVIV 003703 SIPDIS SENSITIVE IO/T FOR TOBEY, EB/CIP/TS FOR MAY E.O. 12958: N/A TAG: 
UNCLAS ALMATY 003275 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR SCA/CEN (M. OVMARA) NSC FO 
UNCLAS TALLINN 000849 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PTER, USUN, LE, SY, EU, EN € 
UNCLAS SECTION 01 OF 02 SINGAPORE 002978 SIPDIS SENSITIVE SIPDIS STATE PASS TO FEDERAL RI 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 005401 SIPDIS SENSITIVE SIPDIS DEPT FOR EB A/S SULLIVAN РАС 


Column 10 


SECRETBEIRUT 003010 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/HARDING E.O. 12958 


Column 10 


UNCLAS JAKARTA 011522 SIPDIS SIPDIS DEPARTMENT FOR PM/SNA FOR LOFTIS, AND L/PM FOR HERO 
CONFIDENTIALSEOUL 003217 SIPDIS SIPDIS E.O. 12958: DECL: 12/10/2014 TAGS: PGOV, PREL, PI 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 030247 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECOI 


Column 10 


UNCLAS SECTION 01 OF 03 MINSK 001013 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PHUM, EC 


Column 10 


CONFIDENTIALSECTION 01 OF 04 LUSAKA 001264 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TA 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 005741 SIPDIS SIPDIS STATE FOR EB/CIP, EAP/MLS JUSTICE FOF 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 005742 SIPDIS SIPDIS STATE FOR EB/CIP, EAP/MLS JUSTICE FOF 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000203 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


UNCLAS AIT TAIPEI 003231 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRES 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 006230 SIPDIS STATE FOR ECA/PE/V/R/E (CAROL GRABAUSKAS; JOS 


Column 10 


UNCLAS NAIROBI 004048 SIPDIS SENSITIVE STATE PASS USTR WILLIAM JACKSON STATE PLEASE PAS 


Column 10 


UNCLAS SECTION 01 OF 02 DAKAR 002245 SIPDIS SIPDIS SENSITIVE STATE FOR EB/IFD/ODF, EB/ESC/II 


Column 10 


UNCLAS ASHGABAT 000984 SIPDIS DEPT FOR SCA/CEN (PERRY), EB/CBA (WINSTEAD/WALTERS), EB/IFI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAKAR 002246 SIPDIS SIPDIS STATE FOR AF/W, AF/RSA, INR/A. 
CONFIDENTIALSECTION 01 OF 02 BANJUL 000576 SIPDIS SIPDIS E.O. 12958: DECL: 09/16/2016 TA 


Column 10 


UNCLAS SECTION 01 OF 02 ALMATY 003278 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/CEN - OVMARA E 


Column 10 


CONFIDENTIALSECTION 01 OF 04 BEIJING 019793 SIPDIS SIPDIS CORRECTED COPY- PA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001354 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ISLAMABAD 018379 SIPDIS SIPDIS DEPT FOR P, SCA, PM E.O. 
CONFIDENTIALSECTION 01 OF 04 TAIPEI 003233 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAC 


Column 10 


UNCLAS ALMATY 003280 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/CEN - OVMARA E.O. 12958: N/A TAG: 


Column 10 


SECRET SECTION 01 OF 02 BEIRUT 003014 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/H/ 


Column 10 


UNCLAS SECTION 01 OF 02 PHNOM PENH 001691 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, S/W( 


UNCLAS SECTION 01 OF 04 PARIS 006234 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 PHNOM PENH 001693 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, DRL/ 
CONFIDENTIALBANGKOK 005747 SIPDIS SIPDIS DEPT FOR EAP/MLS E.O. 12958: DECL: 09/18/201 


Column 10 
UNCLAS SECTION 01 OF 02 TEL AVIV 003705 SIPDIS E.O. 12958: N/A TAGS: PGOV, PINR, KJUS, IS, LE SU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 003234 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 09/18/2031 ТАС 


Column 10 


UNCLAS BUENOS AIRES 002117 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


UNCLAS BANGKOK 005748 SIPDIS STATE FOR EAP/BCLTV, ШРМ, PM/ISO, INR AND DRL E.O. 12958: N/A 1 
SECRET SECTION ΟἹ OF 03 BEIRUT 003017 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/H/ 


Column 10 


UNCLAS ADDIS ABABA 002527 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/E LONDON, PARIS, ROM 
SECRET SECTION 01 OF 02 BEIRUT 003018 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/H/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001531 SIPDIS SIPDIS E.O. 12958: DECL: 08/17/2016 


Column 10 


UNCLAS SECTION 01 OF 02 CHENNAI 002145 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/INS, DS/IP/SCA 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KABUL 004232 SIPDIS SIPDIS STATE FOR SCA/FO (DAS GASTF 


Column 10 


UNCLAS MUSCAT 001368 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP COMMERCE FOR ITA COBERC 


Column 10 


CONFIDENTIALSECTION 01 OF 08 MOSCOW 010382 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 ` 


Column 10 


SECRET SECTION ΟἹ OF 02 DHAKA 005892 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: PREL, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 KABUL 004233 SIPDIS CORRECTED COPY OF PARA (2) ‹ 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 002774 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVI 


Column 10 


UNCLAS ADDIS ABABA 002532 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF/E LONDON, PARIS, ROM 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 001533 SIPDIS SIPDIS STATE FOR SCA/INS, USPAC! 


Column 10 


UNCLAS SECTION 01 OF 06 YEREVAN 001300 SIPDIS SIPDIS FOR EB/CIP/BA NICHOLAS FETCHKO E.O.' 


Column 10 


UNCLAS BERLIN 002748 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, GM SUBJECT: SPD WINS BERLIN E 
CONFIDENTIALSECTION 01 OF 02 BISHKEK 001333 SIPDIS SIPDIS DEPT FOR SCA/CEN E.O. 129£ 


Column 10 


UNCLAS SECTION 01 OF 02 PRISTINA 000782 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE ^ 


Column 10 


UNCLAS NEW DELHI 006504 SIPDIS SIPDIS USDOC FOR 532/OEA/M. NICKSON-DORSEY/JAY HATFIELD L 
SECRETBEIRUT 003021 SIPDIS SIPDIS DEPARTMENT FOR NEA, S/CT, INR; NSC FOR ABRAMS/DORA 


Column 10 


UNCLAS SECTION 01 OF 02 ASHGABAT 000985 SIPDIS STATE FOR SCA/CEN (PERRY) SIPDIS E.O. 1295 
UNCLAS BRIDGETOWN 001645 SIPDIS SIPDIS DEPT FOR WHA/CAR E.O. 12958: N/A TAGS: OPDC, PREL 
CONFIDENTIALSECTION 01 OF 02 KIEV 003552 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KIEV 003553 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS 


Column 10 


UNCLAS SECTION 01 OF 03 CALCUTTA 000423 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, E 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ABU DHABI 003685 SIPDIS SIPDIS DEPT FOR E, NEA/ARP NSC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MINSK 001018 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2016 TAC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MINSK 001019 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 02 MUSCAT 001370 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PPD, NEA/PI, ANI 


Column 10 


CONFIDENTIALBAGHDAD 003496 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2016 TAGS: PGOV, KDEN 


CONFIDENTIALMUSCAT 001371 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PI, EB/IFD/OMA ABU DF 


Column 10 


UNCLAS BRIDGETOWN 001648 SIPDIS SIPDIS DEPARTMENT FOR WHA/CAR AND S/WE LANE AND МЕНЕ 
CONFIDENTIALSECTION 01 OF 08 SKOPJE 000880 SIPDIS SIPDIS STATE FOR EUR/SCE E.O. 129 


Column 10 


UNCLAS SECTION 01 OF 04 SAO PAULO 001002 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/BSC NSC Ft! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 VATICAN 000199 SIPDIS SIPDIS E.O. 12958: DECL: 9/18/2016 T/ 


Column 10 


CONFIDENTIALABU DHABI 003686 SIPDIS SIPDIS DEPARTMENT FOR PM A/S HILLEN AND NEA A/S 
UNCLAS SECTION 01 OF 02 MUMBAI 001707 SIPDIS SENSITIVE SIPDIS DEPT. FOR SCA/INS, EB/TRA/OT 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 005436 SIPDIS SIPDIS E.O. 12958: DECL: 09/11/2021 T/ 


Column 10 


UNCLAS ABU DHABI 003687 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, KMDR, KPAO, VT, AE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 STOCKHOLM 001501 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/20 


UNCLAS KHARTOUM 002276 SIPDIS SENSITIVE SIPDIS DEPT ALSO FOR AF A/S FRAZER AND AF/SPG № 


Column 10 


CONFIDENTIALKHARTOUM 002277 SIPDIS SIPDIS DEPT ALSO FOR AF/SPG, NEA/ELA NSC FOR С! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ASHGABAT 000987 SIPDIS SIPDIS DEPT FOR SCA/CEN (PERRY 


Column 10 


CONFIDENTIALMANAMA 001669 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: PREL, KISL, P 


Column 10 


UNCLAS MAPUTO 001190 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, OTRA, SOCI, MZ SUBJ: COL 
UNCLAS ANKARA 005437 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KIRF, KPAO, PGOV, PHUM, PREL, OPRC, 1 
UNCLAS ANKARA 005438 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KDEM, PGOV, PHUM, PREL, UNGA, TU SU 
UNCLAS SECTION 01 OF 02 KABUL 004245 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/FO DAS GASTRIG 
SECRET SECTION 01 OF 03 BRASILIA 001966 SIPDIS SIPDIS E.O. 12958: DECL: 05/25/2016 TAGS: PRE 


Column 10 


UNCLAS DAMASCUS 004534 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003498 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2016 
CONFIDENTIALNDJAMENA 001151 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF, D, DRL, PRM; 
UNCLAS KUWAIT 003746 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KU, QA, OTRA, COUNTRY CLEARANCE SI 
UNCLAS NIAMEY 001051 SIPDIS AIDAC, SIPDIS ACCRA FOR USAID DAKAR FOR OFDA AF/W FOR BACHN 
UNCLAS MADRID 002340 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/WE, IO/T (LAURENCE TOBE 


CONFIDENTIAL PARIS 006244 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PREL, PHUM, ЕТ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KIEV 003569 SIPDIS SIPDIS STATE PLS PASS USTR FOR CKLEI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 006246 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAG 


Column 10 


UNCLAS SECTION 01 OF 02 BERLIN 002754 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/AGS, EUR/PGI, Gi 


CONFIDENTIALSECTION 01 OF 03 KIEV 003570 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS 


Column 10 


UNCLAS THE HAGUE 002029 SIPDIS SIPDIS E.O. 12958: N/A TAGS: UNGA, KDEM, PGOV, PHUM, PREL, NI 
UNCLAS THE HAGUE 002030 SIPDIS SIPDIS DEPT FOR IO/S E.O. 12958: N/A TAGS: PREL, AORC, KUNR, 
CONFIDENTIALANKARA 005440 SIPDIS SIPDIS TREASURY FOR OTI E.O. 12958: DECL: 09/19/2016 


Column 10 


UNCLAS PRAGUE 001157 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE, EB/CIP, IO/T STATE PLEASE 
UNCLAS PRAGUE 001158 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE E.O. 12958: N/A TAGS: AOR 
SECRET THE HAGUE 002031 SIPDIS SIPDIS STATE FOR ISN/MTR, EUR/UBI E.O. 12958: DECL: 09/19/2 


Column 10 


UNCLAS MADRID 002343 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/WE AND ISN/NESS E.O. 12 
UNCLAS KHARTOUM 002280 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, MOPS, KPK( 
CONFIDENTIALSECTION 01 OF 02 SOFIA001330 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAG 


Column 10 


UNCLAS SOFIA 001331 SIPDIS SENSITIVE SIPDIS EUR/NCE FOR MARC NORDBERG; EUR/PGI FOR ELDF 
UNCLAS SECTION 01 OF 02 PRETORIA 003888 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, CG, SF SUBJ 


Column 10 


UNCLAS BUENOS AIRES 002120 SIPDIS SENSITIVE SIPDIS TREASURY FOR AFAIBISHENKO,AJEWEL,WE 
CONFIDENTIALDAKAR 002255 SIPDIS SIPDIS STATE FOR AF, EB/ESC/IEC, AF/ESP, AF/C AND AF/W 
UNCLAS PARIS 006247 SIPDIS FROM USMISSION UNESCO PARIS STATE PASS TO NPS - STEPHEN MOR 


Column 10 


UNCLAS PARIS 006251 SIPDIS FROM USMISSION UNESCO PARIS E.O. 12958: N/A TAGS: UNESCO, SCUL 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002281 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, 
CONFIDENTIALSECTION 01 OF 02 PRETORIA 003889 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2016 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 001968 SIPDIS SENSITIVE SIPDIS CORRECTED COPY (DATE: 


Column 10 


CONFIDENTIALNDJAMENA 001153 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF, D, DRL, PRM; 
CONFIDENTIALSECTION 01 OF 02 TEGUCIGALPA 001747 SIPDIS SIPDIS STATE FOR EB/ESC, WH/ 
CONFIDENTIALLAPAZ 002515 SIPDIS SIPDIS E.O. 12958: DECL: 08/18/2016 TAGS: ECON, PGOV, P 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ABIDJAN 001050 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 Т/ 
CONFIDENTIALSECTION 01 OF 02 KINSHASA 001458 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 


Column 10 


UNCLAS ACCRA 002181 SIPDIS SENSITIVE, SIPDIS E.O. 12958: N/ATAGS: ENRG, ECON, GH SUBJECT: V 
UNCLAS RABAT 001731 SIPDIS SIPDIS PLEASE PASS TO NEA/MAG E.O. 12958: N/A TAGS: KNNP, KGIC, F 
UNCLAS SECTION 01 OF 02 BRASILIA 001971 SIPDIS SENSITIVE SIPDIS STATE PASS USAID FOR LAC №: 


Column 10 


CONFIDENTIALRABAT 001733 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: KISL, PREL, MO 


Column 10 


UNCLAS LA PAZ 002519 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND TREASURY FOR SGOOCH ENE 


Column 10 


UNCLAS SAO PAULO 001005 SIPDIS SIPDIS STATE INR/R/MR; IIP/R/MR; WHA/PD DEPT PASS USTR USE 


Column 10 


UNCLAS PANAMA 001825 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN SOUTHCOM ALSO FOR POLAD E 
UNCLAS SECTION 01 OF 02 BRASILIA 001972 SIPDIS SENSITIVE SIPDIS STATE PASS USAID FOR LAC № 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 001973 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, El 


Column 10 


CONFIDENTIALKINGSTON 001851 SIPDIS SIPDIS STATE FOR WHA/CAR (RANDALL BUDDEN) STA 


Column 10 


SECRETMANAGUA 002044 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN, WHA/USOAS, NSC FOR DAI 


Column 10 


UNCLAS SANTO DOMINGO 002987 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA, WHA/CAR, WHA/AND, INI 


Column 10 


CONFIDENTIALSECTION 01 OF 04 CARACAS 002845 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BUENOS AIRES 002122 SIPDIS SIPDIS STATE FOR WHA TOM S 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BUENOS AIRES 002123 SIPDIS SIPDIS STATE FOR WHA TOM S 


Column 10 


CONFIDENTIALUSUN NEW YORK 001834 SIPDIS SIPDIS NOFORN FROM AMBASSADOR BOLTON | 


CONFIDENTIAL CARACAS 002852 SIPDIS SIPDIS DEPT FOR WHA/AND, OFM, AND МОЕ HQSOUTH! 


Column 10 


SECRETSTATE 154949 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/16 TAGS: PREL, PTER, PHUM, PINS, K; 
UNCLAS GEORGETOWN 000948 SIPDIS IO/UNP - HARRIS USUN - OLSON NSC - WILIAMS-MANIGAULT WI 
UNCLAS MANAGUA 002051 SIPDIS CORRECT E D COPY (CLASS MISMATCH) SENSITIVE SIPDIS CON 
UNCLAS SECTION 01 OF 06 OTTAWA 002837 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CAN AND EB S 


Column 10 


CONFIDENTIALMANAGUA 002053 SIPDIS SIPDIS DEPT FOR WHA/CEN E.O. 12958: DECL: 09/05/2( 


Column 10 


SECRET SECTION ΟἹ OF 05 TOKYO 005336 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, 


Column 10 


CONFIDENTIALSEOUL 003222 SIPDIS SIPDIS DEPARTMENT PLEASE PASS TO JOHN HILL AT OSD 


Column 10 


CONFIDENTIALKATHMANDU 002538 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: PGOV, PII 


Column 10 


CONFIDENTIALKATHMANDU 002539 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/17/2016 TAGS: 


Column 10 


CONFIDENTIALWELLINGTON 000732 SIPDIS SIPDIS STATE FOR D (FRITZ), EAP/FO, EAP/RSP, ANI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 WELLINGTON 000733 SIPDIS SIPDIS STATE FOR EAP/FO, EAP/ 


Column 10 


UNCLAS SECTION 01 OF 02 PHNOM PENH 001694 SIPDIS SENSITIVE —CORRECTED-CO P Ү------ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003500 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 


Column 10 


CONFIDENTIALKABUL 004247 SIPDIS SIPDIS STATE FOR SCA/FO, SCA/A, S/CRS STATE PASS TO | 
UNCLAS KUALA LUMPUR 001752 SIPDIS SIPDIS DEPT FOR PM/PPA/FEATHERSTONE, PM/RSAT, ШРМ, Ш 
UNCLAS SECTION 01 OF 02 CAIRO 005860 SIPDIS SENSITIVE SIPDIS NSC FOR RICK WATERS E.O. 129: 


Column 10 


UNCLAS WELLINGTON 000734 SIPDIS SIPDIS STATE FOR EAP/ANP - DRICCI E.O. 12958: N/A TAGS: UNC 


SECRETTAIPEI 003239 SIPDIS SIPDIS STATE FOR EAP/TC AND ISN/MTR E.O. 12958: DECL: 09/18/202 
UNCLAS SECTION 01 OF 03 HANOI 002380 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND DRL/IRF 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002381 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND DRL/IRF 


Column 10 


UNCLAS SECTION 01 OF 10 TOKYO 005339 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS TOKYO 005340 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E 


UNCLAS SECTION 01 OF 02 LUSAKA 001269 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, ZA 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000735 SIPDIS SIPDIS SENSITIVE STATE FOR D (FRITZ), EAF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001360 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 005442 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR, 


Column 10 


SECRET SECTION 01 OF 04 BAKU 001367 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 09/01/2016 TAGS 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000204 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


UNCLAS ALMATY 003296 SIPDIS DEPARTMENT FOR SCA/CEN (М. OVMARA), SCA/A (М. SINGH) SENSITI\ 
UNCLAS MANILA 003935 SIPDIS SIPDIS STATE FOR PM, S/CT, INR/EAP, INR/B, AND EAP/MTS USPACOM / 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 030248 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM STATE 


Column 10 


CONFIDENTIALSKOPJE 000885 SIPDIS SIPDIS STATE FOR EUR/SCE AND PM/WRA (MARK ADAMS 


Column 10 


SECRET SECTION ΟἹ OF 04 KABUL 004251 SIPDIS SIPDIS STATE FOR SCA/FO, SCA/A, S/CRS STATE I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001361 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


CONFIDENTIALCANBERRA 001444 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: M 


Column 10 


UNCLAS TOKYO 005351 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: AMGT, OTRA, PREL, TH, JA SUI 


Column 10 


SECRET SECTION 01 OF 02 NEW DELHI 006511 SIPDIS SIPDIS E.O. 12958: DECL: 05/25/2016 TAGS: PI 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002283 SIPDIS AIDAC SIPDIS STATE FOR AF/SPG, PRM, AND AL 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003501 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 
UNCLAS KUWAIT 003747 SIPDIS SIPDIS FOR NEA/ARP, INL/HSTC, AND G/TIP E.O. 12958: N/A TAGS: PGC 
UNCLAS DHAKA 005911 SIPDIS SIPDIS STATE FOR G/TIP - SALLY NEUMAN AND MARK TAYLOR E.O. 129: 
CONFIDENTIALSECTION 01 OF 02 PRISTINA 000788 SIPDIS SIPDIS DEPT FOR EUR/SCE, NSC FOF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006513 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/202 


Column 10 


UNCLAS MOSCOW 010432 SIPDIS USDOC FOR 532/OEA/DMUSLU/MHAMES USDOC FOR 3150/USFCS/OIt 
UNCLAS MOSCOW 010434 SIPDIS USDOC FOR 532/OEA/MHAMES/DMUSLU USDOC FOR 3150/USFCS/OIt 
CONFIDENTIALSECTION 01 OF 02 ROME 002636 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/14 


Column 10 

UNCLAS HONG KONG 003745 SIPDIS DEPT FOR EAP/OM, T, ISN USDOC FOR 532/OEA/LHINES/DFARROV 
UNCLAS SECTION 01 OF 02 DUSHANBE 001723 SIPDIS SIPDIS STATE FOR SCA/CEN, DRL E.O. 12958: N 
UNCLAS HONG KONG 003749 SIPDIS USDOC FOR 532/OEA/LHINES/DFARROW USDOC FOR 3132 FOR Ft 
UNCLAS SECTION 01 OF 06 TOKYO 005357 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 BELGRADE 001509 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 003729 SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: PR 
UNCLAS SECTION 01 OF 03 NAIROBI 004070 SIPDIS SENSITIVE SIPDIS LONDON AND PARIS FOR AFRIC. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HONG KONG 003750 SIPDIS NOFORN SIPDIS DEPT FOR EAP A 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAR ES SALAAM 001560 SIPDIS SIPDIS E.O. 12958: DECL: 091: 


Column 10 


UNCLAS KUWAIT 003750 SIPDIS SIPDIS STATE FOR NEA/ARP E.O. 12958: N/A TAGS: AORC, ECPS, EWW 
CONFIDENTIALSECTION 01 OF 02 RANGOON 001363 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 003751 SIPDIS NOFORN SIPDIS ENERGY FOR WILLIAI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ROME 002637 SIPDIS NOFORN SIPDIS DEPT. FOR EUR AND NE 


Column 10 


UNCLAS MAPUTO 001195 SIPDIS SIPDIS AF/S for HTreger AF/RSA for MHarpole AF/EPS E.O. 12958: N/A T/ 
UNCLAS SECTION 01 OF 02 THE HAGUE 002033 SIPDIS SIPDIS STATE FOR EUR/UBI E.O. 12958: N/A TAC 
UNCLAS SECTION 01 OF 02 THE HAGUE 002034 SIPDIS SIPDIS STATE FOR EUR/UBI E.O. 12958: N/A TAC 
SECRET SECTION ΟἹ OF 03 TAIPEI 003240 SIPDIS SIPDIS NOFORN Ε.Ο. 12958: DECL: 09/19/2031 TAG 


Column 10 


UNCLAS SECTION 01 OF 03 PHNOM PENH 001700 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR PRM AN 
UNCLAS AIT TAIPEI 003242 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRES 


Column 10 


UNCLAS SECTION 01 OF 02 NAHA 000204 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: MARR, PGOV 
CONFIDENTIALHANOI 002389 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS, ЕАР/К E.O. 12958: DE! 


SECRETTOKYO 005361 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PARM, KNNP, PREL, PGO' 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002397 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS and PRM/ANE 


Column 10 


UNCLAS SECTION 01 OF 03 TOKYO 005362 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, ECO 


Column 10 


UNCLAS SECTION 01 OF 04 JAKARTA 011582 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/MLS, EAP/IET, A/ 


Column 10 


CONFIDENTIALKATHMANDU 002551 SIPDIS SIPDIS MANILA FOR PSPELTZ E.O. 12958: DECL: 09/1 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 006520 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/202 


Column 10 


UNCLAS JAKARTA 011585 SIPDIS SENSITIVE SIPDIS FBI PLS PASS CTD/ITOS I, CTD/ITOS Il, GOU STATE 
UNCLAS SECTION 01 OF 05 HANOI 002399 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND DRL/IRF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 003689 SIPDIS SIPDIS DEPARTMENT FOR G/TIP, IN! 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 005455 SIPDIS USDOE FOR CHARLES WASHINGTON USDOC FOR : 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 002288 SIPDIS SENSITIVE SIPDIS DEPT ALSO FOR AF A/S FRAZ 


Column 10 


UNCLAS JAKARTA 011588 SIPDIS SIPDIS SENSITIVE DEPT PASS TO USTR DKATZ, JGROVES, RBAE, CC( 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 005463 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 T/ 


Column 10 


CONFIDENTIALCAIRO 005865 SIPDIS SIPDIS NSC STAFF FOR WATERS E.O. 12958: DECL: 09/18/2 


Column 10 


UNCLAS SECTION 01 OF 02 LONDON 006761 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ELAB, PG 


Column 10 


SECRET SECTION ΟἹ OF 03 NEW DELHI 006523 SIPDIS SIPDIS E.O. 12958: DECL: 05/25/2016 TAGS: РІ 
UNCLAS BUCHAREST 001461 SIPDIS SIPDIS PM/DTCC -- BLUE LANTERN COORDINATOR E.O. 12958: N; 


Column 10 


UNCLAS MADRID 002351 SIPDIS SIPDIS STATE FOR EUR/WE NOAA/NCDC SHARON.LEDUC@NOAA.GO\ 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 001538 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 


Column 10 


UNCLAS MADRID 002352 SIPDIS SIPDIS STATE FOR EUR/WE NASA/JP MARY.P.WILLIAMS@NASA.GOV E 
UNCLAS MADRID 002353 SIPDIS SIPDIS STATE FOR EUR/WE E.O. 12958: N/A TAGS: TSPA, OTRA, SP SU 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 001539 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 


Column 10 


UNCLAS KINSHASA 001462 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, ELAB, PGOV, SOCI, CG SUBJEC 


Column 10 


UNCLAS KINSHASA 001465 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, EMIN, KDEM, C 


Column 10 


CONFIDENTIALCAIRO 005867 SIPDIS SIPDIS NSC FOR RWATERS E.O. 12958: DECL: 09/19/2016 T 


Column 10 


UNCLAS DAMASCUS 004560 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


CONFIDENTIALBEIJING 019895 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2026 TAGS: PARM, KNNP, C 


Column 10 


SECRETABU DHABI 003693 SIPDIS SIPDIS DEPT FOR NEA/ARP, EB/ESC/TFS, A/CT TREASURY FORN 


UNCLAS SECTION 01 OF 02 ADANA 000205 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, PGOV, PHUM, TU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 003756 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/ 


Column 10 


UNCLAS BAGHDAD 003505 SIPDIS SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A TAGS: MOPS, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 MOSCOW 010438 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 ` 


Column 10 


UNCLAS SECTION 01 OF 02 NIAMEY 001055 SIPDIS SENSITIVE SIPDIS DEPT. FOR AF/W: BACHMAN E.O 


Column 10 


CONFIDENTIALBAGHDAD 003506 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: ECON, ΚΟΟΙ 


Column 10 


CONFIDENTIALISLAMABAD 018473 SIPDIS NOFORN SIPDIS FOR S/CT (ECROWE) E.O. 12958: DE 


Column 10 


UNCLAS SECTION 01 OF 04 ISLAMABAD 018474 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AMGT, ASEC, OTR. 


Column 10 


UNCLAS ABU DHABI 003702 SIPDIS SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/MR; PA; INR/I 


Column 10 


CONFIDENTIALSECTION 01 OF 05 MOSCOW 010439 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 ` 


Column 10 


CONFIDENTIALANKARA 005471 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2021 TAGS: PREL, PGOV, 1 


Column 10 


UNCLAS SECTION 01 OF 04 VIENNA 002787 SIPDIS SIPDIS SENSITIVE STATE FOR EUR/AGS - SAINT-ANI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 005475 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 T/ 


Column 10 
UNCLAS DAR ES SALAAM 001561 SIPDIS SENSITIVE SIPDIS DEPT AF/E FOR B YODER; ALSO TO AF/RSA 


UNCLAS ZAGREB 001143 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON EINV HR SUBJECT: ACTAVIS WITHI 
UNCLAS CALCUTTA 000425 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, IN, EINV SUBJECT: JHARI 


Column 10 


SECRET SECTION 01 OF 03 TELAVIV 003732 SIPDIS DEPARTMENT FOR S/CT - AMBASSADOR CRUMF 


Column 10 


UNCLAS TALLINN 000851 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, EU, NATO, AF, Iz 


Column 10 


CONFIDENTIALMUSCAT 001376 SIPDIS SIPDIS STATE FOR NEA/ARP, DRL/IRF EMBASSY ROME Ft 


Column 10 


UNCLAS BRUSSELS 003164 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: BE, MO, PREL, PTER, TU SI 


UNCLAS SECTION 01 OF 02 THE HAGUE 002036 
UNCLAS SECTION 01 OF 02 THE HAGUE 002037 
UNCLAS SECTION 01 OF 02 THE HAGUE 002038 
UNCLAS SECTION 01 OF 02 THE HAGUE 002039 
UNCLAS SECTION 01 OF 02 THE HAGUE 002040 
UNCLAS SECTION 01 OF 02 THE HAGUE 002041 
UNCLAS SECTION 01 OF 02 THE HAGUE 002042 


SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 


SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 


DOE FOR CHERYL DOBBS, NNSA PHONE 
DOE FOR CHERYL DOBBS, NNSA PHONE 
E.O. 12958: N/A TAGS: KSCA, TBIO, OTR/ 
FOR NASA/OER - MARY P. WILLIAMS E.C 
STATE FOR CHERYL DOBBS, NNSA E.O. 
STATE FOR NSF STEVEN BURCH (SBUR' 
STATE FOR CHERYL DOBBS, NNSA E.O. 


CONFIDENTIALLIBREVILLE 000598 SIPDIS SIPDIS PARIS FOR AFRICA WATCHER E.O. 12958: DEC 
CONFIDENTIALABU DHABI 003706 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PREL, KMDI 


Column 10 


UNCLAS BERLIN 002766 SIPDIS SIPDIS E.O. 12958: N/A TAGS: SOCI, KISL, GM SUBJECT: GERMAN MUSL 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002043 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, ASEC, NL S 
CONFIDENTIALABUJA 002459 SIPDIS SIPDIS USDA FAS WASHDC FOR FAA RANDY HAGER USDA І 
UNCLAS CAIRO 005872 SIPDIS SIPDIS FOR USDA/FAS/ICD/FID/SBEASLEY, OA/BIG/ARUDE, FAA/RHAGER 
UNCLAS SECTION 01 OF 02 VIENNA 002790 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVI 


Column 10 
UNCLAS DJIBOUTI 001131 SIPDIS SENSITIVE SIPDIS SENSITIVE BUT UNCLASSIFIED; HANDLE ACCORDI 
CONFIDENTIALSECTION ΟἹ OF 03 NEW DELHI 006527 SIPDIS CORRECT E D COPY (TEXT CHA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SOFIA001342 SIPDIS SIPDIS EUR FOR ASSISTANT SECRETAR' 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 005488 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/ 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 002693 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, EAID, ECC 
CONFIDENTIALTHE HAGUE 002044 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/2016 TAGS: PREL, ICT" 


Column 10 


CONFIDENTIALSECTION 01 OF 08 MADRID 002359 SIPDIS SIPDIS FROM THE CHARGE FOR A/S JI 


Column 10 


CONFIDENTIALDAR ES SALAAM 001564 SIPDIS SIPDIS ACOTA FOR CBECK AND JSEVOLD; AF/E F 


Column 10 


SECRETMADRID 002360 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 09/20/2016 TAGS: PREL, PGOV, U 
CONFIDENTIALSARAJEVO 002199 SIPDIS SIPDIS DEPT FOR EUR/SCE AND L (MANSFIELD); OSD F 
CONFIDENTIALMOSCOW 010486 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PREL, OSCE 


Column 10 


UNCLAS AMMAN 007213 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, KISL, JO SUBJECT: REACTION TO F 


UNCLAS SECTION 01 OF 03 BELGRADE 001522 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, k 
CONFIDENTIAL JERUSALEM 004232 SIPDIS SIPDIS NEA FOR FRONT OFFICE; МЕАЛРА FOR WILLIZ 


SECRETBEIRUT 003042 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/HARDING STATE FOR 
CONFIDENTIALBEIRUT 003043 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/HARDING S 


Column 10 


UNCLAS BUENOS AIRES 002129 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, МНА 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAKAR 002271 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 ΤΑΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 006274 SIPDIS SIPDIS E.O. 12958: DECL: 01/01/2016 TAG 


Column 10 


CONFIDENTIALTHE HAGUE 002046 SIPDIS SIPDIS STATE FOR ISN/CB, EUR/UBI E.O. 12958: DECL 


Column 10 


UNCLAS SECTION 01 OF 02 KINSHASA 001470 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, P 


CONFIDENTIALSECTION 01 OF 02 PARIS 006275 SIPDIS E.O. 12958: DECL: 6/14/2016 TAGS: PREL, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KHARTOUM 002294 SIPDIS SIPDIS STATE FOR AF A/S FRAZER 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CARACAS 002877 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 

CONFIDENTIALBANJUL 000583 SIPDIS SIPDIS SECSTATE PLS PASS OPIC, EXIM, USTDA; DEPT. Ol 
UNCLAS DAKAR 002276 SIPDIS SIPDIS STATE FOR IO/PSC, NEA, AF/RSA AND AF/W E.O. 12958: N/A TAG 
UNCLAS LA PAZ 002538 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND LPETRONI COMMERCE FOR J/ 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003512 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 


Column 10 


UNCLAS BUENOS AIRES 002136 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, МНА 


Column 10 


UNCLAS MEXICO 005293 SIPDIS SIPDIS E.O. 12958: N/A TAGS: MX, PGOV, PHUM, PREL, WHO SUBJECT: 
UNCLAS LA PAZ 002539 SIPDIS SENSITIVE SIPDIS STATE FOR PM/DTCC BLUE LANTERN COORDINATOF 
UNCLAS SECTION 01 OF 02 BRASILIA 001992 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, El 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 001993 SIPDIS SIPDIS STATE PASS USAID FOR MARK DYBUL STA 


Column 10 


CONFIDENTIALUSUN NEW YORK 001838 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2016 TAGS: PREI 


UNCLAS SECTION 01 OF 02 WELLINGTON 000736 SIPDIS SIPDIS SENSITIVE STATE FOR D (FRITZ), EAF 


Column 10 


CONFIDENTIALMANAGUA 002059 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN E.O. 12958: DECL 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 001994 SIPDIS SIPDIS STATE PLS PASS TO EPA/OIA FOR HILL-MAt 


Column 10 


UNCLAS MANAGUA 002060 SIPDIS SIPDIS SAN JOSE FOR FAS/KNISHIURA USDA FOR FAS/RCOONROD 
CONFIDENTIALMANAGUA 002061 SIPDIS SIPDIS E.O. 12958: DECL: 09/17/2026 TAGS: KDEM, NU, F 


Column 10 


CONFIDENTIALMANAGUA 002062 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN E.O. 12958: DECL 


Column 10 


CONFIDENTIALPANAMA 001836 SIPDIS SIPDIS DEPT FOR WHA/CEN ELIATELLO E.O. 12958: DEC 


Column 10 


CONFIDENTIALSANTO DOMINGO 003000 SIPDIS SIPDIS STATE FOR WHA, WHA/CAR, INR/IAA; US 
CONFIDENTIALSECTION 01 OF 02 MEXICO 005312 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 T/ 


Column 10 


CONFIDENTIALBOGOTA 008623 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: KJUS, PGOV, F 
UNCLAS BUENOS AIRES 002139 SIPDIS SIPDIS E FOR THOMAS PIERCE, WHA FOR WHA/BSC AND WHA 


Column 10 


UNCLAS QUITO 002351 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, UN, IO, EC SUBJECT: GOE TO HOST 


CONFIDENTIAL QUITO 002352 SIPDIS SENSITIVE SIPDIS E.O. 12958: DECL: 09/05/2016 TAGS: PGO 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000737 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAD 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 030413 SIPDIS USDOC FOR DAS LEVINE AND ІТА/МАС/АР/МС( 


Column 10 


UNCLAS STATE 155973 SIPDIS SIPDIS E.O. 12958: N/A TAGS: MARR, MOPS, PREL, IZ SUBJECT: CIVILIAN 
UNCLAS MANAGUA 002065 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN AND H FOR MIKE SMITH E. 


Column 10 


UNCLAS SINGAPORE 003003 SIPDIS SIPDIS STATE FOR PM/DTTC BLUE LANTERN COORDINATOR E.O. 


Column 10 


UNCLAS DHAKA 005933 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EFIN, ECON, IMF, BG, BD SUBJI 
UNCLAS SKOPJE 000887 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/SCE E.O. 12958: N/A TAGS: PREL, I 


UNCLAS TOKYO 005372 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 001066 SIPDIS SENSITIVE SIPDIS FROM THE CONSUL Gl 
CONFIDENTIALSECTION 01 OF 04 THE HAGUE 002047 SIPDIS SIPDIS E.O. 12958: DECL: 09/15/201 


Column 10 
UNCLAS THE HAGUE 002048 SIPDIS SIPDIS STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S SECDEF FOR OSL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TBILISI 002512 SIPDIS SIPDIS DEPT FOR EUR/DAS BRYZA AND 


Column 10 


UNCLAS ΤΗΕ HAGUE 002049 SIPDIS SIPDIS STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S SECDEF FOR OSL 


Column 10 


CONFIDENTIALBASRAH 000152 SIPDIS SIPDIS E.O. 12958: DECL: 9/20/2016 TAGS: PREL, PGOV, K 


Column 10 


UNCLAS SECTION 01 OF 05 TOKYO 005399 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS AIT TAIPEI 003259 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRES 


Column 10 


CONFIDENTIALBANGKOK 005796 SIPDIS SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 08/30/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAKU 001372 SIPDIS SIPDIS E.O. 12958: DECL: 09/12/2016 TAG: 


Column 10 


UNCLAS TOKYO 005408 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, JA SUBJECT: IT\'S OFFI( 


Column 10 


CONFIDENTIALSEOUL 003249 SIPDIS SIPDIS E.O. 12958: DECL: 09/08/2016 TAGS: PGOV, PINR, PF 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 005797 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND EBC 


Column 10 


UNCLAS JAKARTA 011660 SIPDIS SIPDIS SENSITIVE DEPT FOR S/OGAC/MDYBUL DEPT ALSO PASS TOU 
UNCLAS MUSCAT 001382 SIPDIS SIPDIS STATE FOR NEA/ARP, EB/CBA STATE PASS USTR FOR JBUNTIN 
CONFIDENTIALBEIJING 020011 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2031 TAGS: PREL, UNSC, T 


Column 10 


CONFIDENTIALMANILA 003959 SIPDIS SIPDIS STATE FOR EAP AND EAP/MTS USPACOM ALSO FO 
CONFIDENTIALBEIJING 020012 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2016 TAGS: PREL, UNSC, E 


Column 10 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 003261 SIPDIS SIPDIS DEPARTMENT FOR DS/IP/EAP, DS 


Column 10 


CONFIDENTIALBAGHDAD 003515 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2016 TAGS: PGOV, PREL 


Column 10 


CONFIDENTIALANKARA 005490 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PTER, PREL, K 


CONFIDENTIALKUALALUMPUR 001763 SIPDIS SIPDIS STATE PASS USTR FOR BARBARA WEISEL 


Column 10 


CONFIDENTIALSECTION 01 OF 04 RANGOON 001375 SIPDIS SIPDIS STATE FOR EAP/MLS, EAP/PI 


Column 10 


UNCLAS ACCRA 002212 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAID, ECPS, GH, PHUM SUBJECT: GLOBAL 
CONFIDENTIALSECTION 01 OF 04 HANOI 002412 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS E.C 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIJING 020019 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2031 T/ 


Column 10 


CONFIDENTIAL COLOMBO 001540 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2016 TAGS: PREL, PTER 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 003516 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2026 


Column 10 


SECRET SECTION 01 OF 02 KUALA LUMPUR 001764 SIPDIS SIPDIS FOR EAP E.O. 12958: DECL: 09/2C 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002050 SIPDIS SIPDIS FOR INT/USGS/RESTON/WLRIPPLE TEL: 
CONFIDENTIALSECTION 01 OF 02 RANGOON 001376 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 005799 SIPDIS SIPDIS DEPARTMENT FOR F, P, EAP ( 
CONFIDENTIALTOKYO 005410 SIPDIS CORRECTED COPY - PARA MARKINGS SIPDIS PLE, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001377 SIPDIS SIPDIS STATE FOR EAP/MLS, DRL, K 


Column 10 


UNCLAS SECTION 01 OF 03 PHNOM PENH 001723 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR PRM AN 
UNCLAS SAO PAULO 001013 SIPDIS SIPDIS STATE INR/R/MR; IIP/R/MR; WHA/PD DEPT PASS USTR USE 


Column 10 


UNCLAS LISBON 002069 SIPDIS SIPDIS STATE FOR EAP/K, ISN/CPI E.O. 12958: N/A TAGS: PARM, PREL, | 
UNCLAS SECTION 01 OF 02 JAKARTA 011663 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PTER, ASEC, EFIN, Kt 


Column 10 


UNCLAS SECTION 01 OF 02 TRIPOLI 000527 SIPDIS DEPT FOR NEA/MAG, NEA/MEPI, NEA/RA; AMMAN FC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BERLIN 002769 SIPDIS SIPDIS E.O. 12958: DECL: 09/08/2021 TA 


Column 10 


CONFIDENTIAL PARIS 006292 SIPDIS E.O. 12958: DECL: 6/14/2016 TAGS: PREL, LE, SY, IS, FR SUBJ 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002051 SIPDIS SIPDIS DOE FOR CHERYL DOBBS, NNSA PHONE 
CONFIDENTIALSECTION 01 OF 02 CHIANG MAI 000157 SIPDIS SIPDIS E.O. 12958: DECL: 9/20/201 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002052 SIPDIS SIPDIS STATE FOR EUR/UBI E.O. 12958: N/A TAC 
UNCLAS COLOMBO 001541 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PTER, PHUM, PREF, MOPS, CE $ 
CONFIDENTIALABUJA 002465 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: KDEM, NI, PGOV 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ABU DHABI 003709 SIPDIS NOFORN SIPDIS NSC FOR MCCORN 


Column 10 


CONFIDENTIALBANGKOK 005800 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PGOV, PHUN 
UNCLAS MINSK 001031 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, PREL, BO SUBJE 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 002801 SIPDIS DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVI 


Column 10 


UNCLAS MUSCAT 001384 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PI, OES/PCI STATE PASS EPA TPRAT 
UNCLAS DAMASCUS 004584 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


UNCLAS SECTION 01 OF 02 DUSHANBE 001726 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, ECIN 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 002053 SIPDIS SIPDIS FAMS FOR SHELDON SEMASHKO E.O. 1 
CONFIDENTIALKHARTOUM 002304 SIPDIS SIPDIS DEPT FOR A/S FRAZER, NSC FOR COURVILLE ı 
CONFIDENTIALBANGKOK 005811 SIPDIS SIPDIS TREASURY PASS TO FRB SAN FRANCISCO/TERE 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 005812 SIPDIS SIPDIS TREASURY PASS TO FRB SAI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MOSCOW 010502 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 ` 


Column 10 


CONFIDENTIALKATHMANDU 002557 SIPDIS SIPDIS E.O. 12958: DECL: 09/20/2016 TAGS: PHUM, PC 


Column 10 


UNCLAS KINGSTON 001859 SIPDIS SIPDIS WHA/CAR (RANDALL BUDDEN) E.O. 12958: N/A TAGS: PGOV, 
UNCLAS SECTION 01 OF 02 ABUJA 002466 SIPDIS SIPDIS STATE PASS TO USTR TREASURY FOR DPETE 


Sokoto 


Column 10 


CONFIDENTIALNAIROBI 004105 SIPDIS SIPDIS LONDON AND PARIS FOR AFRICA WATCHERS E.C 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 005814 SIPDIS SIPDIS E.O. 12958: DECL: 09/14/2016 


Column 10 


CONFIDENTIALBOGOTA 008649 SIPDIS SIPDIS E.O. 12958: DECL: 09/19/2016 TAGS: PTER, PGOV, 


Column 10 


CONFIDENTIALASMARA 000751 SIPDIS SIPDIS LONDON, PARIS FOR AFRICA WATCHERS E.O. 12! 


CONFIDENTIALKATHMANDU 002558 SIPDIS SIPDIS USUN ALSO FOR S, P AND A/S BOUCHER E.O 
UNCLAS NICOSIA 001600 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EFIN, ECON, CY SUBJECT: C 


Column 10 


UNCLAS USUN NEW YORK 001839 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KPKO, EAID, SOCI, BR, SL SUBJ 


Column 10 


UNCLAS VIENNA 002809 SIPDIS SIPDIS STATE FOR IO/S E.O. 12958: N/A TAGS: PGOV, UNGA, AU SUBJE 


CONFIDENTIALTUNIS 002408 SIPDIS SIPDIS FOR NEA/MAG (HARRIS) E.O. 12958: DECL: 09/20/20: 


Column 10 


CONFIDENTIALMANAMA 001680 SIPDIS E.O. 12958: DECL: 09/20/2016 TAGS: EFIN, ECON, BA,ECTF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 002881 SIPDIS SIPDIS ENERGY FOR CDAY, ОРУМРЕ 


Column 10 


SECRET TELAVIV 003763 SIPDIS Ε.Ο. 12958: DECL: 09/20/2016 TAGS: КРАЕ, KWBG, PREL, IS SUBJEC 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 005511 SIPDIS SENSITIVE SIPDIS DEPT FOR EB A/S SULLIVAN PAS 


Column 10 


CONFIDENTIALDAMASCUS 004588 SIPDIS SIPDIS DEPARTMENT FOR DS/CC, DS/IP/NEA, NEA/EX; 
CONFIDENTIALSECTION 01 OF 02 ROME 002653 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 09/19 


Column 10 


UNCLAS E F T O SECTION 01 OF 02 SKOPJE 000888 SIPDIS SENSITIVE SIPDIS STATE FOR EUR A/S FRIE 


Column 10 


UNCLAS BOGOTA 008650 SIPDIS SIPDIS PASS TO AVIAN INFLUENZA ACTION GROUP AT STATE E.O. 12€ 
UNCLAS SECTION 01 OF 02 NDJAMENA 001163 SIPDIS SIPDIS DEPT FOR AF, EB, E FOR STEPHEN NEWI 
UNCLAS SAN SALVADOR 002297 SIPDIS SIPDIS DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, | 
UNCLAS SECTION 01 OF 03 ANKARA 005512 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR, 


Column 10 


CONFIDENTIAL JERUSALEM 004238 SIPDIS SIPDIS NEA FOR FRONT OFFICE; МЕАЛРА FOR WILLIZ 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 003787 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP 


Column 10 


CONFIDENTIAL JERUSALEM 004239 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NEA/IPA FOR WILLIA 
UNCLAS KINSHASA 001471 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, CG, ELECTIO 
UNCLAS PARIS 006323 SIPDIS SENSITIVE SIPDIS STATE FOR EB/IFD/OMA TREASURY FOR DO/IDD AND 
UNCLAS KINSHASA 001472 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, CG, ELECTIO 


Column 10 


UNCLAS SAN SALVADOR 002300 SIPDIS SIPDIS DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, | 
CONFIDENTIALPARIS 006326 SIPDIS STATE FOR EB/ESC, EUR/WE, EUR/ERA, NEA/NGA AND ΕΑΡΙ. 


Column 10 


UNCLAS PANAMA 001842 SIPDIS SIPDIS DEPT FOR WHA/CEN TELLO E.O. 12958: N/A TAGS: ECON, ETR 


Column 10 


CONFIDENTIALBUCHAREST 001479 SIPDIS SIPDIS STATE FOR EUR AND NEA E.O. 12958: DECL:( 
UNCLAS SECTION 01 OF 02 KINSHASA 001473 SIPDIS SENSITIVE SIPDIS TREASURY FOR OWHYCHE-SF 
SECRET SECTION 01 OF 04 BEIRUT 003060 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/MARCHESE/H/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VATICAN 000201 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BERLIN 002782 SIPDIS SIPDIS EUR/AGS, EUR/ERA, USTR FOR 


Column 10 


UNCLAS COTONOU 000918 SIPDIS SIPDIS DEPT FOR AF/W (DBANKS) PARIS FOR DVELIA E.O. 12958: N/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BUDAPEST 001902 SIPDIS SIPDIS DEPARTMENT PLEASE PASS 


Column 10 


UNCLAS KINSHASA 001474 SIPDIS SENSITIVE SIPDIS PASS TO OPIC (JEDWARDS) E.O. 12958: N/A TAGS 
UNCLAS SAN SALVADOR 002303 SIPDIS SIPDIS DRL FORC. NEWLING, WHA/CEN FOR J. CORNFORTH, F 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 003529 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 


Column 10 
CONFIDENTIALBOGOTA 008663 SIPDIS SIPDIS E.O. 12958: DECL: 09/18/2016 TAGS: PGOV, PREL, ! 


Column 10 


UNCLAS SANAA 002697 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, KDEM, YM SUBJE 
UNCLAS RABAT 001745 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/MAG, ISN/WMDT, T:TIM KATSAPIS E. 
UNCLAS USUN NEW YORK 001845 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, KUNR, UNGA/C-5 SUBJE 
UNCLAS BRIDGETOWN 001673 SIPDIS SIPDIS DOC FOR NWSJONES STATE FOR WHA/CAR AND OES/S/ 
UNCLAS USUN NEW YORK 001846 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, AFIN, UN SUBJECT: UN F 
UNCLAS USUN NEW YORK 001847 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, KUNR, UNGA/C-5 SUBJE 


Column 10 


UNCLAS BUENOS AIRES 002149 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, МНА 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 001999 SIPDIS SIPDIS STATE PLS PASS TO NIH/FIC FOR MSMITH : 


Column 10 


UNCLAS BRASILIA 002001 SIPDIS SIPDIS STATE PASS TO DHHS/NIH/FIC FOR KEVIN BIALY E.O. 12958: N 


Column 11 


Syrian security member was 


Column 11 


NGA SUBJECT: FRENCH PARTICIPATION IN TRANSATLANTIC LUNCH, UNGA MEETINGS REF: STA 
active 


Column 11 


Column 11 


Column 11 


ECT: ITALY CO-CHAIRING COMMUNITY OF DEMOCRACIES WORKING GROUP REF: A. STATE 149€ 
On 25 (August) I 


Column 11 


time was 


we 


Column 11 


Column 11 


moral assistance provided by the United 


Column 11 


Column 11 


bearer certificates. V' 


Column 11 


Column 11 


., PTER, XL SUBJECT: DEMARCHE DELIVERED ON UN PEACEKEEPING FORCE FOR NAM ATTENDI 
in a positive direction. V 


grito\" in the Zocalo on the 


Column 11 


Column 11 


contribute to 


Column 11 


Column 11 


Mauritania is not yet ready for an Afro-Mauritanian 


Column 11 


Column 11 


.ECTIONS SUBJECT: BEMBA MEDIA IS BACK AND ALREADY SANCTIONED BY HAM REF: А. KINSH/ 
We give you our oath 


Column 11 


tax\" for transiting gang 


Column 11 


Column 11 


is totally convinced about CAFTA.\" He said that this 


15) USUN FOR OLSON NSC FOR WILLIAMS-MANIGAULT DEPT PASS TO WHA/PPC (YONEOKA АМС 
reports from OAS observers throughout the day 


Column 11 


Column 11 


Column 11 


Foiled attack on US Embassy in Syria V 


Column 11 


Column 11 


Column 11 


2. 12958: N/A TAGS: PREL, UNGA, UNSC, DR SUBJECT: DOMINICANS DECLARE FOR UN SECURIT’ 
[ GARCIA DECLINES INVITATION TO UNGA DEMOCRACY EVENT REF: STATE 149099 Polcouns del 
is totally convinced about CAFTA.V' He said that 


HA/PPC - YONEOKA AND DEACON SIPDIS E.O. 12958: N/A TAGS: PREL, OTRA, OVIP, KSEP, UNGA, 
HEADING IN THE RIGHT DIRECTION\" ON JOINING 


Column 11 


product" of U.S. 


Column 11 


3M, PM SUBJECT: FINCEN DIRECTOR BOOSTS USG ANTI-MONEY LAUNDERING MESSAGE REF: А 
TKE PLEASE PASS TO DOE SLADISLAW AND KFREDRIKSEN E.O. 12958: N/A TAGS: TRGY, SENV, E 
TKE PLEASE PASS TO DOE SLADISLAW AND KFREDRIKSEN E.O. 12958: N/A TAGS: TRGY, SENV, E 
reorganizing their house\". Rousseff and the Casa Civil are 


Column 11 


postwar-denying cabinet" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


И, PREL, PTER, CE SUBJECT: SRI LANKA: LOCAL EMPLOYEE OF US NGO KILLED NEAR TRINCOM, 
М, PREL, PTER, CE SUBJECT: SRI LANKA: LOCAL EMPLOYEE OF US NGO KILLED NEAR TRINCOM, 
Serving 


Column 11 


Column 11 


foreign style\" mergers and acquisitions and other 


Column 11 


Column 11 


Column 11 
Serving 


Column 11 


volunteer\" to participate in a 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


preliminary 


Column 11 


Column 11 


the big headache for the rest of (the 


Column 11 


irresponsible acts of vandalism\" and emphasized that French farmers 


Column 11 


'OYOS, DRL E.O. 12958: N/A TAGS: KCRM, KTIA, PHUM, RP SUBJECT: AMBASSADOR SIGNS TIP AC 
Bankruptcy Administration 


Column 11 


Column 11 


Column 11 


Column 11 


not related" to the U.S. position on 


¡DOC FOR 3131/USFCS/OIO/ANESA/KREISSL USDOC FOR 4530/MAC/ANESA/OSA ICE HQ FOR STR 
6 TAGS: PREL, РИМА, BP SUBJECT: SOLOMON ISLANDS: EXPRESSING USG CONCERNS REF: ЭТА 
widening 


Column 11 


Ч SUBJECT: ESTONIA ON ASSISTANCE TO LEBANON REF: STATE 148157 (U) On September 8, Polc 
ҮІ, EN SUBJECT: ESTONIA ON SERBIA\'S ICTY COOPERATION REF: STATE 146343 (U) On Septem! 
'ND, CT, KPAO, PTER, KN, KS, EN SUBJECT: ESTONIA ON UNSC RESOLUTION 1695 REF: STATE 1: 
2. 12958: DECL: 09/12/2011 TAGS: PREL, AM, IR SUBJECT: IRANIAN PARLIAMENT SPEAKER LURES 


'HA/OFDA FOR KISAACS, GGOTTLIEB, AFERRARA, ACONVERT,CGOTTSHALK, KCHANNELL, LPOW 
niche\" capability. Noting that several hundred 


bridgehead\" іп one of RussiaVs key 


Column 11 


Column 11 


However 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


serenity\" and is now using V'insulting words" to 


Column 11 


Column 11 


Column 11 


buddy-buddy\" in the 


Column 11 


We members of the National Assembly are guided 


Column 11 


Column 11 


3, EPET, IZ SUBJECT: CHAIRMAN OF COUNCIL OF REPRESENTATIVES ENERGY COMMITTEE ON F 
: EFIN, ETTC, ΚΤΕΝ, PREL, PTER, FR, IT SUBJECT: TERRORISM FINANCE: REQUEST FOR POSTSV 
We need to set the stage for giving 


Column 11 


Column 11 


Column 11 


I'M NOT COMPETENT IN THAT AREA" 


Column 11 


Column 11 


A, PGOV, SU SUBJECT: DEMARCHE DELIVERED: UN PEACEKEEPING FORCE IN DARFUR FOR NAN 


Column 11 
Price is the only 


Column 11 


Column 11 


youth revolution 


Column 11 


Column 11 


Column 11 


Column 11 


Great Leap Forward" (1959-1961) on the 


Column 11 


Column 11 


Column 11 


JSGS.GOV E.O. 12958: N/A TAGS: OTRA, TPHY, KSCA, ECON, SENV, SP SUBJECT: SPAIN COUNTR' 
JSGS.GOV E.O. 12958: N/A TAGS: OTRA, TPHY, KSCA, ECON, SENV, SP SUBJECT: SPAIN COUNTR' 
>SA CAROLE.ZOK@DOT.GOV E.O. 12958: N/A TAGS: ELTN, OTRA, SP SUBJECT: SPAIN COUNTRY ! 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. HEINZ ARNHEITER REF: А. SECSTA 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. JOSEPH SCHILOACH REF: A. SECS 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DRS. VALENCIA, PAVAN AND HUIZING F 


Column 11 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. GEORGE THOMA REF: A. SECSTAT 


RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. JENNIFER LIPPINCOTT-SCHWARTZ 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. JORDI CAMPS REF: А. SECSTATE 1 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. EDWARD EDDY REF: A. SECSTATE 
RA SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. MICHAEL ROGAWSKI REF: A. SECS 


make change.\" The Cardinal said he 


REFERENDUM" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Formosa Sunrise\" rally planned by the Taiwan Society on September 


Column 11 


Column 11 


Column 11 


), PREF, SMIG, UNGA, EZ SUBJECT: CZECHS OPPOSE UN PERMANENT FORUM ON INTERNATION, 
2. 12958: N/A TAGS: ASEC, CASC, SOCI, SU, PGOV SUBJECT: KHARTOUM - EAC MEETING: DAMAS 
prepare\" villagers in advance of our visits. 


Column 11 


Column 11 


BJECT: Test message CLASSIFIED Mel Rollins, IMO, CL REASON: 1.4 (G), DRV FROM: DOS CLASSII 
JECT: Test message CLASSIFIED Mel Rollins, IMO, CL REASON: 1.4 (G), DRV FROM: DOS CLASSIFI 
ID MCC FOR S GROFF, D NASSIRY AND E BURKE E.O 12958: N/A TAGS: ECPS, EINT, EAID, PHUM, 
=NSITIVE Е.О. 12958: N/A TAGS: CASC, EFIN, EINV, КІРЕ, ОРІС, PGOV, CE SUBJECT: 2006 REPOR? 
entrust to an 


Column 11 


Column 11 


358: N/A TAGS: TSPA, OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA\'S JOHNS 
no special treatment" for 


Column 11 


Column 11 


P/AF E.O. 12958: N/A TAGS: ASEC, PTER, CASC, PINS, AMGT, SG SUBJECT: DAKAR: EMERGENCY 
INMARSAT, KHLS, AE SUBJECT: UAE UPDATE ON SUPPORT FOR INTERNATIONAL MOBILE SATELI 
illegal" boarding school for Koranic studies for boys 15 


Column 11 


К E.O. 12958: DECL: 09/13/2026 TAGS: PREL, PTER, IS, LE, IN, AORC SUBJECT: LEBANON DEMAR 
nationalist chauvinist tide" that undermines the future 


Column 11 


Column 11 


French intelligence is taking these threats 


Column 11 


Column 11 


Column 11 


JE, IO/UNP, IO/RHS, G-TIP E.O. 12958: DECL: 09/13/2016 TAGS: KCRM, KWMN, LA, PGOV, PHUM, PI 
JD USTR FOR SAUMS TREASURY FOR NUGENT/HIRSON COMMERCE FOR 4520/ITA/ANESA/TALA/ 
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:301-903-8630 E.O. 12958: N/A TAGS: ENGR, TRGY, OTRA, KNNP, NL SUBJECT: COUNTRY CLEAR. 
:301-903-8630 E.O. 12958: N/A TAGS: ENGR, TRGY, OTRA, KNNP, NL SUBJECT: COUNTRY CLEAR. 
A, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR DEPARTMENT OF HEALTH AND HUMAN SI 
2. 12958: N/A TAGS: TSPA, OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA AME: 
12958: N/A TAGS: ENGR, OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR DEPARTME 
CH@NSF.GOL) E.O. 12958: N/A TAGS: TPHY, OTRA, KSCA, NL SUBJECT: COUNTRY CLEARANCE C 
12958: N/A TAGS: ENGR, OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR DEPARTME 
L: 09/19/2016 TAGS: PREL, PGOV, OIIP, OPRC, GB, EK SUBJECT: PRESS ACCUSES INTERIOR MINI: 
campaigns\" to discredit 
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Column 11 


very 
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iUBJECT: COUNTRY CLEARANCE GRANTED FOR FAA FRANKFURT OFFICIAL MARCOS RIVERA - O 
FOR APHIS JOHN SHAW USDA FOR WAYNE MOLSTAD/OSEC USAID/W FOR AFR/WA ANGELA LOZ/ 
ı DEPT FOR EP/MSPIRNAK, NEA/ELA E.O. 12958:N/A TAGS: EAGR, ETRD, BEXP, USTR, TBIO, TSPL 
tougher in tone 


Column 11 


Column 11 


Column 11 
INGLY STATE PASS TO AF AND AF/E LONDON, PARIS FOR AFRICA WATCH E.O. 12958: N/A TAGS: F 
They don\'t want to be a part 
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Column 11 


second-class membership." 


Column 11 


insulting 


Column 11 


Column 11 


Column 11 


Column 11 


JN, KMPI, KMCA, YM SUBJECT: U.S. AND YEMEN FIGHT CORRUPTION WITH EYE ON MCC REF: A. 
The Prosecutor ... obviously agrees very much that a 
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Africa begins at the Pyrenees.\" 
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Column 11 


Column 11 


wants us (the African Union) out at 
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Column 11 


IN, EU, SP, KPAL SUBJECT: SPANISH POSITION IN ADVANCE OF SEPTEMBER 15 GAERC REF: А. S 
"OR FLORY; NSC FOR BRAUN E.O. 12958: DECL: 09/01/2015 TAGS: PGOV, PREL, PINR, KJUS, BK $ 
fortified" by the referendum. Transnistrians will most 
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offensive 


(DEM, SR, PBTS, PGOV, PNAT, MW SUBJECT: Scenesetter for the Secretary of Defense\'s Visit to Moni 
specific to the TIM\" -- and 


: NEA/ELA, NEA/FO:ATACHCO E.O. 12958: DECL: 09/19/2016 TAGS: IS, LE, PREL SUBJECT: LEBANC 
Crimes Against Humanity!" language. 
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US - confronted ideas on power division!" 


Column 11 
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RENTREE POLITIQUE 2006" ARROGANCE 
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to do something\" that would provide a suitable fig leaf. 
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clearing house\" to match 
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upset" with the events. Bemba has not 


symbolic gesture V' that would produce a general 
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Column 11 
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all\" 
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The Turkey" and working most recently 
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Column 11 


Column 11 
F ENERGY FOR OFFICE OF POLICY AND INTERNATIONAL AFFAIRS E.O. 12958: DECL: 09/19/2016 ` 
S: PREL, KPKO, IR, LE, SG SUBJECT: WADE MEETS WITH IRANIAN PRESIDENT AND OFFERS PEA 


CAUTIOUSLY OPTIMISTIC\" AFTER 


Federalism can happen when the situation is 
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Column 11 


Column 11 


La Nacion\" carries an exclusive interview with Mr. 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


MEXICO REQUESTS SUPPORT FOR CANDIDATE FOR W.H.O. DIRECTOR GENERAL Per a dipnote 
1AND WHA/AND LPETRONI E.O. 12958: N/A TAGS: ETTC, KOMC, BL SUBJECT: BLUE LANTERN EN 
V more than 20 countries ready to form 
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agree to disagree" on issues related to abstinence and VBe 
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simply by the fact of 


hiccups\" on the NZ side due 
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converts" were featured during one of Ortega\'s TV marathons. 
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Airport visas" do not exist 
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Е.О. 12958: N/A TAGS: EAGR, ECON, ETRD, KPAO, NU SUBJECT: RELEASE OF INFORMATION ON | 
The Best Poll Will be On 5 November!" 
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a choice between 


Column 11 


soft opening!" (unadvertised) the week 
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SOUTHCOM ALSO FOR POLAD; TREASURY FOR OASIA-JLEVINE; DEPT PASS USDA FOR FAS; USI 
precise facts and greater 
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Column 11 


?INR, PREL, PTER, CO SUBJECT: PROSECUTOR GENERALVS OFFICE UNDER SCRUTINY Classifie: 
Disrupted Energy" 
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Column 11 


peaceful solutions" to the 


prevaricato\" (perversion of justice) when he called 


Column 11 


Column 11 


Serving 


Column 11 


critical" shortage of 
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INVITATION TO CENTCOM CONFERENCE ON IRAQ 1. This is an action request. See para. 7. 2. SUN 
pinata\") 
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Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


color 


Column 11 


ECT: IMF PRGF REVIEW TEAM GENERALLY POSITIVE,BUT FRUSTRATED WITH OIL PRICE SUPPOI 
Media Print Macedonia 


Imposition of Financial Sanctions on DPRK: No Option 
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Column 11 


ENERAL PLEASE PASS REXON RYU IN OFFICE OF SENATOR HAGEL E.O. 12958: N/A TAGS: OVIP, 
as an organization with 
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Column 11 
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Column 11 


Column 11 
up to ten\" as indicated in the budget using regular 
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Column 11 


Column 11 
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Cossacks\" in South Ossetia 
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cooperative arrangement" with the TS on how S&A would be 
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HONORABLE COVENANT\" FOR COOPERATION AND PEACE IN DHI QAR 
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air wall" stretching from the Izu Peninsula to 
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China Times\" 
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expelled\" to the 
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Column 11 


Column 11 
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coordination council" which 
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carry on 


Column 11 


just as deterred\" at the end of the transfer 


Column 11 


Column 11 


if the baht goes 


Column 11 


Column 11 


ISAID/OHA/YAMASHITA/PICK DEPT ALSO PASS TO HHS/WSTEIGER BANGKOK FOR USAID/RDM/A 
| COMMERCE FOR ITA DAS VINEYARD E.O. 12958: N/A TAGS: BEXP, ECON, EINV, ETRD, PREL, KMI 
somewhat surprised" by the coup 


Column 11 


R FPA HUSO SECDEF/OSD/ISA/AP (LAWLESS/TOOLAN/BAILEY) JS/J5 (WILKES/ROBINSON/CLEMM 
3M, CH SUBJECT: CHINA DISAPPOINTED BURMA PLACED ON UNSC AGENDA REF: STATE 155034 


Column 11 
tea-party\" gathering in 


Column 11 


Column 11 


Column 11 


strongly denounced a raid by U.S. forces on the 
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PKK in Europe" effort holds 


almost there" in 


Column 11 


Please don\'t be bad again or you will 
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.INTERNET FREEDOM INITIATIVE: RESPONSE TO REQUEST FOR INFORMATION REF: SECSTATE 
abuse of power\" by the 
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color revolution\" in Kyrgyzstan a year and a half 
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hacked to death by machete\" in the eastern 
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if both sides stay hard 
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NO TEARS FOR THAKSIN\" -- INITIAL MALAYSIAN 
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703 648-6056 E.O. 12958: N/A TAGS: OTRA, TPHY, KSCA, NL SUBJECT: COUNTRY CLEARANCES C 

A FOR FPA, TREASURY FOR OASIA:AJEWELL E.O. 12958: DECL: 09/19/2016 TAGS: ELAB, PHUM, P! 
250 FOR DASD/ISA NSC FOR WILDER PACOM FOR J00 AND FPA HUSO Е.О. 12958: БЕСІ: 09/20/2 
encircling\" China 
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Column 11 


terrorists in 
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ЧО EAP/MLS BANGKOK ALSO FOR REFUGEE COORDINATOR HONNOLD GENEVA FOR ВМА Е.О. 1 
Announced Crisis Reflects Increasing Dissatisfaction With Entry 
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KNNP, MNUC, WMD, CT, KPAO, PTER, KNAR, KS, PO SUBJECT: PORTUGAL FULLY SUPPORTS UNS 
Anshar.net 
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negative 
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social-market.\" Merkel 


Column 11 


pave the way 
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=: 301-903-8630 E.O. 12958: N/A TAGS: ENGR, TRGY, OTRA, KNNP, NL SUBJECT: COUNTRY CLEAR. 
protection" was in place near 
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29: OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIAL MICHAEL WASHIN 
3UBJECT: SRI LANKA: AIR FORCE STRIKES TIGER TARGETS IN BATTICALOA; JOURNALISTS ESCA 
less than one-tenth of what | have on the President. V" 
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three pillars" which 
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A, TH SUBJECT: THAILAND COUP: PROPOSED STATEMENT REGARDING POSSIBLE USG SANCTIO 
stereotypical 
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precautionary measure.\" This contradicts 
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HER E.O. 12958: N/A TAGS: PREL, SENV, KMPI, MU SUBJECT: SUCCESSFUL EPA WORKSHOP COI 
President Asad reviews repercussions of the Israeli aggression 
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SCO Energy 
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2958: N/A TAGS: ЕЛІН, PTER, ASEC, OTRA, HL SUBJECT: COUNTRY CLEARANCE GRANTED FOR | 
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=SA CURRAN E.O. 12958: DECL: 09/19/2016 TAGS: PGOV, PHUM, TH SUBJECT: THAILAND: MY MEE 
Council for Democratic Reform under 
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inconvenient\" tenants or allow them to rent housing 
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documented gross human right 
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PHUM, JM SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR US IMET 3 OCT 2006 1. (U) F 
drylands 


Yobe 
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DON\'T DOUBT OUR WILL ОМ 
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secret" meeting in Caracas on September 
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don 
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not 
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Getting the Peacebuilding 
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could guarantee" that Austria would 


SUPERPOWER EMBASSIES\" 
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streamlined" 
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full supporti" 
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open dialogue" on 
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developed" countries. Since then 
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NEA/ELA; OBO/OM/AM/NEA; PD/PMB/NPB E.O. 12958: DECL: 10/12/2015 TAGS: ASEC, PGOV, ABLL 
Freedom and Security: Counterterrorism and 
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NATO Roadshow'' visit to Macedonia 
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H. THOMPSON E.O. 12958: N/A TAGS: MARR, MASS, MOPS, PHUM, PINR, ES SUBJECT: REQUEST 
insulting 
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within a few days 
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apology" as insufficient. Aside from the comments of the 
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¡MS/MAHER/STEINGER; NSC FOR ABRAMS/DORAN/WATERS; TREASURY FOR SZUBIN/LOEFFLER, 
NS SUBJECT: KABILA ALLIES CLAIM DRC PARLIAMENTARY MAJORITY 1. (U) Officials of a coalition : 


OUSED/IMF SECDEF FOR USDP/DSAA PASS EXIM FOR CLAIMS -- EDELARIVA PASS USDA FOR CC 
criminal act" designed to prevent 
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H. THOMPSON E.O. 12958: N/A TAGS: MARR, MASS, MOPS, PHUM, PINR, ES SUBJECT: REQUEST 
business as usual\" signal 
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no\" because they were concerned with decentralization 
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39/11/2016 TAGS: PREL, PTER, USUN, LE, SY, EU, RO SUBJECT: ROMANIA: SYRIA DEMARCHE DEL 
JAW E.O. 12958: N/A TAGS: ECON, EFIN, PGOV, CG SUBJECT: IMF RES REP VIEWS ON DRC ECON 
any day 
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misunderstanding\" and again 
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Less is More\" 
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| am convinced...that 
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between honesty 
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3: ECON, EINV, ETRD, EAIR, PGOV, CG SUBJECT: ECONOMIC IMPACT OF THE AUGUST VIOLENCE 
1. THOMPSON E.O. 12958: N/A TAGS: MARR, MASS, MOPS, PHUM, INR, ES SUBJECT: REQUEST Ft 
COMPROMISE DEAL\"; TAWAFUQ REMAINS SKEPTICAL AND ITILAF 


Column 11 


Column 11 


Column 11 
kid gloves\" leading up to Ecuador\'s presidential 
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CT: ELECTIONS SITREP 2: ORDERLY VOTING CONCLUDES, TREPIDATION AS COUNTING BEGINS 
O. 12958: N/A TAGS: KGIC, MCAP, PINR, PINS, PTER, KNNP, MO SUBJECT: MOROCCO: GLOBAL INI 
CT: UN SCALE OF ASSESSMENT: REQUEST FOR GUIDANCE ON ARTICLE 19 EXEMPTIONS This is 
AT. E.O. 12958: N/A TAGS: OTRA, TPHY, KSCA, BB SUBJECT: COUNTRY CLEARANCE GRANTED TO 
REQUESTS PAYMENT OF U.S. ASSESSMENT FOR TWO PEACEKEEPING OPERATIONS 1. USUN πε 


other" 
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Exchange of Accusations between Iran and the US at the UN" 
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Stereocilia 
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TARGETING OF EBV LATENCY IN 


TE 149114 SENSITIVE BUT UNCLASSIFIED. Please treat accordingly. 1. (SBU) FM Douste-Blazy 


322 B. STATE 149099 1. Poloff delivered Ref A demarche on the Community of Democracies (CI 


EES REF: STATE 151212 1. Per reftel instructions, talking points on the UN Peacekeeping Force ir 


ASA 1208 B. KINSHASA 1401 1. (U) Summary. One day after recommencing their broadcast ope 


) DEACON) HQSOUTHCOM ALSO FOR POLAD DEPT PASS TO AID/OTI RPORTER DEPT PASS” 


Y COUNCIL, 2008-09 1. In a diplomatic note received by the Embassy on September 7, the Dominic 
ivered reftel invitation on 9/11 to Ana Rosa Valdivieso, Director General of the Foreign Ministry\'s Offic 


, GY SUBJECT: PRESIDENT JAGDEO TO ATTEND UN GENERAL ASSEMBLY REF: A) STATE 112 


\. PANAMA 1477 B. PANAMA 1532 С. PANAMA 1187 1. This message is SENSITIVE. Pleas 
zNRG, KSCA, ETRD, EAGR, BR SUBJECT: USG PRESENTS ETHANOL COOPERATION STRATE 
zNRG, KSCA, ETRD, EAGR, BR SUBJECT: ETHANOL FORUM - PREPARATORY MEETING OUTC 


ALEE 1. (U) On the afternoon of September 11, a 31 year old Tamil employee of Seattle-based NGC 
ALEE REF: COLOMBO 1433 Classified By: CDA James R. Moore for reasons 1.4b. 1. (U) On the = 


3REEMENT WITH JUSTICE SECRETARY SIPDIS REF: A. E-MAIL FULLERTON/DEAN SEPT 8 


ATEGIC INVESTIGATIONS STATE FOR EB/ESP E.O. 12958: N/A TAGS: ETTC, ETRD, BEXP, IN € 
ATE 151965. CLASSIFIED BY: Robert Fitts, Ambassador, U.S. Embassy Port Moresby, Department o 


Ж delivered reftel points to Arti Hilpus, MFA Director for Security Policy. Hilpus informed us that it is L 
oer 8, Polof delivered reftel points to Raul Toomas, MFA Balkans desk officer. Toomas took points or 
46316 1. (U) On September 11, Poloff delivered reftel points to Andres Talvik, MFA Director for Asia, 
HIS ARMENIAN COUNTERPART OFF THE RESERVATION YEREVAN 00001278 001.5 OF 002 

'ERS, CABLA (A)AA/AFR FOR WWARREN DCHA/FFP FOR BHAMMINK, JDWORKEN, DNELSON 


IYDROCARBON LAW REF: BAGHDAD 3341 Classified By: ECON MINCOUNS DANIEL WEYGAN 
NOMINATION OF ADDITIONAL CANDIDATES FOR TRANCHE Il OF THE RADICAL IDEOLOGUE 


AATTENDEES REF: SECSTATE 151212 1. (U) Post delivered reftel A demarche to the Peace, Sec 


Y CLEARANCE FOR USGS: PAUL BEDROSIAN REF: SECSTATE 150059 1. Embassy grants cou 
Y CLEARANCE FOR USGS: SUSAN CANNON REF: SECSTATE 151059 1. Embassy grants coun 
CLEARANCE FOR DEPARTMENT OF TRANSPORTATION, ROSE MCMURRAY REF: SECSTATE 
\TE 149193 B. FICT-2940-06 1. Embassy grants country clearance to Dr. Heinz Arnheiter, Chief, 
TATE 149196 B. FICT-2943-06 1. Embassy grants country clearance to Dr. Joseph Shiloach, S« 
ЕЁ: A. SECSTATE 151176 B. FICT-2952-06 1. Embassy grants country clearance to Dr. Julio V. 


E 151201 B. FICT-2884-06 1. Embassy grants country clearance to Dr. George Thoma, Staff Sc 

REF: A. SECSTATE 151207 B. FICT-3013-06 1. Embassy grants country clearance to Dr. Jenr 
47070 B. FICT-2904-06 1. Embassy grants country clearance to Dr. Jordi Camps, Postdoctoral 
145942 B. FICT-2867-06 1. Embassy grants country clearance to Dr. Edward Eddy, Senior Inve 
¡TATE 148181 B. FICT-2984-06 1. Embassy grants country clearance to Dr. Michael Rogawski, ! 


AL MIGRATION AND DEVELOPMENT REF: STATE 122513 1. (U) EconOff spoke with MFA Multila 
CUS AND DEMONSTRATIONS 1. Summary: On September 13, 2006, the Embassy Khartoum En 


ΞΙΟΑΤΙΟΝ GUIDE, DTD JUN 89. This cable is a test for Lahore\'s EACT Classified cable delivery sy: 
CATION GUIDE, DTD JUN 89. This cable is a test for Lahore\'s EACT Classified cable delivery syst 
CE SUBJECT: SRI LANKA: USAID INTERNET-RELATED INITIATIVES REF: STATE 142147 1. E 
T ON INVESTMENT DISPUTES AND EXPROPRIATION CLAIMS REF: STATE 60294 1. The follow 


ON SPACE FLIGHT CENTER OFFICIALS JENNIFER COMELLA AND GEORGE NORRIS - OCTOE 


ACTION COMMITTEE (EAC) MEETING 1. (U) The DCM convened the EAC on September 13, 20 
ТЕ ORGANIZATION CANDIDATE А) ABU DHABI 3623 B) STATE 150486 C) STATE 140757 1. ( 


ICHE: GOI FIRM ON PEACEKEEPING VERSUS PEACE ENFORCING IN LEBANON REF: A. A:SE 


ЗЕР, SMIG, UNDP SUBJECT: CASE OF 26 MISSING HMONG CHILDREN STILL OF CONCERN R 
ІТ SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, ETRD, EINV, ENRG, EWWT, EG SUBJECT: EGY! 


IF UNSC RESOLUTION 1695 REF: STATE 146316 Classified By: DCM Matt Tueller for reasons 1. 
ATE 149099 (U) The Ambassador used his meeting with President Karzai on September 9 to exter 


"EGIC INVESTIGATIONS STATE FOR EB/ESP E.O. 12958: N/A TAGS: ETTC, ЕТАР, BEXP, IN SU 


¿GOES WILD OVER SENATOR OBAMA 1. Summary: Media reaction to United States Senator Bai 
DENDUM TO 4/14/06 MOSCOW ECONOMIC WEEKLY Embassy has no objection to the proposed 


J) On September 7 Poloff delivered points (Ref A) to Minna-Liina Lind, MFA Attache for International ( 
? B. YOUNG/DERETIC E-MAILS Classified By: Political Minister Counselor David D. Pearce for i 
:FENSE FOR POTUS VISIT Classified By: DCM Jeffrey Goldstein. Reason: 1.4 (а & d) 1. (С) On 


149622 We delivered reftel points to Ambassador Kamen Velichkov, MFA\'s Head of UN and Global 
A/OFDA, USAID/REDSO, AND FAS GENEVA FOR NKYLOH NAIROBI FOR SFO NSC FOR JBRAU 
if the Lord s Resistance Army (LRA) move in greater numbers to their two rally points, the UN has be 


N BOARD, NO SUBSTANTIVE REACTION REF: A. STATE 151189 B. STATE 150777 1. (U) P 
3Y CLEARANCE FOR DOE/EH: GERALD PETERSEN REF: SECSTATE 146790 1. Embassy gran 
JNTRY CLEARANCE FOR NASA DELEGATION, BUFFINGTON, CHEUNG, EDBERG, AND MITCHI 
'LEARANCE FOR NASA DELEGATION, ESPER, JOHNSTON, AND MINNIFIELD-CHEEKS REF: SI 
AIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/DPTRAV,JAIME MARIAN REF: SECSTATE 1 
AIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/DPTRAV,PUNDIT, GRAHAM, RIESEN, SHIPN 
AIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/DPTRAV,CHESTER WEISS REF: SECSTATE 
| REF: SECSTATE 146015 1. Embassy grants country clearance to Julie Shannon, Supervisory En 
BERRY AND JOSE CORDERO REF: А. ATLANTA GA 03332 В. АТО #3090 1. Embassy grants 
MURPHY REF:A. ATLANTA GA 03262 B. ATD #3072 1. Embassy grants country clearance to Y 
IESIELSKI REF: A. ATLANTA GA 03267 В. АТО #3085 1. Embassy grants country clearance to 


LEARANCE FOR DOE/NNSA/NA10/DPTRAV PATRICK BRADY REF: SECSTATE 149808 1. Emb. 
JNTRY CLEARANCE FOR DOE/NNSA/NA25/NNTRAV DUNCAN AND DEVANEY REF: SECSTATE 


ЭМО STATUS NEGOTIATIONS - CROATIAN VIEW ВЕЕ: А. STATE 136492 B. STATE 59894 Cl: 
ivered reftel points to Ambassador Kamen Velichkov, MFA\'s Head of UN and Global Issues Departm 
N UN PEACEKEEPING FORCE IN DARFUR REF: STATE 151212 Classified By: DCM Susan L. Zi 
F: STATE 148157 Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b), (d). 1. (С) DCM deliver: 


?HEN SOLTIS REF: FAA NTL HQ 111314Z SEP 06 1. Embassy grants country clearance to Stephe 
RONALD STROUP REF: FAANTL HQ 112154Z SEP 06 1. Embassy grants country clearance to F 
ТАША: MFA PITCHES AGAIN FOR U.S. SUPPORT IN THE UNSC FOR IGAD ACTION REF: A. А.М 
ROGRAM DELIVERED REF: STATE 149133 Classified By: CHARGE DVAFFAIRES, А.І. JANET W 
3 REF: STATE 151212 1. (U) Poloff delivered reftel points on September 13 to Head of the MFA\'s L 


) CHAD Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reas ons 1.4b,d 1. Sumn 


FOR HUMAN RIGHTS VETTING OF SALVADORAN SOLDIERS 1. This cable contains an action rt 
e second session of the Southern Sudan Legislative Assembly (SSLA) opened with speeches by Spe 
re between the Lord\'s Resistance Army (LRA) and the Ugandan government increasingly takes hold 


3OUTH DARFUR Classified By: P/E CHIEF E. WHITAKER, REASON SECTION 1.4 (b) AND (b) 1. 


E 149114 1. (U) Ambassador Wos delivered A/S Fried\'s invitation letter to lunch with the Secretary o 
\МАМА 1577 C. STATE 140757 DCM delivered follow up demarche (Ref A) September 14 to MFA 


REFTEL: Classified By: P/E CHIEF E. WHITAKER, REASON SECTION 1.4 (b) AND (d) 1. (U) Sum 
IGA REF: STATE 149622 DCM delivered reftel demarche September 14 to MFA Assistant Undersec 


'ountry Clearance Ref: State 148307 1. In response to reftel, Embassy Khartoum regrets to advise 


3FUR DELIVERED TO T&T REF: STATE 151212 (SBU) Post delivered the demarche contained re 


= 151212 Classified by A/Polcouns lan McCary for reasons 1.4 (b) and (d). 1.(SBU) In a September 
KARA REF: A. ANKARA 5204 (EXDIS) В. NICOSIA 1521 C. ANKARA 5268 lassified By: Amb: 


Prime Minister (Taoiseach) Bertie Ahern appointed as Deputy Prime Minister (Tanaiste) the new leadı 


| Sensitive but Unclassified. Please protect accordingly. 1. (SBU) Embassy Rabat has conveyed to 


"OR THE REGIONAL PANDEMIC INFLUENZA COURSE REF: A. SANTIAGO 01903 B. COMSC 


STER AND CHOD ON THE BLOCK Classified By: DCM Mark A. Taplin for Reasons 1.4 (b) and (d). 


RIAN POLITICAL CRISIS Classified By: AMBASSADOR AUBREY HOOKS FOR REASONS 1.4 (B) 


'E 145242 В. STATE 151212 C. MEXICO 5111 1. (SBU) On September 8 and September 13 


"OR THE STRATEGY AND DEFENSE POLICY COURSE REF: A. COMSOCSOUTH 071600Z NOV 
ЗЕНО Ε.Ο. 12958: DECL: 08/01/2016 TAGS: PGOV, NZ SUBJECT: DON BRASH NOT DOWN FOI 


, ES SUBJECT: EL SALVADOR\'S AGGRESSIVE TRADE AGENDA 1. Summary. Under its export-l 
SALVADOR: CANINE PROGRAM BEARING FRUIT 1. (U) In November 2004, Post INL financed the 


` 


> 1. Embassy Bridgetown warmly welcomes and grants clearance to Dr. Douglas Lyon and Mr. Dere 


assy Bridgetown warmly welcomes and grants clearance to EconOff Paula Wikle to travel to Barbado 
Poloff delivered reftel demarche to First Secretary Eduardo Gallardo of the MFAVs Office of Multilate 
RANSFER OF UH-1 HELICOPTER FRAME AND SPARE PARTS FROM JAMAICA ТО GUATEMALA 


(HSTAN: INFORMATION RESPONSE FOR INTIATIVE ON GLOBAL INTERNET FREEDOM (GIFT) 
IPDIS E.O. 12958: N/A TAGS: PTER, KAWC, PINR, PREL, KZ SUBJECT: KAZAKHSTAN: GOK AC 
id (d) 1. (C) MFA Deputy DG for Political Research (the Israeli equivalent to INR) Nimrod Barkan inf 


ON/CLEMMONS) E.O. 12958: N/A TAGS: PREL, PHUM, PINS, KPKO, UNSC, KDEM, PGOV, SU, F 


OR NAM SUMMIT ATTENDEES DELIVERED - IRAQ REF: STATE 151212 Classified by Political Οι 


! E.O. 12958: DECL: 09/15/2016 TAGS: PREL, PTER, ECON, NZ SUBJECT: NEW ZEALAND\'S UN 
State 151212; B) State 149133 (SBU) On September 15, Poloff met with MFA West Asia and Africa | 


151212 (SBU) Poloff delivered reftel demarche to Spanish Subdirector General for Sub-Saharan Afri 


REPLACED Classified By: CDA Steven Koutsis, Reasons 1.4(b)(d) ----------- (U) Summary ----------- 


IT REF: STATE 149099 (SBU) Post conveyed reftel invitation to the Malaysian Foreign Ministry and 


APANESE REF: STATE 149622 Classified By: Political Minister Counselor W. Michael Meserve. Re: 
ed By: Political Minister Counselor W. Michael Meserve. Reasons : 1.4 (b) and (d). (C) Embassy To 
TH KOREANS TO RESETTLE IN U.S. REF: HIGGINS - ARVIZU EMAIL: 9/15/06 Classified By: POI 


FORD, ALTBACH E.O. 12958: DECL: 09/15/2016 TAGS: EAIR, ECON, PREL, CH, TW SUBJECT: ` 
IT ON SANCTIONS Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (B) (D) 1. (S) On 
R, MOPS, PREL, PHUM, TH SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 


5 SIPDIS E.O. 12958: N/A TAGS: BMGT, BEXP, HK, ETRD, ETTC SUBJECT: EXTRANCHECK: PR 


(TE PASS CEA FOR BLOCK STATE PASS FEDERAL RESERVE BOARD FOR JOHNSON/SCHINDI 


AND BANKS STATE PASS TO NSC FOR HUNTER DOE FOR INTERNATIONAL/PUMPHREY AND ( 


VERED REF: A. STATE 145242 B. STATE 149133 С. COTONOU 878 Classified By: Poloff L 


FPA Е.О. 12958: N/A TAGS: PREL, PGOV, ECON, PINR, TW, CH SUBJECT: YES, CHEN SHUI БІ. 


ID FOR ANE AND GH STATE PASS TO USTR ELENA BRYAN STATE PASS TO HHS/OGHA (WSTI 


STATE 151940 1. In response to reftel invitation, MFA Americas Bureau PDAS-equivalent Jean-Mar 
or the Blue Lantern program is Jamie Dragon, Political/Economic Officer, phone: 977-1-441-1179, fa» 


'IRMS RELOCATION OF REFUGEES TO THE NORTH REF: A. BISHKEK 1271 В. BISHKEK 12; 


2, SA, AF, MV, RS, EAP, NEA SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): INDONES 


State 151212 Embassy passed reftel points regarding the issue of Sudan\'s Darfur region, United N: 


еп Skies Sensitive but Unclassified; please handle accordingly. (SBU) Ambassador used the occas 
Issues Ref: Zagreb 1055 Sensitive but Unclassified; please handle accordingly. 1. (SBU) Ambassa 


3A, EZ SUBJECT: THIRD UPDATE: CZECH HIGH-LEVEL ATTENDANCE AT UNGA REF: A. PRAG 


DECL: 09/16/2016 TAGS: PHUM, PREL, PGOV, ELAB, ZI SUBJECT: GOVERNMENT INTIMIDATIO 


ΝΥ: ABUNDANT WATER IN A DESERT-LIKE, MOUNTAINOUS, LANDLOCKED COUNTRY REF: $ 


OR IRWIN NSC FOR ABRAMS/DORAN/MARCHESE/HARDING OSD FOR KARLIN E.O. 12958: DI 


‚ REF: State 146316 1. (U) On September 12, 2006, poloff met with representatives of the Serbian | 


ELIVERED REF: STATE 151212 (SBU) Post delivered talking points contained in reftel regarding L 


ENARY AND INDIA AND PAKISTAN CANDIDACIES REF: STATE 145214 Classified By: Minister-C: 
[ FOR MINORITY ODS GOVERNMENT 1. (SBU) Summary: Nearly 15 weeks after the June 2-3 ge 


mericas Deputy Director General Murat Esenli informed us on September 15 that FM Gul accepts wit 


TENDEES REF: STATE 149133 Classified By: Margaret Nardi, Acting PolMilCouns, reasons 1.4(b) 


53 1. (U) Mission warmly welcomes and grants country clearance to Angela M. Theriault to travel to ` 


В. ANKARA 5249 C.ANKARA 5228 D. ANKARA 5125 AND PREVIOUS 1. (SBU) This is 


, BUT... REF:A. STATE 150032 B. THE HAGUE 2000 Classified By: Political Counselor Andrew 


REF: STATE 148147 The GOI has accepted the invitation to the September 20 Contact Group Fore 


IR THE MCC THRESHOLD COUNTRY PROGRAM REF: In support of the U.S. Agency for Interna 


Y CLEARANCE FOR USGS: DARCY MCPHEE REF: SECSTATE 152273 1. Embassy grants coun 
ANCE FOR NASA ADMINISTRATOR, DR. MICHAEL GRIFFIN AND SENIOR NASA OFFICIALS RE 
FOR NASA DELEGATION, HUEBNER, COCKRELL AND GLASS REF: SECSTATE 151773 1. Emt 


52617 B. FICT-2975-06 1. Embassy grants country clearance to Dr. John Milner, National Canct 
TATE 152653 B. FICT-2965-06 1. Embassy grants country clearance to Dr. Gerhard Hummer, Si 
: SECSTATE 152105 1. Embassy grants country clearance to Lee Balick, National Nuclear Security 
ADDEN REF: SECSTATE 152885 1. Embassy grants country clearance to Ron Cutright, George P 


3PAIN COUNTRY CLEARANCE FOR FAA MELCHOR ANTUNANO REF: FAA AERONAUTICAL СЕ 
IV SUBJECT: COTE DVIVOIRE SITREP 15 SEPTEMBER 2006, 1430 GMT Classified By: DCM V. V 
G CASE REF: BERLIN 2253 Classified By: Economic Minister-Counselor Robert F. Cekuta for Rea: 
imes and grants country clearance to Katherine Helgerson to visit Pristina September 17-24, 2006. T 
= 151867 1. US Office Pristina welcomes and grants country clearance to EXBS Assessment Team, 


1921 Classified By: Dana M. Brown, Pol/Econ Officer, Embassy Lisbon Reason 1.4 (b) and (d) 1. (| 
1622 THIS IS AN ACTION REQUEST. PLEASE SEE PARAGRAPH 2. 1. (U) MFA International Orge 


ARSHALS SERVICE PLEASE PASS ТО JIM SCHIELD DEA FOR OF,OFI,DO,DCO E.O. 12958: N/A 
FOR OSIA MAUREEN WAFER TREASURY FOR OTA WARFIELD, VAN KOCH, MILLAR COMMER 


: REF: A. STATE 152750 B. SANTIAGO 01727 1. Per reftel A, Embassy verifies that as of бері 


-EBANON Classified By: Charge Hugo Llorens for reasons 1.4 (b) & (d). 1. (C/NF) Charge paid an i 
FAA 131923Z SEP 06 1. (U) The Embassy grants country clearance for the visit to Peru of Dulce Ma 


"OR THE PORT SECURITY AND VULNERABILITY COURSE REF: A. COMSOCSOUTH 071600Z ^ 


ATTEND HAITI KEY PLAYERS MEETING REF: STATE 151940 1. Post extended reftel invitation to | 


JARBADOS REF: SANTO DOMINGO 02963 1. Embassy Bridgetown warmly welcomes and grants 
iSTON 01828 1. Embassy Bridgetown warmly welcomes and grants clearance to PAO Glenn Guimc 
y 1. Embassy Bridgetown warmly welcomes and grants clearance to Justina Molzon, HHS/FDA Asso 
onse to reftel, Post submits the following program information, supplied by USAID Ecuador: A. Proj 
USTRATIONS Classified By: Amb. David N. Greenlee for reasons 1.4 (b) and (d). 1. (C) SUMMAR' 


G, EPET, EINV, VE SUBJECT: BITS AND PIECES FROM THE HYDROCARBON SECTOR REF:A. 


?ES FOR IMPROVED U.S.-CARIBBEAN RELATIONS REF: A. BRIDGETOWN 1140 В. 05 BRIDI 


"AGS: PGOV, KDEM, OAS, GY SUBJECT: SIGNIFICANT ELECTORAL REFORM DOUBTFUL REF: 


zXT OF DRAFT LETTER TO PERUVIAN MOD REGARDING EDA/ARTICLE 98 1. This message co 
TICIPATION IN 2006 CARIBBEAN ISSUES CONFERENCE REF: STATE 148868 Classified By: CD 


D IN BOGOTA BOMBINGS REF: BOGOTA 8288 Classified By: Charge DVAffaires Milton K. Drucke 
\ REF: STATE 137409 1. Embassy Georgetown\'s Blue Lantern Coordinator is: Name: Edward ис! 


AN, ARAB AND ASIAN PRESSURE ON KHARTOUM REF: A. KHARTOUM 02240 B. USUN NE 
IBLIC 1. Embassy Bridgetown requests country clearance for Economic/Commercial Officer Anthon 


»eckhard for reasons 1.4 (b) and (e). 1.(C) Summary. On September 6, Econoff and IRMO met wit 
ANCE SUBJECT: COUNTRY CLEARANCE GRANTED FOR DOJ OFFICIAL MICHAEL GUNNISON 


Vater and Sanitation in Mozambique Reference: State 128229 MAPUTO 00001181 001.2 OF 003 
409 Embassy Maputo provides the following contact information for the individual responsible for ove 


972 1. Embassy Kuwait welcomes and hereby grants country clearance for CODEL Smith to travel tt 
R DAVID WILLIAMS AND MOHAMED TAHA REF: DUBAI 05783 1. Embassy Kuwait welcomes an 


ie End-Use Check, Venga Aerospace Systems, Inc., GC-052306 REF: SECSTATE 134829 1. (SBU, 


'OR DHRF GRANT 1. Embassy Dakar\'s obligation report for the Guinea-Bissau Democracy and H. 


. 1.(U) Summary. MNF-I\s Civil-Military Directorate and Econoff traveled to Erbil August 29 - 30, t 


"AUL BARTKO E.O. 12958: DECL: 09/17/2016 TAGS: PGOV, PREL, ВТО, EAIR, ECON, KISL, KPI 
ITH EUROPEAN COUNTERPARTS REF: A. ANKARA 5269 B. ANKARA 4450 Classified By: Ec 


:A.STATE 150486 В. САШО 05526 C. STATE 140757 Р. STATE 137429 E. STATE 85: 


¿ONSUL HONG KONG FOR FCS/PANKEL STATE FOR EAP/CM STATE FOR EB/ESP NSC FOR РІ 
‘AID, BM SUBJECT: NGOS IN BURMA TRY TO STAY FREE OF INTERFERENCE REF: A. RANGO 


DIDATE FOR IMSO DIRECTOR ВЕЕ: А. STATE 140757 B. STATE 150486  C.LETT/TANSEY 
3 BOUCHER MEETS WITH SENATE SPEAKER ABYKAYEV 1. (SBU) Summary: Senate Speaker A 
ad reftel points on Syria to Marin Mottus, MFA Director of Middle East Affairs. Mottus noted that Esto! 


‘ITH INDONESIA REF: STATE 153063 1.(U) We delivered draft SOFA template contained in reftel t 


OL - DVELIA E.O. 12958: DECL: 09/18/2016 TAGS: PINS, PGOV, PREL, KISL, MARR, PU, SG SUB 


ZONTRIBUTIONS TO OPERATIONS MOUNTAIN THRUST AND MOUNTAIN FURY Classified By: / 


$ CB SUBJECT: SLOW PROGRESS IN CAMBODIAN GARMENT SECTOR LABOR NEGOTIATION 
ER KILLED ІМ WEEKEND BOMBING Classified By: POLITICAL COUNSELOR SUSAN M. SUTTON 


: ILEA - PERSONNEL AN PHYSICAL SECURITY COURSE - SEPT. 18-29, 2006 IN BANGKOK, TH 


USONERS RELEASED IN NEW YEARS GOODWILL GESTURE 1. (SBU) SUMMARY On Septemk 


USONERS RELEASED IN NEW YEARS GOODWILL GESTURE 1. (SBU) SUMMARY On Septemb: 


irlin\'s SPD won the Sept. 17 state election, taking 30.9 percent of the vote, up slightly since the 2001 


FRATEGIC INVESTIGATIONS STATE FOR EB/ESP E.O. 12958: N/A TAGS: ETTC, ETRD, BEXP, № 


1 FROM TURKMENISTAN Ref: State 142147 In response to reftel request, post is providing request 
nstructions, letter on St. Kitts National Day from President Bush to Prime Minister Denzil Douglas wa: 


/ITATION ТО WOMEN'S EMPOWERMENT WORKING GROUP REF: А. MEHRA EMAIL 9/7/2006 


ID ADM MOELLER E.O. 12958: DECL: 09/18/2016 TAGS: MASS, PREL, EAID, LE, AE SUBJECT: L 


UE REF: SECSTATE WASHDO 153588 1. Embassy Maputo welcomes and grants provisional cour 
‘PORT REF: STATE 151961 1. (U) On Saturday, September 16, Embassy Ankara\'s Human Rights ' 
22 Poloff delivered reftel points to Ministry of Foreign Affairs Human Rights Department Head Hasan 
\HARRIMAN OSD FOR BREZINSKI CENTCOM FOR CFC-A, CG CJTF-76, POLAD E.O. 12958: N/ 


': BAGHDAD 03392 Classified By: Classified by Political Counselor Margaret Scobey for re asons 1. 
/2016 TAGS: PGOV, PHUM, PREF, ASEC, CD, SU SUBJECT: NRF REPRESENTATIVE ON CURRE 
54200 1. Embassy Kuwait welcomes and hereby grants country clearance to Overseas Private Inve 
30S ARE REPORTING OUTBREAKS OF CHOLERA IN SEVERAL AREAS OF NIGER FOLLOWINC 


=F: STATE 149622 Poloff delivered reftel demarche September 18 to Marc Verschuur, Deputy Head 
ff delivered reftel demarche September 18, to Marc Verschuur, Deputy Head of Political and Legal Aff 


CANDIDATE FOR ITU RADIO REGULATIONS BOARD REF: STATE 051211 The Czech MFA sent 
S. CANDIDATE FOR IMSO DIRECTOR REF: STATE 140757 1. Econoff met September 6 with Min 


:ST FOR STATEMENTS OF SUPPORT FOR INDIA CIVIL NUCLEAR COOPERATION INITIATIVE A 
in Peoples\' Liberation Movement (SPLM) Political Bureau, held in Juba on September 14-16, the par 


‚ TAGS: UNGA, OVIP, OTRA, PREL, KSEP, BU SUBJECT: 61ST UNGA: UPDATED BULGARIAN НК 


NILKINS OPIC FOR GEORGE SCHULTZ AND RUTH ANN NICASTRI PASS USTR FOR SUE CRO 
(65: PINS, EPET, ENRG, РИМА, CD, CH, SA, SG SUBJECT: PUSHING BUSH-DEBY MEETING, GC 


with International Support REF: Khartoum 02203 1. (SBU) Summary: The Government of Souther 


/2016 TAGS: PGOV, PHUM, PREF, ASEC, CD, SU SUBJECT: CONTINGENCY PLANNING FOR NE 
iC FOR DAN FISK E.O. 12958: DECL: 09/18/2016 TAGS: ENRG, EPET, HO, PGOV, PINR, PREL S 


JVERNMENT WITH FEW CHANGES REF: ABIDJAN 997 ABIDJAN 00001050 001.2 OF 003 Cla 


summary: During a joint visit with the Ambassador to the Takoradi Power Plant, Minister of Energy Jo: 
«ΤΟ HOST INITIAL MEETING ВЕРЕ: А. SECSTATE 153863 B. RABAT 001713 С. STATE 1501 


ISSUES REF: А. STATE 145242 В. STATE 149133 С. STATE 151212 1. (U) Panama contini 


15 B. STATE 126156 CLASSIFIED BY S/WCI DEPUTY SANDRA L. HODGKINSON FOR REA: 
3EP, UNGA, GY SUBJECT: GUYANA REPRESENTATION TO 61ST UN GENERAL ASSEMBLY REF 
ЕРТ PLEASE PASS TO USTDA/KMALONEY E.O. 12958: N/A TAGS: ENRG, ECON, PGOV, NU SU 


POLAD E.O. 12958: DECL: 09/14/2016 TAGS: PGOV, PREL, PTER, ASEC, PINS, AF SUBJECT: S 
EEMENT TO 505 TEXT REF: STATE 24200 1. Post provided reftel text regarding an agreement or 


ATE 151096 B. STATE 139467 C. CROUCH-NEELY EMAIL OF 09/16/06 Classified By: AIT DI 


/EY TEAM TO AFGHANISTAN REF: Almaty 3272 1. (SBU) Summary: A high-level Kazakhstani sur 


¡AID/REDSO, AND FAS GENEVA FOR NKYLOH NAIROBI FOR SFO NSC FOR JBRAUSE, NSC/AF 
YS COMMITMENT TO PROVINCE, FEDERALISM PROSPECTS Classified By: Political Counselor 
ARENESS OF FOREIGN WORKERS REF: А. KUWAIT 3440 B. KUWAIT 3322 C. KUWAIT 42 
IDS FOR TIP REF: А. 2005 STATE 221416 B. 2006 DHAKA 00775 1. Per reftels, Post is forwar 


“ТТС, RS SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: FGUP NIIKI OEP, SOSN 
“ТТС, RS SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: STATE RESEARCH INSTITUTE OF 


RATEGIC INVESTIGATIONS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PARM, ETTC, PREL, M` 
ID RIGHT DUSHANBE 00001723 001.2 OF 002 1. Tajikistan\'s Central Committee on Elections a 
3 SIPDIS E.O. 12958: N/A TAGS: BMGT, BEXP, HK, ETRD, ETTC SUBJECT: EXTRANCHECK: PF 


ΑΒ RELATIONS Classified By: DCM Gene Cretz for reasons 1.4 (b) and (d) 1. (C) In a September 


STEVENLETT REF: STATE 140757 On September 15, Post delivered by diplomatic note to the M 


Projects 1. The following is Post's status report for FY 2005 Democracy and Human Rights Fund (| 
HE - OCTOBER 8 - 12, 2006 REF: CDC ATLANTA 03381 1. Country clearance is granted for Cen 
TOBER 14-15, 2006 REF: CDC ATLANTA 03387 1. Country clearance is granted for Center for Dis 


2958: N/A TAGS: PREF, PREL, CB, VM SUBJECT: CAMBODIA: MONTAGNARD UPDATE, RESPO 


y: In the first tangible step towards building the Marine Corps Airs Station Futenma Replacement Fat 


' ASEC, CASC, KJUS, PHUM, ID SUBJECT: DEFENDANTSY HUNGER STRIKE DELAYS TIMIKA T 


'ERRORIST INFILTRATION RISING NEW DELHI 00006523 001.2 OF 003 Classified By: PolCoui 


ἜΗΞΟΝ AND LAWRIMORE REF: USDOC 05050 1. Embassy grants country clearance to Dr. Thoi 


ATION: LAVELLE AND SCHUET REF: SECSTATE 153935 1. Embassy grants country clearance t 
ARIS 06154 1. Embassy grants country clearance to Dr. Donald Miller, Head, NASA Europe Office, t 


" ACTAVIS PHARMACEUTICALS OF ICELAND WITHDREW ITS OFFER FOR THE TAKEOVER O 


RUSSELS 692 1. (U) Five members of the Moroccan Islamic Combatant Group (GICM), who аррег 
ANCE GRANTED FOR DEPARTMENT OF ENERGY OFFICIALS CUTRIGHT, PUKANIC AND MACI 
ANCE GRANTED FOR DEPARTMENT OF ENERGY OFFICIALS CUTRIGHT, PUKANIC AND MACI 
zRVICES OFFICIAL DIANE MALONEY - SEPTEMBER 19-22, 2006 REF: STATE 152599 1. Coun 
S RESEARCH CENTER OFFICIAL ALEXANDER TIELENS - SEPTEMBER 22-27, 2006 REF: STAT 
NT OF ENERGY OFFICIAL WILLIAM HART - SEPTEMBER 23-30, 2006 REF: STATE 153040 1. € 
iRANTED FOR NATIONAL SCIENCE FOUNDATION OFFICIAL DR. DAVID LIGHTFOOT - SEPTEM 
NT OF ENERGY OFFICIAL RAJAT SAPRA - SEPTEMBER 30- OCTOBER 5, 2006 REF: STATE 15 
STER OF TREASON AFTER BOUNDARY NEGOTIATIONS FAIL REF: LIBREVILLE 580 Classified 


'CTOBER 2-6, 2006 REF: FRANKFURT 06383 THE HAGUE 00002043 001.3 OF 002 1. Country 
ANO E.O. 12958: DECL: 09/15/2016 TAGS: TBIO, KFLU, AMED, EAGR, EAID, PGOV, NI, AVIAN FL 
, EG SUBJECT: REPORT ON BIOSAFETY WORKSHOP IN EGYPT Ref: FAS 679567; FAS 67998t 


ΕΙ, PGOV, KADM, APER, PINR, DJ SUBJECT: PRESIDENT HAILS BILATERAL SECURITY AND 


SANAA 2254 В. ЅАМАА 146 SANAA 00002693 001.2 OF 002 1. SUMMARY: On September 1 


TATE 150777 B. STATE 151189 C. MADRID 2334 D. MADRID 2336 Classified By: CDA H 
:ВЈЕСТ: BOSNIA - SERB PARTIES SET BACK OUR ВАСКО AGENDA REF: SARAJEVO 1772 C 


‘enegro BELGRADE 00001522 001.2 OF 003 SENSITIVE BUT UNCLASSIFIED This is a Podgor 


IN: UNIFIL HITS MILESTONE FORCE LEVEL, EXPANDS BORDER MONITORING Classified By: J 


TAGS: EPET, PREL, PGOV, ОРІС, EXIM, USTDA, GA, CA SUBJECT: THE GAMBIA: СОТО ISSUES 
CEKEEPERS FOR UNIFIL 1. Before departing for the UNGA, President Wade met with Iranian Pre: 


dated September 6, 2006, the Mexican Secretariat of Foreign Relations (SRE) reiterated its request 
D-USE CHECK ON LICENSE 05-967792 COMPLETED REF: STATE 125502 1. (U) Econoff visited 


J.S. GENETICALLY ENGINEERED RICE (LLRICE601): BACKGROUND AND GUIDANCE REF: SI 


JOC FOR 4322/ITA/MAC/WH/CARIBBEAN BASIN DIVISION; USDOC FOR 3134/ITA/USFCS/RD/W 


d By: Political Counselor John Creamer Reasons: 1.4 (b) and (d) 


AMARY. An Iraq Coalition Conference will be held in Warsaw, Poland 3-5 October, 2006, sponsored I 


RTS AND PACE OF REVENUE COLLECTION 1. (SBU) SUMMARY. An IMF team met with BDG c 


PHUM, PGOV, SOCI, ECON, KIRF VM SUBJECT: HCMC SCENE SETTER FOR VISIT OF CODEL 


E.O. 12958: N/A TAGS: SOCI, KHIV, TBIO, EAID, ID SUBJECT: INDONESIA HIV/AIDS PROGRAM 
РІ, MU SUBJECT: SME DEVELOPMENT FOCUS OF DAS VINEYARD VISIT ------- SUMMARY ------ 


IONS) E.O. 12958: DECL: 09/20/2016 TAGS: PREL, PINS, MARR, MOPS, TH, RP SUBJECT: PHILI 
Classified By: Political Minister Counselor Daniel Shields. Reasons 1.4 (b/d). 1. (C) China was disa] 


142147 1. Summary. In response to reftel, Post has identified ten USAID projects and one Public A 


3RANTED FOR U.S. GEOLOGICAL SURVEY OFFICIAL DR. JEAN SELF-TRAIL - SEPTEMBER 30: 
GOV, BM SUBJECT: LITTLE PROGRESS ON FORCED LABOR IN BURMA REF: A. RANGOON 96 
021 TAGS: PREL, PGOV, MARR, MASS, EAID, KDEM, PHUM, TH SUBJECT: THAILAND COUP: II 


2958: N/A TAGS: PREF, PREL, CB, VM SUBJECT: CORRECTED COPY (PARA. 10): CAME 


3CR 1695 INITIATIVE REF: STATE 146316 1. On September 15, Pol/Econ Officer delivered reftel di 


ANCE GRANTED FOR DEPARTMENT OF ENERGY OFFICIAL KARINA YUSIM - SEPTEMBER 30. 


GTON - SEPTEMBER 30 -OCTOBER 1, 2006 REF: CDC ATLANTA 03444 1. Country clearance is 
PE FIRE AT FDL REF: COLOMBO 1531 AND PREVIOUS 1. (U) On the afternoon of September 1€ 


INS Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) (d) 1.(U) This is an action request. F 


NCLUDES 1. The U.S. Environmental Protection Agency (EPA), in association with the International | 


-EDERAL AIR MARSHAL SERVICE OPERATION TEAM SD 07-44 R58 - OCTOBER 16 - NOVEMBE 
>T: DARFUR: SUDANESE SECURITY SERVICES INTEREST IN U.S. EMBASSY PRESENCE Cla: 
:TING WITH GENERAL SONTHI Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b)(d) 1. (с 


?ost requests the DepartmentVs assistance in screening the following candidates of the Jamaican De 


IR AFFIRMS IMPORTANCE OF U.S.-INDIAN COOPERATION ON NEPAL Classified By: Ambassa 


), SY SUBJECT: REQUEST FOR PHYSICAL SECURITY ASSESSMENT TEAM Classified By: Chart 


ATE FOR COLOMBIA REF: 05 BOGOTA 10967 1. Summary: At the invitation of the DCM, PostVs A 
VD PARIS FOR AFRICA WATCHERS, DAKAR FOR FCS REPRESENTATIVE CYNTHIA GRIFFITH C 
FOR HUMAN RIGHTS VETTING OF SALVADORAN SOLDIERS This cable contains an action requ 


/NUGENT/HIRSON E.O. 12958: DECL: 09/20/2016 TAGS: ECPS, EINV, PGOV, KWBG, IS SUBJEC 
of political parties that support DR Congo President Joseph Kabila claim to have assembled a majori: 
‚С -- ALEUNG/DERICKSON/KCHADWICK PASS USAID FOR CLAIMS PASS DOD FOR DSCS -- PE 


FOR HUMAN RIGHTS VETTING OF SALVADORAN SOLDIERS 1. This cable contains an action rt 


IVERED REF: STATE 150032 Classified By: Political Chief Ted Tanoue. Reasons 1.4 (B) and (D). 1 
JOMIC SITUATION REF: A. KINSHASA 968 B. KINSHASA 1465 1. (SBU) Summary. The IMF r 


REF: A) KINSHASA 1372 B) KINSHASA 1365 Summary ------- 1. (U) Summary. The August 20-22 
IR HUMAN RIGHTS VETTIN OF SALVADORAN SOLDIERS This cable contains an action request. 


3 REF: SANAA 2696 1. (SBU) Polls officially closed across Yemen at 2000L. International and loca 
TIATIVE TO COMBAT NUCLEAR TERRORISM KEY DOCUMENTS, PREPARATION FOR INITIAL N 
an action request. Please see paragraph 3. 1. Among its first actions to be taken in the 61st Gener 
CLARK FOR TRAVEL TO BARBADOS REF: USDOC 05138 1. Embassy Bridgetown welcomes ar 
as faxed to Department (IO/PSC-Charles Casper and IO/EX/OB-Alice Green a copy of a note and thr 


‘cabinet advisor Francois-Xavier Carrel-Billiard told us September 13 that FM Douste-Blazy at this tir 


2) Ministerial September 12 to Gabriella Biondi, MFA Acting Office Director for UN Affairs, and Brunel 


1 Darfur for Attendees of the NAM Summit were delivered under cover of Diplomatic Notes (Antigua # 


rations, two television stations owned by Congolese Vice President Jean-Pierre Bemba were sanctio 


TO USOAS E.O. 12958: DECL: 09/12/2026 TAGS: PREL, OTRA, OVIP, KSEP, UNGA, VE SUBJEC 


an Ministry of Foreign Affairs formally relayed the Dominican Republic\'s candidacy for non-permaner 
ze of Multilateral Affairs. On 9/13 Valdivieso confirmed that President Alan Garcia will not be traveling 


'656, В) GEORGETOWN 886 1. To update information reported in Ref B, Post has learned that Pres 


ie protect accordingly. 2.(U) Summary: FinCEN Director Robert Werner, Deputy Director William Be 
GY TO BRAZIL'S MFA BRASILIA 00001933 001.2 OF 002 1. (U) Greg Manuel of the Department 
;OMES BRASILIA 00001934 001.2 OF 003 1. (U) Summary: Brazil hosted the first preparatory me 


? World Concern was shot and killed on the outskirts of Trincomalee. The employee, Ragunathan R: 
ifternoon of September 11, a 31 year old Tamil employee of Seattle-based NGO World Concern was 


В. 05 STATE 61855 С. 04 MANILA 1559 1. Ambassador Kenney and Secretary of Justice Raul 


SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SASHASTRA SEEMA BAL, NEW E 
f State. REASON: 1.4 (b), (d) 1.(C) SUMMARY: Though the Foreign Minister avoided direct contac 


inlikely that Estonia will contribute further on its pledge made at the Stockholm conference. WOS 
1 board without comment. WOS 

Australia and Oceania, concerning UNSC Resolution 1695 that North Korea suspend its ballistic mis 
ΗΖ, Е PRIMI F ΒΖ F RUM 11111111112. F ΒΖ Е ΒΖ Е RII PLEASE DELETE A 
, SBRADLEY AFR/EA FOR JESCALONA, JBORNS ROME FOR FODAG GENEVA FOR NKYLOH B 


IDT, REASONS 1.5 (b) AND (d) 1.(U) On August 7, Deputy Econcouns and Econoff met with Ali Hus 
INITIATIVE REF: A. STATE 135332 B. PARIS 5732 Classified By: Classified By: DCM ANNA M. 


:urity and Disarmament Division of the Ministry of Foreign Affairs on September 14, 2006. As membe 


intry clearance to Paul Bedrosian, Research Geophysicist, to travel to Barcelona, Spain from Septem 
try clearance to Susan Cannon, Research Geologist, to travel to Barcelona, Spain from September 1 
137103 1. Embassy grants country clearance to Rose McMurray, Associate Administrator to travel t 
Mammalian Development Section, NIH to travel to Barcelona and Madrid, Spain from September 23 
anior Investigator, NIH to travel to Barcelona, Spain from September 20 to September 25, 2006. The 
alencia, Visiting Fellow, Dr. William Pavan, Senior Investigator, and Dr. Marian Huizing, Staff Scientist 


sinetist, National Library of Medicine, NIH to travel to Alicante, Spain from September 17 to Septemb: 
iver Lippincott-Schwartz, Senior Investigator, National Institute of Child Health and Human Develpme 
Fellow, National Cancer Institute, NIH, to travel to Barcelona, Spain from September 16 to Septembe 
stigator, National Institute of Environmental Health Sciences, NIH to travel to Madrid, Spain from Sep 
Chief, Epilepsy Research Section, NIH to travel to Sitges, Spain from September 10 to September 1* 


teral Office official Ondrej Kovarik to discuss Reftel. Kovarik said the Czechs will adhere to the EU co 
nergency Action Committee met to discuss recent and expected demonstrations within metropolitan ! 


stem - Thursday, September 14, 2006, 2006. Gloria/Joe, please acknowledge receipt. (S) TROPICA 
em - Thursday, September 14, 2006, 2006. Gloria/Joe, please acknowledge receipt. (S) TROPICAL 
jelow is a brief summary of Internet-related USAID programs related to the Internet, as requested refi 
ing dispute is being submitted for 2006 as per section 527 of the Foreign Relations Authorization Act 


ЗЕН 1-5, 2006 REF: STATE 152013 1. Country clearance is granted for National Aeronautics and S| 


06, to review mission security posture due to an increase in violence in the Casamance area and pet 
ἜΒΗ) Ref A reports the probable support of the UAE for Steven Lett\'s candidacy to head the Internal 


CSTATE 148157 B. B:NEW DELHI 6257 Classified By: PolCouns Ted Osius for Reasons 1.4 (B, 


EF: VIENTIANE 801 Classified By: Ambassador Patricia M. Haslach per 1.4 (b) and (d) 1. (C) This « 
PT: QUARTERLY ECONOMIC REPORT ------- SUMMARY ------- 1. In this edition: The Central Be 


4 (b) and (d) (C) PolCouns delivered reftel demarche September 12 to MFA Director for Coordinatior 
id the invitation (Ref) from President Bush to the September 19 roundtable event on democracy at U! 


BJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: AERONAUTICAL DEVELOPMENT AC 


rack Obama?s (D-IL) visit to Kenya was overwhelmingly positive and included extensive coverage. C 
OPIC loan guarantee for SDM Bank to provide loans to small and medium enterprises outlined in Re 


Organizations and Cooperation, and inquired about Estonia\'s participation in the NAM summit in Hav 
'easons 1.4 (b) and (d). 1. (C) Italy\'s observer to the NAM Summit in Havana, Sebastiano Cardi, ar 
September 14 2006 Embassy Tallinn received the following diplomatic note from the Estonian Ministr 


Issues Department, on September 13. Velichkov said the GOB fully supports the Community of Der 
SE, NSC/AFRICA FOR TSHORTLEY USUN FOR TMALY BRUSSELS FOR PLERNER E.O. 12958: 
gun planning for increased humanitarian aid in these areas. Due to instability caused by the LRA, th: 


'ost shared refs A and B points September 13 with new MFA Deputy Chief for CFSP Emmanuel Cohe 
ts country clearance to Gerald Petersen, National Nuclear Security AdministrationVs office to travel tc 
ELL REF: SECSTATE 149751 1. Embassy grants country clearance to Brent Buffington, Kar-Ming ( 
ECSTATE 146727 1. Embassy grants country clearance to Jaime Esper, Shaida Johnston, and Non 
51108 1. Embassy grants country clearance to National Nuclear Security AdministrationVs office per 
¡AN, UNDERWOOD, AND WATSON REF: SECSTATE 151103 1. Embassy grants country clearan 
= 148203 1. Embassy grants country clearance to Chester Weiss, National Nuclear Security Admini: 
vironmental Protection Specialist, to travel to Barcelona, Spain from September 18 to September 23, 
country clearance to Robert Berry, Epidemiologist and Jose Cordero, Director, NCBDDD, CDC, HHS 
Nilliam Murphy, Research Health Physicist, NIOSH, CDC, HHS to travel to Madrid, Spain from Septe 
Carol Ciesielski, Medical Officer, NCHSTP, CDC, HHS to travel to Madrid, Spain from October 18 to 


assy grants country clearance to Patrick Brady, National Nuclear Security AdministrationVs office to tr 
: 150086 1. Embassy grants country clearance to Cristen Duncan and David Devaney, National Nuc 


assified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) . 1. (U) Post briefed MFA contacts 
ient, on September 14. Velichkov promised to pass the points to the GOB delegation in Havana. He 
adeh for reasons 1.4 (b), (d). (C) DCM delivered reftel demarche September 14 to MFA Assistant Ur 
ed reftel demarche September 14 to MFA Assistant Undersecretary for Coordination and Follow Up S 


in Soltis, Chief Scientific and Technical Advisor to travel to Madrid, Spain from September 19 to Septe 
Ronald Stroup, Scientific and Technical Advisor to travel to Barcelona, Spain from October 24 to Octo! 
IAIROBI 3721 B. B. NAIROBI 3255 Classified By: A/DCM John Hoover for reasons 1.4 (B) and (I 
ILGUS. REASON: 1.4 (D). 1. (C) Poloff delivered reftel points on September 13 to Head of the MFA 
JN Directorate, Counsellor Abdulkadir Risku, and to UN Directorate officer Eyob Tekalegn. 2. (SBU) | 


nary: MFAAF DAS-Equivalent Bruno Foucher on September 12 said President Chirac would call att 


squest. Please see Paragraph 2. 2. Post requests Department review of human rights records of S; 
‚акег James Wani Igga and Government of Southern Sudan President Salva Kiir. While Kiir\'s speec 
, UN Under Secretary General (UN/USG) for Humanitarian Affairs Jan Egeland visited Juba to meet 1 


(C) Summary: SLM/A Minawi officials continue to actively draw international partner,s attention to w! 


in the margins of UNGA to Estonian Foreign Minister Urmas Paet on Monday, September 11. Paet s: 
\ Assistant Undersecretary for Coordination and Follow Up Shaikh Abdul Aziz Bin Mubarak Al Khalifa 


imary: The fractured relationship between the Darfur Peace Agreement (DPA) non-signatories contin 
‚retary for Coordination and Follow Up Shaikh Abdul Aziz Bin Mubarak Al Khalifa regarding the Comn 


that proposed October 5-10 travel to El Geneina in reftel is not permissible due to security conditions 


ftelto Ms. Roanna Gopaul of the Office of Multilateral Affairs in the Ministry of Foreign Affairs on Sep 


13 meeting with Mohammed Kadiri, director of International Organizations Affairs at the Moroccan M 
assador Ross Wilson, reasons 14 (b), (d) 1. (U) This is a joint message from Embassies Ankara, Ath 


er of the Progressive Democrats (PD) party and current Minister for Justice, Equality and Law Reform 


senior levels of the GOM the U.S. invitation for Morocco to participate with President Bush in a round 


YCSOUTH 071600Z NOV 05 C. 05 STATE 83724 1. This is an action request. See paragraphs 2 


1. (C) President Basescu September 12 suspended Defense Minister Theodor Atanasiu from his d 


AND (D) 1. (C) Cote d\'Ivoire is currently at an impasse, which is the most vulnerable point in the cy 


, respectively, poloff passed ref A and ref B talking points to First Secretary Samuel Berkstein, of the : 


05 B. 05 STATE 83724 1. This is an action request. See paragraphs 2 and 3. 2. Action reques 
3 THE COUNT - YET REFAWELLINGTON 721 B WELLINGTON 690 Summary ------- 1. (C) Natic 


ed growth strategy launched in 1989, EI Salvador has pursued economic integration with its Central / 
? construction of a canine training facility at Planes de los Renderos located just outside San Salvado 


ack Springer to travel to Barbados from September 24-28, 2006, for the purpose of attending the Chie 


s from September 25-28, 2006, for the purpose of attending the Chiefs of Mission Conference on HIN 
ral Relations September 20. Gallardo noted our concerns and said it would be difficult to reach cons 
\ REF: A. STATE 57546 B. GUATEMALA 1361 С. GUATEMALA 1526 D. STATE 133171 


REF: STATE 142147 ALMATY 00003242 001.2 OF 003 1. The following information, provided by 
¡REES TO THE TRANSFER OF KAZAKHSTANI DETAINEES REF: A. State 146996, B. Almaty 308€ 
armed newly arrived Polcouns Sept. 13 that MFA Director General Aharon Abramovitch, Foreign Mini: 


АР SUBJECT: NAM SUMMIT STANCE ON UN PEACEKEEPING FORCE IN DARFUR REF: STATE 


ounselor Margaret Scobey, reasons 1.4 (В) and (D). 1. (C) Poloff delivered reftel points to Qusay АГ! 


IIFIL CONTRIBUTIONS REF: SECSTATE 148157 Classified By: Political-Economic Counselor Kath 
Department Desk Officer Nguyen Quynh Phuong to deliver reftels\' points on Darfur and Iran for NAIV 


ica Antonio Sanchez-Benedito Gaspar on September 13. Sanchez-Benedito told Emboff that the Sp: 


-- On September 13 the governor of the Mauritanian Central Bank (BCM) Zeine Ould Zeidane was re 


the Prime Minister\'s office. We followed up with repeated contacts this week. As of late September 


asons: 1.4 (b), and (d). (C) Embassy Tokyo Political Officer delivered reftel agenda September 15 to 
kyo Political Officer delivered reftel invitation September 15 to MOFA South America and Carribean E 
LITICAL COUNSELOR SUSAN SUTTON, REASON 1.4 (B,D). 1. (C) On September 15, Deputy Re 


TAIWAN UNCLEAR ABOUT PRC INTENTIONS WITH CCP-KMT CHARTER FLIGHT ANNOUNCEN 
September 15, Assistant Chief Cabinet Secretary Hiroyasu Ando called the DCM to report that Japan 
HTS VETTING FOR: GP.CAPT. NOPPADOL VERAYANGKURA REF: A. JUSMAG/THAI MEMO DA 


¡E-LICENSE CHECK: Brink\'s Hong Kong Limited REF: A) USDOC 04706 B) EXP.LIC. D362247 1.1 


LER; SAN FRANCISCO FRB FOR CURRAN/LUNG; NEW YORK FRB FOR DAGES/CLARK Е.О. 1 


ЗЕВЕНТ EPA FOR INTERNATIONAL/MCASKILL E.O. 12958: N/A TAGS: SENV, ENRG, TSPL, BE? 


Janiel E. Hall for reasons 1.4 (b) and (d). 1.(C) During a September 12 call on FM Diallo, the Ambass 


AN WILL STEP DOWN, XIAMEN UNIVERSITY TAIWAN EXPERTS SAY, BUT NOT UNTIL AFTER 2 


EGER, EELVANDER AND ABHAT) USDA PASS TO APHIS DEPARTMENT OF DEFENSE FOR OSE 


c Laforet told us September 14 that France would be keenly interested in attending such a meeting. 
€ 977-1-441-0723, email: dragonja@state.gov, estimated departure date of November 3, 2006. MOF 


26 Classified By: Classified by DCM Lee Litzenberger, Reasons 1.4 (b) and (d). 1. (C) On Septemb 


IA HOSTS FOURTH CWC REGIONAL MEETING OF STATES PARTIES IN ASIA 1. (U) The Fourth 


ations peacekeeping operations and the Non-Aligned Movement conference, via diplomatic note to th 


ion of a September 19 introductory call on Croatian Minister of Sea, Tourism, Transport and Developr 
idor paid his initial courtesy call on Bozidar Kalmeta, Minister for Sea, Transport, Tourism and Develo 


UE 1120 В. STATE 112656 1. (U) Poloff spoke with Czech MFA Director of the UN Department υἱ 


N AND PREEMPTIVE ARRESTS SHUTDOWN LABOR PROTESTS REF: A. HARARE 1130 Classi 


‚ТАТЕ 128229 DUSHANBE 00001717 001.2 OF 004 1. (U) SUMMARY: Water gushes down the 


ECL: 09/14/2026 TAGS: MASS, PARM, LE, IS SUBJECT: LEBANON: MISSING U.S.-ORIGIN WEAP 


MFA to deliver reftel points on USG views on UNSC Resolution 1695 on North Korea\'s missile progr: 


JN Peacekeeping Force in Darfur to BRV MFA\'s Office of North American and Multilateral Affairs on : 


ounselor for Economic Affairs Robert F. Cekuta , for reasons 1.4 (b) and (d). 1. (U) Please see the αι 
neral election, the Czech parliament has finalized committee assignments. The Social Democrats (C: 


h pleasure the invitation to attend the Secretary\'s September 22 Transatlantic luncheon (reftel). Ese 


and (d) (C) We delivered reftel demarche on the Iranian nuclear program for NAM participants on S 


Turkey September 17 - 21, 2006. Embassy telephone is (90)(312) 455-5555, 24 hours a day. 2. (U) | 


another in a series of periodic reports on PKK violence in Turkey (ref a). Our primary sources for the 


' Schofer; reasons 1.4 (b) and (d). (C) EUR PDAS Volker delivered reftel demarche, September 12, t 


мап Ministers meeting. GOI representation will be headed by Italian Foreign Minister Massimo DVAI 


tional Development (AID), Post is requesting Human Rights Vetting, in accordance with the Leahy An 


try clearance to Darcy McPhee, Research Geophysicist, to travel to Barcelona, Spain from Septembe 
:F: SECSTATE 152936 1. Embassy grants country clearance to Dr. Michael Griffin, NASA Administr: 
Jassy grants country clearance to Lawrence Huebner, Charles Cockrell, and David Glass, from NAS/ 


er Institute, NIH to travel to Barcelona, Spain from September 27 to October 1, 2006. The purpose ol 
enior Investigator, National Institute of Diabetes and Digestive and Kidney Diseases, NIH to travel to I 
Administration\'s Office to travel to Valencia, Spain from September 16 to September 30, 2006. The 
ukanic, and Diane Madden, Office of Fossil Energy to travel to Madrid, Spain from October 10 to Oct 


N 140519Z SEP 06 1. Embassy grants country clearance to Melchor Antunano, MD, Director, Civil ^ 
'ALLE FOR REASONS 1.4 (B) AND (D) 1. (U) Anumber of roadblocks were established in Abidjan o 
sons 1.4 (b) and (d) 1. (SBU) The German Federal Prosecutor\'s Office announced September 14 t 
‘he purpose of the visit is to provide support to the Econ/Pol section. Point of contact is Econ/Pol Dep 
, Paul Van Son, Jason McClellen and Jim Kelly to visit Pristina September 18 - September 22, 2006. 


J) Summary: Portuguese Рите Minister Jose Socrates visited Brasilia, Sao Paolo and Rio from Augı 
inizations Officer Ana Coelho offered her perspective on the upcoming Community of Democracies (( 


| TAGS: CJAN, CVIS, KCRM, SNAR, DR SUBJECT: DOMINICAN FUGITIVE YSRAEL MUSTAFA ВЕ 
CE FOR ITA SARAH COOK SOUTHCOM FOR POLAD E.O. 12958: DECL: 09/15/2026 TAGS: PGC 


amber 14, 2006, the Department of State possesses no credible information of gross human rights vi 


ntroductory call on MOD Secretary General for Policy Admiral Francisco Torrente on September 15. 
tia Roses, Stephen Randolph Dash, David S Burkholder, and Deborah Bonita Lawrence from Septer 


NOV 05 B. 05 STATE 83724 1. This is an action request. See paragraphs 2 and 3. Post notes t 


CARICOM Assistant Secretary General for Foreign and Community Relations Ambassador Colin Gra 


clearance to Maria Castillo and Chris Davy to travel to Barbados from September 24-28, 2006, for th 
and to travel to Barbados from September 25-28, 2006, for the purpose of attending the Chiefs of Mis 
ciate Director for International Programs, to travel to Barbados from September 17-20, 2006, for the | 
ect name: Rural Telecenters Recipient: World Council of Credit Unions and Credit Unions in Ecuado 
Y: Poloffs met with Bolivia\'s Millennium Challenge Corporation (MCC) point of contact, Javier Hurtac 


CARACAS 02268 B. CARACAS 00910 Classified By: Acting Economic Counselor Shawn E. Fla 


SETOWN 2485 C.05 BRIDGETOWN 1316 Classified By: Ambassador Mary Kramer for reasons 


GEORGETOWN 915 Classified By: Ambassador David M. Robinson 1. (SBU) Summary: Broad 


ntains an action request in para 2. 2. The Ambassador received on August 22 a letter from Minister 
IA JAMES Т. НЕС, REASON: 1.4(D) 1.(C) Post appreciates the invitation conveyed reftel for the 20€ 


ır. Reasons: 1.4 (b) and (d) 1. (U) President Uribe clarified on September 10 that the GOC has no st 
?essi Title: Economic/Commercial Officer Telephone: 592-226-4309 IVG: 747-0220 Fax: 592-227-02: 


W YORK 01780 USUN NEW Y 00001822 001.2 OF 002 Classified By: AMBASSADOR JACKIE W 
y Eterno (from Sept. 27 - Oct. 2, 2006), and Commercial Specialist Doreen Weekes (from Sept.27 - z 


h local Iragi businessmen who have contracted with the GOI to provide foodstuffs for the Public Distri 
REF: A. DOJ MSG NUM 3382A B. KALASHNIKOVA/GUNNISON/CATO EMAIL 1. Embassy Ku 


1. (U) The information contained in this response was provided to Post by USAID Maputo. Overview 
ırsight of the Blue Lantern Program in-country: Brooke L. Williams Economic/Commercial Officer tel 


2 post o/a 22 to 24 September, 2006. 2. This clearance is not/not valid for entry into Iraq; you must aj 
d hereby grants country clearance for ATO Regional Director David Williams and Marketing Specialis 


I Econoff contacted Venga Aerospace Systems, Inc. President Hirsh Kwinter on August 31 to verify th 


ıman Rights Fund project follows. The project selection committee recommended and the Ambassaı 


o visit a vocational instruction site operated by Korean coalition forces, and a honey production projec 


3V, SA SUBJECT: AMBASSADOR BRIEFED ON SAUDIA FUTURE REF:A.A) JEDDAH 244 B.E 
опотіс Counselor Thomas Goldberger for reasons 1.4(b) апа (d). 1. (S) Summary: Following up on 


758 1. On September 17 emboff met with National Telecommunications Regulatory Authority (NTR; 


ROSTRATE NSC FOR ASIA DEPARTMENT OF HOMELAND SECURITY FOR ICE/NATIONAL SEC 
ОМ 887  B.RANGOON 171 С. RANGOON 154 RANGOON 00001346 001.2 OF 002 Classif 


EMAILS SENSTIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY. (SBU) Following 
bykayev told Assistant Secretary Boucher on September 9 that Kazakhstan saw SIPDIS President N 
nia has no diplomatic representation in Syria, thanked us for the additional information and said the C 


o North America Desk Director Harry Purwanto at the Department of Foreign Affairs. Purwanto said ! 


МЕСТ: GUINEA-BISSAU: RULE OF LAW RESOLVES TENSE SECURITY THREATS; MFDC STILL 


Ambassador Ryan C. Crocker. Reasons: 1.4 (b) and (d) --------------------------------- Introduction and C 


IS REF: A. PHNOM PENH 1204 B. PHNOM PENH 1614 1. (SBU) SUMMARY. After two round: 
N. REASON 1.4 (B,D) 1. (C) Summary. Six bombs exploded in the southern city of Hat Yai on the пк 


REF: А. ILEA MEMO/E-MAIL DATED 13 SEPT 2006 В. 05 STATE 021314 - GUIDANCE С. 0; 


yer 10, 2006, (New Years Eve in the Ethiopian calendar) the Ethiopian government granted pardons a 


er 10, 2006, (New Years Eve in the Ethiopian calendar) the Ethiopian government granted pardons а! 


election. The SPD will have the option of forming a government with either the Left Party.PDS or the 


N SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: DIRECTORATE GENERAL OF SUPPLIES A 


ted list of nine USAID programs that appear to meet reftel guidelines: 1. Project Name: Central Asie 
s delivered under cover of Diplomatic Note No. 1255 on September 15, 2006. The original Diplomati: 


B. STATE 146306 1. The following message was received 15 September. Begin Text No.IR/200 


ΕΒΑΝΟΝ: SECURITY ASSISTANCE COORDINATION WITH UAE REF: A) ABU DHABI 3632 (PM / 


тігу clearance for Perlita Muiruri to travel to Mozambique from September 17 through September 26, 
Officer gave an oral summary of the 2006 International Religious Freedom (IRF) Report to Ministry οἱ 
Ulusoy. Ulusoy said he is unsure whether the GOT is sending a representative to the Community of 
A TAGS: SNAR, PGOV, PTER, AF SUBJECT: AUXILIARY POLICE ASSESSMENT TEAM BEGINS V 


4 (b) and (d). 1. (C) SUMMARY: Independent Election Commission of Iraq (IECI) commissioners an 
:NT FIGHTING IN DARFUR Classified By: ECONOMIC/CONSULAR OFFICER JITU SARDAR FOF 
istment Corporation (OPIC) officials Geoffrey Tan and Nancy Rivera. We understand that Tan and Ri 
3 FLOODS IN THOSE AREAS. CASES OF CHOLERA HAVE BEEN REPORTED IN BIRNIN KONNI 


of Political and Legal Affairs, MFA UN and IFls Department. Verschuur promised to deliver the point: 
‘airs, MFA UN and IFls Department. Verschuur commented only that he expected further negotiation 


the Embassy a diplomatic note dated September 8, 2006 responding to reftel. The Czechs will suppo 
istry of Informatics Head of European Integration and International Relations Unit Marketa Morska ak 


T OCTOBER 2006 NSG MEETING REF: SECSTATE 140484 (SBU) ESTHOFF made reftel points 
ty announced its unconditional support for UN troops in Darfur and developed an eleven- point plan t 


3H LEVEL ATTENDANCE REF: A. SOFIA 1045 B. STATE 112656 1. (SBU) On September 14, ; 


NIN AND MARY SULLIVAN USDOC FOR 4322/ITA/MAC/OLAC/PEACHER E.O. 12958: N/A TAGS: 
JUDIABY SAYS THAT CHAD IS LOOKING AT SAUDIS REPLACING WESTERN OIL COMPANIES | 


n Sudan (GOSS) continues to demonstrate a lack of urgency, coordination, and capacity in dealing w 


:W SUDANESE REFUGEES INTO CHAD REF: STATE 144652 Classified By: ECONOMIC/CONSU 
UBJECT: HONDURAS: VENEZUELAN FUEL SCHEME IN EL SALVADOR JUST PART OF REGION 


ssified By: Poloff Phaedra Gwyn for reasons 1.4 b&d 1. (U) SUMMARY: Prime Minister Banny has ft 


seph Adda was forward-leaning about prospects for the long-stalled CMS Energy deal to expand the ` 
22 1.Russian Ambassador called Ambassador Thomas T. Riley September 18, 2006 to convey tha 


Jes to support Guatemala\'s candidacy for the UN Security Council, MFA Deputy Director for External 


SONS 1.4 (B) AND (D). 1. (U) This is an action request - please see paragraph 6. 2. (SBU) Верайт 
-: A) STATE 112656, B) GEORGETOWN 886, C) GEORGETOWN 918 1. To update information rep 
BJECT: NICARAGUA: THE OTHER POWER CRISIS REF: A. 05 MANAGUA 2551 B. 06 MANA( 


¡CENESETTER FOR PRESIDENT KARZANS UPCOMING VISIT TO WASHINGTON ZFR ZFR ZFI 
1 end-use, security and retransfer assurances for defense articles to MalaysiaVs Foreign Ministry on ^ 


DIR Robert Wang, REASONS 1.4 B/C 1. (S) Taiwan Bureau of Foreign Trade (BOFT) Export Contrc 


vey team will visit Afghanistan the week of September 24 in order to examine participation in a Provir 


'RICA FOR TSHORTLEY USUN FOR TMALY BRUSSELS FOR PLERNER E.O. 12958: N/A TAGS: 
Margaret Scobey for reasons 1.4 (b) and (d). 1. (U) This is a PRT Al Anbar cable. 2. (C) SUMMARY 
36 D. KUWAIT 262 E. 05 KUWAIT 263 1. (SBU) The Ambassador hosted a reception on Sep 
ding the following TIP proposal submitted by Post in consultation with the Office of Overseas Prosecı 


OVY BOR, LENINGRAD REGION, RUSSIA, LICENSE NO: D357334 REFTEL: USDOC 04557 1.L 
- AVIATION, MOSCOW, RUSSIA, LICENSE NO. 0361241 REFTEL: USDOC 04242 1. Unauthorize 


TCR, HK, CH SUBJECT: SUCCESSFUL EXPORT CONTROL COLLABORATION WITH TID 1. (SB 
nd Referenda (CCER) signed a new decree September 15 addressing candidatesY usage of mass т 
3E-LICENSE CHECK: SUPREME COMPANY REF: A) STATE 080771 B) EXP.LIC. 0357385 C) 03/2 


79 meeting with Emboffs, longtime Nazareth Mayor Ramiz Jaraisy painted a bleak picture of postwa 


inistry of Foreign Affairs reftel request and background regarding support of Steven Lett, U.S. candid: 


DHRF) projects implemented in Mozambique. Three of the projects are ongoing. Two others were ci 
ter for Disease Control, Department of Health and Human Services, employees Christine Branche, D 
ease Control, Department of Health and Human Services, employees Helen Dale, Epidemic Intelligei 


NSE TO NGO ALLEGATIONS REF: PHNOM PENH 1608 PHNOM PENH 00001700 001.2 OF 003 


sility (ΕΒΕ), late the afternoon of September 15 the Okinawa Defense Facilities Administration Bureau 


RIAL REF: A. JAKARTA 11342 (DEFENDANTS WALK OUT) B. JAKARTA 11145 (AMCITS TESI 


ns Ted Osius for Reasons 1.4 (B, D) 1. (S) Summary: Military leaders in India sounded an ominous 


mas Peterson, Meteorologist and Jay Lawrimore, Supervisory Physical Scientist NESDIS officials, to 


3 Josheph Lavelle and Stefan Schuet, NASA delegation from Ames Research Center, to travel to Mac 
o travel to Madrid and Valencia, Spain from September 28 to September 29, 2006. The purpose of tl 


